@ Hﬁ i:H.E iy )

LaLik= g

p-gy sl N2y
PR

0%

Iz

©2013-2025 Tencent Cloud International Pte. Ltd. 1 15871



@ HEH:[E iy 7]

GGGLE!
©2013-2025 & =T A

ASCRAEERULISME ST, RSB Ie BEYT, EIEATEUEMYR LN, Bl D& (e
AR SR

GEavat)!

EHBAT

NMHEABRER S ARSSAR K HRIRIZ A EIERE FAAH K N ERFTE. S04, AR R Ve =75 ERIIRGHR, Ik
HAXHMAATH

(k35 AHA]

ASREEAEAE BB RS 0 7 . IRSSHI SN BB, 807, IRSFIINE AT RE AP AEE, 14
AT SRR TR = b, IRSSRIRPSE, RS PRAESE N A G ISR Z ML S RIZTE, FRIEXT HELE, SN,
BTN A SR N B A AT B 7R BGRRR Y K T B ARIE

©2013-2025 Tencent Cloud International Pte. Ltd. 50 115877



A BAS

XFHA LSS
W
THE
=RS R
2N RS 4R
HEIE
HatBF
Bén
BAIRSS
nEAESHATHD
WSS
SRS
Bl AR SS
X RAFAE
=~ HDFS
KRS 73 Hr
H&RSS
BT
IR A
KRB
TDSQL-C MySQL ki
SRR E MySQL
=HAEEF PostgreSQL
=R SQL Server
1MV oy A B
TDSQL MySQL ki
NoSQL g%
=EHEE MongoDB
AR SaaS T.B
KR E 2 RERE 2 DBbrain
BE gD
2%
NSRS
CDN5-fss#

©2013-2025 Tencent Cloud International Pte. Ltd.

MHFHE R

i E R

553 15811



G"‘O IR i B

W& &M% CDN
IR sk
2% 2 4
=ik
AGEENNEF-B EO
B4
e el
N FH 224
Web K FH Ffj K&
4 5 Mk
SSL ik
B f#HT Private DNS
B ohf@it HTTPDNS
KA
% MapReduce
Elasticsearch Service
mEHE G
SEAE G PostgreSQL
BAEWIH R
SRlEIS
1HEBA%I CKafka
THEBAF RocketMQ ik
HANAARSS
SN A AT
A B B
AR R 1
FEYR i
PMINFRIEES
IVEEFREES
EXRARSS
TR ARG [ 5
AR ERH
TRk TIC
B[]
s MEF B
EREHT
il E R
EEIKSEH

©2013-2025 Tencent Cloud International Pte. Ltd. w54 15877



@ Hﬁizﬁﬁ ks

FRETE
=M H
e 5ok
IO FH P RE 12

©2013-2025 Tencent Cloud International Pte. Ltd.
5 F£158T0



A BT
sy oN e

WEE

ol B E] ¢ 2025-06-11 09:44:17

f&igT

i E R

IRS5AH K f (2 — R G RN IR S5 B 12 R BRAIR 2SR IR 55 f o, AIRSSAH X A E IR S5 e X,  BAIRSFAARIE
VAR HAE NSRS AT RN E AR, ASCEZN G SRIRST KA G~ RS KB R B4 aiiA s
PR Bk, AthsE,

o FERENCE L SREIRSSHE K A R RIRSS AR,

o AEBGH 1 BN RIS X A G5,

o AEEE L RS XA OB Z BT VREA CRIRNIE I RIRSS, EATLUS RS & A G T A G A gmia,
AN ERAH R S IR 55 AH 5% A E B AR T VR el B R 4 L 0TE IR 55 40 5k A (k5 T SR RS TR = PR T

i
PR S,

HEITHE
=hkss a4

=hikss 4
2B N IR
5

RN AR

%o

RN AR
5

28N AR

5t

JRERT

BATCH_QCSLinkedRolelnAcrossService

CVM_QCSLinkedRoleInCbslnit

CVM_QCSLinkedRoleInCVMSmartDiagnostic

Lighthouse_QCSLinkedRolelnBasic

Lighthouse_QCSLinkedRoleInCOSAndCI

Lighthouse_QCSLinkedRoleInDnsAndSsl

Lighthouse QCSLinkedRolelnLighthouseSmartDiagnostic

©2013-2025 Tencent Cloud International Pte. Ltd.

ARZ5HH K
it

[FEEPS
fith

ARZ5HH %
it

fRZ5HH %
it

fRZ5AH %
it

JEREESHEN

acrossservice.batch.cle

cbsinit.cvm.cloud.tence

cvmsmartdiagnostic.cv

basic.lighthouse.cloud.

cosandci.lighthouse.clc

dnsandssl.lighthouse.c

lighthousesmartdiagno

%56 15811



@ Hﬁizﬂﬁ Vil

HatBIF

HaLIhF

X

=]

/@
e S

=IFAE A
=D

TUARSS
P e

HEMIRSS
MRS

HEMARSS

HEMIRSS

TAT_QCSLinkedRoleInCommand fRS5MH%  command.tat.cloud.ten
A
Az 4 3
TAT_QCSLinkedRolelnUploadInvocation E‘g*ﬁ x uploadinvocation.tat.cl¢
AR e ek

AR%HMH %X cvm.qgcloud.com

TDCC_QCSLinkedRoleInOps
- ! P A ops.tdcc.cloud.tencent.com

ARZAH%  cvm.gcloud.com

TKE QCSLinkedRoleInTDCC
- At tdcc.tke.cloud.tencent.com

ARZ%HMH %X  cvm.gcloud.com

TKE_QCSLinkedRoleInEKSLo
N ! 9 At ekslog.tke.cloud.tencent.com

ARZAH%  cvm.gcloud.com

TKE_QCSLinkedRolelnEtcdService ,
it etcdservice.tke.cloud.tencent.com

fRZHMH %X  cvm.gcloud.com

TKE_QCSLinkedRoleInEKSCostMaster
A ekscostmaster.tke.cloud.tencent.com

% [
TKE_QCSLinkedRolelnPrometheusService SRS cvm.qcloud.com

pzRes) prometheusservice.tke.cloud.tencent.
yERERY i MO AR
AR 554H %

TEM_QCSLinkedRoleInTEMAPI temapi.tem.cloud.tencent.com

s
TEM_QCSLinkedRolelnTEMLog MR5MX - cvm.gcloud.com

At temlog.tem.cloud.tencent.com
& AY
TEM_QCSLinkedRolelnAccessCluster Egm X accesscluster.tem.cloud.tencent

TEM_QCSLinkedRolelnAccessResourceService  ARZH%  accessresourceservice.tem.clou

it

©2013-2025 Tencent Cloud International Pte. Ltd. w57 15877



@ IR iyl

FEh AR S5

st Ak el ek

. . 55 %

—~ HDFS CHDFS_QCSLinkedRoleInMetaMgmt fh metamgmt.chdfs.cloud.tencent.com

X . ARZ5HE 5%
I RAT ik COS_QCSLinkedRoleInCOSAcc fin COSAcc.COS.cloud.tencent.com
PR
RN RIFE COS_QCSLinkedRoleInCLSAccess Hﬁ?g*ﬁ x cosoclsr.cos.cloud.tencent.com
X . . . ARZ5HE 5% .

XN RAFE COS_QCSLinkedRolelnLighthouseMounting fin Ihmounting.cos.cloud.tencent.com
MA \
BERAN 557 Mt

P mEsen A Ak S Y

£Z -
HEARSS CLS_QCSRolelnAnonymousSharing akiizs cons.ole ESEpIIES
A sharing.cls.cloud.tencent.com

BaEER

P AEs AEXRE AEER SENY

. . A 55 % . e

PR, 2 MSP_QCSLinkedRoleInMIGtocos fin migtocos.msp.cloud.tencent.com  IFIEYIF
Y 7—“ N A
KARBIBARE

FEmH S JE R ) mEeR moEE

. LI EE

TR CDB_QCSLinkedRoleInDBLog kit DBLog.cdb.cloud.tencent.com

MySQL fytn

©2013-2025 Tencent Cloud International Pte. Ltd. g 115871


https://www.tencentcloud.com/document/product/598/58617
https://www.tencentcloud.com/document/product/598/57213

@ i e

SEARE CDB_QCSLinkedRoleInCdbwan fR%HH%  cdbwan.cdb.cloud.tencent.com
MySQL o

ﬁfgfl_ﬁ CDB_QCSLinkedRolelnDBlogDeliver Ezm x DBLogDeliver.cdb.cloud.tencen
;3@3;;; CynosDB_QCSLinkedRolelnDBLog ;’f‘zﬁ DBLog.cynosdb.cloud tencent.c
;\r/l?lzg::};i CynosDBMysql_QCSLinkedRolelnKms Ez*ﬁ X kms.cynosdb.cloud.tencent.com
I,Sggbfﬁ CynosDBMysal_QCSLinkedRolelnClsiog X asiog oynosdb.cioud encent o
;\r/l?/gg::}% CynosDB_QCSLinkedRolelnDBlogDeliver Ez*ﬁ x DBLogDeliver.cynosdb.cloud.ter
WheQL i | CymosDBMysal QCSLinkedRolelnDisDataSyne WX dtspatasyncoynosdb.cioud en
PﬁoiéﬁinL PostgreSQL_QCSLinkedRoleInDBLog Ez*ﬁ X DBLog.PostgreSQL.cloud.tence
Pﬁiﬁﬁ;i aL Postgres QCSLinkedRolelnPostgresKms Ez*ﬁ x postgreskms.postgres.cloud.ten
Sﬁ(ff*ffver SQLServer_QCSLinkedRolelInKMS Ezm x kms.sqlserver.cloud.tencent.con

Tk g oy A N BEE

FEEmR S TR eI iR HSERY
;\rﬂszg:: g DCDB_QCSLinkedRoleInKMS Hﬁfz*ﬁ x kms.dcdb.cloud.tencent.com FEEAIIFR
U;zgt i DCDB_QCSLinkedRoleInTSE Hﬁ?zm 9% tse.dcdb.cloud.tencent.com TEIEAIER
;\rﬂszg:: g DCDB_QCSLinkedRoleInDBLog Hﬁ?z*ﬁ x DBLog.dcdb.cloud.tencent.com e VAIES

©2013-2025 Tencent Cloud International Pte. Ltd. 59 115871


https://www.tencentcloud.com/document/product/598/57200
https://www.tencentcloud.com/document/product/598/57200
https://www.tencentcloud.com/document/product/598/57200

A BT

NoSQL ¥R E

i E R

P AEA A mEeEk Z
e £Z
ﬁffﬁ[i MongoDB_QCSLinkedRoleInKMS Egm x kms.mongodb.cloud.tencent.com =
Ly .
ﬁjfjii MongoDB_QCSLinkedRolelnDBlog Hﬁﬁzi‘ﬁ x DBLog.mongo.cloud.tencent.com =
e £Z >
ﬁffﬁfB MongoDB_QCSLinkedRolelnLogPush Hﬁljg*ﬁ X logpush.mongodb.cloud.tencent.com I
BIEE SaaS T B
P AEsT mERA mEEdR
BAEEERE PP
B DBBRAIN_QCSLinkedRolelnRedisAutonomy ftn RedisAutonomy.dbbrain.cloud.tence
DBbrain
" . . ARZ5HE %
BUEZFEEM  DMC_QCSLinkedRolelInWorkOrderReview fin dmec.cloud.tencent.com
S
P AT AmEem Mok
1 CLB_QCSLinkedRolelnUploadCertificate Hﬁfzi‘ﬁ X clb.cloud.tencent.com
£Z
TAE 2% VPC_QCSLinkedRolelnEipTat iggm 2 eiptat.vpc.cloud.tencent.com
N VPC_QCSLinkedRolelnSnapshot Hﬁfzi‘ﬁ X snapshot.vpc.cloud.tencent.cor
£Z
FAA A2 VPC_QCSLinkedRolelnVpcflowlog Hﬁ?g*ﬁ x vpcflowlog.vpc.cloud.tencent.ce
A R VPC_QCSLinkedRolelnPrivateLink AR$5HE X privatelink.vpc.cloud.tencent.cc

©2013-2025 Tencent Cloud International Pte. Ltd.

5510 15871


https://www.tencentcloud.com/document/product/598/58142
https://www.tencentcloud.com/document/product/598/58142
https://www.tencentcloud.com/document/product/598/58142

©2013-2025 Tencent Cloud International Pte. Ltd.

3 o [ iR
A BT
At
. . ARS5HH % .
FAH A2 VPC_QCSLinkedRoleInFlowLogAdvanceAnalysis 4 61 flowlogadvanceanalysis.vpc.clc
CDN5-fin
FEmt Amsin Ak AEEE
I LN\ £Z =
&R CDN_QCSLinkedRolelnRecordListDNSPod ke recordlistdnspod.cdn.cloud.tencent.«
4% CDN peRss)
BR e EE
i KL F GAAP_QCSLinkedRolelnCrossBorderCheck Hﬁfém% crossbordercheck.gaap.cloud.tence!
U
PN 2% 22 4=
Pt AEHER meAl AmEEk
— - : . ARS5HH % _
=K CFW_QCSLinkedRolelnGetiOAaccess firn GetiOAaccess.cfw.cloud.tencent.com
DA . . ARS5HH % .
TEO_QCSLinkedRolelnCertlist certlist.teo.cloud.tencent.com
HE-H EO - At
NG ARZ5HE %
TEO_QCSLinkedRolelInUpstreamgw upstreamgw.teo.cloud.tencent.com
SHOP£ EO - psireamg fa o peireamy
NG . iF&ZIEES
TEO_QCSLinkedRoleInCAMUserGrou camusergroup.teo.cloud.tencent.com
W4 EO - P e group
NG AR5 HE %
TEO_QCSLinkedRolelInDnspodaccessEO DnspodaccesEO.TEO.cloud.tencent.cc
HOTA EO - P i oy P
NG iF&ZiEES
TEO_QCSLinkedRolelnRealTimeLogCLS realtimelogcls.teo.cloud.tencent.com
W78 EO - J fi 9
N2 e
BARE 4
P A EGFR yzsR it JEEREE LN S Y

%11 3£15801



@ ﬁﬁizﬂﬁ ks

BiEZ2lh  DSGC_QCSLinkedRolelnApiSec — ARZ5HE % apisec.dsgc.cloud.tencent.com  1E[EYI5E

B fat
W %2 4
PR At fteRl LR SHE P
N £z
Wejt: R WAF_QCSLinkedRoleInCLS el cls.waf.cloud.tencent.com HRYIR
e fat
N 2510 5
Web RIS WAF_QCSLinkedRolelnAccess SRS access.waf.cloud.tencent.com FEEAIR
Kb fat
\) £z
;V;E R WAF_QCSLinkedRoleInCKafka Ega x ckafka.waf.cloud.tencent.com  IFIE%IF
=)

45

PPt AEsTR mEER ARk
= vl Az, »
BRI HTTPDNS_QCSLinkedRolelnClsLog SR httpdnslog.cloud.tencent.cor
HTTPDNS At
o= 73 Az iy

B HTTPDNS_QCSLinkedRoleInCustomdns ehiks customdns.httpdns.cloud.ter

HTTPDNS it

FAA ST g

Private PrivateDNS_QCSLinkedRolelnPL s privatedns.cloud.tencent.cor

DNS
B .

A | | MEHE%

Private PrivateDNS_QCSLinkedRoleInCls sy privatedns.qgcloud.com

DNS
N . : AR5 HH % :

SSL It SSL_QCSLinkedRolelnCertificateWaf s certificatewaf.ssl.cloud.tence
N . : AR 55 4H % :

SSL IEF SSL_QCSLinkedRolelnCertificateDependence s certificatedependence.ssl.cl
NN . : fR554H % :

SSL IEF SSL_QCSLinkedRolelnReplaceLoadCertificate s replaceloadcertificate.ssl.clo

©2013-2025 Tencent Cloud International Pte. Ltd. 12 $£15871


https://www.tencentcloud.com/document/product/598/60623
https://www.tencentcloud.com/document/product/598/57231
https://www.tencentcloud.com/document/product/598/57231
https://www.tencentcloud.com/document/product/598/57231

@ IR iyl

SSL iFH SSL_QCSLinkedRoleInCertificateCloudMonitor R&AH%  certificatecloudmonitor.ssl.cl
peRss)
s . . ARS5HE % .
SSL UEP SSL_QCSLinkedRolelnDescribeDeployedResources s describedeployedresources.
ﬂ_‘r‘
R
P yiR RV N M Ak
&R =5 dE P
gEnC CDWCH_QCSLinkedRoleInCKCOS f 6 ckcos.cdwch.cloud.tencent.con
TCHouse-C
FETH =2 AR25 A %
G CDWCH_QCSLinkedRolelnCdwchClb 62 cdwchclb.cdwch.cloud.tencent.
TCHouse-C
FEH =2 AR25 A %
G CDWCH_QCSLinkedRoleInCKLOGSHOW 62 cklogshow.cdwch.cloud.tencen
TCHouse-C
P& =2 MR 254 %
T CDWPG_QCSLinkedRoleInPGCOS 6 pgcos.cdwpg.cloud.tencent.cor
TCHouse-P
=2 5 A
G CDWPG_QCSLinkedRoleInPGKMS sy pgkms.cdwpg.cloud.tencent.col
TCHouse-P
Fbr R %187
BRI S DLC_QCSLinkedRolelInCheckDLCResource LSS checkdlcresource.dlc.cloud.ten
DLC A
) PUIR
FHE EMR_QCSLinkedRolelnApplicationDataAccess ki applicationdataaccess.emr.cloL
MapReduce A
. & AY
Elast.lcsearch ES_QCSLinkedRolelnAccessCos ARos A acesscos.es.cloud.tencent.com
Service A
) PRI
Elastllcsearch ES_QCSLinkedRolelnDatalmport ke dataimport.es.cloud.tencent.cor
Service it
Elasti h 55403
aS’[.ICSGarC ES_QCSLinkedRolelnLogSyncCls LSS logsynccls.es.cloud.tencent.cor
Service A

©2013-2025 Tencent Cloud International Pte. Ltd. 113 $£15871



@ Hﬁizﬂﬁ iy 7]

Elasticsearch =~ ES_QCSLinkedRoleInVpcOperate AR&HH %  vpcoperate.es.cloud.tencent.co
Service A
Elasti h Z5HH 3

as .|csearc ES_QCSLinkedRolelnBeatsCollector RS beatscollector.es.cloud.tencent.
Service A

TRl

P AEABRR e ek
HERSNIN B2 2
RocketMQ RocketMQ_QCSLinkedRoleInSendSSLcertificate f sendSSLcertificate.rocketmgq.cl
hix
N ,,%\ I
fKafli\:}i}i cosCkafka_QCSRole AR5t ckafka.gcloud.com
HBRAAR S5
PP Ans e Ak
S - Az H >
;;Ei&zﬁ LCIC_QCSLinkedRolelnTransfer izgm x transfer.Icic.cloud.tencent.com
]
s : AR 554H %
SIS LA TRTC_QCSLinkedRoleInCOSAccess s cosaccess.trtc.cloud.tencent.com
JUEI : : fR554H % :
SN E A TRTC_QCSLinkedRolelntrtcCloudRecording s trtccloudrecording.trtc.cloud.tencent
WA LA
PR AR e AEEk
& AY
FAYL i VOD LogToCLS Hﬁ?g’fﬁ 2 logtocls.vod.cloud.tencent.com
P
PAYii VOD_QCSLinkedRolelnHosting E(g*a X coshosting.vod.cloud.tencent.cor

©2013-2025 Tencent Cloud International Pte. Ltd. 14 $£15871



i E R

=R VOD_QCSLinkedRoleln_EQacceleration fREHH%  eoacceleration.vod.cloud.tencent
A
o : . k551 % .
=~ VOD_QCSLinkedRoleInManageSSL Certificates fin managesslcertificates.vod.cloud.!
e — M2y
SMINFRNEES
P AEGT AMEEE AEER %
- | AR %54 3% »
I FH =78 4 CAR_QCSLinkedRolelnCloudStorage 1 cloudstorage.car.cloud.tencent.com T
XSS
P AEAR AmEm Ak 52
b2 s
SR GME_QCSLinkedRolelInGameMedia akiizs gamemedia.gme.cloud.tencent.com e
5% At
IR VB\ S
~RIFEH
P B AEER AR
. . . . . 55 % .
U] Advisor_QCSLinkedRolelnCloudDiagnosis fh cd.advisor.cloud.tencent.com
NN . : . o AR5 4H % : . .
I[A] Advisor_QCSLinkedRoleInBusinessContinuity fro businesscontinuity.advisor.cloud.te
[RiWay £ . ARS5HE 5%
TCMPP_QCSLinkedRoleInCOSAccess cosaccess.tcmpp.cloud.tencent.col
FEAIIRSS - it PP
MBIk ARZ5HE 5%
TCMPP_QCSLinkedRolelnUserManage usermanage.tcmpp.cloud.tencent.c
B FRIRSS - g fiyn ge-fempp

ERERTT

©2013-2025 Tencent Cloud International Pte. Ltd.

%515 15871


https://www.tencentcloud.com/document/product/598/57464
https://www.tencentcloud.com/document/product/598/57208

Vil E R

ViR ER

Vil E R

EHRSE
i

BRI SE
i

EHIRSE
it

HRETE

P

=N A

538

=

L

IS FH PERE T

e

fE

APM_QCSLinkedRolelInPromlinstance

©2013-2025 Tencent Cloud International Pte. Ltd.

At

i E R

Ry i) @I AEETE

Ak
CAM_QCSLinkedRolelnEkslog Hﬁ?g*ﬁﬂé ekslog.cam.cloud.tencent.com

Az 41 3
CAM_QCSLinkedRolelnEkslog002 Hﬁ?g*ﬁ?ﬁ ckmlog.cam.cloud.tencent.com
CAM_QCSRole R M cam.cloud.tencent.com

£Z
Orgnization_QCSLinkedRoleInCIC Hﬁ?g*ﬁ% cic.organization.cloud.tencent.com

o : AR S5 HH % o
Organization_QCSLinkedRolelnDefaultMng s defaultmng.organization.cloud.tenc
o . : FEZZIEPS : L
Orgnization_QCSLinkedRoleInServiceControl s servicecontrol.orgnization.cloud.ten
s REEAY N fAEI AT
. ARS5HH %
CLOUDAPP_QCSLinkedRolelnDeployResource s deployresource.cloudapp.cloud.i
yERERE2Y i) fAEsER Atk
iFEZZIEPS

promlInstance.apm.cloud.tencent.com ]

%516 15811


https://www.tencentcloud.com/document/product/598/65430

@ A Vil
P

=R

BT BT ] @ 2025-06-11 09:43:42

MR% (FHX) ABREBREREEY, S/ SAUENERRS B EE 17 5RS5 M X A aX A P B EE TR
Bl AT AREARSSHE X Ry fE 7 R B K AR SRR B

CAMHT =% AEHFR e ARk
K AY
VN & CVM_QCSLinkedRoleInCbslInit E{g*ﬁ?& cbsinit.cvm.cloud.tencent.com
e . RS o
RS CVM_QCSLinkedRoleInCVMSmartDiagnostic cvmsmartdiagnostic.cvm.cloud.i

CVM_QCSLinkedRolelnCbslInit

SRR @ LA NRIRSES (CYM) MRS X AT, %A TR E T RIS HIBERTE I T FER HAth =ik Ss
%ﬁo
PURR SRR

o FRMEZHF © QcloudAccessForCVMLinkedRolelnCbsinit
o REEANE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

mxn

1y

"action": [

"tat :RunCommand",

"tat :DescribeInvocations",
"tat:DescribelInvocationTasks",
"tat:DescribeAutomationAgentStatus"
]

}
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o TREEEH ¢ QcloudAccessForCVMLinkedRolelnCVMSmartDiagnostic
o RIEANA :

{

"version": "2.0",

"statement": [

{

"action": [
"tat:DescribeAutomationAgentStatus",
"tat :RunCommand",
"tat:DescribelInvocationTasks",
"cwp:DescribeMachineInfo",
"cwp:DescribeMalWareList",
"cwp:DescribeHostLoginList",
"cwp:DescribeBruteAttackList",
"cwp:DescribeRiskDnsList",
"cwp:DescribeBashEvents"

I

"resource": "*",

"effect": "allow"

}

]

}
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PR SR M

o RMEAFR © QcloudAccessForLighthouseLinkedRolelnBasic

o REGNE :

{

"version": "2.0",

"statement":
{

"action": [
"vpc:*",
"cvm:*",
"tat:*"

1,

"resource":

[

mwxn
4

"effect": "allow"

}
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o HMEAFR © QcloudAccessForLighthouseLinkedRoleInCOSANdCI
o RIBNEA

{

"version": "2.0",
"statement": [

{

"action": [
Veogs®W,

"Ci:*"

1y

"resource": "*",
"effect": "allow"
}

]

}

Lighthouse QCSLinkedRolelnDnsAndSsl|

SRR - LG yRENARS S (Lighthouse) ARSSHE KM G, 1% (URFE T 5 BA SRS HYASURR Y P 177 R 445
YA AR 55 PR

PURR g
o KMEZFF © QcloudAccessForLighthouseLinkedRoleInDnsAndSsl
o REEAA

{

"version": "2.0",

"statement": [

{
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"action": [
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:BindCloudResource",
"kms:UnbindCloudResource",
Ugglg®W,

"tat:*",

"dnspod:*",

"domain:*"

1y

"resource": "*",
"effect": "allow"

}

]

}

Lighthouse_QCSLinkedRolelnLighthouseSmartDiagnostic
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PR SR

o REEFR ¢ QcloudAccessForLighthouseLinkedRolelnLighthouseSmartDiagnostic
o SREENE :

{

"version": "2.0",

"statement": [

{

"action": [
"tat:DescribeAutomationAgentStatus",
"tat :RunCommand",
"tat:DescribeInvocationTasks",
"cwp:DescribeMachineInfo",
"cwp:DescribeMalWareList",
"cwp:DescribeHostLoginList",
"cwp:DescribeBruteAttackList",
"cwp:DescribeRiskDnsList",

"cwp:DescribeBashEvents"
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1,

"resource": "*",
"effect": "allow"
}
]
}
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@ Hﬁizﬂﬁ iy 7]

MHEA
O BT R - 2025-06-11 09:43:27

MR35 (HX) AGRHEBNZRETEX, LR SAUSHERARSS BV Al 18RS 1 X A X P BT Vi
BfE. AN A BEARSHE X A ERIfE R 7R B X AUR SRR R

CAMAI = 5%, JEERER2Y T meEs AmEEs
s . . AR5 HE % .
HEITE BATCH_QCSLinkedRolelnAcrossService s acrossservice.batch.cloud.tencent.c

BATCH_QCSLinkedRolelnAcrossService

fERGR ¢ LA G IR IR (BATCH) MRS M X M th, %A EURHE T RIS R IS ARSI VT I AR H A =R S5
PUFRSRME

o FMEZHF © QcloudAccessForBATCHLinkedRolelnAcrossService
o RIRNA :

{

"version": "2.0",
"statement": [

{

"action": [
"cvm:RunInstances",
"cvm:ModifyInstancesAttribute",
"cvm:ResetInstance",
"cvm:DescribeInstancesStatus",
"cvm:DescribeInstances",
"cvm:TerminateInstances",
"cvm:DescribeImages",
"finance:trade",

"kms:BindCloudResource",

"cvm:*"

1,

"resource": "*",
"effect": "allow"

}
]
}
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@ Hﬁizﬂﬁ Vil B
Hsh{bBF

ol N TE] © 2025-06-11 09:44:06

MR35 (HX) AGRHEBNZRETEX, LR SAUSHERARSS BV Al 18RS 1 X A X P BT Vi
BfE. AN A BEARSHE X A ERIfE R 7R B X AUR SRR R

CAMH =% A AEeal  mEER

BN At . ARS5HH %

BE TAT_QCSLinkedRolelnCommand o command.tat.cloud.tencent.com
&= B3t liF&ZIEES

TAT_QCSLinkedRolelnUploadInvocation uploadinvocation.tat.cloud.tencent.cc

B

TAT_ QCSLinkedRoleInCommand

SRR ¢ LA BRI BELBIT (TAT )RS K A, %M CORFE T R IRERIE YRR Bl A 7 Ry HoAth
=hRSSHIE,
PR SR M

o FEMEZHFr ¢ QcloudAccessForTATLinkedRolelnCommand
o REENE :

{
"version": "2.0",

"statement": [

{

"action": [
"cvm:Describe*",
"lighthouse:Describe*"
I

"resource": "*",
"effect": "allow"
}

]

}

TAT_QCSLinkedRolelnUploadinvocation
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@ Hﬁizﬂﬁ ViR

fERGR ¢ LA C BN BLBIT (TAT) RS X A, %A CORE T KBRS A RTE R A 75 (R S H Al
=hRSS IR,

PR SR
o RIEEHT © QcloudAccessForTATLinkedRolelnUploadinvocation
o RIEE .

{

"statement": [

{

"action": [

"cos:HeadBucket",
"cos:GetBucket",
"cos:PutObject"
1y

"effect": "allow",
"resource": "*"

}

1y

"version": "2.0"

}
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el o5

ol B E] ¢ 2025-06-11 09:44:12

i E R

MRS (FHX) ABREBRZREEY, SRSV RIRS Bl EE 17 5RS5 M X A aX A P B EE TR
BfE. AR A RAEARSSHE X A Ry 7 R B KR SRR B

CAMH=&ht At

wARRSS TKE_QCSLinkedRoleInTDCC

Aeriss TKE_QCSLinkedRoleInEKSLog

AR TKE_QCSLinkedRolelnEtcdService
RS TKE_QCSLinkedRoleInEKSCostMaster
werrss TKE_QCSLinkedRolelnPrometheusService

TKE_QCSLinkedRoleInTDCC

fRZ5HH %
At

FE2ERS
it

ARZ5HH %
it

IFEEPS
it

JEREE AN

cvm.qcloud.com
tdcc.tke.cloud.tencent.com

cvm.qgcloud.com
ekslog.tke.cloud.tencent.com

cvm.qcloud.com
etcdservice.tke.cloud.tencent.com

cvm.qgcloud.com
ekscostmaster.tke.cloud.tencent.ct

cvm.qcloud.com
prometheusservice.tke.cloud.tence

fERZR | LaTAENEERS (TKE) MRSSH XXMM, %A EREC KBRS IAURIE BN T A H A =R S

PR,
PUFRSRME

o FEMRZHFS ¢ QcloudAccessForTKELinkedRoleInTDCC
o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:listTopic",

"cls:getTopic",

©2013-2025 Tencent Cloud International Pte. Ltd.
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Talss

"cls

Vals s

"cls

"cls:

"cls
"cls
"cls

"cls

Vals s

"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls

1r

createTopic",

:modifyTopic",

listMachineGroup",

:getMachineGroup",

createMachineGroup",

:modifyMachineGroup",
:deleteMachineGroup",
:getMachineStatus",
:pushLog",

agentHeartBeat",

:getConfig",

:getIndex",

:modifyIndex",
:ApplyConfigToMachineGroup",
:CreateConfig",

:CreateIndex",

:Createlogset",
:CreateMachineGroup",
:CreateTopic",

:DeleteConfig",
:DeleteConfigFromMachineGroup",
:Deletelogset",
:DeleteMachineGroup",
:DeleteTopic",
:DescribeConfigMachineGroups",
:DescribeConfigs",
:Describelogsets”,
:DescribeMachineGroupConfigs",
:DescribeMachineGroups",
:DescribeTopics",
:ModifyConfig",

:ModifyIndex",
:ModifyMachineGroup",
:ModifyTopic"

"resource": [

wxn

TKE_QCSLinkedRoleInEKSLog
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fERGR . LAtV ERRS (TKE) MRS MAE, %M EREC KBRS RRYEE 177 R =ik S5 %
?)EO
PR SR IS

o TREEEM ¢ QcloudAccessForTKELinkedRoleInEKSLog

TKE_QCSLinkedRolelnEtcdService

REEFAA

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:pushLog",
"cls:agentHeartBeat",
"cls:getConfig"

I

"resource": [

L]

i E R

SRR ¢ LEiAENERRS (TKE) MRFSAE, %A ERET KPR AR T A5 R R Hoft = R 55

.

PR SR

o FRMEZHFr © QcloudAccessForTKELinkedRolelnEtcdService

o REENE :

{

A\l

'version": "2.0",

'statement": |

{

A\l

Ll

©2013-2025 Tencent Cloud International Pte. Ltd.
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"action": [
"cos:DeleteBucket",
"cos:GetBucket",
"cos:PutBucket",
"cos:HeadBucket",
"cos:GetObject",
"cos:HeadObject",
"cos:PutObject",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:ListMultipartUploads",
"cos:AbortMultipartUpload"

TKE_QCSLinkedRoleInEKSCostMaster

FERR ¢ LATAENESRRS (TKE) IRSFHERE AT, %A ERET RIS IR BN T AR HAh RS
%ﬁo
PUR SRR

o FMEZHFr . QcloudAccessForTKELinkedRolelInEKSCostMaster
o REEANE :

{

"version": "2.0",

"statement": [

{

"action": [
"monitor:DescribeMidDimensionValuelList",
"monitor:DescribeStatisticDhata",
"monitor:GetMonitorData"

1,

"resource": "*",

"effect": "allow"

}

]

}
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TKE_QCSLinkedRolelnPrometheusService

fERGR ¢ LA NEERS (TKE) MRSSAE, %M ERTET KBRS A BERVE A5 R B = AR SS Bt
?}EO

PR SR
o FMEAHS © QcloudAccessForTKELinkedRolelnPrometheusService
o REEANE :

{

"statement": [

{

"action": [

"cos:DeleteBucket",

"cos:GetBucket",

"cos:PutBucket",

"cos:HeadBucket",

"cos:GetObject",

"cos:HeadObject",

"cos:PutObject",

"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:ListMultipartUploads",
"cos:AbortMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"monitor:DescribePrometheusInstances",
"monitor:DescribeRecordingRules",
"monitor:DescribeAlertRules",
"monitor:DescribeAlarmNotice",
"monitor:DescribeAlarmNotices",
"monitor:DescribeAlarmNoticeCallbacks",
"monitor:DescribeAlarmHistories",
"monitor:CreatePrometheusMultiTenantInstance",
"monitor:TerminatePrometheusInstances",
"monitor:ModifyPrometheusInstanceAttributes”,
"monitor:CreateRecordingRule”,
"monitor:DeleteRecordingRules",
"monitor:UpdateRecordingRule",
"monitor:CreateAlertRule",
"monitor:DeleteAlertRules",
"monitor:UpdateAlertRule",
"monitor:UpdateAlertRuleState",
"monitor:CreateAlarmNotice",
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"monitor
"monitor:
"monitor
"monitor:
"monitor
"monitor:
"monitor:
"monitor
"monitor:
"monitor
"monitor:
"monitor
"monitor:
"monitor:

"monitor:

:DeleteAlarmNotices",

ModifyAlarmNotice",

:ModifyAlarmPolicyNotice",

CreateManagedEKSAgent",

:DescribeManagedEKSAgent",

CreateAlertRuleReceiverNotRequired",

UpdateAlertRuleReceiverNotRequired",

:DescribeExporterIntegrations”,

CreateExporterIntegration",

:UpdateExporterIntegration",

DeleteExporterIntegration",

:CreateGrafanalInstance",

CreatePrometheusMultiTenant InstancePostPayMode",

BindPrometheusManagedGrafana",

DescribeGrafanalInstances",

"tdcc:DescribeExternalClusters",

"tdcc:DescribeExternalClusterCredential”,

"monitor:
"monitor
"monitor:
"monitor:
"monitor
"monitor:

"monitor

UpgradeGrafanaDashboard",

:UninstallGrafanaDashboard",

DescribePrometheusAlertGroups",

CreatePrometheusAlertGroup",

:UpdatePrometheusAlertGroup",

DeletePrometheusAlertGroups",

:UpdatePrometheusAlertGroupState",

"tke:DescribeTKEEdgeExternalKubeconfig",
"tke:DescribeTKEEdgeClusterCredential",
"tke:DescribeTKEEdgeClusters",
"tke:DescribeClusters",

"tke:DescribeClusterSecurity"

1,
"effect":

"allow",

"resource": [

"

]
}
1,

"version"

}

PNk
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@ Hﬁizﬂﬁ Vil
mRAETHARHD

ol N TE] © 2025-06-11 09:44:08

MR35 (HX) AGRHEBNZRAETEX, SRSV RARSS BV Al 18RS 18 X A X P BT i
BfE. AN A BEARSHE X A ERIfE R 7R B X AUR SRR B

CAMA 4, P REEST Rl NGRS HEN

cvm.qgcloud.com

rEATHA D TDCC_QCSLinkedRolelnOps k55 HH 5% £
ops.tdcc.cloud.tencent.com

TDCC_QCSLinkedRolelnOps

fERGR | LA IRFEESTRIAD (TDCC) MRFAHE KA, %M ERFE T KRR F R VEE P 177 ) 4
Y H A AR S5 TR
PUFRSRME

o HMEAFR © QcloudAccessForTDCCLinkedRolelnOps
o RIEANA :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": |
"cls:listTopic",
"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:listMachineGroup",
"cls:getMachineGroup",
"cls:createMachineGroup",
"cls:modifyMachineGroup",
"cls:deleteMachineGroup",
"cls:getMachineStatus",
"cls:pushLog",
"cls:agentHeartBeat",
"cls:getConfig",
"cls:getIndex",
"cls:modifyIndex",

"cls:ApplyConfigToMachineGroup",
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Talsg
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cam:
"cam:

1,

CreateConfig",
CreatelIndex",
Createlogset",
CreateMachineGroup",
CreateTopic",

DeleteConfig",

DeleteConfigFromMachineGroup",

Deletelogset",
DeleteMachineGroup",

DeleteTopic",

DescribeConfigMachineGroups",

DescribeConfigs",

DescribelLogsets",

DescribeMachineGroupConfigs",

DescribeMachineGroups",
DescribeTopics",
ModifyConfig",
ModifyIndex",
ModifyMachineGroup",
ModifyTopic",
GetChart",
CreateChart",
GetDashboard",
ListDashboard",
ListChart",
DeleteDashboard",
DeleteChart",
CreateDashboard",
ModifyDashboard",
ListMaskedSubAccounts",

GetUserBasicInfo"

"resource": [

mxn
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PR SS

SPEIIRSS

I E) ¢ 2025-06-11 09:44:09

i E R

MRS (FHX) ABREBRZREEY, SRSV RIRS Bl EE 17 5RS5 M X A aX A P B EE TR

BfE. AR A RAEARSSHE X A Ry 7 R B KR SRR B

CAMHI it %4

MRS

IR SS

LRSS

FEEMIRSS

RS YN

TEM_QCSLinkedRoleInTEMAPI

TEM_QCSLinkedRoleInTEMLog

TEM_QCSLinkedRolelnAccessCluster

TEM_QCSLinkedRolelnAccessResourceService

TEM_QCSLinkedRoleInTEMAPI

IFEEPS
fith

ARZ5AH K
it

JERER AL

temapi.tem.cloud.tencent.con

cvm.qgcloud.com
temlog.tem.cloud.tencent.con

accesscluster.tem.cloud.tenc

accessresourceservice.tem.c

fERGR ¢ LA MRS (TEM) RS KA, %A ERTE T R BRI ARG BN T R A H A R

55
PUFRSRME

o REEEM @ QcloudAccessForTEMLinkedRoleInTEMApi

o REEAE

{

"version":
"statement

{

"effect":

" "
resource

mxn

1,

"action":

"2.0",
": [

"allow",

g

[

"apm:CreatePAASInstance",

"apm:DescribeApmAgent",
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TEM_QCSLinkedRoleInTEMLog

=i

:DescribeTopology",
:DeletePAASInstance",
:DescribePAASTopology",

:CreateCloudBaseRunServerVersionWithMicroService"

i E R

ERGR LA oM (TEM) IRSHXAE, %A ORFE T RIBERISFIAERTE R A 5 R A Hth ik

R,

PURR SR

o KEEZF @ QcloudAccessForTEMLinkedRoleInTEMLog

o REGHNE :

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"resource": [

]

1,

"action": [

"cls:

"cls
"cls

"cls

Valgs

"cls

"cls:

"cls
"cls
"cls
"cls
"cls
"cls
]

}

©2013-2025 Tencent Cloud International Pte. Ltd.

listTopic",

:getTopic",
:createTopic",

:modifyTopic",

listMachineGroup",

:getMachineGroup",

createMachineGroup",

:modifyMachineGroup",
:deleteMachineGroup",
:getMachineStatus",
:pushLog",
:agentHeartBeat",

:getConfig"
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TEM_QCSLinkedRolelnAccessCluster

i E R

fERGR ¢ LA oyEEMIRS (TEM) RS KM, %A ERTE C R BRI HIARIE B A I I A H A R

S5 B,

PUPR SRS

o FMEZHFr © QcloudAccessForTEMLinkedRolelnAccessCluster

o REEAE

{

"vers
"stat
{

ion": "2.0",

ement": [

"effect": "allow",

"acti
"tse:
"tse:
"tse
"tke
"tcr:
"tcr:
"tcr:
"tcr:
"tcr:
"tcr:
"tcr:
VE@E &
"tcr:
"tcr:
"tcr:
"tcr:
"tcr
"tcr:
"cls:
"cls
"cls
"cls
"cls
"cls

"cfs

on": [

DescribeSREInstances",

DescribeSREInstanceAccessAddress",
:DescribeSREGlobalConfigs",
:DescribeClusters",

CreateNamespacePersonal",
DeleteNamespacePersonal",
DescribeRepositoryOwnerPersonal",
DeleteRepositoryPersonal",
DeleteImagePersonal",
CreateRepositoryPersonal",
BatchDeleteRepositoryPersonal",
BatchDeleteImagePersonal",
CreatelInstanceToken",
DescribeInstanceToken",
DeletelInstanceToken",

DescribeRepositories",

:PullRepository",

PullRepositoryPersonal",

searchLog",

:getTopic",
:getIndex",
:CreateIndex",
:modifyIndex",
:DeleteIndex",

:DescribeCfsFileSystems",

©2013-2025 Tencent Cloud International Pte. Ltd.
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"cfs:DescribeMountTargets",
"vpc:DescribeSubnetEx",
"vpc:DescribeSubnet",
"apm:CreateApmInstance",
"apm:ModifyApmInstance",
"apm:TerminateApmInstance",
"apm:CreatePAASInstance",
"apm:DeletePAASInstance",
"apm:DescribeApmAgent",
"apm:DescribeTopologyMetricLineData",
"apm:DescribeMetricLineData",
"apm:DescribeServiceOverview",
"apm:DescribeMetricRecords",
"cam:GetRole",
"tcr:DescribeInternalEndpoints",
"tcr:DescribelInternalEndpointDnsStatus",
"tcr:CreateInternalEndpointDns",
"tcr:DuplicateImagePersonal",
"tcr:DescribeInstances",
"tcr:CreateInstance",
"tcr:DescribeNamespaces",
"tcr:CreateNamespace",
"tcr:CreateRepository",
"tcr:DescribeRepositories™,
"tcr:ManagelInternalEndpoint",
"tcr:PushRepository",
"tcr:PushRepositoryPersonal",
"monitor:DescribePrometheusInstances",
"monitor:UpgradeGrafanaDashboard",
"vpc:CreateVpc",

"vpc:CreateSubnet",

n

vpc:DescribeVpcEx",
"vpc:DeleteNatGateway",
"vpc:CreateNatGateway",
"vpc:CreateRoute",
"vpc:EnableRoutes",
"vpc:DeleteRoute",
"vpc:DescribeNatGateways",
"vpc:DescribeRouteTable",

"cvim:ReleaseAddresses",
"monitor:TerminatePrometheusInstances",
"monitor:CreatePrometheusMultiTenantInstancePostPayMode"
1y

"resource": [

"

]
}
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TEM_QCSLinkedRolelnAccessResourceService

i E R

fERGR ¢ LA CyEEMIRS (TEM) RS KM, %A ERTE C R BRI HIARIE B A I T A H A R

5B,

PUPR SR

o FMEZHFF © QcloudAccessForTEMLinkedRolelnAccessResourceService

o RIEAE

{

"vers
"stat
{

ion": "2.0",

ement": [

"effect": "allow",

"acti
"tcb:
"tcb:
"tcbh:
"tcb
"tcb:
"tcb:
"tcb:
"tcb:
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tcb:
"tcb:
"tcb:
"tcb
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tcb:
"tcb:
"tcb:

on": [
DescribeCloudBaseGWAPI",
DescribeCloudBaseRunServer",

DescribeCloudBaseRunServers",

:DescribeCloudBaseRunServerVersion",

DescribeEnvLimit",
DescribeCloudBaseRunPodList",
DescribeICPResources",
DescribePostPackage",
DescribeCloudBaseGWService",
DescribeCurveData",

SearchClsLog",
DescribeCloudBaseRunImages",
DescribeCloudBaseRunServerFlowConf",
CreateCloudBaseRunServerVersion",
CreateCloudBaseGWAPI",
ModifyCloudBaseGWAPIPublicAccess",

:ModifyCloudBaseGWAPIAccessType",

ModifyCloudBaseRunServerVersion",
CreatePostpayPackage",
DeleteCloudBaseRunImageRepo",
DeleteCloudBaseRunServer",
DeleteCloudBaseRunServerVersion",
EstablishCloudBaseRunServer",
ModifyCloudBaseRunServerFlowConf",
RollUpdateCloudBaseRunServerVersion",
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"tcb

1,

:DescribeEnvs",
"tch:
"tcb:
"tcb:
"tcb:

DestroyEnv",
CheckTcbService",
ModifyEnv",

DescribeCloudBaseRunVersionException"

"resource": [

]
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b7 IR SS
X RATH

] - 2025-06-11 09:43:41

MRS (HHX) ABREBRZRETEY, SRSV IRS B EE 17 5RS5 M X A aX A P B EE TR
BfE. AT ARAEARSSHE X A Ry fE R B KPR SRR B

CAMHIF= i AEaH mEs meaEk
. RS54 5%
R RIFE COS_QCSLinkedRoleInCOSAcc fin COSAcc.COS.cloud.tencent.com
X . ARS5HH %
PO REER COS_QCSLinkedRoleInCLSAccess fin cosoclsr.cos.cloud.tencent.com
X . . . RS54 5% .
M RAFE COS_QCSLinkedRolelnLighthouseMounting fin Ihmounting.cos.cloud.tencent.con

COS_QCSLinkedRoleInCOSAcc

SRR ¢ HETAEAXRAEFME (COS) MRS XM, %M ERHEC REXSRIS ARG A5 R 2 HAth SR S5
ﬁﬁo
PURR SRR

o REEEH . QcloudAccessForCOSLinkedRoleiInCOSAcc
o REENE :

{

"statement": [

{

"action": [
HCCISER

]I

"effect": "allow",
"resource": "*"

s

]I

"version": "2.0"

}
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COS_QCSLinkedRoleInCLSAccess

i E R

SRR | MRIFERS (COS) BRFMIREFEEARRTLITIIR @ g HERS (CLS) HESE, HE3

i, HE, EESWlad, SEEdERs | DU 6E 0SS
PR SR M

o FIEAH . QcloudAccessForCOSLinkedRoleInCosoclsr
o REEANE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:CreatelIndex",
"cls:ModifyIndex",
"cls:DescribeIndex",
"cls:CreateTopic",
"cls:ModifyTopic",
"cls:DeleteTopic",
"cls:DescribeTopics",
"cls:ModifyLogset",
"cls:Deletelogset",
"cls:Createlogset",
"cls:DescribelLogsets",
"tag:DescribeResourceTagsByResourcelIds",
"tag:DescribeTagKeys",
"tag:DescribeTagValues",
"tag:DescribeResourceTags",
"tag:TagResources",

"tag:DescribeTags"

I

"resource": "*x"

}

]

}

COS_QCSLinkedRolelnLighthouseMounting

fERR ¢ LA O N RIFE (COS)IRSS M KMt %A CUIFTE 5 RIS HIA IR YE 6l A 75 IR A HAth oA 55 B2

o
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R SR Mt
o REEHAHFR ¢ QcloudAccessForCOSLinkedRolelnLighthouseMounting
o RIBAE :

{

"statement": [

{

"action": [

"tat :DescribeCommands",

"tat :RunCommand",

"tat : InvokeCommand",

"tat :DescribelInvocations",
"tat:DescribelInvocationTasks",
"tat:DescribeAutomationAgentStatus",
"tat:CancelInvocation",
"tat:DescribeInstancesFeatureStatus"

1,

"effect": "allow",
"resource": "*"

}

1,

"version": "2.0"

t
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-~ HDFS

ol E N E] © 2025-06-11 09:43:37

MR35 (HX) AGRHEBNZRAETEX, LR PSPV RARSS BV Al @ 18RS 18 X A X P B R T i
BfE. AN A BAEARSHE X A ERIfE R5R B X AUR SRR B

CAMA= 5%, fAtfRs A JREESHEN

ARZ5HH %

=HDFS CHDFS_QCSLinkedRolelnMetaMgmt ftn

metamgmt.chdfs.cloud.tencent.com

CHDFS_QCSLinkedRoleInMetaMgmt

BRI . HAiAENEHDFS (CHDFS) RSSHH XM, 12 CuRFE T ORISR A A ERTE Rl A 177 I Sy EL At il
Bz
PUFRSRME

o HMEAFR © QcloudAccessForCOSLinkedRoleInMetaMgmt
o RIEANA :

{

"version": "2.0",
"statement": [

{

"action": [
"cos:GetBucket",
"cos:GetBucketObjectVersions",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PostObject",
"cos:AppendObject",
"cos:GetObject",
"cos:HeadObject",
"cos:DeleteObject",
"cos:0ptionsObject",
"cos:PostObjectRestore",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
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"cos:ListParts",
"cos:GetBucketLifecycle",
"cos:PutBucketLifecycle",
"cos:DeleteBucketLifecycle",
"cos:PutObjectTagging",
"cos:GetObjectTagging",
"cos:DeleteObjectTagging”

I

"resource": "*",

"effect": "allow"

}

]

}
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@ HEI:HE Vil

BRI 5.7 H
H SRS

E I ] - 2025-06-11 09:43:40

fR% (HHX) ABREBRZRETEY, SRSV IRS B EE 15 5RS5 M X A aX AP B EE TR
Bl AT ARAEARSSHE X A Ry R R B KPR SRR B

CAMA= %, fAtARs fatZeR JERSSE AL

ARRZ5HE % A console-

H SRS CLS_QCSRolelnAnonymousSharing _
t sharing.cls.cloud.tencent.com

CLS_QCSRolelnAnonymousSharing

fERGR | LA GAMECLSES 7 =HHEMI N, CLSIKE T ZNE (KRNI AR LE
PR SR M

o TREEZM © QcloudAccessForClsRolelnSharing
o RIBNEA :

{

"version": "3.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:SearchLog",
"cls:DescribeTopics",
"cls:DescribeIndex",
"cls:DescribelLogHistogram",
"cls:DescribeDashboards",
"cls:QueryRangeMetric",
"cls:QueryMetric"

I

"resource": "*"

}

]

}
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KRR
TR A

E TN E) - 2025-06-11 09:43:58

MR% (HHX) ABREBRZRETEY, SRSV IRS B EE 17 5RS5 M X A aX A P BEHEE TR
BfE. AT AREARSSHE X A Ry fE 7 R B K AR SRR B

CAMA= %, At fatZERl JERESE AL

i MSP_QCSLinkedRoleInMIGtocos ARS5HE K A migtocos.msp.cloud.tencent.com

MSP_QCSLinkedRoleInMIGtocos

FERTR LA IR (MSP)IRSSH K A, %A CURE T R BRI AR VE N 7 TR S HoAth AR S5 5%
S
PUFRSRME

o FMEZHFr © QcloudAccessForMSPLinkedRoleInMIGtocos
o REENE :

{

"statement": [

{

"action": |
"cos:GetService",
"cos:PutObject",
"cos:GetObject"
1,

"effect": "allow",
"resource": "*"

}

]I

"version": "2.0"

}
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KRBUE R
TDSQL-C MySQL ki
T BT R ¢ 2025-06-11 09:43:43

MRS (HHX) ABREBRZRETEY, SRSV RIRS B EE 17 ERS5E X A aX AP BEHEE TR
BfE. AR A REARSSHE X A Ry fE 7R B X AR SRR B

CAMH ™= i%  AELHH e mEEk
_ % CIEE
A CynosDB_QCSLinkedRolelnDBLog ki DBLog.cynosdb.cloud.tencent
TDSQL-C At
RREZUERE CynosDBMysql_QCSLinkedRolelnKms ki kms.cynosdb.cloud.tencent.cc
TDSQL-C At
mIFRABIEE 551 %

CynosDBMysgl QCSLinkedRolelnClslo clslog.cynosdb.cloud.tencent.c
TDSQL-C y yed- ¥ fistes o
_ " .
s CynosDB_QCSLinkedRolelnDBlogDeliver aliEs DBLogDeliver.cynosdb.cloud.i
TDSQL-C At
mIFEABIEE 551 %

CynosDBMysgl QCSLinkedRolelnDtsDataSync dtsDataSync.cynosdb.cloud.te
TDSQL-C / yea- e me yne-ey

CynosDB_QCSLinkedRoleInDBLog

SERER ¢ HETAE A RFEARYEZE (TDSQL-C) RS XA, %A ERTEE KIS AR VE A 177 TR A H
b AR S5 TR
PR SR M

o REEAFR ¢ QcloudAccessForCynosDBLinkedRoleinDBLog
o FENA -

{

"version": "2.0",
"statement": |

{

"effect": "allow",
"action": [
"cls:ModifyKafkaRecharge",

"cls:DescribeKafkaRecharges",
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"cls:DeleteKafkaRecharge",
"cls:CreateKafkaRecharge",
"cls:DeleteCloudProductLogTask",
"cls:ModifyCloudProductLogTask"
I

"resource": "*x"

}

]

}

CynosDBMysqgl_QCSLinkedRolelnKms

i E R

ERGR . LAt REAEBIEETDSQL-C (cynosdb) ARZSAE KM, (%M EURFE C R IR RIS YRR YE N 15

AN Hf =R 55 B
PR SR IS

o RMEAFR © QcloudAccessForCynosDBLinkedRolelnKms
o RIBNEA :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:BindCloudResource",
"kms :UnbindCloudResource"
I

"resource": [

mxn
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CynosDBMysql_QCSLinkedRoleInClslog

ERSAR ¢ Al @B FARIEE TDSQL-C (CYNOSDB )RS5 HH % M fh, 1% (e C R SRI A A RRTE A
V5 IRV EL At AR 55 B T
BURR SRS

o TREEZM @ QcloudAccessForCynosDBLinkedRolelnClslog
o RIBAEA :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:DescribeIndexs",
"cls:DescribeTopics",
"cls:DescribeIndex",
"cls:CreatelIndex",
"cls:DeleteIndex",
"cls:ModifyIndex",
"cls:pushLog",
"cls:CreatelLogset",
"cls:CreateTopic",
"cls:DescribelLogsets",
"cls:DeleteTopic",
"cls:DeletelLogset"

I

"resource": [

mxn

CynosDB_QCSLinkedRolelnDBlogDeliver

ERTR ¢ HETAE A RFEAERYEZE (TDSQL-C) RS KA, %A ERFTE T KIS AR VE A 177 TR A4
b AR SS TR
PR SR

o TREEZM © QcloudAccessForCynosDBLinkedRolelnDBLogDeliver
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{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"ckafka:DescribeTopic",

"ckafka:CreateTopic",
"ckafka:CreateRoute",
"ckafka:DescribeTaskStatus",

"ckafka:DescribeRoute"

1,

"resource": "*"

}
]
}

CynosDBMysqgl QCSLinkedRolelnDtsDataSync

i E R

ERGR | LA RFEAEBIEETDSQL-C (cynosdb) ARFSAH KM, %M EURFE C ORISR YRR TG BN 15
A& A=A R 55 B

PUPR SR

o TREEZM @ QcloudAccessForCynosDBLinkedRolelnDtsDataSync

o REGE :

{

"vers
"stat
{

"effe
"acti
"dts:
"dts:
"dts
"dts
"dts:
"dts:
"dts
"dts:

©2013-2025 Tencent Cloud International Pte. Ltd.

ion": "2.0",

ement": [

ct": "allow",

on": [
CreateSyncJob",
ConfigureSyncJob",

:CreateCheckSyncJob",
:DescribeCheckSyncJobResult",

SkipSyncCheckItem",
StartSyncJdob",

:DescribeSyncJobs",

IsolateSyncJob",
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"dts:DestroySyncJob"
I

"resource": [

"o

]

b

{

"action": |

"finance:trade",

"finance:CreateOrders"

1,

"effect": "allow",
"resource": |

"gcs::dbts:oi o *"

]
}
]
}
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A HEE MySQL

b N TE] © 2025-06-11 09:43:31

i E R

MR35 (HX) AGRHEBNIRAETEX, LRSS RARSS BV Al @ 18RS 18 X A X P BT i
BfE. AN A BEARSE X A GR35 R B X AUR SRR B

CAMAR &t Fasafs

—
REUETE CDB_QCSLinkedRolelnDBLog
MySQL
R CDB_QCSLinkedRolelnCdbwan
MySQL

b
REUEE CDB_QCSLinkedRoleInDBlogDeliver
MySQL

CDB_QCSLinkedRolelnDBLog

ARZ5AH %
it

JEREESHEN

DBLog.cdb.cloud.tencent.com

cdbwan.cdb.cloud.tencent.com

DBLogDeliver.cdb.cloud.tencent.com

ERGR | YaiA NS EIEE MySQL (TencentDB for MySQL) ARZSHH X M th, 1 (URF1E B X BRI AYBURTE
PRI AR H At = R 55 BR T

PUPR SR

o REEAH © QcloudAccessForCDBLinkedRolelnDBLog
o FIENA -

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cls
"cls
"cls
"cls
"cls

"cls

1,

:DeleteCloudProductLogTask",
:ModifyCloudProductLogTask",
:CreateKafkaRecharge",
:DeleteKafkaRecharge",
:DescribeKafkaRecharges",

:ModifyKafkaRecharge"

"resource": "*"

}
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CDB_QCSLinkedRoleInCdbwan

ERER . MaiAEIBEYERE (CDB_QCSLinkedRoleinCdbwan) ARZSAH X A, %M GRHE L 6B SRIR AR
T8 BB PR 7 TR AR L fth = R 55 B
PR SRS

o FMEZHFr © QcloudAccessForCDBLinkedRoleInCdbwan
o REEANE :

{

"statement": |

{

"action": [
"clb:DescribeloadBalancers",
"clb:CreatelLoadBalancer",
"clb:DeleteloadBalancer",
"clb:ModifylLoadBalancerAttributes",
"clb:ModifyLBOperateProtect",
"clb:CreatelListener",
"clb:Describelisteners",
"clb:DeletelListener",
"clb:RegisterTargets",
"clb:BatchRegisterTargets",
"clb:DeregisterTargets",
"clb:BatchDeregisterTargets",
"clb:ModifyListener",
"clb:DescribeTaskStatus",
"clb:DescribeTargets"

1,

"effect": "allow",
"resource": [

mwxmn

]

}I

{

"effect": "allow",
"action": "finance:trade",
"resource": "gcs::clb:::x"

}
I
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"version": "2.0"

}

CDB_QCSLinkedRolelnDBlogDeliver

fERTER | YaiA S EIEE MySQL (TencentDB for MySQL) ARZSHH X M fh, 1% (UfRFAE B X RIS Y ALRE
PRI AL H At 2= R 55 B T
PR SR M

« REEEH © QcloudAccessForCDBLinkedRolelnDBLogDeliver
o RIEAE .

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"ckafka:DescribeTaskStatus",
"ckafka:DescribeRoute",
"ckafka:CreateRoute",
"ckafka:DescribeTopic",
"ckafka:CreateTopic"

1,

"resource": "*"
s

]
}
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@ Hﬁizﬂﬁ Vil B
=EHEE PostgreSQL

ol N TE] © 2025-06-11 09:44:01

MR35 (HX) AGRHEBNZRAETEX, LR SPUSHRARSS BV Al 18RS 18 X A X A P BT i
BfE. AN A BAEARSHE X A ErIfE 3R B K AR SRR B

CAMH =% MAEARR e AEEk

- N

TRERE PostgreSQL_QCSLinkedRoleInDBLog Sekiks DBLog.PostgreSQL.cloud.tencent.ct
PostgreSQL At

ey £Z

IR Postgres_QCSLinkedRolelnPostgresKms akiizs postgreskms.postgres.cloud.tencent
PostgreSQL pzR sl

PostgreSQL_QCSLinkedRolelInDBLog

fERGR ¢ LA I TEUREE PostgreSQL (Postgres) ARZSHH X fith, 128 (URHE C RIS A SRYE FEl A 17 )
SR H A = R 55 B
PR SR M

o TREEZH © QcloudAccessForPostgreSQLLinkedRoleInDBLog
o RIENEA :

{

"yversion": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:ModifyKafkaRecharge",
"cls:DescribeKafkaRecharges",
"cls:DeleteKafkaRecharge",
"cls:CreateKafkaRecharge",
"cls:DeleteCloudProductLogTask",
"cls:ModifyCloudProductLogTask"
I

"resource": "*x"

}

]

}
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Postgres QCSLinkedRolelnPostgreskms

i E R

fERTR . LA SR FPostgreSQLARSS HH & A 1y, 1A EURFE B ¢ IR RIS AR VE ] P 7 ) S5 ) LAt R

S5 B,

PUPR SR

o REEEH © QcloudAccessForPostgresLinkedRolelnPostgreskms

o REIENE :

{

"version": "2.0",
"statement": [

{

"action": [
"kms:Decrypt",
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",

"kms:BindCloudResource",

"kms:UnbindCloudResource"

I

"resource": "*",
"effect": "allow"
}

]

}
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—a £

~HBAEZE SQL Server

ol E N TR 2025-06-11 09:44:03

MR35 (HX) AGRHEBNZRAETEX, SRSV RARSS BV Al @ 18RS 1 X A X P B R T i
BfE. AN ABAEARSHE X A ERIfE RR B X AUR SRR B

CAMH ™ i % yEREEEY i yaEfEske St Ak
- \
Sﬂeﬁfgﬁ sat SQLServer_QCSLinkedRoleInKMS Z(%*E <A kms.sqlserver.cloud.tencent.com

SQLServer QCSLinkedRolelInKMS

fERGR ¢ Ll EISQL ServerlRSSHH X M, %A EURFE T 5% BRI A A R Y6 BBl PR 7 TR A28 HLAth =R 55 R
PR SR

o FMEZHFF © QcloudAccessForSQLServerLinkedRolelnKMS
o RMENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:BindCloudResource",
"kms :UnbindCloudResource",
"kms:Encrypt",
"kms:DescribeKey"

1y

"resource": "*"

}

]

}
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TDSQL MySQL ki
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i E R

MRS (FHX) ABREBRZRETEY, S/ SAUENERIRS B EE 17 ERS5E X A e AP BEEE TR

Bl AT ARAEARSSHE X A Ry 37 R B R AR SRR B

CAMHI it %4 At

TDSQL MySQL filk DCDB_QCSLinkedRoleInKMS
TDSQL MySQL ki DCDB_QCSLinkedRoleInTSE

TDSQL MySQL fik DCDB_QCSLinkedRolelnDBLog

DCDB_QCSLinkedRoleInKMS

fR55HH % 4
fRS5HH % 4
fRZ5HH % 4

JEERESE AN
kms.dcdb.cloud.tencent.com
tse.dcdb.cloud.tencent.com

DBLog.dcdb.cloud.tencent.com

fEREER © 4aTAEJy TDSQL MySQL kit (DCDB) ARS5HE K i, 12 (oREE T 5% R SR A AU IR ¥ B P 175 R A4

HM AR SS B
PR SR

o RHEEH . QcloudAccessForDCDBLinkedRoleInKMS

o REGHE :

{

"version": "2.0",
"statement": |

{

"effect": "allow",
"resource": [

L]

1y

"action": [
"kms:GetServiceStatus",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt",
"kms:EnableKey",

"kms :EnableKeyRotation",
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"kms:ListKeyDetail",
"kms:DescribeKey",

"kms:ListKey"

]
}
]
}

DCDB_QCSLinkedRoleInTSE

i E R

ERGR © YiA e m8dEE TDSQL MySQLAR (DCDB) ARSSAH &M, %A EURHE T RICRISAYRBRTE

PRI AR H At = AR 55 BR T

I FR RIS
o REEEHR . QcloudAccessForDCDBLinkedRoleInTSE
o REEAA

{

"statement": [

{

"action": [

"tse:CreateGovernanceStrategy",
"tse:DescribeGovernanceMainToken",
"tse:DescribeGovernancelInstances",
"tse:DescribeGovernanceServices",
"tse:CreateGovernanceInstances",
"tse:DeleteGovernancelInstances",
"tse:ModifyGovernanceServices",
"tse:DescribeGovernanceStrategies",
"tse:DescribeSREInstances",
"tse:ModifyGovernanceInstances",
"tse:DescribeGovernanceNamespaces",

"tse:DescribeGovernanceAuthStrategies"

I

"effect": "allow",
"resource": "*"

}

1y

"version": "2.0"

}
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DCDB_QCSLinkedRolelnDBLog

fERGR ¢ LA R EYEFEDCDB (dedb) ARSSHH KM, %A EIFTE C % BRI HIAN IRIE Bl A 7 TR Y
HAh RS B,
PUFRSRME

o SREEEM @ QcloudAccessForDCDBLinkedRolelnDBLog
o RIEANEA :

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"cls:ModifyKafkaRecharge",
"cls:DescribeKafkaRecharges",
"cls:DeleteKafkaRecharge",
"cls:CreateKafkaRecharge",
"cls:DeleteCloudProductLogTask",
"cls:ModifyCloudProductLogTask"
I

"resource": "*"

}

]

}
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NoSQL £z E
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T E) - 2025-06-11 09:43:57

MRS (HHX) ABREBRZREEY, SRSV RIRS B EE 1 ERS5E X A G AP BEEE TR
Bl AT A RAEARSSHE X A Ry 7 R B KR SRR B

CAMH =% AEE mEER Aaidk

M7 ) & Y
SRR MongoDB_QCSLinkedRoleInKMS ARS5HH X kms.mongodb.cloud.tencent.com
MongoDB A
e MongoDB_QCSLinkedRolelnDBIlog ks DBLog.mongo.cloud.tencent.com
MongoDB A

N7 & AY
SRR MongoDB_QCSLinkedRolelnLogPush S5 HX logpush.mongodb.cloud.tencent.com
MongoDB A

MongoDB_QCSLinkedRoleInKMS

AT HaTAENREdEE (MongoDB) ARSSHH X M th, (%A EURHE C BRI A RRYE Rl A 17 T Ay HoAth =
R55 BRI
PR SR

o REEHFR ¢ QcloudAccessForMongoDBLinkedRoleInKMS
o SREENE :

{

"statement": [

{

"action": [
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:BindCloudResource",
"kms :UnbindCloudResource"
1y

"effect": "allow",
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"resource": [

L]

]
}
I

"version": "2.0"

}

MongoDB_QCSLinkedRolelnDBlog

fERGR ¢ HEiAt ISEdEE (MongoDB) RZSAH & A, 1M EURHE K HRSRIE A RRRYE FE P s R Hft =
fR55 BRI
PR SRS

o REEHAH © QcloudAccessForMongoDBLinkedRolelnDBLog
o RIENA -

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:DescribeKafkaRecharges",
"cls:ModifyKafkaRecharge",
"cls:DeleteKafkaRecharge",
"cls:CreateKafkaRecharge",
"cls:DeleteCloudProductLogTask",
"cls:ModifyCloudProductLogTask"
1y

"resource": "*"
s
]
s

MongoDB_QCSLinkedRolelnLogPush

fERGR ¢ HEiAt i ERE (MongoDB) MRZ5AH &AM, 1M EURHTE K BRSRIE A RRRYE E M i Rl R B =
fR55 BRI
PR SR
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o TREEEM @ QcloudAccessForMongoDBLinkedRolelnLogPush
o RIEANEA :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:pushLog"

1y

"resource": "*"

}

]

}
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KiEE SaaS T.E
WHE R EEE 2% DBbrain
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MRS (HHX) ABREBRZRETEY, SRSV RIRS B EE 17 ERS5E X A aX AP BEHEE TR
BfE. AR A REARSSHE X A Ry fE 7R B X AR SRR B

CAMA= %, fAEARs ARl Ak

R R R ARZ5AH %

s DBBRAIN_QCSLinkedRoleInRedisAutonomy s RedisAutonomy.dbbrain.cloud.te

DBBRAIN_QCSLinkedRolelnRedisAutonomy

SERER ¢ HETAEOVBIREEREE SR (dobrain) MRS KM G, %M CURHE C R HRSRIE A IR YE ] A 177 ) Sy G
b ARSS TR

PR SR
o REEFAFR ¢ QcloudAccessForDBBRAINLinkedRolelnRedisAutonomy
o RIBNE :

{

"statement": [

{

"action": [

"redis:DescribelInstances",
"redis:Upgradelnstance",
"redis:UpgradelInstanceVersion",
"redis:InquiryPriceUpgradeInstance",
"redis:DescribeProductInfo",
"redis:DescribelInstanceShardInfo"

1,

"effect": "allow",
"resource": "*"

}I

{

"action": [

"finance:trade"

1,

"effect": "allow",
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"resource": "gcs::redis:::*"
}
I

"version": "2.0"

}
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S 2 T AU

ol E N E] © 2025-06-11 09:43:47

%5 (HX) AGRHEBNRRAETEX, LR SAUSHERARSS RV Al @ 18RS 1 X A Xt P B T i
BfE. AN ABAEARSHE X A ERIfE RR B X AUR SRR R

CAMH iy P REER Y ) A JEREES LN

B A DMC_QCSLinkedRolelnWorkOrderReview ARZ5AH 5% A ta dmec.cloud.tencent.com

DMC_QCSLinkedRoleInWorkOrderReview

fERGR ¢ LA B E R (DMC)IRSSHH X M th, %A EURHE T R IR IS AN RIS BN U7 TR A A AR 55

TR SR
o FMEZHFF ¢ QcloudAccessForDMCLinkedRolelInWorkOrderReview
o REEANE :

{

"statement": [

{

"action": [

"cam:ListUsersForGroup",
"cam:ListGroupsForUser",
"cam:DescribeSubAccounts",
"cam:ListGroups",
"cdb:DescribeAccounts",
"dcdb:DescribeAccounts",
"cynosdb:DescribeAccounts",
"mongodb:DescribeAccountUsers",
"mariadb:DescribeAccounts",
"postgres:DescribeAccounts",
"sglserver:DescribeAccounts",
"sts:AssumeRole",
"cam:ListAttachedUserAllPolicies",
"cam:GetGroup",

"cam:ListUsers",
"cvm:DescribeInstances",
"vdb:DescribelInstances",
"vdb:DescribeInstanceProperties",
"vdb:DescribeEmbedding",
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"redis:DescribeInstances",

"keewidb:DescribeInstances",

"mongodb:DescribeDBInstances",

"ctsdb:DescribeDBInstances",

"tdach:DescribelInstances",

"cdb:

DescribeInstances",

"sglserver:DescribeDBInstances",

"mariadb:DescribeDBInstances",

"postgres:DescribeDBInstanceAttribute",

"postgres:DescribeDBInstances",

"dcdb:DescribeDCDBInstanceDetail",
"tdmysqgl:DescribeDBInstanceDetail",

"tbase:DescribelInstanceDetail",

n

"vpc:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cdb:
"cdb:
"cdb:

1,

vpcC:

DescribeDirectConnectGateway",

DescribeVpnGateways",
GetAccountSummary",
GetUserPermissionBoundary",
ListCollaborators",
GetUser",

GetPolicy",
ListAttachedGroupPolicies",
ListAttachedUserPolicies",
ListEntitiesForPolicy",
ListPolicies™",

GetRole",
GetRolePermissionBoundary",
ListAttachedRolePolicies",
CreateAccounts",
DescribeDBInstances",

ModifyAccountPrivileges"

"effect": "allow",

"resource": "*"

}
I

"version": "2.0"

}
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@ Hﬁizﬂﬁ iy 7]

P25
NS
L BTN ] © 2025-06-11 09:44:15

MRS (FHX) ABREBRZREEY, SRSV RIRS Bl EE 17 5RS5 M X A aX A P B EE TR
BfE. AR A RAEARSSHE X A Ry 7 R B KR SRR B

CAMHT =% AELFR e ek
P
E 2% VPC_QCSLinkedRolelnEipTat ng x eiptat.vpc.cloud.tencent.corr
£Z
FABE LS VPC_QCSLinkedRolelnSnapshot Hﬁfg*ﬁ X snapshot.vpc.cloud.tencent.
: A 5546 %
NSNS VPC_QCSLinkedRolelnVpcflowlog fin vpcflowlog.vpe.cloud.tencen
: : : AR5 HH % o _
HE LS VPC_QCSLinkedRolelnPrivateLink fin privatelink.vpc.cloud.tencen
. . AR 55 4H % .
FAF W25 VPC_QCSLinkedRolelnFlowLogAdvanceAnalysis fin flowlogadvanceanalysis.vpc

VPC_QCSLinkedRolelnEipTat

fERER © LT ENIAAEMYS (VPC) MRSAE KA, 12 CORHE KR BRSRIE A ABRYE P 5 R Y E =R S5
R
PUFRSRME

o TKEEZM @ QcloudAccessForVpcLinkedRoleInEipTat
o RIBNEA :

{

"statement": [

{

"action": [

"tat :DescribeCommands",
"tat:DescribelInvocations",
"tat :DescribeInvocationTasks",

"tat:CreateCommand",

©2013-2025 Tencent Cloud International Pte. Ltd. %68 15871



A BT

"tat :DeleteCommand",
"tat :InvokeCommand",

"tat :RunCommand"

1,

"effect": "allow",
"resource": [

wWxn

]

}

]I

"version": "2.0"

}

VPC_QCSLinkedRolelnSnapshot

i E R

SRR ¢ HETAENAENS (VPC) IRSH XM, 1A EREC KBRS IR SR M5 R 8 Bt = R S5

PR SR

o REEAFR ¢ QcloudAccessForVPCLinkedRolelnSnapshot

o REGE

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

"cos:

©2013-2025 Tencent Cloud International Pte. Ltd.

:GetService",
:HeadBucket",
:GetBucket",
:PutBucket",

:ListMultipartUploads™",

:GetObject*",
:HeadObject",

:GetBucketObjectVersions",

:OptionsObject",
:ListParts",
:DeleteObject",
:PostObject”,
:PostObjectRestore",
:PutObject*",

InitiateMultipartUpload",
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"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:DeleteMultipleObjects",
"cos:AppendObject"

I

"resource": "*x"

}

]

}

VPC_QCSLinkedRolelnVpcflowlog

i E R

fERGR © LEiAa AN (VPC) MRS KM, %M CRE T R BRI AR TE I P 77 (R et AR 55

PR SR M

o TREEZM @ QcloudAccessForVPCLinkedRolelnVpcflowlog

o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

"

I

"action": [
"ckafka:DescribeInstances",
"ckafka:DescribeTopic",
"ckafka:DescribeRoute",

"ckafka:DeleteRoute",

"ckafka:DescribeInstanceAttributes",

"ckafka:DescribeInstancesDetail",

"ckafka:CreateRoute"

]
}
]
}
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VPC_ QCSLinkedRolelnPrivateLink

fERGR ¢ LEiAat AN (VPC) MRS KM, %M CRE T KBRS AR R TE I P 177 AR et AR 55
%ﬁo
PUR SRS

o FMEZHFF © QcloudAccessForVPCLinkedRolelnPrivateLink
o REEANE :

{

"version": "2.0",
"statement": [

{

"action": [
"redis:DescribelInstances",
"cdb:DescribeDBInstances",
"clb:DescribeGatewayLoadBalancers",
"mongodb:DescribeDBInstances"
I

"resource": "*",

"effect": "allow"

}

]

I3

VPC_QCSLinkedRolelnFlowLogAdvanceAnalysis

SRR ¢ HETAENVENS (VPC) IRSSHH XA, %A ERHEC KBRS IR SR M5 R 8 Bt = AR S5
PR SR M

« REEHHR ¢ QcloudAccessForVPCRolelnFlowLogAdvanceAnalysis
o FIENEA -

{

"version": "2.0",
"statement": [

{

"action": [

"cls:DescribelLogsets",
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"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls

1,

:Createlogset",
:CreateTopic",
:DescribeTopics",
:DeleteTopic",
:DescribelIndex",
:ModifyIndex",
:CreateIndex",
:DeleteIndex",
:GetDashboard",
:CreateDashboard",
:DeleteDashboard",
:ModifyDashboard",
:ListDashboard",
:pushLog"

"resource": "*",

"effect": "allow"

}
]
}
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Rl

el EHTIN ] ¢ 2025-06-11 09:43:38

M35 (HX) AGRHEBNRRETEX, LRSS RARSS RV Al 178518 X A X P BT i
BfE. AN A BAEARSHE X A ERIfE R B X AUR SRR B

CAMA 4, JREEAT Al JREESHEN

TEE CLB_QCSLinkedRolelnUploadCertificate MRS5AH KAt clb.cloud.tencent.com

CLB_QCSLinkedRolelnUploadCertificate

FERSR ¢ Ll Oy I (CLB) RS % i th, 1% Tf(E C RIS AR BB A 77 (Rl Ay Hfth R 55 B2
s
PR SR M

o FMEZHFr . QcloudAccessForCLBLinkedRolelnSSLCert
o REEANE :

{

"statement": [

{

"action": [
"ssl:DescribeCertificateDetail",

"ssl:UploadCertificate"
1,

"effect": "allow",
"resource": [

mxn

]

}

1y

"version": "2.0"

}

©2013-2025 Tencent Cloud International Pte. Ltd. 73 $£158T1



@ Hﬁizﬂﬁ ViR R

CDNE&- i
NE 57 % W4 CDN
T EEINE] © 2025-06-11 09:43:32

MRS (HHX) ABREBRZRETEY, SRSV RIRS B EE 17 ERS5E X A aX AP BEHEE TR
BfE. AR A REARSSHE X A Ry fE 7R B X AR SRR B

CAMHT= % fAEHF AR Atk
e SN : , ARS5HH % ,
A7 & 2% CDN_QCSLinkedRolelnRecordListDNSPod s recordlistdnspod.cdn.cloud.tencer

CDN_QCSLinkedRolelnRecordListDNSPod

SERR ¢ HETAEANET R (CON) HRSAH KM, %M COREC RIRIS AR B A T R SR Kb =
fR55 TR
PR SR

o FMEZHFR © QcloudAccessForCDNLinkedRolelnRecordListDNSPod
o REENE :

{

"version": "2.0",
"statement": [

{

"action": [
"dnspod:DescribeRecordList",
"dnspod:DescribeDomain"

1,

"resource": "*",
"effect": "allow"
}

]

}
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BRI FH N3

b E N TE]  2025-06-11 09:43:50

MR35 (HX) AGRHEBNZRAETEX, LR SPUSHRARSS BV Al 18RS 18 X A X A P BT i
BfE. AN A BAEARSHE X A ErIfE 3R B K AR SRR B

CAMH =% AELH A mEEk
. . AR 554H 5%
RBRA IR GAAP_QCSLinkedRoleInCrossBorderCheck fin crossbordercheck.gaap.cloud.ter

GAAP_QCSLinkedRolelnCrossBorderCheck

SRR ¢ HETAE N RIRMANNE (GAAP) RS K A th, 12 EoRHE T %IRRT AR Bl A 77 R A HAth
=hRSS IR,
PUFRSRME

o FMEZHFF © QcloudAccessForGAAPLinkedRolelnCrossBorderCheck
o RMENE :

{

"version": "2.0",
"statement": [

{
"effect": "allow",

"resource": [

L]

1,
"action": [

"vpc:DescribeCrossBorderCompliance"

]
}
]
}

©2013-2025 Tencent Cloud International Pte. Ltd. 75 +£158T1
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2522
2= B3 K
Hear BT ] @ 2025-06-11 09:43:36

MRS (HHX) ABREBRZRETEY, SRSV RIRS B EE 17 ERS5E X A aX AP BEHEE TR
BfE. AR A REARSSHE X A Ry fE 7R B X AR SRR B

CAMH =%, At AmEs maEk
. - . . ARS5HH % .
=B K CFW_QCSLinkedRoleInGetiOAaccess v GetiOAaccess.cfw.cloud.tencent.com

CFW_QCSLinkedRolelnGetiOAaccess

ERGR © YniAEARIKE (CFW) MRS XA, 2% ERHE T R IR ARG P 17 7] 8 R E AR RTIOA
PR SR

o FMEZH © QcloudAccessForCFWLinkedRolelnGetiOAaccess
o REENE :

{

"version": "2.0",
"statement": [

{
"effect": "allow",
"action": [

L

iocoa:CreateConnectorGroup",

"ioa:CreateConnector",

L

ioa:DescribeConnectors",

L1

ioa:DescribeConnectorDownloadUrl",

L

ioca:DeleteConnector",

w2

ioa:DeleteConnectorGroup",

"ioa:DescribeAccountGroups",
"ioa:DescribeAccountGroup",
"ioa:DescribelLocalAccounts",

L

ioa:DescribelocalAccount",
"ioa:CreateResourceModule",
"ioa:DeleteResourceModule",

wa

ioa:DescribeResourceModules",
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"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:

"ioa:

1,

CreateBusinessResource",
DeleteBusinessResource",
ModifyBusinessResource",
BindBusinessResourceConnectorGroup",
SaveAccountResources",
DeleteAccountResources",
SaveAccountGroupResources",
DeleteAccountGroupResources",
DescribeSimpleLocalAccounts”,
DescribeDeviceInfo",
DescribeBusinessResources",
ModifyBusinessResourcelevel",

DescribeDevicesInfo"

"resource": "*"

}
]
}
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D7 EINEN-5 EO

ol E N TR 2025-06-11 09:44:10

i E R

MR35 (HX) AGRHEBNZRAETEX, LRSS RARSS RV Al 18RS 18 X A X P BT i
BfE. AN A BAEARSHE X A GR35 B X AUR SRR B

CAMHIF= 4

s R
T4 EO

DGR EHNE
V4 EO

R
A EO

NG RNNE
NP ﬁ EO

AR NE
NI -é[\ EO

P REEST

TEO_QCSLinkedRolelnCertlist

TEO_QCSLinkedRolelnUpstreamgw

TEO_QCSLinkedRoleInCAMUserGroup

TEO_QCSLinkedRolelnDnspodaccessEO

TEO_QCSLinkedRolelnRealTimeLogCLS

TEO_QCSLinkedRolelnCertlist

ARZ5HH K
it

FEEPS
fith

ARZ5HH %
it

JEREES AN

certlist.teo.cloud.tencent.com

upstreamgw.teo.cloud.tencent.com

camusergroup.teo.cloud.tencent.cor

DnspodaccesEO.TEO.cloud.tencen

realtimelogcls.teo.cloud.tencent.con

SRR @ HETACAGZENE TG (TEO) MRS XM, %M ERHEC KBRS ARG P77 R 8

b ARSS B
PR SR

o FMEZHFR © QcloudAccessForTEOLinkedRolelnCertlist

o REGE

{

"version":

"statement":

{

"effect":

"resource":

L]

1,

"action":

"200",
[

"allow",

"ssl:DescribeCertificate",

©2013-2025 Tencent Cloud International Pte. Ltd.
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"ssl:DescribeCertificateDetail",
ssl:DescribeCertificates”,
"ssl:DownloadCertificate",
"ssl:ModifyCertificateAlias",
"ssl:UploadCertificate"

TEO_QCSLinkedRolelnUpstreamgw

fERGR ¢ LA IAE L 2NNE TG EO (teo) IRF5AH XA, %M CURFTE T X EXSRIS IR VT P 7 A1 H
ftb =R 55 B
PUFRSRME

o SREEEM @ QcloudAccessForTEOLinkedRolelnUpstreamgw
o REENE :

{

"statement": [

{

"action": [
"vpc:DescribeVpcs",
"vpc:DescribeSubnets",

"vpc:DescribeDirectConnectGateways"

I

"effect": "allow",
"resource": [

wWxn

]

}

]I

"version": "2.0"

}

TEO_QCSLinkedRoleInCAMUserGroup

fERGR ¢ LA AL ENETE (TEO) MK A, %M CURTEC KERIS A ARTE B N & W ETE T
[FIEFE CAM FHRECERTH P 4813,
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PURR SR

o REEHFR © QcloudAccessForTEOLinkedRoleInCAMUserGroup

o REGHE

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cam:GetGroup"

1,

"resource": "*"

}

]

}

TEO_QCSLinkedRolelnDnspodaccessEO

i E R

ERTR @ HETAELGEENEFE (TEO) WRSSHKXMAE, %A ERTEC RERISIIBUIREE NE BT

DNSPod/™ it N 242 A BB RS LU Kt icsk, FHE—IESURTRI R T H )

S YUHREEO
PR SRS

o W& FR © QcloudAccessForteoLinkedRolelnDnspodaccesEO

o REGE

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": |

"dnspod:CreateRecord",

"dnspod:ModifyRecordStatus",

"dnspod:DescribeRecordList",

"dnspod:ModifyRecord",
"dnspod:DescribeDomain"

I

"resource": "*"
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TEO_QCSLinkedRolelnRealTimeLogCLS

i E R

SRR ¢ HETAC G ZENE TS (TEO) MRS XM, %M ERHEC KBRS AR E I P77 R 28

b ARSS BRI
PR SR

RIEAFF . QcloudAccessForTEOReal TimeLogCLS

REEAA

{

"version": "2.0",
"statement": [

{

"action": [
"cls:pushLog",
"cls:searchLog",
"cls:listLogset",
"cls:getLogset",
"cls:listTopic",
"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:deleteTopic",
"cls:createlLogset",
"cls:modifyLogset",
"cls:deletelogset",
"cls:downloadLog",
"cls:getIndex",
"cls:modifyIndex",
"cls:CreatelIndex"
1y

"resource": "*",
"effect": "allow"
}

]

}
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BAEE A
PR IRHEA D
BT T ] @ 2025-06-11 09:43:47

MR% (HHX) ABREBRZREEY, SRSV RNRS B EE 73RS X A aX AP BEEE TR
Bl AT ARAEARSSHE X 4 Ry fE 7 R B R APR SRR B

CAMH 44 JoEREER Y i) A ZER JERERSHE

BiEZ2iREPL  DSGC_QCSLinkedRolelnApiSec AR&H XA apisec.dsge.cloud.tencent.com

DSGC_QCSLinkedRolelnApiSec

SRR ¢ LAt vBdEL2nlhD (DSGC) MRS XM, %A EIFE C R BRI HIAURTE B A T I
HA RS B,
PUFRSRME

o REEEHT ¢ QcloudAccessForDSGCLinkedRolelnApiSec
o RIBNE .

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": |
"cvm:DescribelInstances",
"clb:CreatelLoadBalancer",
"clb:DeleteloadBalancer",
"clb:CreatelListener",
"clb:Describelisteners",
"clb:DeletelListener",
"clb:DeletelLoadBalancerListeners",
"clb:RegisterTargets",
"clb:DeregisterTargets",
"vpc:CreateVpcEndPointService",
"vpc:DescribeVpcEndPointService",
"vpc:ModifyVpcEndPointServiceAttribute",
vpc:DeleteVpcEndPointService",

vpc:CreateVpcEndPointServiceWhiteList",
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"vpc:DescribeVpcEndPointServiceWhitelList",
"vpc:DeleteVpcEndPointServiceWhiteList",
"vpc:EnableVpcEndPointConnect",
"vpc:CheckVpcEndPointServiceExist",
"vpc:CreateVpcEndPoint",
"vpc:DescribeVpcEndPoint",
"vpc:ModifyVpcEndPointAttribute",
"vpc:DeleteVpcEndPoint",
"vpc:DeleteVpcEndPointAndServiceAll",
"tat:DescribeAutomationAgentStatus",
"tat :RunCommand",
"tat:DescribelInvocations",
"tat:DescribelInvocationTasks"

I

"resource": "*"

}

]

}
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W % 4
Web N FH B K fisi

ol B E] ¢ 2025-06-11 09:44:15

MRS (HHX) ABREBRERETEY, SRSV RIRS B EE 15 5RS5 M X A aX A P BEEE TR
BfE. AT A REARSSHE X A GR35 R B KR SRR B

CAMH = 44 A BT yih il A EAR
Web 7 FH B K 5% WAF_QCSLinkedRolelnCLS ARZHE % A e cls.waf.cloud.tencent.com
Web [ FH B K 55 WAF_QCSLinkedRolelnAccess ARZ5HH % Mt access.waf.cloud.tencent.com

Web KB K% WAF_QCSLinkedRoleInCKafka ARZ5AH 5% At ckafka.waf.cloud.tencent.com

WAF QCSLinkedRolelnCLS

SERR ¢ HuTA G IWeb MR KR (WAF) AR M, 1% CURHE C R BRSRIE AR YE ] A 177 () Sy At
=iRSS TR,
PR SR

o FMEZHFR © QcloudAccessForWAFLinkedRolelnCLS
o REENE :

{

"version": "2.0",
"statement": [

{

"action": [
"cls:getLogset",
"cls:listLogset",
"cls:getTopic",
"cls:listTopic",
"cls:UploadLog",
"cls:SearchLog",
"cls:searchLog",
"cls:pushLog",
"cls:pulllogs",
"cls:GetLog",
"cls:Createlogset",

"cls:createlLogset",
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"cls:CreateTopic",
"cls:createTopic",
"cls:CreatelIndex",
"cls:ModifyIndex",
"cls:modifyIndex",
"cls:DescribeIndex",
"monitor:GetMonitorData"
1y

"resource": "*",
"effect": "allow"

}

]

}

WAF QCSLinkedRolelnAccess

fERGR ¢ LA IWebM AR K5 (WAF) IRS5HHE %A,
=hRSS B,
PR SR M

o FMEZHFF © QcloudAccessForWAFLinkedRolelnAccess
o REENE

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"dnspod:*",
Tgglg=W,

Tgllog =W,

n

vpc:DescribeAddress",
"vpc:CreateAddress",
"cvm:DescribeSecurityGroups",
"cvm:CreateSecurityGroupPolicy",
"cvm:CreateSecurityGroup",
"cvm:DescribeSecurityGroupPolicys",
"cvm:DescribeInstances",
"cvm:AssociateSecurityGroups",
"cvm:ModifyInstancesAttribute"

1,

"resource": [

©2013-2025 Tencent Cloud International Pte. Ltd.
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WAF _QCSLinkedRolelInCKafka

i E R

FERR ¢ LA GO IWeb A AEE (WAF) RS fifh, 12 EORHE £ R BRI A BRYE Bl A 77 R A2 HAth

=hRSS TR,
PUFRSRME

o FMEZHFR © QcloudAccessForWAFLinkedRolelnCKafka
o RMENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

L[]

1,

"action": [

"ckafka:DescribeInstanceAttributes",
"ckafka:DescribeTopicAttributes",
"ckafka:DescribeUser",
"ckafka:GetInstanceAttributes",
"ckafka:GetTopicAttributes",
"ckafka:DescribeTopicDetail",
"ckafka:GetInstanceAttributes",
"ckafka:GetTopicAttributes",
"ckafka:DescribeInstances",
"ckafka:DescribeInstancesDetail",
"ckafka:DescribeRoute",
"ckafka:DescribeTopic",
"ckafka:ListRoute",
"ckafka:ListTopic",

"monitor:GetMonitorData"

]
}
]
}
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1844 5 R
SSL iE+

I E] ¢ 2025-06-11 09:44:04

MRS (HHX) ABREBRZRETEY, SRSV RIRS B EE 17 ERS5E X A aX AP BEHEE TR
BfE. AR A REARSSHE X A Ry fE 7R B X AR SRR B

CAMHT =% AEHHR fEER AEER
N . . AR 5546 5% .

SSLiE$ SSL_QCSLinkedRoleInCertificateWaf fh certificatewaf.ssl.cloud.te
N . . k55 HH % :

SSLIEH SSL_QCSLinkedRolelnCertificateDependence o certificatedependence.ss
N : . 5546 5% .

SSLIEH SSL_QCSLinkedRolelnReplaceLoadCertificate Pavs replaceloadcertificate.ssl.
N : : . k55 HH % : .

SSLIEH SSL_QCSLinkedRolelnCertificateCloudMonitor f certificatecloudmonitor.ss
N . . AR 55 HH 5% :

SSLIEH SSL_QCSLinkedRolelnDescribeDeployedResources s describedeployedresourc

SSL QCSLinkedRolelnCertificateWaf

fERER © HaTAENSSLIEY (SSL) MRS KA, 1% EuRFE T Ok BRI A AR YE I P 77 Rl Bt SR 55
R,
PR SR M

o FMEZHFF © QcloudAccessForSSLLinkedRolelnCertificateWaf
o REENE :

{

"version": "2.0",
"statement": |

{

"effect": "allow",
"action": [
"waf:DescribeSpartaProtectionList",

"waf:DescribeSpartaProtectionInfo”,
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"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:

1,

"reso

wxn

SSL_QCSLinkedRolelnCertificateDependence

DescribeUserInstances",
DescribeUserQPS",
DescribePeakPoints",
AddSpartaProtection”,
DeleteSpartaProtection",
ModifySpartaProtection",
ModifyProtectionStatus",

DescribeDomains"

urce": [

i E R

fERER © HaTAEISSLIE (SSL) MRS KA G, 1% R T Ok BRI A AR E I P 77 Rl i Ept =R 55

PR SR

o RIEEF ¢ QcloudAccessForSSLLinkedRolelnCertificateDependence

o REGNE :

{
"stat

{

"acti

ement": [

on": [

"dnspod:CreateRecord",

"dnspod:DescribeDomain",

"dnspod:CreateDomain",

"dnspod:DescribeRecordList",

"dnspod:DeleteRecord",

"dnspod:DescribeDomain",
"dnspod:ModifyRecordStatus"

1,

"effect": "allow",
"resource": "*"

}

]I

"version": "2.0"

}
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SSL_QCSLinkedRolelnReplaceLoadCertificate

fERGR ¢ HEiAENSSLIES (SSL) MRS KM, 2% ERE C R BRI HIAURYE B A 7 AR HoAth AR 55
%?JEO
PR SRS

o HMEHFF ¢ QcloudAccessForSSLLinkedRoleInReplaceloadCertificate
o REEAE

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"clb:ReplaceCertForLoadBalancers",
"waf:DescribeCertificatedDomain",
"waf:ModifyCertificatedDomain",
"live:DescribelLiveDomainsByCerts",
"live:ModifyLiveDomainCertBindings",
"antiddos:DescribeL7RulesBySSLCertId",
"antiddos:CreateL7/RuleCerts",
"clb:DescribeloadBalancerListByCertId",
"clb:DescribelLoadBalancers",
"clb:Describelisteners",
"clb:ModifyListener",
"clb:ModifyDomainAttributes™",
"clb:DescribeTaskStatus",
"cos:GetBucketDomain",
"cos:GetBucketDomainCertificate",
"cos:GetService",
"cos:PutBucketDomainCertificate",
"tke:DescribeClusters",
"tke:AcquireClusterAdminRole",
"tke:AcquireEKSClusterAdminRole",
"lighthouse:DescribeSupportHttpsInstances",
"lighthouse:InstallCertificate",
"lighthouse:DescribeInstallCertificateTasks",
"vod:DescribeVodDomainsByCertIds",
"vod:ModifyVodDomainCertBindings",
"vod:UpdateCertForVodDomains",

"clb:DescribelLoadBalancerCount",
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"teo
"teo:
"tcb:
"tcb:
"tcb:
"tcbh:
"tcb:
"tcb:
"tcb:
"tse:
"tse:
"tse:
"cdn:
"cdn:
"tcm
"tcm:
"tcm:

1,

:ModifyHostsCertificateByHosts",

DescribeHostsByCertID",

DescribeEnvs",
DescribeCloudBaseGWService",
DescribeHostingDomain",
BindCloudBaseAccessDomain",
CreateHostingDomain",
ModifyCloudBaseAccessDomain",
ModifyHostingDomain",
ModifyCloudNativeAPIGatewayCertificate",
DescribeCloudNativeAPIGatewayCertificates",
DescribeCloudNativeAPIGateways",
DescribeCdnDomainsByCerts",

UpdateDomainHttps",

:DescribeMeshList",

DescribelstioGatewayList",

ModifyGatewayCert"

"resource": [

mxn

SSL_QCSLinkedRolelnCertificateCloudMonitor

i E R

ERER ¢ HATAEISSLIET (SSL) MRS XM, %M ERHE C ok BRI A AR YE B A 7 IR A HA =R S5

PURR SR

o FMEZHFr © QcloudAccessForSSLLinkedRolelnCertificateCloudMonitor

o REGHE :

{
"vers
"stat

{
"effe

ion": "2.0",

ement": |

ct": "allow",

"resource": [

L]

1,

"action": [
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"monitor:
"monitor:
"monitor:
"monitor:
"monitor:
"monitor:
"monitor:

"monitor:

CreateAlarmPolicy",
DeleteAlarmPolicy",
DescribeAlarmPolicies",
ModifyAlarmPolicyStatus",
BindingPolicyObject",
UnBindingPolicyObject",
ModifyAlarmPolicyNotice",

CreateAlarmNotice",

"monitor:DeleteAlarmNotices",

"monitor:ModifyAlarmNotice",

"monitor:DescribeAlarmNotices",

"monitor:UnBindingAllPolicyObject"

]
}
]
}

SSL_QCSLinkedRolelnDescribeDeployedResources

fERGR ¢ LAy SSLIEH (SSL) ARSH XM, 2 ERHEC RIRRISHIARTEEIN T SR KA AR SS
{j‘&:\ﬁo
PURR SRR

o REEEHR © QcloudAccessForSSLLinkedRolelnDescribeDeployedResources
o REENE .

{

"version": "2.0",

"statement": [

{
"effect":

"action": [

"allow",

"clb:ReplaceCertForLoadBalancers",
"waf:DescribeCertificatedDomain",
"waf:ModifyCertificatedDomain",
"live:DescribeliveDomainsByCerts",
"live:ModifyLiveDomainCertBindings",
"antiddos:DescribelL7RulesBySSLCertId",
"antiddos:CreateL7RuleCerts",
"clb:DescribeloadBalancerListByCertId",
"cdn:UpdateDomainsCertificate",
"teo:DescribeHostsByCertID",
"teo:ModifyHostsCertificateByHosts"
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1,
"resource": [

L]

]
}
]
}
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@ Hﬁizﬂﬁ v
A I3 fiE AT Private DNS

ol E N TE] © 2025-06-11 09:44:02

MR35 (HX) AGRHEBNRRAETEX, LR P SAUSHERARSS BV Al 178518 X A Xt P BT i
BefE. AR BAEARSHE X A GR35 B X AUR SRR B

CAMH™ %, QLY ) yEf i JEERERE AL
by i )

ﬁi AT Private PrivateDNS_QCSLinkedRolelnPL z%i‘ﬁ *A privatedns.cloud.tencent.com
B i %

I)L;;ﬁs BT Private PrivateDNS_QCSLinkedRolelnCls zjﬂ HxA privatedns.qgcloud.com

PrivateDNS_QCSLinkedRolelnPL

fERR © YuifA N EAE BENT Private DNS (privatedns) ARSSHH %M€l %A EURE B K BESR ISR RRYE R A
Vi A& I HAt = AR S5 R IR

TR SR
o FIEAH . QcloudAccessForPrivateDNSLinkedRolelnPL
o REEANE :

{

"statement": [

{

"action": [

"vpc:CreateVpcEndPoint",
"vpc:DeleteVpcEndPoint",
"vpc:CreateVpcEndPointService",
"vpc:DeleteVpcEndPointService",
"vpc:CreateVpcEndPointServiceWhiteList",
"vpc:DeleteVpcEndPointServiceWhiteList",
"vpc:DescribeVpcEndPointService",
"clb:DescribelLoadBalancers",
"clb:DescribelLoadBalancersDetail",
"clb:Describelisteners",
"clb:DescribeTargets"

I

"effect": "allow",

"resource": "*x"

}
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1,

"version": "2.0"

}

PrivateDNS_QCSLinkedRoleInCls

i E R

fERR ¢ LA R IR (privatedns) RS HH % M 1, 128 EURHE C R IBCSR IS A RRYE Bl 17 TR A HoAth =
fR55 BRI

PURR SRS

o FMEZHFr © QcloudAccessForPrivateDNSLinkedRolelnCLS

o REGE

{

"vers
"stat

{

ion": "2.0",

ement": [

"effect": "allow",

"acti
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
Valsg
"cls
"cls
"cls
"cls
"cls:
"cls:
"cls
"cls
"cls
"cls
"cls
"cls:

"cls:

©2013-2025 Tencent Cloud International Pte. Ltd.

on": [

:DescribeConfigs",
:DescribeDashboards",
:DescribeTopics",
:GetChart",
:GetClsService",
:GetDashboard",
:getCursor",
:getIndex",
:getlogset",
:getTopic",

searchLog",

:CreateChart",
:CreateDashboard",
:CreateIndex",

:ModifyDashboard",

createlogset",

createTopic",

:downloadLog",
:pushLog",
:Describelogsets",
:ListChart",
:ListDashboard",

listLogset",
listTopic",

%595 15871
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"cls:DescribeAgentConfigs"
I

"resource": [

mxn
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FahfEsr HTTPDNS

T EHTIN TR @ 2025-06-11 09:43:53

i E R

%5 (HX) AGRHEBNRRETEX, LRSS RARSS BV Al @ 18RS 1 X A X P BT i
BfE. AN BAEARSE X A ERIfE R R B X AUR SRR B

CAMAR &t At

Banist HTTPDNS_QCSLinkedRoleInClsLog
HTTPDNS

BafiEdT HTTPDNS_QCSLinkedRolelnCustomdns
HTTPDNS

HTTPDNS_QCSLinkedRoleInClsLog

mEA Ak

AR5 HH %
httpdnslog.cloud.tencent.com
it p g
£Z
Hﬁ?g*ﬁ X customdns.httpdns.cloud.tencent.col

R | ZRIEUEHTTPDNS (HTTPDNS) R%HH XAt (HTTPDNS_QCSLinkedRolelnClsLog) M7 %

Bk, FTHTTPDNSY; Al H At =R S5
PURR SRR

o TREEEH @ QcloudAccessForHTTPDNSLinkedRolelnLog

o REGHE :

{

"statement": [
{

"action": [
"cls:pushLog"
I

"effect": "allow",
"resource": "*"

}

1,

"version": "2.0"

}

HTTPDNS_ QCSLinkedRoleInCustomdns
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@ ﬁﬁfﬂﬁ ViR

fERGR © LA NEEET (HTTPDNS ) ARSSAH A, 12 CORE T K BRSRIS Y BERTE F P 77 (] Sy HL Al
=R BRI
PUFRSRME

o UL © QcloudAccessForHTTPDNSLinkedRoleInCustomdns
o RMENZA :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

wxn

I

"action": [
"scf:GetFunction",
"scf:GetAlias",
"scf:ListFunctions",
"scf:CreateNamespace",
"scf:ListNamespaces",
"scf:InvokeFunction",
"scf:ListVersionByFunction",

"scf:ListAliases"
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REGHE
554 MapReduce

I E] - 2025-06-11 09:43:49

MR% (FHX) ABREBRZREEY, SR SAUENERRS B EE 17 ERS5E X A aX AP B HEE TR
BfE. AR A RAEARSSHE X Ry 37 R B K AR SRR B

CAMA= %, FAEARE Al ik

v, U
HHE EMR_QCSLinkedRolelnApplicationDataAccess ARS5HHR

applicationdataaccess.emr.clo
MapReduce A PP

EMR_QCSLinkedRolelnApplicationDataAccess

fERGR ¢ LAt 5EtEMapReduce (EMR)ARSSHE XK M, 12 EoRFE T 56 BR RIS AOASUR Y BBl P 175 IR A8 LAt =
R55 BRI
PUFRSRME

o REEAFR ¢ QcloudAccessForEMRLinkedRolelnApplicationDataAccess
o SREEE :

{

"version": "2.0",
"statement": [

{

"action": [
"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject",
"cos:HeadObject",
"cos:0ptionsObject",
"cos:ListParts",
"cos:DeleteObject",
"cos:PostObject",
"cos:PutObject",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
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"cos:AbortMultipartUpload",
"cos:AppendObject",
"cos:HeadBucket",
"cos:RenameObject",
"cos:TruncateObject",
"cos:PutSymlink",
"cos:GetSymlink"

1y

"resource": "*",
"effect": "allow"

}

]

}
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Elasticsearch Service

ol TN E] ¢ 2025-06-11 09:43:49

i E R

MR35 (HX) AGRHEBNRREBEX, SRSV RARSS BV Al 178518 X A Xt P BT i
BfE. AN A BAEARSHE X A GR35 B KR SRR B

CAMHIF= 4

Elasticsearch
Service

Elasticsearch
Service

Elasticsearch
Service

Elasticsearch
Service

Elasticsearch
Service

R Y i)

ES QCSLinkedRolelnAccessCos

ES_QCSLinkedRolelnDatalmport

ES QCSLinkedRolelnLogSyncCls

ES_QCSLinkedRolelnVpcOperate

ES QCSLinkedRolelnBeatsCollector

ES QCSLinkedRolelnAccessCos

ARZ5HH %
At

i &RIEPS
it

ARS5HH %
it

JREESHEN

acesscos.es.cloud.tencent.com

dataimport.es.cloud.tencent.com

logsynccls.es.cloud.tencent.com

vpcoperate.es.cloud.tencent.com

beatscollector.es.cloud.tencent.com

SRR ¢ LA RERRS (ES) MSMHXMAE, %M ERE C RERSRIS AR YE E P 15 (R A HoAth =R 55

I
AR SR M

o FMEZHFF © QcloudAccessForEsLinkedRolelnCosAcess

o REGE

{

"statement":

{

"action":

"cos:GetBucket",

"cos:HeadBucket",
"cos:GetObject",
"cos:HeadObject",
"cos:PutObject",

"cos:PostObject",
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"cos:InitiateMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:UploadPart",
"cos:CompleteMultipartUpload",
"cos:DeleteObject",
"cos:DeleteMultipleObjects"

1,

"effect": "allow",
"resource": "*"

}

]I

"version": "2.0"

}

ES QCSLinkedRolelnDatalmport

fERIAR . il Elasticsearch Service (ES) RSSHH % M th, 1% CURHEC 5 BERIE AR JE B Y 15 IRl AR 1
Hh AR H IR,
PUBR M

o HMEAFR © QcloudAccessForESLinkedRolelnDatalmport
o REEA :

{

"version": "2.0",

"statement": [

{

"action": [
"ckafka:DescribeInstancesDetail",
"ckafka:DescribelInstances",
"ckafka:CreateTopic",
"ckafka:DescribeTopicDetail",
"ckafka:DescribeTopic",
"ckafka:DescribeRoute",
"ckafka:CreateDatahubTopic",
"ckafka:DescribeDatahubTopic",
"ckafka:CreateConnectResource",
"ckafka:DescribeConnectResource",
"ckafka:CreateDatahubTask",
"ckafka:DescribeDatahubTask",
"tat :RunCommand",

"tat:DescribelInvocations",
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"tat:DescribeAutomationAgentStatus",
"tke:DescribeClusters",
"tke:DescribeClusterReleases",
"tke:CreateClusterRelease",
"tke:UpgradeClusterRelease",
"tke:UninstallClusterRelease",
"tke:CancelClusterRelease",
"ckafka:DeleteDatahubTopic",
"ckafka:DeleteConnectResource",
"ckafka:DeleteDatahubTask",
"ckafka:DeleteDatahubGroup",
"ckafka:ModifyGroupOffsets",
"ckafka:ModifyDatahubResource",
"cvm:DescribelInstances",
"emr:DescribeClusterLogInfo",
"emr :NotifyEmr"

I

"resource": "*",

"effect": "allow"

}

]

}

ES_QCSLinkedRolelnLogSyncCls

EHSR . Yl NElasticsearch Serivce (ES) ARSSAH XA, %A EHEC X BERIE TIABRE Bl A7 [ 8y H
= ARSS E R,

R SRt
o TREEZH @ QcloudAccessForESLinkedRolelnLogSyncCls
o REENA :

{

"statement": [

{

"action": [

"cls:ModifyTopic",
"emr:AddClusterLogsToCls",
"emr :RemoveClusterLogsToCls",
"emr:DescribeInstances",
"cls:RealtimeProducer"

1,

"effect": "allow",
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"resource": "*"
}

]I

"version": "2.0"

}

ES QCSLinkedRoleInVpcOperate

fERR @ LA yElasticsearch Service (ES)HRSSAH & fiy th, 1% (ORHE C % IR SRS A BRI I A 77 [ S L At
=hRSS TR,
PR SR M

o REEHFR ¢ QcloudAccessForESLinkedRolelnVpcOperate
o SREEE :

{

"version": "1.0",
"statement": [

{

"action": [
"vpc:DescribeVpcEx",

n

vpc:DescribeSubnetEx",

"vpc:CreateCcn",

"vpc:AttachCcnInstances",
"vpc:DeleteCcn",

n

vpc:DetachCcnInstances",
"vpc:DescribeNetworkInterfaces",
"vpc:CreateNetworkInterface",
"vpc:DeleteNetworkInterface",
vpc:DescribeVpcTaskResult",
vpc:CreateVpcEndPoint",
vpc:DescribeVpcEndPoint",
vpc:ModifyVpcEndPointAttribute",
"vpc:DeleteVpcEndPoint",
"vpc:DisassociateVpcEndPointSecurityGroups",
"cvm:DescribeSecurityGroups"

1y

"resource": "*",
"effect": "allow"
}

]

}
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ES QCSLinkedRolelnBeatsCollector

FERZR . YAl Elasticsearch Service (ES) HRZSHH XA, 1% CREE X BERIEALER YT Bl N 7 Rl IR 1
HAth AR SS B R,
FUBR SR M

o HRWEEFF © QcloudAccessForESLinkedRolelnBeatsCollector
o RGN :

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"tat :RunCommand",
"tat:DescribelInvocations",
"tat:DescribeAutomationAgentStatus",
"tke:DescribeClusters",
"tke:DescribeClusterReleases",
"tke:CreateClusterRelease",
"tke:UpgradeClusterRelease",
"tke:UninstallClusterRelease",
"tke:CancelClusterRelease",
"cvm:DescribelInstances",
"emr:DescribeClusterLogInfo",
"emr :NotifyEmr"

I

"resource": [

wxn
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@ Hﬁizﬂﬁ Vil B
LR CE

ol N TE]  2025-06-11 09:43:33

MR35 (HX) AGRHEBNZRAETEX, LR SPUSHRARSS BV Al 18RS 18 X A X A P BT i
BfE. AN A BAEARSHE X A ErIfE 3R B K AR SRR B

CAMH =% AELH mEeR moEE

BN EWE G oy

% TCHouse- CDWCH_QCSLinkedRolelInCKCOS s ckcos.cdwch.cloud.tencent.com

C

BN EHE G oy

JZ TCHouse- CDWCH_QCSLinkedRolelnCdwchClb s cdwchclb.cdwch.cloud.tencent.con
C

BN EHE G W A

J& TCHouse- CDWCH_QCSLinkedRoleInCKLOGSHOW s cklogshow.cdwch.cloud.tencent.co
C

CDWCH_QCSLinkedRoleInCKCOS

SRR ¢ LA OIS EYE 6% TCHouse-CHRSSAH & fiy fh, 12 COfFE £ SRR R AR BRI I A 77 [RS8
b ARSS BE I
PR SR

o FMEZHFr © QcloudAccessForCDWCHLinkedRoleInCKCOS
o RMENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetBucketACL",
"cos:GetBucketAccelerate",
"cos:GetBucketCORS",
"cos:GetBucketDomain",

"cos:GetBucketEncryption",
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:GetBucketIntelligentTiering",
:GetBucketInventory",
:GetBucketLifecycle",
:GetBucketLocation",
:GetBucketLogging",
:GetBucketNotification",
:GetBucketObjectVersions",
:GetBucketOrigin",
:GetBucketPolicy",
:GetBucketReferer",
:GetBucketReplication",
:GetBucketTagging",
:GetBucketVersionAcl",
:GetBucketVersioning",
:GetBucketWebsite",
:GetObject",
:GetObjectACL",
:GetObjectTagging”,
:GetObjectVersionAcl",
:GetService",
:HeadBucket",
:HeadObject",
:ListMultipartUploads",
:ListParts",

OptionsObject",

:AppendObject",
:CompleteMultipartUpload”,
:InitiateMultipartUpload",
:PostObject”,
:PostObjectRestore",
:PutBucket",

PutBucketEncryption",

:PutBucketIntelligentTiering",
:PutBucketInventory",
:PutBucketLifecycle",
:PutBucketLogging",
:PutBucketReplication",
:PutBucketVersioning",
:PutObject",
:PutObjectCopy",
:PutObjectTagging",
:UploadPart",
:UploadPartCopy",
:DeleteMultipleObjects",
:DeleteObject",
:GetVodPlayList",
:DeleteObjectTagging"
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1,
"resource": [

L]

]
}
]
}

CDWCH_QCSLinkedRolelInCdwchClb

fERGR ¢ LA NTRER (CAM) RS Z A, %M CURET KBRS A BERTE R 75 R H A AR SS
PR SR ME

o FMEZHF © QcloudAccessForCDWCHLinkedRoleInCdwchClb
o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
Yglllgg =W

1,

"resource": "*"

4
]
}

CDWCH_QCSLinkedRoleInCKLOGSHOW

FERZR ¢ LA OB REEYE G TCHouse-CARSSM K At 1% tRF1E T 5 IR ERME HRYA R T BB PAY 175 [ A4 ) G
= ARSS BE
PUFRSRME

o FMEZHFF © QcloudAccessForCDWCHLinkedRoleInCKLOGSHOW
o RMENE :
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{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cls:
Valsg
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
Valsg

"cls:

©2013-2025 Tencent Cloud International Pte. Ltd.

DescribeConfigs",
DescribeIndex",
DescribeMachines",
GetAccount",
DescribeTopics",
GetLog",

SearchLog",
getConfig",
getConsumerGroupCursor",
getCursor",
getIndex",
getLogset",
getMachineGroup",
getMachineStatus",
getShipper",
getTopic",
searchLog",
ShowContext",
ApplyConfigToMachineGroup",
CreateConfig",
CreatelIndex",
Createlogset",
CreateMachineGroup",
CreateTopic",
DeleteIndex",
DeleteConfig",
DeleteMachineGroup",
ModifyIndex",
ModifyMachineGroup",
createlogset",
createMachineGroup",
createShipper",
createTopic",
modifyIndex",
modifyLogset",
modifyMachineGroup",
modifyShipper",
modifyTopic",
pushLog",
deleteMachineGroup",

i E R
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"cls:deleteShipper",
"cls:DescribeAgentConfigs",
"cls:DescribelLogsets",
"cls:listLogset",
"cls:listMachineGroup",
"cls:1listShipper",
"cls:listTopic",
"cls:agentHeartBeat",
"cls:DescribeMachineGroups",
"tag:TagResources"

1y

"resource": [

Wk
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ARG E PostgreSQL

e E TN ] ¢ 2025-06-11 09:43:35

i E R

MR35 (X)) AGRHEBNZRAETEX, LR SAUSHERARSS BV Al 18RS 18 X A X P BT i
BfE. AN A BAEARSHE X A ERIfE R R B X AUR SRR B

CAMHIF= 5 pEREE Y )

P

ISR RS G CDWPG_QCSLinkedRolelnPGCOS
TCHouse-P

WIRAEIR G CDWPG._QCSLinkedRolelnPGKMS
TCHouse-P

CDWPG_QCSLinkedRoleInPGCOS

JREESHEN

pgcos.cdwpg.cloud.tencent.com

pgkms.cdwpg.cloud.tencent.com

ERGR . LA E A SEIE Q% PostgreSQL (CDWPG) IRF5HH K M, 1% EuRFE O % kSRR YA YE FEl A 175
A& A=A IR 55 B

PURR g
o RMEZFR © QcloudAccessForCDWPGLinkedRolelnPGCOS
o REEAA

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cos:AbortMultipartUpload",

"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

:GetBucket",
:GetBucketACL",
:GetBucketAccelerate",
:GetBucket CORS",
:GetBucketDomain",
:GetBucketEncryption",
:GetBucketIntelligentTiering",
:GetBucketInventory",
:GetBucketLifecycle",
:GetBucketLocation",
:GetBucketLogging",

:GetBucketNotification",
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"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos:
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos:
"cos:
"cos
"cos
"cos
"cos
"cos
"cos
"cos:
"cos
"cos
"cos
"cos
"cos
"cos

"cos

:GetBucketObjectVersions",
:GetBucketOrigin",
:GetBucketPolicy",
:GetBucketReferer",
:GetBucketReplication",
:GetBucketTagging",
:GetBucketVersionAcl",
:GetBucketVersioning",
:GetBucketWebsite",

GetObject",

:GetObjectACL",
:DeleteObject",
:DeleteMultipleObjects",
:GetObjectTagging”,
:GetObjectVersionAcl",
:GetService",
:HeadBucket",
:HeadObject",
:ListMultipartUploads",
:ListParts",
:OptionsObject",
:AppendObject",
:CompleteMultipartUpload”,

InitiateMultipartUpload",
PostObject",

:PostObjectRestore",
:PutBucket",
:PutBucketEncryption",
:PutBucketIntelligentTiering",
:PutBucketInventory",

:PutBucketLifecycle",

PutBucketLogging",

:PutBucketReplication",
:PutBucketVersioning",
:PutObject",
:PutObjectCopy",
:PutObjectTagging”,
:UploadPart",
:UploadPartCopy",

"chdfs:DescribeMountPoint",

"chdfs:DescribeFileSystem",

"chdfs:DescribeAccessGroups",

"chdfs:DescribeAccessRules",
"chdfs:ModifyFileSystem",
"chdfs:ModifyAccessRules",
"chdfs:CreateAccessGroup",

"chdfs:CreateAccessRules",
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"chdfs:
"chdfs
"chdfs
"chdfs
"chdfs
"chdfs

1,

AssociateAccessGroups",

:DisassociateAccessGroups",
:DeleteAccessGroup",
:DeleteAccessRules",
:DescribeFileSystems",

:DescribeMountPoints"

"resource": [

L]

]
}
]
}

CDWPG_QCSLinkedRoleInPGKMS

i E R

ERGR | YA ENE RS EYE @ TCHouse-P(CDWPG) RS HH X M, 1A EURFE C X BRR I AYBRTEE A
VA& HAth =R 55 B

PUFR SR M
o REEHFR

o REGNE :

{

. QcloudAccessForCDWPGLinkedRoleInPGKMS

"version": "2.0",

"statement": [

{

"action

": [

"kms:ListKeyDetail",

"kms:CreateKey",

"kms:GenerateDataKey",

"kms:Decrypt",

"kms:BindCloudResource",

"kms:UnbindCloudResource"

1,

"resource": "*",
"effect": "allow"
}
]
}
©2013-2025 Tencent Cloud International Pte. Ltd.
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BRI
O BT R - 2025-06-11 09:43:46

MR35 (HX) AGRHEBNZRAETEX, LR SPUSHRARSS BV Al 18RS 18 X A X A P BT i
BfE. AN A BAEARSHE X A ErIfE 3R B K AR SRR B

CAMAF=i%, AR AR AmEEk
s . AR S5 AH %
BRI A DLC_QCSLinkedRolelnCheckDLCResource fin checkdlcresource.dlc.cloud.tence

DLC_QCSLinkedRolelInCheckDLCResource

FERSER ¢ YniA T EdENIT 5 Data Lake Compute (DLC) ARSSHE % M€, 1% (R E X BOR IS AR TE
AL TR A8 H At = AR 55 VR
TXUBR SRl

o FMEZHFF © QcloudAccessForDLCLinkedRoleInCheckDLCResource
o RIRNA :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject*",
"cos:HeadObject",
"cos:GetBucketObjectVersions",
"cos:0ptionsObject",
"cos:ListParts",
"cos:DeleteObject",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutObject*",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",

"cos:CompleteMultipartUpload",
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"cos
"cos
"cos

"cos

n

vpc:
"vpc:
"vpc
"vpc:
"vpc
"vpc
"vpc:
"vpc

"vpc:

:AbortMultipartUpload",
:DeleteMultipleObjects",
:AppendObject",
:HeadBucket",

DescribeRouteTable",

CreateRoute",

:AcceptVpcPeeringConnection",

CreateVpcPeeringConnectionEx",

:CreateVpcPeeringConnection",

:DeleteVpcPeeringConnection",

DeleteVpcPeeringConnectionkEx",

:AcceptVpcPeeringConnectionEx",

DescribeVpcPeeringConnections",

"cloudaudit:DescribeEvents",

"cos:
"cos:
"cos:

"cos:

GetBucket*",
PutBucket*",
DeleteBucket*",
RenameObject",

"monitor:GetMonitorData",

"chdfs:DescribeMountPoint",

"chdfs:DescribeFileSystem",

"chdfs:DescribeAccessGroups",

"chdfs:DescribeAccessRules",
"chdfs:ModifyFileSystem",
"chdfs:ModifyAccessRules",

"chdfs:CreateAccessGroup",

"chdfs:CreateAccessRules",

"chdfs:AssociateAccessGroups",

"chdfs:DisassociateAccessGroups",

"chdfs:DeleteAccessGroup",

"chdfs:DeleteAccessRules",

"vpc:

"vpc:

DescribeAssistantCidr",

DescribeVpcEx",

"chdfs:DescribeMountPoints",

"oceanus:DescribeWorkSpaces",

"oceanus:DescribeClusters",

"oceanus

"oceanus:CreateCHDFSAccessGroup",

n

vpcC:
"vpc:
"vpc:
"tcr:
"tcr:
"tcr:
"tcr:
"tcr:

VE@E &

DescribeVpcEndPoint",
CreateVpcEndPoint",
DeleteVpcEndPoint",
CreateServiceAccount",
DeleteServiceAccount",
DescribeServiceAccounts",
CreateMultipleSecurityPolicy",
DescribeSecurityPolicies",

DescribeRepositories",

©2013-2025 Tencent Cloud International Pte. Ltd.
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"tcr:DescribeExternalEndpointStatus",
"tcr:ManageExternalEndpoint",
"tccatalog:DescribeTccCatalog",
"tccatalog:DescribeTccCatalogs",
"tccatalog:BindTccVpcEndPointServiceWhiteList",
"tccatalog:AcceptTccVpcEndPointConnect",
"tccatalog:DescribeTccVipInternal",
"ssm:GetSecretValue"

I

"resource": "*"

}

]

}
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iR
{FHE S CKafka

ol EEIA] ¢ 2025-06-11 09:44:16

MRS (HHX) ABREBRZRETEY, SR SAUENERNRS B EE 17 ERS5 M X A aX AP BEEE TR
BfE. AT ARAEARSSHE X Ry fE 7R B K AR SRR B

CAMHF= h 4 JEEREsR Y i) AR AEEA
THE A% CKafka filx cosCkafka_QCSRole RS A ckafka.qcloud.com

cosCkafka_ QCSRole

7R . cos access from ckafka role

PR SRS

o R . QcloudCOSAccessForCkafkaRole
o RMENE :

{

"version": "2.0",
"statement": [

{

"action": [
"cos:PutObject",
"cos:GetObject",
"cos:DeleteObject",
"cos:ListParts",
"cos:UploadPart"
1y

"resource": "*",
"effect": "allow"
}

]

}
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@ Hﬁizﬂﬁ i I 1
TH BB\ RocketMQ fik

ol E N E] © 2025-06-11 09:44:12

MR35 (HX) AGRHEBNZRAETEX, LR SPUSHRARSS BV Al 18RS 18 X A X A P BT i
BfE. AN A BAEARSHE X A ErIfE 3R B K AR SRR B

CAMHIF=5 %, AEAH el Mok

p: ,/%\ I ;

HER RocketMQ_QCSLinkedRolelnSendSSLcertificate ARo5 A X sendSSLcertificate.rocketmc
RocketMQ ki At

RocketMQ QCSLinkedRolelnSendSSLcertificate

SRR | H TS EIS IR SSLIEH, TRENEEMSIIRS . Yaifht g (CAM) IRSSH
KA, ZAEREC RIBCRIS ARG E A5 R HAh AR S5 B
PUFRSRME

o FRIEEH . QcloudAccessForRocketMQLinkedRolelnSendSSLcertificate
o RMENE :

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"ssl:DescribeCertificateDetail”,
"ssl:DescribeCertificates",
"ssl:UploadCertificate"

I

"resource": "*"
}
]
}

©2013-2025 Tencent Cloud International Pte. Ltd. #1118 $£15871



@ Hﬁizﬂﬁ ViR R

H AR SS
SEINH AL
ol BTN ] @ 2025-06-11 09:44:13

MRS (FHX) ABREBRZREEY, SRSV RIRS Bl EE 17 5RS5 M X A aX A P B EE TR
BfE. AR A RAEARSSHE X A Ry 7 R B KR SRR B

CAMH = i%  AEELH e ek

s . ARZ5 1 %

SEHHE A A TRTC_QCSLinkedRoleInCOSAccess s cosaccess.trtc.cloud.tencent.com
s . : k55 4H % :

SIS AL TRTC_QCSLinkedRolelntrtcCloudRecording triccloudrecording.trtc.cloud.tenc

At

TRTC_QCSLinkedRoleInCOSAccess

fERGR . TRTCHEAU Flcos
FUBR SR M

o FMEZHFr © QcloudAccessForTRTCLinkedRoleInCOSAccess
o RMENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": |
"cos:DeleteBucket",
"cos:PutBucket",
"cos:GetBucket",
"cos:PutObjectCopy",
"cos:DeleteObject",
"cos:PostObject",
"cos:PutObject",
"cos:GetBucketOrigin",
"cos:GetObject",
"cos:DeleteBucketOrigin",
"cos:AppendObject"

1,
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"resource": "*"
}
]
}

TRTC_QCSLinkedRolelntrtcCloudRecording

ERR YRGS EIS (TRTC) MRS XA, %M ERFE T R IRIS AR R P 5 R Hfth =
55 BT
PR SR M

o REEEM © QcloudAccessForTRTCLinkedRolelnCloudRecording
o RIBNEA :

{

"version": "2.0",
"statement": [

{

"action": [
"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject",
"cos:HeadObject",
"cos:GetBucketObjectVersions",
"cos:0ptionsObject",
"cos:ListParts",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutObject",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:AppendObject"

1y

"resource": "*",
"effect": "allow"
}

]

}
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@ Hﬁizﬂﬁ Vil B
(AR B BiR 5

T BEHTIN R @ 2025-06-11 09:43:55

%5 (HX) AGRHEBNRRETEX, L/ SAUSHRARSS BV Al @ 18RS 18 X A X P BT i
BfE. AN A REARSE X A ERIfE RR B X AUR SRR B

CAMA 4, P REER Y ) R JEREES AN

SN B A-BB R LCIC_QCSLinkedRolelnTransfer RS XAt transfer.Icic.cloud.tencent.com

LCIC _QCSLinkedRolelnTransfer

fERR ¢ LA O DN BE)-E R B VT M S fBiRSs, SKIin, B, BAERIE, SRiA e
FEH (CAM) ARSSHHK A, %A ERTE B R BRI IR VT VT R Sy H A =ik 55 PR
PR SR M

o FME%HFr . QcloudAccessForLCICLinkedRolelnTransfers
o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"vod:DescribeSubAppIds",
"vod:DescribeSubAppId",
"vod:DescribeSubAppCountData",
"vod:DescribeSubAppIdsForConsole",
"vod:CommitUpload",
"vod:ApplyUpload",
"vod:EditMedia",
"vod:PullUpload",
"vod:ProcessMedia",
"vod:DescribeTaskDetail"
1y

"resource": "*x"

}

]

}
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ST
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i E R

MRS (FHX) ABREBRZREEY, SRSV RIRS Bl EE 17 5RS5 M X A aX A P B EE TR

BfE. AR A RAEARSSHE X A Ry 7 R B KR SRR B

CAMH=&ht At

FAYRR i

LR

=AIE

=ATE

VOD_LogToCLS

VOD_QCSLinkedRolelnHosting

VOD_QCSLinkedRoleln_EOacceleration

VOD_QCSLinkedRolelInManageSSL Certificates

VOD_LogToCLS

fRZ5AE %
it

ARZ5AH %
it

JEREEE AL

logtocls.vod.cloud.tencent.con

coshosting.vod.cloud.tencent.i

eoacceleration.vod.cloud.tenc

managesslcertificates.vod.clol

fERGR . LEiAGITSE (VOD) MRSAHE A, %M CORTE T KSR A BRTE FE A 5 R Y H = AR S5 B

I
PURR M

o REEEHT © QcloudAccessForVODLogToCLS

o REEAE

{
"vers
"stat
{

"acti
"cls
"cls:
"cls
"cls:
"cls

"cls:

©2013-2025 Tencent Cloud International Pte. Ltd.

ion": "2.0",

ement": [

on": [

:pushLog",

listLogset",

:getLogset",

listTopic",

:getTopic",

createTopic",
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"cls:modifyTopic",
"cls:deleteTopic",
"cls:createlogset",
"cls:modifyLogset",
"cls:deletelLogset",
"cls:getIndex",
"cls:modifyIndex",
"cls:CreateIndex"
I

"resource": "*",
"effect": "allow"

}

]

}

VOD_QCSLinkedRolelnHosting

fERGR . LAt IRARE (VOD) RSB AE, %M R OCHRSRIE AR S FE P s R Y H A = IR S5 ¥
S
PUFRSRME

o RE&EEHT ¢ QcloudAccessForVODLinkedRolelnHosting
o RIENA -

{

"version": "2.0",
"statement": [

{

"action": [
"cos:GetService",
"cos:GetBucket",
"cos:HeadBucket",
"cos:GetBucketObjectVersions",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PostObject",
"cos:GetObject",
"cos:HeadObject",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:0ptionsObject",
"cos:PostObjectRestore",
"cos:PutObjectACL",
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"cos:GetObjectACL",
"cos:PutObjectTagging",
"cos:GetObjectTagging",
"cos:DeleteObjectTagging",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts"

I

"resource": "*",

"effect": "allow"

}

]

}

VOD_QCSLinkedRoleln_EOacceleration

fERER | HATAE NI (VOD) IRSHEX MM, %A ERHEC RIS IR B T I R H A =R S5 %
s
PR SR

o FMEZHFF © QcloudAccessForVODLinkedRolelnEOacceleration
o REENE :

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"teo:DescribeHostsSetting",
"teo:DescribeRules",
"teo:DescribeRulesSetting”,
"teo:DescribeRulesEngine",
"teo:CreateAccelerationDomain",
"teo:DescribeAccelerationDomains",
"teo:ModifyAccelerationDomain",
"teo:ModifyAccelerationDomainStatuses",
"teo:DescribeZones",
"teo:ModifyRule",
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"teo:DescribeZoneSetting",
"teo:CreateRule"
I

"resource": "*"
I3
]
}

VOD_QCSLinkedRolelnManageSSL Certificates

fERGR ¢ LAt IR ARE (VOD) MRS AE, %M EURE C OCHRRIE A ARRE FE P s (A Y ot = IR 55 %
S
PR SRS

o HMEAFR © QcloudAccessForVODLinkedRolelnManageSSLCertificates
o REEA :

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"resource": [

LU ]

1,

"action": [
"ssl:UploadCertificate",
"ssl:DescribeCertificates",

"ssl:DescribeCertificateDetail"

]
}
]
}
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MR% (HHX) ABREBREREEY, SRSV RIRS B EE 15 ERS5E X A aX AP BT TR
BfE. AR AREARSSHE X A Ry fE 7R B KR SRR B

CAMH =it fAEaRs iy 2Ry PR N
- . ARZ5HH %
A FEES CAR_QCSLinkedRolelnCloudStorage cloudstorage.car.cloud.tencent.com

it

CAR_QCSLinkedRoleInCloudStorage

EHEER . YaiAtAINHASER (CAR) MRS XA, ZACREC X BESRIE ARG R N7 ) 485 H b= Ak
E %o

PURR SR
o REEAFR ¢ QcloudAccessForCARLinkedRolelnCloudStorage
o RIBNEA

{

"statement": [

{

"action": [

"cos:PutObject",
"cos:InitiateMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:UploadPart",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:HeadObject",
"cos:GetObject"

1y

"effect": "allow",

"resource": "*"

}

I
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"version": "2.0"

}
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4

MRS (FHX) ABREBRZREEY, SRSV RRS B EE 13RS5 X A aX AP BEEET T
BfE. AT ARAEARSSHE X A Ry fE 7R B KR SRR B

CAMH ™ i % yEREERY i y:cfaake i JEERESE AL

T 2 Sz 4

gjﬂk&ﬁ%{zﬁ | GME_QCSLinkedRolelnGameMedia zﬁ XA gamemedia.gme.cloud.tencent.com
==

GME_QCSLinkedRoleInGameMedia

SERER ¢ HETAEERSEAT % (GME) IRSAH K M, 1% CORHE C R KSR A A BRI A 77 R S HoAth
=iRSS B,
PR SR

o FMEZHFr © QcloudAccessForGMELinkedRolelnGameMedia
o RMENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

L]

1y

"action": [
"cos:HeadBucket",
"cos:GetBucket",
"cos:HeadObject",
"cos:GetObject",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:RenameObject",

"cos:InitiateMultipartUpload",
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"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:GetService",

"cos:PutBucket"
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R E
IRZmEE TIC

E T E) - 2024-11-26 10:00:50

/\?f H

MRS (FHX) ABREBRZREEY, SRSV RIRS Bl EE 17 5RS5 M X A aX A P B EE TR
BfE. AR A RAEARSSHE X A Ry 7 R B KR SRR B

CAMH =%, Afamn AR AaEk
s | IREHE |
HiRgmEE TIC TIC_QCSLinkedRolelnInfrastructureAsCode s infrastructureascode.tic.cloud.ten

TIC _QCSLinkedRolelnInfrastructureAsCode

SRR ¢ HETAEARRRDE (TIC) IRSSMEXAE, FTRITIC %k CVM, VPC, COS FEINLHIE, £H
RPHEEESH, BEESR BRe, ZACRNED RBERIEAYBERTEE A R A IR TR,
PR SR

o FMEZHFr © QcloudAccessForTICRolelninfrastructureAsCode
o REENE :

{

"version": "2.0",
"statement": [
{

"action": [
"cvm:*",
"vpc:*",
"Clb:*",
YaggwhW,
"cmgtopic:*",
"cmgqueue: *",
K CISERAR
"SCf:*",
"tag:*",
"monitor:*",
VeiEgs W,
HCCISERE
"ckafka:*",

"apigw:*",
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Teelog ®T,
"mongodb:*",
"redis:*",
"cynosdb:*",
"dedb:*",
"tcaplusdb:*",
Veems ®W,
"gaap: *",
"es:*",
"gme:*",
"sms:*",
Uggllg®W,
"cam:*",
"bgpip:*",
"waf:*",
"finance:*",
"cloudaudit:*",
"sglserver:*",
"postgres:*",
"vod:*",
Tglgg®W,
Vgllgg®W,
Veemreg®sW,
"ecdn:*",
"kms:*"

]I

"resource": "xWU ,
"effect": "allow"
}

]

}
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— A
7 [ 7]
ol IS E] ¢ 2025-06-11 09:43:25

%5 (HX) AGRHEBNRRETEX, LRSS RARSS BV Al @ 18RS 1 X A X P BT i
BfE. AN BAEARSE X A ERIfE R R B X AUR SRR B

CAMHI =% AELF eI ek

N . . : : AR5 HH % :

I Advisor_QCSLinkedRolelnCloudDiagnosis s cd.advisor.cloud.tencent.com
o : : : . fR54H % : . :

] Advisor_QCSLinkedRolelnBusinessContinuity businesscontinuity.advisor.clouc

it

Advisor_QCSLinkedRolelnCloudDiagnosis

FERER | 2RISR =R (Advisor) ARSSHE % K ffh (Advisor QCSLinkedRolelnCloudDiagnosis) 3T %
B, HT =W SRS EERE, SasiEi (CSS) . MRTEM (COS) . HiEEEREE S (DBbrain) .
=fERT (DNSPod) . AIWM (CM) EMR NA 5 &M% (CDN) %5 = ¥R IREC B R ERUR

FUBR SRl

« REEFFR ¢ QcloudAccessForAdvisorLinkedRolelnCloudDiagnosis
o FHENA -

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"live:Describe*",
"cos:List*",
"cos:Get*",
"cos:Head*",
"cos:0ptionsObject",
"monitor:Describe*",
"monitor:Get*",
"monitor:Export*",
"dnspod:Describe*",
"dbbrain:DescribeDBDiagEvents",

"dbbrain:DescribeDBDiagEvent",
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"dbbrain:DescribeSlowLogTopSqgls",

"dbbrain:DescribeSlowLogs",

"emr:
"emr:
"emr:
"emr :
"emr:
"emr:
"emr:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:

"cdn:

n

"cdn:

1,

cdn:

Describe*",

Inquiry*",

Check~*",

Lilge=",

Describle*",

Inquire*",
Synchronize*",
DescribeIpStatus",
DescribeCertDomains",
DescribeCdnIp",
DescribeImageConfig",
DescribeDomainsConfig",
DescribeDomains",
DescribePushQuota",
DescribePurgeQuota",
DescribeUrlViolations",
DescribeBillingData",
DescribeDistrictIspData",
ListTopData",
DescribeTopData",
DescribeReportData",
DescribeOriginData",
DescribeIpVisit",

DescribeCdnData"

"resource": "*"

}
]
}

Advisor_QCSLinkedRolelnBusinessContinuity

i E R

SERER @ HEiAEARmF (Advisor) ARFAMHXMAE, T Advisor ilF] CVM, VPC, COS %5z ¥
IR, EHEMAPTEEY, RMEEER ELe, ZATREC RBCRIS I RYEE A5 AR HA = IR S5 3R,

PURR SR
o REEFR ¢ QcloudAccessForAdvisorLinkedRolelnBusinessContinuity
o RIBNEA

{

"version": "2.0",
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"statement": [
{

"action": [
"cvm:Describe*",
"cvm:Ingquiry*",
"vpc:Describe*",
"vpc:Inquiry*",

"vpc:Get*",
"monitor:Describe*",
"monitor:Get*",
"cam:ListUsersForGroup",
"cam:ListGroups",
"cam:GetGroup",
"clb:Describex*",

"cos:List*",

"cos:Get*",

"cos:Head*",
"cos:0ptionsObject",
"cdb:Describe*",
"mongodb:Describe*",
"redis:Describe*",
"redis:Get*",
"redis:Inquiry*",
"es:Describe*",
"emr:Describe*",
"emr:Inquiry*",

"emr :Check*",

"emr:List*",
"emr:Describle*",

"cloudaudit :LookUpEvents",
"cdn:Describe*",

"cdn:Get*",

"cdn:List*",

"ssl:Describe*",

"tag:Get*",

"ckafka:Get*",
"ckafka:List*",
"ckafka:Describe*",
"tdmqg:Describe*",

"scf:Get*",

"scf:List*",

"cam:GetRole",
"cam:ListAttachedRolePolicies",
"cls:getLogset",
"cls:getTopic",
"cls:1listTopic",

"apigw:Describe*",
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"cmgtopic:GetTopicAttributes",
"cmgtopic:GetSubscriptionAttributes",

"tsf:
"tsf:
"tsf:
"tsf:
"tsf:
"tsf:
"tsf:
"tsf:

Describe*",
Get*",
Ligt=v,
Search*",
Find*",

ImageUserIsExists",

ImageGetRepositoryList",

DscribeTasks",

"tbase:Describe*",

"tdach:Describe*",

"tdapg:Describe*",
"dcdb:Describe*",

"tke:

Describe*",

"live:Describe*",

"im:Describe*",
"im:CheckIfIMNewUser",

"cfw:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"wss:
"waf:

"tag:

Describe*",
WafGet*",
WAFGetUserInfo",
WafDownloadAlerts",
WafPackagePrice",
WafAreaBanGetAreas",
WafFregGetRuleList",
WafAntiFakeGetUrl",
WafInterface",

WafClsOverview",

:QueryFlows",

WafDownloadRecords",
WafDownloadlogs",
WafSearchLogs",
WafDNSdetectGet*",
BotGet*",

Get*",

Search*",
BotV2Get*",
CertGetList",

Describe*",

DescribeResourceTagsByResourceIds",

"mariadb:Describe*",

"antiddos:Describe*",

"cam
"cam:
"cam:
"ccs

"sms:
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ListUsers",

DescribeSubAccounts",
:DescribeCluster",

SmsPackagesStatistics",
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"domain:*",
"sms:CallbackStatusStatistics",
"sms:SendStatusStatistics",
"dc:DescribeDirectConnects",
"dc:DescribeDirectConnectTunnels",
"trtc:Describe*",

"trtc:Get*",

"trtc:ShowRoomList",
"trtc:ShowUserList",
"trtc:RemindBalance",
"trtc:HardDescribeMixConf",
"memcached:DescribelInstances”,
"cynosdb:DescribeClusterDetail”,
"cynosdb:DescribeRollbackTimeValidity",
"cynosdb:DescribeRollbackTimeRange",
"cynosdb:DescribeInstanceSpecs",
"cynosdb:DescribeInstances",
"cynosdb:DescribeInstanceDetail",
"cynosdb:DescribeDBSecurityGroups",
"cynosdb:DescribeClusters",
"cynosdb:DescribeClusterInstanceGrps",
"cynosdb:DescribeBackupList",
"cynosdb:DescribeBackupConfig",
"cynosdb:DescribeAccounts",
"dnspod:DescribeDomain",
"dnspod:DescribeDomainList",
"dnspod:DescribeDomainLogList",
"dnspod:DescribeDomainPurview",
"dnspod:DescribeDomainShareInfo”,
"dnspod:DescribeRecord",
"dnspod:DescribeRecordLinelList",
"dnspod:DescribeRecordList",
"dnspod:DescribeRecordType",
"dnspod:DescribeUserDetail",
"vod:DescribeCDNStatDetails",
"vod:DescribeSubAppIds",
"vod:DescribeDefaultDistributionConfig",
"vod:DescribeVodDomains",
"cwp:DescribeVulList",
"cfs:DescribeCfsFileSystems",
"cfs:DescribeAutoSnapshotPolicies",
"cfs:DescribeCfsSnapshots",
"sms:DescribeAppList",
"sms:DescribeVerificationCodeStatistic",
"sms:DescribeAntiBrushThreshold",
"tke:CreatelInstantInspectJob",

"tke:DescribeInstantInspectTask",

©2013-2025 Tencent Cloud International Pte. Ltd. #1136 115871



@ IR iyl

"cloudaudit:DescribeEvents",
"clb:DescribeQuota",
"cdb:QueryCDBProxy",
"clb:DescribeClusterResources",
"ssl:DescribeCertificateBindResources",
"monitor:GetIntegrationProductList",
"monitor:DescribeOneClickAlarmConfigs",
"monitor:DescribeAlarmPolicies",
"antiddos:DescribelistProtocolBlockConfig",
"cloudhsm:DescribeVsms",
"kms:GetServiceStatus",
"as:DescribeAutoScalingInstances",
"billing:DescribeCostSummaryByProduct",
"finance:DescribeBillSummaryByProduct",
"tke:ListClusterInspectionResultsItems",
"tke:ListClusterInspectionResults",
"dnspod:DescribeSnapshotConfig",
"dnspod:DescribeDomainFilterList",
"dc:DoDcHealthInspection",
"teo:DescribeDefaultCertificates",
"teo:DescribeHostsSetting",
"teo:DescribeRules",
"teo:DescribeZones",
"csip:DescribeRiskCenterAssetViewVULRiskList",
"csip:DescribeRiskCenterAssetViewPortRiskList",
"csip:DescribePublicIpAssets",
"csip:DescribeDomainAssets",
"csip:DescribeCVMAssets",
"csip:DescribeClusterPodAssets",
"csip:DescribeDbAssets",
"lighthouse:DescribeInstances",
"dbbrain:DescribeDBDiagEvent",
"dbbrain:DescribeDBDiagEvents",
"live:CheckLiveHostBackupOriginSite",
"tse:DescribeCloudNativeAPIGateways",
"tse:DescribeSREInstances",
"dbbrain:DescribeSglFilters",
"postgres:DescribeDBInstanceAttribute”,
"postgres:DescribeDBInstances",
"postgres:DescribeZones",
"tdmg:DescribeRocketMQCluster",
"ckafka:DescribeInstanceAttributes”,
"teo:DescribeSecurityPolicy",
"teo:DescribeDDoSPolicy",
"gaap:DescribeProxies",
"teo:DescribeZoneDDoSPolicy",
"tdmg:DescribeRabbitMQVipInstances",

©2013-2025 Tencent Cloud International Pte. Ltd. #1137 $£15871



@ HEEHE ViR R

"tcb:DescribeBillingInfo",
"tcb:DescribeQuotaData",
"tcb:DescribeBaasPackagelList",
"vod:DescribeTranscodeTemplates",
"cam:MonitorGetProject",
"monitor:GetProjectsList",
"redis:DescribelInstances",
"ckafka:DescribeTopicDetail™,
"ckafka:DescribelnstancesDetail",
"tcb:DescribeEnvs",
"tsf:DescribeGroupAttribute",
"tsf:DescribeContainerGroups",
"tsf:DescribeGroups",
"tsf:DescribeApplications",
"vpc:DescribeCcns",

n

vpc:DescribeCcnAttachedInstances",
"vpc:GetCcnRegionBandwidthLimits",
"mariadb:DescribeDBInstanceDetail",
"dcdb:DescribeDCDBInstanceDetail",
"sglserver:DescribeDBInstances",
"cdb:DescribeRoGroups",
"tdmg:DescribeRocketMQClusters",
"tdmg:DescribeRocketMQNamespaces",
"tdmg:DescribeRocketMQTopics",
"tdmg:DescribeRocketMQGroups",
"trocket:DescribeInstancelList",
"trocket:DescribeTopicList",
"trocket:DescribeConsumerGroupList",
"cos:HeadBucket",
"es:SmartAdvisorManage",
"finance:DescribeDosageCosDetailByDate",
"cynosdb:Describe*",

"teo:Describe*",

"cetcd:Describe*",
"as:DescribeAutoScalingGroups",
"organization:DescribeOrganization",
"organization:DescribeOrganizationMembers",
"apm:DescribeApmInstances",
"apm:DescribeTagValues",
"apm:DescribeMetricRecords",
"apm:DescribeServiceNodes",
"apm:DescribeServiceOverview",
"keewidb:Describe*",
"trocket:DescribeFusionInstancelList",
"oceanus:DescribeJobs",
"oceanus:DescribeWorkSpaces",

"oceanus:DescribeClusters",
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"cwp:Describe*",

"csip:Describe*",
"es:SmartAdvisor*",
"cdwdoris:Describe*",
"cdwch:Describe*",
"postgres:DescribeReadOnlyGroups",
"bh:Describe*",

"cdc:Describe*",

"cdz:Describe*",

"chc:Describe*"

1,

"resource": "*",
"effect": "allow"
b

{

"action": [

"tke:AcquireClusterKubeConfigForProduct"

1,

"effect": "allow",

"resource": [

"gcs::itke::*:cluster\/*",
"gcs:itke::*:k8s\/*\/pods\/*\/get",
"gcs::itke::*:k8s\/*\/namespaces\/*\/get",
"gcs::tke::*:k8s\/*\/namespaces\/*\/1list",
"gcs::itke::*:k8s\/*\/ingresses\/*\/get",
"gcs::itke::*:k8s\/*\/ingresses\/*\/1list",
"gcs::itke::*:k8s\/*\/services\/*\/get",
"gcs::itke::*:k8s\/*\/services\/*\/1list",
"gcs::itke::*:k8s\/*\/deployments\/*\/get",
"gcs::itke::*:k8s\/*\/deployments\/*\/1list",
"gcs::tke::*:k8s\/*\/daemonsets\/*\/get",
"gcs::itke::*:k8s\/*\/daemonsets\/*\/list",
"gcs::itke::*:k8s\/*\/statefulsets\/*\/get",
"gcs::itke::*:k8s\/*\/statefulsets\/*\/1list"

*
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i E R

MR35 (HX) AGRHEBNZRAETEX, LR SPUSHRARSS BV Al 18RS 18 X A X A P BT i
BfE. AN A BAEARSHE X A ErIfE 3R B K AR SRR B

CAMHT=@%  AEAHE

MZ Y — Q W

WIARIRR 1oMpP_aCsLinkedRolelnCOSAccess
FIRRSS

Mz Y — 2 W

{é;;gﬁ’&g TCMPP_QCSLinkedRoleInUserManage

TCMPP_QCSLinkedRoleInCOSAccess

JEREE LN

cosaccess.tcmpp.cloud.tencent.com

usermanage.tcmpp.cloud.tencent.con

fERGR ¢ LA NERERN RS (TCMPP) ARSSHE KM, 1% EoRFE R BRI HY AR YE A 177 R4
LM AR 55 B
PR SR M

©2013-2025 Tencent Cloud International Pte. Ltd.

FMEZ ¢ QcloudAccessForTCMPPLinkedRoleInCOSAccess

REGHE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetObject",
"cos:HeadBucket",
"cos:HeadObject",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:0OptionsObject",
"cos:CompleteMultipartUpload",
"cos:DeleteBucket",
"cos:DeleteMultipleObjects",
"cos:DeleteObject",
"cos:InitiateMultipartUpload",
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"cos:PostBucketInventory",
"cos:PostObject",
"cos:PutBucket",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:PutBucketCORS",
"cos:GetBucketCORS",
"cos:DeleteBucketCORS",
"cos:PutBucketAccelerate",
"cos:GetBucketAccelerate"
1y

"resource": "*"

}

]

t

TCMPP_QCSLinkedRolelnUserManage

i E R

SERER © LaTAENBNSERY RS (TCMPP) IRSAHE XA, 1% ERHE E X HRSRIE H AR VEE P 7 ] 4

M =R 55 B

PBURR g
o REEHFR ¢ QcloudAccessForTCMPPLinkedRolelnUserManage
o RIBANEA

{

"statement": [

{

"action": [

"cam:ListUsers"

1,

"effect": "allow",
"resource": |

L[]

]

}

1,

"version": "2.0"

}
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MRS (FHX) ABREBRZREEY, SRSV RIRS B EE 17 ERS5E X A e AP BEEE TR
BfE. AT AREARSSHE X A GR35 R B X AR SRR B

CAMHI= %, yEREREY i) yi R it SRR SN

Vil E CAM_QCSLinkedRolelnEkslog M55 HH X At ekslog.cam.cloud.tencent.com
VilnE CAM_QCSLinkedRolelnEkslog002 AR55HH % ckmlog.cam.cloud.tencent.com
iR E R CAM_QCSRole MR%5 fa cam.cloud.tencent.com

CAM_QCSLinkedRolelnEkslog

R © test
TUBR SR s

o TREEEM @ QcloudAccessForCAMLinkedRolelnEkslog
o RIBNEA :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"vpc:CreateAddress",
"sts:ListAccessKeys",
"sts:UpdateAccessKey",
"sts:DeleteAccessKey",
"cam:ListAccessKeys",
"cam:ListUsers",
"cam:GetUser"

1y

"resource": "*"

}

]

}
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CAM_QCSLinkedRolelnEkslog002

fERHR . test002
FUBR SR M

o HMEAFR © QcloudAccessForCAMLinkedRolelnEkslog002

o REEE

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"kms:CreateKey",
"clb:DescribeTaskStatus",
"vpc:CreateAddress"

I

"resource": "*"
}
]
}

CAM_QCSRole

fERGR ¢ ViR ERARSSAE KA G, VA AL S5 R AR

PUPR SR

o REEHHR . QcloudAccessForCAM_QCSRole
o REEHA

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cloudaudit :LookupEvents"

1,
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"resource": "*x"
}
]
}
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LK S5 B

ol N TE] - 2025-06-11 09:44:00

MR35 (HX) AGRHEBNZRAETEX, LR SPUSHRARSS BV Al 18RS 18 X A X A P BT i
BfE. AN A BAEARSHE X A ErIfE 3R B K AR SRR B

CAMH =% AELH MO AR

4 o o . 55 HH % : o

LEKSEH Orgnization_QCSLinkedRoleInCIC 6 cic.organization.cloud.tencent.cc
o - . AR5 4H % o

LK B Organization_QCSLinkedRoleInDefaultMng firn defaultmng.organization.cloud.te

. o o : . ISR EPS : o

LEIKSEH Orgnization_QCSLinkedRoleInServiceControl s servicecontrol.orgnization.cloud.

Orgnization_QCSLinkedRolelnCIC

SRR ¢ LA G ERIKS (Organization) MRS MG, 1% EURHE C R HRSRIE AR Y I A 173 ) Sy A
=hRSS TR,
PR SRS

o RMEZFF © QcloudAccessForOrganizationLinkedRolelnCIC
o RERNEA

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cam:AttachRolesPolicy",
"cam:GetRole",
"cam:CreateRole",
"cam:DeleteRole",
"cam:CreatePolicy",
"cam:DeletePolicy",
"cam:UpdatePolicy",
"cam:GetPolicy",
"cam:ListPolicies",

"cam:CreateSAMLProvider",
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"cam:DeleteSAMLProvider",
"cam:UpdateSAMLProvider",
"cam:AddUser",

"cam:DeleteUser",

"cam:UpdateUser",
"cam:CreateSubAccounts",
"cam:DeleteUser",
"organization:DescribeOrganization",
"organization:CreateOrgMemberProductServiceRole",
"cam:AttachRolePolicies",
"cam:DetachRolePolicies",
"cam:DescribeCICUserSAMLConfig",
"cam:AddSubAccount",

"cam:GetUser",
"cam:UpdateSubAccountType",
"cam:CheckSubAccountName",

"cam:Get SAMLProvider",
"cam:CreateCICUserSAMLConfig",
"cam:ListAttachedRolePolicies",
"organization:DescribeOrganizationMembers",
"cam:DeleteApiKey"

1y

"resource": "*"

}

]

}

Organization_QCSLinkedRolelnDefaultMng

SRR ¢ LA ERIKSER (Organization) ARSSHE XA, %A ERHEE XIBERIKHIRRYE BN T T
HAM RS B,
PR SR

« REEAFR ¢ QcloudAccessForOrganizationLinkedRolelnDefaultMng
o FENA -

{

"version": "2.0",

"statement": [

{

"action": [
"finance:DescribeBillSummaryByProduct",

"cam:GetAccount Summary",

©2013-2025 Tencent Cloud International Pte. Ltd. #5146 $£1587T1

7N



A BT

"intlpartnersmgt:DescribeBillSummaryByProduct"

1,

"resource": "*",
"effect": "allow"
}

]

}

Orgnization_QCSLinkedRoleInServiceControl

i E R

fERZR . LA RS ER (Orgnization) ARSFAH XA, %M CURTE T R IRERI AR R TE I P 77 A1 Y

HAM AR SS B,
PR SR ME

o HMEAFR © QcloudAccessForOrganizationLinkedRolelnServiceControl

o REGAE

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

L]

1,

"action": [
"cam:CreateServicelLinkedRole",
"cam:DeleteServicelLinkedRole",
"cam:GetRole",
"cam:CreateRole",

"

cam:AttachRolePolicy",

"cam:DeleteRole"
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I ] - 2025-06-11 09:43:39

MR% (FHX) ABREBRZREEY, SR SAUENERRS B EE 17 ERS5E X A aX AP B HEE TR
BfE. AR A RAEARSSHE X Ry 37 R B K AR SRR B

CAMA= %, FAEARE ARl Ak

fR55HH %

= CLOUDAPP_QCSLinkedRolelnDeployResource fn

deployresource.cloudapp.clot

CLOUDAPP_QCSLinkedRolelnDeployResource

fERGR ¢ LAt IRV A (Cloudapp) ARSSHE KM, 12 EURFE T 5 BRI HYAURR E I P 77 (Rl At R
SRR

PURR SR

o REEHFR © QcloudAccessForCLOUDAPPRolelnDeployResource
o SREEE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": "*",
"action": [
"vpc:CreateVpc",
"vpc:CreateAssistantCidr",
vpc:DeleteVpc",
vpc:DescribeVpcEx",
vpc:CreateSubnet",
"vpc:DescribeSubnetEx",
"vpc:ModifySubnetAttribute",
"vpc:ReplaceRouteTableAssociation",
"vpc:DeleteSubnet",
"cdb:CreateDBInstanceHour",
"cdb:IsolateDBInstance",
"cdb:0fflinelIsolatedInstances",
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"cdb:

"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

"cvm:
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:

"cvm:

"cvm

"cvm:

"cvm:

"cvm
"tke
"tke
"tke
"tke
"tke
"tke
"tke
"tke

BT

DescribeDBInstances",
:PutBucket",
:PutBucketACL",
:GetBucket",
:GetBucketACL",
:DeleteBucket",
:HeadBucket",
:PutBucketCORS",
:GetBucketCORS",
:GetBucketWebsite",
DescribelInstances",
DescribeInstancesStatus",
DescribeInstances",
TerminateInstances",
RunInstances",
TerminateDisks",
DescribeCbsStorages",
CreateCbsStorages",
AttachDisks",
DetachCbsStorages",
CreateSecurityGroup",

:DescribeSecurityGroups",

DeleteSecurityGroup",
:DescribelImages",

:DescribeClusterReleases",

:DescribeClusterPendingReleases",

:CreateClusterRelease",
:UpgradeClusterRelease",
:UninstallClusterRelease",
:CreateCluster",
:DescribeClusters",

:DescribeClusterReleaseDetails",

"apigw:CreateService",

"apigw:UnReleaseService",

"apigw:DeleteService",

"apigw:DescribeService",

"apigw:DescribeApi",

"apigw:CreateApiApp",

"apigw:UnReleaseService",

"apigw:DeleteApiApp",

"apigw:ReleaseService",

"apigw:BindApiApp",

"apigw:CreatelApi",

"apigw:UnbindApiApp",

"apigw:DeleteApi",

"clb:DescribelLoadBalancersDetail",

©2013-2025 Tencent Cloud International Pte. Ltd.
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"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:

"clb

"clb

CreateloadBalancer",
ModifyLoadBalancerAttributes",
DeletelLoadBalancer",
SetLoadBalancerSecurityGroups",
DescribeTaskStatus",
Describelisteners",
DeleteRule",

CreateRule",

DescribeTargets",
DeregisterTargets",
DescribeRewrite",
DeleteRewrite",

CreateTopic",

ModifyTargetGroupAttribute”,

:RegisterTargetGroupInstances",
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:

DeregisterTargetGroupInstances",
DeleteTargetGroups",
DescribeTargetGroups",
DescribeTargetGroupInstances",
AssociateTargetGroups",

DisassociateTargetGroups",

:ModifyTargetGroupInstancesWeight",
"clb:

DescribelLoadBalancers",

"redis:CreateInstances",

"redis:DescribelInstances",

"redis:ModifyInstance",

"redis:DescribelInstanceSecurityGroup",

"redis:DestroyPostpaidInstance",

"cvm:
"tke:
"tag:
"tag:
"cam:
"cdb:
"tke:

CreateSecurityGroupPolicy",
DeleteCluster",
TagResources",
UnTagResources",

PassRole",
CreateDBInstance",

DescribeClusterInstances",

"redis:CleanUpInstance",

"redis:DestroyPrepaidInstance",

"es:CreateInstance",

"es:DeletelInstance",

"es:DescribelInstances",

"postgres:Createlnstances",

"postgres:IsolateDBInstances",

"postgres:DestroyDBInstance",

"postgres:DescribeDBInstanceAttribute",

"cetcd:CreateEtcdInstance",

"cetcd:DeleteEtcdInstance",

"cetcd:DescribeEtcdInstances",

©2013-2025 Tencent Cloud International Pte. Ltd.
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"tke:Delete
"tke:AddEx1
"tke:Create

"privatedns

"privatedns:

"privatedns
"privatedns
"privatedns
"privatedns
"privatedns
"privatedns
"privatedns
"redis:Dest
"clb:Create
"clb:Delete

ClusterInstances",
stedInstances",
ClusterInstances",
:DescribePrivateZoneService",
SubscribePrivateZoneService",
:CreatePrivateZone",
:DeletePrivateZone",
:CreatePrivateZoneRecord",
:DeletePrivateZoneRecord",

:DescribePrivateZonelList",

:DescribePrivateZoneRecordList",

:ModifyPrivateZoneVpc",
royPostpaidInstance”,
Listener",

Listener",

"mongodb:CreateDBInstanceHour",

"mongodb:CreateDBInstance",

"mongodb:De
"mongodb:Is

scribeDBInstances",

olateDBInstance",

"mongodb:0fflineIsolatedDBInstance”,

"sqglserver:
"sglserver:
"sglserver:
"sglserver:
"sglserver:
"sglserver:
"sglserver:
"sqglserver:

"tdmg:Creat

CreateBasicDBInstances",
CreateDBInstances",
DescribeDBInstances",
CreateReadOnlyDBInstances",
DescribeOrders",

DescribeReadOnlyGroupByReadOnlyInstance",

TerminateDBInstance",
DeleteDBInstance",
eRabbitMQVipInstance",

"tdmqg:DescribeRabbitMQVipInstance",
"tdmg:DescribeRabbitMQVipInstances",

"tdmg:Delet
"cls:Create
"cls:Descri
"cls:Delete

"cls:Create

eRabbitMQVipInstance",
Logset",

belLogsets",

Logset",

Topic",

"cls:DescribeTopics",

"cls:DeleteTopic",

"monitor:CreatePrometheusMultiTenantInstancePostPayMode",

"monitor:DescribePrometheusInstanceDetail”,

"monitor:DescribePrometheusInstances",

"monitor:DestroyPrometheusInstance",

"monitor:TerminatePrometheusInstances",

"monitor:CreateGrafanalnstance",

"monitor:DescribeGrafanalInstances",

"monitor:DeleteGrafanalnstance",

"monitor:CleanGrafanalInstance",
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"ssl
"ssl
"ssl
"ssl
"ssl
"ssl
"ssl
"cdn:
"cdn:
"cdn:
"cdn:
"clb:

"vpc:

:ApplyCertificate",
:DescribeCertificates",
:DescribeCertificateDetail",
:DeleteCertificate",
:RevokeCertificate",
:CreateCertificate",

:UploadCertificate",

AddCdnDomain",
DescribeDomainsConfig",
StopCdnDomain",
DeleteCdnDomain",
RegisterTargets",

DisassociateNatGatewayAddress",

"trocket:CreateInstance",

"trocket:DescribelInstance",

"trocket:DeleteInstance",

"cvm:
"cvm:
"cvm:
"cvm:
"tke:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"cfs
"cfs
"cfs
"vpc:
"vpc:
"vpc:
vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"cfs
"cfs
"cfs
"cfs
"cfs

"cfs

AllocateAddresses",

DescribeAddresses",

DisassociateAddress",

ReleaseAddresses",

DeleteClusterInstances",
DescribeNatGatewaySourcelIpTranslationNatRules",
CreateNatGatewaySourcelIpTranslationNatRule",
DeleteNatGatewaySourcelIpTranslationNatRule",
CreateNatGateway",

DescribeNatGateways",

DeleteNatGateway",
RefreshDirectConnectGatewayRouteToNatGateway",

:CreateCfsFileSystem",
:DescribeCfsFileSystems",
:DeleteCfsFileSystem",

CreateNatGatewayDestinationIpPortTranslationNatRule",
DeleteNatGatewayDestinationIpPortTranslationNatRule",
DescribeNatGatewayDestinationIpPortTranslationNatRules",
CreateRouteTable",

DeleteRouteTable",

DescribeRouteTables",

CreateRoute",

DeleteRoutes",

DescribeRouteTable",

AssociateAddress",

:CreateCfsSnapshot",
:DeleteCfsSnapshot",
:DescribeCfsSnapshots",
:CreateCfsPGroup",
:DeleteCfsPGroup",

:DescribeCfsPGroups",
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"cfs:CreateCfsRule",

"cfs:DeleteCfsRule",

"cfs:DescribeCfsRules",

"cfs:CreateAutoSnapshotPolicy",

"cfs:DeleteAutoSnapshotPolicy",

"cfs:DescribeAutoSnapshotPolicies",

"cfs:BindAutoSnapshotPolicy",

"cfs:UnbindAutoSnapshotPolicy",

"cfs:DescribeAutoSnapshotPolicies",

"cfs:SetUserQuota",

"cfs:DeleteUserQuota",

"cfs:DescribeUserQuota",

"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:

CreatePostPaidInstance",
DeleteInstancePost",
CreatelInstancePre",
DeleteInstancePre",
DescribeInstances",
DescribeInstancesDetail",
CreateTopic",
DeleteTopic",
DescribeTopicDetail",
CreateUser",
DeleteUser",
DescribeUser",
CreateRoute",
DeleteRoute",
DescribeRoute",
CreateAcl",

DeleteAcl",
DescribeACL",
CreateAclRule",
DeleteAclRule",
DescribeAclRule",
CreateConnectResource",
DeleteConnectResource",
DescribeConnectResource",
CreateConsumer",
DeleteGroup",
DescribeConsumerGroup",
CreateDatahubTopic",
DeleteDatahubTopic",
DescribeDatahubTopic",
CreateDatahubTask",
DeleteDatahubTask",
DescribeDatahubTask",

InquireCkafkaPrice",

"cvm:ModifyAddressesBandwidth",
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"cvm:AssociateAddress",

"vpc:AssociateRouteTable",

"tke:DescribeClusterSecurity",

"tke:DescribeClusterVirtualNode",

"tke:DescribeClusterEndpointStatus",

"tke:CreateClusterEndpoint",
"tke:DeleteClusterEndpoint",
"tke:ModifyClusterEndpointSP",
"sglserver:CreateCloudDBInstances",

"cdwch:DescribeInstancesNew",

"cdwch:CreateInstanceNew",

"cdwch:OpenBackUp",
"cdwch:DescribeBackUpSchedule",
"cdwch:CreateBackUpSchedule",

"cdwch:TerminateInstance",

"tse:CreateEngine",

"tse:DescribeSREInstances",

"tse:DeleteEngine",

"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:

CreateClusters",
DescribeClusterDetail",
DescribeInstanceDetail",
DescribeInstances",
DescribeMaintainPeriod",
DescribeClusterInstanceGrps",
DescribeDBSecurityGroups",
DescribeClusterParams",
IsolateCluster",
OfflineCluster",
CreateAccounts",
DescribeAccounts",
DeleteAccounts",
ModifyAccountPrivileges",

DescribeAccountAllGrantPrivileges",

CreateClusterDatabase",

DescribeClusterDetailDatabases",

ModifyClusterDatabase",
DeleteClusterDatabase",
CreateAuditLogFile",
DescribeAuditLogFiles",
DeleteAuditLogFile",
ModifyBinlogSaveDays",
DescribeBinlogSaveDays",
BindClusterResourcePackages",
UnbindClusterResourcePackages",
AddClusterSlaveZone",
RemoveClusterSlaveZone",

ExportInstanceErrorLogs",
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"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:

"wedata:
"wedata:
"cfs:Des
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:

Mz

ExportInstanceSlowQueries",
ModifyInstanceParam",
DescribeInstanceParams",
DescribeFlow",
CopyClusterPasswordComplexity",
ActivateInstance",
CreateParamTemplate",
DescribeParamTemplateDetail",
ModifyParamTemplate",
DeleteParamTemplate",
CreateProxy",
DescribeProxies",
SwitchProxyVpc",
ModifyProxyDesc",
UpgradeProxy",

CloseProxy",
CreateProxyEndPoint",
ModifyVipVport",
ModifyProxyRwSplit",
OpenReadOnlyInstanceExclusiveAccess",
AddInstances",
UpgradelInstance",
ModifyMaintainPeriodConfig",
ReloadBalanceProxyNode",
RestartInstance",
RollBackCluster",
ModifyDBInstanceSecurityGroups",
DisassociateSecurityGroups",
UpgradeProxyVersion",
OpenWan",

CloseWan",

CreateDataModel",
DeleteDataModel",
cribeMountTargets",
ModifyInstanceAttributes",
ModifyGroupOffsets",
ModifyConnectResource",
ModifyAclRule",
DescribelInstanceAttributes”,
ModifyPassword",
DescribeTopicAttributes",
CreateTopicIpWhitelList",
CreatePartition",
DeleteTopicIpWhiteList",
DescribeConnectResources",
DescribeDatahubTopics",

DescribeDatahubGroupOffsets",
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"ckafka:DescribeDatahubTasks",

"ckafka:DescribeGroup",

"ckafka:DescribeGroupInfo",

"ckafka:DescribeTaskStatus",

"ckafka:DescribeTopicFlowRanking",

"ckafka:

"ckafka:DescribeTopicSubscribeGroup",

"ckafka:DescribeTopicSyncReplica",
"ckafka:DescribeCkafkaZone",

"tke:
"tke:
"tke:
"tke:
"tke:
"tke:

CreateClusterVirtualNodePool",
DescribeClusterVirtualNodePools",
DeleteClusterVirtualNodePool",
CreateClusterNodePool",
DescribeClusterNodePoolDetail",
DeleteClusterNodePool",

"ckafka:CreateInstance",

"cynosdb:ResumeServerless",

"cynosdb:PauseServerless",

"cynosdb:IsolateInstance",

"cynosdb:0fflineInstance",

"cynosdb:DescribeResourcesByDealName",

"cynosdb:DescribeClusters",

"tse:
"vpc:
"vpc:
"vpc:
"vpc:
"tke:
"tke
"tke:
"tke:

"tke:

DescribeNacosServerInterfaces",
CreateVpcPeeringConnection",
DescribeVpcPeeringConnections",
DeleteVpcPeeringConnection",
AcceptVpcPeeringConnection",
InstallAddon",

:GetTkeAppChartList",

DescribeAddon",
DescribeAddonValues",
DeleteAddon",

"as:CreateAutoScalingGroup",

"as:CreateLaunchConfiguration",

"as:DescribelLaunchConfigurations",

"tse:DescribeSREInstanceAccessAddress",

"mongodb:TerminateDBInstances",

"as:DescribeAutoScalingGroups",

"as:DescribelLaunchConfigurations",

"hai:
"hai:
"hai:
"hai:
"hai:
"hai:
"clb:
"clb:

DescribeInstances",
DescribeRegionInventory",
RunInstances",
TerminateInstances",
DescribeRegions",

ValidateAssumeRole",

SetCustomizedConfigForLoadBalancer",

DescribeCustomizedConfigList",
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"clb:DescribeCustomizedConfigAssociatelList",
"dcdb:DescribeDCDBInstances",
"dcdb:DescribeDcnDetail",
"dcdb:DescribeFlow",
"dcdb:DescribeDCDBInstanceDetail",
"dcdb:DescribeDBSecurityGroups",
"dcdb:CreateDCDBInstance",
"decdb:InitDCDBInstances",
"dcdb:DestroyDCDBInstance",
"dcdb:IsolateDCDBInstance",
"cdwch:ActionAlterCkUser",
"cdwch:ModifyUserNewPrivilege",
"cdwch:DescribeCkSglApis",
"cdwch:DestroyInstance"

]

b

{

"effect": "allow",
"action": "finance:trade",
"resource": [
"gcs::cvm:::*",
"gcs::postgres:::*",
"gcs::redis::i:*",
"gcs::es:::i*",

"gcs::cdb:r::x",
"gcs: :mongodb:::*",
"gcs::sglserver:::*",

"gcs::tdmg:r i *",

"gcs::cls::i*",
"gcs::monitor:::*",
"gcs:iissl:ii:*",

"gcs::clb:::x",

"gcs::cdn::i:*",
"gcs::trocket:::x",
"gcs::cdwch:: o x",
"gcs::wedata:::*",
"gcs::ckafka:::*",
"gcs::cynosdb:::*",
"gcs::hai::: x"

]

}

]

}
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MRS (FHX) ABREBRZREEY, SRSV RIRS Bl EE 17 5RS5 M X A aX A P B EE TR
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CAMH = i%  AEELH e ek
P . ARZ5 1 %
I FA 1 RE M 4% APM_QCSLinkedRoleInPromInstance o promlnstance.apm.cloud.tencent.com

APM_QCSLinkedRolelnPromInstance

EHSGR . Yniat N HAMEREEEE (APM) RS XA, ZACREC KBRS ARG B A 5 R 285
Prometheus ¥ AR &5,

PURR SRS

o FMEZHFr © QcloudAccessForAPMLinkedRoleInProminstance
o REENE :

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"monitor:DescribePrometheusInstances",
"monitor:DescribePrometheusInstancesOverview"
1y

"resource": "*"

}

]

}
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