&2 Tencent Cloud Cloud Access Management

Cloud Access Management

CAM-Enabled Role

Product Documentation

Tencent Cloud

©2013-2025 Tencent Cloud International Pte. Ltd. Page 1 of 176



@ Tencent Cloud Cloud Access Management

Copyright Notice
©2013-2025 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or distribute

in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior written consent.

Trademark Notice

2y Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group, including
its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third parties referred to in this

document are owned by their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and services
only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or services are
subject to change. Specific products and services and the standards applicable to them are exclusively provided for in

Tencent Cloud's applicable terms and conditions.
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CAM-Enabled Role
Overview

Last updated : 2025-07-03 09:33:53

Introduction

Service roles and service-linked roles are unique type of service roles directly associated with Tencent Cloud
services. They are predefined by the service and possess all the permissions required for the service to represent you
in calling other Tencent Cloud services. This document provides information about products and services that support

service roles and service-linked roles, including the role name, role entity, and role description.

» Product: The name of the cloud service that supports service roles and service-linked roles.

» Role Name: The name of service roles and service-linked roles used by Tencent Cloud services.

» Role Entity: The role entity of service roles and service-linked roles is the Tencent Cloud service that is permitted
to carry the role's permissions. You can edit, creat or delete the role entity of the service roles and service-linked

roles to allow or deny them to play the service roles or service-linked roles to access your Tencent Cloud resources.

Compute

Rol

Product Role Name oe Role Entity
Types
Service-

BatchCompute BATCH_QCSLinkedRolelnAcrossService Related acrossservice.batch
Roles

Cloud Virtual _ , Service- .

) CVM_QCSLinkedRolelnCbslnit Related cbsinit.cvm.cloud.tel

Machine
Roles

Cloud Virtual | - Service: o

Machine CVM_QCSLinkedRoleInCVMSmartDiagnostic Related cvmsmartdiagnostic
Roles
Service-

Lighthouse Lighthouse_QCSLinkedRolelnBasic Related basic.lighthouse.clot
Roles

Lighthouse Lighthouse_QCSLinkedRoleInCOSAndCI Service- cosandci.lighthouse.
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Lighthouse

Lighthouse

TencentCloud
Automation
Tools

TencentCloud
Automation
Tools

Container

Product

tencent
distributed
cloud
center

Tencent
Kubernetes
Engine

Tencent
Kubernetes
Engine

Tencent
Kubernetes
Engine

Tencent
Kubernetes
Engine

Lighthouse_QCSLinkedRoleInDnsAndSsl

Cloud Access Management

Related
Roles

Service-
Related dnsandssl.lighthous:
Roles

Service-

Lighthouse_QCSLinkedRolelnLighthouseSmartDiagnostic Related lighthousesmartdiag

TAT_QCSLinkedRolelInCommand

TAT_QCSLinkedRolelnUploadlnvocation

Role Name

TDCC_QCSLinkedRolelnOps

TKE_QCSLinkedRoleInTDCC

TKE_QCSLinkedRolelInEKSLog

TKE_QCSLinkedRolelnEtcdService

TKE_QCSLinkedRolelInEKSCostMaster

©2013-2025 Tencent Cloud International Pte. Ltd.

Role
Types

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Roles

Service-
Related command.tat.cloud.t
Roles

Service-
Related uploadinvocation.tat
Roles

Role Entity

cvm.qcloud.com
ops.tdcc.cloud.tencent.com

cvm.qcloud.com
tdcc.tke.cloud.tencent.com

cvm.qcloud.com
ekslog.tke.cloud.tencent.com

cvm.qgcloud.com
etcdservice.tke.cloud.tencent.com

cvm.qgcloud.com
ekscostmaster.tke.cloud.tencent.com
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Tencent TKE_QCSLinkedRolelnPrometheusService ~ Service- = cvm.qcloud.com
Kubernetes Related prometheusservice.tke.cloud.tencent.c
Engine Roles

Microservice

Rol
Product Role Name o Role Entity
Types
Tencent .
Cloud Service-
) TEM_QCSLinkedRoleInTEMAPI Related temapi.tem.cloud.tencent.com
Elastic
. ) Roles
Microservice
Tencent .
Cloud Service- cvm.qgcloud.com
_ TEM_QCSLinkedRoleInTEMLog Related -qeloud.
Elastic temlog.tem.cloud.tencent.com
. . Roles
Microservice
Tencent .
Cloud Service-
Elast TEM_QCSLinkedRolelnAccessCluster Related accesscluster.tem.cloud.tencen
?S ¢ , Roles
Microservice
Tencent .
Cloud Service-
Elast TEM_QCSLinkedRolelnAccessResourceService Related accessresourceservice.tem.clot
és 'c , Roles
Microservice
Essential Storage Service
Rol
Product Role Name oe Role Entity
Types
Cloud Service-
HDFS CHDFS_QCSLinkedRoleInMetaMgmt Related metamgmt.chdfs.cloud.tencent.
Roles
Service-
COS COS_QCSLinkedRoleInCOSAcc Related COSAcc.COS.cloud.tencent.ca
Roles
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cosoclsr.cos.cloud.tencent.com

Ihmounting.cos.cloud.tencent.ct

managecloudservice.goosefs.cl

Reference
Document

Detailed

sharing.cls.cloud.tencent.com List

COS COS_QCSLinkedRoleInCLSAccess Service-
Related
Roles
Service-
COS COS_QCSLinkedRolelnLighthouseMounting Related
Roles
i\)atal ; Service-
cee era. or GooseFS_QCSLinkedRoleInManageCloudService Related
Goose File
Roles
System
Data Process and Analysis
Product Role Name fles Role Entity
Types
Cloud Service-
. console-
Log CLS_QCSRolelnAnonymousSharing Related
Service Roles
Data Migration
Product Role Name Role Role Entity
Types
Cloud Service-

L MSP_QCSLinkedRolelnMIGtocos
Migration

Relational Database

Product Role Name

Cloud

CDB_QCSLinkedRolelnDBLog
Database

©2013-2025 Tencent Cloud International Pte. Ltd.

Related migtocos.msp.cloud.tencent.com

Roles

Role
Types

Service-
Related
Roles

Reference
Document

Detailed
List

Role Entity

DBLog.cdb.cloud.tencent.com
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Cloud
Database

Cloud
Database

Cloud
Native
Database
TDSQL-C

Cloud
Native
Database
TDSQL-C

Cloud
Native
Database
TDSQL-C

Cloud
Native
Database
TDSQL-C

Cloud
Native
Database
TDSQL-C

TencentDB
For
PostgreSQL

TencentDB
For
PostgreSQL

TencentDB
for SQL
Server

CDB_QCSLinkedRolelnCdbwan

CDB_QCSLinkedRolelnDBlogDeliver

CynosDB_QCSLinkedRolelnDBLog

CynosDBMysql_QCSLinkedRoleInKms

CynosDBMysql_QCSLinkedRolelnClslog

CynosDB_QCSLinkedRolelnDBlogDeliver

CynosDBMysql_QCSLinkedRolelnDtsDataSync

PostgreSQL_QCSLinkedRoleInDBLog

Postgres_QCSLinkedRolelnPostgreskms

SQLServer_QCSLinkedRoleInKMS

©2013-2025 Tencent Cloud International Pte. Ltd.
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Service- cdbwan.cdb.cloud.tencent.com
Related
Roles

Service-
Related DBLogDeliver.cdb.cloud.tencent.
Roles

Service-
Related DBLog.cynosdb.cloud.tencent.cc
Roles

Service-
Related kms.cynosdb.cloud.tencent.com
Roles

Service-
Related clslog.cynosdb.cloud.tencent.cor
Roles

Service-
Related DBLogDeliver.cynosdb.cloud.ten
Roles

Service-
Related dtsDataSync.cynosdb.cloud.tenc
Roles

Service-
Related DBLog.PostgreSQL.cloud.tencer
Roles

Service-
Related postgreskms.postgres.cloud.tenc
Roles

Service-
Related kms.sqlserver.cloud.tencent.com
Roles
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Enterprise Distributed DBMS

|
Product Role Name Role
Types
TDSQL Service-
for DCDB_QCSLinkedRolelInKMS Related
MySQL Roles
TDSQL Service-
for DCDB_QCSLinkedRoleInTSE Related
MySQL Roles
TDSQL Service-
for DCDB_QCSLinkedRolelnDBLog Related
MySQL Roles
NoSQL Database
Product Role Name Role
Types
Service-
Cloud ,
MongoDB_QCSLinkedRolelnKMS Related
MongoDB
Roles
Service-
Cloud .
MongoDB_QCSLinkedRolelnDBlog Related
MongoDB
Roles
Service-
Cloud MongoDB_QCSLinkedRolelnLogPush  Related
MongoDB ¢ - ¢

Database SaaS Tool

Product Role Name

Roles

TencentDB DBBRAIN_QCSLinkedRoleInRedisAutonomy

for DBbrain

©2013-2025 Tencent Cloud International Pte. Ltd.
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Reference
Role Entity
Document
Detailed
kms.dcdb.cloud.tencent.com .
List
Detailed
tse.dcdb.cloud.tencent.com ,
List
Detailed
DBLog.dcdb.cloud.tencent.com List
Ref
Role Entity
Do
Det
kms.mongodb.cloud.tencent.com List
Det
DBLog.mongo.cloud.tencent.com List
Det
logpush.mongodb.cloud.tencent.com List
Rol
oe Role Entity
Types
Service- RedisAutonomy.dbbrain.cloud.tenc
Related
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Database
Management DMC_QCSLinkedRolelInWorkOrderReview
Console
Networking
Product Role Name
Cloud
Loader CLB_QCSLinkedRolelnUploadCertificate
Balance
vpc VPC_QCSLinkedRolelnEipTat
vpc VPC_QCSLinkedRoleInSnapshot
vpc VPC_QCSLinkedRolelnVpcflowlog
vpc VPC_QCSLinkedRolelnPrivateLink
vpc VPC_QCSLinkedRolelnFlowLogAdvanceAnalysis

CDN and Acceleration

Product

CDN

Role Name

CDN_QCSLinkedRolelnRecordListDNSPod

©2013-2025 Tencent Cloud International Pte. Ltd.

Roles

Service-
Related
Roles

Role
Types

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Role
Types

Service-
Related

Cloud Access Management

dmec.cloud.tencent.com

Role Entity

clb.cloud.tencent.com

eiptat.vpc.cloud.tencent.com

snapshot.vpc.cloud.tencent.com

vpcflowlog.vpc.cloud.tencent.com

privatelink.vpc.cloud.tencent.com

flowlogadvanceanalysis.vpc.cloud.t

Role Entity

recordlistdnspod.cdn.cloud.tencent.
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Global
Application
Acceleration
Platform

Cloud Access Management

Roles

Service-

GAAP_QCSLinkedRolelnCrossBorderCheck Related crossbordercheck.gaap.cloud.tence

Network Security

Product

Cloud
Firewall

Tencent
Cloud
EdgeOne

Tencent
Cloud
EdgeOne

Tencent
Cloud
EdgeOne

Tencent
Cloud
EdgeOne

Tencent
Cloud
EdgeOne

Role Name

CFW_QCSLinkedRolelnGetiOAaccess

TEO_QCSLinkedRolelnCertlist

TEO_QCSLinkedRolelnUpstreamgw

TEO_QCSLinkedRoleInCAMUserGroup

TEO_QCSLinkedRolelnDnspodaccessEO

TEO_QCSLinkedRolelnRealTimeLogCLS

Data Security

Product

Data

Role
Types

Role Name

Roles

Role

Role Entity
Types

Service-
Related GetiOAaccess.cfw.cloud.tencent.com
Roles

Service-
Related certlist.teo.cloud.tencent.com
Roles

Service-
Related upstreamgw.teo.cloud.tencent.com
Roles

Service-
Related camusergroup.teo.cloud.tencent.com
Roles

Service-
Related DnspodaccesEO.TEO.cloud.tencent.com
Roles

Service-
Related realtimelogcls.teo.cloud.tencent.com
Roles
Reference
Role Entity
Document

DSGC_QCSLinkedRolelnApiSec Service- apisec.dsgc.cloud.tencent.com Detailed

©2013-2025 Tencent Cloud International Pte. Ltd.
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Security

Governance

Center

Related
Roles

Application Security

Product

cloudWaf

cloudWaf

cloudWaf

Role Name Role Types

Service-

WAF_QCSLinkedRolelnCLS Related

Roles

Service-

WAF_QCSLinkedRolelnAccess Related

Roles

Service-

WAF_QCSLinkedRolelnCKafka Related

Roles

Domains & Websites

Product

HTTPDNS

HTTPDNS

Private
DNS

Private
DNS

Role Name

HTTPDNS_QCSLinkedRolelnClsLog

HTTPDNS_QCSLinkedRolelnCustomdns

PrivateDNS_QCSLinkedRolelnPL

PrivateDNS_QCSLinkedRolelnCls

©2013-2025 Tencent Cloud International Pte. Ltd.

Cloud Access Management

List
Reference
Role Entity
Document
Detailed
cls.waf.cloud.tencent.com .
List
Detailed
access.waf.cloud.tencent.com ,
List
Detailed
ckafka.waf.cloud.tencent.com .
List
Role .
Role Entity
Types
Service-
Related httpdnslog.cloud.tencent.con
Roles
Service-
Related customdns.httpdns.cloud.ter
Roles
Service-
Related privatedns.cloud.tencent.con
Roles
Service-
Related privatedns.qcloud.com
Roles
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SSL SSL_QCSLinkedRolelnCertificateWaf Service- certificatewaf.ssl.cloud.tence
Certification Related
Roles
ssL Service-
e SSL_QCSLinkedRolelnCertificateDependence Related certificatedependence.ssl.clc
Certification
Roles
ssL Service-
I SSL_QCSLinkedRolelnReplacelLoadCertificate Related replaceloadcertificate.ssl.clo
Certification
Roles
SsL Service-
) . SSL_QCSLinkedRolelnCertificateCloudMonitor Related certificatecloudmonitor.ssl.cl
Certification
Roles
SsL Service-
T SSL_QCSLinkedRolelnDescribeDeployedResources Related describedeployedresources.
Certification Roles

Big Data

Rol
Product Role Name oe Role Entity

Types
Cloud Data Service-
Warehouse CDWCH_QCSLinkedRoleInCKCOS Related ckcos.cdwch.cloud.tencent.com
ClickHouse Roles
Cloud Data Service-
Warehouse CDWCH_QCSLinkedRoleInCdwchClb Related cdwchclb.cdwch.cloud.tencent.c
ClickHouse Roles
Cloud Data Service-
Warehouse CDWCH_QCSLinkedRoleInCKLOGSHOW Related cklogshow.cdwch.cloud.tencent.
ClickHouse Roles
Cloud Data Service-
Warehouse CDWPG_QCSLinkedRolelnPGCOS Related pgcos.cdwpg.cloud.tencent.com
PostgreSQL Roles
Cloud Data Service-
Warehouse CDWPG_QCSLinkedRoleInPGKMS Related pgkms.cdwpg.cloud.tencent.con
PostgreSQL Roles
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Data Lake DLC_QCSLinkedRoleInCheckDLCResource Service- checkdlcresource.dlc.cloud.tenc
Compute Related
Roles
. Service-
Elasticsearch , L S
EMR_QCSLinkedRolelnApplicationDataAccess Related applicationdataaccess.emr.clout
MapReduce
Roles
. Service-
Elasticsearch .
Service ES_QCSLinkedRolelnAccessCos Related acesscos.es.cloud.tencent.com
Roles
. Service-
Elasticsearch . :
Service ES_QCSLinkedRolelnDatalmport Related dataimport.es.cloud.tencent.con
Roles
. Service-
Elasticsearch )
Service ES_QCSLinkedRolelnLogSyncCls Related logsynccls.es.cloud.tencent.com
Roles
. Service-
Elasticsearch )
Service ES_QCSLinkedRolelnVpcOperate Related vpcoperate.es.cloud.tencent.cor
Roles
. Service-
Elasticsearch )
Service ES_QCSLinkedRolelnBeatsCollector Related beatscollector.es.cloud.tencent.c
Roles
Middleware
Rol
Product Role Name o Role Entity
Types
RabbitMQ , , , Service- _
RabbitMQ_QCSLinkedRoleInCLBTrigger Related trabbit.cloud.tencent.com
Serverless
Roles
Service-
RocketMQ RocketMQ_QCSLinkedRolelnSendSSLcertificate Related sendSSLcertificate.rocketmaq.clot
Roles
Servi
CKafka cosCkafka_ QCSRole Rzlr;/lce ckafka.qgcloud.com
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Interactive Video Services
Product Role Name el
Types
Low-code Service-
interactive LCIC_QCSLinkedRolelnTransfer Related
classroom Roles
Tencent Real- Service-
Time TRTC_QCSLinkedRoleInCOSAccess Related
Communication Roles
Tencent Real- Service-
Time TRTC_QCSLinkedRolelntricCloudRecording Related
Communication Roles
Media On-Demand
Product Role Name Al
Types
Service-
VOD VOD_LogToCLS Related
Roles
Service-
VOD VOD_QCSLinkedRolelnHosting Related
Roles
Service-
VOD VOD_QCSLinkedRoleln_EOacceleration Related
Roles
Service-
VOD VOD_QCSLinkedRolelInManageSSL Certificates Related
Roles
Cloud Real-time Rendering
Product Role Name Role Role E

©2013-2025 Tencent Cloud International Pte. Ltd.

Cloud Access Management

Role Entity

transfer.lcic.cloud.tencent.com

cosaccess.trtc.cloud.tencent.corn

trtccloudrecording.trtc.cloud.tenc

Role Entity

logtocls.vod.cloud.tencent.com

coshosting.vod.cloud.tencent.com

eoacceleration.vod.cloud.tencent.conr

managesslcertificates.vod.cloud.tence

ntity Refe
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Doc

Det:
List

Refer
Docu

Detai
List

Types
Cloud Service-
Application CAR_QCSLinkedRolelnCloudStorage Related cloudstorage.car.cloud.tencent.com
Rendering Roles
Game Services
Rol
Product Role Name oe Role Entity
Types
Game Service-
Multimedia GME_QCSLinkedRolelnGameMedia Related gamemedia.gme.cloud.tencent.com
Engine Roles
Cloud Resource Management
Rol
Product Role Name oe Role Entity
Types
Tencent Service-
Cloud Advisor_QCSLinkedRolelnCloudDiagnosis Related cd.advisor.cloud.tencent.com
Advisor Roles
Tencent Service-
Cloud Advisor_QCSLinkedRolelnBusinessContinuity Related businesscontinuity.advisor.cloud.tencer
Advisor Roles
Tencent
I
g oud Service-
;
upe TCMPP_QCSLinkedRoleInCOSAccess Related cosaccess.tcmpp.cloud.tencent.com
App as
Roles
a
Service
Tencent
I
g oud Service-
uper TCMPP_QCSLinkedRolelnUserManage Related usermanage.tcmpp.cloud.tencent.com
App as
Roles
a
Service

©2013-2025 Tencent Cloud International Pte. Ltd.
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Management and Audit Tools

Rol
Product Role Name oe Role Entity

Types
Cloud Service-
Access CAM_QCSLinkedRolelnEkslog Related ekslog.cam.cloud.tencent.com
Management Roles
Cloud Service-
Access CAM_QCSLinkedRolelnEkslog002 Related ckmlog.cam.cloud.tencent.com
Management Roles
Cloud :

Service
Access CAM_QCSRole Role cam.cloud.tencent.com
Management
Tencent Service-
Cloud Orgnization_QCSLinkedRoleInCIC Related cic.organization.cloud.tencent.com
Organization Roles
Tencent Service-
Cloud Organization_QCSLinkedRolelnDefaultMng Related defaultmng.organization.cloud.tenc
Organization Roles
Tencent Service-
Cloud Orgnization_QCSLinkedRoleInServiceControl Related servicecontrol.orgnization.cloud.tel
Organization Roles

Developer Tools
Rol
Product Role Name o Role Entity
Types
Cloud Service-
Application CLOUDAPP_QCSLinkedRolelnDeployResource Related deployresource.cloudapp.cloud.te
PP Roles
Monitor and Operation

Product Role Name Role Role Entity

©2013-2025 Tencent Cloud International Pte. Ltd. Page 19 of 176
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Types
Application Service-
Performance APM_QCSLinkedRolelnProminstance Related promlnstance.apm.cloud.tencent.com
Management Roles
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Compute
Cloud Virtual Machine

Last updated : 2025-07-03 09:33:17

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
Cloud Service-
Virtual CVM_QCSLinkedRolelnCbslnit Related cbsinit.cvm.cloud.tencent.com
Machine Roles
Cloud Service-
Virtual CVM_QCSLinkedRoleInCVMSmartDiagnostic Related cvmsmartdiagnostic.cvm.cloud.tencen
Machine Roles

CVM_QCSLinkedRolelnCbslinit

Use Cases . The current role is the CVM service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

e Policy Name . QcloudAccessForCVMLinkedRolelnCbsinit

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

wWxn

]I

"action": [

"tat :RunCommand",

"tat:DescribelInvocations",

©2013-2025 Tencent Cloud International Pte. Ltd. Page 21 of 176
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"tat :DescribeInvocationTasks",

"tat:DescribeAutomationAgentStatus"

]
}
]
}

CVM_QCSLinkedRoleInCVMSmartDiagnostic

Use Cases : The current role is the CVM service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

» Policy Name : QcloudAccessForCVMLinkedRoleInCVMSmartDiagnostic

« Policy Information :

{

"version": "2.0",

"statement": [

{

"action": [
"tat:DescribeAutomationAgentStatus",
"tat :RunCommand",
"tat:DescribelInvocationTasks",
"cwp:DescribeMachineInfo",
"cwp:DescribeMalWareList",
"cwp:DescribeHostLoginList",
"cwp:DescribeBruteAttackList",
"cwp:DescribeRiskDnsList",
"cwp:DescribeBashEvents"

I

"resource": "*",

"effect": "allow"

I3

]

}

©2013-2025 Tencent Cloud International Pte. Ltd. Page 22 of 176
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Tencent Cloud Lighthouse

Last updated : 2025-07-03 09:33:30

Cloud Access Management

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product

Lighthouse

Lighthouse

Lighthouse

Lighthouse

Role Name

Lighthouse_QCSLinkedRoleInBasic

Lighthouse_QCSLinkedRoleInCOSAndCI

Lighthouse_QCSLinkedRoleInDnsAndSsl

Lighthouse_QCSLinkedRolelnLighthouseSmartDiagnostic

Lighthouse_QCSLinkedRolelnBasic

Role
Types

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Role Entity

basic.lighthouse.cloud.te

cosandci.lighthouse.cloL

dnsandssl.lighthouse.clc

lighthousesmartdiagnos

Use Cases . The current role is the Lighthouse service linked role, which will access your other service resources

within the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForLighthouseLinkedRolelnBasic

» Policy Information :

{

"version":

"2.0",

"statement": [

{

"action":

"VpC . *n 0

©2013-2025 Tencent Cloud International Pte. Ltd.
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"cvm:*",

"tat‘ *xn

1,

"resource": "*",
"effect": "allow"

}
]
}

Lighthouse QCSLinkedRoleInCOSAndCI

Use Cases . The current role is the Lighthouse service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.
Authorization Polices

e Policy Name . QcloudAccessForLighthouseLinkedRoleInCOSAndCI

» Policy Information :

{
"version": "2.0",
"statement": [

{

"action": [
HECISERA

MW ekM

1y

"resource": "*",
"effect": "allow"
}

]

}

Lighthouse_QCSLinkedRolelnDnsAndSsl|

Use Cases . The current role is the Lighthouse service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name . QcloudAccessForLighthouseLinkedRoleInDnsAndSsl

» Policy Information :
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{

"version": "2.0",
"statement": [

{

"action": [
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:BindCloudResource",
"kms :UnbindCloudResource",
Tgglg=W,

"tat:*",

"dnspod:*",

"domain:*"

1,

"resource": "*",
"effect": "allow"
}

]

}

Lighthouse_QCSLinkedRolelnLighthouseSmartDiagnostic

Use Cases . The current role is the Lighthouse service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForLighthouselLinkedRolelnLighthouseSmartDiagnostic

» Policy Information :

{

"version": "2.0",

"statement": [

{

"action": [
"tat:DescribeAutomationAgentStatus",
"tat :RunCommand",
"tat:DescribelInvocationTasks",

"cwp:DescribeMachineInfo",
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"cwp:DescribeMalWareList",
"cwp:DescribeHostLoginList",
"cwp:DescribeBruteAttackList",
"cwp:DescribeRiskDnsList",
"cwp:DescribeBashEvents"

1y

"resource": "*",

"effect": "allow"

}

]

}
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Batch Compute

Last updated : 2025-07-03 09:33:02

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
Service-
BatchCompute BATCH_QCSLinkedRolelnAcrossService Related acrossservice.batch.cloud.tencent.cc
Roles

BATCH_QCSLinkedRolelnAcrossService

Use Cases : The current role is the BATCH service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

o Policy Name : QcloudAccessForBATCHLinkedRolelnAcrossService

» Policy Information :

{

"version": "2.0",
"statement": [

{

"action": [
"cvm:RunInstances",
"cvm:ModifyInstancesAttribute",
"cvm:ResetInstance",
"cvm:DescribeInstancesStatus",
"cvm:DescribeInstances",
"cvm:TerminateInstances",
"cvm:DescribeImages",
"finance:trade",
"kms:BindCloudResource",
"cvm:*"

1,

"resource": "*",
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"effect": "allow"
}
]
}
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Tencent Cloud Automation Tools

Last updated : 2025-07-03 09:33:41

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
TencentCloud Service-
Automation TAT_QCSLinkedRolelnCommand Related command.tat.cloud.tencent.com
Tools Roles
TencentCloud Service-
Automation TAT_QCSLinkedRolelnUploadInvocation Related uploadinvocation.tat.cloud.tencent.cor
Tools Roles

TAT_QCSLinkedRoleInCommand

Use Cases : The current role is the TAT service linked role, which will access your other service resources within the
scope of the permissions of the associated policy.
Authorization Polices

o Policy Name : QcloudAccessForTATLinkedRoleInCommand

» Policy Information :

{

"version": "2.0",

"statement": [

{

"action": [
"cvm:Describe*",
"lighthouse:Describe*"
1y

"resource": "*",
"effect": "allow"
}

]

}
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TAT_QCSLinkedRolelnUploadInvocation

Use Cases . The current role is the TAT service linked role, which will access your other service resources within the
scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForTATLinkedRolelnUploadInvocation

» Policy Information :

{

"statement": |

{

"action": [
"cos:HeadBucket",
"cos:GetBucket",
"cos:PutObject"
I

"effect": "allow",
"resource": "*"

}

1y

"version": "2.0"

b
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Container
Tencent Kubernetes Engine

Last updated : 2025-07-03 09:33:46

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Role .
Product Role Name Role Entity
Types
Tencent Service-
) cvm.qgcloud.com
Kubernetes TKE_QCSLinkedRoleInTDCC Related
. tdcc.tke.cloud.tencent.com
Engine Roles
Tencent Service-
. cvm.qcloud.com
Kubernetes TKE_QCSLinkedRolelInEKSLog Related
. ekslog.tke.cloud.tencent.com
Engine Roles
Tencent Service-
) ) cvm.qcloud.com
Kubernetes TKE_QCSLinkedRolelnEtcdService Related .
) etcdservice.tke.cloud.tencent.com
Engine Roles
Tencent Service-
. cvm.qcloud.com
Kubernetes TKE_QCSLinkedRolelInEKSCostMaster Related
. ekscostmaster.tke.cloud.tencent.com
Engine Roles
Tencent Service-
. ) cvm.qcloud.com
Kubernetes TKE_QCSLinkedRolelnPrometheusService Related .
) prometheusservice.tke.cloud.tencent.c
Engine Roles

TKE_QCSLinkedRoleInTDCC

Use Cases : The current role is the TKE service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForTKELinkedRoleInTDCC

» Policy Information :
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{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:1listTopic",

"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:listMachineGroup",
"cls:getMachineGroup",
"cls:createMachineGroup",
"cls:modifyMachineGroup",
"cls:deleteMachineGroup",
"cls:getMachineStatus",
"cls:pushLog",
"cls:agentHeartBeat",
"cls:getConfig",

"cls:getIndex",
"cls:modifyIndex",
"cls:ApplyConfigToMachineGroup",
"cls:CreateConfig",
"cls:CreatelIndex",
"cls:Createlogset",
"cls:CreateMachineGroup",
"cls:CreateTopic",
"cls:DeleteConfig",
"cls:DeleteConfigFromMachineGroup",
"cls:Deletelogset",
"cls:DeleteMachineGroup",
"cls:DeleteTopic",
"cls:DescribeConfigMachineGroups",
"cls:DescribeConfigs",
"cls:DescribelLogsets",
"cls:DescribeMachineGroupConfigs",
"cls:DescribeMachineGroups",
"cls:DescribeTopics",
"cls:ModifyConfig",
"cls:ModifyIndex",
"cls:ModifyMachineGroup",
"cls:ModifyTopic"

1y

"resource": [

]

]
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TKE_QCSLinkedRoleInEKSLog

Use Cases : The current role is the TKE service role, which will access your other service resources within the
scope of the permissions of the associated policy.
Authorization Polices

» Policy Name : QcloudAccessForTKELinkedRoleInEKSLog

» Policy Information :

{

"version": "2.0",
"statement": |

{

"effect": "allow",
"action": [

"cls:pushLog",
"cls:agentHeartBeat",

"cls:getConfig"
I

"resource": [

]

TKE_QCSLinkedRolelnEtcdService

Use Cases : The current role is the TKE service role, which will access your other service resources within the
scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForTKELinkedRolelnEtcdService

» Policy Information :
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{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": |

nwxm

]I

"action": [

"cos:DeleteBucket",
"cos:GetBucket",
"cos:PutBucket",
"cos:HeadBucket",
"cos:GetObject",
"cos:HeadObject",
"cos:PutObject",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:ListMultipartUploads",
"cos:AbortMultipartUpload"

TKE_QCSLinkedRoleInEKSCostMaster

Cloud Access Management

Use Cases : The current role is the TKE service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForTKELinkedRoleInEKSCostMaster

» Policy Information :

{
"version": "2.0",

"statement": |

{

"action": [

"monitor:DescribeMidDimensionValuelList",

"monitor:DescribeStatisticDhata",

"monitor:GetMonitorData"
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1,

"resource": "*",

"effect": "allow"

}
]
}

TKE_QCSLinkedRolelnPrometheusService

Cloud Access Management

Use Cases : The current role is the TKE service role, which will access your other service resources within the

scope of the permissions of the associated policy.

Authorization Polices

» Policy Name . QcloudAccessForTKELinkedRoleInPrometheusService

» Policy Information :

{

"statement": [

{

"action": [

"cos:
:GetBucket",
:PutBucket",
:HeadBucket",
:GetObject",
:HeadObject",
:PutObject",
:DeleteObject",
:DeleteMultipleObjects",
:ListMultipartUploads",
:AbortMultipartUpload",
:AbortMultipartUpload",
:ListMultipartUploads™",

"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"

COSs

DeleteBucket",

"monitor:DescribePrometheusInstances",

"monitor:DescribeRecordingRules",

"monitor:DescribeAlertRules",

"monitor:DescribeAlarmNotice",

"monitor:DescribeAlarmNotices",

"monitor:DescribeAlarmNoticeCallbacks",

"monitor:DescribeAlarmHistories",

"monitor:CreatePrometheusMultiTenantInstance",

"monitor:TerminatePrometheusInstances",

"monitor:ModifyPrometheusInstanceAttributes”,
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"monitor
"monitor:
"monitor
"monitor:
"monitor
"monitor:
"monitor:
"monitor
"monitor:
"monitor
"monitor:
"monitor
"monitor:
"monitor:
"monitor
"monitor:
"monitor
"monitor:
"monitor
"monitor:
"monitor:
"monitor

"monitor:

Cloud

:CreateRecordingRule",

DeleteRecordingRules",

:UpdateRecordingRule",

CreateAlertRule",

:DeleteAlertRules",

UpdateAlertRule",
UpdateAlertRuleState",

:CreateAlarmNotice",

DeleteAlarmNotices",

:ModifyAlarmNotice",

ModifyAlarmPolicyNotice",

:CreateManagedEKSAgent",

DescribeManagedEKSAgent",
CreateAlertRuleReceiverNotRequired",

:UpdateAlertRuleReceiverNotRequired",

DescribeExporterIntegrations”,

:CreateExporterIntegration",

UpdateExporterIntegration",

:DeleteExporterIntegration",

CreateGrafanalnstance",

CreatePrometheusMultiTenantInstancePostPayMode",

:BindPrometheusManagedGrafana",

DescribeGrafanalnstances",

"tdcc:DescribeExternalClusters",

"tdcc:DescribeExternalClusterCredential™,

"monitor:
"monitor:
"monitor:
"monitor
"monitor:
"monitor

"monitor:

UpgradeGrafanaDashboard",
UninstallGrafanaDashboard",

DescribePrometheusAlertGroups",

:CreatePrometheusAlertGroup",

UpdatePrometheusAlertGroup",

:DeletePrometheusAlertGroups",

UpdatePrometheusAlertGroupState",

"tke:
"tke:

DescribeTKEEdgeExternalKubeconfig",
DescribeTKEEdgeClusterCredential",

"tke:DescribeTKEEdgeClusters",
"tke:DescribeClusters",
"tke:DescribeClusterSecurity"

1,

"effect": "allow",
"resource": [

mixn

]

}

]I

"version": "2.0"

}
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Tencent Kubernetes Engine Distributed Cloud
Center

Last updated : 2025-07-03 09:33:43

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity

t t distributed cloud Service-Related .qcloud.

encent distributed clou TDCC._QCSLinkedRolelnOps ervice-Relate cvm.qcloud.com

center Roles ops.tdcc.cloud.tencent.com

TDCC_QCSLinkedRolelnOps

Use Cases : The current role is the TDCC service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForTDCCLinkedRolelnOps

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": |

"

cls:listTopic",
"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:listMachineGroup",
"cls:getMachineGroup",
"cls:createMachineGroup",
"cls:modifyMachineGroup",
"cls:deleteMachineGroup",
"

cls:getMachineStatus",

"cls:pushLog",
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Valsg
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cam:

"cam:

1,

agentHeartBeat",
getConfig",

getIndex",

modifyIndex",
ApplyConfigToMachineGroup",
CreateConfig",
CreatelIndex",
Createlogset",
CreateMachineGroup",
CreateTopic",
DeleteConfig",
DeleteConfigFromMachineGroup",
Deletelogset",
DeleteMachineGroup",
DeleteTopic",
DescribeConfigMachineGroups",
DescribeConfigs",
Describelogsets",
DescribeMachineGroupConfigs",
DescribeMachineGroups",
DescribeTopics",
ModifyConfig",
ModifyIndex",
ModifyMachineGroup",
ModifyTopic",

GetChart",

CreateChart",
GetDashboard",
ListDashboard",

ListChart",
DeleteDashboard",
DeleteChart",
CreateDashboard",
ModifyDashboard",
ListMaskedSubAccounts",

GetUserBasicInfo"

"resource": [

wxn
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Microservice
Tencent Cloud Elastic Microservice

Last updated : 2025-07-03 09:33:44

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Role
Product Role Name Role Entity
Types
Tencent .
Cloud Service-
) TEM_QCSLinkedRoleInTEMAPI Related temapi.tem.cloud.tencent.com
Elastic
. . Roles
Microservice
Tencent .
Cloud Service- cvm.gcloud.com
_ TEM_QCSLinkedRoleInTEMLog Related -qeloua.
Elastic temlog.tem.cloud.tencent.com
, , Roles
Microservice
Tencent .
Cloud Service-
Elastic TEM_QCSLinkedRolelnAccessCluster Related accesscluster.tem.cloud.tencen
i
, , Roles
Microservice
Tencent .
Cloud Service-
Elast TEM_QCSLinkedRolelnAccessResourceService Related accessresourceservice.tem.clot
astic
Roles

Microservice

TEM_QCSLinkedRoleInTEMAPI

Use Cases . The current role is the TEM service role, which will access your other service resources within the
scope of the permissions of the associated policy.
Authorization Polices

» Policy Name : QcloudAccessForTEMLinkedRoleInTEMApi

« Policy Information :
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{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": |

nwxm

]I

"action": [

"apm:CreatePAASInstance",
"apm:DescribeApmAgent",
"apm:DescribeTopology",
apm:DeletePAASInstance",
apm:DescribePAASTopology",

"tcb:CreateCloudBaseRunServerVersionWithMicroService"

TEM_QCSLinkedRoleInTEMLog

Cloud Access Management

Use Cases . The current role is the TEM service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForTEMLinkedRoleInTEMLog

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": |

nxm

]I

"action": [

"cls:listTopic",
"cls:getTopic",
"cls:createTopic",

"cls:modifyTopic",
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Talsg
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:

"cls:

TEM_QCSLinkedRolelnAccessCluster

listMachineGroup",
getMachineGroup",
createMachineGroup",
modifyMachineGroup",
deleteMachineGroup",
getMachineStatus",
pushLog",
agentHeartBeat",

getConfig"

Cloud Access Management

Use Cases : The current role is the TEM service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

e Policy Name . QcloudAccessForTEMLinkedRolelnAccessCluster

» Policy

{

Information

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"tse:
"tse:
"tse
"tke:
"tcr:
"tcr:
"tcr:
"tcr:
"tcr:
"tcr
"tcr:
"tcr:
"tcr:

"tcr:

DescribeSREInstances",

DescribeSREInstanceAccessAddress",
:DescribeSREGlobalConfigs",

DescribeClusters",
CreateNamespacePersonal”,
DeleteNamespacePersonal",
DescribeRepositoryOwnerPersonal",
DeleteRepositoryPersonal",

DeleteImagePersonal",

:CreateRepositoryPersonal",

BatchDeleteRepositoryPersonal",
BatchDeleteImagePersonal",
CreatelInstanceToken",

DescribelInstanceToken",
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"tcr:
"tcr:
"tcr:
"tcr:

"cls:

"cls
"cls
"cls
"cls
"cls
"cfs

"cfs

"vpc:

"apm:
"apm:
"apm:
"apm:
"apm:
"apm:
"apm:
"apm:
"apm:
"apm:
"cam:
"tcr:
"tcr:

"tcr:

"tcr

"tcr:
VE@E &
"tcr:

"tcr:

"tcr

"tcr:
"tcr:
"tcr:
VE@E &

"monitor:DescribePrometheusInstances",

vpcC:

DeleteInstanceToken",
DescribeRepositories",
PullRepository",
PullRepositoryPersonal”,

searchLog",

:getTopic",

:getIndex",
:CreateIndex",
:modifyIndex",
:DeleteIndex",
:DescribeCfsFileSystems",

:DescribeMountTargets",

DescribeSubnetEx",
DescribeSubnet",
CreateApmInstance",
ModifyApmInstance",
TerminateApmInstance",
CreatePAASInstance",
DeletePAASInstance",
DescribeApmAgent",
DescribeTopologyMetricLineData",
DescribeMetricLineData",
DescribeServiceOverview",
DescribeMetricRecords",
GetRole",

DescribeInternalEndpoints",

DescribeInternalEndpointDnsStatus”,

CreateInternalEndpointDns",

:DuplicateImagePersonal”,

DescribelInstances",
CreatelInstance",
DescribeNamespaces",

CreateNamespace",

:CreateRepository",

DescribeRepositories™",
ManageInternalEndpoint",
PushRepository",

PushRepositoryPersonal",

"monitor:UpgradeGrafanaDashboard",

"vpc:

"

"vpc:

n

"vpc:

n

"

vpcC:

vpc:

vpcC:

vpcC:

CreateVpc",
CreateSubnet",
DescribeVpcEx",
DeleteNatGateway",
CreateNatGateway",
CreateRoute",

EnableRoutes",
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"vpc:DeleteRoute",

"

vpc:DescribeNatGateways",
n

vpc:DescribeRouteTable",

"cvm:ReleaseAddresses",

"monitor:TerminatePrometheusInstances",

"monitor:CreatePrometheusMultiTenantInstancePostPayMode",

"tcr:DescribeNamespacePersonal”,

"tcr:DescribeApplicationTokenPersonal"

1,

"resource": [

wxn

TEM_QCSLinkedRolelnAccessResourceService

Cloud Access Management

Use Cases : The current role is the TEM service role, which will access your other service resources within the

scope of the permissions of the associated policy.
Authorization Polices

» Policy Name : QcloudAccessForTEMLinkedRolelnAccessResourceService

« Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"tcb:DescribeCloudBaseGWAPI",
"tcb:DescribeCloudBaseRunServer",

"tcb:DescribeCloudBaseRunServers",

"tcb:DescribeCloudBaseRunServerVersion",

"tcb:DescribeEnvLimit",
"tcb:DescribeCloudBaseRunPodList",
"tcb:DescribeICPResources",
"tcb:DescribePostPackage",
"tcb:DescribeCloudBaseGWService",
"tcb:DescribeCurveData",
"tcb:SearchClsLog",

"tcb:DescribeCloudBaseRunImages",
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"tcbh:
"tcb:
"tcb:
"tcb:
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tcb:
"tcb:
"tcb:
"tcbh:
"tcb:

"tcb

1,

DescribeCloudBaseRunServerFlowConf",
CreateCloudBaseRunServerVersion",
CreateCloudBaseGWAPI",
ModifyCloudBaseGWAPIPublicAccess",
ModifyCloudBaseGWAPIAccessType",
ModifyCloudBaseRunServerVersion",
CreatePostpayPackage",
DeleteCloudBaseRunImageRepo",
DeleteCloudBaseRunServer",
DeleteCloudBaseRunServerVersion",
EstablishCloudBaseRunServer",
ModifyCloudBaseRunServerFlowConf",
RollUpdateCloudBaseRunServerVersion",

DescribeEnvs",

:DestroyEnv",
"tcb:
"tcb:
"tcb:

CheckTcbService",
ModifyEnv",

DescribeCloudBaseRunVersionException"

"resource": [

wxn
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Essential Storage Service
Cloud Object Storage

Last updated : 2025-07-03 09:33:16

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity

Service-
COS COS_QCSLinkedRoleInCOSAcc Related COSAcc.COS.cloud.tencent.com
Roles

Service-
COS COS_QCSLinkedRoleInCLSAccess Related cosoclsr.cos.cloud.tencent.com
Roles

Service-
COS COS_QCSLinkedRolelnLighthouseMounting Related lhmounting.cos.cloud.tencent.com
Roles

COS_QCSLinkedRoleInCOSAcc

Use Cases : The current role is the COS service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForCOSLinkedRoleInCOSAcc

» Policy Information :

{

"statement": [

{

"action": |
"cos:*"

]I

"effect": "allow",
"resource": "*"
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}
1,

"version": "2.0"

}

COS_QCSLinkedRoleInCLSAccess

Use Cases . Object Storage Service (COS) operation permissions include but are not limited to the following
permissions: Add, delete, and modify log service (CLS) log sets, log topics, logs, add, delete, and modify machine
groups, add, delete, and modify indexes, and delivery logs, etc.

Authorization Polices

e Policy Name . QcloudAccessForCOSLinkedRolelnCosoclsr

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:CreatelIndex",
"cls:ModifyIndex",
"cls:DescribeIndex",
"cls:CreateTopic",
"cls:ModifyTopic",
"cls:DeleteTopic",
"cls:DescribeTopics",
"cls:ModifyLogset",
"cls:DeletelLogset",
"cls:Createlogset",
"cls:DescribelLogsets",
"tag:DescribeResourceTagsByResourcelIds",
"tag:DescribeTagKeys",
"tag:DescribeTagValues",
"tag:DescribeResourceTags",
"tag:TagResources",
"tag:DescribeTags"

1y

"resource": "*x"

}

]

}
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COS_QCSLinkedRolelnLighthouseMounting

Use Cases : The current role is the COS service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForCOSLinkedRolelnLighthouseMounting

» Policy Information :

{

"statement": [

{

"action": [

"tat :DescribeCommands",

"tat :RunCommand",

"tat : InvokeCommand",

"tat :DescribeInvocations",
"tat:DescribelInvocationTasks",
"tat:DescribeAutomationAgentStatus",
"tat:CancellInvocation",
"tat:DescribeInstancesFeatureStatus"

1,

"effect": "allow",
"resource": "*"

}

1,

"version": "2.0"

}
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Cloud HDFS

Last updated : 2025-07-03 09:33:11

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity

Cloud Service-

CHDFS_QCSLinkedRoleInMetaMgmt metamgmt.chdfs.cloud.tencent.com
HDFS Related Roles

CHDFS_QCSLinkedRoleInMetaMgmt

Use Cases . The current role is the CHDFS service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

» Policy Name : QcloudAccessForCOSLinkedRolelnMetaMgmt

« Policy Information :

{

"version": "2.0",

"statement": [

{

"action": [

"cos:GetBucket",
"cos:GetBucketObjectVersions",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PostObject",
"cos:AppendObject",
"cos:GetObject",
"cos:HeadObject",
"cos:DeleteObject",
"cos:0ptionsObject",
"cos:PostObjectRestore",
"cos:InitiateMultipartUpload",
"cos:UploadPart",

"

cos:UploadPartCopy",
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"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:GetBucketLifecycle",
"cos:PutBucketLifecycle",
"cos:DeleteBucketLifecycle",
"cos:PutObjectTagging",
"cos:GetObjectTagging",
"cos:DeleteObjectTagging"

1y

"resource": "*",

"effect": "allow"

}

]

}
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Data Accelerator Goose FileSystem

Last updated : 2025-07-03 09:33:26

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
Dat .
A:c?alerator Service-
. GooseFS_QCSLinkedRoleInManageCloudService Related managecloudservice.goosefs.cl
Goose File
Roles
System

GooseFS_QCSLinkedRolelInManageCloudService

Use Cases . The current role is the GooseFS service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.
Authorization Polices

e Policy Name . QcloudAccessForGooseFSLinkedRoleInManageCloudService

« Policy Information :

{

"version": "2.0",
"statement": [

{

"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeVpcPrivateIpAddresses",
"vpc:DescribeSubnetEx",
"cvm:RunInstances",
"cvm:TerminateInstances",
"cvm:DescribeInstancesStatus",
"cvm:DescribelInstances",
"cvm:DescribeImages",

"tat :RunCommand",
"tat:DescribelInvocations",

"tat:DescribeAutomationAgentStatus",
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"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos:
"cos
"cos
"cos
"cos
"cos
"cos
"tat:
"cvm:
"cvm
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:

"cvm

1,

:GetBucket",
:GetBucketObjectVersions",
:PutObject",
:PutObjectCopy",
:PostObject",
:AppendObject",
:GetObject",
:HeadBucket",
:HeadObject",
:DeleteObject",
:OptionsObject",
:PostObjectRestore",

InitiateMultipartUpload",

:UploadPart",
:UploadPartCopy",
:CompleteMultipartUpload",
:AbortMultipartUpload",
:ListMultipartUploads",
:ListParts",

DescribeInvocationTasks",

DeleteSecurityGroup",

:CreateSecurityGroupWithPolicies",

DescribeSecurityGroups",
DescribeSecurityGroupAssociationStatistics",
DescribeDisasterRecoverGroups",
DescribeDisasterRecoverGroupQuota",
CreateDisasterRecoverGroup",

ModifyDisasterRecoverGroupAttribute",

:DeleteDisasterRecoverGroups"

"resource": "*",

"effect": "allow"

}I

{

"effect": "allow",
"action": "finance:*",
"resource": "gcs::cvm:::*"

}
]
}
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Data Process and Analysis
Cloud Log Service

Last updated : 2025-07-03 09:33:14

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity
Cloud L . Service-Related console-
ou. g CLS_QCSRolelnAnonymousSharing ,
Service Roles sharing.cls.cloud.tencent.com

CLS_QCSRolelnAnonymousSharing

Use Cases : When the current role is used as a CLS anonymous sharing link and is accessed, CLS obtains the data
required to share the content (retrieval page/dashboard page)

Authorization Polices

» Policy Name : QcloudAccessForClsRolelnSharing

» Policy Information :

{

"version": "3.0",
"statement": [

{

"effect": "allow",
"action": |

"

cls:SearchLog",
"cls:DescribeTopics",
"cls:DescribelIndex",
"cls:DescribelLogHistogram",
"cls:DescribeDashboards",
"cls:QueryRangeMetric",
"cls:QueryMetric"

I

"resource": "*"

}
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Data Migration
Migration Service Platform

Last updated : 2025-07-03 09:33:33

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity
Cloud Service-Related

lou ) MSP_QCSLinkedRolelnMIGtocos ervice-melate migtocos.msp.cloud.tencent.com
Migration Roles

MSP_QCSLinkedRoleInMIGtocos

Use Cases : The current role is the MSP service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForMSPLinkedRoleInMIGtocos

» Policy Information :

{

"statement": [

{

"action": [
"cos:GetService",
"cos:PutObject",
"cos:GetObject"
I

"effect": "allow",
"resource": "*"

s

1y

"version": "2.0"

}
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Relational Database
TDSQL-C for MySQL

Last updated : 2025-07-03 09:33:18

Cloud Access Management

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product

Cloud
Native
Database
TDSQL-
C

Cloud
Native
Database
TDSQL-
C

Cloud
Native
Database
TDSQL-
C

Cloud
Native
Database
TDSQL-
C

Cloud
Native
Database
TDSQL-
C

Role Name

CynosDB_QCSLinkedRolelnDBLog

CynosDBMysqgl_QCSLinkedRolelnKms

CynosDBMysqgl_QCSLinkedRolelnClslog

CynosDB_QCSLinkedRolelnDBlogDeliver

CynosDBMysqgl_QCSLinkedRolelnDtsDataSync

©2013-2025 Tencent Cloud International Pte. Ltd.

Role
Types

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Role Entity

DBLog.cynosdb.cloud.tencent.com

kms.cynosdb.cloud.tencent.com

clslog.cynosdb.cloud.tencent.com

DBLogDeliver.cynosdb.cloud.tencel

dtsDataSync.cynosdb.cloud.tencen
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CynosDB_QCSLinkedRolelnDBLog

Use Cases . The current role is the TDSQL-C service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForCynosDBLinkedRolelnDBLog

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:ModifyKafkaRecharge",
"cls:DescribeKafkaRecharges",
"cls:DeleteKafkaRecharge",
"cls:CreateKafkaRecharge",
"cls:DeleteCloudProductLogTask",
"cls:ModifyCloudProductLogTask"

1,

"resource": "*"
I3
]
}

CynosDBMysql_QCSLinkedRoleInKms

Use Cases . The current role is the cynosdb service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForCynosDBLinkedRolelnKms

» Policy Information :

{

"version": "2.0",
"statement": [

{
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"effect": "allow",
"action": [
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:BindCloudResource",
"kms :UnbindCloudResource"

1,

"resource": |

L]

CynosDBMysql_QCSLinkedRoleInClslog

Cloud Access Management

Use Cases . The current role is the CYNOSDB service linked role, which will access your other service resources

within the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForCynosDBLinkedRolelnClslog

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:DescribeIndexs",
"cls:DescribeTopics",
"cls:DescribeIndex",
"cls:CreatelIndex",
"cls:DeleteIndex",
"cls:ModifyIndex",
"cls:pushLog",
"cls:Createlogset",
"cls:CreateTopic",
"cls:DescribelLogsets",

"cls:DeleteTopic",
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"cls:DeletelLogset"
I

"resource": [

mxn

CynosDB_QCSLinkedRolelnDBlogDeliver

Use Cases . The current role is the TDSQL-C service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.
Authorization Polices

» Policy Name . QcloudAccessForCynosDBLinkedRolelnDBLogDeliver

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"ckafka:DescribeTopic",
"ckafka:CreateTopic",
"ckafka:CreateRoute",
"ckafka:DescribeTaskStatus",
"ckafka:DescribeRoute"

1,

"resource": "*"
I
]
s

CynosDBMysql_QCSLinkedRolelnDtsDataSync

Use Cases . The current role is the cynosdb service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.
Authorization Polices
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» Policy Name . QcloudAccessForCynosDBLinkedRolelnDtsDataSync

» Policy Information :

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"dts
"dts
"dts
"dts

"dts

"dts:

"dts
1,

:CreateSyncJdob",
:ConfigureSyncJdob",
:CreateCheckSyncJob",
:DescribeCheckSyncJobResult",
"dts:
"dts:

SkipSyncCheckItem",
StartSyncJdob",

:DescribeSyncJobs",

IsolateSyncJob",

:DestroySyncJob"

"resource": [

]

]
by
{

"action": [

"finance:trade",

"finance:CreateOrders"

1,

"effect": "allow",
"resource": [
"gcs::dts:io*"

]
}
]
}
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TencentDB for MySQL

Last updated : 2025-07-03 09:33:06

Cloud Access Management

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name

Cloud )
CDB_QCSLinkedRolelnDBLog

Database

Cloud .
CDB_QCSLinkedRolelnCdbwan

Database

Cloud ) )
CDB_QCSLinkedRolelnDBlogDeliver

Database

CDB_QCSLinkedRolelnDBLog

Role Types

Service-
Related
Roles

Service-
Related
Roles

Service-
Related
Roles

Role Entity

DBLog.cdb.cloud.tencent.com

cdbwan.cdb.cloud.tencent.com

DBLogDeliver.cdb.cloud.tencent.com

Use Cases . The current role is the TencentDB for MySQL service linked role, which will access your other service

resources within the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForCDBLinkedRolelnDBLog

» Policy Information :

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cls
"cls
"cls
"cls

"cls

:DeleteCloudProductLogTask",
:ModifyCloudProductLogTask",
:CreateKafkaRecharge",
:DeleteKafkaRecharge",

:DescribeKafkaRecharges",
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"cls:ModifyKafkaRecharge"
I

"resource": "*"

}

]

}

CDB_QCSLinkedRolelnCdbwan

Cloud Access Management

Use Cases . The current role is the CDB_QCSLinkedRoleInCdbwan service linked role, which will access your other

service resources within the scope of the permissions of the associated policy.

Authorization Polices

e Policy Name . QcloudAccessForCDBLinkedRolelnCdbwan

» Policy Information :

{

"statement": [

{

"action": [
"clb:DescribelLoadBalancers",
"clb:CreateloadBalancer",

"clb:DeleteLoadBalancer",

"clb:ModifyLoadBalancerAttributes",

"clb:ModifyLBOperateProtect",
"clb:CreatelListener",
"clb:Describelisteners",
"clb:DeletelListener",
"clb:RegisterTargets",
"clb:BatchRegisterTargets",
"clb:DeregisterTargets",
"clb:BatchDeregisterTargets",
"clb:ModifyListener",
"clb:DescribeTaskStatus",
"clb:DescribeTargets"

I

"effect": "allow",
"resource": [

"

]

b

{

"effect": "allow",
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"action": "finance:trade",
"resource": "gcs::clb:::x"
}

1,

"version": "2.0"

}

CDB_QCSLinkedRolelnDBlogDeliver

Cloud Access Management

Use Cases . The current role is the TencentDB for MySQL service linked role, which will access your other service

resources within the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForCDBLinkedRolelnDBLogDeliver

« Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"ckafka:DescribeTaskStatus",

"ckafka:DescribeRoute",
"ckafka:CreateRoute",
"ckafka:DescribeTopic",
"ckafka:CreateTopic"

1,

"resource": "*"

}

]

}
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TencentDB for PostgreSQL

Last updated : 2025-07-03 09:33:36

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
TencentDB Service-
For PostgreSQL_QCSLinkedRoleInDBLog Related DBLog.PostgreSQL.cloud.tencent.com
PostgreSQL Roles
TencentDB Service-
For Postgres_QCSLinkedRolelnPostgreskKms Related postgreskms.postgres.cloud.tencent.cc
PostgreSQL Roles

PostgreSQL_QCSLinkedRolelnDBLog

Use Cases . The current role is the PostgreSQL service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.
Authorization Polices

o Policy Name : QcloudAccessForPostgreSQLLinkedRoleInDBLog
» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:ModifyKafkaRecharge",
"cls:DescribeKafkaRecharges",
"cls:DeleteKafkaRecharge",
"cls:CreateKafkaRecharge",
cls:DeleteCloudProductLogTask",
"cls:ModifyCloudProductLogTask"

1,

"
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"resource": "*"
}
]
}

Postgres QCSLinkedRolelnPostgreskms

Cloud Access Management

Use Cases . The current role is the PostgreSQL service linked role, which will access your other service resources

within the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name . QcloudAccessForPostgresLinkedRolelnPostgreskKms

» Policy Information :

{

"version": "2.0",
"statement": [

{

"action": [
"kms:Decrypt",
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",

"kms:BindCloudResource",

"kms:UnbindCloudResource"

1y

"resource": "*",
"effect": "allow"
}

]

}
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TencentDB for SQL Server

Last updated : 2025-07-03 09:33:38

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity
TencentDB for _ Service-

SQLServer_QCSLinkedRolelnKMS Related kms.sqlserver.cloud.tencent.com
SQL Server Roles

SQLServer QCSLinkedRolelInKMS

Use Cases . The current role is the SQL Server service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForSQLServerLinkedRoleInKMS

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": |

"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:BindCloudResource",
"kms :UnbindCloudResource",
"kms:Encrypt",
"kms:DescribeKey"

1,

"resource": "*"

}
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Enterprise Distributed DBMS
TDSQL for MySQL

Last updated : 2025-07-03 09:33:19

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity
ice-Rel

ThSAL for DCDB_QCSLinkedRoleInKMS Service-Related kms.dcdb.cloud.tencent.com
MySQL Roles
TDSQL for DCDB_QCSLinkedRoleInTSE Service-Related tse.dcdb.cloud.tencent.com
MySQL Roles
TDSQL f Service-Related

SQL for DCDB_QCSLinkedRolelnDBLog ervice-melate DBLog.dcdb.cloud.tencent.com
MySQL Roles

DCDB_QCSLinkedRoleInKMS

Use Cases : The current role is the DCDB service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

o Policy Name : QcloudAccessForDCDBLinkedRolelInKMS
» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": |

wxm

]I

"action": [

"kms:GetServiceStatus",

"kms:CreateKey",
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"kms:GenerateDataKey",
"kms:Decrypt",
"kms:Encrypt",

"kms :ReEncrypt",
"kms:EnableKey",

"kms :EnableKeyRotation",
"kms:ListKeyDetail",
"kms:DescribeKey",

"kms:ListKey"

DCDB_ QCSLinkedRolelInTSE

Use Cases . The current role is the DCDB service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

e Policy Name . QcloudAccessForDCDBLinkedRolelnTSE

« Policy Information :

{

"statement": [

{

"action": [
"tse:CreateGovernanceStrategy",
"tse:DescribeGovernanceMainToken",
"tse:DescribeGovernanceInstances",
"tse:DescribeGovernanceServices",
"tse:CreateGovernancelInstances",
"tse:DeleteGovernancelInstances",
"tse:ModifyGovernanceServices",
"tse:DescribeGovernanceStrategies",
"tse:DescribeSREInstances",
"tse:ModifyGovernanceInstances",
"tse:DescribeGovernanceNamespaces",
"tse:DescribeGovernanceAuthStrategies"
]I

"effect": "allow",

"resource": "*"

}
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1,

"version": "2.0"

t

DCDB_QCSLinkedRolelnDBLog

Use Cases : The current role is the DCDB service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

» Policy Name : QcloudAccessForDCDBLinkedRolelnDBLog

» Policy Information :

{

"version": "2.0",
"statement": |

{

"effect": "allow",
"action": [

"cls:ModifyKafkaRecharge",
"cls:DescribeKafkaRecharges",
"cls:DeleteKafkaRecharge",
"cls:CreateKafkaRecharge",
"cls:DeleteCloudProductLogTask",
"cls:ModifyCloudProductLogTask"
1y

"resource": "*"

}

]

}
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NoSQL Database
TencentDB for MongoDB

Last updated : 2025-07-03 09:33:32

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity
Cloud Service-
MongoDB_QCSLinkedRoleInKMS Related kms.mongodb.cloud.tencent.com
MongoDB
Roles
Cloud Service-
MongoDB_QCSLinkedRolelnDBlog Related DBLog.mongo.cloud.tencent.com
MongoDB
Roles
Cloud Service-
MongoDB MongoDB_QCSLinkedRolelnLogPush Related logpush.mongodb.cloud.tencent.com
Roles

MongoDB_QCSLinkedRoleInKMS

Use Cases : The current role is the MongoDB service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForMongoDBLinkedRoleInKMS

» Policy Information :

{

"statement": [

{

"action": [
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",

"kms:GenerateDataKey",

©2013-2025 Tencent Cloud International Pte. Ltd. Page 70 of 176



@ Tencent Cloud Cloud Access Management

"kms:Decrypt",
"kms:BindCloudResource",
"kms:UnbindCloudResource"

1,

"effect": "allow",
"resource": [

wxn

]

}

]I

"version": "2.0"

}

MongoDB_QCSLinkedRolelnDBlog

Use Cases : The current role is the MongoDB service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForMongoDBLinkedRoleInDBLog
» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:DescribeKafkaRecharges",
"cls:ModifyKafkaRecharge",
"cls:DeleteKafkaRecharge",
"cls:CreateKafkaRecharge",
"cls:DeleteCloudProductLogTask",
"cls:ModifyCloudProductLogTask"
1,

"resource": "*"

}

]

}
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MongoDB_QCSLinkedRolelnLogPush

Cloud Access Management

Use Cases . The current role is the MongoDB service linked role, which will access your other service resources

within the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForMongoDBLinkedRolelnLogPush

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:pushLog"
1y

"resource": "*"

}
]
}
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Database SaaS Tool
TencentDB for DBbrain

Last updated : 2025-07-03 09:33:19

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
TencentDB Service-
for DBBRAIN_QCSLinkedRolelnRedisAutonomy Related RedisAutonomy.dbbrain.cloud.tencel
DBbrain Roles

DBBRAIN_QCSLinkedRolelnRedisAutonomy

Use Cases . The current role is the dbbrain service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

» Policy Name : QcloudAccessForDBBRAINLinkedRolelnRedisAutonomy

» Policy Information :

{

"statement": [

{

"action": [
"redis:DescribelInstances",
"redis:UpgradelInstance",
"redis:UpgradelInstanceVersion",
"redis:InquiryPriceUpgradelInstance",
"redis:DescribeProductInfo",
"redis:DescribeInstanceShardInfo"
1,

"effect": "allow",

"resource": "*"

b

{
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"action": [
"finance:trade"

1,

"effect": "allow",
"resource": "gcs::redis:::*"
}

]I

"version": "2.0"

}
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Database Management Center

Last updated : 2025-07-03 09:33:21

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity

Database Service-

Management DMC_QCSLinkedRoleInWorkOrderReview Related dmc.cloud.tencent.com
Console Roles

DMC_QCSLinkedRolelInWorkOrderReview

Use Cases : The current role is the DMC service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForDMCLinkedRoleInWorkOrderReview

» Policy Information :

{

"statement": [

{

"action": [
"cam:ListUsersForGroup",
"cam:ListGroupsForUser",
"cam:DescribeSubAccounts",
"cam:ListGroups",
"cdb:DescribeAccounts",
"dcdb:DescribeAccounts",
"cynosdb:DescribeAccounts",
"mongodb:DescribeAccountUsers",
"mariadb:DescribeAccounts",
"postgres:DescribeAccounts",
"sglserver:DescribeAccounts",
"sts:AssumeRole",
"cam:ListAttachedUserAllPolicies",

"cam:GetGroup",
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"cam:
"cvm:
"vdb:
"vdb:
"vdb:

ListUsers",
DescribelInstances",
DescribeInstances",
DescribeInstanceProperties",

DescribeEmbedding",

"redis:DescribelInstances",

"keewidb:DescribeInstances",

"mongodb:DescribeDBInstances",

"ctsdb:DescribeDBInstances",

"tdach:DescribelInstances",

"cdb:

DescribelInstances",

"sglserver:DescribeDBInstances",

"mariadb:DescribeDBInstances",

"postgres:DescribeDBInstanceAttribute",

"postgres:DescribeDBInstances",

"dcdb:DescribeDCDBInstanceDetail",
"tdmysqgl :DescribeDBInstanceDetail",

"tbase:DescribelInstanceDetail",

nw

"vpc:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cdb:
"cdb:
"cdb:

1,

vpcC:

DescribeDirectConnectGateway",

DescribeVpnGateways",
GetAccountSummary",
GetUserPermissionBoundary",
ListCollaborators",
GetUser",

GetPolicy",
ListAttachedGroupPolicies",
ListAttachedUserPolicies",
ListEntitiesForPolicy",
ListPolicies™",

GetRole",
GetRolePermissionBoundary",
ListAttachedRolePolicies",
CreateAccounts",
DescribeDBInstances",

ModifyAccountPrivileges"

"effect": "allow",
"resource": "*"

}

]I

"version": "2.0"

}
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Networking
Virtual Private Cloud

Last updated : 2025-07-03 09:33:50

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types

Service-
vpc VPC_QCSLinkedRolelnEipTat Related eiptat.vpc.cloud.tencent.com
Roles

Service-
vpc VPC_QCSLinkedRolelnSnapshot Related snapshot.vpc.cloud.tencent.com
Roles

Service-
vpc VPC_QCSLinkedRolelnVpcflowlog Related vpcflowlog.vpc.cloud.tencent.com
Roles

Service-
vpcC VPC_QCSLinkedRolelnPrivateLink Related privatelink.vpc.cloud.tencent.com
Roles

Service-
vpcC VPC_QCSLinkedRolelnFlowLogAdvanceAnalysis Related flowlogadvanceanalysis.vpc.cloud.tt
Roles

VPC_QCSLinkedRolelnEipTat

Use Cases . The current role is the VPC service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForVpcLinkedRolelnEipTat

» Policy Information :
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{

"statement": [

{

"action": [

"tat :DescribeCommands",
"tat :DescribelInvocations",
"tat:DescribelInvocationTasks",
"tat :CreateCommand",
"tat:DeleteCommand",

"tat: InvokeCommand",

"tat :RunCommand"

1r

"effect": "allow",
"resource": [

wWxn

]

I

1,

"version": "2.0"

}

VPC_QCSLinkedRolelnSnapshot

Cloud Access Management

Use Cases : The current role is the VPC service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForVPCLinkedRoleInSnapshot

« Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cos:GetService",
"cos:HeadBucket",
"cos:GetBucket",
"cos:PutBucket",
"cos:ListMultipartUploads",

"cos:GetObject*",
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"cos:HeadObject",
"cos:GetBucketObjectVersions",
"cos:0ptionsObject",
"cos:ListParts",
"cos:DeleteObject",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutObject*",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:DeleteMultipleObjects",
"cos:AppendObject"

I

"resource": "*x"

}

]

}

VPC_QCSLinkedRolelnVpcflowlog

Cloud Access Management

Use Cases . The current role is the VPC service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForVPCLinkedRolelnVpcflowlog

« Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

wWxn

]I

"action": [

"ckafka:DescribeInstances",
"ckafka:DescribeTopic",
"ckafka:DescribeRoute",
"ckafka:DeleteRoute",
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"ckafka:DescribeInstanceAttributes",
"ckafka:DescribeInstancesDetail",

"ckafka:CreateRoute"

]
}
]
}

VPC_ QCSLinkedRolelnPrivateLink

Use Cases : The current role is the VPC service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForVPCLinkedRolelnPrivateLink

» Policy Information :

{

"version": "2.0",

"statement": [

{

"action": [
"redis:DescribelInstances",
"cdb:DescribeDBInstances",
"clb:DescribeGatewayLoadBalancers",

"mongodb:DescribeDBInstances"

I
"resource": "*",

"effect": "allow"

}
]
}

VPC_QCSLinkedRolelnFlowLogAdvanceAnalysis

Use Cases : The current role is the VPC service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

» Policy Name : QcloudAccessForVPCRolelnFlowLogAdvanceAnalysis
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» Policy Information :

{

"version": "2.0",
"statement": [

{

"action": [
"cls:DescribelLogsets",
"cls:Createlogset",
"cls:CreateTopic",
"cls:DescribeTopics",
"cls:DeleteTopic",
"cls:DescribeIndex",
"cls:ModifyIndex",
"cls:CreatelIndex",
"cls:DeletelIndex",
"cls:GetDashboard",
"cls:CreateDashboard",
"cls:DeleteDashboard",
"cls:ModifyDashboard",
"cls:ListDashboard",
"cls:pushLog"

I

"resource": "*",
"effect": "allow"

}

]

}
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Cloud Load Balancer

Last updated : 2025-07-03 09:33:12

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity

| L ice-Rel
Cloud Loader CLB_QCSLinkedRolelnUploadCertificate Service-Related clb.cloud.tencent.com
Balance Roles

CLB_QCSLinkedRolelnUploadCertificate

Use Cases . The current role is the CLB service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

e Policy Name . QcloudAccessForCLBLinkedRoleInSSLCert

» Policy Information :

{

"statement": |

{

"action": [
"ssl:DescribeCertificateDetail”,

"ssl:UploadCertificate"
1,

"effect": "allow",
"resource": [

wxm

]

}

1y

"version": "2.0"

}
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CDN and Acceleration
Content Delivery Network

Last updated : 2025-07-03 09:33:06

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
Service-
CDN CDN_QCSLinkedRolelnRecordListDNSPod Related recordlistdnspod.cdn.cloud.tencent.com
Roles

CDN_QCSLinkedRolelnRecordListDNSPod

Use Cases . The current role is the CDN service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

e Policy Name . QcloudAccessForCDNLinkedRoleInRecordListDNSPod

« Policy Information :

{

"version": "2.0",
"statement": [

{
"action": [
"dnspod:DescribeRecordList",

"dnspod:DescribeDomain"

1,

"resource": "*",
"effect": "allow"
}

]

}
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Global Application Acceleration Platform

Last updated : 2025-07-03 09:33:25

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Role :
Product Role Name Role Entity
Types
Global _
I Service-
Application .
, GAAP_QCSLinkedRolelnCrossBorderCheck Related crossbordercheck.gaap.cloud.tence
Acceleration
Roles
Platform

GAAP_QCSLinkedRolelnCrossBorderCheck

Use Cases . The current role is the GAAP service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

e Policy Name . QcloudAccessForGAAPLinkedRolelnCrossBorderCheck

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

mwxmn

1y

"action": [

"vpc:DescribeCrossBorderCompliance"

]
}
]
}
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Network Security
Tencent Cloud Firewall

Last updated : 2025-07-03 09:33:11

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity

Cloud Service-

Firowall CFW_QCSLinkedRolelnGetiOAaccess Related GetiOAaccess.cfw.cloud.tencent.com
Roles

CFW_QCSLinkedRolelnGetiOAaccess

Use Cases . The current role is the CFW service linked role, which will access or operate your iOA resources within
the scope of the permissions of the associated policy.
Authorization Polices

o Policy Name : QcloudAccessForCFWLinkedRolelnGetiOAaccess

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

L

ioa:CreateConnectorGroup",

"ioa:CreateConnector",

L

ioca:DescribeConnectors",

LU

ioa:DescribeConnectorDownloadUrl",

L

ioca:DeleteConnector",

w2

ioa:DeleteConnectorGroup",

"ioa:DescribeAccountGroups",
"ioa:DescribeAccountGroup",
"ioa:DescribeLocalAccounts",

LI

ioca:DescribelocalAccount",
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"ioa:CreateResourceModule",
"ioa:DeleteResourceModule",
"joa:DescribeResourceModules",
"ioa:CreateBusinessResource",
"ioa:DeleteBusinessResource",
"ioa:ModifyBusinessResource",
"ioa:BindBusinessResourceConnectorGroup",
"ioa:SaveAccountResources",
"ioa:DeleteAccountResources",
"ioa:SaveAccountGroupResources",
"ioa:DeleteAccountGroupResources",
"ioa:DescribeSimpleLocalAccounts",
"ioa:DescribeDeviceInfo",
"ioa:DescribeBusinessResources",
"ioa:ModifyBusinessResourceLevel",
"ioa:DescribeDevicesInfo"

1,

"resource": "*"

}

]

}
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Tencent Cloud EdgeOne

Last updated : 2025-07-03 09:33:45

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity

Types
Tencent Service-
Cloud TEO_QCSLinkedRolelnCertlist Related certlist.teo.cloud.tencent.com
EdgeOne Roles
Tencent Service-
Cloud TEO_QCSLinkedRolelnUpstreamgw Related upstreamgw.teo.cloud.tencent.com
EdgeOne Roles
Tencent Service-
Cloud TEO_QCSLinkedRoleInCAMUserGroup Related camusergroup.teo.cloud.tencent.com
EdgeOne Roles
Tencent Service-
Cloud TEO_QCSLinkedRolelnDnspodaccessEO Related DnspodaccesEO.TEO.cloud.tencent.com
EdgeOne Roles
Tencent Service-
Cloud TEO_QCSLinkedRolelnRealTimeLogCLS Related realtimelogcls.teo.cloud.tencent.com
EdgeOne Roles

TEO_QCSLinkedRolelnCertlist

Use Cases : The current role is the TEO service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

e Policy Name . QcloudAccessForTEOLinkedRolelnCertlist

» Policy Information :

{

"version": "2.0",
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"statement": [
{
"effect": "allow",

"resource": |

L]

1,

"action": [
"ssl:DescribeCertificate",
"ssl:DescribeCertificateDetail”,
"ssl:DescribeCertificates",
"ssl:DownloadCertificate",
"ssl:ModifyCertificateAlias",
"ssl:UploadCertificate"

TEO_QCSLinkedRolelnUpstreamgw

Cloud Access Management

Use Cases : The current role is the teo service linked role, which will access your other service resources within the

scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForTEOLinkedRolelnUpstreamgw
» Policy Information :

{

"statement": [

{

"action": [

"vpc:DescribeVpcs",
"vpc:DescribeSubnets",
"vpc:DescribeDirectConnectGateways"

1,

"effect": "allow",
"resource": [

wxm

]

}

1,

"version": "2.0"

}
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TEO_QCSLinkedRoleInCAMUserGroup

Use Cases : The current role is the TEO service linked role, which will query your user group info configured in CAM
service within the scope of the permissions of the associated policy.
Authorization Polices

e Policy Name . QcloudAccessForTEOLinkedRoleInCAMUserGroup

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cam:GetGroup"

1,

"resource": "*"
}
]
}

TEO_QCSLinkedRolelnDnspodaccessEO

Use Cases : The current role is the TEO service linked role, which will query the status of the domain name you
have connected to the DNSPod product and related resolution records within the scope of the associated policy, and
help you quickly complete the resolution modification in the scenario of one-click resolution modification, which will
accelerate the service switch to EO.

Authorization Polices

» Policy Name : QcloudAccessForteoLinkedRolelnDnspodaccesEO

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
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"action": [

"dnspod:CreateRecord",
"dnspod:ModifyRecordStatus",

"dnspod:DescribeRecordList",

"dnspod:ModifyRecord",

"dnspod:DescribeDomain"

1,

"resource": "*"

}
]
}

TEO_QCSLinkedRolelnReal TimeLogCLS

Cloud Access Management

Use Cases . The current role is the TEO service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name . QcloudAccessForTEORealTimeLogCLS

» Policy Information :

{

"version": "2.0",

"statement": [

{

"action": [

"cls

"cls:

"cls:

"cls

"cls:

"cls
"cls
"cls

"cls

"cls:

"cls
"cls
"cls
"cls
"cls
"cls

I
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:pushLog",

searchLog",

listLogset",

:getLogset",

listTopic",

:getTopic",

:createTopic",
:modifyTopic",
:deleteTopic",

createlogset",

:modifyLogset",
:deletelogset",
:downloadLog",
:getIndex",
:modifyIndex",

:CreateIndex"
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"resource": "*",
"effect": "allow"
}

]

}
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Data Security
Data Security Governance Center

Last updated : 2025-07-03 09:33:22

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity
. Service-
Data Security , , .
DSGC_QCSLinkedRolelnApiSec Related apisec.dsgc.cloud.tencent.com

Governance Center
Roles

DSGC_QCSLinkedRolelnApiSec

Use Cases : The current role is the DSGC service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

o Policy Name : QcloudAccessForDSGCLinkedRolelnApiSec

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cvm:DescribeInstances",
"clb:CreatelLoadBalancer",
"clb:DeletelLoadBalancer",
"clb:CreatelListener",
"clb:DescribelListeners",
"clb:DeletelListener",
"clb:DeleteLoadBalancerListeners",
"clb:RegisterTargets",
"clb:DeregisterTargets",

n

vpc:CreateVpcEndPointService",
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"vpc:DescribeVpcEndPointService",
"vpc:ModifyVpcEndPointServiceAttribute",
"vpc:DeleteVpcEndPointService",
"vpc:CreateVpcEndPointServiceWhiteList",
"vpc:DescribeVpcEndPointServiceWhitelList",
"vpc:DeleteVpcEndPointServiceWhiteList",
"vpc:EnableVpcEndPointConnect",
"vpc:CheckVpcEndPointServiceExist",
"vpc:CreateVpcEndPoint",
"vpc:DescribeVpcEndPoint",
"vpc:ModifyVpcEndPointAttribute",
"vpc:DeleteVpcEndPoint",
"vpc:DeleteVpcEndPointAndServiceAll",
"tat:DescribeAutomationAgentStatus",
"tat :RunCommand",
"tat:Describelnvocations",
"tat:DescribeInvocationTasks"

1y

"resource": "*x"

}

]

}
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Application Security
Web Application Firewall

Last updated : 2025-07-03 09:33:51

Cloud Access Management

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types

cloudWaf WAF_QCSLinkedRolelInCLS Service-Related Roles

cloudWaf WAF_QCSLinkedRolelnAccess Service-Related Roles

cloudWaf WAF_QCSLinkedRolelnCKafka Service-Related Roles

WAF _QCSLinkedRolelnCLS

Role Entity
cls.waf.cloud.tencent.com
access.waf.cloud.tencent.com

ckafka.waf.cloud.tencent.com

Use Cases : The current role is the WAF service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForWAFLinkedRolelInCLS

» Policy Information :

{

"version": "2.0",

"statement": [

{

"action": [

"cls

"cls:

"cls

"

"cls

"cls:

"cls:

"cls
"cls

"cls

cls:

:getLogset",

listLogset",

:getTopic",

listTopic",

:UploadLog",

SearchLog",

searchLog",

:pushLog",
:pulllLogs",
:GetLog",
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"cls:Createlogset",
"cls:createlogset",
"cls:CreateTopic",
"cls:createTopic",
"cls:CreatelIndex",
"cls:ModifyIndex",
"cls:modifyIndex",
"cls:DescribeIndex",
"monitor:GetMonitorData"
1y

"resource": "*",
"effect": "allow"

}

]
}

WAF QCSLinkedRolelnAccess

Cloud Access Management

Use Cases : The current role is the WAF service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

e Policy Name . QcloudAccessForWAFLinkedRolelnAccess

« Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"dnspod:*",

"ssl:*",

Tglllgg =W,
"vpc:DescribeAddress",
"vpc:CreateAddress",
"cvm:DescribeSecurityGroups",
"cvm:CreateSecurityGroupPolicy",

"cvm:CreateSecurityGroup",

"cvm:DescribeSecurityGroupPolicys",

"cvm:DescribeInstances",
"cvm:AssociateSecurityGroups",

"cvm:ModifyInstancesAttribute"
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1,

"resource": [

L]

]
}
]
}

WAF _QCSLinkedRolelInCKafka

Cloud Access Management

Use Cases : The current role is the WAF service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForWAFLinkedRoleInCKafka

» Policy Information :

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"resource": [

"

1,

"action": [
"ckafka:DescribeInstanceAttributes",

"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:

DescribeTopicAttributes",
DescribeUser",
GetInstanceAttributes",

GetTopicAttributes",

:DescribeTopicDetail",

GetInstanceAttributes",
GetTopicAttributes",
DescribelInstances",
DescribelInstancesDetail",
DescribeRoute",
DescribeTopic",
ListRoute",

ListTopic",

"monitor:GetMonitorData"

]
}
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Domains & Websites
SSL Certificate Service

Last updated : 2025-07-03 09:33:39

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name o Role Entity
Types
ssL Service-
. . SSL_QCSLinkedRolelnCertificateWaf Related certificatewaf.ssl.cloud.tence
Certification
Roles
SsL Service-
e SSL_QCSLinkedRolelnCertificateDependence Related certificatedependence.ssl.clc
Certification
Roles
SsL Service-
T SSL_QCSLinkedRolelnReplaceLoadCertificate Related replaceloadcertificate.ssl.clo
Certification
Roles
SsL Service-
. . SSL_QCSLinkedRolelnCertificateCloudMonitor Related certificatecloudmonitor.ssl.cl
Certification
Roles
SsL Service-
S SSL_QCSLinkedRolelnDescribeDeployedResources Related describedeployedresources.
Certification Roles

SSL QCSLinkedRolelnCertificateWaf

Use Cases . The current role is the SSL service linked role, which will access your other service resources within the
scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForSSLLinkedRolelnCertificateWaf

» Policy Information :
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{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"waf:DescribeSpartaProtectionList",
"waf:DescribeSpartaProtectionInfo",
"waf:DescribeUserInstances",
"waf:DescribeUserQPS",
"waf:DescribePeakPoints",
"waf:AddSpartaProtection",
"waf:DeleteSpartaProtection",
"waf:ModifySpartaProtection",
"waf:ModifyProtectionStatus",
"waf:DescribeDomains"

I

"resource": |

L]

SSL_QCSLinkedRolelnCertificateDependence

Use Cases . The current role is the SSL service linked role, which will access your other service resources within the
scope of the permissions of the associated policy.

Authorization Polices

» Policy Name . QcloudAccessForSSLLinkedRolelnCertificateDependence

» Policy Information :

{

"statement": [

{

"action": [
"dnspod:CreateRecord",
"dnspod:DescribeDomain",
"dnspod:CreateDomain",
"dnspod:DescribeRecordList",

"dnspod:DeleteRecord",
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"dnspod:DescribeDomain",
"dnspod:ModifyRecordStatus"

1,

"effect": "allow",
"resource": "*"

}

1y

"version": "2.0"

}

SSL_QCSLinkedRolelnReplaceLoadCertificate

Use Cases . The current role is the SSL service linked role, which will access your other service resources within the
scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForSSLLinkedRoleInReplacelLoadCertificate

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"clb:ReplaceCertForLoadBalancers",
"waf:DescribeCertificatedDomain",
"waf:ModifyCertificatedDomain",
"live:DescribelLiveDomainsByCerts",
"live:ModifyLiveDomainCertBindings",
"antiddos:DescribelL7RulesBySSLCertId",
"antiddos:CreatelL7RuleCerts",
"clb:DescribeloadBalancerListByCertId",
"clb:DescribelLoadBalancers",
"clb:DescribelListeners",
"clb:ModifyListener",
"clb:ModifyDomainAttributes",
"clb:DescribeTaskStatus",
"cos:GetBucketDomain",
"cos:GetBucketDomainCertificate",
"cos:GetService",
"cos:PutBucketDomainCertificate",

"tke:DescribeClusters",
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"tke:
"tke:

AcquireClusterAdminRole",

AcquireEKSClusterAdminRole",

"lighthouse:DescribeSupportHttpsInstances",
"lighthouse:InstallCertificate",

"lighthouse:DescribeInstallCertificateTasks",

"vod:
"vod:
"vod:
"clb:
"teo:
"teo:
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tcb:
"tcb:

"tse:

"tse

"tse:
"cdn:
"cdn:
"tcm:
"tcm:

"tcm:

1,

DescribeVodDomainsByCertIds",
ModifyVodDomainCertBindings",
UpdateCertForVodDomains",
DescribelLoadBalancerCount",
ModifyHostsCertificateByHosts",
DescribeHostsByCertID",
DescribeEnvs",
DescribeCloudBaseGWService",
DescribeHostingDomain",
BindCloudBaseAccessDomain",
CreateHostingDomain",
ModifyCloudBaseAccessDomain",
ModifyHostingDomain",
ModifyCloudNativeAPIGatewayCertificate",

:DescribeCloudNativeAPIGatewayCertificates”,

DescribeCloudNativeAPIGateways",
DescribeCdnDomainsByCerts",
UpdateDomainHttps",
DescribeMeshList",
DescribelIstioGatewayList",

ModifyGatewayCert"

"resource": [

mxn

SSL_QCSLinkedRolelnCertificateCloudMonitor

Cloud Access Management

Use Cases . The current role is the SSL service linked role, which will access your other service resources within the

scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForSSLLinkedRolelnCertificateCloudMonitor

» Policy Information :
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{

"version":

"2.0",

"statement": [

{

"effect":

"allow",

"resource": |

L]

1,

"action":
"monitor:
"monitor:
"monitor:
"monitor:
"monitor:
"monitor:
"monitor:

"monitor:

"monitor

"monitor

"monitor:

"monitor:

]
}
]
}

SSL_QCSLinkedRolelnDescribeDeployedResources

[
CreateAlarmPolicy",
DeleteAlarmPolicy",
DescribeAlarmPolicies",
ModifyAlarmPolicyStatus",
BindingPolicyObject",
UnBindingPolicyObject",
ModifyAlarmPolicyNotice",

CreateAlarmNotice",

:DeleteAlarmNotices",

:ModifyAlarmNotice",

DescribeAlarmNotices",
UnBindingAllPolicyObject"

Cloud Access Management

Use Cases . The current role is the SSL service linked role, which will access your other service resources within the

scope of the permissions of the associated policy.

Authorization Polices

e Policy Name . QcloudAccessForSSLLinkedRolelnDescribeDeployedResources

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"clb:ReplaceCertForLoadBalancers",
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"waf:DescribeCertificatedDomain",
"waf:ModifyCertificatedDomain",
"live:DescribeliveDomainsByCerts",
"live:ModifyLiveDomainCertBindings",
"antiddos:DescribelL7RulesBySSLCertId",
"antiddos:CreateL7RuleCerts",
"clb:DescribelLoadBalancerListByCertId",
"cdn:UpdateDomainsCertificate",
"teo:DescribeHostsByCertID",
"teo:ModifyHostsCertificateByHosts"

1y

"resource": [

Wk
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Private DNS

Last updated : 2025-07-03 09:33:36

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity
Private DNS PrivateDNS_QCSLinkedRolelnPL Service-Related Roles privatedns.cloud.tencent.com

Private DNS PrivateDNS_QCSLinkedRolelnCls Service-Related Roles privatedns.qgcloud.com

PrivateDNS_QCSLinkedRolelnPL

Use Cases . The current role is the privatedns service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.
Authorization Polices

e Policy Name . QcloudAccessForPrivateDNSLinkedRolelnPL

» Policy Information :

{

"statement": [

{

"action": [
"vpc:CreateVpcEndPoint",
"vpc:DeleteVpcEndPoint",
"vpc:CreateVpcEndPointService",

"

vpc:DeleteVpcEndPointService",
"vpc:CreateVpcEndPointServiceWhiteList",
"vpc:DeleteVpcEndPointServiceWhiteList",
"vpc:DescribeVpcEndPointService",
"clb:DescribelLoadBalancers",
"clb:DescribelLoadBalancersDetail",
"clb:Describelisteners",
"clb:DescribeTargets"

1y

"effect": "allow",

"resource": "*x"

}
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1,

"version": "2.0"

}

PrivateDNS_QCSLinkedRoleInCls

Cloud Access Management

Use Cases . The current role is the privatedns service linked role, which will access your other service resources

within the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForPrivateDNSLinkedRoleInCLS

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:DescribeConfigs",
"cls:DescribeDashboards",
"cls:DescribeTopics",
"cls:GetChart",
"cls:GetClsService",
"cls:GetDashboard",
"cls:getCursor",
"cls:getIndex",
"cls:getLogset",
"cls:getTopic",
"cls:searchLog",
"cls:CreateChart",
"cls:CreateDashboard",
"cls:CreatelIndex",
"cls:ModifyDashboard",
"cls:createlLogset",
"cls:createTopic",
"cls:downloadLog",
"cls:pushLog",
"cls:DescribelLogsets",
"cls:ListChart",
"cls:ListDashboard",
"cls:listLogset",

"cls:listTopic",
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"cls:DescribeAgentConfigs"
I

"resource": [

LU ]
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HTTPDNS

Last updated : 2025-07-03 09:33:27

Cloud Access Management

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization

policies of these specific service-linked roles.

Product Role Name

HTTPDNS HTTPDNS_QCSLinkedRoleInClsLog

HTTPDNS HTTPDNS_QCSLinkedRolelnCustomdns

HTTPDNS_ QCSLinkedRolelnClsLog

Role
Types

Service-
Related
Roles

Service-
Related
Roles

Role Entity

httpdnslog.cloud.tencent.com

customdns.httpdns.cloud.tencent.com

Use Cases : This policy is for the HTTPDNS service linked role(HTTPDNS_QCSLinkedRolelnClsLog) to be

associated and used by HTTPDNS to access other cloud service resources.

Authorization Polices

» Policy Name : QcloudAccessForHTTPDNSLinkedRolelnLog

» Policy Information :

{

"statement": [
{

"action": [
"cls:pushLog"
1y

"effect": "allow",
"resource": "*"

}

1,

"version": "2.0"

}
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HTTPDNS_ QCSLinkedRolelnCustomdns

Use Cases . The current role is the HTTPDNS service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.

Authorization Polices

e Policy Name . QcloudAccessForHTTPDNSLinkedRolelnCustomdns

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

mwxmn

1y

"action": [

"scf:GetFunction",
"scf:GetAlias",
"scf:ListFunctions",
"scf:CreateNamespace",
"scf:ListNamespaces",
"scf:InvokeFunction",
"scf:ListVersionByFunction",

"scf:ListAliases"
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Big Data
Elastic MapReduce

Last updated : 2025-07-03 09:33:23

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Role .
Product Role Name Role Entity
Types
. Service-
Elasticsearch , L -
EMR_QCSLinkedRolelnApplicationDataAccess Related applicationdataaccess.emr.clout
MapReduce Roles

EMR_QCSLinkedRolelnApplicationDataAccess

Use Cases . The current role is the EMR service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name . QcloudAccessForEMRLinkedRolelnApplicationDataAccess

« Policy Information :

{

"version": "2.0",
"statement": [

{

"action": [
"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads™",
"cos:GetObject",
"cos:HeadObject",
"cos:0ptionsObject",
"cos:ListParts",
"cos:DeleteObject",
"cos:PostObject",
"cos:PutObject",
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"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:AppendObject",
"cos:HeadBucket",
"cos:RenameObject",
"cos:TruncateObject",
"cos:PutSymlink",
"cos:GetSymlink"

I

"resource": "*",

"effect": "allow"

}

]

t
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Elasticsearch Service

Last updated : 2025-07-03 09:33:24

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Role
Product Role Name Role Entity
Types
. Service-
Elasticsearch )
Service ES_QCSLinkedRolelnAccessCos Related acesscos.es.cloud.tencent.com
Roles
. Service-
Elasticsearch . .
Service ES_QCSLinkedRolelnDatalmport Related dataimport.es.cloud.tencent.com
Roles
) Service-
Elasticsearch )
Service ES_QCSLinkedRolelnLogSyncCls Related logsynccls.es.cloud.tencent.com
Roles
. Service-
Elasticsearch )
Service ES_QCSLinkedRolelnVpcOperate Related vpcoperate.es.cloud.tencent.com
Roles
. Service-
Elasticsearch .
Service ES_QCSLinkedRolelnBeatsCollector Related beatscollector.es.cloud.tencent.com
Roles

ES QCSLinkedRolelnAccessCos

Use Cases . The current role is the ES service linked role, which will access your other service resources within the
scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForEsLinkedRoleInCosAcess

» Policy Information :

{

"statement": [
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{

"action": [

"cos
"cos
"cos
"cos
"cos

"cos

"cos
"cos
"cos
"cos
"cos

"cos

1,

:GetBucket",
:HeadBucket",
:GetObject",
:HeadObject",
:PutObject",
:PostObject",

"cos:

InitiateMultipartUpload",

:ListMultipartUploads",
:ListParts",

:UploadPart",
:CompleteMultipartUpload”,
:DeleteObject",
:DeleteMultipleObjects”

"effect": "allow",

"resource": "*"

}
1,

"version": "2.0"

}

ES_QCSLinkedRolelnDatalmport

Cloud Access Management

Use Cases : The current role is the ES service linked role, which will access your other service resources within the

scope of the permissions of the associated policy

Authorization Polices

» Policy Name : QcloudAccessForESLinkedRolelnDatalmport

« Policy Information :

{

"version": "2.0",

"statement": [

{

"action": |
"ckafka:DescribeInstancesDetail",

"ckafka:DescribeInstances",

"ckafka:CreateTopic",

"ckafka:DescribeTopicDetail",

"ckafka:DescribeTopic",

"ckafka:DescribeRoute",
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"ckafka:CreateDatahubTopic",
"ckafka:DescribeDatahubTopic",
"ckafka:CreateConnectResource",
"ckafka:DescribeConnectResource",
"ckafka:CreateDatahubTask",
"ckafka:DescribeDatahubTask",
"tat :RunCommand",
"tat:DescribeInvocations",
"tat:DescribeAutomationAgentStatus",
"tke:DescribeClusters",
"tke:DescribeClusterReleases",
"tke:CreateClusterRelease",
"tke:UpgradeClusterRelease",
"tke:UninstallClusterRelease",
"tke:CancelClusterRelease",
"ckafka:DeleteDatahubTopic",
"ckafka:DeleteConnectResource",
"ckafka:DeleteDatahubTask",
"ckafka:DeleteDatahubGroup",
"ckafka:ModifyGroupOffsets",
"ckafka:ModifyDatahubResource",
"cvm:DescribeInstances",
"emr:DescribeClusterLogInfo",
"emr:NotifyEmr"

1,

"resource": "*",
"effect": "allow"

}
]
}

ES QCSLinkedRolelnLogSyncCls

Use Cases : The current role is the Elasticsearch Serivce (ES) service linked role, which will access your other
service resources within the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForESLinkedRolelnLogSyncCls

» Policy Information :

{

"statement": [

{
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"action": [

"cls:
"emr:
"emr:
"emr:

"cls:

1,

ModifyTopic",
AddClusterLogsToCls",
RemoveClusterLogsToCls",
DescribeInstances",

RealtimeProducer"

"effect": "allow",
"resource": "*"

}

1,

"version": "2.0"

}

ES_QCSLinkedRolelnVpcOperate

Cloud Access Management

Use Cases : The current role is the ES service linked role, which will access your other service resources within the

scope of the permissions of the associated policy.

Authorization Polices

» Policy Name . QcloudAccessForESLinkedRolelnVpcOperate

» Policy

{

Information

"version": "1.0",

"statement": [

{

"action": [

"vpc:

"vpc:

"

vpc:

"vpc:

"

vpc:

n

vpcC:
"vpc:

n

vpc:

DescribeVpcEx",
DescribeSubnetEx",
CreateCcn",
AttachCcnInstances",
DeleteCcn",
DetachCcnInstances",
DescribeNetworkInterfaces",

CreateNetworkInterface",

:DeleteNetworkInterface",
:DescribeVpcTaskResult",
:CreateVpcEndPoint",
:DescribeVpcEndPoint",
:ModifyVpcEndPointAttribute",
:DeleteVpcEndPoint",

:DisassociateVpcEndPointSecurityGroups",
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"cvm:DescribeSecurityGroups"

I

"resource": "*",
"effect": "allow"
}

]

}

ES QCSLinkedRolelnBeatsCollector

Use Cases : The current role is the ES service linked role, which will access your other service resources within the
scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForESLinkedRolelnBeatsCollector

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"tat :RunCommand",

"tat :DescribeInvocations",
"tat:DescribeAutomationAgentStatus",
"tke:DescribeClusters",
"tke:DescribeClusterReleases",
"tke:CreateClusterRelease",
"tke:UpgradeClusterRelease",
"tke:UninstallClusterRelease",
"tke:CancelClusterRelease",
"cvm:DescribelInstances",
"emr:DescribeClusterLogInfo",
"emr:NotifyEmr"

I

"resource": [

LU ]
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Cloud Data Warehouse

Last updated : 2025-07-03 09:33:08

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
Cloud Data Service-
Warehouse CDWCH_QCSLinkedRoleInCKCOS Related ckcos.cdwch.cloud.tencent.com
ClickHouse Roles
Cloud Data Service-
Warehouse CDWCH_QCSLinkedRolelnCdwchClb Related cdwchclb.cdwch.cloud.tencent.com
ClickHouse Roles
Cloud Data Service-
Warehouse CDWCH_QCSLinkedRoleInCKLOGSHOW Related cklogshow.cdwch.cloud.tencent.com
ClickHouse Roles

CDWCH_QCSLinkedRoleInCKCOS

Use Cases . The current role is the CDWCH service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.
Authorization Polices

o Policy Name : QcloudAccessForCDWCHLinkedRoleInCKCOS

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetBucketACL",

"cos:GetBucketAccelerate",
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"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos:
"cos
"cos
"cos
"cos
"cos
"cos:
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

:GetBucketCORS",
:GetBucketDomain",
:GetBucketEncryption",
:GetBucketIntelligentTiering",
:GetBucketInventory",
:GetBucketLifecycle",
:GetBucketLocation",
:GetBucketLogging",
:GetBucketNotification",
:GetBucketObjectVersions",
:GetBucketOrigin",
:GetBucketPolicy",
:GetBucketReferer",
:GetBucketReplication",
:GetBucketTagging",
:GetBucketVersionAcl",
:GetBucketVersioning",
:GetBucketWebsite",
:GetObject",
:GetObjectACL",
:GetObjectTagging”,
:GetObjectVersionAcl",
:GetService",
:HeadBucket",

HeadObject",

:ListMultipartUploads",
:ListParts",
:OptionsObject",
:AppendObject",
:CompleteMultipartUpload",

InitiateMultipartUpload",

:PostObject”,
:PostObjectRestore",
:PutBucket",
:PutBucketEncryption",
:PutBucketIntelligentTiering",
:PutBucketInventory",
:PutBucketLifecycle",
:PutBucketLogging”,
:PutBucketReplication",
:PutBucketVersioning",
:PutObject",
:PutObjectCopy",
:PutObjectTagging”,
:UploadPart",
:UploadPartCopy",
:DeleteMultipleObjects",
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"cos:DeleteObject",
"cos:GetVodPlayList",
"cos:DeleteObjectTagging”

1,

"resource": [

mxn

CDWCH_QCSLinkedRolelInCdwchClb

Use Cases : The current role is the CAM service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

o Policy Name : QcloudAccessForCDWCHLinkedRoleInCdwchClb

» Policy Information :

{

"version": "2.0",

"statement": [

{

"effect": "allow",
"action": [
"clb:*"

1y

"resource": "*"
s
]
I

CDWCH_QCSLinkedRoleInCKLOGSHOW

Use Cases . The current role is the CDWCH service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.
Authorization Polices

o Policy Name : QcloudAccessForCDWCHLinkedRoleInCKLOGSHOW
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» Policy

{

Information :

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
Talsgg
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
"cls:
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DescribeConfigs",
DescribeIndex",
DescribeMachines",
GetAccount",
DescribeTopics",
GetLog",

SearchLog",
getConfig",
getConsumerGroupCursor",
getCursor",
getIndex",
getLogset",
getMachineGroup",
getMachineStatus",
getShipper",
getTopic",
searchLog",
ShowContext",
ApplyConfigToMachineGroup",
CreateConfig",
CreateIndex",
CreatelLogset",
CreateMachineGroup",
CreateTopic",
DeleteIndex",
DeleteConfig",
DeleteMachineGroup",
ModifyIndex",
ModifyMachineGroup",
createlogset",
createMachineGroup",
createShipper",
createTopic",
modifyIndex",
modifyLogset",
modifyMachineGroup",
modifyShipper",
modifyTopic",

Cloud Access Management
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"cls
"cls
"cls
"cls

"cls

"cls:
"cls:
"cls:
"cls:

"cls:

"cls

"tag:

1,

:pushLog",
:deleteMachineGroup",
:deleteShipper",
:DescribeAgentConfigs",

:Describelogsets",

listLogset",
listMachineGroup",
listShipper",
listTopic",

agentHeartBeat",

:DescribeMachineGroups",

TagResources"

"resource": [

]
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Cloud Data Warehouse for PostgreSQL

Last updated : 2025-07-03 09:33:09

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
Cloud Data Service-
Warehouse CDWPG_QCSLinkedRoleInPGCOS Related pgcos.cdwpg.cloud.tencent.com
PostgreSQL Roles
Cloud Data Service-
Warehouse CDWPG_QCSLinkedRoleInPGKMS Related pgkms.cdwpg.cloud.tencent.com
PostgreSQL Roles

CDWPG_QCSLinkedRolelInPGCOS

Use Cases . The current role is the CDWPG service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.
Authorization Polices

o Policy Name : QcloudAccessForCDWPGLinkedRoleInPGCOS

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetBucketACL",
"cos:GetBucketAccelerate",
"cos:GetBucketCORS",
"cos:GetBucketDomain",

"cos:GetBucketEncryption",
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"cos:GetBucketIntelligentTiering",
"cos:GetBucketInventory",
"cos:GetBucketLifecycle",
"cos:GetBucketLocation",
"cos:GetBucketLogging",
"cos:GetBucketNotification",
"cos:GetBucketObjectVersions",
"cos:GetBucketOrigin",
"cos:GetBucketPolicy",
"cos:GetBucketReferer",
"cos:GetBucketReplication",
"cos:GetBucketTagging",
"cos:GetBucketVersionAcl",
"cos:GetBucketVersioning",
"cos:GetBucketWebsite",
"cos:GetObject",
"cos:GetObjectACL",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:GetObjectTagging",
"cos:GetObjectVersionAcl",
"cos:GetService",
"cos:HeadBucket",
"cos:HeadObject",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:0OptionsObject",
"cos:AppendObject",
"cos:CompleteMultipartUpload"”,
"cos:InitiateMultipartUpload",
"cos:PostObject",
"cos:PostObjectRestore”,
"cos:PutBucket",
"cos:PutBucketEncryption",
"cos:PutBucketIntelligentTiering",
"cos:PutBucketInventory",
"cos:PutBucketLifecycle",
"cos:PutBucketLogging",
"cos:PutBucketReplication",
"cos:PutBucketVersioning",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PutObjectTagging",
"cos:UploadPart",
"cos:UploadPartCopy",
"chdfs:DescribeMountPoint",

"chdfs:DescribeFileSystem",
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"chdfs:DescribeAccessGroups",
"chdfs:DescribeAccessRules",
"chdfs:ModifyFileSystem",
"chdfs:ModifyAccessRules",
"chdfs:CreateAccessGroup",
"chdfs:CreateAccessRules",

"chdfs:AssociateAccessGroups",

"chdfs:DisassociateAccessGroups",

"chdfs:DeleteAccessGroup",
"chdfs:DeleteAccessRules",
"chdfs:DescribeFileSystems",
"chdfs:DescribeMountPoints"

1,

"resource": [

]

CDWPG_QCSLinkedRoleInPGKMS

Cloud Access Management

Use Cases . The current role is the CDWPG service linked role, which will access your other service resources

within the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForCDWPGLinkedRoleInPGKMS

» Policy Information :

{

"version": "2.0",
"statement": [

{

"action": [
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:BindCloudResource",
"kms :UnbindCloudResource"
1y

"resource": "*",

"effect": "allow"

©2013-2025 Tencent Cloud International Pte. Ltd.

Page 123 of 176



&2 Tencent Cloud Cloud Access Management

©2013-2025 Tencent Cloud International Pte. Ltd. Page 124 of 176



@ Tencent Cloud Cloud Access Management

Data Lake Compute

Last updated : 2025-07-03 09:33:20

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
Data Service-
Lake DLC_QCSLinkedRolelnCheckDLCResource Related checkdlcresource.dlc.cloud.tencent.con
Compute Roles

DLC_ QCSLinkedRolelInCheckDLCResource

Use Cases : The current role is the DLC service role, which will access your other service resources within the
scope of the permissions of the associated policy.
Authorization Polices

o Policy Name : QcloudAccessForDLCLinkedRolelInCheckDLCResource
» Policy Information :

{

"version": "2.0",
"statement": |

{

"effect": "allow",
"action": [

"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject*",
"cos:HeadObject",
"cos:GetBucketObjectVersions",
"cos:0ptionsObject",
"cos:ListParts",
"cos:DeleteObject",
"cos:PostObject",

"cos:PostObjectRestore",
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"cos
"cos:
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"

vpcC:

"vpc:

:PutObject*",

InitiateMultipartUpload",

:UploadPart",
:UploadPartCopy",
:CompleteMultipartUpload",
:AbortMultipartUpload",
:DeleteMultipleObjects",
:AppendObject",
:HeadBucket",

DescribeRouteTable",
CreateRoute",
AcceptVpcPeeringConnection",
CreateVpcPeeringConnectionEx",
CreateVpcPeeringConnection",
DeleteVpcPeeringConnection",
DeleteVpcPeeringConnectionEx",
AcceptVpcPeeringConnectionEx",

DescribeVpcPeeringConnections",

"cloudaudit:DescribeEvents",

"cos:
"cos:
"cos:

"cos:

GetBucket*",
PutBucket*",
DeleteBucket*",

RenameObject",

"monitor:GetMonitorData",

"chdfs:DescribeMountPoint",

"chdfs:DescribeFileSystem",

"chdfs:DescribeAccessGroups",

"chdfs:DescribeAccessRules",
"chdfs:ModifyFileSysten",
"chdfs:ModifyAccessRules",

"chdfs:CreateAccessGroup",

"chdfs:CreateAccessRules",

"chdfs:AssociateAccessGroups",

"chdfs:DisassociateAccessGroups",

"chdfs:DeleteAccessGroup",

"chdfs:DeleteAccessRules",

"vpc:

"vpc:

DescribeAssistantCidr",

DescribeVpcEx",

"chdfs:DescribeMountPoints",

"oceanus:DescribeWorkSpaces",

"oceanus:DescribeClusters",

"oceanus:DescribeCHDFSAccessGroups",

"oceanus:CreateCHDFSAccessGroup",

"vpc:
"vpc:
"vpc:

VE@E &

DescribeVpcEndPoint",
CreateVpcEndPoint",
DeleteVpcEndPoint",

CreateServiceAccount",
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"tcr:DeleteServiceAccount",
"tcr:DescribeServiceAccounts",
"tcr:CreateMultipleSecurityPolicy",
"tcr:DescribeSecurityPolicies",
"tcr:DescribeRepositories™",
"tcr:DescribeExternalEndpointStatus",
"tcr:ManageExternalEndpoint",
"tccatalog:DescribeTccCatalog",
"tccatalog:DescribeTccCatalogs",
"tccatalog:BindTccVpcEndPointServiceWhiteList",
"tccatalog:AcceptTccVpcEndPointConnect",
"tccatalog:DescribeTccVipInternal",
"ssm:GetSecretValue"

I

"resource": "*"

}

]

}
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Middleware
Message Queue CKafka

Last updated : 2025-07-03 09:33:52

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity

CKafka cosCkafka_QCSRole Service Role ckafka.gcloud.com

cosCkafka_ QCSRole

Use Cases -

Authorization Polices

o Policy Name : QcloudCOSAccessForCkafkaRole

» Policy Information :

{

"version": "2.0",
"statement": [

{

"action": [
"cos:PutObject",
"cos:GetObject",
"cos:DeleteObject",
"cos:ListParts",
"cos:UploadPart"
1,

"resource": "*",
"effect": "allow"
}

]

}
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TDMQ for RabbitMQ

Last updated : 2025-07-03 09:33:47

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity
RabbitM ice-

abbitMQ RabbitMQ_QCSLinkedRolelnCLBTrigger ¢ trabbit.cloud.tencent.com
Serverless Related Roles

RabbitMQ_QCSLinkedRolelnCLBTrigger

Use Cases . The current role is related to the RabbitMQ service in the message queue, which will access other
cloud service resources within the scope of the associated policy permissions.
Authorization Polices

e Policy Name . QcloudAccessForRabbitMQLinkedRoleInCLBTrigger

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"clb:DescribeTargets",
"clb:DescribeTaskStatus",
"clb:BatchDeregisterTargets",
"clb:ModifyListener",
"clb:DeregisterTargets",
"clb:RegisterTargets",
"clb:BatchRegisterTargets",
"clb:DeletelListener",
"clb:Describelisteners",
"clb:CreatelListener",
"clb:ModifyLBOperateProtect",
"clb:ModifyLoadBalancerAttributes",

"clb:DescribelLoadBalancers",
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"clb:CreatelLoadBalancer",

"clb:DeletelLoadBalancezr"

1,

"resource": "*"

|

{

"effect": "allow",
"action": "finance:trade",
"resource": "gcs::clb:::x"
}

]

s
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TDMQ for RocketMQ

Last updated : 2025-07-03 09:33:48

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
Service-
RocketMQ RocketMQ_QCSLinkedRolelnSendSSLcertificate Related sendSSLcertificate.rocketmq.clol
Roles

RocketMQ_ QCSLinkedRolelInSendSSLcertificate

Use Cases . This role is to obtain the the SSL certificate maintained in Tencent Cloud and distributing it to the server
of the message queue. The current role is the CAM service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForRocketMQLinkedRoleInSendSSLcertificate

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"ssl:DescribeCertificateDetail",
"ssl:DescribeCertificates",
"ssl:UploadCertificate"

1,

"resource": "*"
s
]
}
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Interactive Video Services
Tencent Real-Time Communication

Last updated : 2025-07-03 09:33:49

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
Tencent Real- Service-
Time TRTC_QCSLinkedRoleInCOSAccess Related cosaccess.trtc.cloud.tencent.con
Communication Roles
Tencent Real- Service-
Time TRTC_QCSLinkedRolelntricCloudRecording Related triccloudrecording.trtc.cloud.tenc
Communication Roles

TRTC_QCSLinkedRoleInCOSAccess

Use Cases . TRTC Access for cos
Authorization Polices

» Policy Name . QcloudAccessForTRTCLinkedRoleInCOSAccess

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cos:DeleteBucket",
"cos:PutBucket",
"cos:GetBucket",
"cos:PutObjectCopy",
"cos:DeleteObject",

"

cos:PostObject",
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"cos
"cos
"cos
"cos
"cos

1,

:PutObject",
:GetBucketOrigin",
:GetObject",
:DeleteBucketOrigin",
:AppendObject"

"resource": "*"

}
]
}

TRTC_QCSLinkedRolelntricCloudRecording

Cloud Access Management

Use Cases : The current role is the TRTC service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForTRTCLinkedRoleInCloudRecording

» Policy Information :

{

"version": "2.0",

"statement": [

{

"action": [

"

cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

"cos

"cos:

"cos
"cos
"cos
"cos
"cos

I
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:GetService",
:GetBucket",
:ListMultipartUploads",
:GetObject",
:HeadObject",
:GetBucketObjectVersions",
:OptionsObject",
:ListParts",
:PostObject",
:PostObjectRestore",
:PutObject",

InitiateMultipartUpload",

:UploadPart",
:UploadPartCopy",
:CompleteMultipartUpload",
:AbortMultipartUpload",
:AppendObject"
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"resource": "*",
"effect": "allow"
}

]

}
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Low-code Interactive Classroom

Last updated : 2025-07-03 09:33:29

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity
Low-code interactive LCIC_QCSLinkedRoleInTransfer Service- transfer.lcic.cloud.tencent.com
classroom Related Roles

LCIC_QCSLinkedRolelnTransfer

Use Cases . The current role can access VOD service from the LCIC console, with access, read, and write
operations.

Authorization Polices

» Policy Name . QcloudAccessForLCICLinkedRolelnTransfers

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"vod:DescribeSubAppIds",
"vod:DescribeSubAppId",
"vod:DescribeSubAppCountData",
"vod:DescribeSubAppIdsForConsole",
"vod:CommitUpload",
"vod:ApplyUpload",
"vod:EditMedia",

"vod:PullUpload",
"vod:ProcessMedia",
"vod:DescribeTaskDetail"

I

"resource": "*"

}
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Media On-Demand
Video on Demand

Last updated : 2025-07-03 09:33:49

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types

Service-
VOD VOD_LogToCLS Related logtocls.vod.cloud.tencent.com
Roles

Service-
VOD VOD_QCSLinkedRolelnHosting Related coshosting.vod.cloud.tencent.com
Roles

Service-
VOD VOD_QCSLinkedRoleln_EOacceleration Related eoacceleration.vod.cloud.tencent.con
Roles

Service-
VOD VOD_QCSLinkedRolelInManageSSLCertificates Related managesslcertificates.vod.cloud.tenct
Roles

VOD_ LogToCLS

Use Cases : The current role is the VOD service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

e Policy Name : QcloudAccessForVODLogToCLS

» Policy Information :

{

"version": "2.0",

"statement": [
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{

"action": [

"cls

"cls:

"cls

"cls:

"cls

Talss

"cls

"cls

"cls:

"cls
"cls
"cls
"cls

"cls

1,

:pushLog",

listLogset",

:getLogset",

listTopic",

:getTopic",

createTopic",

:modifyTopic",
:deleteTopic",

createlogset",

:modifyLogset",
:deletelogset",
:getIndex",
:modifyIndex",

:CreateIndex"

"resource": "*",

"effect": "allow"

}
]
}

VOD_QCSLinkedRolelnHosting

Cloud Access Management

Use Cases : The current role is the VOD service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForVODLinkedRolelnHosting

« Policy Information :

{

"version": "2.0",

"statement": [

{

"action": |

"cos
"cos
"cos
"cos
"cos

"cos

©2013-2025 Tencent Cloud International Pte. Ltd.

:GetService",

:GetBucket",

:HeadBucket",
:GetBucketObjectVersions",
:PutObject",
:PutObjectCopy",
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"cos:PostObject",
"cos:GetObject",
"cos:HeadObject",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:0OptionsObject",
"cos:PostObjectRestore",
"cos:PutObjectACL",
"cos:GetObjectACL",
"cos:PutObjectTagging",
"cos:GetObjectTagging",
"cos:DeleteObjectTagging",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts"

1y

"resource": "*",

"effect": "allow"

}

]

}

VOD_QCSLinkedRoleln_EOacceleration

Use Cases . The current role is the VOD service role, which will access your other service resources within the
scope of the permissions of the associated policy.
Authorization Polices

e Policy Name . QcloudAccessForVODLinkedRoleInEOacceleration

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"teo:DescribeHostsSetting",

"teo:DescribeRules",
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"teo

"teo:
"teo:
"teo:
"teo:
"teo:
"teo:
"teo:
"teo:

"teo:

1,

:DescribeRulesSetting",

DescribeRulesEngine",
CreateAccelerationDomain",
DescribeAccelerationDomains",

ModifyAccelerationDomain",

ModifyAccelerationDomainStatuses",

DescribeZones",
ModifyRule",
DescribeZoneSetting",

CreateRule"

"resource": "*"

}
]
}

VOD_QCSLinkedRolelInManageSSL Certificates

Cloud Access Management

Use Cases : The current role is the VOD service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForVODLinkedRoleInManageSSL Certificates

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

"o

1y

"action": [
"ssl:UploadCertificate",

"ssl:

"ssl:

]
}
]
}

DescribeCertificates",

DescribeCertificateDetail"
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Cloud Real-time Rendering
Cloud Application Rendering

Last updated : 2025-07-03 09:33:05

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
Cloud Service-
Application CAR_QCSLinkedRoleInCloudStorage Related cloudstorage.car.cloud.tencent.com
Rendering Roles

CAR_QCSLinkedRoleInCloudStorage

Use Cases . The current role is the CAR service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name . QcloudAccessForCARLinkedRolelnCloudStorage

» Policy Information :

{

"statement": [

{

"action": [

"cos:PutObject",
"cos:InitiateMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:UploadPart",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:HeadObject",
"cos:GetObject"

1y

"effect": "allow",
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"resource": "*"
}
1,
"version": "2.0"

}

©2013-2025 Tencent Cloud International Pte. Ltd. Page 142 of 176



@ Tencent Cloud Cloud Access Management

Game Services
Game Multimedia Engine

Last updated : 2025-07-03 09:33:26

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Product Role Name Role Types Role Entity

Game Service-

Multimedia GME_QCSLinkedRolelInGameMedia Related gamemedia.gme.cloud.tencent.com
Engine Roles

GME_QCSLinkedRoleInGameMedia

Use Cases : The current role is the GME service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForGMELinkedRoleInGameMedia

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

nam

]I

"action": [

"cos:HeadBucket",
"cos:GetBucket",
"cos:HeadObject",
"cos:GetObject",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:DeleteObject",
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"cos:DeleteMultipleObjects",
"cos:RenameObject",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:GetService",

"cos:PutBucket"
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Cloud Resource Management
Tencent Cloud Infrastructure as Code

Last updated : 2024-11-26 10:00:50

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Role
Product Role Name Role Entity
Types
Tencent .
Cloud Service-
TIC_QCSLinkedRolelnInfrastructureAsCode Related infrastructureascode.tic.cloud.tence
Infrastructure
Roles
as Code

TIC _QCSLinkedRolelnInfrastructureAsCode

Use Cases : The current role is the TIC service role, this role is used to authorize TIC to orchestrate CVM, VPC,
COS and other service resources, without the need for user escrow keys, and the operation is more efficient and safe.

Authorization Polices

o Policy Name : QcloudAccessForTICRolelninfrastructureAsCode

» Policy Information :

{

"version": "2.0",
"statement": [
{

"action": [
"CVI‘(’[!*",
"vpc:*",
Tgllpg ®T
UaggwW,
"cmgtopic:*",
"cmgqueue: *",
eesg W,
Vg@itg®T,

"tag: *u,
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"monitor:*",
V@iEgg =Y,
YegoggwW,
"ckafka:*",
"apigw:*",
"Cdb:*",
"mongodb:*",
"redis:*",
"cynosdb:*",
"dedb:*",
"tcaplusdb:*",
Weelmg =W,
"gaap:*",
"es:*",
"gme:*",
"sms:*",
Vggll g =W
"cam:*",
"bgpip:*",
"Waf:*",
"finance:*",
"cloudaudit:*",
"sglserver:*",
"postgres:*",
"vod:*",

elgg =",
"sls:*",

Ueerg W,
"ecdn:*",
"kms:*"

1,

"resource": "*",
"effect": "allow"
}

]

}
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Tencent Smart Advisor

Last updated : 2025-07-03 09:33:00

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
Tencent Service-
Cloud Advisor_QCSLinkedRoleIlnCloudDiagnosis Related cd.advisor.cloud.tencent.com
Advisor Roles
Tencent Service-
Cloud Advisor_QCSLinkedRolelnBusinessContinuity Related businesscontinuity.advisor.cloud.tencer
Advisor Roles

Advisor_QCSLinkedRolelnCloudDiagnosis

Use Cases . This strategy is associated with the Tencent Cloud Advisor service role
(Advisor_QCSLinkedRolelnCloudDiagnosis) for cloud diagnostics, enabling read access to the configurations of cloud
services.

Authorization Polices

» Policy Name : QcloudAccessForAdvisorLinkedRolelnCloudDiagnosis

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": |

"live:Describe*",
"cos:List*",
"cos:Get*",
"cos:Head*",
"cos:0OptionsObject",

"monitor:Describe*",
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"monitor:Get*",

"monitor:Export*",

"dnspod:Describe*",

"dbbrain:

"dbbrain:DescribeDBDiagEvent",

"dbbrain:

"dbbrain:DescribeSlowLogs",

"emr:
"emr:
"emr:
"emr:
"emr:
"emr:
"emr:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:

"cdn:

"

"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:
"cdn:

"cdn:

1,

cdn:

Describe*",

Inquiry*",

Check~*",

List*",

Describle*",

Inquire*",
Synchronize*",
DescribeIpStatus",
DescribeCertDomains",
DescribeCdnIp",
DescribeImageConfig",
DescribeDomainsConfig",
DescribeDomains",
DescribePushQuota",
DescribePurgeQuota",
DescribeUrlViolations",
DescribeBillingData",
DescribeDistrictIspData",
ListTopData",
DescribeTopData”,
DescribeReportData",
DescribeOriginData",
DescribelIpVisit",

DescribeCdnData"

"resource": "*"

}
]
}

Advisor_QCSLinkedRolelnBusinessContinuity

DescribeDBDiagEvents",

DescribeSlowLogTopSgls",

Cloud Access Management

Use Cases . The current role is the Advisor service role, this role is used to Advisor to access CVM, VPC, COS and

other service resources, without the need for user escrow keys, and the operation is more efficient and safe.

Authorization Polices

e Policy Name . QcloudAccessForAdvisorLinkedRolelnBusinessContinuity
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» Policy Information :

{

"version": "2.0",
"statement": [

{

"action": [
"cvm:Describe*",
"cvm:Inquiry*",
"vpc:Describe*",
"vpc:Inquiry*",
"vpc:Get*",
"monitor:Describe*",
"monitor:Get*",
"cam:ListUsersForGroup",
"cam:ListGroups",
"cam:GetGroup",
"clb:Describe*",
"cos:List*",

"cos:Get*",

"cos:Head*",
"cos:0OptionsObject",
"cdb:Describe*",
"mongodb:Describe*",
"redis:Describe*",
"redis:Get*",
"redis:Inquiry*",
"es:Describe*",
"emr:Describe*",
"emr:Inquiry*",

"emr :Check*",
"emr:List*",
"emr:Describle*",
"cloudaudit :LookUpEvents",
"cdn:Describe*",
"cdn:Get*",

"cdn:List*",
"ssl:Describe*",
"tag:Get*",
"ckafka:Get*",
"ckafka:List*",
"ckafka:Describe*",
"tdmg:Describe*",
"scf:Get*",

"scf:List*",

"cam:GetRole",
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"cam:ListAttachedRolePolicies",
"cls:getLogset",
"cls:getTopic",
"cls:1listTopic",
"apigw:Describe*",
"cmgtopic:GetTopicAttributes",
"cmgtopic:GetSubscriptionAttributes”,
"tsf:Describe*",

"tsf:Get*",

"tsf:List*",

"tsf:Search*",

"tsf:Find*",
"tsf:ImageUserIsExists",
"tsf:ImageGetRepositoryList",
"tsf:DscribeTasks",
"tbase:Describe*",
"tdach:Describe*",
"tdapg:Describe*",
"dcdb:Describe*",
"tke:Describe*",
"live:Describe*",
"im:Describe*",
"im:CheckIfIMNewUser",
"cfw:Describe*",
"waf:WafGet*",

"waf :WAFGetUserInfo",
"waf:WafDownloadAlerts",
"waf:WafPackagePrice",
"waf:WafAreaBanGetAreas",
"waf:WafFreqgGetRuleList",
"waf:WafAntiFakeGetUrl",
"waf:WafInterface",
"waf:WafClsOverview",
"waf:QueryFlows",
"waf:WafDownloadRecords",
"waf:WafDownloadlogs",
"waf:WafSearchLogs",
"waf:WafDNSdetectGet*",
"waf:BotGet*",

"waf:Get*",

"waf:Search*",
"waf:BotV2Get*",
"wss:CertGetList",
"waf:Describe*",
"tag:DescribeResourceTagsByResourcelIds",
"mariadb:Describe*",

"antiddos:Describe*",
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"cam:Des

cribeSafeAuthFlagColl",

"cam:ListUsers",

"cam:Des

"ccs:Des

cribeSubAccounts",

cribeCluster",

"sms:SmsPackagesStatistics",

"domain:
"sms:Cal
"sms:Sen
"dc:Desc
"dc:Desc
"trtc:De
"trtc:Ge
"trtc:Sh
"trtc:Sh

*n,
lbackStatusStatistics",
dStatusStatistics",
ribeDirectConnects",
ribeDirectConnectTunnels",
scribe*",

t*",

owRoomList",

owUserList",

"trtc:RemindBalance",

"trtc:Ha

"memcach

"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:

"dnspod:
"dnspod:
"dnspod:
"dnspod:
"dnspod:
"dnspod:
"dnspod:
"dnspod:
"dnspod:
"dnspod:
"vod:Des

"vod:Des

"vod:DescribeDefaultDistributionConfig",

"vod:Des
"cwp:Des
"cfs:Des
"cfs:Des

"cfs:Des

rdDescribeMixConf",
ed:DescribelInstances",
DescribeClusterDetail",
DescribeRollbackTimeValidity",
DescribeRollbackTimeRange",
DescribeInstanceSpecs",
DescribeInstances",
DescribeInstanceDetail",
DescribeDBSecurityGroups",
DescribeClusters",
DescribeClusterInstanceGrps",
DescribeBackupList",
DescribeBackupConfig",
DescribeAccounts",
DescribeDomain",
DescribeDomainList",
DescribeDomainLogList",
DescribeDomainPurview",
DescribeDomainShareInfo",
DescribeRecord",
DescribeRecordLineList",
DescribeRecordList",
DescribeRecordType",
DescribeUserDetail",
cribeCDNStatDetails™",
cribeSubAppIds",

cribeVodDomains",
cribeVulList",
cribeCfsFileSystems",
cribeAutoSnapshotPolicies",

cribeCfsSnapshots",
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"sms:DescribeAppList",
"sms:DescribeVerificationCodeStatistic",
"sms:DescribeAntiBrushThreshold",
"tke:CreateInstantInspectJob",
"tke:DescribeInstantInspectTask",
"cloudaudit:DescribeEvents",
"clb:DescribeQuota",
"cdb:QueryCDBProxy",
"clb:DescribeClusterResources",
"ssl:DescribeCertificateBindResources",
"monitor:GetIntegrationProductList",
"monitor:DescribeOneClickAlarmConfigs",
"monitor:DescribeAlarmPolicies",
"antiddos:DescribelistProtocolBlockConfig",
"cloudhsm:DescribeVsms",
"kms:GetServiceStatus",
"as:DescribeAutoScalingInstances",
"billing:DescribeCostSummaryByProduct",
"finance:DescribeBillSummaryByProduct",
"tke:ListClusterInspectionResultsItems",
"tke:ListClusterInspectionResults",
"dnspod:DescribeSnapshotConfig",
"dnspod:DescribeDomainFilterList",
"dc:DoDcHealthInspection",
"teo:DescribeDefaultCertificates",
"teo:DescribeHostsSetting",
"teo:DescribeRules",
"teo:DescribeZones",
"csip:DescribeRiskCenterAssetViewVULRiskList",
"csip:DescribeRiskCenterAssetViewPortRiskList",
"csip:DescribePublicIpAssets",
"csip:DescribeDomainAssets",
"csip:DescribeCVMAssets",
"csip:DescribeClusterPodAssets",
"csip:DescribeDbAssets",
"lighthouse:DescribelInstances",
"dbbrain:DescribeDBDiagEvent",
"dbbrain:DescribeDBDiagEvents",
"live:CheckLiveHostBackupOriginSite",
"tse:DescribeCloudNativeAPIGateways",
"tse:DescribeSREInstances",
"dbbrain:DescribeSglFilters",
"postgres:DescribeDBInstanceAttribute",
"postgres:DescribeDBInstances",
"postgres:DescribeZones",
"tdmg:DescribeRocketMQCluster",

"ckafka:DescribeInstanceAttributes",
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"teo:DescribeSecurityPolicy",
"teo:DescribeDDoSPolicy",
"gaap:DescribeProxies",
"teo:DescribeZoneDDoSPolicy",
"tdmg:DescribeRabbitMQVipInstances",
"tcb:DescribeBillingInfo",
"tcb:DescribeQuotaData",
"tcb:DescribeBaasPackagelList",
"vod:DescribeTranscodeTemplates",
"cam:MonitorGetProject",
"monitor:GetProjectsList",
"redis:DescribelInstances",
"ckafka:DescribeTopicDetail",
"ckafka:DescribelInstancesDetail",
"tcb:DescribeEnvs",
"tsf:DescribeGroupAttribute",
"tsf:DescribeContainerGroups",
"tsf:DescribeGroups",
"tsf:DescribeApplications",
"vpc:DescribeCcns",
"vpc:DescribeCcnAttachedInstances",
"vpc:GetCcnRegionBandwidthLimits",
"mariadb:DescribeDBInstanceDetail",
"dcdb:DescribeDCDBInstanceDetail",
"sglserver:DescribeDBInstances",
"cdb:DescribeRoGroups",
"tdmg:DescribeRocketMQClusters",
"tdmg:DescribeRocketMQONamespaces",
"tdmg:DescribeRocketMQTopics",
"tdmg:DescribeRocketMQGroups",
"trocket:DescribeInstancelList",
"trocket:DescribeTopicList",
"trocket:DescribeConsumerGroupList",
"cos:HeadBucket",
"es:SmartAdvisorManage",
"finance:DescribeDosageCosDetailByDate",
"cynosdb:Describe*",

"teo:Describe*",

"cetcd:Describe*",
"as:DescribeAutoScalingGroups",
"organization:DescribeOrganization”,
"organization:DescribeOrganizationMembers",
"apm:DescribeApmInstances",
"apm:DescribeTagValues",
"apm:DescribeMetricRecords",
"apm:DescribeServiceNodes",

"apm:DescribeServiceOverview",
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"keewidb:Describe*",
"trocket:DescribeFusionInstancelList",
"oceanus:DescribeJobs",
"oceanus:DescribeWorkSpaces",
"oceanus:DescribeClusters",
"cwp:Describe*",

"csip:Describe*",
"es:SmartAdvisor*",
"cdwdoris:Describe*",
"cdwch:Describe*",
"postgres:DescribeReadOnlyGroups",
"bh:Describe*",

"cdc:Describe*",

"cdz:Describe*",

"chc:Describe*",

"gaap:Describe*"

1,

"resource": "*",
"effect": "allow"
I

{

"action": [

"tke:AcquireClusterKubeConfigForProduct"

1,

"effect": "allow",

"resource": [

"qcs::tke::*:cluster\/*",
"gcs::itke::*:k8s\/*\/pods\/*\/get",
"gcs::itke::*:k8s\/*\/namespaces\/*\/get",
"gcs::itke::*:k8s\/*\/namespaces\/*\/1list",
"gcs::tke::*:k8s\/*\/ingresses\/*\/get",
"gcs::itke::*:k8s\/*\/ingresses\/*\/1list",
"gcs::itke::*:k8s\/*\/services\/*\/get",
"gcs:itke::*:k8s\/*\/services\/*\/list",
"gcs::itke::*:k8s\/*\/deployments\/*\/get",
"gcs::itke::*:k8s\/*\/deployments\/*\/1list",
"gcs::itke::*:k8s\/*\/daemonsets\/*\/get",
"gcs::tke::*:k8s\/*\/daemonsets\/*\/list",
"gcs::itke::*:k8s\/*\/statefulsets\/*\/get",
"gcs::itke::*:k8s\/*\/statefulsets\/*\/list"
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Tencent Cloud Mini Program Platform

Last updated : 2025-07-03 09:33:42

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Role

Product Role Name Role Entity
Types
Tencent
Cloud Service-
Super App TCMPP_QCSLinkedRoleInCOSAccess Related cosaccess.tcmpp.cloud.tencent.com
asa Roles
Service
Tencent
Cloud Service-
Super App TCMPP_QCSLinkedRolelnUserManage Related usermanage.tcmpp.cloud.tencent.com
asa Roles
Service

TCMPP_QCSLinkedRoleInCOSAccess

Use Cases . The current role is the TCMPP service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.
Authorization Polices

» Policy Name . QcloudAccessForTCMPPLinkedRolelInCOSAccess

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetObject",
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"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

"cos:

"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

1,

:HeadBucket",
:HeadObject",
:ListMultipartUploads",
:ListParts",
:OptionsObject",
:CompleteMultipartUpload”,
:DeleteBucket",
:DeleteMultipleObjects",
:DeleteObject",

InitiateMultipartUpload",

:PostBucketInventory",
:PostObject",
:PutBucket",
:PutObject",
:PutObjectCopy",
:UploadPart",
:UploadPartCopy",
:PutBucketCORS",
:GetBucket CORS",
:DeleteBucketCORS",
:PutBucketAccelerate",

:GetBucketAccelerate"

"resource": "*"

}
]
}

TCMPP_QCSLinkedRolelnUserManage

Cloud Access Management

Use Cases . The current role is the TCMPP service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

e Policy Name . QcloudAccessForTCMPPLinkedRolelnUserManage

» Policy Information :

{

"statement": [

{

"action": [

"cam:ListUsers"

I
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"effect": "allow",
"resource": [

nxm

]

I3

]I

"version": "2.0"

}
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Management and Audit Tools
Cloud Access Management

Last updated : 2025-07-03 09:33:03

Cloud Access Management

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization

policies of these specific service-linked roles.

Product Role Name

Cloud Access
Management

Cloud Access
Management

Cloud Access

CAM_QCSRole
Management

CAM_QCSLinkedRolelnEkslog

CAM_QCSLinkedRolelnEkslog

CAM_QCSLinkedRolelnEkslog002

Role Types Role Entity

Service-

Related ekslog.cam.cloud.tencent.com
Roles

Service-

Related ckmlog.cam.cloud.tencent.com
Roles

Service Role cam.cloud.tencent.com

Use Cases . The current role is the CAM service linked role, which will access your other service resources within

the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForCAMLinkedRolelnEkslog

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"vpc:CreateAddress",
"sts:ListAccessKeys",

"sts:UpdateAccessKey",
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"sts:DeleteAccessKey",

"

cam:ListAccessKeys",
"cam:ListUsers",

"cam:GetUser"

Ir

"resource": "*"

}
]
}

CAM_QCSLinkedRolelnEkslog002

Use Cases . The current role is the CAM service linked role, which will access your other service resources within
the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForCAMLinkedRolelnEkslog002

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"kms:CreateKey",
"clb:DescribeTaskStatus",
"vpc:CreateAddress"

1y

"resource": "*"

}

]

}

CAM_QCSRole

Use Cases . The current role is the CAM service role, which will access your other service resources within the
scope of the permissions of the associated policy.
Authorization Polices
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e Policy Name . QcloudAccessForCAM_QCSRole

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cloudaudit :LookupEvents"

I
"resource": "*"
}
]
}
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Tencent Cloud Organization

Last updated : 2025-07-03 09:33:35

Cloud Access Management

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization

policies of these specific service-linked roles.

Product Role Name
Tencent
Cloud Orgnization_QCSLinkedRolelnCIC

Organization

Tencent

Cloud Organization_QCSLinkedRolelnDefaultMng

Organization

Tencent

Cloud Orgnization_QCSLinkedRolelnServiceControl

Organization

Orgnization_QCSLinkedRolelnCIC

Role

Role Entity
Types

Service-
Related cic.organization.cloud.tencent.com
Roles

Service-
Related defaultmng.organization.cloud.tenc
Roles

Service-
Related servicecontrol.orgnization.cloud.ter
Roles

Use Cases . The current role is the Organization service linked role, which will access your other service resources

within the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForOrganizationLinkedRoleInCIC

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cam:AttachRolesPolicy",
"cam:GetRole",
"cam:CreateRole",

"cam:DeleteRole",
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"cam:CreatePolicy",
"cam:DeletePolicy",
"cam:UpdatePolicy",
"cam:GetPolicy",
"cam:ListPolicies",
"cam:CreateSAMLProvider",
"cam:DeleteSAMLProvider",
"cam:UpdateSAMLProvider",
"cam:AddUser",

"cam:DeleteUser",
"cam:UpdateUser",
"cam:CreateSubAccounts",
"cam:DeleteUser",
"organization:DescribeOrganization",
"organization:CreateOrgMemberProductServiceRole",
"cam:AttachRolePolicies",
"cam:DetachRolePolicies",
"cam:DescribeCICUserSAMLConfig",
"cam:AddSubAccount",
"cam:GetUser",
"cam:UpdateSubAccountType",
"cam:CheckSubAccountName",
cam:GetSAMLProvider",
"cam:CreateCICUserSAMLConfig",

"

"

cam:ListAttachedRolePolicies",
"organization:DescribeOrganizationMembers",
"cam:DeleteApiKey"

I

"resource": "*"

}
]
}

Organization_QCSLinkedRolelnDefaultMng

Use Cases . The current role is the Organization service linked role, which will access your other service resources
within the scope of the permissions of the associated policy.

Authorization Polices

» Policy Name : QcloudAccessForOrganizationLinkedRolelnDefaultMng

» Policy Information :
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{

"version": "2.0",

"statement": [

{

"action": [

"finance:DescribeBillSummaryByProduct"

"cam:GetAccount Summary",

"intlpartnersmgt:DescribeBillSummaryByProduct"

1,

"resource": "*",
"effect": "allow"
}

]

}

Orgnization_QCSLinkedRolelnServiceControl

Cloud Access Management

Use Cases . The current role is the Orgnization service linked role, which will access your other service resources

within the scope of the permissions of the associated policy.

Authorization Polices

o Policy Name : QcloudAccessForOrganizationLinkedRolelnServiceControl

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

nwxm

]I

"action": [

"cam:CreateServiceLinkedRole",
"cam:DeleteServiceLinkedRole",
"cam:GetRole",
"cam:CreateRole",
"cam:AttachRolePolicy",
"cam:DeleteRole"

]

}
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Developer Tools
CloudApp

Last updated : 2025-07-03 09:33:13

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol

Product Role Name oe Role Entity
Types

Cloud Service-

Application CLOUDAPP_QCSLinkedRolelnDeployResource Related deployresource.cloudapp.cloud.te
Roles

CLOUDAPP_QCSLinkedRolelnDeployResource

Use Cases : The current role is the Cloudappservice linked role, which will access your other service resources
within the scope of the permissions of the associated policy.
Authorization Polices

« Policy Name . QcloudAccessForCLOUDAPPRolelnDeployResource

« Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": "*",
"action": [

"vpc:CreateVpc",

"vpc:CreateAssistantCidr",

"vpc:DeletevVpc",
"vpc:DescribeVpcEx",
"vpc:CreateSubnet",
"vpc:DescribeSubnetEx",
"vpc:ModifySubnetAttribute",

"

vpc:ReplaceRouteTableAssociation",
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"vpc:DeleteSubnet",
"cdb:CreateDBInstanceHour",
"cdb:IsolateDBInstance",
"cdb:0fflineIsolatedInstances",
"cdb:DescribeDBInstances",
"cos:PutBucket",
"cos:PutBucketACL",
"cos:GetBucket",
"cos:GetBucketACL",
"cos:DeleteBucket",
"cos:HeadBucket",
"cos:PutBucketCORS",
"cos:GetBucketCORS",
"cos:GetBucketWebsite",
"cvm:DescribeInstances",
"cvm:DescribeInstancesStatus",
"cvm:DescribeInstances",
"cvm:TerminateInstances",
"cvm:RunInstances",
"cvm:TerminateDisks",
"cvm:DescribeCbsStorages",
"cvm:CreateCbsStorages",
"cvm:AttachDisks",
"cvm:DetachCbsStorages",
"cvm:CreateSecurityGroup",

"cvm:DescribeSecurityGroups",

"cvm:DescribeSecurityGroupAssociateInstances",

"cvm:DeleteSecurityGroup",
"cvm:DescribeImages",
"tke:DescribeClusterReleases",
"tke:DescribeClusterPendingReleases",
"tke:CreateClusterRelease",
"tke:UpgradeClusterRelease",
"tke:UninstallClusterRelease",
"tke:CreateCluster",
"tke:DescribeClusters",
"tke:DescribeClusterReleaseDetails",
"apigw:CreateService",
"apigw:UnReleaseService",
"apigw:DeleteService",
"apigw:DescribeService",
"apigw:DescribeApi",
"apigw:CreateApiApp",
"apigw:UnReleaseService",
"apigw:DeleteApiApp",
"apigw:ReleaseService",

"apigw:BindApiApp",
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"apigw:CreateApi",

"apigw:UnbindApiApp",

"apigw:DeleteApi",

"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:

DescribelLoadBalancersDetail",
CreateloadBalancer",
ModifyLoadBalancerAttributes",
DeleteloadBalancer",
SetLoadBalancerSecurityGroups",
DescribeTaskStatus",
DescribelListeners",
DeleteRule",

CreateRule",

DescribeTargets",
DeregisterTargets",
DescribeRewrite",
DeleteRewrite",

CreateTopic",
ModifyTargetGroupAttribute",
RegisterTargetGroupInstances",
DeregisterTargetGroupInstances",
DeleteTargetGroups",
DescribeTargetGroups",
DescribeTargetGroupInstances",
AssociateTargetGroups",
DisassociateTargetGroups",
ModifyTargetGroupInstancesWeight",

DescribelLoadBalancers",

"redis:CreatelInstances",

"redis:DescribelInstances",

"redis:ModifyInstance",

"redis:DescribelInstanceSecurityGroup",

"redis:DestroyPostpaidInstance",

"cvm:
"tke:
"tag:
"tag:
"cam:
"cdb:
"tke:

CreateSecurityGroupPolicy",
DeleteCluster",
TagResources",
UnTagResources",

PassRole",
CreateDBInstance",

DescribeClusterInstances",

"redis:CleanUpInstance",

"redis:DestroyPrepaidInstance",

"es:CreatelInstance",

"es:DeletelInstance",

"es:DescribelInstances",

"postgres:CreateInstances",

"postgres:IsolateDBInstances",

"postgres:DestroyDBInstance",
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"postgres:D

escribeDBInstanceAttribute",

"cetcd:CreateEtcdInstance",

"cetcd:Dele

teEtcdInstance",

"cetcd:DescribeEtcdInstances",

"tke:Delete
"tke:AddExi
"tke:Create

"privatedns

"privatedns:

"privatedns
"privatedns
"privatedns
"privatedns

"privatedns

"privatedns:

"privatedns
"redis:Dest
"clb:Create
"clb:Delete

ClusterInstances",
stedInstances",
ClusterInstances",
:DescribePrivateZoneService",
SubscribePrivateZoneService",
:CreatePrivateZone",
:DeletePrivateZone",
:CreatePrivateZoneRecord",
:DeletePrivateZoneRecord",
:DescribePrivateZonelList",
DescribePrivateZoneRecordList",
:ModifyPrivateZoneVpc",
royPostpaidInstance”,
Listener",

Listener",

"mongodb:CreateDBInstanceHour",

"mongodb:CreateDBInstance",

"mongodb:DescribeDBInstances",

"mongodb:Is

olateDBInstance",

"mongodb:0fflineIsolatedDBInstance",

"sglserver:
"sglserver:
"sglserver:
"sglserver:
"sglserver:
"sqglserver:
"sglserver:
"sglserver:

"tdmg:Creat

CreateBasicDBInstances",
CreateDBInstances",

DescribeDBInstances",
CreateReadOnlyDBInstances",
DescribeOrders",
DescribeReadOnlyGroupByReadOnlyInstance",
TerminateDBInstance",

DeleteDBInstance",

eRabbitMQVipInstance",

"tdmg:DescribeRabbitMQVipInstance",
"tdmg:DescribeRabbitMQVipInstances",

"tdmg:Delet

eRabbitMQVipInstance",

"cls:Createlogset",

"cls:DescribelLogsets",

"cls:Deletelogset",

"cls:CreateTopic",

"cls:DescribeTopics",

"cls:DeleteTopic",

"monitor:CreatePrometheusMultiTenantInstancePostPayMode",

"monitor:DescribePrometheusInstanceDetail",

"monitor:DescribePrometheusInstances",

"monitor:DestroyPrometheusInstance",

"monitor:TerminatePrometheusInstances",
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"monitor:CreateGrafanalInstance",

"monitor:DescribeGrafanalnstances",

"monitor:DeleteGrafanalnstance",

"monitor:CleanGrafanalInstance",

"ssl
"ssl
"ssl
"ssl
"ssl
"ssl
"ssl
"cdn:
"cdn:
"cdn:
"cdn:
"clb:

"vpc:

:ApplyCertificate”,
:DescribeCertificates",
:DescribeCertificateDetail",
:DeleteCertificate",
:RevokeCertificate",
:CreateCertificate",

:UploadCertificate",

AddCdnDomain",
DescribeDomainsConfig",
StopCdnDomain",
DeleteCdnDomain",
RegisterTargets",

DisassociateNatGatewayAddress",

"trocket:CreateInstance",

"trocket:DescribelInstance",

"trocket:DeleteInstance",

"cvm:
"cvm:
"cvm:
"cvm:
"tke:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"cfs
"cfs
"cfs
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
vpc
"vpc:
"vpc
"vpc:
"cfs

"cfs

AllocateAddresses",

DescribeAddresses",

DisassociateAddress",

ReleaseAddresses",

DeleteClusterInstances",
DescribeNatGatewaySourceIpTranslationNatRules",
CreateNatGatewaySourcelIpTranslationNatRule",
DeleteNatGatewaySourceIpTranslationNatRule",
CreateNatGateway",

DescribeNatGateways",

DeleteNatGateway",
RefreshDirectConnectGatewayRouteToNatGateway",

:CreateCfsFileSystem",
:DescribeCfsFileSystems",
:DeleteCfsFileSystem",

CreateNatGatewayDestinationIpPortTranslationNatRule",
DeleteNatGatewayDestinationIpPortTranslationNatRule",
DescribeNatGatewayDestinationIpPortTranslationNatRules",
CreateRouteTable",

DeleteRouteTable",

DescribeRouteTables",

:CreateRoute",

DeleteRoutes",

:DescribeRouteTable",

AssociateAddress",

:CreateCfsSnapshot",
:DeleteCfsSnapshot",
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"cfs:DescribeCfsSnapshots",

"cfs:CreateCfsPGroup",
"cfs:DeleteCfsPGroup",
"cfs:DescribeCfsPGroups",
"cfs:CreateCfsRule",

"cfs:DeleteCfsRule",

"cfs:DescribeCfsRules",

"cfs:CreateAutoSnapshotPolicy",

"cfs:DeleteAutoSnapshotPolicy",

"cfs:DescribeAutoSnapshotPolicies",

"cfs:BindAutoSnapshotPolicy",

"cfs:UnbindAutoSnapshotPolicy",

"cfs:DescribeAutoSnapshotPolicies",

"cfs:SetUserQuota",

"cfs:DeleteUserQuota",

"cfs:DescribeUserQuota",

"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:

"ckafka
"ckafka

CreatePostPaidInstance",
DeleteInstancePost",
CreatelInstancePre",
DeleteInstancePre",
DescribeInstances",
DescribeInstancesDetail",
CreateTopic",
DeleteTopic",
DescribeTopicDetail",
CreateUser",
DeleteUser",
DescribeUser",
CreateRoute",
DeleteRoute",
DescribeRoute",
CreateAcl",

DeleteAcl",
DescribeACL",
CreateAclRule",
DeleteAclRule",
DescribeAclRule",
CreateConnectResource",
DeleteConnectResource",
DescribeConnectResource",
CreateConsumer",

DeleteGroup",

:DescribeConsumerGroup",
:CreateDatahubTopic",

"ckafka:
"ckafka:
"ckafka:

DeleteDatahubTopic",
DescribeDatahubTopic",
CreateDatahubTask",
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"ckafka:DeleteDatahubTask",
"ckafka:DescribeDatahubTask",

"ckafka:InquireCkafkaPrice",

"cvm:
"cvm:
"vpc:
"tke:
"tke:

ModifyAddressesBandwidth",
AssociateAddress",
AssociateRouteTable",
DescribeClusterSecurity",

DescribeClusterVirtualNode",

"tke:DescribeClusterEndpointStatus",

"tke:CreateClusterEndpoint",
"tke:DeleteClusterEndpoint",
"tke:ModifyClusterEndpointSP",

"sglserver:CreateCloudDBInstances",

"cdwch:DescribeInstancesNew",

"cdwch:CreateInstanceNew",

"cdwch:0OpenBackUp",

"cdwch:DescribeBackUpSchedule",
"cdwch:CreateBackUpSchedule",

"cdwch:TerminateInstance",

"tse:CreateEngine",

"tse:DescribeSREInstances",

"tse:DeleteEngine",

"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:

CreateClusters",
DescribeClusterDetail",
DescribeInstanceDetail",
DescribeInstances",
DescribeMaintainPeriod",
DescribeClusterInstanceGrps",
DescribeDBSecurityGroups",
DescribeClusterParams",
IsolateCluster",
OfflineCluster",
CreateAccounts",
DescribeAccounts",
DeleteAccounts",

ModifyAccountPrivileges",

DescribeAccountAllGrantPrivileges",

CreateClusterDatabase",

DescribeClusterDetailDatabases",

ModifyClusterDatabase",
DeleteClusterDatabase",
CreateAuditLogFile",
DescribeAuditLogFiles",
DeleteAuditLogFile",
ModifyBinlogSaveDays",
DescribeBinlogSaveDays",

BindClusterResourcePackages",
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"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:

UnbindClusterResourcePackages",
AddClusterSlaveZone",
RemoveClusterSlaveZone",
ExportInstanceErrorLogs",
ExportInstanceSlowQueries",
ModifyInstanceParam",
DescribeInstanceParams",
DescribeFlow",
CopyClusterPasswordComplexity",
ActivateInstance",
CreateParamTemplate",
DescribeParamTemplateDetail",
ModifyParamTemplate",
DeleteParamTemplate",
CreateProxy",

DescribeProxies",
SwitchProxyVpc",
ModifyProxyDesc",
UpgradeProxy",

CloseProxy",
CreateProxyEndPoint",
ModifyVipVport",
ModifyProxyRwSplit",
OpenReadOnlyInstanceExclusiveAccess",
AddInstances",
UpgradelInstance",
ModifyMaintainPeriodConfig",
ReloadBalanceProxyNode",
RestartInstance",
RollBackCluster",
ModifyDBInstanceSecurityGroups",
DisassociateSecurityGroups",
UpgradeProxyVersion",

OpenWan",

CloseWan",

"wedata:CreateDataModel",

"wedata:DeleteDataModel",

"cfs:DescribeMountTargets",

"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:

ModifyInstanceAttributes",
ModifyGroupOffsets",
ModifyConnectResource",
ModifyAclRule",

DescribelInstanceAttributes",

"ckafka:ModifyPassword",
"ckafka:DescribeTopicAttributes”,
"ckafka:CreateTopicIpWhiteList",

"ckafka:CreatePartition",
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"ckafka:DeleteTopicIpWhitelList",
"ckafka:DescribeConnectResources",

"ckafka:DescribeDatahubTopics",
"ckafka:DescribeDatahubGroupOffsets”,
"ckafka:DescribeDatahubTasks",

"ckafka:DescribeGroup",

"ckafka:DescribeGroupInfo",
"ckafka:DescribeTaskStatus",

"ckafka:DescribeTopicFlowRanking",

"ckafka:

"ckafka:DescribeTopicSubscribeGroup",

"ckafka:DescribeTopicSyncReplica",

"ckafka:DescribeCkafkaZone",

"tke:
"tke:
"tke:
"tke:
"tke:
"tke:

CreateClusterVirtualNodePool",
DescribeClusterVirtualNodePools",
DeleteClusterVirtualNodePool",
CreateClusterNodePool",
DescribeClusterNodePoolDetail",
DeleteClusterNodePool",

"ckafka:CreateInstance",

"cynosdb:ResumeServerless",

"cynosdb:PauseServerless",

"cynosdb:IsolateInstance",

"cynosdb:0fflineInstance",

"cynosdb:DescribeResourcesByDealName",

"cynosdb:DescribeClusters",

"tse:
"vpc:
"vpc:
"vpc:
"vpc:
"tke:
"tke:
"tke:
"tke:

"tke:

DescribeNacosServerInterfaces",
CreateVpcPeeringConnection",
DescribeVpcPeeringConnections",
DeleteVpcPeeringConnection",
AcceptVpcPeeringConnection",
InstallAddon",
GetTkeAppChartList",
DescribeAddon",
DescribeAddonValues",
DeleteAddon",

"as:CreateAutoScalingGroup",

"as:CreateLaunchConfiguration",

"as:DescribelLaunchConfigurations",

"tse:DescribeSREInstanceAccessAddress",

"mongodb:TerminateDBInstances",

"as:DescribeAutoScalingGroups",

"as:DescribeLaunchConfigurations",

"hai:
"hai:
"hai:

"hai:

DescribelInstances",
DescribeRegionInventory",
RunInstances",

TerminateInstances",
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"hai:
"hai:
"clb:
"clb:
"clb:

"dcdb:
"dcdb:
"dcdb:
"dcdb:
"dcdb:
"dcdb:
"dcdb:
"dcdb:
"dcdb:

DescribeRegions",

ValidateAssumeRole",
SetCustomizedConfigForLoadBalancer",
DescribeCustomizedConfigList",

DescribeCustomizedConfigAssociateList",

DescribeDCDBInstances",
DescribeDcnDetail",

DescribeFlow",

DescribeDBSecurityGroups",
CreateDCDBInstance",
InitDCDBInstances",
DestroyDCDBInstance",
IsolateDCDBInstance",

DescribeDCDBInstanceDetail",

"cdwch:ActionAlterCkUser",

"cdwch:ModifyUserNewPrivilege",

"cdwch:DescribeCkSglApis",
"cdwch:DestroyInstance",

"as:DescribeAutoScalingInstances",

"tke:CreateNodePool",
"tke:DescribeNodePools",
"tke:DeleteNodePool",
"cvm:Describe*",
"cvm:Inquiry*"

]

b

{

"effect": "allow",
"action": "finance:trade",
"resource": [
"gcs::cvm: i *",
"gcs::postgres:::*",
"gcs::redis:::*",
"gcs::es:i*",
"gcs::cdbi o,
"gcs::mongodb:::*",
"gcs::sglserver:::*",
"gcs::tdmg: i x",
"gcs::cls:i:x",
"gcs::monitor:::x",
"gcs:issl::x",
"gcs::clb::i:*",
"gcs::cdn:::*",
"gcs::trocket:::*",
"gcs::cdwch:::*",
"gcs::wedata:::*",
"gcs::ckafka:::*",
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"gcs::cynosdb:::x",

"

gcs::hai:::*"
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Monitor and Operation
Application Performance Management

Last updated : 2025-07-03 09:33:01

Service roles and service-linked roles are predefined by Tencent Cloud services and, upon user
authorization, the corresponding services can access and use resources by assuming these service-
linked roles. This document provides detailed information on the use cases and associated authorization
policies of these specific service-linked roles.

Rol
Product Role Name oe Role Entity
Types
Application Service-
Performance APM_QCSLinkedRolelnProminstance Related promlInstance.apm.cloud.tencent.com
Management Roles

APM_QCSLinkedRolelnPromInstance

Use Cases : The current role is the APM service linked role, which will access your Managed Service for
Prometheus within the scope of the permissions of the associated policy.
Authorization Polices

» Policy Name . QcloudAccessForAPMLinkedRolelnProminstance

» Policy Information :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"monitor:DescribePrometheusInstances",
"monitor:DescribePrometheusInstancesOverview"
]I

"resource": "*"

}

]

}
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