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Password Rules

G) Attention

i E R

* The password rules you set on this page applies only to sub-users that use passwerds to log in. Collaborators and sub-users that use WeCom to log in are not subject to these rules.

* After the login password expires, sub-users will not be able to log in via alternative login methods and must reset the password.

* For the security of your account, sub-users will not be prompted when they reset the password. You can download the current password rules and send it to users as needed. !i Download current password rules.

Apply Now

Mgt M lowercase letters [ Uppercase letters [ Symbals (except spaces)

8 + | characters

Password length limit. 8 characters by default and you can set the value to up to 32 characters.

+  dayls)

0is set by default and means the password will never expire. You can set the value to up to 365 days and must reset the password after it expires.

- 1 + | times

word cannat be the same as the previous password. You can set the limit to up to previous 24 passwords. 0 means a password can be reused at any time.

Password duplication limit. By default, the new p

- 10 attempts/hour

The upper limit of incorrect attempts to enter password. 10 attempts/hour by default and the minimal value you can set is 1 attempt/hour. Your account will be locked for 1 hour if the incorrect attempts reach the

limit.
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Login Restrictions ()

After you enable this feature, sub-accounts (sub-users and collaborators) will be subject to restrictions when logging in to the console.

IP Type Allowlisted Blocklist

After you set up the allowlist, sub-accounts are allowed to log in to the console using the IPs (IP ranges) in the allowlist.

IP Addresses No IP address has been set. Set Now

Temporary Access Request Not Allow Allow

Sub-accounts are not allowed to apply for temporary access when they are subject to the above restrictions.

Apply Now

HIIE 1P BRI s

YT R AR 1P IR, 25 200 S L PRAem A I BRI, AT 1)
BUR, AN HGERAES TS TTLLKRS 2 /N IO T 2 AR,
1. MU SRS IR, ICTEIESRERN, GRS, AT

|dentity Verification

Tol '6) v

@ Temporarily unable to log in

Your current login IP (" 1) hits the login restriction.
You can apply for a temporary access, and you will be able to
continue logging in after the approval.

Send a temporary access request

2. TUH G TR EEE AR IR, REUR AR IR A HE Ol AR R E AR E LT AN, #i%
HIE ARG 30 0, f&n] DU il s R AR EH AL AR RCR, AT BT
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|dentity Verification

() Temporary access request pending review

This application will expire in 29 minutes and 35 seconds.

Your application has been sentto the following approvers via
avalid message channel. You can copy the approval link and send

it to the approvers to expedite the process.

Approver: t o, T 7

Copy approval link

3. 7F B E SR A E Y E R T DU B R B e o ST AR, SEARE IR RS HE, a0
B~

%

Temporary Access Request

The sub-account testyu7(100012704444) is applying for
temporary access to the console because it is not allowed to log in
due to the login restrictions. Please see details below.

Applicant fom—— )
Current login IP 14 3

Restrictions denied

Validity period Temporary access for 2 hours @

Deny

4. FHRNETHTE, FICSERFERHRIRN TR SO, hgkeRBR, STRliIm ARl Fh s R,
TS RHERTS 2 /N BT I 75 A2 S AR 41 T AR
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|dentity Verification

() Temporary access request has been approved

Your application has been approved and you can log in to the
console before 20 52.

Approver: T 2]

Continue to log in
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Permission (1) User (1)

@ After a policy is associated with a user group, all users in the group will get the permissions described in the policy.

Associate Policy

Policy Name Description Association Time Operation
ReadOnlyAccess This policy authorizes you with the read-onl.,  2020-05-07 16:29:20 Unassociate
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Permission (1) User (1)

@ After a policy is associated with a user group, all users in the group will get the permissions described in the policy.

Associate Policy

Policy Name Description Association Time Operation

ReadOnlyAccess This policy authorizes you with the read-onl..  2020-03-07 16:28:20 Unassociate
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o Enter Role Entity Info » >

SCCOUNE = o Current root account Other root account

Allow the current role to sccess consle

Enable Verification [You're advised to enable this featurs when 2 third-party platform uses this rols)

O The external ID is a string of characters that you define for this role. To use this role, a user needs to pass in this external 1D as you set.
This improwves the security of role assuming by preventing unauthorized use of the role when the role information is lesked or guessed.
You're advised to enable external | verification if you will allow a third-party platform to use the role to be created, or if the account and role information is easily accessible by other users.
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AT SSO B R55, 1K cAuth HIRIER - &7,
9. IR BN =R UEST R

10. BAUERRY, IRIEPESRAS,

1. HEMFB AR B RS

0o N o o0~ W N =

IR L BRI (bR ARSUERT]

%5107 21901



@ HEH:[E iy 7]

£/ SAML 2.0 Bk& B3 7 i Rlis TH = B
FEH S

el TINE] ¢ 2024-01-23 17:46:25

S (B T7b=

BINE ST SAML 2.0 (R SHRIdIES 2.0) G S RIE, SAML 2.0 B2 SRt (Identity
Provider, |1dP) Iy —FIF bR, ERTLUEEEET SAML 2.0 Bk & St RiE R S o R S TH S AT ER AR,
MITSEEL S iR AR B ek (R —X5) IBINRIZERIG EEBHEIRIR, A6l eld A R — 1
FEREIE— CAM F

PRI IR

] U AS BRAE — D s D A N SR R B A S RIE TR E BRI S, R RUIR)E A UERRIEHE
PRE S s TR P B B B RS T AYBE I

1. BT AR T ) B R BRI T G, RS B s TR = B B A

2. 3% P s T DS UE 2 AT P I S

3. Wb, %I M RAER—1 SAML 2.0 S8R UENIR, Hrh a5 I - B 0 HIir S DU PRI K8
Pho I R I B A2 58 2 P i ] B e
4W%Fﬁmw%ﬁﬁéﬁﬁJ%mxiﬂﬁi%%ﬁﬁﬁﬁﬁsmmﬁﬁo

5. 28011 UG P A RIGIN 2 0EIE,  FFAIE—ME AR IR 5 55~ URL,

6. IR 8 7% URL 1E N EE AR [ & it
Zﬁ%F“MW%HEiﬁﬂ%mx%@WﬂmoW%SMmzo%@&EM?@@%%@%ﬁCNM%@%F%
WERGOR B Jete R P2 A 15 I 5 B A .

MHFARERE, BANTIELOEF T HET @ PRSI NERI T NS T aat e, (ERE TR B R
BERIRME, ERIMEMBRIEIE, A KA E AT RIBLA DU SR A RS BRI BERE, TEZ R T E,

ERVHRAPEERET SAML 2.0 B SR ALRE

FER R A, BE S 3770 (FI40 Azure Active Directory) LU FEET SAML 2.0 B 3 F2 LR, 5140 Azure
Active Directory. OnelLogin, Okta %%, @t B4R, TV — D IreBdE SO, 1ZORSRHER L ZH 2
ARG SRR UE B AR B e e, SRS G E 577 IR s T = A PR B I P s K& B
BIERRLKNR T, DUE#H SAML 2.0 Wi ST B3 I0IE, AN{AIEC & 0 B 43 52 AR5 R 42 i metadata.xml SRR
RTIE B TR, 1ESREN 1P SXRILUERETER, BRI SO,

Azure Active Directory A s 8 kIR =6 m
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Onelogin R EREINTEM
Okta &SR IE T =t

£ CAM HfIE SAML B3R At

R LEYTIRE . (CAM) GBI —1 SAML 2.0 S ftes, S Mmeftra2imEE (CAM) iy —sk

&, AILUANENBIREMRSE S, 2T SAML 2.0 G S bRy & I R find 1 52FF SAML 2.0 (Z2Wi SR
IWIEE 2.0) WRHERIS IR AREIRSS, EolEERS, AIDLEELE (A PILELL T SAML 2.0 1Y S (2 (1R
HRE S R BERG Y TCRAE SRS, TRATE S O S 0012 hps,

EER=HN SAML RELREH P ECEAFR

I AR, AT AR TS R HIETN S EE X%, £ SAML 2.0 5 £ T, At
A iegae S iR SR g e B I IR & B TP B It eV B O ER (R R TR SR I 22 e A T RS IR SRR

l, fEMSEREH, A LUNZA R BERISAIZ E A iR SRME, MPVERS 50 P e TS RIRE 5 RV
I M RIS TRAES B v By de s 12 A

LB SR SRRy — TR

THIREE RSB TTEIE XMLSCRY @ http://cloud.tencent.com/saml.xml, FEENVZH LR T B 4352 £ 7 Jes 14 ok
SEREH I EYE, B EEAR B HREEAER SIS X R, REZ SR EUR TR S A He it
P, —LEHRALR IR TR X URL FOIET, N, B4R piRon BRI 3200, 9 — L2 (Hhpa U 225k
IEMIZ URL A T#GZSCHE, ARG R ARSI R L, 1ESFIERY 1dP STRYLURISHER, B HILUT Xk,
Azure Active Directory A s 8 Sk G =6

Onelogin B R EFB N TEr

Okta ¥ G N =5 rE

SAML MR
SAML =BT

<samlp:Response>
<saml:Issuer>...</saml:Issuer>

<ds:Signature>

</ds:Signature>

<samlp:Status>

</samlp:Status>
<saml:Assertion>
<saml:Issuer>...</saml:Issuer>
<saml:Subject>
<saml :NameID>${NameID}</saml :NameID>

<saml:SubjectConfirmation>

RN R @ BRI R (sd) ARTERH] 55109 3£21971
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</saml:SubjectConfirmation>

</saml:Subject>

<saml:Conditions>
<saml:AudienceRestriction>

<saml:Audience>${Audience}</saml:Audience>

</saml:AudienceRestriction>

</saml:Conditions>

<saml:AuthnStatement>

</saml:AuthnStatement>
<saml:AttributeStatement>
<saml:Attribute
Name="https://cloud.tencent.com/SAML/Attributes/RoleSessionName">

</saml:Attribute>
<saml:Attribute

Name="https://cloud.tencent.com/SAML/Attributes/Role">

</saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>

</samlp:Response>

£ SAML Wi 19 AttributeStatement JTRH, Al S LU T B EKIN Attribute TT3 ©

1. Name J& M£{E N https://cloud.tencent.com/SAML/Attributes/Role HY Attribute 7T, ZicZE ik, afLIEZA,
HEl & AttributeValue TTREUENREZ VY /T #HEVA G, BUERIEUZ B A BRA G & 3R rsbitihd &
RHY, HEHESCES () R,

ViR -

MRBZA, YEAZERIEERN, FFR1Em RPN ATE A E A ks,

LU /2 —1 Role Attribute £/ M :

<Attribute Name="https://cloud.tencent.com/SAML/Attributes/Role">

<AttributeValue>gcs::cam: :uin/{AccountID}:roleName/{RoleNamel},gcs::cam: :uin/{A

ccountID}:saml-provider/{ProviderNamel }</AttributeValue>

<AttributeValue>gcs::cam: :uin/{AccountID}:roleName/{RoleName2},gcs::cam::uin/{A
ccountID}:saml-provider/{ProviderName?2}</AttributeValue>
</Attribute>

FEF - Eiedieg, WMAalLlEIHA—5, ARAMATE ARN ZRERTS () Rt

<Attribute Name="https://cloud.tencent.com/SAML/Attributes/Role">
<AttributeValue>qgcs::cam: :uin/{AccountID}:roleName/{RoleNamel};gcs::cam: :uin/{A
ccountID}:roleName/{RoleName2},qcs: :cam: :uin/{AccountID}:saml—

provider/{ProviderName}</AttributevValue>

RN R @ BRI R (sd) ARTERH] 55110 3£21971
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</Attribute>

BiHA :
£ Role JEJE 47 {AccountID}, {RoleName}, {ProviderName} 73 BIZFMHNE T :
{AccountID} BF#i NGB = E MK 1D, RIFGE K55 R - 265 &F,
{RoleName BT 5 Iy B iR ERa P QY A e fn. (R & BAMTERE TR R v S Rt pa gl /)
AEAPRATEE M0 - PGS B
{ProviderName} BE#uEE BN = 012 SAML B2 L4405, RIFITE: S0 ie(ites - 205 &F.
2. Name JE B https:/cloud.tencent.com/SAML/Attributes/RoleSessionName (1 Attribute 7T, ZITE ik H
HEgE—1. TFEREHPFBEY, KEANEE2DM TR, U T2 RoleSessionName Attribute 7T Rfl, %R
B, “userName” A =2 AU H E XS B

<Attribute Name="https://cloud.tencent.com/SAML/Attributes/RoleSessionName">

<AttributeValue>userName</AttributevValue>

</Attribute>
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@ EEH:[E ks
tljd SAML B {32 ke

T TN E] ¢ 2024-01-23 17:46:25

Bl SAML B R R

SRS Py iR R A AT A U5 A E B PEH] 5 B CAM AP,
i TS fl

1 IETRENS MR (1dP) AMREUER S TTdE SR, Y REQIRE SAML B R ftrs, 2ot s et & A& 4
PR, BUE M S IR IR SAML I = B,

i

TEEHE SASR A S T N FARC (BOM) HY UTF-8 #8:AU4mA%HY XML #83, SCRER/NRHIN40KB, il IR,
R FEhESoTEdE R, HARE DL ERBIRTTRATAT,

2. B RVIMER (CAM) A, HEA SR > M (1SS0 T, Hdi#ERiR A,

3. TERTE S R GtRG v, AR AR SAML HFECE IR HtRIEE, BdiT—F,

SRR - A S TR AR 2 AR,

FIEER | WAL AT S R RS T E R,

TURHE S« TR AT TORAE SRS R B R E SAML JeEdE S, TeEdE SR AR g AR RT AT B AR,

O ===vmze

2. O sAmL 0IDC

TEE EE

4. HEEE AR B IR X E R, WINEIRG, BE5Em, QSR aR,
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it API AIER
QN B IR ARG A TR SRS, 1BV G SAMLE 42147 (CreateSAMLProvider) %11,
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https://www.tencentcloud.com/document/product/598/32237

@ HEEHE ks
fll2 OIDC S 1R

ot TSR] ¢ 2024-01-23 17:46:25
62 S R A AT = o R R EPERIS B CAM AP,

R A Al

1. IERENS IR AR (1dP) AIREEX G TR kY, FREQIEE OIDC B4R ikrd, o KRS eds k& 4
Fh. &P ID. B ER ARG URL. Bl NS (R BRI R4 N A,

L

A LB 1Rk Azure Active Directory i,

2. BRVIMERE (CAM) #EfilE, WA BEiteg > MHSSO T, HdiHERiRetr.

3. EFE S R LR TR, IERR LR AL N SAML MR ERMREERE, R T4,

SRR AR - WA SRR AT,

2 ErHURL : OpenlD Connect SR HERGFRIR, AR B (2 ERGHE 1Y OpenlD Connect JTTEMHE SRS Y
"issuer" “FF{H,

& 351D © ££ OpenlID Connect & 342 BERG A% 146 ID, /£ Azure Active Directory > MV TR >
OIDCSSO R FAABLRTUIRIL,

BN L UES R AL 1D Token BRI NEH. X B B 2R HE (4EHY OpenID Connect JEEHE SCRSH "jwks_uri”
FERHENNG TEXSEAR TP RERINANE) o N TIENK SR 4, BT 5SS N,
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o REEEEEE O

e
[ H
niit

ol

il

T

4. E 0, WEEEARNS HREREXEER, WIANEIRE, HE5em, SR Er.

3 API B
A B HEHERAFE A TTEE SRS, BV 0IZ20IDCE (i (CreateOIDCConfig) M.,
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@ Eﬁizﬂﬁ Vil B
B E R R

w BRI R © 2024-01-23 17:46:25

MR SAML S {712 B
LS MR GRR (TRIZT A ¢ GV SRR A 5 CAM AP,

X 1A AER

1. BRFAEE (CAM) HZ61E, A SH4EMRE > /(1SS0 T,

2. TEEI P B Gy HR AR5 35 IR IR SRR B HR AR5, 78] 2 o IR,

3. MR B R AERaIT, TR ERIA R A MERAR 6 SR atee, MERaE, BVRTER B 4R 4R,
it API kR

(AMiE) Z3nHHFA 1dP FIER, 1EEH ListSAMLProviders,
(RAe) BEREVE RFFERMREIEAER, 1B H GetSAMLProvider,
ZIER SAML B 342475, 1E1E DeleteSAMLProvider,

Bk SAML S 712 AR
S MR TR © GV BRI A T CAM AP,

VRN =Y P T

1. EFAEE (CAM) #EHIE, HEA BT > 4SSO HH,

o 1RSI P B R R S Foh, BRI EUE I B R AT, s R AR A AR T,
3. JEAT LA TE R SCRS R E SO B B R, SR ER Y B Te AR SO,
3t API B3

BT SAML St R s hii R sl ST AR SOk,
VA FH I3 1F © UpdateSAMLProvider
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Azure Active Directory B i & kBN &4

T TN E] ¢ 2024-01-23 17:46:25

HRIE =

Azure Active Directory (Azure AD) /2 Microsoft #E YA T =AVFRIRFIT RIS FEARSS, nIHEEh A TN
Ui, ML T SAML 2.0 (Z2WSHRdiES 2.0) WECE B MHEIE, SAML 2.0 2% S RIER 4R

(Identity Provider, 1dP) {HHBI—RFFbnitE, AT LOEEET SAML 2.0 B & B {7 5 UEFRF Azure Active Directory
GREMSHEATRM, MM Azure AD 1K BEIEFR (BR—85) BINAEHRIGEHBINSEE, TR EIkE
AR F— DR ERAIE— CAM FH .

PR IR

Bl Azure AD VLN R

BiHA

&R DB AL R A1 Azure AD MV N FHFEFE, AIEESH BN HRER, nlZAEE, 7 iE
CAM,

1.3#EA Azure AD ') 01, BT 72N Sk~ Azure Active Directory, 41 FEIFTR :

== Storage accounts

4> Virtual networks

B Azure Active Directory

@ Monitor

2. iV, EETENRARRF. A TEIUR

Manage

22 All applications

i Application proxy

§8% User settings

3. TN AR I NN R 6 1, R IEEEN AR, W FEFR
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https://portal.azure.com/#home

A BT

Add an application

Add your own app
EEE icati
mng ;’-‘xppllmatmn
l~ youre

developing

Register an app you're
working on to integrate
it with Azure AD

=,'|, On-premises
By application

Configure Azure AD
Application Proxy to
enable secure remote
access.

EEE pNon-gallery

[ ]
l application

Integrate any other
application that you
don't find in the gallery

4 HEBRZFR, AGEM, BEIAI5ERE Azure AD N AR FERIAIE, 40 FEIFS

IR L BRI (bR ARSUERT]

i E R
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Add your own application [ x

Once you decide on a name for your new
application, click the "Add” button below and
we'll walk you through some simple

configuration steps to get the application
working.

Supports. @

SAML-based single sign-on
Learn more

Automatic User Provisioning with SCIM
Learn more

Password-based single sign-on
Learn more

BECE CAM

iEH :

FERT LGB AL BRI E Azure AD RIS Z ARG X REZ BT,

1. (EEMSHiEER, 1%8% Azure Active Directory>fNV N B> AN N FARERE |, AN IR o,
2. M E—BER, FTIF IR — B IE TUH,

3. EFT TR e s — X557 1R ULH, JERE SAML, AT T EIFTR

HAFTE - BBRaIHE b)) BRIEENH #5119 $£21971
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Select a single sign-on method  Help me decide

3

I overview

1 Getting started

Deployment Plan ® Disabled G SAML & Password-based
) i User must manually enter their Rich and secure authentication to Password storage and replay using a
. Diagnose and solve problems : username and password. applications using the SAML (Security web browser extension or mobile app.
Assertion Markup Language) protocol.
Manage
1! properties
& Owners

A Users and groups
(_()_-) Linked

Link to an application in the Azure
N . | Active Directory Access Panel and/or
¢ Provisioning Office 365 application launcher.

3 single sign-on

i Application proxy

C Self-service
l4
4.1F “SAML B—E5 W HE T H, T HSAMLEBIERBLETCEIE XML, 41 T EIFTR
9 SAML Signing Certificate &
Status Active
Thumbprint i
Expiration 10/24/2022, 10:25:20 PM
Motification Email . _
App Federation Metadata Url R e e e ||
Certificate (Basesd) Download
Certificate (Raw) Download
Federation Metadata XML Download

5. {EMEIN = A SAML St fitra R th, HEARIEIESE QIS e dtem, alEA G-y SRt elds t,

B Azure AD WJBA—&F

B -
JEAT DB A B Azure AD BIFVERFEIR AW EIRSINZIOREE, 17 Azure AD BHRFFRIBIREMI LI % 5,
1. 76 “SAML ¥ B IR, Mt A SAML BRI LA

rd
o AIFEIFTR
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Set up Single Sign-On with SAML

Read the configuration guide & for help integrating 256.

o Basic SAML Configuration &
Identifier (Entity ID) Required
Reply URL {(Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State Optional
Logout Url Optional

2. TSR SAML LB " g TUHBHE LU TEE, H iR, W TFEFR

Basic SAML Configuration

Save ,Qj Got feedback?

o Want to leave this preview of the SAML Configuration experience? Click here to leave the preview. —>

Identifier (Entity ID) * ©

The unique ID that identifies your application to Azure Active Directory. This value must be unique across all applications in
your Azure Active Directory tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Default

www.tencentcloud.com v

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Index Default
https./fwww.tencentcloud.com/login/saml v | ‘ |z| 0] |
Add reply URL
1ER] DUARYE SIS TS K 5 AT (s RO T AL E,
FIR PG R FRIRAF (554K 1D) M2 URL (W= EH# RS URL)
G cloud.tencent.com https://cloud.tencent.com/login/saml
Es|igva www.tencentcloud.com https://www.tencentcloud.com/login/saml

IR L BRI (bR ARSUERT] #5121 3421971
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3. 1£ “SAML H—X K" aStm, s AP B IEAAEE G EAn

ra
, TP R PR A g o, AT EIFTR

e User Attributes & Claims

N

Givenname user.givenname
Surname Usersurname
Emailaddress user.mail

Name user.userprincipalname
Unigue User Identifier user.userprincipalname

4 1EH B PERI A A gmE DUH], SR AN OITRIFERA, U AE R AR TOm, AT EOR

User Attributes & Claims

t Add new claim | -+ Add a group claim Columns

Required claim

Claim name Value

Unique User Identifier (Name ID) user.userprincipalname [nameid-formatemailAddress]

Additional claims

Claim name Value
http://schemasxmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http://schemasxmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipainame
http://schemasxmlsoap.org/ws/2005/05/identity/claims/surname USer.surname

5.1 E B A B UM, SN PISRE, HFR R, AT PR

E470) 44 22 [H] Bwo EEN
Role https://cloud.tencent.com/SAML/Attributes & qcs::cam::uin/{AccountID}:roleName/{F

IR L BRI (bR ARSUERT] 55122 3421971



3 [P Viln) g
A BT
% provider/{ProviderName}

RoleSessionName https://cloud.tencent.com/SAML/Attributes ‘E Azure

PiBH .

£ Role J5JE 47+ {AccountID}, {RoleName}, {ProviderName} 73 BIZFMHNE T :

{AccountID} B A ERIE T K 1D, RIEGE K5 E R - 255 &E,

{RoleName} B /S AE i =0 B bR BERE A QIR A ih (Rt BB AUERS IS ) S O H2 e 01 21 £
@), AR A - PElS &5, NFRERINEZ ARz a0
gcs::cam::uin/{AccountlD}:roleName/{RoleName} , L/ ; FaJt

{ProviderName} & TEE TR CIEERT SAML S8R (%85, mlaiE S 0rfEithe - 2265 &,

Manage claim

O save | X Discard changes

MName *

Mamespace | Enter a namespace URI

Source ™ (@ attribute () Transformation

Source attribute * | Select from drop down or type a constant s

~ Claim conditions

Bi& Azure AD P

WeBH :
R A] LE AS BB R T RIAR, 161 Azure AD P 0 ERE TR =Y SSO 1 RIFLRR,
1. B A M SHR: Azure Active Directory, HdiHF > FTEHF.
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Manage

R Lsers

zM Groups

2.
ik
EaFRAR, AP RS, APG, NESREN, EEERERE T IRIBERAIE, ATFEFUR
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New user
1

0 Got a second? We would love your feedback on user creation =

Help me decide

Identity
User name (& | | @ le
The domain name I need isn't shown here

Name * (O I e “/I
First name | |
Last name | |
Password

O Auto-generate password

@ Let me create the password
Initial password * (O I ........... | \/I

Groups and roles

Groups 0 groups selected
Roles User
Settings

WiBH :

P 4fsh - AP f@istt. EaILIEE AP 4, BTS2 S i Azure Active Directory, FTFF1
W, EEEZANGENIIRERG, S E SRR %, BEEA,

3. LM SRS, %% Azure Active Directory > (NN R > SO N R, 3 AR FFRR 8 T,
et PR, A TEPUR

HAFTE - BBRaIHE b)) BRIEENH #5125 $£21971
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Manage
! Properties

& Owners

#f  Users and groups

3 single sign-on

& Provisioning

4. REHIAR, fIFRPRE, e U SR, s ATTEFTR

IR L BRI (bR ARSUERT] 55126 3421971
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Users pde

Select member or invite an external user (0

| Search by name or email address “

test
tes A a

0000

Selected members:

Mo members selected

5. PR IR B vUE, BN B, AT EFTR

IR L BRI (bR ARSUERT] 55127 3421971
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Add Assignment

test

Py Groups are not available for assignment due to your Active Directory plan level.

Uszers

1 user selectad.

6. TE LM SR, %8¢ Azure Active Directory>BNL N FBFF> &0 N AR , AN A% U,
7. B BA—BR FTIT “SAML BA—ES i R, AR, A0 TERIPTR
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o Test single sign-on with test

Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.

8. 1E M — s, R UEAMA P S ER.
0. fmA D2 (RIFRIMI P %, B, BERBIRSIERIS.

IR L BRI (bR ARSUERT] 55129 3421971



@ EEH:I_E Vil E R
Onelogin FE R EREIN=iEM

o BN E] ¢ 2024-12-16 17:19:58

HRIE =

OnelLogin & —R =S 1717 & FRARDT ARG, PILUE S H B MINIERG — &N A 35 2R 50T
B BIREZFEET SAML 2.0 (Z2WiEFRICIES 2.0) WA FMHEIE, SAML 2.0 /2 OnelLogin F2 S {355 1IE
AL (Identity Provider, 1dP) fifi F g — R T bRk,

{6 B IR At n] SCENBL A B %5 (Federated Single Sign-on, SSO) , EHH# ] DURZHGET B A B 1356 UE R FH
FE NS E RS S B R APHERCE, AN EH A — RS — CAM FH .
ARZFEN Onelogin H & KRB H AL E S,

PRIVED B8
BI& OneLogin N HREF
iR :

& R] DL ARSI OneLogin VN AR, AEEAE IEEMHNN ARERF, EZIEAESE, T E
CAM,

AR IR F AR “test” 9B,

1. B FF ViR Onelogin W5, ®d; Applications, i AN %

T

2. fEM ST, Hdifs -/ ADD APP,

3 TEHERME A “SAML”, % “Enter”, FIF{ESRYIFEK i Pilot Catastrophe SAML( IdP ), 41 FEFi/~ :

Find Applications

‘ Q sAML|

JIRA/Confluence (with Resolution SAML SingleSignOn) SAML2.O

: recsalution

— Pilot Catastrophe SAML (IdP) SAMLZ.0
\ OneLogin, Inc.

— SAML 1.1 Test Connector (Advanced) SAMLII
\ CnaLogin, Inc.

IR L BRI (bR ARSUERT] 55130 £21971
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@ HEFHE iy 7]

4. 1£ “Display Name” Hi AN 4, e difs LMSAVE, BEIRSERMN HFEFEIE, 4T BTk

App Listing / ) ‘
Add Pilot Catastrophe SAML (IdP) ancel ‘

| Configuration Portal

Display Name

| test

Visible in portal

(i) Upload an icon with an aspectratio of 2.64:1 as

either a transparent PNG or .SVG

(i) Upload a square icon at least 512x512px as

either a transparent PNG or .SVG

BZE CAM

iEH :

AT LU A BRELE OneLogin FIE A = 2 RIFEE X R 2 H A E,

AR SAML B 2 s UK (44 B0 “test”s

1. £ Onelogin I FHEFLTT, EEECAIERY N FHtest,

2. it A5 MORE ACTION, %E£:SAML Metadata, T # IDP =R, 41 T EFTR :

More Actions -

Vendor Homepage

Reapply entitlement mappings

@ SAML Metadata

Delete

3. QBN CAM St ftr bl t, RARIEIESE OIS e tieg, aldm G- St ftrmeldm .,

BLiE OneLogin B p 85

BiBA :
] LUEE AL BERF OneLogin M AR R & ML BIIE TR AV E M, 37Z0nelogin M AR FFHIE R HY A LS % %,
1. 1£ Onelogin M HIEHLIT, BAGTAIERT “test” B, BkFL 2 N FH 4t 01,

HAFTE - BBRaIHE b)) BRIEENH #5131 $£21971


https://www.tencentcloud.com/document/product/598/30391
https://www.tencentcloud.com/document/product/598/19381

A BT

2. J%+¥ Configuration 7155, i ALI TN, i SAVE, 41 TEFI/R :

Applications /

Pilot Catastrophe SAML (IdP)

Info
Parameters
Rules

8S0
Access
Users

Privileges

] ARTE S WIS IR K S Fr Al RO THCE

5 R 3

F I H

Application details

SAML Consumer URL

https://cloud.tencent.com/login/saml

SAML Audience

hitps://cloud.tencent.com

SAML Recipient

https://cloud.tencent.com/login/saml

SAML Single Logout URL

ACS URL Validator

| (i) Regular expression - Validates the ACS URL when initiated by an AuthnRequest

SAML Consumer URL

https://www.tencentcloud.com/login/saml

3. #itfi Parameters, i%f¥ Add parameter,

Field name

https://cloud.tencent.com/SAML/Attributes/Role

https://cloud.tencent.com/SAML/Attributes/RoleSessionName

PiRe :

£ Role 75 /& 4+ {AccountID},
{AccountID} &t W IEHIE I = 1D,

RN R @ BRI R (sd) ARTERH]

SAML Audience

https://www.tencentcloud.com/login/saml

LT M SRECE (B

Flags

Include
in SAML
assertion

Include
in SAML
assertion

{RoleName}, {ProviderName} 73 HIEHNA T :
TR IS5 R - Pl B,

Value

Macro

Macro

i E R

More Actions « H

SAML Recipient

https://www.tence

TR
qcs::cam::uin/{AccountIC

provider/{ProviderName]

Test

545132 21901


https://console.tencentcloud.com/developer

@ Eﬁiﬂﬁ iy 7]

{RoleName} LB NSRRI A IR, AR A0 - 225 &5,
{ProviderName} B HL/EAEE T QIEHY SAML SR 45, FIRGH: S0 P2t - Pl &,
4. #adits Bf5 SAVE {RFILE,

AL OneLogin AF

1. B % FF1 1A OneLogin WG, Bt Users, A & BT,

2. ¥difs M NEW USER, Bk 298/ 1,

3.

A “First

Name”. “LastName”. “Email”, “Username”, H#iiiSAVE USER{R1%, Wl FEIFIR: :

PY Users /

Cancel
a» New User
| Userinfo

Active

First name * Last name * Email

test

Username Phone number Manager

Choose a manager -

Company Department Title

iEH :
Ik P 25 p R] 25 Email, 2kt MORE ACTIONS j%#% change password {Et{% 1,
4. B P gwiE 71 Applications, &AM

+
o AITFEFIR

Users /

- test test

More Actions ~

User Info
Roles Applications ‘

Authentication

| Applications

Activity

Default

IR L BRI (bR ARSUERT] %5133 3421971


https://console.tencentcloud.com/cam/role
https://console.tencentcloud.com/cam/idp
https://app.onelogin.com/login

@ Eﬁiﬂﬁ iy 7]

5. 7558 HOMIEAEE R T BT SAML N “test”, #AdiCONITINUE. 41T EFiR !

Assign new login to test test

This login will override any apps assigned via roles

Select application

test -

Cancel Continue

6. fEgwiH ol i SAVE, 4 FEFIR

Edit test login for test test

Show this app in Portal

SAML ID

Reset login ( What's this? )

Cancel Delete

7. (6 U3 AIEERYIK A % OneLogin , ViRl EAEIEERT SAML A “test”, BRI kL BRI EHI A,

HAFTE - BBRaIHE b)) BRIEENH #5134 $£21971



@ AT i
Okta B R B KB =T6m

ol IS E] ¢ 2024-01-23 17:46:25

HRIE =

Okta /2 & 1R 51 W E BRI T AR 8. BTN SRk T SAML 2.0 (Z2WrSHRIZIES 2.0) G S
UE, SAML 2.0 2% B iliEf2 (ks (Identity Provider, 1dP) IRy —FFmbnE, AT LGEE BT SAML 2.0
RE B RAERF Okta GBI TR, ML Okta KF HaEsR (B—X5x) BINTZERIGE B NEHIR
IR, AN SAHN AP — P RAARE — CAM FHI .,

TRV IR

Gl Okta MAHERF

PibA :
&R LSS A IRAIE Okta MR, AEELE EAMRANN AR, nIZBSAERE, At i& CAM,
1. B SREA Okta Wik, #adhits EAHAP%&#>Your Org, W TEFI/R :

las - @

o o O

ooQ { ]

20 a8
Your Drg Communit'_-,f

a <

Support Training

P

Logout
2.1F Okta 01, Hifits FAEER, #HA

HAFTE - BBRaIHE b)) BRIEENH %5135 21971


https://www.okta.com/

@ Eﬁiﬂﬁ iy 7]

BRI

[,

3. fEEM A TUH, J%£F Applications, Mt AN
P& BT

AR EFTR

4
°ktq Applications My Applications

Applications
L1 ||

==z Applications 0 e

Self Service
SNSRI | =5 Assign Applications | | More v

4 1M BT, #di Add Application, 3 AZSINN A U,
5. fEUNINN UM, it Create New APP, 41 FIEIF/R :

+— Back to Applications

=2 Add Application
Q Search for an application
Can't find an app?

Create New App

Apps you created (1) —

6. TE3# Hi [ BIlEE  F 27 /Create a New Application Integration %[, %#% Platform )z Sign on method, - Sign
on method % &% SAML 2.0, #.if Create, 41 NEF/R :

HAFTE - BBRaIHE b)) BRIEENH %5136 21971



@ Eﬁiﬂﬁ iy 7]

Create a New Application Integration

Platform Web v
Sign on method () Secure Web Authentication (SWA)
faut o] e n. T fu?
(@ SAML20

7. TE# 1% & /General Settings TUH, #M7T App name. Applogo (RJiE) . App visibility (FJi%) 85, i
Next, N AR RILUHTFRIBBIRZE TER, KB Okta fk HANER (A—E3) BIRAIEHIAEEBH ST
o

4 Okta MAEFELE SAML

WiBH :

1R LLES A B Okta N AR B MM RIS ISR, 257 Okta M H = Z RIRYEE X R ZMHEAEE,
W RSE QI Okta IR OIEERIN IR, RIESTIRE DIE3

1. R SR UL, PR RO AR T .

2. 1£18 FI/GENERAL TifHi, PR SAML Settings £ THY Edit, ffii\247i App name. Applogo (Fli%) . App
visibility (Ali%) (&, i Next, i ABCLE SAML/Configure SAML T,

3.1

Fci& SAML/C

onfigure SAML T GENERAL T Single sign on URL A1 Audience URL(SP Entity ID)#N7E ML TR, 41T &It
T

HAFTE - BBRaIHE b)) BRIEENH #5137 $£21971



@ HEEHE iy 7]

GEMERAL
Single sign on URL @ https://www tencentcloud com/login/saml
Use this for Reciplent URL and Destination URL
[ ] Allow this app to request other SSO URLs
Audience URI (SP Entity ID) € www.tencentcloud.com

Default RelayState €

T no value Is set, a blank RelayState Is sent

Mame ID format @ Unspecified \d

Application username @ Okta username v

Update application username on Create and update v
Show Advanced Settings

AT DUARYE SIS TSI S T (s O TRC .
FRTE 3 5 Single sign on URL Audience URL(SP Entity ID)
] PR https://www.tencentcloud.com/login/saml www.tencentcloud.com

4. {£Hi @ SAML/Configure SAML B 4F GENERAL T ATTRIBUTE STATEMENTS ¥ 75 WL FIEE, 41 F BT

A
ATTRIBUTE STATEMENTS (OPTIOMNAL) LEARM MORE
Mame MName format (optional) Value
https:/fcloud.tencentcom/s | Unspecified L qesscamiuinSs 72rroleMamelc Qs v
https.ficloud tencentcomi/s | Unspecified v okta v "
Name
Name Value
format
https://cloud.tencent.com/SAML/Attributes/Role Unspecified qcs::cam::uin/{AccountID}:roleNa

HAFTE - BBRaIHE b)) BRIEENH %5138 21971



@ HEFHE iy 7]

provider/{ProviderName}

https://cloud.tencent.com/SAML/Attributes/RoleSessionName Unspecified okta

Vil :

£ Value H1 {AccountID}, {RoleName}, {ProviderName} ;BN T -

{AccountID} F# BRI ID, \IEGAE k515 A - HE6lE &5,

{RoleName VB AL iE TH = v B fR BE A QR M (o B (R BB AMIERS IS 0 B 2 BEps G2y /)
AEOARRATEIE A6 - 250G BF, WMTRERINE 2 ZRizis s
gcs::cam::uin/{AccountID}:roleName/{RoleName} , L/ ; @t

{ProviderName} Z#SETE SIS AR SAML B R BEr M, FIRTE: S0 fiteg - 205 &5,

5. Biif; Next, i A Ki5i/Feedback Ti[H, JEFELLTER /G Hd Finish, SERKBLE CAM #1/E, WITEFIR :

23 Edit SAML Integration

General Settings Configure SAML o Feedback

e Help Okta Support understand how you configured this application

Why are you asking me this?

Are you a customer or partner? () 'm an Okta customer adding an Internal app

|i§] 'm a software vendor. I'd like to Integrate my app with Okta

Is your app integration complete? D Yes, my app Integration Is ready for public use In the Okta
Application Network

4 Okta M FTEFFECE SAML A

WeBH :

J&ER] LLE T AL IEICE Okta MG TH =2 BIIE (T % R E 2 ST,

1. B SRR E RO SE, 1% PR Applications, 3 AN I PR DU,

2. TEN B, MEEAIENNHEFA, #HANHIEED, ¥ Sign On, 41T FEF/R :

HAFTE - BBRaIHE b)) BRIEENH %5139 21971


https://console.tencentcloud.com/developer
https://www.tencentcloud.com/document/product/598/19381
https://console.tencentcloud.com/cam/role
https://console.tencentcloud.com/cam/idp

@ Hﬁiﬂﬁ iy 7]

Active | - | View Logs

IENETE Sign Cn Mport Asslgnments

o0

3. 7 Sign On T, #iifi Identity Provider metadata?s & & 32 Rd s, 40 FIEIFTR :

SAML 2.0 1s not configured untll you complete the setup Instructions.

Wiew Setup Instructions

ldentity Provider metadata |s avallable If this application supports dynamic configuration.

4. RS IR AR s < 5 P e BB DU A AR 7 B A,
5. fEIETH = Bl SAML S e fitra e ta, HARIEESE Gl S hrfe i,

BCE Okta AP

ViR :
] UEE AS BEITBECH P T RIANER, - 18] Okta F 0 BCHE /Y SSO i [FIAR,
1 BSHEA B LA A, i Directory THY people, #EAMH A EBOIE, 40 FEFTR

Directory  Applications Securit Reports Settings My Applications @)
L People © Help
Groups
}+ Add Person O Reset Passwords O 8 Profile Edior A

Directory Integrations

Q Search

Prefile Masters

AT EEDUH, i/ LAR Everyone, HEIEHTHREZBH,, A FEFIR

HAFTE - BBRaIHE b)) BRIEENH #5140 $£21971


https://www.tencentcloud.com/document/product/598/30391

A BT

X People

}+ Add Person 3 Reset Passwords > Reset Multfactor

Q Search

Person & Usemame
Everyone 2

Cam
OMNBOARDING

Staged 1| 9¢ com
Pending user action 0

3. 4R, ARG, #diE B Assigned Applications, 41 FEIFTR :

Applications Groups Profile

Assigned Applications

===

Mare Actions »

Application Assignment & App Username

Primary Email
te om
o

.com

4 (e HHIRIEE 19, #di Done, SEAACE Okta A #E, AT EFIR

IR L BRI (bR ARSUERT]

Status

Staged
Activate

Active

i E R

9 Help

H141 21971



@ Eﬁfﬁﬁ ulak=¢it

Assign Applications

Q Search...

© okta Assign

5. \ifFE W AHE RO, MGG N AR, AN HIEE I
6. fER LA T, 14 GENERAL, %1 App Embed Link £ Ty EMBED LINK, ZBSREHHIA,

IR L BRI (bR ARSUERT] 55142 3421971



@ Hﬁizﬂﬁ T )& B
ADFS H L&k iE N =165

BTN - 2024-01-23 17:46:25

HRIE =

Active Directory Federation Services (ADFS) J& Microsoft's #£H Y Windows Server 13/ H sk BEE RS (ADFS).
ADFSZ—FRIRERS T — RG22 Web M FIMERHTE R, BIRASRET SAML 2.0 (Z2WSHrid
BEE 2.0) WECASMHIRIE, SAML 2.0 22 G M RIEHE4trE (Identity Provider, 1dP) Y —FIFF bR, &
AILGE T SAML 2.0 BRE B3 liERF ADFS SREITRSHEATERRL, MIMSEEL ADFS 1K Ba8 % (R—85%) K
AR EEBHARE, AR R E— DRI — CAM T,

HliEie A
#HHE—1H Windows Server mfiR%S 28, WIEFEMW LRSS, 1ES M oI55 e85,

ERE A MRS A B BRI, REIRNPRIEINA GREER S (2% Z2aEE@m 0, Aaksamg o
E— D ESEMSERINERIERS,

PRI IR

2 AD RS DNS RS

1 (BN BT, AERmAaRIThEE, S imBiMEE, —EMET—%, WEATRA CAEEm S i
i,

2 {EVRINA GAIIRER SO0, (RHSTUmEIAMEE, —HE$

HF—

%, 1EARSS Bafa 13 BRL )3k Active Directory BEiiR%5. DNS AR5 %4,
. RFFIUMEVANGE, —ERAET—®, whRE, el cERhRm, vih LA

ﬁﬁﬂ%ﬁiﬁﬁo

4. R NBEERIES, A BECE T E, HEERY, A CHREN ¢ example.com,
5. i T—%, TREER, WAL, RREIHKIMEE, —ERGT—%,

6. MR, WHSERGEEIRSS,

7. 55K AD 8IRS5. DNS RS %%, FHRFIRSS Bt Fisdzedilan e e,

Z3E Web R% 58

RN R @ BRI R (sd) ARTERH] 55143 3£21971


https://www.tencentcloud.com/document/product/213/2179
https://docs.microsoft.com/zh-cn/windows-server/administration/server-manager/install-or-uninstall-roles-role-services-or-features#install-roles-role-services-and-features-by-using-the-add-roles-and-features-wizard

@ Hﬁizﬂﬁ iy 7]

1. ZE25% AD IS5 1 DNS kg5 B2, HEAMRSS e ta i, fEARSsas A 5 Bk Web RS54,
2. RAFFIUEANNE R, —ERLT—F>RE,, SEmM Web lRF L%,

HIEIE

WS EHHA SSL RS, WFIERERAT 0% ADFS #1F,

1. B T AWindows IR, TEIIZRMER A “‘mme iy, BIZEHAT, HEASESIE A -[HEH AR T 5] 0L,
2 (eI A -[PE AR R 0l PR > BB EBERIT, fERIE O ERIET, PRI > SER.
3. M

iE$H

, [EEJFHEFF, GHRAGEDA, REEES > REIRE > QI8 HESGER,

4 RFFTIEERNMGE R, —ERAE T, HAUEBEMTE, AEAE A RIS ESE,

5. 16 HE X IE R, L TMER

iR - CERitR) [H#E5H

15 KA © PKCS#10

6. HIRAER > IEBRYE, EEMENERAIFAI, fidER,

7. EMRER, HEEBERGE, AXUREIA (*.example.com) , FAERM,

8. TERLEHAS T &) Microsoft RSA SChanel Cytographic Provider (%) . FAEIRA] LS H,

9. IA > T—%, ERFFERENES, REER, BT,

#% ADC(ADIEH RS E)

1. Z2E 4% AD BURS5 M1 DNS iRSsH 9%, 1EfikSs a4 (3 S = 4)1% Active Directory IE RS 44
2. RFFEINGR, —ERET %, HEMAQRSEIIEIERIEIM. IEBMANIE Web 1,
3. AR fESEREEER I, St b

, $iﬁ% HiRAR% 2589 Active Directory IEHARS.
4. RESTUHENMG R, —EAET—%, fEACRSEAEIEEMANA, IERFLTIE Web [Tt
5. (RARFTUHEVNGE, —EAE T, pTEE, 52M%R% ADC,

A RR SSL iEH

1. V7l https://localhost/certsrv, 2 EHIEIEH,
2. TEFIE—MIEBIUHE, HHBRUEFHHIE,
3. EESIET I TR, PAdifER base64 4iF%HY CMC B PKCS#10 XA —MEHHE, HEA base6d Hi
BEY KCS#7 X SATIER A,
4. FHERTEIE B REIIE TSN A & il 2 AN FE R LU T AKE,  TEFAHRIE R Web ARS5%R, AL,
5. HIE R,
A TE
(W EHE THD) .

RN R @ BRI R (sd) ARTERH] 55144 3£21971



@ HEH:[E iy 7]

6. ZE HIFIEHY L33, GRBEMN, REFEES>SA.

7. 35 D IRS GRAFRET SCIF, PAFTUIENAME R, —ER LT —2>5%K.

8. ZE HIFIEHN VI3, AN, RLFEES>3H.

O. fEIEH AT UUm, 2, SHAH", mikdesfrs @0 7, Bdir—%, el
PRIFSCIF

o

Z3E ADFS

1. 2%

3% AD IBRSS

F1DNS RZH P i%2, ARG eAGTUH, 4% Active Directory BE B K IEAR S -
2. REFUEERIME R, —EAELE TS5, E4RUH, Hh7ERRS S LEERS B HRIERS .
3. RFTIHENNG R, —ERET—%, HAEERSEETH, HESAUTER
SSLUEH : S ATEARL SSL UEH R 1% fRIFIIIE S

BEBIRS A - BinikSaain (54 EAERRR—30 5 sts #48 adfs 8,
BeE B KRR SS R A s - PR BRI B B B R,

4 TEFEERRSS M U,

UNIIRELY i

. B, GRRTIEBOAMEE, —EST T —HER| %% ADFS 58,

5. VilA DU 54 T 3 XML S

https://BEE B MRIFARSS 8551/ federationmetadata/2007-06/federationmetadata . xml

6. 1 powerShell H#11T Set-AdfsProperties ~EnableldplnitiatedSignonPage $True,
VITMLA T AT 5%,

https://BEEBHRIEARS S 4F8/adfs/1s/idpinitiatedSignOn.htm

7.5 VR4 RIS AR, B R,

PiBH .

AN W s e SRR 1400 Bad Request, 1 powerShell FHHETLL T4 :

HeAREUE 3 ADFS RS o SAJGFTHT PowerShell, $U4TRHIAS setspn -s http/ADFS FirfEARSS &5 HY 7 Rlsthdl sd%e
WHF, fil40, ADFS FRTEARSS safy &l 172_21 0 _13.weezer.club, IIZEHIER WWEEZER, N

Administrator, AR FTATHIMIARL/E setspn -s http/172_21_0_13.weezer.club WEEZER\\Administrator,

TERS = RIS fr 4R L

HiHH :

R LUEE AS BRICIE ADFS HIISTHZ Z RIFVE(E K R IE 2 EIE1E,

TERSTHZ B SAML SR ftrd, aisriOnaise, RIFER SR,
(e

RN R @ BRI R (sd) ARTERH] 55145 3£21971



i — e
BB OV S AR,

N triRbtrEeIRAR

HiHH -

] LUE s AS BRI BCH P T RIAER, 17 ADFS H P BB TR Y SSO Vi RIA R,
NER SRR AT, matsOnaiss, RIFERTA

AR

o VRAIRIETES I NS e ftra i m

Hrb S iR AR RRAE 15 TR = O S T2 fhpt 2D BRAP BIEERY B R ks,

EERPAF4A

1. TEARS A E TR AR AU, PR B T B, J%E# Active Directory I AT BAL,

2. 7£ Active Directory FI PRI TIm, AERME > g > 4,

S EFTENR-ATmE, HEEHAAER,

WiBH :

<SEMEMKS DS BRSNS A 1D, AIFifE ks (55 - P65 &,

<MBIR B B> N IEIERE BN B AR R AR AT Q&R /A G4,

4. £ Active Directory Fi PP RITHSEALTUH, fAtR4E > FrE > AP,

5. AT, EERTHAGE, MmN, RIERP A,

6. 1£ Active Directory I AIIHEANLITE, 1 Users SCAFRAREIFANINAIFA -, FFH P N2 P 4.

P i B S R

1. B IR S5 9 FilgR-ADFS T4 A TE,

2. Pt ADFS 58, AT ERIMESHS .

3. FEINIMER A (BRI S DU, B FIRRAD, AEER0,
4. Jim DU R T EIB N = B TR ALY XML S

https://cloud.tencent.com/saml.xml

5. F AWM= S R BERIY S,

6. (REFTTHIEING R, —EHAET—H > 5B,

7. REASRUGEAE > BRI > 48 BRI & g,

8. TEVS LS BRI A ST, PR EREMNISEEY > #IRE A > T—4,
9. fEGWRFINITUE, #hFERNER, PREHE,

iEH :

FEAARLNIAAFR @ %hFE9 NamelD,

& AFRRZEAY ¢ 1%4% Windows K F 44,

R AR IR ID,

LR ID AR ¢ R AFRIALT,

RN R @ BRI R (sd) ARTERH] 55146 3421971


https://www.tencentcloud.com/document/product/598/30391
https://www.tencentcloud.com/document/product/598/19381
https://console.tencentcloud.com/developer

@ HEH:[E iy 7]

SpiRiS U RS aL =R

10. TEGSANELG A BIRLIN A S 0Um, s MR > M B AN R X > T—%,
. eGP T, AMFEANIERE, B,

HiHH -

FHIMIUAFE @ #h5Eh Get AD Groups.

HE S+ T E R

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer == "AD AUTHORITY"]

=> add(store = "Active Directory", types = ("http://temp/variable"), query =

";tokenGroups; {0}", param = c.Value);

12, TEAINEEHL AR BRI ) 5 DU, BA i RIS R > [ A B E RN & AR > T—,
13. fEgmEANI o, (NEMNMEE, SdifE.

PiHA :

PRI FE - #5780 Role,

HE S - #hFEUTIER

c:[Type == "http://temp/variable", Value =~ " (?i)"Tencent- ([\\d]+)"]
=> issue (Type = "https://cloud.tencent.com/SAML/Attributes/Role", Value =
RegExReplace (c.Value, "Tencent- ([\\d]l+)-(.+)",

"ges:icam: :uin/$l:roleName/$2,qcs: :cam: :uin/$1:saml-provider/ SRR RIR") )

Hr B 2 Erg S M B O IETE 5 TH S 002 5 B (s 2 BROIEE R B PR i 4 .
14, TETNINEEAG S BRRL A S DU, SR RIS EY - (8 A B & XN & X B> T —2,
15. TEGREERN DT A, *NFERNGE, SAHEE, A TEFR

Wi .

FEHAFRNI# R © RoleSessionName,

HE XHI - #hFELL TSR

c:[Type == "http://temp/variable", Value =~ " (?i)"Tencent- ([\\d]+)"]
=> issue (Type = "https://cloud.tencent.com/SAML/Attributes/RoleSessionName",
Value = RegExReplace (c.Value, "Tencent- ([\\d]+)-(.+)", "test"));

WiHH
AR AT ADFS RS #8 2 AN 2R B r B SR BT 2, nT UE A RS R E T (SRS B BAEAR S5 4
R, RIGTEA T RS,

RN R @ BRI R (sd) ARTERH] 55147 3£21971



@ HEH:[E Vil B
i/ OIDC #H17/At SSO

BTN - 2024-01-23 17:46:25

3T OIDC Myt SSO I, FEEBNIEH ARSI dtrat A HOE M6, REEMEH S R4t
2RI OIDC Token #eHUBIHZ=HY STS Token (A aVIERAEEH) o

—. Bl OIDC &R ks

1. £ CAM TEHI B RV /EM SRS, S MM > A TSSO,

2. TEfy 8 SSO TifH, FRiHTERIR AR,

3. fERTEE S PR kR U, IR AERESER0IDC”, FHEE Bt AtRE A

SRR | B X BRI, FA—MERRIKS TRHE—,

ErRHER URL : OIDC SR Erstrin, moHER IdP #2485, &0, hitp FF3k, FF&HRiE URL 485X,

&P 1D : 7E OIDC SR BER M i ID, MIREZ MM AREVIRBINS, " ECEZ NE D,
BN IWIE OIDC S 1342 4LH 1D Token BAMIANTH, R B 3R (ERGHR LY OIDC TeiE ST "jwks_uri” 5
BRI (FENE SRR DT ERIRIANE) o 0 TS 222, U R % .

BERER | N A RPN &SR,

4. B T —p it AME R B DU

5. MG EEIRG, Hilisemir.

= NE iR eE AR

1. £ CAM #EfI B EM Sk, MdtiAd,

2 fEMEEHEIE, plHEAR,

3. JEREA AR B PR,

4 TEFTEE EE AT, 1A S R IERESE0 OIDC,

5. LB T OIEHT Y B fr 2 iR

6. BB A iy R0

oidc:iss : OIDC Mk ¥ (Issuer) , #H, ZIRESRIER string_equal, Z&HERBEZELE OIDC H 731t
HIEE ) B4R URL, FR3TE A €1 OIDC ShHIY iss BB R LR HISR I EKR, Aty Rrsds
{8,
oidc:aud : OIDC %Z#x (Audience) , #MH, ZFRESAHHEH string_equal, S&fHERAEMEFHTE OIDC &7t
PAHRRLERN — D Z DR 1D, FSRE A Y OIDC 43N aud T BB B IZ BRI SRR 2k, Mt
VR,
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oidc:sub : OIDC & (Subject) , W&, ZBRESM AT LUE T string JSMSAHRIESRAY, AAMHERZ AT
&E101 OIDC F:fk, FIKA537E A OIDC S AR sub B %R HISF BRI, 4ty e F i
1o

7. Bl T,

8. TEBCE A kMG DU, A ARG, Pt T—%,

o EH T, AMGAIAGihR OB | HAGERET,

=. TEH 1R % OIDC Token

FEM A SHHER OIDC Bsgizil e, FFEMABRFTIRFYYTR5E OIDC SSO itk (Bl i/ AP ZREIG R F
H, HEAGNMATIFERS) . HTERK OIDC Token AJ F21 OAuth A2, FrLAFRZEEIEFRIHER OAuth
2.07fitFE M OIDC B fnfffkns (B4l @ Okta) FRHXOIDC Token, E&77 S WARMHRGHIAH K S0k,

VY. {#FH OIDC Token #:HEY STS Token

MEH AR AR AL PRERE] OIDC Token J&, AILAEREAH AssumeRoleWithWebldentity AP LU A] LA [l B Tz 1
STS Token,
IR

POST / HTTP/1.1

Host: sts.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: AssumeRoleWithWebIdentity

<RNHERSHE
{
"DurationSeconds": "5000",
"RoleSessionName": "test_OIDC",
"WebIdentityToken": "eyJdraWQiOiJkT****x*x*xx**xCNOQ",
"RoleArn": "gcs::cam::uin/798950673:roleName/OneLogin—-Role",
"ProviderId": "OIDC"
}
REFRA]
{
"Response": {
"ExpiredTime": 1543914376,
"Expiration": "2018-12-04T09:06:162Z",
"Credentials": {
"Token": "1siMDS5rO0tPAQI9xpR******631ad76£f09a0069002923def8aFw7tUMd2nH",
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A BT

"TmpSecretId": "AKID65zyIPOmp****gt2S1WIQVMnlumNH58",
"TmpSecretKey": "g95K84wrzuE****y39zg52boxvp71lyoh"

b

"RequestId": "f6e7cbcb-addl-47bd-9097-d08cf8£3a919"

Fi. f#H STS Token VA BRI JE

S D SRR I AR EH (STS Token) ViR AR ARG IR B,

RN R @ BRI R (sd) ARTERH]

i E R
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IR R E R L2 T TRV AR DA T S L R T TP R 22 TR T

BOANELT, ERSERENVIGEE, a4 TrERFETIRR | FIKSRAEMEIRTIRR ; BRI
HEASBA TR BRIRN TR, 72 IRIA TR

TR IR AT I — SR B AR AVIEIEMIE, CAM SCRiFRAISERIY SRS, PR SR H 0 ORI, TSRS E B
BN O E N — L WINRES, M@gEHE, RWREEAST, SRS, BEXREZ
H A B SERS A LAY R B IR B BUR B &, PURSRIG A RE A RNA R NN, KRR, T B8 SRS
AT LU TR 2 F P 22 S EAR A BR AR K

L2 e P AHGRE — D D RIS SE AN, AN SR e AT DU T isE SRt T U B A2 SR
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TN ] ¢ 2024-01-23 17:54:33

M TR A T SR b — SR 2 SR IR TRV, IS THZS A SRS 0y i SR AT B A2 SR, CAM AN ] £
FEUIA, NIEAREE T 205 R G AV E PERIS, #5 8 FR 228 CAM F s AIAN R, f&0n] DS K HR T SR,

sl B T ORI e R B E RIS R IRE] CAM FIF sd, FDRIBTITIFE &2 MR,  [RIINZERT DUR 2 SRS E N
F—4> CAM A F e,

PRI

PRSI S QA EE, Z 0P @i e — 5 IUARE S, @S E R, WIRERENRSE, #(E

XRVEE", BRI, BRI RGN, A rI B P gt

EI5E SR Mg

H1 P G A RS A L AR BT E BRAUABR SR &, TR VFPRABRL SRR 73, AT LR TR Y6 /& FH 1 72 (B A
REFETR R, BUAN, W FBEEEH OB — SR, (EHAPE B R EARELG], TEPUEE RS 4 KB,
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T E] - 2024-09-29 16:19:33

BV R

AR AT AN R AT U0 B ORI, B ORI SOV AR EZ AR X 77, AT DURTE e F T i
ZFUBIREH TR R,

ES (T

ORI A AR Gl

TG AE Rl o QI SRS, BT ORI 1 S IR S MR, I RTR, BaERSCRISTEE, RRRE, L
HEF

1. TEVT IV BRIZERIG Y S DUm, SR/ b HIHTER B RE SORME.

2 (eSS \E Irh,  Ah AR A AR CIRR, kA SR DL

3. FE PSR AL il A IR IRSS RO TiH, (MR T ER, g —MMZEGEI, (A DUESE: JSON, (5 IR
TR A GRS, SPCSCRIF P LR A il ds )

RER (1) @ BT vreiag,

MR35 (@oik) @ RN bbo

B GROE) @ IR RN IRAE,

PHIR (RE) ¢ R B IR B B A R E BT TR

R IR IER, IRFFRII T i A SCRHAE ARG RSB, R iR Al

AR N GIRRII 7 i, ADERRPEBTIR, BIEMA S ES M 2R CAM (Y7 Ao R iy T3 1R B
P SR SRR EE TR S B S CAM B~ i AR THRABCRLEE )

Seff QEIE) @ RE LBRANEIEREGE . PRS0 LT,

PiHA :

HEFEZ PRSI TR, AT AR, RSN MBI, X5 SRS A T BRI AL i

— SRR R R LA I 2 26 R

4. SERCRIS AN g G, A T—F, MEASEAREEAI KB -/ T,

5. £ XEKM P/ A T, #N R E R, PRI R P s A PR AN,

BiBA

Mg R AR PER A BEIERR, BIADY "policygen” , JEZEUTARIE A H IR, ERT#EAT B E X,

6. LT SERR, TERERIE AL AR O B E ORISR E,
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° Edit Policy 7 o Associate Users/User Groups

Basic Info

policygen-20210719145400

Associate Users/User
Groups

Select Users

Select User Groups
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HRIE =

ARG ERAN AT AR B SN O B8 SORMG, SRS ZE R IR R A — 2SR R MR TRV DR, SRESHIAH K E
X, WS A AR

PRI IR

1. TEVT RV BRIZERIG Y SR DUm, SR di/e b rHTER B RE SORME.

2 (eSO A b, SRR RN, M AR SR A T o

3. FE PSR AL il A" IR IR S5 G4 AERE, ANFELUTER, Gl — DMRIE I,

MR55 (o) @ R AT o

Bl (RIE) @ IR BRI IRLE,

VifA

BIEhEE RS FARE L, E] DGl R RHER ST i1 & B VR 1 SRHER AN

T SRR RAUR 1, R el RO MRS SRR AR,

T L ARSHRHERREZ PR O, R Ea R A B IRAR R,

ARSI N IRF I, AT BRI, RERANINZ DB, X 53 AR5 A T IR IS L
— SRR R R DA 2 26 A

4 TEEPIRAERS, IERRFERPIIREER, WM MR%E, Bl T—F, A KB/ 4/ o,
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CIE A e 30 T JSON

HMESSIRE =
v EERRS
F#3E (Service) - EEERE

=IF (Action) -

iEIFinE (resource_tag) ()

+ =00
IMEFEATSENER, SatrEEarmErs B

5. KERH /M 4/t AN FE SRS R FRAIDAE R, AT RIS SIS =/ 4/ E PRas s A
VifA

Mg FR R A B4R, BRIA "policygen” , R FARME A H B4 A, SERTHET HIE Yo
6. L SEAR, TERERIE AL AR O B E ORISR E,
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AR PRB N R P
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R RRANE AR
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FAE

IR L BRI (bR ARSUERT]

O xurrmrase
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@ HEFHE ke
B RIS 1B A G L B SR

ol E N TE] © 2024-01-23 17:54:33

HRIE =

ASCAGS TR AN AT TR TER O B e SCRMG, %07 SN P g ERIIETR, A2 RO0 RIS, AXRAIE TS, Al
DURRA RS 0 AR e Z R R R, RIS K E X, 1S WA LB,

BRI IR

1. EVIFE BRI B0 S0 Tim, fAd /e A TR B e SURE,

2 fEB R RO N O b, AT ECRIEIEIEGIRR, W AR SR IS AR UL M,

3. EERRIREANR DUE, Pl A R BEFHATIER, BlAN @ BIREA N 2R, XTI a, W
AdministratorAccess &4,

4. T4, it AYRBIRIE UL,

5. fEGmiE R IE DU, WIARRE AR, RIS TSR, TERERIEIETACIE B E ORISIRIE, HAPERIARI SRR
SFRAISRIE N A A B shAE L, SRESSAFRERIN policygen, &2 5 A AR Gl H A4 5o
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© szmmer > @) sEmm

HEREAE =5 R
1 |
2 “"version": "2.8",
3 “statement”: [
4 {
g "effect": "allow",
6 "action": "®",
7 "resource”: ¥
8 F
9 ]
1@ [}

Je SRR

A
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A BT
AN H

ot TSR] ¢ 2024-01-23 17:54:33

BRIE =

i E R

S P/ PRy, BOANRA AR, &R DO H RN, (8 /A P RS X B AR ERUR,

GIEESES

B tErHF /P4,
AUSRTREL R B YR, 155 I 7

PRI IR

S ] Dod S SR KB PR P, BB @S P P AR BRI, AT AR EA A XA, SCELRISREE X Al

T SR KRR P A

15 S K AT

A5 R SR B 20

1RV VS BRI G R T DU, IR,

Pibg :

ARG TRBLSRIE 5], A2t T DU £ B 5 SCER M.

2. E T AR IR TR BTG, SRR S RERF P4,

Create Custom Policy All Policies Preset Policy Custom Policy

Policy Name Description

QcloudCVMAccessForhullProject Permission for viewing the products of projects that are not supported by the Cloud ...
QcloudCVMFinanceAccess Financial access to Cloud Virtual Machine (CVM)

QcloudCVMFullAccess Full read-write access to Cloud Virtual Machine (CVM), induding permissions for CVM..,
QcloudCVMInnerReadOnlyAccess Read-only access to Cloud Virtual Machine (CVM)

VM

Service Type T

Cloud Virtual Machine

Cloud Virtual Machine

Cloud Virtual Machine

Cloud Virtual Machine

B IEHMI KRB /AP A, WIEEREA S, SAEBE, STRGEE RN K 1R,

IR L BRI (bR ARSUERT]

Operation

Associated Users/Grou

Associated Users/Grou

Associated Users/Grou

Associated Users/Grou
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@ Eﬁiﬂﬁ iy 7]

Associate Users/User Groups

Select Users (48 Total) (1) selected

test O Q

1=
[

Name y

= User Switch to User Group ¥
test User o

test User

Confirm Cancel

1 ARV EBERI G I Tl DUm, IR e,

BiRA

ARBIATRBLSRIE 5], A2t T DU 3 B 5 SR M.

2. T AR TR BRI T RNG, SRS RERA /4.,

Create Custom Policy All Policies Preset Policy Custom Policy CVM (<IN

Pelicy Name Description Service Type T Operation

QcloudCVMAccessForNullProject permission for viewing the products of projects that are not supported by the Cloud ... Cloud Virtual Machine Associated Users/Grou
QcloudCVMFinanceAccess Financial access to Cloud Virtual Machine {CYM) Cloud Virtual Machine Associated Users/Grou
QcloudCVMFullAccess Full read-write access to Cloud Virtual Machine (CvM), including permissions for CvM...  Cloud Virtual Machine Associated Users/Grou
QcloudCVMInnerReadOnlyAccess Read-only access to Cloud Virtual Machine (CVM) Cloud Virtual Machine Associated Users/Grou
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@ HEH:[E Vi

3. TESEHIRY SRIBEH /P O, A YTEA P,
4. BIEBRERIRI P, SAERERE, SERGET HNE KT R E,

Associate Users/User Groups

Select User Groups (2 Total) (1) selected
test 0 Q Name Type
= User Group Switch to User T
test User Group Q
test User Group
=+

Confirm Cancel

3B R PP P R B SR S

ST FH P R KSR

SESEE FH P IR

1 AEViF R A (P > (HPA12] 5O, SREIRERAUAF, SdiREar ], A KBS
ﬁﬁo
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i E R

B

Username User Type Creation Time Associated Info
> Sub-user i)
> Sub-user

0 selected, 2 in fota 20 v /pag

2. TE RHRORMS DU, R 2ERL,

BiA

PONER 2Bl S, fEn] DU B 8 ORBE eI s, 7 &R E ARG SR,
3. LML TRELANNIRNS, AR, STRGE P RIS A,

Associate Policy

Select Policies (29 Total) 1 selected

CVM Q Q

Policy Name

Policy Name Policy type T
QcloudBaianFullAccess

QcloudBeianFull Access

. . -, Preset Policy
Full read-write access to Website ICP Filin...
QeloudCVMAccessFarNullProject :
- L Preset Policy
Permission for viewing the products of pr... AR
QcloudCVMFinanceAccess )
- ) ) Preset Policy
Financial access to Cloud Virtual Machine ...
QcloudCVMFullAccess )
) . Preset Policy
Full read-write access to Cloud Virtual Ma...
QcloudCVMInnerReadOnlyAccess L v

Confirm Cancel

1 EVI RV EBEERIE Y 4] v, Sadi HARH P EARR, AR P HEE
2 AEF PRI, fAh RIRSRME, JEA SIS DU

IR L BRI (bR ARSUERT]

Full read-write access to Website ICP Filin...

Operation

Authorization Mare ¥

Authorization Mare ¥

1 /1 page

Policy type

Prazet Policy 0
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@ Hﬁiﬂﬁ iy 7]

Permission (1) User (1)

@ After a policy is associated with a user group, all users in the group will get the permissions described in the policy.

Associate Policy

3. FE RIRRMG T, PR R,

BiRA

PON R 2B, fan] DU B 8 ORBS BRI i, 7 AR E ARG (SR,
4. BETFEAINIHNG, AEHRE, SERCET P RIS R,

Associate Policy

Select Policies (29 Total) 1 selected
v 0 Q Policy Name Policy type
Policy Name Policy type hf
QcloudBeianFull Access )
Preset Palicy [x]

) Full read-write access to Website ICP Filin...
QcloudBsianFullAccess

. , . Preset Policy
Full read-write access to Website ICP Filin...
QcloudCVMAccessForNullProject .
_ L Preset Policy
Permission for viewing the products of pr... And
QecloudCVMFinanceAccess :
) ] ) ] Preset Policy
Financial access to Cloud Virtual Machine ..
QcloudCVMFullAccess )
) : Preset Policy
Full read-write access to Cloud Virtual Ma...
QcloudCVMInnerReadOnlyAccess o v

Confirm Cancel
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BRIE =

AT RAN AT A2 ORISR M55 1P, WE G, TSR
sEAR A TS IE R 1P BB RS TR,

GIEE=SEs

TEIRE R G SRHE 1P IRHINLF IR, PR SE 5 LR,

PRI IR

1. HEA SR BRI, SR bR B SORNE.

i E R

T ATRE R 1P B EKS T AR,

2 TEF AR A R 1, s HSRISAE AR IR, A RIS AR DL

3. FEIEFEARSS AR E UL IH], ANTELL TR R

ROR T RMEI, G TUVR. ANGERE E4EY, B P A RERR RN
IRSS @ RAEI, IR AN o

FBE L RIEI,  ARAEIERI TR SR A3 SR

PRIR L EI, RIS G ) iR,

Sl L IR TORIERRSAE, WA P sk, ATLAANINZE SRR, BIAN, ROBERE LY, (REAIZ IP #ihkry A

P ARAAZAN

(RN

DUF RBIZRR 604 E 10.217.182.3/24 50 111.21.33.72/24 WEXF HEIA

RN R @ BRI R (sd) ARTERH]

Fiz APl iJi[A] cos:PutObject, 41T :
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é ‘3 EE'EHE Viln)E

Select condition

Condition *

| ip_equal v |

Key qesip r |

|10.21?‘182.3,"24.111.21.33.?2,-’24 |

condition Operation

IREIETRATT

{
"version": "2.0",
"statement": |
{
"effect": "allow",
"action": "cos:PutObject",
"resource": "*",
"condition": {
"ip_equal": {
"gcs:ip": [
"10.217.182.3/24",
"111.21.33.72/24"
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[FEAG oA i
TLRSE
TLRZE MR

o IS E] ¢ 2024-06-27 16:15:11

g (policy) HIETITHEMM, AR AR ER, BOTTHRTUFERIEAN (principal) . #(F (action) . ¥
J5 (resource) . A& (condition) DIKZNT) (effect) . TEHRMREFNSHRINE, EANHER L3A T2
Ko MNTF RGP RESMELARNIEN, condition TTHEERETL, EHEHIE AT EA principal 7TE, ({CZRFE
RIS API HR ISR IEZEAE XY SR A principal,

1. k4~ (version)
RIS TEIEROR ,, 2ot R B AET, HEMUTIFE R 2.0

2. ZFEAN (principal)

FORRISR SR, cfERP (EKE. FKS) , RRRUFEAR, RESHPEEZ IR, (CHEHEAR
ME(T RIS M cosHITF BT TR HR T iZ T 4,

3.184] (statement)

TR — e Z SRR B, 1% IT 2 004E action. resource. condition. effect 2> HA T ZE IR sk AR £
Bo —S&ERIA BAE— statement T7TH,

4, ¥k (action)

R R F SRR R, HRIERTLUR APL (DL name RIZRIER) si&EIIRESE (—4RFER API, Ll actionName RiiZ%
i) o ZITR B AETIA,

5. %R (resource)

TR R EAARRE, L@i?ﬁ%ﬁﬁﬁﬁﬁfﬁiﬁ S R IRE SOEE 2B TIX A, A R AisERFENER, 8
S5 1 4 B B TR BRI R (72 SR, IR T,

6. B EHF (condition)

TR RIS AL RN A RS, S R RVERY . REREAIR B A, SMHERT AR, 1P i (E R, FLEiRSS
FOVFIEAE SR iE e B E, ZTE R IEETT,

7.8 (effect)

A A VSR E TR R AR, Tl allow (R¥F) Mldeny (ma{iE4E) MRPEGL, I TEANH
i
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8. SRS

B VIR T K-S APPID 1238423 M INFIKS ID 3232523, ALt Hs Y cos 1#if# bucketA 1™
INHBIKITY cos 170 bucketB FHYXT SR object2, £V IP H10.121. 2. WEXI, #EFTE cos i3z APl AR L% 5.
X RIVIRR, AR AT AR & TH R A HIRLRR

"version": "2.0",

"statement": |

{

RRANFTA

"principal": {

"gcs": [
"gcs::cam::uin/1238423:uin/3232523"

]

by

"effect": "allow",

"action": [
"cos:PutObject",
"cos:GetObject",
"cos:HeadObject",
"cos:0ptionsObject",
"cos:ListParts",
"cos:GetObjectTagging"

1y

"resource": |

"gcs::cos:ap-beijing:uid/1238423:bucketA-1238423/*",
"qcs::cos:ap-guangzhou:uid/1238423:bucketB-1238423/object2"

1 g
"condition": {
"ip_equal": {
"gcs:ip": "10.121.2.10/24"

"principal": {
"gcs": [
"gcs::icam: :uin/1238423:uin/3232523"
]
o
"effect": "allow",
"action": "cmgqueue:SendMessage",

"resource": "*"

BIM=IRE (ts) BRIULELA

i E R
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BN RIS ITETESE AN T BT R, TR policy HRRAS version A1) statement #J%, AR LEERAEAER
principal, ZAEANBRETRIGEHE API FR RIS IE IR X IS 5P A,

1G] statement 2 I TN FIBAIM R, B TFIBA)CFEIRIE action, PET resource. “ERUSEM: condition DA &K T
effect PUNIEER, HA condition /2 IEAIEIT,

| g
, policy :
| = e .
: I

1
! e e i "
: statement | ~--------ooooomomm oo o L
| 1
= N T
I :I | I |
1 Il L
I ! o L
: T
[
: :l ——————————————————————— [ T
——————————————————————— = 1 1
| ]
. . B
| I [ I T
I :| (T
I | - [ T
: e
1
1 :I _______________________ | I T
: | T
[
:_ A e e L L L L I
JSON #&3X

TRIETETELL JSON #E LA, A ek s Ty SRS A% 2 JSON #83 I, FEEIEIR R Y, P AR P b 7 e A7
JSON #UEM, JSON MEZFARHETE RFC7159 AHiE X, &M A] DUH FITEL JSON KiEfE A6 25 SR s A% X,

BIRAE

AR AT Z)E
PUF 72 a S TE RIS IR JSON F4F
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DUF 752 I T ROA RIS TEE R IR 74, el EEiRig S

Y—MNILRICFZMER, EAESIRATMERESHTIR, Bl

K

[<resource_string>, < resource_string>, ...]

<principal_map> = { <principal_map_entry>, <principal_map_entry>, ... }
SR MER, WA MUREE—ME, SRR A—MEN, BRIGES AR, RS "bridrnE, #il4n :

"resource": [<resource_string>]

"resource": <resource_string>
TERGEMIRE (?) RoRIZTTRRBIEREDL, B4
<condition_block?>
TERBBOEERIEN T, BOMEZBABL " £oR, HH ()" #5508 XBEHERTEE., fa0
("allow" | "deny")
FRPETCRNE S EAER R, Bial

<version_block> = "version" : "2.0"

33730

policy = {
<version_block>
<principal_block?>,

<statement_block>

<version_block> = "version" : "2.0"

<statement_block> = "statement" : [ <statement>, <statement>, ... ]

<statement> = {
<effect_block>,
<action_block>,
<resource_block>,

<condition_block?>

<effect_block> = "effect" : ("allow" | "deny")

RN R @ BRI R (sd) ARTERH] 55172 34219701



@ Hﬁizﬂﬁ iy 7]

<principal_block> = "principal": ("*" | <principal_map>)
<principal _map> = { <principal_map_entry>, <principal_map_entry>, ... }
<principal_map_entry> = "qgcs":

[<principal_id_string>, <principal_id_string>, ...]

<action_block> = "action":

("*" | [<action_string>, <action_string>, ...])

<resource_block> = "resource":

("*" | [<resource_string>, <resource_string>, ...])

<condition_block> = "condition" : { <condition_map> }

<condition_map> {

<condition_type_string> : { <condition_key_string> : <condition_value_list>
b

<condition_type_string> : { <condition_key_string> : <condition_value_list>
b
}
<condition_value_1list> = [<condition_value>, <condition_value>, ...]
<condition_value> = ("string" | "number")

B

— NN policy AT AT & £ 5515 4) statement,

RIS R KK EZ 6144 DM (Pa&ZErg) , BMMERIESH B,

F L block YR LR Al 4N, fESRMEH, version_block ATLURTE effect_block & THI S,
HTSRIBERA N 2.0,

principal_block JTEREIEFERIE R ARIFE A, ECFHERISER API HHAISRISIEZAE XIS A principal .
#1F action AR resource X F55115%,

ARG AT LU AN, B TR 2N TS BA S, BN ENSATE S MRIERF condition_type. S:fF
#¥ condition_key, Z&f4{H condition_value,

fE5&TEA] statement Y%%) effect 24 deny B allow , 4RIEH al EHYIEAHEICLEH allow X L&A deny I, E1F
deny LN,

FITER VLA
BN TR TAT R IAT T

action_string

F i E A, RS 2ERAIR A PR A

/ /P E P LR R E
"action" : mxmn
Vagtcilen® gWegwW
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@ ﬁﬁizﬂﬁ ks

// COS FEimPnE#RE

"action":"cos:*"

// COS FEfBY% N GetBucketPolicy HIYHR(E

"action":"cos:GetBucketPolicy"

// COS T EmERTVEAL Bucket HYIRAE

"action":"cos:*Bucket*"

// cos I, %N GetBucketPolicy\\PutBucketPolicy\\DeleteBucketPolicy HJIRIEFIFE
"action": ["cos:GetBucketPolicy", "cos:PutBucketPolicy", "cos:
DeleteBucketPolicy"]

resource_string

P E I /S B,
gcs: project :serviceType:region:account:resource
ABIATTF AR

// COS FEH object iR, Ly, WFEHAEEN uid 210001234, RHFEHE
bucketl/object2

gcs::cos:sh:uid/10001234:prefix//10001234/bucketl/object?2

// cMQ FEERIRAF, b, RIFEHAEEN uin /212345678, WiRAE12345678/queueNamel,
HIRATZ 2 queueName
gcs::cmgqueue:sh:uin/12345678:queueName/ 12345678/ queueNamel

// cvM PN EiRSGS AR, LR, BIEEEEN uin 212345678, HiHMAR ins-abcdefg, BIR
A%/ instance

gcs::cvm:sh:uin/12345678:instance/ins—-abcdefg
ANSRAEAR TR o L R IRE TR, TS SCRCAM 1977 i FRON R il 278 SO,

condition_type_string
SMRVETY, R INASAERY2ERY, B4l string_equal. string_not_equal. date equal. date not_equal.

ip_equal. ip_not_equal, numeric_equal. numeric_not_equal &, R0 T AR

"condition": {
"string_equal":{"cvm:region":["sh","gz"]},
"ip_equal":{"gcs:ip":"10.131.12.12/24"}

condition_key_string

SRR, FORFIA AR SRR ERF A TIRE, DUEESRMR SR, CAM E X T —HIEFTA = &R r] LUE
PS5, E1FE qes:current_time. qcs:ip. qcs:uin Al gcs:owner uin 2, ERERIES ) 402,

principal_id_string
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@ Hﬁizﬂﬁ iy 7]

T CAM T E, AAMRENEE, KHZFEA principal HRA/SNBEAR, RHEANT, BMAMEEIESH T
7o

"principal": {"gcs":["gcs::cam::uin/1238423:uin/3232",
"gcs::icam: :uin/1238423:groupid/13"]}
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https://cloud.tencent.com/doc/product/598/10606

@ HEFHE Vil B
P IZ

oo B A] - 2024-12-16 17:25:30

FEINH PR =R TEN,  CAM sdid DU P IZ R E e a4,

Deny by default

L 4

Evaluate all policies
associated with the
current user

Whether

deny policy
exists

Denyisdefined
finally

Whether

allow policy
exists

Allow is defined
finally

Deny is defined
finally

1. BRNBOUT, FTA I KA R4,

2. CAM a2 Yl F /7 XEXAIPR A SRIE.

2.1 W2 A VCRORNE, Z2NET T — T ; BRI deny , RILVFTIA =B,

2.2 W2 A A VERL deny TKlE, ERMIRZCHER deny,, FNARVFIFIEEIR ; ST T2k,

2.3 ¥ A VAL allow K&, ZNIFRZCHIWA allow , RFHRI SRR ; SNRZHIEN deny, NRFE
o

TR

NFFEIKS, BRIAEES A RIRNTIFBER ; B BRI COS/CAS 7= i S M= Y B IR A,

HUE ARG, SEIAXBATA CAM 7, BEARIE LT SCry i g 55,

HAMRISEES LT AFEE, i allow #1 deny $RHEE,

XTSRS IR T AR SS, FENRRLENT R, BIEKS A BIEKS B TN FIKES X H IR iR
PR, IR CAM AN RS A BN B IZBR LK B R RAGE Fik 51 R, P& RN 2 R R
T, BWFIKSFERIA A FITETH,

HAFTE - BBRaIHE b)) BRIEENH #5176 $£21971


https://www.tencentcloud.com/document/product/598/10605

EHBAT

ELIFZEED]
T FHORBSERANT

TR

AT E MFA JSIE

2B U EFRE MFA Rk

417 token FEE MFA Kk

FRYE token FEE MFA J1iE

BT 2 MFA Sk

BAFHSTE MFA Kk

RN R @ BRI R (sd) ARTERH]

i E R

RIEE X

{

"principal™:"",
"action":"account.QueryKeyBySecretld",
“resource":™

"cond|t|on”.{”string_equaI”:{”mfa":”O"}}

}

{

"principal™:"",
"action":"account:SetSafeAuthFlag",
“resource":™

"cond|t|on”.{"string_equaI":{"mfa":”O"}}

}

{

"principal™:"",
"action":"account:BindToken",
“resource":™

"cond|t|on".{"string_equaI":{"mfa":”O"}}

}

{

"principal":""

"action": "account:UnbindToken "
“resource":™

cond|t|on".{"str|ng_equal":{"mfa":"O"}}

}

{

"principal":"",

"action": "account:ModifyMail",
“resource":™
"condition’ .{"string_equal":{"mfa":"O"}}

}

{

"principal":"",

"action": "account:ModifyPhoneNum "
“resource":™
"condition’ .{"string_equal":{"mfa":"O"}}

}

$177 H21971
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@ HEH:[E ks
FRHE N T 7

ol E N E]  2024-12-16 17:25:30

ZilE (resource) JLRERR—NEZ MRS, W1 CVM B, COS RN, AR FZEA2E CAM Hy TR IR

{g l%\()

FITAR B AE X

%R (resource) Ny * MHMURFFTEGIE, EIAJTZTHE action AT A EIRIVIRIERIR,
5 P IN IR S5 AZ OB FE M IR 55 I s A IR S5 HOHAE action ST EE N #2019, IR (resource) E4H *, HIfZ
FiZ RS EIZ RS 11 action WYATA ZIFAUR,

BB ERRE X

BT RSN BIRBER I AR T B0/ BT 3, AR BRI A B A B IR I A B3 IR SO
NBGEUE ST AN TR -

gcs:project_id:service_type:region:account:resource

WIRNBAEE LT AN TE, HEdlE X BoRBINT

H AN
7B & Y HUE L‘f f‘ T
qcs qcloud service HYfE#, FREBN AR E T, yes qcs
et i BRI G, (Gf7 CAM RiUlBH, HakmE i

PO HAEBUTILER, AT, A e

bR SRR, VEEIER 5 CAM 977 5y Hhity 5 cum
service_type “CAM & #R & V\]WZ\EW]?% %

[N SR e AT edn

w g
| B E R, HRa 2 RS b5 ; | HBEXdEs) ) ap-beiing
region [N R R T M A | SRRy ap-
° guangzhou

account HARFEREENEKSEE, B & uin 4l : uin/12345678

WEIEIEE, uin Al uid 2K, uin A, BIEKS uid % : uid/10001234

FIKFID, FRRA uin/${uin} o
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https://www.tencentcloud.com/document/product/213/31574

@ Hﬁizﬂﬁ ks

uid A=, BIEKSH APPID, R

9 uid/${appid} , 1X COS FI CAS 55 HE i
A A %07 R,

B 922 I 2R B R SRS 1 CAM FH Pt 1 32 ik

=
o

RS S BRGNS,  HATSCREMAT T 5D

ﬁgﬁﬂﬁﬁi, resource_type/${resourceid}

—HE AZBH . ol
M <resource_type>/<resource_path> , iS5 as - instance/ins-1

resource_type/${resourceid} : ?:%ﬁhylgf{;fiL:
Y B 3 Instanceld/cap-
t FIGHRATER, HRBEIE \
S resouronid) 1 ELUA - y R AFE COS -

${resourceid} J ERIEEJE ID, AIRETER ™ iz o

. s s U refix//10001234/bucket1/*
HAEE, [N « WREEEENTIEE P

# bucket! THYFRA L

resource

R ff, COS % (resource)
<resource_type>/<resource_path> : SRR, EES I
resourcetype NRIRATZ, FHBEIHEIERL, COS FHUEM ISR,
<resource_path> ﬂﬂﬁ‘?ﬁ%@, ﬁﬁfﬁ?, X

¥ H RRHIRTSE VTR,

CAM HIBTRE X
CAM @& TP, 4, HEKSVEI, CAM VRIS AT FAs :

EKS ¢

gcs::cam: :uin/164256472:uin/164256472

gcs::cam::uin/164256472:root

FHKE :

gcs::cam::uin/164256472:uin/73829520

gcs::cam::uin/164256472:groupid/2340

FrE TR
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@ HEH:[E iy 7]

SR
gcs::cam::uin/12345678:policyid/*

ak

gcs::cam::uin/12345678:policyid/12423

G ER 2 i Y

WIRAE —EREKS. JRERZE FIKS AN, ERARNVEL T, ~=EMAERENRRR, &
2 BRI A E AN
COS. CAS S5MV55 TR MO AN BT IRAY VT IR, BN i] LUB A R A5 38 7 SR BRI AN A H T S

KBRS

AUSRAEAR T g = o LR BRIRUE RIS, TS 5285 CAM 7 i FORE R Y 238 SRS,
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@ HEH:[E iy 7]

Foper =1
RIS &

ol E N TR 2024-01-23 17:54:33

EH =

ik - A E CAM FI P T H ORI IR, Hlal, ZAHERE COS RIRIIAIEEIAINA X
BRIRAI I AR o

AERHBTRIENAEE (EKS) FREZ MG RIRAEE, SPUARRE, TEN SRR RIS
QUEE, (ESRIENLT, ] DU 6 RIS R Bk TR FE R, TESRIS A SR IEE SCHn o (A i e Y
TS uin, ZEMATRIZ RIS R, S, SRR SRR B IERAS I BT UER,

3 O3 BRI AN R A SR #0870 T

{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": "cmgqueue:*",
"resource": "gcs::cmgqueue: :uin/1000001:queueName/uin/${uin}/*"
}
]
}

RIRE BAE DN EIRAVER R _ OIS uine A1FIKSuin 25 125000000 HYFIKS G R FIKS uin /2
1000001) All%E: 74479 queueName/uin/125000000 HY A& cmq THEBAZ,  TUIEON R B S5 T 28 75 =00

gcs: :cmggueue:ap—chengdu:uin/1000001 : queueName/uin/125000000
FIKS uin 2y 125000000 HYFIK= V5 ANZERTRING, S0 R A RN W Y RIS E B S A Hon i &, B
gcs::cmggueue: :uin/1000001 : queueName/uin/125000000

HRIEPHEIE ges::cmggueue: :uin/1000001 : queueName/uin/125000000 AJLUESS AT PCHEL I Al % 5

gcs: :cmggueue:ap—chengdu:uin/1000001 : queueName/uin/125000000 o

5 = DL VAT
BIRSCRRALR © S AR ATLURE Vi FX MR — L,

SAFTRAE | R DUATESE,
PUF SRR VPC QIEE A VT AR,
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@ Hﬁizﬂﬁ iy 7]

{
"version":"2.0",
"statement": |
{
"effect":"allow",
"action":"name/vpc:*",
"resource":"qcs::vpc::uin/12357:vpc/*",
"condition":{"string_equal":{"gcs:create_uin":"${uin}"}}
}
1
}
L

X G A COS BT /NN
gcs::cos:Sregion:uid/$appid: Sbucketname-$appid/S$SResourcesPath , HH $ResourcesPath i E.
HRHIETREEE, H $ResourcesPath HHRREMH A LRSS &, SEREHY COS 77 Bucket IR IR/ SEXANT :
gcs::cos:ap—-guangzhou:uid/1250000000:examplebucket—
1250000000/path_1/path_2/pic.Jjpeg o

IRAEAR B 43R

H AR IR IG AZ B S RAN T

LEY TEE Y

${uin} YRIVIFE TS uin . N TURFEZEMRSIER, EMFEKS uin —2
${owner_uin} TR PE R K-S uin

${app_id} YRR @R MK S /Y APPID .
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@ HEH:[E iy 7]

Ak A2
RS
Ak A2 )
A SV E S e RN
T EHEINE] @ 2024-01-23 17:54:33
R E [ E PHIRIEI, f&n] DUE @ RIS (Condition) . ARG NER, WEE, YH B

RITERN, R TER LT SRS RIS E S LRI 15 R A I S A SR B A T T
e, HESRIFPERCA, xR RR RIS R AL

G ESE R AR

AR — DR NRATF AR, —DREFAIRSEARE, SREAMSMHMEAEK, —DaRAEATLGEE — e
Z A,
"condition" : { "{condition-operator}" : { "{condition-key}" : "{condition-value}"

H}

&7 AR
ERIPN 192.168.1.1 , HiEKHH/NT2022-05-31 00:00:00, Condition &I :
"condition":{
"ip_equal": {

"gcs:ip": "192.168.1.1"
Hy

"date_less_than": {
"gcs:current_time": "2022-05-31 00:00:00"

}

RS PEACIZ

AREGAFRI PSR AT T

PG AR Wik

SR —NRABERTLUEE — P EZ N RME, fESRFRER, AIRSARIE
- GAREEAP ISR —MHE,  BIRHE SR

S RGN [Fl—SRAFRESURIZRIE AT, BRSNS, MR SR H R

RN R @ BRI R (sd) ARTERH] %5184 3421971



@ H%izﬂﬁ v
RH R, FREHIEIZSE T A1 e,
SRFELH 2 SFBL TN AT S&E AR R IVIB I T, Y REHIE XS FEL 2,

ZFMHEERF (null_equal FRAY)

7\ %4%\ SELER WA:N % % o
WS4 if_exist Fon b SUE B A EMEA T Ea B AT BE AR IR AL

for all value BRETAFERCSR P BT R, R b T SUE R SRAFaA&DSHEAR T
- JEERIN A58

BRE RGBT, R b T U R RN EE 1 RMAE
T BRI L AT AR

for_any_value

iR
FAREIZPUN S FF for_any_value,

S SNl

"condition":{
"ip_equal": {
"gcs:ip": "192.168.1.1"
}
}

TERPPSRHE RS IR, TEHRBITN qesip, b T SCES-IEHEE N SCAME BT IR, Hilan
192.168.1.1 o ZEHHTRYLLBSSRI MM EREE (ALY ip_equal) o

FERLEE BT, TELVCEL R S ki SCPRTR K, XIS ERTLERE Condition I, $8E 2 NS AHE R PTHL,

Blan : P RAHE 10.217.182.3/24 B#E 111.21.33.72/24 WEFHEEENSR (cos:PutObject) , IR

REENAANT

{

"version": "2.0",
"statement": [

{
"effect": "allow",
"action": [
"cos:PutObject"
1y
"resource": [

mxn

1,
"condition": {
"ip_equal": {
"gcs:ip": [
"10.217.182.3/24",

RN R @ BRI R (sd) ARTERH] %5185 3421971



"111.21.33.72/24"
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@ HEH:[E Vil B
SRS BAT

ol E N TR 2024-01-23 17:54:33

eI CAM FEMIE 1Y Fs A pld i QA SRl I, K RT DURYE 75 280 i R A e P

ES AR

BN mE SR A8 0 ges:<condition-key> , MHHTHSHSMIRE, SMARIINEKAEDMT

L ES R A i

Web Server &I ENER VISR, L 1SO8601 iR, FHFREMHH

qcs:current_time Date and time UTC .
qcs:ip IP address KAEIERE 1P Husk, ZFFE CIDR FRYE,
qesesource. tag String FF B EPRBE LRI AR IR A, Al ORI e e bR B/
' - BN 5408 fE IR _E BB AT ELRR, A PERCRS = RE 17 R 5 T
csrequest 1a Strin PEH AT DEIE SRR LR AE,  ALRFRIG TR e € FIARE /(BN 518
des-reduesttag d SR TR T HA, (4 PURE o AR BRI,
TR
YIS EEEN AT DN T2 RARSS, Rl AN FRERS .
SR D K/INE,

TEAE RS (Condition) HA S A 2858 RAF RN SR I HH Y S H A S B 515 5K BT SCHR B 7 PE L
FRIRALRG RSB R 073 L FARF A (String) 05288 (Number) . H#IZER! (Date and time) . /R
JH (Boolean) # IP 2% (IP address) . iSRS HAF (Binary)  Z25HHESHAF (Nul) o

SMnE Ry SMBHEF iR
string_equal FREFET (RO KNE)
string_not_equal FREAREFET (ROKNE)
FREBRSIESERT
string_equal_ignore_case FREET (RROANE)
string_not_equal_ignore_case FRHEAET (FXDKNE)

RN R @ BRI R (sd) ARTERH] 55187 3£21971


https://www.tencentcloud.com/document/product/598/35596

A BT

By s Ry

HIASASB AT

i /RIESRAFB AT

THERISEB BT
IP Hik S B R

ZESR MR RAT

HfL 5 5% 2R

numeric_equal
numeric_not_equal
numeric_less_than
numeric_less_than_equal
numeric_greater_than
numeric_greater_than_equal
date_equal
date_not_equal
date_less than
date_less_than_equal
date_greater_than
date_greater_than_equal
bool_equal

binary_equal

ip_equal

ip_not_equal

null_equal

BUEET
BUEAET
BAEINT
BUENTET
BUERT
BUERTEFT
H A TR 55T
H S R AR T

ERULNIEN

H R RN 35T

H AR AR T

HAR R T4 T

Aii/RAEPEAC
BUEET
P 55T
IP btk A~FT

e SR ORI

i E R

EAROER, AILUEHEIZEME (Condition) HXERFIEREHISEIFHE, SefFHE S BEATRIMU SRATT

BiA

SBETY string_like 1 string_not_like XNV IVSRHE R KNEFHEE |

Mo FIRSER AT LOEE S0 FF CAM RN S5 #2111 &,

S

gcs:resource_tag/qcs:request_tag

RN R @ BRI R (sd) ARTERH]

string_equal

string_not_equal

By o - L, PXRIRSE
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https://www.tencentcloud.com/document/product/598/10588

qcs:current_time

qcs:ip

RN R @ BRI R (sd) ARTERH]

string_equal_ignore_case
string_not_equal_ignore_case
string_like

string_not_like
date_equal
date_not_equal

date_less than
date_less_than_equal
date_greater_than
date_greater_than_equal
ip_equal

ip_not_equal

i E R
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A BT
. 37 5=

ol E N TR 2024-01-23 17:54:33

A i

L AR RS 25 i T

42, e 3 h52 /N2
HAEERTAI-TREROS TR oeema e P R

{H

BAEZ PN RESETNIR JEVHERE IP FIFEE H AR 7517

N ST S T E S S ENE SR/ I LSO S SN SR
i /RMESRAF B BAT I THFFHEE token J5=F AI R API %5 HH

RSB A& — SRR — N RE

A1

i E R

Nl
NGl

Nl

il

GGl
il

Nl

X4 CAM HIFTEH VPC X554 AP I, BR 7 7R ZEHIMT CAM HI PR S IA A S51EHE AP HIAN S B2 B IR A 177 )

RSV, SEFZIA CAM FI PR S A X S KBy VPC YT AR

5 FRBI
PUT/RBIHERTCVF VPC FRE TR E RN SR,  VPC RYHUS U i,

{

"version": "2.0",
"statement": [
{
"effect": "allow",
"action": "name/vpc:AcceptVpcPeeringConnection",
"resource": "qgcs::vpc:sh::pcx/2341",
"condition": {
"string_equal_if exist": {
"vpc:region": "sh"

}

RN R @ BRI R (sd) ARTERH]
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A BT

TR iEA2
% CAM PRSI B IR, T EERREI A AT 5 M 48 E f8 B ARSI % TR

B HI2
LUR 7Bt R P L BEX SR e TR &I A BRI iR S 4a K51 TEE  (cvm:RebootInstances) o

{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
"cvm:RebootInstances"

1,

"resource": "*",
"condition": {
"for_any_value:string_equal": {

"gcs:resource_tag": [
"Department &Research and Development"

]

KR EE PRI Z N RAME

R

CXRESE SN
CAM HIF Mz APIING, FREERAI A U5 RRIR, WIESREINA BRI ERAL Hn L 1P Z&ft,

SRR

DUFRAIHER A A FE 10.217.182.3/24 BUE 111.21.33.72/24 WEFHE FAEX 5
(cos:PutObject) .

{

"version": "2.0",
"statement": [

{

i E R

HOE

BADREBRTAEG—NRMENZDSMME, WERAIZHE OR MG IZ&IMFEER, 2 N&IMHENTREERSE

RN R @ BRI R (sd) ARTERH] 55191 3421971



A BT

"effect": "allow",
"action": "cos:PutObject",
"resource": "*",
"condition": {

"ip_equal": {
"gcs:ip": [
"10.217.182.3/24",
"111.21.33.72/24"

BAZ MR BEAN =

GRGEA
ARIERI R B 2580, N2 AND P2

FERRBI
PUF /RN AP A5 R IP A 192.168.1.1 , &R HE/NF2022-05-31 00:00:00 AT LAPCHL,
"condition":{
"ip_equal": {

"gcs:ip": "192.168.1.1"
},

"date_less_than": {

"gcs:current_time": "2022-05-31 00:00:00"
}

NS S TN RS GI=E 2 SU T
SR
TSI SERE FUE A ST S0 5 /RIS S AT P4 AND V(S 221,

FERRBI
LUP /RGN B IRARREA TR 18BI A", LR SRARE A "I 18RI AR AT LAPE AL

RN R @ BRI R (sd) ARTERH]
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A BT

"condition": {
"string_equal": {
"gcs:resource_tag": [
"Department &Research and Development"

I
"gcs:request_tag": [

"Department&Research and Development"

fi/RIESRFB RATHIR. H]

GRGEA
THPTEIE token Ja =t AR AP,

ERIRBI
LUTTRGIEE, FAERRIEI T/, TEIE token J&, + ATHER AP,

"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
"cam:DeleteApiKey"
I
"resource": [
"xn
I
"condition": {
"bool_equal": {

"gcs:BindToken": "true"
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@ Hﬁizﬂﬁ DfakEs
RIS A2 il

ol E N TR 2024-01-23 17:54:33

ERaN

YROZE R B E ORISR EAR R, RGN 256 RS2 B 3l — iR, R17E, ERTLUEE R A
[l RRAS TR R BRIARCAR,, - PR [ R AN R Rl A R SR

BRI RIS ARA AR

T k5 8# B cam:ListPolicies. cam:GetPolicy. cam:UpdatePolicy % [TFXFR Y7k 5 AT LU 15 E BRIA SRR
Ao
TS A LU DL T SR IB AR AN 7K 5 15 B BRI RIS RRAS AR

{

"version": "2.0",
"statement": [
{

"effect": "allow",

"action": [
"name/cam:ListPolicies",
"name/cam:GetPolicy",
"name/cam:UpdatePolicy"

1,

"resource": [

mxmn

18 B SCRIEERIRA

&R LURE B 8 SCRBSHH AR — NRASIR B ERNRA, BRI, WENRIIZIE, P RBZ B E SRS 7k
SRERICE BT RA B E IR,

1SR E RIS, A R B EL I,

2 (ERISE UM, TR EIREN BT ORISAFE, B ARISIEE T,
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@ HEH:[E iy 7]

3 AESRMGTEIE T, 45 SRIhRAS,
4. BEVFRIZOLBENIIRA, Wi MiEEE, pdiREANRIN, FERI%E B E SCRISERIAA IR,

{58 FH AN A il AR [ 3 B2 e

AEAT LU B E e RIS HIBIABA DR IEN E S, Blal, ZE LT R

O — PR TR S SRS 45 ins-1 AR B E RS, QIEERS, AT HE SCRIEAE — AR GRICARRA
1), ZhRABENZENERNRA, %R AT EH T,

YR HTIZ EE SORME, TERA RIS B BT RRSSER ins-2 RUBANER, (RIFZ)E, RARCIEHHIRIBIRA (bR
IEHRRA 2) o FHRA2 RENBANRAZG, 7S REBHRD SRS aE HANR, FEMEICT, AT DURE 2 A SRS
[ AT IE 5 TAERYSRIEARAR AR 1, SERTLURHRAS 1 @ I BRIARAR, TRk ik & B AR AR SS 2o
TERfE RIS RRARRAS 2 RS IRIFERT 2 G, RARCIBIZRIGH 55— DHAR, PRI 3. AT DURhRA 3 1%
B S BRIARRAR LU FIK S A NG = ARS8 ins-1 il ins-2 FYIARR, BN, £8m] DURMBREE 1 HY SRS RRA R A 2,

A BR il

—EE ORISR Z R TF 5 DRI, 24 B8 SORBS A RIS AR AR SAE] 5 N, 8%t HLOR (7 SRS I 25 Se il
BR— e N RS Al ORAF R, SR LAESE AR AR B LUT AT sURBR A SRS A

TR A [H YRR SR AR o

LIE R EMPRAT RIS A (R1Z20%) o eI (W] BEESMRARRISEE, DUTEMHRE,

PR

BRIE A RRAS, HARMRARIRRASRICAT AR e, Kk, RRAPRCHT ATRER AN ESLHY, BIAN, AN FRIEMIPR RS R
A 2 FTRRAS 4, SRIG I DHIRA,  WHSRARASRCAT AT REZARA 1. iA 8, BA 5, WA 6 HIRRA 7,

RN R @ BRI R (sd) ARTERH] %5195 3£21971



@ ﬁﬁizﬂﬁ e g
PR SRHS deny HERIZ =

ol E N TR 2024-01-23 17:54:33

URREM PRI T & e (allow) HHELE (deny) HIRZBGEAIN, FFEARYE BRI FHIWT deny B AL,
ASCGES BT IRSIERIENIHRIE, COS MR deny FrE I (BEE# I anonymous) | T 2RAH X (=2 iRl
5, WBHEREE deny NI,

A TRIRAI RIS ERAE

TR &M IRSS HARME (action) FTLARIEARIZY AdE, M. ok, 25 4 2, Hrh# i AT LIy 2 i B MR EE S A
EHFREIRYR, EWFIEREYRVIEE, LTS R AIREIELE deny AR, BUOHXISR/ER A
deny, BE5ufEH string_not_equal. string_like Z5£h8,

NERSRFIZE

R BULF (allow) FRFVIR CYM EH a, by c, 44 (deny) VilFISEHld, RN X%+ H P TiRZE
PR T BUBEIR, HASLHl d 908 TARET, It E4L (deny) VilRISEH d"HYSRIE AR AR
AN« AT REE, HP{EER CVYM SLHIFI RN RRES & E KA d,

{

"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
mxn
]I
"resource": "*",
"condition": {
"for_any_value:string_equal": {

"gcs:resource_tag": [
"key&T" //FRE T
]

}
o
{
"effect": "allow",
"action": [
"xn
1,
"resource": [

RN R @ BRI R (sd) ARTERH] 55196 3421971



"gcs::cvm:ap-guangzhou: :instanceid/a",
"gcs::cvm:ap-guangzhou: :instanceid/b",

"gcs::cvm:ap-guangzhou: :instanceid/c"

"effect": "deny",
"action": [
Wk
1,
"resource": [

"gcs::cvm:ap-guangzhou: :instanceid/d"

/ /KB a
eS|
/ /KR

/ /LA a

i E R

BR2 | PO AP TIRSNERS T1 ISR, fRZ8)7ZERS T2 ISR, HA i a BEE THRE T1, X
HE THRE T2, WIFELETTIN a BEIRAYRES A 2B

AN : FZANLUT SR, PRI DUE AR R IRY RN IR EE TR a.

{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
mixn
]I
"resource": "*",
"condition": {

"for_any_value:string_equal":

"gcs:resource_tag": [
"keysT1" //FR%E T1

3
}
"effect": "deny",
"action": [

mxn
1,
"resource": "*",
"condition": {

"for_any_value:string_equal":

"gcs:resource_tag": [

RN R @ BRI R (sd) ARTERH]

{

{
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@ Hﬁizﬂﬁ iy 7]

"key&T2" //FF%E T2

}

HE3 | RIS T2 condition I, SCEEREHEVCELAY RIS S string_equal. ip_equal. ip_not_equal FF
Ay, HMEAIZAFEE (B4 string_not_equal &) AEAERL
Ban - FAXLLT G, PSR ATREG 2 KRB THR%E T WY BE TR,

{
"yversion": "2.0",
"statement": [
{
"effect": "allow",
"action": [
"xn
1,
"resource": "*",
"condition": {
"for_any_value:string_not_equal": {
"gcs:resource_tag": [
"key&T" //FRFE T
]
¥
}
}
]
}

B4 NSO R FTA resource, DUNARAYTMSNEFREMRERI BRI, RAYIFRTRERIRAERL, RARRE
BHE KI T IZR B,
AN« AT SRS, F P EEE RIRYIRIN R R n] REE B EI KRS T ATH RIS TR,

{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
nxn
]I
"resource": "*"
}I

RN R @ BRI R (sd) ARTERH] %5198 3421971



@ Hﬁizﬂﬁ iy 7]

{

"effect": "deny",
"action": [

mxmn

1,

"resource": "*",
"condition": {
"for_any_value:string_equal": {
"gcs:resource_tag": [
"keysaT" //FRE T
]

COS #X[R deny FRE P (% H - anonymous)

£ COS 1Y Bucket ACL B¢ Bucket Policy HACIE deny FiEH (£ F anonymous) TilAl, {HANRFERHEE 544
&7 allow HANH Y, #% allow BYH PR AT LA [R] COS 174,

TS AH K A

AAS—/NFF ' KRBT AdministratorAccess 3% QCloudFinanceFullAccess Hili, [RISE X BE T —4 deny action
finance:xx YRR, X+ FF1E action finance:xx AR ARG, AEWHELL 1A,

RN R @ BRI R (sd) ARTERH] 55199 3£21971



@ HEH:[E Vil B
RIG AT Am

BT BTN ¢ 2024-08-26 16:48:01

Rg s, AT oW EOIRRRSTY JSON 184, XRISHHTIIER A, HrpoffRigmiER, BHME, arl
GG G BT A K 2 KRBT R,

version

1. $H1R—rA version

BN EEE T, RIE D2 EIRIE RN | $51R——6k4 version, version EfiARIEIETE (version) AR,
ZIT R BRI,

FREREEIR | Version ZIRRIIEIEIRAR, 12T 2B, B RFHEN“2.075(3.0” (Version 3.0 TS 1)
SR A AT FHSRIBIRE, FRFLAT Version LR ETEATA RIEHHY Statement JtE 2|, B—PNRIEOTTF—1
version JL,

BXRXHEBE | e E ik,

2. $HIR—ERHY version

FEBHEEEGIAH, RO asiVENRIE R | HIR——ER version, version 2R HRI&IEE (version) ik
AR, ZITHRELET, HEi{OLHEN“2.0"843.07

FRUEIR © Version BRIARISTEIEMAR, ZITHBHHEI, B AAHENRN“2.0"8(“3.0” (Version 3.0 5] .
P FTE A RIS IIEE, FRLUT Version JCR T EEATE SKIE Y Statement TTE . ZHi, &—PMERIEURIG—

™ version TG,

HEXXEBE | e 25k,

3. $B1IR——JTR version

EBRATERA Y, RIS OMERIEIRIE RN | #5IR——JT1U5R version, version iR Hl&IEE (version) AR,
ZILRBNEIT, RIS UITF—1 version {H,

FRERGEIR | Version EHIRRISIEIEIRAR, ZT2 2 B8, HafURHEHN“2.078(“3.0" (Version 3.0 55 1)
FE PTG P FHRIGDIRE, FIFLAT Version LR BTEAT A HKI&HHY Statement 7T Z |, F—PNREOTLHF—1
version JL,

HXXHEBE | cx 22k,

statement

4. F51R—BRD statement

RN R @ BRI R (sd) ARTERH] %5200 3£21971
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@ HEH:[E iy 7]

FEEREESE T, R asivEEIRIE R~ | (5 1R——ikD statement, statement SR — 25802 SRV IELH
ER.

fRUMETR | statement JE R — s 2 SAURMWIEANE S, 1%ICR ELHE principal, action, resource, condition,
effect %2 N HAMTTRAINBREIRE &, —5&5EM&H BHIUE—1 statement 7T,

MXXRSE . Tt L5 2k,

5. $HIE— Y statement

e Ra Y, SRIB O MERiERIE RN | #5R——ERUHY statement, statement /24 principal. action.
resource. condition. effect % Z > HATTRAVIREARE S

FRUMEEIR | statement 2 iR —ZcakZ SPURIVIELNE R, 1%ICR TUHE principal. action, resource. condition,
effect 52 M HAMTTREIPPREBIRE S, —5KIEHE HAUE — statement JE3R,

HEXXHEBE | r =251,

6. $HIR——JTR statement

TEBHEERIE T, KR aAETIRIE RN | #R——TUR statement, statement /&b — &80 2 SAN RV TEA
BR, —ZRIEA HIUE— statement JT,

FRUMEEIR | statement 2R —Zcak 2 SPURIVIELNE R, 1%ICR THE principal. action, resource. condition,
effect FZ M HATTEIPPREBIRE S, —5KIEH HAUE — statement JE3R,

HEERHEBE 052 £k,

effect

7. SBIR—BRD effect

EBNTERIG T, RSO ARIHEIRTERN | #HIR——8D effect, effect Z il I LA RZ TLIF 2"
PaV{ BN

FROVEIR | effect RAERA I AERVEERZ SO e 2 BAE4", @if alow (U¥F) Mldeny (EIELE) PifkiE
Ulo ZITRIBALETT,

HXXHEBE | st ik,

Sil

8. HHIZ——W effect

HEBHSEZESIG T, REEDHTERIEERIERN | #IR——TLH effect, ZITRBHEIN, effect {LElff allow (7o
YF) Mdeny CRIUELL) MIRMEDL

FRBEIR | effect RAMRA A ERVZESRZ U 02 AR, @if alow (U¥F) Mldeny (EIEL) Pifkis
Ulo ZTTRIBALETT,

HRXMBE | =2 E ik,

-
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@ Hﬁizﬂﬁ DfakEs
principal

9. $HIR——R2 principal

TEREHEHERIA T, SRS AT BRI ENRIRN © SR ——BkD principal, principal ZREBRIEFANMI S, £ T %
SR IE 4250 & principal T3,

FRUMEIR | principal R RIERAISE, QFEHF (RS, FIKS. At RESmHPERER)  BFE
TSR IE 225 615 principal TT3R,

MRS E 52 Z A,

10. $HIR——BHY principal

FEERTERIG T, REGOHERIVEIRTE RN | #5R——JER principal, principal /2 i RIS LA,
FRUBEIR | principal AR L R, SiEHP (RS, FIKS, At BRESHHFELE) o CHF
FEHET BRIV SRS R %o 3R,

B

"principal": {
"qCS": [
"gcs::cam::uin/100000000001:uin/100000000002"

]
}

HRXHBE | =2 E ik,

11. $5I1R——SCP A3 principal

EBRSEHRA T, RIEOH IR RN | #5112 ——Organizations RSS2 5HE (SCP) A2 Principals
fRYSEIR © Organizations RSS2 5 ME (SCP) A~34% Principal 7T, &Mk Principal 7T,

MEERIHESE . =25 h, RS E R,

12. Bi——principal %2

TEBHEZERIG T, RIEDHERERIETOY | I ——RIEE principal,

FRORETR | T AT SR RIS AL T BRI SR rh i Principal 7038, BT B IRAY SR 2 8 2 e A IR SR
W&, TEFAIRY Principal TR MZEM, THADN RIS mARTBA M, (TR TEE TR,

HEXXHEBE | e 22k,

resource

13. $HIR—Ik4 resource
EBR BT, RGOSR RN | $51R——6t4 resource, resource /2 MM HY EAREHE,

RN R @ BRI R (sd) ARTERH] 55202 3£21971
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@ HEH:[E iy 7]

FREREHIR : resource JE MBI BARAE, BHIFURA/NBGHND, ZoTsR BT, S0 I RIRE SOFE R
HATX A

HXXAEBE  jeEZ EHbA, B 75

14. $8R——resource HZ

TERE M ERIG , SRIE AT ERIHRR R | 1R ——resource %, resource J& RN BAREHE, ZoTH

TEALEIT,
FRUEIR | resource SRR AN BAARIE, BRI NBGULD, 2ot B I, 0 I BIRE OFE =
AR

BXRXHEBE | e E il SRy,

15. HIR—FFEABRAS BRI IR

eI RE Y, RIEMERtVERIE RN | SR ——UEIRNBGUE — BER, B /NE RIS [E 2N ges.
PRYER © Ui SEBERRATZREE N ges, qcloud service IR, FREBIHBMN IR, BIFEAER :
qcs:project_id:service_type:region:account:resource,

BXRXHEBE ez E il Gy,

16. FHR—BFF BB _BGEIR

FEERIERIG T, RIS ERIVHRTE RN | 3R ——P IR S EaUEs B IR,

FRIREER @ VHIRUNBGUEE “BAHIR, BRNBGUE “BOVATEE R, (GRA CAM FLZH, YaiRIIERE L
HEIZER, E2EHIA,

BXRXHEBE | o2 E il SRy A,

17. HR—BFA BB =B IRSS

TEIBIREEERIA T, RO AIRIRR N | #IR—— VIR B = BIRS AU IR S5
FRUGEIR © VRIS B = BORE = SRS, VRAIRTEA 8 CAM 197 il FREY “CAM FRETFE
BXRAEBE  LHSERR, VIRIR K. S CAM 17 i,

18. FHIR—B IR/ N B T B SR gk

EBTHEEZERIG T, RIS Hr R IRIERON | R ——3RR S BaUS Y B R s,
FRGEIR | WIRNBGUB B R IE R, (B0 22 RINHBER T A H
HXRXHBE e B b, TR,

19. BHIR—BF/SBRAB ALY uin
ERR SR AT, HE NIRRT © BHR—— RSB LB R uin,
FRUUER | W ANEBR S LB R EIER G Z Rk EEA, Bai My R ERE &, uin fl uid /7

o uin AR, HIEIKEMST 1D, Forhuin/$uing, uid 5, EIEMKER APPID, #7509 uid/${appid), 1% COS
A1 CAS HrSSHIE IR & 1 iz X, (E 2Rz RO SIS HY CAM FI P PR iy k=,

RN R @ BRI R (sd) ARTERH] %5203 3£21971
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@ Hﬁizﬂﬁ ks
FXSTREBE © St a2, B 5,

20. $HIR—BFEASBEAB AL uid

EBHEZESRIG S, RIS HERIETRIDTON | 3R ——R SNBSS BERHY uid,

FRRGEIR ¢ BIRNBGUS LB R IR A E I EIKSEE, BT SCRmMs XRA SR A E, uin Al uid 75
Ko uin 7, BIEKSHIIKF ID, RN uin/${uin}. uid /738, BIFEIKSHI APPID, /<7 uid/${appid}, 1 COS
1 CAS 55 BRI & i %05 S\t (B0 Z2 R IR R QI SR Y CAM FH - A Y 12K =

BXRXHEBE ez E b, SRy,

21. HR—FEA BB AR ERRIRK K

EBHEEZESIG T, RIS HraRIEIRIERON | R ——RRSBaUS BRI IR P 62,

FRIREER | BHIRUNBGUSS Lo R IR A E I EIKSER, BaiSRmAy L SRMAH, uin Al uid 77
Ro uin AR, BIFEIKSHIMEF ID, RN uin/${uin}, uid /7K, BIFEIKEHY APPID, /R4 uid/${appid}, 1X COS
1 CAS s B IRINAE & 1% 5 S\, B0 22 IR FRoR QI SR Y CAM H Al iy 1K =

BXRXHEBE o2 E b, SRy A,

22. HR—BFEANBAE AN BEBRI R IER N

FEBH SR, RIS ONTERIEIRIE RN | R —— RSB R S B BRI B S X

FRORBEIR | TR /SNBSS B RS I B R IRIETS,  H Al SR s A RIRE R,
resource_type/${resourceid} 1 <resource_type>/<resource_path>,

resource_type/${resourceid} : resourcetype NTXIRATE, b TIFEIA EAR]EF ChF CAM WL 558 C1H ™ i
AYBEIR/SEE 5 ${resourceid} N EARRY IR ID, AIAGTSDN ™ Wi%HlEESR, (EH * WRERIZIEBIEIFRITE %
o

<resource_type>/<resource_path> : resourcetype N IRATSE, AT IEA! | <resource_path> AL, %77
KT, XFFHFEAIRTSRICH, MR EE b CAM IE 580 Fy= iy s /S B,

HEXXEBE | cEZSEMA. BRIA . R CAM Ik 55#21,

23. HR— IR BB BOEECAT A IR

EBNERIG S, RSN ERENIRIERA © R —— RSB U /S BOREL A A 1R

FROVEIR | IR /SBEE SBOMIR RS = I BRRIRIENE, A 3FE qes:ckafka:bj:check:/ckafka-37zqnevtest 2
qcs::ckafka:bj:check:* ¥z,

MEXXHEBE oS, HEAA T

24. HR—HEABABABEREN, B=BRRS TN

FEERTERIG T, R ERIVEERIE RN | IR —— IS BGUR  SBA RIS, ’“’“:ExHE’zRT Ejj%
FREREER & VTN B N BON R 2 i BARBRRTE N, RSB NBA RIS, 5= SEE R AR
5 fai o

HRXMBE | e Eh, Gk,

RN R @ BRI R (sd) ARTERH] 55204 3£21971
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@ Hﬁizﬂﬁ iy 7]

25. HEE—RFEAN BB ER

EBHATERIG T, RIS HERIERIETN | R ——R B U IR,

FROEIR | IR SEIEE 6 MBI EE LU T 45: ges:project_id:service_type:region:account:resource.
HEXRXEBE | o2 5ihh, G,

26. HIR—BRF BV KEER

TERIREHERI AT, SRME TR IR © R —— VRS B K IR,
FRUREEIR © PHIE B R BR950074
MXRAESE RS E D, VR

27. BI—REIR

EEHSIERIE T, I HT ISR TN | B ——RBTAR,
FRUMEIR © R its & IR SR RO TU AR,

"

"Resource": [
"gcs::icam::uin/111122223333:rolename/admin",
"gcs::icam::uin/1111122223333:rolename/readonly",
"gcs::icam::uin/1111122223333:rolename/*"
]

R, 8 = ETFESEBS ERFTA rolename ¥R, HAA 4 admin, readonly B8l & TEMALRF ",
HERXHESE o= H il w7 =

action

28. $HIR——#k42 action

FERERSIERIA R, RO asENRIE RN | H1R——6 action, action 2R L FaAE L E1E,
FRUEEIR | action R AL EIE A IRIE, HIERTLUE APl (UL name R HR) sRERESE (—4HEER AP,
I actionName BiZ&H#AR) o ZITHEBEIT,

B
{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [

"ES:CreateServerlessSpace",

"ES:CreateServerlessInstance",

RN R @ BRI R (sd) ARTERH] %5205 3£21971
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@ Hﬁizﬂﬁ iy 7]

"ES:DescribeServerlessInstances",
"ES:CreateServerlessInstanceUser",
"ES:DescribeServerlessInstanceUsers",
"ES:CreateServerlessDi",
"ES:DescribeServerlessDi",
"ES:DeleteServerlessInstanceUser",
"ES:DeleteServerlessDi",
"ES:DeleteServerlessInstance",
"ES:DescribeServerlessSpaces”,
"ES:SearchServerlessData"

1,
"resource": [

]

}
HEXXEBE | i 25k,

29. $HIR——HY action

FERBIR RS A T, RIS HTER IR TR | #R——ERU action,

fRUMEIR | action 2 AL FERIEZL A IRIE, AR action LR, B AN action HIZRH] action & F5,
HEXRXMEBE | Sk CAM 1542,

30. $512——action FEBNIRERIZR

ERBR BB, RIS T2 EIRIE RN | 1R ——action P LAIARSS RIZK,

FRIREEIR | action BB L EIELL I E/E, action FPARSSRIZERY, 1ER A % ARY action BiZ%,
HRERXHEBE ¢ FF CAM L5520,

31. Bil——action JTR

B REEEH, RIS 2 EIRIE RN @ B ——action TT5R.
fRUMEIR © action HIUAR, TEEM action H@ELST " T4,

A~

"Action": [
"cam:Get*",
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