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User Guide
Homepage

Last updated : 2023-08-03 17:09:39

Tencent Integration Platform

This document describes the Home page of iPaaS, which centrally displays content such as integration app creation,

data overview, help center, and app creation guide.

Creating an integration app

The Home page offers entries for quick integration app creation: Select a connector and Blank application.

Home

Welcome to iPaaS

A one-stop, enterprise—grade app integration solution

==———— Select a connector

o

Overview

7/14

Running/Total apps

Integration apps
App name

2232323

database_flow

foreach

qwawe

00000000000

Project

Default...

Default...

Default...

Default...

Default...

Update time

2023-05-19 17:24:31

2023-05-18 19:29:42

2023-05-18 17:12:18

2023-05-10 21:06:36

2023-05-18 15:24:04

Blank integration app

- N
<> I, -
- )
R el

37 /1,919

Failed/Total runs

Running/Debugging version

Running 20230519_5.0(SiliconValley)...

Configuring

Configuring

Running 20230510_3.0(SiliconValley)...

Running 20230510_1.0(private-deko)...

tian@tencent.com

@ Int-English v (3) G

Environments Environments >

reeamae ueko
2023-06-09 10:23:40 Expires (20 day(s) left)

Type Exclusive e...

Executable flows 3/80

SiliconValley e

2023-06-09 10:23:40 Expires (20 da... o

Type Shared envi...

Executable flows 8/20
Updates More >

In the Blank application module, you can create an app from scratch and configure it as needed.

1. In the Blank application module, click Create.

©2013-2024 Tencent Cloud. All rights reserved.

Page 5 of 269


https://ipaas.cloud.tencent.com/overview

&2 Tencent Cloud Tencent Integration Platform

2. Enter an app name and click Done.

| & ~

Blank integration app X

App name * 0519_174106

(+
<«

A V)

3. Go to the flow development page to configure a flow as instructed in App Configuration.

& foreach  ((comguing 2023051810 Q Search S Check Tools @ Test records @ Integration app test U Unit test (SIS

Trigger

1 @ Click to select a trigger

Run flow
| a

@ For Each

Object. [1,2,3]

2

Sl

Overview

The Data overview module on the Home page displays the numbers of integration apps, running integration apps,

executions, and execution failures under the current account for you to directly view the basic status of integration
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apps.

Home @ Inti-English v () g allenltian@tencent.com

. o= ¢ Environments Environments >
Welcome to iPaaS S S
<L D LIRS
A one-stop, enterprise—grade app integration solution g Q“/\/j \ g private-deko
- g ’ 4
- d e 2023-06-09 10:23:40 Expires (20 day(s) left)
\_QL - =
N . Type Exclusive e...
&=————>  Select a connector &==———>=  Blank integration app
== . Executable flows 0/0
o °
SiliconValley e
2023-06-09 10:23:40 Expires (20 da... s’
Overview Type Shared envi...
Executable flows 0/0
7/14 47 /1,937
Running/Total apps Failed/Total runs
Updates More >

Integration apps

App name Project Update time Running/Debugging version
foreach Default... 2023-05-18 17:12:18 Configuring

2232323 Defaullt... 2023-05-19 17:24:31 Debugging

database_flow Defaullt... 2023-05-18 19:29:42 Configuring

Running 20230510_3.0(SiliconValley)...

qwgwe Default... 2023-05-10 21:06:36 De

App list

The App list module on the Home page displays the basic information of some apps under the current account. It
displays the information of the latest five apps by update time. To query the information of all apps under the account,
click More.

Environment management

The Environment management module on the Home page displays the basic information of some environments
under the current account, including the environment name and type and the number of flows running in the

environment. To query the information of all environments under the account, click Environment management.

Updates

The Updates module on the Home page displays information such as new or updated documents or features of the

product for you to stay up to date with the new features of the product. To view more historical updates.
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Help center

Tencent Integration Platform

The Help center module on the Home page provides tutorial videos and documentation for you to further understand

iPaasS. If you are familiar with iPaaS usage and concepts, you can get an official certification of iPaaS after passing the

exam in the certification center.

Home

o

Overview

7/14

Running/Total apps

Integration apps

47 /1,937

Failed/Total runs

App name Project Update time Running/Debugging version
foreach Default... 2023-05-18 17:12:18 Configuring
2232323 Default... 2023-05-19 17:24:31 Debuggin
database_flow Default... 2023-05-18 19:29:42 Configuring
Running 20230510_3.0(SiliconValley)...
qwagwe Default... 2023-05-10 21:06:36 5
ebuggir
Running 20230510_1.0(private—-deko)...
00000000000 Default... 2023-05-18 15:24:04 ,
Debugging
Help center
Videos Documentation Certifications
Rich video tutorials, from quickstart gu... Explains concepts, features, and opera Pass the exam to earn an official certi...

©2013-2024 Tencent Cloud. All rights reserved.

@ Inti-English v (2)

SiliconValley
2023-06-09 10:23:40 Expires (20 da...

Type
Executable flows

Updates

0 “h@tencent.

Purchase
| Lronese

Shared envi...

8/20

More >
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Integration Development
Integration App
App Management

Last updated . 2023-08-03 17:12:12

Overview

You can create integration apps to meet your integration needs. In a complex project, you can create multiple
integration apps for different integration scenarios. On the Integration apps page, you can create, configure, rename,

export, import, and delete apps.

The options displayed in the Operation column vary by app status as follows:

<blockquote class="d-mod-notice">

<div class="d-mod-title d-notice-title">

<i class="d-icon-notice"></i>{F& :

</div>

<p> The debugging feature in the standalone console manipulates a certain version
of the current integration app. You can still configure the current app after min

imizing the test window.</p>

</blockquote>
<table>

Status Available operations Running View, rename, copy, configure, export, and stop the app. Configuring View,
rename, export, configure, publish, and delete the app. Stopped View, configure, rename, publish, and delete the app.

Debugging Vew, configure, rename, and export the app, perform an app test and a unit test, and exit the debug mode.

Directions

Creating an integration app

Create an integration app as follows:

1. Log in to the iPaaS console and click Integration apps on the left sidebar.

©2013-2024 Tencent Cloud. All rights reserved. Page 9 of 269
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2. On the Integration apps page, select the target project name and click Create integration app.

Application integration Default Project v @ Intl-English @ O‘ kian@ten

) o
| ®. Connection 3>
Create integration app Import integration app Search by integration app name Q o=

en Gateways 0 >
Overview App name Integration app status O...
Sy ™ Generic storages 0>
foreach Debugging
@ Hide
database Configuring S . .
Quickstart: integration apps

o 00000000000 . N
Note: 0000000000 Aunning 20230510_1.0(privated... .. O Application integration

Quick connection of several apps
e 2232323 Running 20230510_1.0(SiliconVal... )
Note: 232323 Debugging © Connections

Connector account authentication
qwawe Running 20230510_3.0(SiliconVa... .. O Gateways

Quick connection of services over private and

public networks
test Configuring
= O Generic storages

Quick data integration
o testaudit
Running 20230510_4.0(SiliconVa...

Note: aaaas
For more features, see Documentation >
o HelloWorld2
Running 20230509_2.0(SiliconV...
Note: 0.0

3. In the pop-up windown, enter the app name, select the creation method, and click Confirm to enter the app

configuration page.

Configuring an integration app

View the details or modify the configuration of an app as follows:

1. Log in to the iPaaS console and click Integration apps on the left sidebar.
2. On the Integration apps page, find the target app and click the App name to enter the app details page for

configuration.

Application integration  Default Project v

Create integration app Import integration app Search by integration app name Q

Overview App name Integration app status O...
Al
foreach Debugging
database Configuring

Renaming an integration app

Rename a modified app as follows for easier identification:
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1. Log in to the iPaaS console and click Integration apps on the left sidebar.
2. On the Integration apps page, find the target app, click Rename in the Operation column, and enter a new

name as prompted.

Application integration  Default Project v (

o
Create integration app Import integration app Search by integration app name Q o=

=
Overview App name Integration app status O...
[ foreach v X Debugging H
Add remarks
database Configuring
Export
zggggg;‘;ggoo Running 20230510_1.0(private—d...
s 2232323 Running 20230510_1.0(SiliconVal... petete
Importing/Exporting an integration app
To share an integration app with another account or change the project of an app (currently, you cannot directly
perform such operations), you can use the import and export features.
1. Log in to the iPaaS console and click Integration apps on the left sidebar.
2. On the Integration apps page, click Import integration app in the top-left corner to import an app, or find the
target app and click Export in the Operation column to export the app.
» When exporting an app, you can select the target version and choose to export all or the specified flows and
connections. The exported app will be automatically downloaded as an .ipaas file.
« Toimport an app, you only need to upload its .ipaas file.
Application integration  Default Project v ¢

O
Create integration app ’ Import integration app Search by integration app name Q o=

Overview App name Integration app status O...

foreach

Add remarks

database Configuring
Export
sio 00000000000
Running 20230510_1.0(private—d... Rename
Note: 0000000000
Delete
2232323 Running 20230510_1.0(SiliconVal...
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Deleting an integration app

An integration app that is not running can be deleted.

<blockquote class="d-mod-notice">

<div class="d-mod-title d-notice-title">
<i class="d-icon-notice"></i>¥K :
</div>

<p>The data of a deleted app cannot be recovered. Therefore,

backup or check whether the data is needed before deleting an app.</p>

</blockgquote>
<ol>

e Logintothe iPaaS console and click Integration apps on the left sidebar.

Tencent Integration Platform

« On the Integration apps page, find the target app and click Delete in the Operation column.

Application integration  Default Project v

Create integration app Import integration app

Overview App name
foreach
database
o 00000000000
& Note: 0000000000
ag 2232323
=

Note: 232323

Viewing running logs

You can quickly view the running logs of a running integration app.

» Login tothe iPaaS console and click Integration apps on the left sidebar.

©2013-2024 Tencent Cloud. All rights reserved.

Search by integration app name

Integration app status

Debugging

Configuring

Running 20230510_1.0(private—d...

Running 20230510_1.0(SiliconVal...

Debugging

export the data for

€
o @
=3
©co
™
Add remarks
Export |
Rename
\
|
eee O C
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» Onthe Integration apps page, find the target app and click Running logs in the Operation column.

Application integration  Default Project v €

Create integration app Import integration app Search by integration app name Q

=
Overview App name Integration app status O...
foreach Debugging H

database Configuring M

sio 00000000000 . .
20230510_1.0(private—d... ... -
Note: 0000000000 oA

Change remarks "

., 2232323 Running 20230510_1.0(SiliconVal...
Note: 232323 sbugging Export 1
i«
qwawe Running 20230510_3.0(Siliconva... ~ hename 5
!
Delete |
L
test Configuring Running logs |

» On the Running logs tab, you can view the running logs of the currently running version of the currently running

app (logs in the last 30 minutes are returned by default).

Running logs  Default Project v @ Inti-English v () O ‘tian@te

Running logs Scheduled tasks API running logs Log shipping

App name foreach v Integration Flows All v
app | | v
version

Environment | Select an environment v Log level All v Job ID Enter a job ID

Log Enter a keyword Time Last 30 min ~
content

Logs: 0O = Set columns

Running time Log level Job ID Flow name Component/Connector Action Log category Environment Operation

The list is empty

Al content loaded

Zooming in/out the canvas
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You can zoom in/out the canvas as needed.

& database  ((conawing J20230517_10 Q Search 5% Check Tools @ Test records Integration app test  #f Unit test <4 Publish
Trigger

®  Webhook - Listening events

1
Listening events /4948
Run flow Q
v C
2 = Data mapping
.
Quickly getting started with integration
Documents are provided to help you get started with integration and creating integration apps. The documents
describe the concepts and feature modules of integration apps.
Application integration  Default Project ~ @ Inti-English v () O B ian@tencent.com

o
@, Connection 3>
Create integration app Import integration app Search by integration app name Q o=

en Gateways 0>
Overview App name Integration app status O...
il P Generic storages 0>
database Configuring
= @ Hide
~) foreach Debugging N\ , .
= ¢ Quickstart: integration apps
. 00000000000 .
Note: 0000000000 Running 20230510 10(private-d... ... O Application integration
Quick connection of several apps
e 2232323 Running 20230510_1.0(SiliconVal...
& C i
= Note: 232323 Sebugging O Connections
Connector account authentication
qwawe Running 20230510_3.0(SiliconVa...  «.. O Gateways
Quick connection of services over private and
public networks
test Configurin,
= Gy O Generic storages
Quick data integration
s testaudit
Running 20230510_4.0(SiliconVa...
Note: aaaas
For more features, see Documentation >
Y HelloWorld2 "
Running 20230509_2.0(SiliconV...
Note: 0.0

More features

You can quickly view the connections, security gateways, general storages, and global variables under the current

project by clicking the corresponding feature module to enter the details page.
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Application integration  Default Project v

Create integration app Import integration app

Overview App name
database
foreach
. 00000000000
Note: 0000000000
% 2232323
Note: 232323
qwqwe
test
. testaudit
Note: aaaas

. HelloWorld2

Search by integration app name

Integration app status

Configuring

Debugging

Running 20230510_1.0(private—d...

Running 20230510_1.0(SiliconVal...

Debugging

Running 20230510_3.0(SiliconVa...

Configuring

Running 20230510_4.0(SiliconVa...

Q

Tencent Integration Platform

@ Int-English v (?) O _ERn@tenc

(&) Connection 3>
e=n Gateways 0 >
™ Generic storages 0>

@ Hide

Quickstart: integration apps

O Application integration

Quick connection of several apps

O Connections

Connector account authentication

O Gateways
Quick connection of services over private and
public networks

O Generic storages

Quick data integration

For more features, see Documentation >

On this page, you can quickly add, delete, and edit connections, security gateways, general storages, and global

variables. You can also click >> to return to the Integration apps page.

Application integration  Default Project v

©2013-2024 Tencent Cloud. All rights reserved.

Create gateway

Name

Connection ~ Gateways  Generic storages

Private networks

The list is empty. You can add a gateway.

Creation time =|

@ Inti-English v () O tian@tenc

Enter a gateway name Q

Operation
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App Configuration

Last updated : 2023-08-03 17:12:12

Overview

After entering an integration app, you can create multiple flows to implement your business logic. The flow canvas
reserves a trigger component position for you to place a logical component or connector with trigger capabilities such
as HTTP Listener, Kafka connector, and Scheduler. Flows with trigger capabilities are main flows, while those without

trigger capabilities can only be referenced as subflows by other flows through the Flow Reference logical component.

Flow

In iPaa$S, you can create a folder to aggregate relevant flows for hierarchical low management. Within the same

integration app, you can create and copy folders and flows for subsequent development and maintenance.

Creating a flow

You can create, copy, share, rename, and delete flows.

& database_flow [ (comsuing J20230517.10 Q Search S Check Tools @ Test records [@ Integration app test ~ #f Unit test < Publish
:
Flows EI

o NewFlow

Copying a flow

You can copy flows within the same integration app. Click Copy, and the system will automatically create a flow
named XXX_copy.

©2013-2024 Tencent Cloud. All rights reserved. Page 16 of 269
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< database_flow

The Batch copy operation is also supported.

¢« database_flow

Trigger

@ Webhook - Listening events

Listening events /4948

Run flow

= Data mapping

l

Trigger

@  Webhook - Listening events
Listening events /4948

Run flow

J

Data mapping

((Contguring }20230517.10

((contguring )20230517.1.0 v

B Change remarks

- Skip this node

Batch copy

© Copy

[ Delete

B Change remarks

- Skip this node

I Batch copy I

@ Copy

W Delete

Q. Search

Q Search

B Check Tools @ Test records

8% Check Tools

@ Test records

Tencent Integration Platform

Integration app test 4 Unit test <4 Publish

Integration app test Mt Unit test <4 Publish

Click Batch copy, select all, a single, or multiple consecutive nodes (as with a unit test), and click Copy to batch

copy the nodes.

If no nodes are selected, the Copy button is grayed out. It will be clickable after you select one or more nodes.

©2013-2024 Tencent Cloud. All rights reserved.
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After clicking Copy, you can paste the content into other flows within the same project.

< database_flow  [(comauring J2023051710 Q Search 8% Check Tools @ Test records Integration app test  #f Unit test  (QZEENNIN
Trigger

©  Webhook - Listening events
Listening events /4948

Run‘ﬂow Q
l c
2 = Data mapping
3 = Data mapping
R Change remarks
l > Skip this node
+ Batch copy
@ Copy
if] Paste to the
previous node
€ Paste to the next
node
W Delete
Sharing a flow
A shared flow can be referenced across integration apps within the same project through the Flow Reference
component.
< database_flow  [Comauring 2023051710 Q Search 8 Check Tools @ Test records Integration app test  #f Unit test
x
Flows + B
# off NewFlow
Z Rename
Q
Copy C

g Share

W Delete
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Select the Flow Reference component.

< database_flow 20230517,1,0 v Q Search 8 Check Tools @ Test records @ Integration app test  #f Unit test < Publish
= |of NewFlow X Configure Preview
Run flow =2  Flow Reference Switch »
Q
v
2 = Data mapping C Flow Reference references other flows in this integration app. More (7
Flow *
v
2 = Data mapping Please select

IS
—
lil |«

Flow Reference }

<

+

Deleting a flow

When a flow is deleted, all its configurations are cleared and cannot be recovered. Therefore, please exercise caution
when deleting a flow.

& database_flow [ (comaung J20230517_10 Q Search =% Check Tools @ Test records

e

Mt Unit test

Flows + B

off NewFlow
C
Z Rename

@ Copy

| Delete I

Folder

A folder can be used to aggregate relevant flows. You can create, copy, and add flows to folders for flow management
and maintenance.

& database_flow  [[conouing 2023051710 Q Search 8% Check Tools @ Test records Integration app test  #i Unit test  (ZIIEN
s

Flows + B

off NewFlow
i B9 NewFolder_1
E5 NewFolder_2 2 Rename

Add flow

© Copy

W Delete

©2013-2024 Tencent Cloud. All rights reserved. Page 19 of 269
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You can drag and drop existing flows to adjust their order or drag and drop them to a folder for unified management.

When dragging a flow, you can drop it after a blue line appears.

& database_flow  [(conmouing 2023051710 v Q Search 8% Check Tools @ Test records Integration app test  #i Unit test  (ZIIEN
«
Flows + B
off NewFlow
o NewFlow
[ NewFoleu. _. Q
5 NewFolder_2 ¢]

Component Library

After a flow is created, it will be displayed on the canvas. Click + on the canvas to open the component library, select a
component, and configure the flow. Components include connectors and logical components, the former of which

include common connectors and app connectors.

« Common connector: Protocol for app system interaction.

» App connector: Encapsulation of an app. For example, if a system interacts with other systems over HTTP, you can
select the HTTP connector and configure the parameters for connection; if you want to connect to Tencent Meeting,
you can directly use the Tencent Meeting connector, which encapsulates the APls, authentication information, and
interaction protocols of Tencent Meeting.

» Logical component: Implementation of business logic for app interconnection, such as loop, choice, variable

configuration, data conversion, parallel processing, and async processing.

& database_flow  (ommauwing J20230517.1.0 v Q Search B Check Tools @ Test records Integration app test 4 Unit test (IR
Run flow
Q
= Data mapping C

2 3

i eo—

Data mapping

Add node

I

- 2 = @ = a

Select inte.. Choice For Each  Set Variable HTTP requ... Flow Refe... Enable err..

5 E (€] B 4 53] B

Ralse Error  Logger  SetPayload RemoveV..  Async  Parallel Fo... Scatter G...
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Logical component operation guide

1. For a newly created flow, click + to select a trigger component.

& database_flow 202305171»0 v Q Search 8% Check Tools @ Test records
Trigger

Select trigger node

ao
88 © (&) W
Select integ. Webhook  Scheduled t Flow Declar.
I
Run flow
v‘
+

2. When you add a sub-node, the information of the parent node will be displayed.

Tencent Integration Platform

Integration app test  #f Unit test < Publish

[@) Integration app test  #f Unit test <@ Publish

¢« database_flow  (cemauing J20230517.10 Q Search 5% Check Tools @ Test records
Trigger

E Logger

1 @ Click to select a trigger

Run flow

| e
c Basic settings
& For Each
v 2 objest) (1,21 Log level*
L INFO
==
v The log level
E
3 Logger . Log content*
INFO' The log content is required
S, ofv
l Advanced
+ Log category

The log category

Switch »

Logger allows customizing running logs for test and troubleshooting. More [Z

3. If you add a logical component, the component configuration page will be directly displayed. Then, configure the

component as prompted.

©2013-2024 Tencent Cloud. All rights reserved.
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& database_flow  ((Comauring J2023051710 Q Search 8% Check Tools @ Test records Integration app test  # Unit test (TSI

Trigger

1 @  Click to select a trigger

Run flow

Q
©  For Each c
2 Object’ (1,2)
L
[—3 Add a node under parent Node2 - For Each
l
+

Common/App connector operation guide

For a newly created flow, click + to select a trigger component. If you select an app connector or common connector,
select the required operation first and then configure the app connector or common connector as prompted. General
configuration items are required, while advanced configuration items are optional. After completing the configuration,
click Execute in the Preview step to check whether the configuration is correct and whether the output data is as

expected and can be used on the next node. You can click the data to input it.

— app_conﬁguration nnnnnnnnn ]20230523_1.0 Q Search 8% Check (¥ Tools @ Test records (@ Integration app test  {#f Unit test <2 Publish
= [of NewFlow x | [ Connect Configure Preview ]
Trigger
@ HTTP request - Send Request Switch »

©  Webhook - Listening events
Listening events  /eded

HTTP Request sends HTTP requests to other services. More (2

Q

- Selected connection
@ HTTP request - Send Request

URL GET e ba
@ Default connection
et

Updated on 2023-05-06 17:39:42 @

Al available connections + Add

@ Default connection
etails Updated on 2023-05-06 17:39:42

Connection

» Create a connection: After you select Connector and create a connector on the canvas, the message "No

connections are bound yet. Select an existing connection or create one" will be displayed in the top-left corner of the
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pop-up configuration page. Click Add connection and configure the information as prompted.

<« app_configuration [ comsug 2023052310 Q Search S Check (@ Tools (@ Test records ) Integration app test It Unit test  (E¥CIS
= | of NewFlow x| Connect Configure Preview
Trigger
@  HTTP request - Send Request Switch b

@  Webhook - Listening events

Listening events /eded

HTTP Request sends HTTP requests to other services. More (2

Q

( Selected connection
@  HTTP request - Send Request

URL GET http://www.baidu.cor p
( D Default connection
Detail; Updated on 2023-05-06 17:39:42 @

v
+
Al available connections ca |
@ Default connection
- Updated on 2023-05-06 17:39:42

» Select an existing connection: For a non-newly created integration app, if there are existing connections in the
same app, you can select one as needed. To modify the third-party credential information, you can return to the

Connection page to create a connection or switch to another existing one.

< app_configuration [ cesauing 20230523 1.0 v Q Search 8% Check [® Tools @ Test records (@ Integration app test  #f Unit test <4 Publish
= [of NewFiow X Connect Configure Preview
Trigger
@ HTTP request - Send Request Switch »

@  Webhook - Listening events.
Listening events  /eded

1

‘ HTTP Request sends HTTP requests to other services. More [2

Selected connection

@

@ HTTP request - Send Request
2

URL| GET http://www.baidu.com -
Default connection

Updated on 2023-05-06 17:39:42 @

v
v
+
All available connections +Add
@ Default connection
il Updated on 2023-05-06 17:39:42
v

« Connection: When a connector is created, its connections will be displayed on its Connection page. You can click

Edit to enter the connection page and edit the connection information.
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< app_configuration [ certung 20230523 10 Q Search 8% Check (@ Tools @ Test records Integration app test  #f Unit test (YR

= (o Newrlow x| Configure Preview

Trigger —

@ Webhook - Listening events @ HTTP roguost - Send Request Swishb
1
Listening events /eded
l HTTP Request sends HTTP requests to other services. More (2
Run flow Q
—X N C

Selected connection
@  HTTP request - Send Request

2

URL GET http://www.baidu.com -
‘ 9 Default connection
[ Details

Updated on 2023-05-06 17:39:42 @
~
v

Connector version 100

Base URL.
Str.

Skip certificate verification *

Max redirects  ©

23

Max timeout period (D
23 1

Unit: minute

Gateway name

None v

Associated integration apps
Name. Project Operation
test Default+Project View

app_configura... Default+Project View

|

Al available connections +Add

» Switch the app connector version: If the selected app connector has multiple versions, you can click Tools in the

top-right corner and click Connector version to switch to the target version.

Note :

If there is a red exclamation mark after the selected version, the version is not the latest one.

» Common connector configuration

Note :

Common configurations are displayed only for apps created after the launch of the standalone console.
Reason: Connection configurations of common connectors (like HTTP Request) of apps created before the
launch of the standalone console are called common configurations. Configurations of both common
connectors and app connectors of apps created after the launch of the standalone console are collectively

called connection configurations; therefore, common configurations are no longer displayed.
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» Edit a common connector configuration: Select the target common connector, click Tools in the top-right corner,

select Connection, and click the name of the target configuration to edit the configuration.

» Delete a common connector configuration: Select the target common connector, click Tools in the top-right corner,

L]

select Connection, and click to delete the target configuration.

Online preview

After configuring a node, you can view the node's output data and schema immediately in the preview step.

< app_configuration [ cotauns 2023052310 Q Search S Check @@ Tools (@ Test records (@ Integration app test 4t Unit test (VIS
= [of NewFlow X Connect Configure Preview
Trigger
@ HTTP request - Send Request Switch b

@  webhook - Listening events
istening events /eded

HTTP Request sends HTTP requests to other services. More [Z

Run flow Q
| Run
@  HTTP request - Send Request Response preview
2
URL  GET
Data preview  Schema preview
v Download
+
(
“"Metadata" {
*cookies' {
“BAIDUID" : 733B44A976050045C107EIOEIES2ABF:FG=1
"BDSVRTM" : o
"BD_HOME" 1
"BIDUPSID" : “733B44A976050045EE3891DDBA21FB9A"
"H_PS_PSSID" : '38516_36546_38541_38611_38538_38594_385'
PSTM" : 1684828009
)
“headers" s
"Bdpagetype" : list [

Flow data panel

After you click a flow node, the flow data panel will be displayed. You can select the data content on the previous

nodes to reference data variables easily. If multiple variables are selected, they will be spliced automatically.
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Q Search Z% Check Tools @ Test records Integration app test  #f Unit test <4 Publish

Connect Configure Preview

@ HTTP request - R#i&ER Switch p

HTTP Request sends HTTP requests to other services. More [7

Q
Request method *
C
GET v
+ URL* .
Flow data 4 X&  Expression %3
@ 71 payload
@ 1. Webhook Q
URL parameters
D{g Output

+ Add RequestParameters
» Metadata

Request header

+ Add RequestHeader

Advanced >

Single-line expression input

If you want to simply edit some variables when entering parameters, you don't need to open the code input box.
Instead, you can switch to the Expression input mode to perform over 100 quick operations for orchestration, such as
type conversion, operator, method reference, and attribute reference. The input process is further simplified through

capabilities such as smart prompt and autocomplete.

Multi-User Collaboration Mode

iPaaS supports multi-user collaboration. This feature allows multiple members in your team to develop the same

integration app at the same time. In addition, you can enable the editing lock to avoid version inconsistency caused by
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simultaneous editing of the app by multiple users.

Note :
In multi-user development, multiple users can develop multiple flows together in the same integration app, but a
single flow can be edited by only one user at a time and is locked (uneditable) for other users during editing.

This helps avoid version inconsistency caused by simultaneous editing of the app by multiple users.

& app_configuration [ cenfauing 20230523 1.0 Q Search % Check Tools @ Test records Integration app test ~ #f Unit test <4 Publish
= {uﬁ? NewFlow XJ Trigger Configure
[ I ) r L [ I l X @ Webhook - Listening events

Trigger

1 ©  Webhook — Listening events A webhook service is published, allowing a third-party application to call back or push data with

Listening events  /b81d HTTP requests. Please note that the webhook URL generated varies by the publishing

environments. More [

Run flow Q
C

v Event name*

Basic settings

Testing Feature

Integration app test

Viewing test information and errors

During integration app test, you can publish an integration app to the sandbox environment, directly copy the URL
after the trigger, and simulate a trigger operation to debug the entire app. After the operation, the operation result will
be displayed on the canvas. You can click the name of each component to view the detailed input and output
information. All errors are displayed at the top of the page, and you can click View to view the error details of each

component.

Viewing historical test records

Click the Test history drop-down list to view the test snapshot at each time point. In each snapshot, you can view the

specific test parameters and errors at the corresponding time point. The last 10 test records are displayed to help you
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check the errors reported during each test.

& app_configuration Test history:| To trigger 4 IF View trigger conditions (&) Tools © Stop X

The flow tr] cribed below. You can view all conditions and manually trigger the app. X

PR o
= ‘n@ NewFlow X O

NewFlow HTTP listener
Trigger ) )
Listening URL: https://37-1317750825.ipaas.sandbox.myqcloud.com... o

1 ©  Webhook - Listening events

Listening events /b81d

Run flow Q

‘ C

Viewing trigger conditions

You can view all trigger conditions of the current integration app and manually trigger the app. The following example

shows how to manually trigger the Webhook component:

& app_configuration Test history:  To trigger v Tools © Stop X

The flow triggers and conditions of the app are described below. You can view all conditions and manually trigger the app. X
= | of NewFlow X ‘
NewFlow HTTP listener

Trigger
99 Listening URL: https://37-1317750825.ipaas.sandbox.myqcloud.com... [

©  Webhook - Listening events
1 N

Listening events /b81d

Run flow Q
v C
Unit test

In unit test, you can partially test one or multiple consecutive components. If the flow is complex, it may take a long
time to test the entire app. In this case, you can perform partial testing to quickly locate possibly abnormal components
(the first trigger component of the flow cannot be selected). To perform unit testing, click Unit test in the top-right
corner and select the components to be tested. You can select only the first and last target components, and the

nodes between them will be selected automatically, eliminating the need to click nodes one by one.

< app_configuration Tools X Close

= "u@ NewFlow ><\
Trigger

1 ©  Webhook - Listening events
Listening events  /b81d

Run flow Q
v C
= Set Variable

2| @

Variable 11

After you select the nodes for unit test, you need to simulate the input data for test. If you have performed unit or app

test or previewed the component data before, the platform will automatically pull the historical test data, and you can
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select different historical data or automatically construct input data for test. If there is no historical data, you need to

manually enter the simulated data for test.

Minimizing the test window

The test feature in the standalone console manipulates a certain version of the current app. You can still configure the

app after minimizing the test window.

« Inapp test, you can click Minimize to minimize the app test window.

« Inunit test, after you click Close, the unit test window will be minimized automatically.

Note :
As the configured version and the tested version are separate, we recommend you test the app again after

configuring it to verify the availability of the latest configured version.

You can also click the minimized test window to restore it and view the test details.

Viewing test records

After minimizing the test window, click Test record to view the historical app or unit test records.

Search

You can search for flows, components/connectors, and configuration content, so as to quickly confirm the valid
content and built-in fields in the app.

Click Search and enter a keyword. Here, keyword webhook is used as an example.

Search X

webhook ® Q

All Flows Component/Connector  Configurations

@ Webhook - Listening events(node 1)

NewFlow

Tools
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The toolbar provides many features such as connection group switch, connector version switch, and custom script

configuration.

Note :

Common configurations are displayed only for apps created after the launch of the standalone console.
Reason: Connection configurations of common connectors (like HTTP Request) of apps created before the
launch of the standalone console are called common configurations. Configurations of both common
connectors and app connectors of apps created after the launch of the standalone console are collectively

called connection configurations; therefore, common configurations are no longer displayed.

< app_configuration Configuring |20230523 2.0 v Q Search 8% Check @ Test records Integration app test  #f Unit test <4 Publish
= NewfFl ]
= [ x] Took X

Trigger

1 ©  Webhook - Listening events » Connection group

Listening events  /b81d

» Connector version
Run flow

l » Custom script +
[E Set Variable
Variable  variablet

+

2

Switching connection groups

You can switch between connection groups on the toolbar for preview and testing.

Switching connector versions

Switch the app connector version: If the selected app connector has multiple versions, you can click Tools in the top-

right corner and click Connector version to switch to the target version.

Note :
If there is a red exclamation mark after the selected version, the version is not the latest one.

Custom script

iPaasS offers the custom Dataway script feature, which enables you to write custom functions and components.
Custom scripts can be referenced only in the integration app where they are created. They cannot be referenced

across projects or integration apps.
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Adding/Deleting a custom script

Click Tools in the top-right corner and click + next to Custom script to add a custom script. Click a custom script

LR

name to view or modify the script. Click to delete a script.

Note :
Once a script is deleted, apps bound to it will throw an exception. Therefore, please exercise caution when

deleting a script.

Add custom script

Script name *

Description

Referencing a custom script

]

After you select a component and click a Dataway expression for configuration, click  in the top-right corner or

Click to bind to reference an existing custom script.
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P

Script Java = Light B 20® X
1v def dw_process(msg): Please enter C
2 return

Built-in function 1 Built-in module functic

OrderedDict()

abs()

all()

any()

bool()

bytearray()

bytes()

chr()

dict()

enumerate()

filter()

float()

Custom script +

™

No custom script. Bind one

Publishing
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After you have configured an integration app, you can publish it in one or multiple regions.

Select publishing environment

Default Group v

-deko (16 day(s) left

[T siliconvalley (16 day(s) left)

=

Versioning

Each integration app has a version number. After it is published, an integration app cannot be modified while it is
running. In this case, you can copy the integration app to modify and debug a new version, which will not affect the

version that is currently running.

Note :
The Publishing environment field is added for apps created after September 20, 2022. When you publish an

app again, the publishing environment selected last time is retained for easier management.
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¢ app_configuration [Running | 20230523_2.0 v
20230523_3.0 Updated one minute ago
= [ n{g NewFlow —
[ Running ] 20230523_2.0 te—deko Updated one minute ago
Trigger 20230523_1.0 Updated 20 minutes ago
1 &  Webhook — Listd No more data
Listening events | .. ..
Run flow
\ 4
o E Set Variable

Variable variablel

——
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Logical Component User Guide
Remove Variable

Last updated : 2023-08-03 17:12:12

Overview

Contrary to the Set Variable component, Remove Variable is used to delete the specified variable in message .

Operation Configuration

Parameter configuration
Parameter Data Type Description Required Default Value

Variable name string Name of the variable to be removed. Yes None

Configuration page

Configure
[
=X Remove Variable Switch »

Remove Variable is the opposite of Set Variable. It removes a specified variable from the

message. More [/

Variable name *

Enter a variable name

The name of the variable
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Output

The output message no longer contains the deleted variable. The message output by the component is as

detailed below:

message

: Value
Attribute
payload This attribute inherits the payload of the previous component.
error Will be empty if the flow is executed successfully. error willbeof dict type
error and containthe Code and Description fields if the flow fails to be executed. The
Code field indicates the error type, and the Description field indicates the error details.
attribute This attribute inherits the attribute of the previous component.
variable The variable removed from variable in the previous component.

Data preview

None.

Example

1. Add a Remove Variable component.

v

2  Remove Variable
Delete

name
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2. Enter the name of the variable to be removed.

Configure
mm
=X Remove Variable Switch »

Remove Variable is the opposite of Set Variable. It removes a specified variable from the

message. More [/

Variable name *

name

The name of the variable
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Flow Reference

Last updated : 2023-08-03 17:12:12

Overview

Flow Reference is used to reference other flows in the current app. Unlike Async, Flow Reference is a sync process. It
will continue to execute the next action only after the execution of the referenced flow. After the subflow in Flow
Reference is executed, message will be passed to the main flow, and the next node will be executed based on the

message of the subflow.

If the subflow in Flow Reference contains a trigger node, and the subflow execution is triggered by the Flow Reference
component, the trigger node of the subflow won't be executed; that is, the subflow will be executed from the second

node.

Operation Configuration

Parameter configuration

Dat . Default
Parameter Ta a Description Required

ype Value

Flow name. You can select a flow shared by another app in

Flow string .
the same project.

Yes None

Configuration page
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Configure Preview
== Flow Reference Switch »

Flow Reference references other flows in this integration app. More [/

l
Please select N\
Q
H
ofg subflow

Data preview

None.
Output
message Attribute Value
payload The payload output by the last node of the subflow.
error error Wwill be empty if the flow is executed successfully.
attribute The attribute output by the subflow.
variable All set variables in the subflow.
Examples
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Referencing a flow in the same app

1. Create a flow and name it Subflow .Add a Set Payload component to the subflow and output payload .

Add a Set Variable component and set variable a .

= [of NewFiow X | o subflow X Configure Preview

Trigger
=3 Flow Reference Switch »
©  Webhook - Listening events

Listening events  /2cde

‘ Flow Reference references other flows in this integration app. More [

[}

k3%

= Flow Reference o8 subfow R
Reference  subflow >

ZRIFAR

off subflow

2. Add a Flow Reference component and select Subflow in the drop-down list.

3. After the unit test is completed, click the Flow Reference component, select the Professional mode to view the

output, and you can see thatthe payload andvariable a configured inthe subflow are passed to the current

- ] ) Q
= | |clo NewFlow X | o subflow X Configure Input Output
|QTeStcomp\eted X =3 Flow Reference
Trigger
{ Output message General move | nertuere)
#  Webhook — Listening events :
1 M © Output®
Listening events  /2cde N Download ~ Copy
{
" . dict 8
Run flow Q 7 "valid payload"
| (
s, 2 L c "valid variable"
= Flow Reference
2 ()

Reference subflow >

& }

Referencing a flow from another app in the same project

Flow reference methods

Multiple apps in the same project may use the flow of the same general feature, such as user login authentication.
Generally, there are three methods for using this flow:

Method Pros and Cons
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Method Pros and Cons

Edit or copy a User login There are a large number of repeated flows, which are difficult to

authentication flow in each app maintain.

Call an app in other apps through a HTTP calls consume traffic, and debugging and maintenance are
public HTTP API difficult.

Use Flow Reference for cross-app flow Like flow reference within an app, this method can be used when
reference two apps run at the same time.

Using Flow Reference for cross-app flow reference

1. Create an app "Shared app" which provides a general feature flow "Shared flow" and share the flow.

¢ sharedApp [ coneuing |20230714.10

X ‘D{g sharedFlow X\‘

Flows + B

off sharedFlow

Z Rename

& Copy

o9 Share

_ Sharing this flow will allow it to be referred among
[ Delete integration apps in the project.
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2. In the shared flow, set payload andvariable share

= o sharedFiow x | Configure Preview

Trigger

=5 Set Variable Switch »
1 @%, Click to select a trigger E

Set Variable declares a variable and saves it in *variables” of the message. This variable can be

Run flow
‘ a referred in subsequent nodes via msg.vars.get('name’). More (7!
v
@]
® Set Payload Variable (share) *
2 Configure’ sharedpayload
‘ Variable name *
— N share
3 [E Set Variable
Variable  share Variable type
‘ string v
v
+ Value *

sharedVariable

+ Add variable

3. Publish "Shared app", and "Shared flow" can be selected and used in the Flow Reference list in other apps in the
project.
Then, start an app test, so that a test can be performed after "Shared flow" is referenced in other apps.

¢ sharedApp [ 9| 2023071410 v % Published successfully Q Search 2 Check Tools @& Copy O st
= (o8 sharedFiow ><“
Trigger

1 @ Click to select a trigger

Run flow
Q
v
@ Set Payload C
2 Configure’ sharedpayload
v
3 E Set Variable

Variable ~share

—

4. Edit the flow in another app in the project, add a Flow Reference component, and select "Shared flow" of "Shared

app" in the project to reference it.
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& testl [ (conawig J20230712.10 v

= |off NewFlow x|

Trigger

©  Webhook - Listening events

Listening events ' /2cde

1

Run flow

v
= Flow Reference
Reference  subflow >

|

Tencent Integration Platform

Q Search S Check Tools @ Test records Integration app test  #f Unit test <4 Publish

Configure Preview

=2 Flow Reference Switch »

Flow Reference references other flows in this integration app. More [Z

5

o3 subflow A~

off subflow

of sharedFlow-sharedApp

5. Perform a unit test and view the output of the Flow Reference ("Shared flow") node. Switch to the Professional

mode, and you can see that payload andvariable share configured inthe shared flow are passed to the

current flow.

= | of NewFlow X | o subflow X

| © Test completed
Trigger

©  Webhook - Listening events

Listening events = /2cde

Run flow

1

v

Flow Reference
Reference  subflow >

|

v

+
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Configure Input Output
X 73 Flow Reference
Output message General mode
@ Output ® Download ~ Copy
{
“attributes" : o
Q "payload" : siring "sharedPayload"
"variables” : dict {
c "sharedVariable" : “sharedVariable"
}
“output” : ]
“error” : 1]
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Scheduler

Last updated : 2023-08-03 17:12:12

Overview

Tencent Integration Platform

As a trigger, Scheduler is used to trigger a flow according to the configured rule at the scheduled time. The graphical

Scheduler component supports three trigger modes:

« One-time trigger: The flow can be triggered at multiple specified time points.

» Regular trigger: The flow can be triggered regularly.

» Cron expression: The configuration includes one or more cron rules. When any cron rule matches the current time,

the flow where the Scheduler component resides will be triggered.

Operation Configuration

Parameter configuration

Data
Parameter

Type
Trigger mode Int
Cron expression string
Time zone string
Triggered only after the
previous task is bool
executed

Description

You can select One-time trigger, Regular
trigger, or Cron expression.

Trigger rule such as once every minute.

Specified time zone.

If this option is selected, the flow will be
triggered only after the previous task is
executed.

Required

Yes

Yes

Yes

No

Default
Value

0 (Cron
expression
mode).

None
Asia/Beijing

UTC+08:00

false

Scheduler contains one or multiple cron rules. To add multiple rules, separate them by \r . A cron expression is

configured as follows:

Parameter Description

seconds Second
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Value Range

0-59
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Parameter Description Value Range
minutes Minute 0-59

hours Hour 0-23

days Date. This parameter is optional and is set to every day by default. 1-31

months Month. This parameter is optional and is set to every month by default. 1-12
weekdays Day of the week. This parameter is optional and is not specified by default. 1-7

years Year. This parameter is optional and is set to every year by default. 1970-2099

You can use the following operators when configuring a cron expression:

° *
e [B
° 14
./
e L
o ?

indicates all valid values. For example, hours="*" indicates every hour.

indicates a range. For example, weekdays="1-5" indicates Monday to Friday.

indicates enumeration. For example, months="1,3,5,7,8,10,12" indicates all months with 31 days.
indicates increment. For example, hours="8/2" indicates every two hours from 08:00.

indicates the last period. For example, weekdays="6L" indicates the last Saturday of the current month.

indicates an unspecified value. There is a restraint that at least one of the parameters year, month, date, and

day of the week must be left unspecified to avoid a conflict; for example, both February 20, 2020 (which should be

Thursday) and Wednesday are specified. The day of the week is unspecified by default.

Configuration page
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Configure Preview

CB Scheduled tasks

Trigger the flow when specified rules are met More [/

Basic settings

Trigger type*

{ Recurring One-time

Recurrence pattern*

5 min Trigger

Advanced

Time zone *
Asia/Beijing - UTC+08:00

0 Trigger only after the previous task is finished

Output

Switch »

Cron expression

Tencent Integration Platform

As a trigger component, Scheduler is the first component in a flow. It will generate an empty message to trigger the

flow execution.

The message output by the component is as detailed below:

message

: Value

Attribute
payload Null.

e error willbe empty if the flow is executed successfully.

e error willbeof dict typeandcontainthe Code and Description fieldsifthe
error flow fails to be executed. The code field indicates the error type, and the

Description field indicates the error details.

attribute Null.
variable Null.

Data preview

©2013-2024 Tencent Cloud. All rights reserved.
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Output preview

Data preview Schema preview

o Preview successful. Details:

{

"Qutput" : {
"scheduledTime" :
"scheduledTimeStamp" :

}
}
Examples

Regular trigger mode
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"2023-07-14 17:05:00"

1689325500

Tencent Integration Platform

Download
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Trigger the flow once every 30 seconds:

Basic settings

Trigger type*

Recurring One-time Cron expression

Recurrence pattern*

30 S Trigger

Advanced v

Time zone *
Asia/Beijing - UTC+08:00

] Trigger only after the previous task is finished

One-time trigger mode
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Trigger the flow once at 00:00:00 on January 1, 2023:

Basic settings

Trigger type *

Recurring One-time Cron expression

Trigger time *

2023-07-21 00:00:00 =

+ Add

Advanced v

Time zone*
Asia/Beijing - UTC+08:00

] Trigger only after the previous task is finished

Cron expression mode
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Trigger the flow once every five minutes:

Basic settings

Trigger type*

Recurring One-time Cron expression
Cron expression * Learn more [£
00/2***7?

Enter a cron expression, which contains seconds, minutes, hours, day of month, month, day of week,
and year (optional). Separate each field with a space.

Advanced v

Time zone *

Asia/Beijing - UTC+08:00

] Trigger only after the previous task is finished
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Tencent Integration Platform

Scatter Gather

Last updated : 2023-08-03 17:12:12

Overview

Scatter Gather can execute multiple tasks in parallel. In this component, you can add multiple branches and configure

a subflow in each branch to execute a task independently.

Operation Configuration

Parameter configuration

Data
Parameter
Type
Maximum .
i int
parallelism
Root .
string
message

Configuration page

Description Required

Maximum number of tasks executed in parallel. Value
range: 2-8. The actual parallelism is the lesser value
between the number of branches and the maximum
parallelism.

Yes

The root message is a variable, which stores the
message oOf the main flow. You need to enter a
variable name. You can enter
msg.vars.get ('#root message
name#') .payload toaccessthe payload data
of the main flow. If the default value rootMessage is

Yes

used, you can use

msg.vars.get ('rootMessage') .payload 1o
access the payload data of the main flow in the
subflow.

©2013-2024 Tencent Cloud. All rights reserved.
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= :D{E NewFlow X | of subflow X Configure
. ( 3 Scatter Gather P Scatter Gather Switch »
\ Branches: 2 @
3 C Scatter Gather supports executing multiple tasks in parallel. In this component, you can set
va Branch 1 several branches, and configure a subflow for each of them to execute tasks separately.
H More (2
@ HITP request Max degree of parallelism (MAXDOP) *
5 URL GET / 23 2 t
llel. d 2,8]; default: equal to the b f h
=}
v 6 Branch 2
@  HTTP request
7 URL GET /
J
+
Data preview
None.
message input to the subflow
message Attribute Value
payload This attribute inherits the payload in message of the main flow.
error Null.
attribute This attribute inherits the attribute in message of the main flow.
variable This attribute inherits the variable of the main flow.
Output

The output result of Scatter Gather doesn't contain the variable variable used inthe processing logic but only the

datain payload .

The output payload isof dict type and aggregates the processing result of each branch.

The message output by the component is as detailed below:

message

Attribute

Value
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message
Attribute

payload

error

attribute

variable

Example

Value

This attribute is of dict type. key is the branch number, which starts from 1 . value
is the branch execution result (the payload output by the last component).

e error willbe empty if the flow is executed successfully.
e error Wwillbeof dict typeandcontainthe Code and Description fieldsifthe
flow fails to be executed. The code field indicates the error type, and the
Description field indicates the error details.

The value is the same as that of the input attribute .

The value is the same as that of the input variable.

We recommend you use Scatter Gather to execute different tasks in parallel. For example, if you need to query the

customer and product information based on the user order data, you can configure two branches to query the two

types of information respectively.

1. Add a Scatter Gather component and two branches and use the default configuration.

= | of NewFlow
.

Tencent Integration Platform

X | of subflow

gV

#  Scatter Gather

Branche:

R

v

s: 2

Branch 1

o

@  HTTP request

URL GET /

il

Branch 2

H

@  HTTP request

URL GET /

e J

Configure

H" Scatter Gather

Switch »

Scatter Gather supports executing multiple tasks in parallel. In this component, you can set

several branches, and configure a subflow for each of them to execute tasks separately.

More (2

Max degree of parallelism (MAXDOP)*

123 2

2. Configure customer information query in the first branch and product information query in the second branch. Here,

two simple HTTP requests are used for simulation.

©2013-2024 Tencent Cloud. All rights reserved.
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= ‘F@ NewFlow X \ off subflow X Connect Configure Preview
v
a #  Scatter Gather @ HTTP request - Rigilik Switch »
Branches: 2
Q
W, C HTTP Request sends HTTP requests to other services. More [2
v 4 Branch 1
Request method *
- N GET v
@ HTTP request - Ri%iER
5 URL GET / URL*
customer information
b 2 http://www.bai... /
J J
URL parameters
v
-6 Branch 2 + Add RequestParameters
‘j Request header
@ HTTP request - Ri#iER + Add RequestHeader
7 URL GET /
Advanced »
J
v

3. After execution, view the output of Scatter Gather. Switch to the Professional mode, and you can see that

payload isadictionary containing two keys.

Key 1 represents the result of the first branch, i.e., the queried customer information, and key 2 represents the

result of the second branch, i.e., the queried product information.

= \\D@ NewFlow ><] oy subflow X Configure Input Output
| © Test completed X 3> scatter Gather
Trigger
e Output message [ General mode Expenmcde
?  Webhook - Listening events -
L Uitering everfs! /2cde © © EpmiC © Download  Copy
{
‘ “attributes" : dict {...}
Run flow a “payload" : dict {
v C e "<IDOCTYPE htmi STATUS OK-—><htmi><head:
= Flow Reference http-equiv="Content-Type" content="text/html;charset=utf-8"><meta http—
2 o UA-Compatible" content="IE=edge,chrome=T1"><meta content="always"
Reference  subflow > ferrer"><meta name="theme-color" content="#ffffff"><meta
ription” content=" RS %, BT IRREERBIRR
RBIFTR, BRI AR XTSI, ">
—r N <link rel="shortcut icon" href="https://www.baidu.com/favicon.ico"
| Scatter Gather type="image/x-icon" /><link rel="search"
v 3 o type=" i I" href=", hxmi®
Branches: 2 "BEERE" /><link rel="icon" sizes="any" mask
h 1 href="https://www.baidu.com/favicon.ico"><link rel="dns-prefetch"
— */ /dss0.bdstatic.com"/><link rel="cns-prefetch”
v 4 Branch 1 prefetch” href="//sp0.baidu.com"/>
i "/ /sp1.baidu.com"/><link rel="dns-prefetch”
href="//sp2.baidu.com"/><link rel="dns-prefetch" href="//pss.bdstatic.com"/>
<link rel="apple-touch-icon-precomposed"
href="https://psstatic.cdn bceb ideo/wi
@ HTTP request ©401_1660835115000.png"><title>ERE—T, #RakHIE</title><style index="newi"
5 URL) GET / ) type="text/css">#form
solid tant;_overflow:hi hadow:Tpx Tpx 3px
#ededed;-webkit-b B e e
3px #tededed;-0-box-shadow:Tpx Tpx 3px #ededed}bdsug
i 000;font:14px arial:line-hei
— basug l.bdk 010} bdsug—
stors span,bek blcolor:#7AT7C8} bd dolt
v 6 Branch 2 size:12pxicolor:#666;text—
; o o " )
e g i blockk bk
blockiborder-bottom:Tpx solid #eGe6e6}.bdsug-ala h3lline-
height:14pxibackground:url(//www.baidu.com/img/sug_bd.png?v=09816787.png)
@ HTTP request no-repeat left 0 4px;font-size:12px;font—
7 GRD) GET / © B7B7B;padding-left:20px}.bdsug-ala plfont. ;
weight bdsug .bdsug-direct p{color:#00cifont—
weight:700;l : 8px;margin-top: i i
space:nowrap;overflow:hidden}#im .bdsug .bdsug-direct p
img{width:16pxiheight:16pxmargin:7px 6px 8px Opvertical-align:middie}fm .bdsug
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Parallel Foreach

Last updated : 2023-08-03 17:12:12

Overview

Parallel Foreach is used to execute tasks in parallel. It executes the same processing logic on all elements in a data
set in parallel. The actual parallelism is the lesser value between the number of remaining elements and the configured

maximum parallelism.

A Parallel Foreach subflow has read-only access to the variables in the main flow and the output of other components,

and modifications performed by the subflow will not affect the main flow.

After processing, the result of each element will be outputto payload in message inthe original sequence.

Parallel Foreach is generally used in batch data processing scenarios, such as batch query and batch data import.

Operation Configuration

Parameter configuration

Dat . Default
Parameter aa Description Required
Type Value

The data set to be traversed.
» Ifthedatatypeis string , all charactersinthe
. string will be traversed.
string, « Ifthe datatypeis 1list , all elements in the list will

list, be traversed.

[ . . Y N
Data set dict, o Ifthe datatypeis dict ,all valuesinthe ©s one

and . .
int dictionary will be traversed.
in
» Ifthe datatypeis int ,for example, if the data set
is 3 ,thedataset [0,1,2] will betraversed.
Maximum int The maximum number of tasks executed in parallel. Yes 4
parallelism Value range: 2-8.
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D _ Default
Parameter ata Description Required
Type Value

The counter is a variable, which stores the current
number of iterations and starts from 0 . You need to
enter a variable name such as
msg.vars.get ('#counter variable#') to
Counter string use the counter. No counter
For example, if the counter variable is set to the default
value counter ,inthe firstloop,
msg.vars.get ('counter') willbe 0 ,andin
the second loop, it willbe 1 .

The root message is also a variable, which stores the
message of the main flow. You need to enter a
variable name. You can enter
msg.vars.get ('#root message
Root , name#') .payload toaccessthe payload data
string _ No rootMessage
message of the main flow. If the default value rootMessage
is used, you can use
msg.vars.get ('rootMessage') .payload to
access the payload data of the main flow in the

Parallel Foreach subflow.

Stop while ,
P If a subtask throws an error, traversal will stop after the
error bool ) . , No False
execution of the initiated subtask is completed.
occurred

Configuration page
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1]

{n@ NewFlow X | o subfow
Trigger

©  Webhook - Listening events

Listening events /2cde

Flow Reference
Reference subflow >

v

& Parallel Foreach
Object 1

Parallelism: 4

)

v

Data preview

Preview Data
Field Type

payload any

index int

[n@ NewFlow ><} off subflow
Trigger

©  Webhook - Listening events

Description

Tencent Integration Platform

Configure Preview

&  Parallel Foreach Switch »

Parallel Foreach executes parallel tasks, namely executing in parallel the same processing logic

on elements in the dataset. More (2

Basic settings -
Object

o 1
The daf object of loop traversal

Max degree of parallelism (MAXDOP) *

1233 4

The number of tasks executed in parallel; valid range: [2,8]; default: 4
Advanced -

Loop variable name

The variable representing the count (starting from 0) in loop traversal

Root variable name

The variable pointing to the parent flow message in loop traversal
Stop on error
bool  False v

If an error occurs in subtasks, traversal will be stopped after initiated subtasks are executed

Input value in each traversal, which is also an element in the data set.

Position in each traversal. This field represents the subscript position of the current input

value in the data set, which starts from 0

Listening events  /2cde
Run flow @
i ]
= Flow Reference
Reference subflow >
l
&l Parallel Foreach
Object =TM2 payload

Parallelism: 4

)

©2013-2024 Tencent Cloud. All rights reserved.

Configure Preview

&7 Parallel Foreach Swith »

Parallel Foreach executes parallel tasks, namely executing in parallel the same processing logic

on elements in the dataset. More 2

Configure and run

Clicking "Configure and run" wil return data and schema.

Output preview

Data preview  Schema preview
@ Preview successful. Details: Download

[
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The data preview content is visible only in the subflow. Components in the subflow can directly use payload and

index inthe Parallel Foreach component as shown below:

Flow Reference
Reference  subflow >

4l Parallel Foreach

v 3 Object =TiM2 payload

Parallelism: 4

> v

= [of NewFlow o ><J of subflow X Configure Preview

@  set Payload Switch »

C Set Payload allows you to set the message payload. More [7

+e

Value*

% |

Flow data

© 1. Webhook- Listening events
= 2. Flow Reference

& 3. Parallel Foreach Q

@  Set Payload
Configure St

-]
v

[E Set Variable
Variable

v

+

message input to the subflow

message
Attribute

payload

error

attribute

variable

Output

Value

An element in the data set. For example, if the data set to be iteratedis [1,2, 3] , in the first
loop, payload inthe subflow willbe 1 ,and inthe second loop, it willbe 2

If the data set to be iterated is  {"key":"key1", "value":"valuel"} of dict type,
in the firstloop, payload inthe subflow willbe valuel ,and inthe second loop, it will be

value?2
Null.

Null.

This attribute inherits the variable of the main flow and has two new variables: counter and
root message. If you use the default values of the two new variables, you can use expressions
msg.vars.get ('counter') and msg.vars.get ('rootMessage') toaccess

them.
If Set Variable is used in For Each, the new variables will be addedto variable during

subflow execution.
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The output result of Parallel Foreach doesn't containthe variable variable used in the processing logic but only
the datain payload .Theoutput payload isavariableof 1ist type, which contains the iteration result of
each element in the raw data set in the original sequence. attribute inherits the value of the previous

component.

The message output by the component is as detailed below:

message
, Value
Attribute
avioad This attribute is of 1ist type and contains the processing result of each element in the input
pay sequence in the raw data set.
e error willbe empty if the flow is executed successfully.
e error willbeof dict typeandcontainthe Code and Description fields if the
error flow fails to be executed. The cCode field indicates the error type, and the
Description field indicates the error details.
attribute This attribute inherits the attribute of the component previous to Parallel Foreach.
variable This attribute inherits the variable of the component previous to Parallel Foreach.
Example

The following describes how to use the Parallel Foreach component to multiply all elements in the list by 2. The raw
datasetis [1,2,3,4]

1. Add a Parallel Foreach component, configure the dataset [1,2, 3, 4] , and set the maximum parallelism to

3.

2. Add a Set Payload component to Parallel Foreach to multiply the elements in payload in the subflow by 2.

3. Output the result.
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Sleep

Last updated : 2023-08-03 17:12:12

Overview

The Sleep component is used to execute a flow after the specified period of time.

Operation Configuration

Parameter configuration

Parameter Data Type Description Required Default Value
Delay int The specified delay in milliseconds. Yes 1000
Output

The message output by the component is as detailed below:

message

, Value

Attribute
payload This attribute inherits the attribute of the previous component.

e error willbe empty if the flow is executed successfully.

e error willbeof dict typeandcontainthe Code and Description fieldsifthe
error flow fails to be executed. The code field indicates the error type, and the

Description field indicates the error details.

attribute This attribute inherits the attribute of the previous component.
variable This attribute inherits the variable of the previous component.

Data preview

None.

Example
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1. Add a Sleep component.

Y

e ™,
&  Sleep

Delay time 1000 ms
- | v,
2. Enter the delay.
Configure
Gl\' Sleep Switch »

Sleep delays a flow for a specified time before it is executed again. More [/

Delay time *

123 1000

Value range: [1,300000]; unit: ms
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Raise Error

Last updated : 2023-08-03 17:12:12

Overview

Raise Error is used to throw exceptions and stop flow execution. This component can be used alone or together with
the Try-Catch component. When it is used alone and is hit, the flow will stop execution and return an error message.
When it is used together with Try-Catch, Try-Catch can capture the exception defined in it and execute the subflow

configured in Try-Catch.

Operation Configuration

Connection description

None.

Parameter configuration

Parameter Data Type Description Required Default Value
Error type string Custom error type. Yes General error
Error description string Error description. Yes None
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Configure
m Raise Error Switch »

Raise Error is used to raise errors and interrupt the execution of a flow. More [/

Error type *

Common error

Click Add to create a Custom error type

Error description *

Str.

The error description. You can enter an expression.

You can select an error type in the drop-down list and click Add to add a new error type. Error types are visible in all
apps in the project.
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Configure
m Raise Error Switch »

Raise Error is used to raise errors and interrupt the execution of a flow. More [/

Error type*

Common error

error_typel
fHiR2
wqgeqge

Common error

+ Add

Data preview

None.

Output

The message output by the component is as detailed below:

message
: Value
Attribute
payload This attribute inherits the payload of the previous component.
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message
Attribute

Value

error isof dict typeandcontainsthe Code and Description fields.
error The code field indicates the error type and is represented by an internal code, and the
Description field indicates the error description.

attribute This attribute inherits the attribute of the previous component.
variable This attribute inherits the variable of the previous component.
Example

1. Add a Raise Error component.

2. Add the error type Request failure.

é |

Add error type X

Error name request_failure ]

Save { Cancel }
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3. Select the error type and configure the error description.

Configure
m Raise Error Switch p

Raise Error is used to raise errors and interrupt the execution of a flow. More [/

Error type*

request_failure

Click Add to create a Custom error type

Error description*

Str. timeout

The error description. You can enter an expression.
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4. Output the message.

Configure Input Output
m Raise Error

Output message

@ Output ®
{
"attributes" : ¢
"payload" : i
"variables" : {
"output" : {
"error" : {
“code" : "CUSTOM:gmSvKNGLRt"
"desc" : “timeout"
}
}
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Download @ Copy
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Transform

Last updated : 2023-08-03 17:12:12

Overview

Transform is used to orchestrate and convert the format of the data in message . It can modify payload ,

attribute ,and variable .

Operation Configuration

Parameter configuration

Parameter Data Type Description Required Default Value
payload any The configured payload. No None
attribute dict The configured attribute. No None
variable dict The configured variable. Yes None

Configuration page

Configure Preview

Transform Switch »
&

Transform allows data transformation for Payload, Attribute, and Variables. More [7

Payload @D

1v dw_process(msg):

2

Attributes C)
Variables C)

Output

The message output by the component is as detailed below:
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message
. Value
Attribute
oad If payload isadded to Output, the executionresultin payload will be output; otherwise,
ayloa
pay the payload of the previous component will be inherited.
e error willbe empty if the flow is executed successfully.
e error willbeof dict typeandcontainthe Code and Description fields if the
error flow fails to be executed. The Code field indicates the error type, and the
Description field indicates the error details.
This attribute is of dict type.lf attributes isadded to Output, the execution resultin
attribute attributes will be output; otherwise, the attribute of the previous component will be
inherited.
If variables isadded to Output,the variable of the previous component and the new
variable variable added inthe Transform component will be output together; otherwise, the
variable of the previous component will be inherited.
Examples

Setting payload

Add payload

Payload (:)

dw_process(msg):

payload

Setting attribute

Add and edit attributes .As attributes isof dict type,the expression outputalso mustbe of dict

type.
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Attributes ()

dw_process(msg):

{"company" : "tencent"}

Setting variable

1. Add variables .Enter the name of the variable to be declared for Variable name.

r )

Variable name X

test

Confirm Cancel
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2. Add an expression and edit the variables.

Configure Preview

Transform Switch p
&

Transform allows data transformation for Payload, Attribute, and Variables. More [/

+ Add
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Until Successful

Last updated : 2023-08-03 17:12:12

Overview

Until Successful is used to retry the subflow execution.

Method

Parameter configuration

D Default
Parameter ata Description Required N
Type Value

Retry condition. When it is met, retry will be

Retry condition bool leryc nation ! ety wi No -
triggered.

N f

urT1ber ° int The number of retries. Value range: 1-100 Yes 3
retries
Retry interval int Retry interval in seconds. Value range: 1-300. Yes 60
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Configure
&= Until Successful Switch »

Until Successful retries its subflows. More [/

Retry condition*

M msg.payload>10

Retry when the condition is satisfied

Max retries *

led 3 J_r
The max retries. Value range: [1,100].
Retry interval *
123 60 J_r
The minimum interval between two retries. Value range: [1,300] seconds
Data preview
None.
message input to the subflow
message
Attribute Value
payload This attribute inherits the payload of the component previous to Until Successful.
error Null.
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message

' Value
Attribute
ribut This attribute inherits the attribute of the component previous to Until
attribute

Successful.

iabl This attribute inherits the variable of the component previous to Until

variable
Successful.
Output

message

_ Value
Attribute
payload This attribute inherits the payload output by the subflow.

e error willbeempty if the flow is executed successfully.
e error willbeof dict typeandcontainthe Code and Description fieldsifthe
error
flow fails to be executed. The code field indicates the error type, and the
Description field indicates the error description.

attribute This attribute inherits the attribute of the subflow.
variable This attribute inherits the variable of the subflow.
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Break

Last updated : 2023-08-03 17:12:12

Overview

Break needs to be used together with the For Each or While component to stop a loop. It can stop executing the loop
statement even if the sequence is still in recursion or the loop condition isnot false .When there is a nested loop,

Break will jump out of the loop at the current layer and start to execute the next component.

Operation Configuration

Connection description

None.

Parameter configuration

None.

Data preview

None.

Output

The message output by the component is as detailed below:

message

: Value
Attribute
 Inthe For Each component, after the Break component is executed, payload will inherit
the payload of the component previous to For Each.
payload + In the While component, after the Break component is executed, payload will inherit the
payload output by the component previous to Break.
error Null.
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me_ssage Value
Attribute
« In the For Each component, after the Break component is executed, attribute will
inheritthe attribute output by the component previous to For Each.
attribute » In the While component, after the Break component is executed, attribute will inherit
the attribute output by the component previous to While.
 Inthe For Each component, after the Break component is executed, variable will bethe
variable output by the component previous to For Each and the variable declared
in the For Each subflow.
variable » In the While component, after the Break component is executed, the variable will be the
variable output by the component previous to While and the variable declaredin
the While subflow.
Example

1. Add a For Each component and set the list to be traversed.
2. Use a Choice component and add a condition in Conditional branch.
3. On the Conditional branch node, add a Break component to jump out of the traversal process when BMW is

traversed.
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\
v 5 £ Choice
Choice
v 6 Execution [ msg.payload equals tencent
condition
v
7 @&  Stop
|
o Default branch
«
v
_I_
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Continue

Last updated : 2023-08-03 17:12:12

Overview

Like the Break component, Continue needs to be used together with the For Each or While component. It is used to

jump out of the current loop and execute the next loop.

Operation Configuration

Connection description

None.

Parameter configuration

None.

Data preview

None.

Output

The message output by the component is as detailed below:

message

. Value
Attribute
 In the For Each component, after the Continue component is executed, payload will be
the data to be traversed next time.
payload  In the While component, after the Continue component is executed, payload will inherit
the payload output by the component previous to Continue.
error Null.
 In the For Each component, after the Continue component is executed, attribute will
inheritthe attribute output by the component previous to For Each.
attribute  In the While component, after the Continue component is executed, attribute will

inheritthe attribute output by the component previous to While.
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message
, Value
Attribute
 In the For Each component, after the Continue component is executed, variable will
inheritthe variable output by the component previous to Continue.
variable « In the While component, after the Continue component is executed, the variable will
inheritthe variable output by the component previous to Continue.
Example

In the following example, the For Each component is used to calculate the sum of all odd numbers in the list, and the

Continue component is used to jump out of the loop for an even number.

1. Add a For Each component and enter the set to be traversed [1,2,3,4,5]

2. Add a Choice component and filter data on the When node.
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3. Add a Continue node on the When node.

[
Y
4  For Each

Object @ T /1 payload

r’_. v

£ Choice

Execution condition [ msg.payload equals benz ]

=

o

PR
T

Choice

Skip loop

Default branch

A

)
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For Each
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Last updated : 2023-08-03 17:12:12

Overview

For Each is a loop control component, which is similar to for/foreach in several programming languages. In For Each,

you can configure a subflow to execute the subflow logic for each element in the specified data set.

Operation Configuration

Parameter configuration

Data
Type

Parameter

string,
list,

Data set dict,
and
int

Counter string

Description

The data set to be traversed.

If the data typeis string , all characters in the

string will be traversed.

If the data typeis 1ist , all elements in the list will

be traversed.

If the data typeis dict , all values in the dictionary ves
will be traversed.

If the data typeis int , for example, if the data set

is 3 ,thedataset [0,1,2] willbetraversed.

The counter is a variable, which stores the current
number of iterations and starts from 0 .

You need to enter a variable name such as

msg.vars.get ('#counter variable#') to

use the counter.
For example, if the counter variable is set to the default Yes
value counter :

In the firstloop, msg.vars.get ('counter') will
be 0 .

In the second loop, msg.vars.get ('counter")
willbe 1 .
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Required

Default
Value

None

counter
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Data _ Default
Parameter Description Required 3

Type Value

The root message is also a variable, which stores the

message of the main flow. You need to enter a variable

name.

Youcanenter msg.vars.get ('#root message
Root , name#') .payload toaccess the payload data of the

string , Yes rootMessage

message main flow.

If the default value rootMessage isused, you can

use msg.vars.get ('rootMessage') .payload

to access the payload data of the main flow in the For

Each subflow.

Note :

Generally, you only need to configure the data set.

Configuration page
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Configure Preview

D For Each Switch »

For Each is a loop control component, similar to for/foreach in a programming language. For
Each allows you to set subflows to execute subflow logic on each element in the specified

dataset. More [/

Basic settings v

Object *

The dataset to be traversed

Advanced -

Loop variable name

Enter a loop variable name
The variable representing the count (starting from 0) in loop traversal, which defaults to ""

Root variable name

Enter a root variable name

The variable pointing to the parent flow message in loop traversal, which defaults to

Data preview

Preview Data

. Description
Field Type
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Preview Data

. Description
Field Type
payload any Input value in each traversal, which is also an element in the data set.
ind int Position in each traversal. This field represents the subscript position of the current input
index in

value in the data set, which starts from 0 .

Output preview

Data preview Schema preview

@ Preview successful. Details: Download
{
"exts" : {
"index" : 1
}
"Output"” : "lisi"
}

The data preview content is visible only in the subflow. Components in the subflow can directly use payload and
index inthe For Each component.
‘ @ Set Payload Switch »

Run flow

Set Payload allows you to set the message payload. More [/

v‘
B For Each Flow data +

Object | [1,2] Value*

B 2. For Each Q

Text  Expression Code

[ \D{gv BHA2 payload *2
—

— S 123 output 49

@  Set Payload

v

123 | index | 1

Configure B R2 payload *2

[ Set Variable
Variable vairbale

message input to the subflow
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message
. Value
Attribute
An element in the data set. For example, if the data set to be iteratedis [1, 2, 3]
In the first loop, payload inthe subflow willbe 1 .
In the second loop, payload willbe 2 .
payload . . .
If the data set to be iterated is  {"key":"keyl", "value":"valuel"} of dict type:
In the firstloop, payload inthe subflow willbe valuel .
In the second loop, payload willbe value2 .
error Null.
attribute Null.
This attribute inherits the variable of the main flow and has two new variables: counter and
root message. If you use the default values of the two new variables, you can use expressions
. msg.vars.get ('counter') and msg.vars.get ('rootMessage') toaccess
variable
them.
If Set Variable is used in For Each, the new variables will be added to variable during
subflow execution.
Output
The For Each component doesn't change the content of message , and subsequent nodes only notice the changes
in variables.
Example

The following describes how to use the For Each component to traverse the list and add numbers and prefixes to

elements in the list.
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1. Initialize the variable 1istResult

= | o NewFlow X Configure Preview
Trigger
== Set Variable Switch »

1 @ Click to select a trigger

Set Variable declares a variable and saves it in "variables" of the message. This variable can be

Run flow
‘ a referred in subsequent nodes via msg.vars.get('name'). More [
' 2
/ \ C
2 @) Set Variable Variable (listResult) *
Variable listResult
{ J
Variable name *
v
@ For Each listResult
v 3
Object’ ["zhang san”,"lisi"]
Variable type
|
L list v
Sk 4
4 [E Set Variable Value*
Variable | vairbale
| 8]
v ~+ Add variable

2. Add a For Each component and configure it.

\u@ NewFlow X Configure Preview

Trigger
B For Each Switch »
1 % Click to select a trigger
B For Each is a loop control similar to for/foreach in a language. For
‘ a Each allows you to set subflows to execute subflow logic on each element in the specified
v dataset. More (2
P = Set Variable C
Variable  listResult Basic settings .
v‘ . Object*
B For Each ["zhang san","lisi"]
d Object [ "zhang san”,"lisi"]
The dataset to be traversed
L )

]

Advanced v

= Set Variable
Variable vairbale

Loop variable name

ﬁ

Enter a loop variable name
The variable representing the count (starting from 0) in loop traversal, which defaults to "™

Root variable name

+ <

Enter a root variable name

The variable pointing to the parent flow message in loop traversal, which defaults to ™"

3. Set the variable in the For Each subflow. Specifically, add a prefix to each element (the subscript position of the
element) and add ittothe 1istResult variable.
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= ‘ off NewFlow X
Trigger

1 % Click to select a trigger

Run flow
v
2 @ Set Variable
Variable  listResult
l
8 For Each
v 3
Object| ["zhang san","lisi']
(
> v
4 E Set Variable

Variable vairbale

<

4. Perform a unit test to check the output effect.

= [of Newiow X

© Test completed
Trigger

1 @, Click to select a trigger
Run flow

[ Set Variable

Variable listResult

l
8 For Each
~3 o

Object] ["zhang san”,"lisi”

!
o Ny

[ Set Variable

Variable vairbale

.
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Configure Preview

Set Variable Switch »

Set Variable declares a variable and saves it in "variables" of the message. This variable can be

referred in subsecuent nodes via msg.vars.get(‘name). More (2

Variable (vairbale)*

Variable name *
vairbale
Variable type
any v

Value*

dw_process(msg) :

result = vars.listResult

result.append(’ {}:{}".format( o
payload |}

result

+ Add variable

Configure Input Output

Set Variable

Output message Generalmude Expertmode |

@ Output® Download ~ Copy
{
“vars" : {
"vairbale" : list [
0: *0:zhang san”
1
}
}
© Outputi® Download ~ Copy
{
"vars" : {
“vairbale" : list [
0: “Lisi
1
}
}
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Set Payload

Last updated : 2023-08-03 17:12:12

Overview

Set Payload is used to setthe payload attributein message . It supports expressions and literals. To enter a
literal, select the data type and enter the literal in the input box. To enter an expression, selectthe any type and

write an expression.

Operation Configuration

Parameter configuration
Parameter Data Type Description Required Default Value

Value any The data to be saved in payload . Yes None

Configuration page

Configure Preview

@ Set Payload Switch »

Set Payload allows you to set the message payload. More [/

Value *
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Output

The message output by the component is as detailed below:

message

. Value

Attribute
payload The data entered by the user.

e error willbe empty if the flow is executed successfully.

e error willbeof dict typeandcontainthe Code and Description fields if the
error flow fails to be executed. The code field indicates the error type, and the

Description field indicates the error details.

attribute This attribute inherits the attribute of the previous component.
variable This attribute inherits the variable of the previous component.

Data preview
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Configure Preview

@ Set Payload Switch »

Set Payload allows you to set the message payload. More [/

Configure and run

Clicking "Configure and run" will return data and schema.

Output preview

Data preview Schema preview

o Preview successful. Details: Download
{
"Output" : "hello"
}
Example
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1. Add a Set Payload component.

h 4
¢ ™

® Set Payload

Configure hello

2. Enter the data to be configured.

Configure Preview

@ Set Payload Switch »

Set Payload allows you to set the message payload. More [/

Value *

ofg v hello

/~

©2013-2024 Tencent Cloud. All rights reserved. Page 91 of 269



&2 Tencent Cloud

Set Variable

Last updated : 2023-08-03 17:12:12

Overview

Set Variable is used to declare a variable and save itin variables

reference it in the form of msg.vars.get ('name')

Method

Parameter configuration

Parameter

Variable
name

Value

Type

Operation

Configuration page

©2013-2024 Tencent Cloud. All rights reserved.

Data
Type

string

any

string

string

Description

Variable name.

Specific value of
the variable.

Data type of the
variable

Variable
operation

Required

Yes

Yes

Yes

No

Default
Value

None

None

string

None

Tencent Integration Platform

in message , so that subsequent nodes can

Remarks

This parameter is available only if a
variableof 1ist or dict type
exists.
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Configure Preview
[ .
=5 Set Variable Switch »

Set Variable declares a variable and saves it in "variables" of the message. This variable can be

referred in subsequent nodes via msg.vars.get('name'). More [/

Variable (sharedVariable) *

Variable name *

sharedVariable

Variable type

string v

Value *

sharedVariable

~+ Add variable

Output

Toreference variables ,youneedtousethe msg.vars.get ('company') expression.

The message output by the component is as detailed below:

message
_ Value
Attribute
payload This attribute inherits the payload of the previous component.
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message

, Value
Attribute

e error willbeempty if the flow is executed successfully.

error willbeof dict typeandcontainthe Code and Description fieldsifthe
error
flow fails to be executed. The code field indicates the error type, and the
Description field indicates the error details.

attribute This attribute inherits the attribute of the previous component.

variable variable of the previous component and the variables added in the current component.

Data preview

Output preview

Data preview Schema preview

Download

"Variable" : {

"sharedVariable" : "sharedVariable"
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Try-Catch

Last updated : 2023-08-03 17:12:12

Overview

The Try-Catch component consists of an execution subflow and one or multiple error capture subflows. You can
configure it to capture errors thrown when the execution subflow runs as well as system errors. It can also be used
together with the Raise Error component to capture custom errors. If the execution subflow throws an error, the first
matched error capture subflow will be executed. If no subflows are matched, the error will be thrown to the outer

layer.

Operation Configuration

Connection description

None.

Parameter configuration

. _ Default
Parameter Data Type Description Required
Value
This parameter is used together with the
Transaction Enumeration Database component and is used to roll back the Yes None

database operation when execution fails.

Type of the error thrown during flow execution, which
Error type string is selected in the drop-down list. You can select one, Yes None
multiple, or all types.

The maximum number of retries of the execution
Number of int subflow when an error of the specified type occurs. YVes No
retries Value range: 0-5. The number of retries for each retry

error capture subflow is counted separately.

Retry

, int Interval between two retries. Value range: 1-300s. No 60
interval
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The transaction is configured on the Start Error Capture node.

Configure
—
_’J Enable error catch Switch »

Try—Catch consists of one execution subflow and one or more error catching subflows. More 2

Transaction(®

7c v

The error type and the maximum number of retries are configured on the Try-Catch node.

= [of suofiow x| Configure
v
v 4 & Enable error catch ES  capture errors
Q
le— C Branch for error capture and handling More (7
( Error type*
Capture errors
5 Error type Al
Retry at an interval of 60s, 1 retries in to Al
tal
L ) Click Add to create a Custom error type , o click here to manage custom error types.
Max retries
1 v
v Set auto retries when specified errors are captured

Seconds between retries

123 60

The minimum interval between two retries. Value range: [1,300] seconds

Data preview

None.

message input to the subflow
message Attribute Value

payload This attribute inherits the payload of the component previous to Try-Catch.
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message Attribute Value
error This attribute inherits the error of the component previous to Try-Catch.
attribute This attribute inherits the attribute of the component previous to Try-Catch.
variable This attribute inherits the variable of the component previous to Try-Catch.
Output

The message output by the component is as detailed below:

message

Value

Attribute

payload

error

attribute

variable

If the execution subflow runs normally, the value of payload willbethe payload
output by the execution subflow.

If an error is thrown and captured, the value of payload willbethe payload outputby
an error capture subflow.

If a thrown error is not captured, the flow will stop running.

If the execution subflow throws an error and the error is not captured, or if an error capture

subflow throws an error, error will store the error message of dict type and contain

the Code and Description fields. The cCode field indicates the error type, and the
Description field indicates the error description.

Otherwise, error will be empty.

If the execution subflow runs normally, the value of attribute will be the
attribute output by the execution subflow.

If an error is thrown and captured, the value of attribute willbethe attribute

output by an error capture subflow.

If a thrown error is not captured, the flow will stop running.

If the execution subflow runs normally, the value of variable willbethe variable
output by the execution subflow.

If an error is thrown and captured, the value of variable willbethe variable output
by an error capture subflow.

If a thrown error is not captured, the flow will stop running.
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Example

1. Add the custom error type Request failure.
2. When a request fails, an error of this type will be thrown.

3. Capture the error and execute the retry policy. The HTTP request in the execution subflow will be executed again,

and the Choice component will be executed. If all retries fail, the error will be logged.

2} Enable error catch

.-

@ HTTP request —

URL GET /

v

£ Choice

-

Choice

Execution condition [ msg.payload equals 200 ]

J

(5 Raise Error

Error type Common error

1

Default branch

‘U
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bz

==

Capture errors
Error type All

Retry at an interval of 60s, 1 retries in to

tal
¥
E Logger
INFO 1
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Choice

Last updated : 2023-08-03 17:12:12

Overview

Choice is a branch selection statement. Similar to if-else, it is used to execute actions by condition.

Choice contains two types of branches: conditional branch and default branch. In Choice, you can add multiple

conditional branch nodes, each of which contains a Boolean expression. Choice will evaluate the conditional branch

nodes one by one until the first Boolean expression meets the condition. Then, it will execute the subflow configured on
the conditional branch node. If all When conditions cannot be matched, the action of the default branch will be
executed.

Operation Configuration

Parameter configuration in expression mode

On the When node, you can configure a conditional statement to control branch selection.

Data . Default
Parameter Description Required B
Type Value
Execution Condition. If the condition is met, the corresponding
. bool i Yes None
condition subflow will be executed.

Configuration page in expression mode

C Choice judges the conditions in branches in order and executes the branches satisfying the
. ) i 2
€ Choice conditions. More [

Execution condition* List configuration = Expression

Execution [ @7im5 payload equals

L condition J
Variable name * o

D{gv @ 45 payload

’ Choice

b -
v Condition*

Default branch

Add AND

Add OR
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Parameter configuration in list mode

Tencent Integration Platform

When configuring multiple comparison conditions on the GUI, you can use the logical operator OR or AND to

connect them.

Parameter Data Type Description
Value any Value.
Condition Enumeration Condition, i.e., comparison operator.

Configuration page in list mode

Configure

"EE Choice

Choice judges the conditions in branches in order and executes the branches satisfying the

conditions. More [/

Execution condition* List configuration Expression

Variable name *
D{g v @ TS5 payload
Condition*

equals v

Value *

ofgv 1

Add AND

Add OR

Data preview
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Required Default Value
Yes None
Yes None

Page 101 of 269



@ Tencent Cloud Tencent Integration Platform

None.

message input to the subflow

The entire message of the main flow is inherited.

Output

The entire message eventually output by the subflow is output, including the error.
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APl Management

Last updated : 2023-08-03 17:20:54

Overview

With many new APIs launched every day, and more and more enterprises starting to open up their web APIs, APl use
cases are increasing. Nowadays, the number of daily API calls is surging, and how to manage these APIs securely

and efficiently has become a challenge to enterprises.

iPaasS offers the API publishing feature, which allows you to quickly package published apps to generate APIs for
users to manage and call, and provides APl management capabilities to control access permissions and traffic
scheduling for APIs.

Directions

APl Management Page
Log in to the iPaaS console and click Integration development > APIs on the left sidebar.
On the APIs page, you can create or view API services, view API catalogs, manage API subscription credentials, and

manage the approvals.

APIs  Default Project v @ Inti-English ~ () O s @tencent.

API service API catalog Subscription credential Approvals

Filter by group v Enter a service name Q 28 E}
Service name Status Service domain Group Description Operation
api_service0511 20230511_1.0 - Default group - Edit Create APl More v
test2 20230510_1.0 Domain Default group - View More v
test 20230506_4.0 Domain @ Default group 2222 View More v
Total: 3 . 10 per page v Go to page 1 page

There are three API service status: configuring, running, and stopped. You can hover to see service domain name to

view the publishing environment and domain name of the API service.
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The operations supported by the API service include: view, create new API, lauch, remove, delete, view description

files, and view release history.

Creating an Service

The API management feature supports OpenAPI Specification v3.0.0. For the object definitions of OpenAPI

Specification v3.0.0, see OpenAP| Specification. You can click Create to enter the API creation page.
There are two ways to create an API service: including manually creating and importing service.

» Creating an API service by importing a description file
» Creating an API service manually

1. On the [APIs] page, click Import API service. On the Basic settings page, configure the following information

and click Next.

o Upload description file: Upload a YAML or JSON file up to 100 KB in size.
o File format: Select YAML or JSON.

& Create @mt-engish~ @D €  tianete

@ Basic settings (2) Policy info

File format YAML JSON
Select a target file Select file

Service name * | Enter a service name

Upload file

1

>l

No API available

2. On the Policy info page, configure the following information and click Done to create the API service.

» Access control by IP: You can enable this as needed. After it is enabled, you can enter multiple IPs to restrict

access based on the allowlist/blocklist.

» Request rate limit: The maximum number of allowed access requests per unit of time from the configuration time.
Value range: 1-1000.
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< Edit API service

o Basic settings

Access control by IP o

Type Blocklist Allowlist

e Policy info

IP blocklist Enter IP or CIDR addresses and separate them using line

breaks

Request rate limit O ()

Request rate limit

Creating an API

- 100 + | requests/ s\

Tencent Integration Platform

@ Inti-English~ () O allenlt

After we have created an API service, we can start editing its specific API. Including API request path, request

method, authentication policy, request parameters, policy settings, backend service type and other operations.

There are 3 steps to create a new API (The appendix uses postman as an example to introduce how to call the API

from the user side).

Step 1: Basic configuration

©2013-2024 Tencent Cloud. All rights reserved.
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& Create API @nt-engish~ @ €Y allentia

n Basic settings Q Backend settings Q Response
Basic settings
APl name * Enter an APl name
Group Default group N
Description Enter a description
0/150
Request path * /
All path parameters must be placed after : in the request path, such as /:param/
Request method GET POST = PATCH PUT DELETE = HEAD
Authentication policy BasicAuth OAuth2.0 HMAC
Backend service type Flows Third-party service Database Mock

Call aflowvia APl g Open up third-party ser Created via a form or S Mock response test

Request parameters

Parameter Location Parameter... Default va... Required Description Operation

+ Add (0/30)

Policy settings

Access control by IP

CN®

Request rate limit

Next

API name and description support customization. For grouping, you can choose the default grouping or create a new
grouping.

» Request method: GET, POST, PATCH, PUT, DELETE, HEAD.

» Authentication strategy: NoAuth, BasicAuth, OAuth2.0, HMAC.

» Backbounce service type: integration stream, third-party service, database, Mock. The request parameters of

integration flow, third-party service, and Mock can be added by yourself, up to 30.

Request parameters

Parameter Location Parameter... Default va... Required Description Operation
Header v string v o
Header v string v o
+ Add (2/30)
Step 2: Backend configuration
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< Edit API @nt-engish~ @ € allenttic
o Basic settings 9 Backend settings w'\yi;‘ Response
Resource path * http:// ~  www.baidu.com/
Backend timeout period - 5 + s
Request method * GET POST PATCH PUT DELETE HEAD

Parameter definition
Backend parameter n... Backend pa... Frontend parameter n... Frontend p... Frontend param...

param1 Header v param1 header string

» Backend resource path: Take the integration flow backend service as an example, here you need to select the
integration flow triggered by webhook.

» Backend timeout period: It can be preset by default or customized.

» Request method: choose according to user needs. Support: GET, POST, PATCH, PUT, DELETE, HEAD.

» Parameter definition: Support configuration of front-end and back-end parameter mapping.

Step 3: Response configuration

Support configuration response example and error code configuration.

< Edit API @ Inti-English v () O allenltian@tencent.com

o Basic settings e Backend settings e Response

Response example *

Error code settings @D

Error code Error message Description Operation
Please select v =
+ Add (1/30)
The error message Is required

When all the above configurations are completed, click Finish, and the AP list will be returned, and the created API

information will be displayed here.
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API list

The created API will be displayed in the APl list, and you can create, view and edit APIs on this page. You can publish

APls, set and view API description files and call credentials, and view API subscription details.

& 43434  ((conmawing )20230518 10 A~

API list Description file Call credentials Subscription details

Search by API name Q -

Name Type ¥ G... & Configure  Debug

api3 " "
Basic settings v

GET/3
Group Default group

api2

GET/ Description -
Path /3

Total: 2 Request GET

method
Request Not configured
parameters
Backend Third-party service
service type
Authentication NoAuth
Access Not enabled
control by IP

Request rate Not enabled
limit

Backend settings v

The left side is the API list, and the default tab page on the right side is the detailed configuration information of the

API: APl access path, request method, parameters, backend service type, etc. can be viewed here.

1. Click the Debug tab page to enter the API debugging page. On the API debugging page, you can configure the
request Header and Body content of this APl Endpoint, and click Send Request.
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¢« 43434 (oo Jevoasi o A

API list Description file Call credentials Subscription details

Search by API name Q -
Name Type = G... Configure
2ol APl info v
GET/3
Mock test 0
api2 If this feature is enabled, the example response will be returned for a request sent; otherwise, the actual content from the backend will be returned
GET/
Request protocol HTTP v
Total: 2 Request method GET

Request parameters
Query Header Body Path

O Set parameter () Edit JSON

Query: {} +
Content-Type application/json v
Test result v
Send request
200 OK

+ Response Headers:
Date: "Thu, 18 May 2023 11:53:13 GMT"

2. The test results are then available. We will return the Response status code and result returned by the backend
service to the user for further debugging.

3. Click Publish in the upper right corner to publish this API to the corresponding environment.

Publish service

Service SiliconValley (21 day(s) left)
environment (7)

Description Enter a description

4. After release, the API status after release is Running.
5. Copy in the upper right corner can overwrite the current version to the version in the configuration. After replication,

the API service can be published again. An API service can be published to multiple environments.
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6. You can view its logs and monitoring on the API details page. For detailed information on logs and monitoring, see

Operation and Maintenance Center-Monitoring Management and Operation and Maintenance Center-Running Log.

7. After the APl service is released, the service can be stopped.

Description file

The description file is a description for the current APl service. The YAML/JSON format file is displayed on the left,

and the Swagger visualization content is displayed on the right.

¢ 43434 Comwm)oomosero

API list Description file Call credentials Subscription details

JSON 4 Copy ., Download ' System-generated

{
“components®: {},

>l

43434

Description

API

“operationId": *
" requestBody"

GET Wi

Description -

Input definitions

) Response

“responses": {
"200": {
"content": {
“application/json”: {
"example":

Response code
Description

Response example

Call Credentials

When creating an API service, if the selected authentication strategy is NoAuth, this option can be ignored.

No configurations

200

200 - ok

“Data": "{'a':'b'}",

"ErrorCode
"Message" :

"RequestId”: ""

< Publish

Conversely, if the API service requires authentication, you need to configure the calling credentials on this page. With

any calling credentials under the current service, you can call any API under the service.

< 43434

API list Description file Call credentials Subscription details

Create credential [0}

Credential name Credential ID BasicAuth account Group Y= Description
iT2qIPm7 4 03ca3b3f389742d67bece...(T Default group -
Total: 1
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Credential name/BasicAuth acc

10 per page v Go to page

Q

page
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The above picture is the certificate list page, the created certificate will be displayed here, select New Credential to
create a new certificate. Customize the credential information and save it.
Subscription Details

The listed API service can be subscribed and invoked by all sub-UINs under the business owner's UIN. This menu

allows you to view the status of the current API service being subscribed.

€ 43434

API list Description file Call credentials Subscription details

Search by account UIN Q
Subscriber name Account UIN Environment name Subscription creden... Subscription creden... Subscribed on Operation
- Mrian@tencent.com d 744539 SiliconValley TAysRWP6 5 2023-05-18 19:58:11 Remove
Total: 1 10 per page v Go to page 1 page

Here you can see a list of all users who have subscribed to the API, and at the same time, you can remove a user's

subscription.

operation

Delete API service

Click Delete to delete the current API service. After deletion, all configurations under the API service will be cleared

and cannot be restored. The running service cannot be deleted directly, it needs to be stopped first and then deleted.

X
Delete this API service

After deletion, all configurations in this API service will be permanently
cleared.

API Launch and Remove
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» Launch: The running API service can be shared with other employees of the enterprise through the shelf function.
Submit the listing application at the API Service > Operation > More > Launch path. The submitted API service
will be reviewed by the enterprise administrator. After the review is passed, it can be displayed on the API In the
directory, it is supported to be subscribed by all sub-accounts under the current main account.

« Remove: After the API service is put on the shelf, if you do not want to continue to be subscribed by other
employees, you can complete it by taking it off the shelf. Submit an application for removal from API Service >
Operation > More > Removal. After submitting the application, you need to contact the system administrator or
the project administrator of the project for review , it can be taken off the shelf after the review is passed, and the
AP cannot be subscribed after it is taken off the shelf. The delisted API service will be moved out of the API

directory.

Apply for API launch

A launched API will be displayed in the API catalog and can be subscribed by all sub—accounts under the current root account.
After submitting the application, please contact the system admin or the project admin to approve it. You can view the
approval progress and result on the Approvals page.

Service name 43434

Running environment * | SiliconValley

APIs © [ API name Appr... - Gr... Y= Reque... Reque... Description
api3 Approved Defaul... /3 GET -

Not
[ api2 Defaul...

. | / GET
submitted

Description * Enter a description

View release history

Published API services can change state, environment, etc. Go to APl Service > Operations > More > View

Release History path. This function can view the historical situation after the release of the API service (up to 10
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items can be displayed).

APIs  Default Project ~

API service API catalog Subscription credential Approvals

Import API service

Service name Status Service domain
43434 20230518_1.0 Domain @
api_service0511 20230511_1.0 -

test2 20230510_1.0 Domain
test1 20230506_4.0 Domain
Total: 4

API catalog

Group

Default group

Default group

Default group

Default group

Filter by group

De:

Tencent Integration Platform

Publishing history X

43434

Latest 1 publishing records (max 10)

O Version: 2023051807_1.0 (T

Published on: 2023-05-18 19:57:29
scription Environment: SiliconValley
Description:

View details [2

The API catalog displays listed APl services. Similar to an APl service market, after the service is put on the shelf, it is

not limited to the project dimension, and can be viewed, subscribed to and called by all sub-accounts under the

current admin account. This page provides a quick search for services by their properties. At the same time, you can

apply for subscription or unsubscribe API service.

APIs

API service API catalog Subscription credential Approvals

Running All v Project
environment
Launched on | Last 30 days ~ | Service
name
Service name Running environment Subscription status
43434 SiliconValley Subscribed

Total: 1

Subscribe

All

Enter a service name

Project

Default Project

v

Group

Default group

@ Inti-English v () G ‘an@tencent

Group name | Select a group v

Last updated Operation
2023-05-18 19:57:47 Unsubscribe
10 per page v Go to page 1 page

When applying for API service subscription, you need to select or create a new subscription certificate. Associate the

credentials with the API service. After being approved by the system administrator, you can successfully subscribe.
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A |
Apply for API subscription X
Service name 43434
Running environment SiliconValley
Subscription credential * = TAysRWP6 v
+ Create credential
Description Enter a description
Access limit ()
Credential - rate limit - 100 + requests/ s v
==
v |

Unsubscribe

After canceling the subscription, the API service cannot be called, and this operation does not need to be reviewed by
the system administrator.
Subscription Credentials

This list can display or search for all subscription certificates, and at the same time, new certificates can be created.
Subscription credentials are used to subscribe to services in the API catalog. Credentials are keys to an API service.

When applying to subscribe to the API service, associate the credential with the API service, fill in the credential when
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calling, and the service can be called successfully. At the same time, you can see the Key and Secret of various

authentication types of the credential, which can be directly copied when calling.
APIs @ nti-English v (2) G tian@ten
API service API catalog Subscription credential Approvals

_ A subscription credential is required for subscribing to services listed in the API catalog.
+ Create

Credential info ~ Subscribed API

Enter a credential name/ID Q
Name Group T AK/SK info
OAuth2.0
[} TAysRWP6  Enabled .
Credential ID: 5 Key W 5b116f34cec66

Secret  ***kxk* Show
Total: 1 n
HMAC

Key _& h27b6789340d7bd

Secret  **kkkk Show

Basic info

Credential name TAysRWP6
BasicAuth account (M 379188f2c868c5481345af4d9d

BasicAuth password ~ ***¥** Show

Enabled/Disabled Enabled
Group Default group
Description -

One credential supports association with multiple API services. All API services associated with this credential can be

viewed on the subscribed API tab page.

APls @umt-engish~ @ €M danetenc

API service API catalog Subscription credential Approvals

A subscription credential is required for subscribing to services listed in the API catalog.
Create

Credential info  Subscribed API

Enter a credential name/ID Q
Service name Running environment Subscribed on Operation
Name Group
O TAYSRWPG  Enzbled
Credential ID: 5
Total: 1
No content

When creating a new credential, you can customize the relevant attributes.

Approvals Management

Approvals management is divided into two functions: my applications and my approvals. Matters related to approvals

are handled on this function page.
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« Submitted by me: Displays all review information submitted by an individual. All characters are visible.

APIs @ Inti-English ~ () O allenltian@tencent.com

API service API catalog Subscription credential Approvals

My applications My approvals

All statuses v All approval types ~ Enter a service name Q
Service name Running envi... Y=  Status Approval type Project = Approved by ©® Submitted on Approved/Canceled on Operation
43434 SiliconValley Approved APl subscription Default Project ian@tenc... 2023-05-18 19:58:04 2023-05-18 19:58:10 Details
43434 SiliconValley Approved API launch Default Project .‘lian@tenc.., 2023-05-18 19:57:37 2023-05-18 19:57:47 Details
Total: 2 10 per page v Go to page 1 page

» | Reviewed: This page shows the information that needs to be reviewed. Visible only to System Admin and Project
Admin roles. Other role access page data is empty.
o The system administrator approves all requests for project API service delisting or API service subscription.
o The project administrator approves the request for API service release or API service subscription within the
project.

APlIs @ Inti-English v () O-,ian@

API service API catalog Subscription credential Approvals

My applications My approvals

All statuses v All approval types ~ Enter a service name Q
Service name Running e... Status Approval type Project = Submitte... Submitted on Approved/Canceled on Operation
43434 SiliconValley Approved API subscription Default Project Phitian... 2023-05-18 19:68:04 2023-05-18 19:58:10 Details
43434 SiliconValley Approved API launch Default Project _. dtian... 2023-05-18 19:57:37 2023-05-18 19:57:47 Details
Total: 2 10 per page v Go to page 1 page

API call examples

Call the API from the user side (take postman as an example)
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e NoAuth:
POST http://100000076228-102-api.ipaas.beta.myqcloud.com/
Authorization Headers (2) Body Pre-request Script Tests
Type Mo Auth
Body Cookies Headers (8) Test Results
Pretty Raw Preview Text 5
1

o BasicAuth:

Tencent Integration Platform

Code

Status: 200 0K Time: 117 ms

i. Copy the calling address of the API (the API service must be successfully published first):

& 43434 2023051820 A

API list Description file Call credentials Subscription details

api3 Third-party service

Copy <4 Publish

ix.ipaas.na-siliconvalley.tencentcloud.com/3 ]

Search by APl name Q Access address: SjliconValle ™
IH'I'I'P URL:http://6-20003@
Name Type = G... & HTTPS URL:https://6-200
api3
Configure Debug
GET/3

I Jpix.ipaas.na-siliconvalley.tencentcloud.com/3

ii. Enter the APl list page, create or open the existing "Call credentials" to view the AK/SK information used for

BasicAuth:
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Credential details

AK/SK info

OAuth2.0

Key ©64287f2b72a7910733b
Secret  ****¥* Show

HMAC

Key f80b1d043702857bf077

Secret  ****** Show

Basic info

Credential name iT2qlPm7

BasicAuth account 03ca3b3f389742d67bece06¢f77bc7bf ()

BasicAuth password =~ ***¥** Show

Enabled/Disabled Enabled
Group Default group

Description -

Close

iii. Open postman, and fill in the API call address obtained above and the AK/SK information used for BasicAuth

respectively:
POST v http:‘ . . — - — Jm/ m
Params Authorization ® Headers (8) Body Pre-request Script Tests ® Settings Cookies
Type TR @ Heads up! These parameters hold sensitive data. To keep this data secure while working in a >

collaborative environment, we recommend using variables. Learn more about variables 2

The authorization header will be

automatically generated when you
send the request. Learn more about Username 2c69 4d9
authorization 2

Password

eecccccee

Show Password

¢« OAuth2.0:

i. Copy the call address of the API (the API service needs to be successfully published first), the method is the

same as above.
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ii. Enter the AP list page, create or open the existing "Credentials” to view the AK/SK information for OAuth2.0:

Credential details

AK/SK info

OAuth2.0

Key e64287f2b72a7910733b

Secret  ****k* Show

HMAC

Key f80b1d043702857bf077 (7

Secret  ***xix Show

ii. Enter the APl list page, click and copy the "View token URL" corresponding to the API.

& 43434 Ruming ] 20230519_3.0 A Copy < Publish Launch Remove @ sto

API list Description file Call credentials Subscription details
api3 Third—party service Log Monitor
Search by APl name Q Access address: SiliconValle v

HTTP URL:http://6-200030744539.apix.ipaas.na-siliconvalley.tencentcloud.com/3

Name Type V= G... = HTTPS URL:https://6-200030744539.apix.ipaas.na-silicor tcloud.com/3
api3
Configure  Debu
GET/3 9 9
api2 Basic settings v
GET/
Group Default group
Description -
Total: 2
Path /3
Request OAuth2.0 token URL.
method
URL:
Request http://6-200030744539.apix. .na—
P apix \p‘aas ne erlo... Parameter type Default value Required Description
parameters .com/ip: _tok
en
https://6-200030744539.apix.ipaas.na— string - -
siliconvalley.tencentcloud.com/ipaas/access_tok
I
Backend e

service type  EXpiring on: 24h

Authentication OAuth2.0 | View token URL

iv. Create a new request in postman to get accsee_token.
= First, enter the "Token acquisition link" obtained in step 3 in the input field, and select the GET request
method.
= Next, select the Params tab, and enter the AK/SK information for OAuth2.0 obtained in step 2 (see the figure

below for the format).
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= Finally, click the send button to generate the "access_token" content in the figure below and copy it.

6O Overview . . . o + 000 No Environment
hitp:// 1t S - — — e ® e comateseates]... [B) save v V4
GET 0\/ RP:/[ 7w e a5 G G — — —— — . ————— D . m
Params @ Authorization @ Headers (6) Body Pre-request Script Tests Settings Coc

Query Params

KEY VALUE DESCRIPTION oo Bu

client_id e 9

client_secret -

Body Cookies Headers (6) Test Results @ 2000k 1436ms 373B Save Respor
Pretty Raw Preview Visualize JSON v = 0
1
2 "access_token": "43 0522834a", e
3 "refresh_token": "b6bI AN S RS20 ah908e26" ,
4 "token_type": "bearer",
5 "expires_in":
6 B

v. Re-open a request interface in postman, fill in the API call address obtained in step 1, and select OAuth2.0 for

Type. And fill in the accsee_token obtained in step 4 on the right, and click send to see the access result (if you
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also set request parameters when configuring the API, you must also enter it here by location).

&0 Overview . . . » 000 No Environment v
http://100019075447-938.api.ipaas.myqcloud.com/get1 [@) save v 7  E
POST vl hitp://T00(SSE s S e s sscloud.com/get1 a
Params Authorization ® Headers (9) Body Pre-request Script Tests Settings Cookies

Type OAuth .. ~ p@ Heads up! These parameters hold sensitive data. To keep this data secure while workingina X

collaborative environment, we recommend using variables. Learn more about variables »

The authorization data will be

automatically generated when you

Current Token

send the request. Learn more about This access token is y available to you. Sync the token to let collaborators on th

authorization

Access Token Available Tokens v
Add Reques... v
authorization -
data to 9 430 00522¢ .. LS,
Body Cookies (2) Headers (21) Test Results @ 2000k 423ms 367.82KB  Save Response v
Pretty Raw Preview Visualize JSON v == O Q
1 | |
2 "Data": "<!DOCTYPE html><!--STATUS OK--><html><head><meta http-equiv=\"Content-Type\" content=\"text/
html;charset=utf-8\"><meta http-equiv=\"X-UA-Compatible\" content=\"IE=edge,chrome=1\"><meta
content=\"always\" name=\"referrer\"><meta name=\"theme-color\" content=\"#ffffff\"><meta
name=\"description\" content=\'HEN Il EPE B HEHE MNE"EE B | & I
HENE [ | . | H Bl “><link rel=\"shortcut icon\" href=\"/favicon.ico\"
type=\"image/x-icon\" /><link rel=\"search\" type=\"application/opensearchdescription+xml\"
« HMAC:

i. Copy the call address of the API (the API service needs to be successfully published first), the method is the

same as above, no more drawings.

ii. Enter the API service details page, create or open the existing "Call Credentials", and you can view the AK/SK

information used for HMAC:
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iii. Open postman, and fill in the API call address obtained in step 1 in the input box.

Credential details

AK/SK info

OAuth2.0

Key e64287f2b72a7910733b

Secret  *****x Show

HMAC
Key f80b1d043702857bf077

Secret  **¥x** Show

Tencent Integration Platform

iv. Switch postman to the Pre-request Script tab, and paste the following code segment (note that the HMAC Key

and Secret obtained in step 2 are used to replace the hmac_key and hmac_secret variable values in the code

segment).

GET v httys ad.com/

Params Authorization Headers (11) Body Pre-request Script ® Tests Settings
1| var hmac_key = "2e4dd( s
2 var hmac_secret = "8: 9b";
3
4| var time = new Date().toUTCString();
5 console.log("time:" + time)
6
7
8 | var signed_headers_string = "";
9 | signing_string= pm.request.method + "\n" + pm.request.url.getPath() +

10
11
12
13
14
15

16
17
18

19
20
21
22
23

+ pm.request.url.getQueryString() + ! n" +

time + "\n" + signed_headers_string;
" 4 signing_string);

+ hmac_key +

console.log("signing_string:\n

var signatureBytes = Crypto: 56(signing_string, hmac_secret);

var requestSignatureBase64String = CryptoJS.enc.Baseb4.stringify
(signatureBytes);

console.log("requestSignatureBase64String:" +
requestSignatureBase64String)

pm.globals.set("sign", requestSignatureBase64String); //hmac®
pm.globals.set("hmac_key", hmac_key); //hmac key
pm.globals.set("date", time); //

©2013-2024 Tencent Cloud. All rights reserved.
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Cookies

Pre-request scripts are written in

[~ JavaScript, and are run before the request >

is sent.
Learn more about pre-request scripts

SNIPPETS

Get an environment variable
Get a global variable

Get a variable

Get a collection variable

Set an environment variable
Set a global variable

Set a collection variable
Clear an environment variable
Clear a global variable

Clear a collection variable

Send a request
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var hmac_key = "2e4d0bbad47e3b5e3alc";

var hmac_secret = "815ba6cd6c66d58efle79b";

var time = new Date () .toUTCString() ;

console.log("time:" + time)

var signed_headers_string = "";

signing_string= pm.request.method + "\n" + pm.request.url.getPath() + "\n" + pm.r
equest.url.getQueryString() + "\n" + hmac_key + "\n" + time + "\n" + signed_heade
rs_string;

console.log("signing_string:\n" + signing_string);

var signatureBytes = CryptoJdS.HmacSHA256 (signing_string, hmac_secret);
var requestSignatureBase64String = CryptoJS.enc.Base64.stringify (signatureBytes);

console.log ("requestSignatureBase64String:" + requestSignatureBase64String)

//used in Header

pm.globals.set ("sign", requestSignatureBase64String); //hmac signature
pm.globals.set ("hmac_key", hmac_key); //hmac key

pm.globals.set ("date", time); //request time

5. Switch postman to the Headers tab, and enter the 4 KEY-VALUE pairs in the figure below. Finally, click the send

button to see the return result of calling the API.
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GET N htt' — e . .

Params Authorization Headers (11) Body Pre-request Script ® Tests Settings Cookies

Headers <© 7 hidden

KEY VALUE DESCRIPTIO ooo  Bulk Edit Presets v
X-HMAC-SIGNATURE {{sign}}
X-HMAC-ALGORITHM hmac-sha256
X-HMAC-ACCESS-KEY {{hmac_key}}
Date {{date}}
Key Value Description
Body Cookies (2) Headers (21) Test Results @® 2000k 16m156s 32632KB Save Response v
Pretty Raw Preview Visualize HTML v = H EE B O Q

1 H.’DOCTYPE htm1H<!——STATUS OK--><html><head><meta http-equiv="Content-Type" content="text/html;
charset=utf-8"><meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1"><meta content="always"
name="referrer"><meta name="theme-color" content="#ffffff"><meta name="description" content="H L
L. EEEEE B i ] ' HEH 'HEE § NN Es B "><link
rel="shortcut icon" hret="/tavicon.ico" type="1image/x-1con" /><link rel="search" type="application/
opensearchdescription+xml" href="/content-search.xml" title="" gg =" /><link rel="icon" sizes="any"
mask href="//www.baidu.com/img/baidu_85beaf5496£291521eb75ba38eachd87.svg"><link rel="dns-prefetch"
href="//dss@.bdstatic.com"/><1link rel="dns-prefetch" href="//dssl.bdstatic.com"/><1link
rel="dns-prefetch" href="//ssl.bdstatic.com"/><1link rel="dns-prefetch" href="//sp@.baidu.com"/><link
rel="dns-prefetch" href="//spl.baidu.com"/><link rel="dns-prefetch" href="//sp2.baidu.com"/><link
rel="apple-touch-icon-precomposed" href="https://psstatic.cdn.bcebos.com/video/wiseindex/
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Ops Center
Monitoring Management

Last updated : 2023-08-03 17:24:02

Overview

The monitoring management page displays the basic operation overview and reported error statistics for integration
apps, flows, connectors, and components. On this page, you can view the real-time and historical monitoring data of a

flow in a certain period of time.

For the descriptions of monitoring metric parameters, see Monitoring Metric Description.

Note :
Currently, iPaaS monitoring management is categorized by project. To view the monitoring data, select a

project first.

Monitoring Default Project v

Overview Error management API monitoring Log shipping

Directions

Monitoring management

You can view the real-time and historical monitoring data and analyze the flow execution based on the data. The
monitoring overview of the integration app in the last 24 hours is displayed by default. To view the historical data, you

can customize the time period, select an app or flow, and click Search.

Note :
Currently, you can search for the monitoring data in the last seven days in the console. To search for earlier

data, please submit a ticket for assistance.
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Querying integration app overview data
1. Log in to the iPaaS console and select Monitoring > Overview.
2. On the Overview tab, All flows is selected by default, that is, the app overview data is displayed by default. You

can view metrics such as the number of app triggers, executions, and alarms, app execution duration in

milliseconds, and app traffic usage in KB.

@ Inti-English~ () O .an@

Monitoring  Default Project v

Overview  Error management APl monitoring Lo shipping

Integration Flows Al

Appname  zzzz
app 20230426_3.0 (running)

version

Environment ~ SiliconValley v Time Last day v

Apps

Executions by app Triggers by app App alarms

—RE = SRR == Scheduler

Executions by app() @ [ B Triggers by app() @

60 \

40 40

0
07-112130 07-1200:40 07-120350 07-1207:00 07-1210:10 07-1213:20 07-1216:30 07-12 19:40

0
07-1121:30 07-1200:40 07-12 0350 07-1207:00 07-1210:10 07-1213:20 (07-1216:30 07-12 19:40
= Scheduler

Execution time by app(ms) @ Average v+ [3 Traffic by app(KB) ® Average v/

25 12

Description of app monitoring data search: You can search by app name, version, flow (All flows must be

selected), runtime environment, and time.
Click the time drop-down list, and the panel for setting the time period for search will be displayed. You can select
the last 5 minutes, last 15 minutes, last hour, last 6 hours, last day, last 3 days, last 7 days, today, yesterday, 2

days ago, this week, or a custom time period. You can preset a frequently used time period to quickly filter the
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monitoring data within it.

Monitoring  Default Project v @mt-engisn~ @ €¥ ol

Overview  Error management APl monitoring Lo shipping

App name  zzzz ~  Integration Flows All v
app 20230426_3.0 (running) v
version

—

Recent time Relative time
Apps
Last 5 min Last day Today
Exeoutions by app Last 15 min Last 3 days Yesterday

Last 30 min Last 7 days 2 days ago

Last hour This week

Last 6 hours

Custom time

2023-07-11 [ 21 : 25 : 05 - 2023-07-12 B 21 : 25 : 05

You can view Monitoring data in last 7 days only

Confirm Cancel
SEp—— [emm]

Querying flow data

1. Log in to the iPaaS console and select Monitoring > Overview.
2. On the Overview tab, select a flow of the integration app to query the flow and connector overview data.

o Flow overview: You can view flow metrics such as numbers of flow executions (including the total number of
executions, number of successful executions, and number of failed executions), flow execution duration in
milliseconds, and flow traffic usage in KB.

o Connector overview: You can view connector metrics of a flow such as numbers of connector executions
(including the total number of executions, number of successful executions, and number of failed executions),

connector execution duration in milliseconds, and connector traffic in KB.
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@ Inti-English~ () Oallenmz

Monitoring  Default Project v

Overview  Error management APl monitoring  Log shipping

Integration I Flows NewFlow! v
app 20230426_3.0 (running) v
version

Environment  SiliconValley v Time Last day v

App name | zzzz v

Flows

Flow executions( ) ® v oo Flow execution time(ms) @ Average

0 o
07-1121:30 07-1200:40 07-12 0350 07-1207:00 07-121010 07-1213:20 07-1216:30 07-12 18:40 07-1121:30 07-1200:40 07-1203:50 07-1207:00 07-1210:00 07-1213:20 07-1216:30 07-12 19:40

Flow traffic(KB) @ Average v

07-1121:30 07-1200:40 07-12 0350 07-1207:00 07-121010 07-1213:20 07-1216:30 07-12 18:40

Connectors

Connector executions( ) @ v Connector execution time(ms) @

Description of flow monitoring data search: You can search by project, app, version, flow (required), region, and
time to view the flow and connector overview of the specified flow.

Click the time drop-down list, and the panel for setting the time period for search will be displayed. You can
select the last 5 minutes, last 15 minutes, last hour, last 6 hours, last day, last 3 days, last 7 days, today,

yesterday, 2 days ago, this week, or a custom time period. You can preset a frequently used time period to
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quickly filter the monitoring data within that period.

Monitoring  Default Project v @ Inti-English~ () O alle

Overview Error management API monitoring Log shipping

App name  zzzz ~ | Integration Flows NewFlow1 v
app 20230426_3.0 (running) v
version

Recent time Relative time
Flows
Last 5 min Last day Today

Last 15 min Last 3 days Yesterday
Flow executions() @ Average
Last 30 min Last 7 days 2 days ago

Last hour This week
Last 6 hours
Custom time

2023-07-11 1 21 25 05 - 2023-07-12 [ 21 25 05

You can view Monitoring data in last 7 days only.

ﬂ ,

Flow traffic(KB) @ Average v

0
07-1121:40 07-1200:50 07-120400 07-1207:10 07-1210:20 07-1213:30 07-1216:40 07-12 19:50

Connectors

Error management

Note :

The console currently lets you search for error statistics only from within the last 30 days. To search for earlier

statistics, please submit a ticket for assistance.

1. Viewing the error statistics list

You can centrally view data such as number of errors and error types when an app fails and quickly fix the errors.

You can search by project, app, error status, environment/region, flow, error type, and time. Below is the list:

» App error statistics: Indicates the total number of errors of all flows in an app.

» Error type statistics: Indicates the numbers of errors of all types in an app failure.

» Error status: Only unfixed or ignored errors are displayed.

» Error type: Common errors are divided into different types, so that you can filter flows with errors by error type.

« Error description: Describes the detailed cause of the error to help you to locate the root cause and fix the error as
soon as possible.

©2013-2024 Tencent Cloud. All rights reserved. Page 129 of 269


https://console.tencentcloud.com/workorder/category

&2 Tencent Cloud

« Flow: Indicates the name of the flow that reported the error.

Tencent Integration Platform

« Environment/Region: Indicates the specific environment/region of the app triggering the error and helps you quickly

locate the environment where the error occurred.

» Trigger time: Indicates the specific time when the flow triggered the error.

Monitoring  Default Project v

Overview Error management API monitoring Log shipping

All v Last 30 min v Non-captured errors only (O

Project errors

By integration app

Total errors

120

- 2232323

All Error status v Al Error type v All Environment

(] Trigger time Error type Error description

status error

Not

[l 2023-07-12 21:31:00 B error_typel this is an error No
— handled

Not
(] 2023-07-12 21:31:00 : error_typel this is an error No
- handled

2. Viewing an error

©2013-2024 Tencent Cloud. All rights reserved.

Error Captured

@nu-engishv @ € allentiar

By error type

Total errors

120

= [ error_typet

= Set columns

App name Flow name Component/Connector Operation
R View error View log
2232323 NewFlow raise-error
Ignore
X View error View log
2232323 NewFlow raise-error

Ignore
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Click View error to quickly locate the flow with the error.

Monitoring  Defauit Project v @ui-engisn~ @ €3 .n@tence

Overview Error management API monitoring Log shipping

All v Last 30 min v Non-captured errors only ©

Project errors

By integration app By error type

Total errors Total errors

120 120

= 2232323 -

+ error_typel
All Error status Al Errortype Al Environment T Set columns
3 . Error o Captured )
J Trigger time Error type Error description App name Flow name Component/Connector Operation
— status error
Not . I View error lView log
[]  2023-07-12 21:31:00 M - error_typel this is an error No 2232323 NewFlow r:
— handled Ignore
. Not X View error View log
() 2023-07-12 21:31:00 handled error_typel this is an error No 2232323 NewFlow raise-error
handle

Ignore

3. Ignoring/Batch ignoring errors

If an error of a flow is fixed, you can click Ignore to ignore the same errors in the adjacent time periods. You can also

select multiple errors and click Batch ignore.
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Monitoring  Default Project ~

Overview Error management API monitoring

All v

Project errors

By integration app

Last 30 min v

Tencent Integration Platform

.an@tence

@ Inti-English~ () O

Log shipping

Non-captured errors only (O

By error type

Total errors Total errors

120 120

— 2232323 w— [ X error_typel

All Error status Al Error type

All Environment = Set columns

Error
Trigger time
status

Not
2023-07-12 21:31:00
handled

Not
2023-07-12 21:31:00
handled

Captured

Error type Error description App name Flow name Component/Connector  Operation

error

View error View log

BEX: error_typel this is an error No 2232323 NewFlow raise-error

Ignore

View error View log

BEX: error_typel this is an error No 2232323 NewFlow raise-error

Ignore

Monitoring Metric Description

Category Metric

App
monitoring
overview

App

App triggers

App
executions

©2013-2024 Tencent Cloud. All rights reserved.

Description

It aggregates the data by integration app (app data is displayed by default if **All
flows™* is selected) and allows you to view the data and charts of the selected app
meeting the filter conditions.

It indicates the total number of times all flows under an integration app are
triggered through triggers such as Scheduler, HTTP Listener, and Kafka
Consumer. Once an app is triggered, all referenced flows will be executed.
Therefore, the number of times an app is triggered is not greater than the number
of flow executions.

It indicates the total number of times all flows under an integration app are
executed and consists of the total number of executions, number of successful
executions, and number of failed executions. Taking the total number in the last 24
hours at a 10-minute granularity as an example, each value on the line indicates
the total number of app executions in the last 10 minutes.
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Category

Flow

Trigger

©2013-2024 Tencent Cloud. All rights reserved.

Metric

App
execution
duration in
milliseconds

App traffic
usage in KB

Flow
monitoring
overview

Flow
executions

Flow
execution
duration in
milliseconds

Flow traffic
usage in KB

Connector
monitoring
overview

Tencent Integration Platform

Description

It indicates how long it takes to execute an integration app. Taking the 99.9th
percentile in the last 24 hours at a 10-minute granularity as an example, each
value on the line indicates the 99.9th percentile of all durations of the selected app
in the last 10 minutes sorted in ascending order, that is, 99.9% of the durations are
not greater than the value, which is also the case for other Nth percentile values.

It indicates the amount of traffic generated by executing an app. Taking the 99.9th
percentile in the last 24 hours at a 10-minute granularity as an example, each
value on the line indicates the 99.9th percentile of all traffic usage values of the
selected app in the last 10 minutes sorted in ascending order, that is, 99.9% of the
traffic usage values are not greater than the value, which is also the case for other
Nth percentile values.

It aggregates the data by flow and allows you to view the data and charts of the
selected flow based on the filter conditions.

It indicates the number of times a flow is executed and consists of the total number
of executions, number of successful executions, and number of failed executions.
Taking the total number in the last 24 hours at a 10-minute granularity as an
example, each value on the line indicates the total number of flow executions in the
last 10 minutes.

It indicates how long it takes to execute a flow. Taking the 99.9th percentile in the
last 24 hours at a 10-minute granularity as an example, each value on the line
indicates the 99.9th percentile of all durations of the selected flow in the last 10
minutes sorted in ascending order, that is, 99.9% of the durations are not greater
than the value, which is also the case for other Nth percentile values.

It indicates the amount of traffic generated by executing a flow. Taking the 99.9th
percentile in the last 24 hours at a 10-minute granularity as an example, each
value on the line indicates the 99.9th percentile of all traffic usage values of the
selected flow in the last 10 minutes sorted in ascending order, that is, 99.9% of the
traffic usage values are not greater than the value, which is also the case for other
Nth percentile values.

It aggregates the data for an executed connector and allows you to view the data
and charts of the selected connector of the selected flow of the selected app based
on the filter conditions.
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Category Metric Description

It indicates the number of times a connector of a flow is executed and consists of
the total number of executions, number of successful executions, and number of

Connector ) ) ) ] i
executions failed executions. Taking the total number in the last 24 hours at a 10-minute
granularity as an example, each value on the line indicates the total number of
connector executions in the last 10 minutes.
It indicates how long it takes to execute a connector of a flow. Taking the 99.9th
Connector percentile in the last 24 hours at a 10-minute granularity as an example, each
execution value on the line indicates the 99.9th percentile of all durations of the selected
duration in connector in the last 10 minutes sorted in ascending order, that is, 99.9% of the

milliseconds durations are not greater than the value, which is also the case for other Nth
percentile values.

It indicates the amount of traffic generated by executing a connector. Taking the
99.9th percentile in the last 24 hours at a 10-minute granularity as an example,

Connector T .
traffic usage each value on the line indicates the 99.9th percentile of all traffic usage values of
in KB 9 the selected connector in the last 10 minutes sorted in ascending order, that is,

99.9% of the traffic usage values are not greater than the value, which is also the
case for other Nth percentile values.
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Execution Log

Last updated : 2023-08-03 17:24:01

Overview

The running logs page displays the details of running logs of an integration app and allows you to manage scheduled
tasks (flows whose trigger is the Scheduler component). You can view the real-time and historical running logs of a

flow in a certain period of time.

Note :

Currently, iPaaS running logs are divided by project. To view logs, select a project first.

Running logs| Default Project v

Running logs Scheduled tasks API running logs Log shipping

Directions

Running logs

Step 1. Query running logs

You can view historical and real-time running logs and review the running information and message data of a job

based on logs.

Note :
The console currently lets you search for running logs only from within the last 30 days. To search for earlier

logs, please submit a ticket for assistance.

1. Log in to the iPaaS console and select Running logs > Running logs.
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2. On the Running logs tab, the app running logs in the last 30 minutes are displayed in reverse chronological order

by default. The log list contains the following information:

o

Running time: The time when the log is generated.

Log level: Logs at different levels are marked in different colors.

Job ID: The ID of the execution when the log is generated. You can find all logs generated by an execution by

using the job ID.

Flow name: The flow generating the log.

Component/Connector: The component or connector generating the log.

Action: The action performed when the log is generated.

Log category: If the log is output by the Logger component, the custom log category will be recorded. For other

components or connectors, the default output event will be recorded.

Environment: The environment where the app runs.

Log content: The summary of the log content.

Running logs  Default Project

Running logs Scheduled tasks API running logs

App name 2232323

v

Environment  private-deko

Log
content

Logs: 10000

Running time

2023-05-23
17:47:30.440

2023-05-23
17:47:30.393

2023-05-23
17:47:30.392

2023-05-23
17:47:30.392

2023-05-23
17:47:00.382

2023-05-23
17:47:00.331

Enter a keyword

Log level

® ERROR

® ERROR

® INFO

® INFO

® ERROR

® ERROR

@ui-mrsy @ €3 an@

Flows Al v

Job ID Enter a job ID

V= Set columns ., Download log

Log shipping
Integration
app 20230519_5.0
version
Log level All
Time Last 30 days
Job ID Flow name Component/Connector Action
cf0b842e-b619-1ffa-5dc8-42e create—
NewFlow timer
1219ee302 scheduler
cf0b842e-b619-1ffa-5dc8-42e
NewFlow raise-error =
1219ee302
cfOb842e-b619-1ffa-5dc8-42e text—
NewFlow text-transform
1219ee302 separation
cf0b842e-b619-1ffa-5dc8-42e create—
NewFlow timer
1219ee302 scheduler
22f3549c-878a-18c1-86a6-be create—
NewFlow timer
0b762b9575 scheduler
22f3549c-878a-18c1-86a6-be
NewFlow raise-error =

0b762b9575

Log category

app:end

app:logical

app:outbound

app:start

app:end

app:logical

Environment

private-deko

private-deko

private-deko

private-deko

private-deko

private-deko

Operation

Log content Retry
Download

Log content

Log content

Log content

Log content Retry
Download

Log content

Description of log search: You can search by app name, version, flow name, runtime environment, log level, job

ID, log content, and time.

Click the time drop-down list, and the panel for setting the time period for search will be displayed. You can select the

last 5 minutes, last 15 minutes, last hour, last 6 hours, last day, last 3 days, last 7 days, last 30 days, today, yesterday,

2 days ago, this week, last week, or a custom time period. You can preset a frequently used time period to quickly filter
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the logs within it.

Running logs

Running logs

Scheduled tasks

App name

Environment

Default Project v

API running logs

2232323

private-deko

Log
content

Enter a keyword

Logs: 10000

Running time Log level
2023-05-23

® ERROR
17:47:30.440
2023-05-23

® ERROR
17:47:30.393
2023-05-23

@ INFO
17:47:30.392
2023-05-23

@ INFO
17:47:30.392
2023-05-23

® ERROR
17:47:00.382

Tencent Integration Platform

@un-wexy @ €Y

.n@tenc

Log shipping
v Integration Flows All v
app 20230519_5.0
version
v Log level Al v | JobID Enter a job ID
Time Last 30 days v
Auto refresh
V= Set columns ¥, Download log
Recent time Relative time
Job ID Last 5 min Last day Today This month Environment Operation
Last 15 min Last 3 days Yesterday
cf0b842e-b619-1ffa) ) Log content Retry
N private-deko
1219ee302 Last 30 min Last 7 days 2 days ago Download
Last hour Last 30 days This week
cfOb842e-b619-1ffal
private-deko Log content
1219ee302 Last 6 hours Last week
cf0b842e-b619-1ffaf  Custom time
private—deko Log content
1219ee302
2023-04-23 & 17 : 47 : 33 - 2023-05-23 [ 17 47 : 33

cfOb842e-b619-1ffa)
1219e€302

22f3549¢-878a-189
0b762b9575

You can view Running logs in last 30 days only.

-

private—deko Log content

Log content Retry

rivate-deko
priv Download

« Automatic log refresh: Toggle on Auto refresh, and the refresh interval options will be displayed. After you select

an interval, the logs will be refreshed at the set interval.

Running logs

Running logs

Default Project v

Scheduled tasks

App name 2232323

Environment  private-deko

Log

content Enter a keyword

Logs: 10000

Running time Log level
2023-05-23

® ERROR
17:51:00.377
2023-05-23

® INFO
17:51:00.329
2023-05-23

® ERROR
17:51:00.329

API running logs

Log shipping
o Integration
app 20230519_5.0
version
v | Log level All
Time Last 30 days
Auto refresh
() Interval: 10s v
Interval: 10s
Job ID Interval: 15s J
Interval: 30s
027e0f1f-b16e-dfff-9p81-5¢70 A create—
722e2abb scheduler
027e0f1f-b16e-dfff-9e81-5¢70 text—
NewFlow text-transform
722e2a5b separation
027e0f1f-b16e-dfff-9e81-5c70
NewFlow raise-error -

722e2abb

©2013-2024 Tencent Cloud. All rights reserved.

@mu-engisnv @ ) @D ete

Flows All v

Job ID

Enter a job ID

V- Set columns .4, Download log

Environment Operation

Log content Retry

:end
appien Download

private-deko

app:outbound private-deko Log content

app:logical private-deko Log content
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» Log details: Click the Log content of a log, and the log details will be displayed on the right.

Running logs  Default Project v

Running logs Scheduled tasks

App name 2232323

Environment  private-deko

Log

Enter a keyword
content v

Logs: 10000

Running time Log level
2023-05-23

® ERROR
17:51:00.377
2023-05-23

@ INFO
17:51:00.329
2023-05-23

® ERROR
17:51:00.329

API running logs

Log shipping
“ Integration
app 20230519_5.0 ~
version
v Log level All v
Time Last 30 days v
Job ID Flow name Component/Connector Action
027e0f1f-b16e-dfff-9e81-5c70 create—
NewFlow timer
722e2a5b scheduler
027e0f1f-b16e-dfff-9e81-5¢70 text—
NewFlow text-transform
722e2a5b separation
027e0f1f-b16e-dfff-9e81-5¢70
NewFlow raise-error -

722e2a5b

Step 2. Quickly search for logs by job ID

Flows All

Log category

appiend

app:outbound

app:logical

Enter a job ID

@ Inti-English~ () O

- .n@tencent.com

Log details

Running time

Log level

Job ID

App name
Flow name

V= Component/Connector

Environment]

private-dekd

2023-05-23
17:51:00.377

® ERROR

027e0f1f-b16e-dfff-9e8
1-5¢70722e2a5b

2232323

NewFlow

timer

Action create-scheduler

Log category app:end

Log content Retry Download
timer, endpoint: timer

private-dekd

private—dekd

me:33,cost:47, runningStatus:false

A job ID is generated each time a flow is executed. It is used to mark the logs generated during the execution. You can

use the job ID to quickly find all logs generated during a flow execution.

Flows

v Job ID

@unt-engisn~ @ €Y W tianel

All

Enter a job ID

Running |OgS Default Project ~
Running logs Scheduled tasks API running logs Log shipping
App name 2232323 v Integration
app 20230519_5.0
version
Environment  private-deko v Log level Al
Log Time Last 30 days
content Enter a keyword
Logs: 10000
Running time Log level Job ID Flow name Component/Connector Action
2023-05-23 027e0f1f-b16e-dfff-9e81-5¢70 N create—
® ERROR NewFlow timer
17:51:00.377 722e2al scheduler
2023-05-23 027e0f1f-b16e-dfff-9e81-5¢70 text—
® INFO NewFlow text-transform
17:51:00.329 722e2a5b separation
2023-05-23 027e0f1f-b16e-dfff-9e81-5¢70
® ERROR NewFlow raise-error -
17:51:00.329 722e2a5b
2023-05-23 027e0f1f-b16e-dfff-9e81-5¢70 create—
@ INFO NewFlow timer
17:51:00.329 722e2a5b scheduler
2023-05-23 af42e0c6-71e0-31a4-0bBa-d1 N create—
® ERROR NewFlow timer
17:50:30.309 af04de8f6c scheduler

©2013-2024 Tencent Cloud. All rights reserved.

v arch

V- Set columns ¥, Download log

Log category Environment Operation

‘ i Log content Retry
app:en rivate-deko
R % Download

app:outbound private-deko Log content

app:logical private-deko Log content
app:start private-deko Log content

Log content Retry
app:end private-deko

Download
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Quickly find all logs for an execution.

Running logs

Running logs

Default Project

Scheduled tasks

App name

v

API running logs

2232323

Environment  private-deko

Log

Enter a keyword

content

Logs: 4

Running time

2023-05-23
17:51:00.377

2023-05-23
17:51:00.329

2023-05-23
17:51:00.329

2023-05-23
17:51:00.329

Log level

® ERROR

® INFO

® INFO

® ERROR

20230519_5.0

Last 30 days

Log shipping
v Integration
app
version
v Log level Al
Time
Job ID Flow name

027e0f1f-b16e-dfff-9e81-5c70
722e2a5b

027e0f1f-b16e-dfff-9e81-5c70
722e2a5b

027e0f1f-b16e-dfff-9e81-5¢70
722e2abb

027e0f1f-b16e-dfff-9e81-5¢70
722e2a5b

Step 3. Retry an integration task

NewFlow

NewFlow

NewFlow

NewFlow

Component/Connector Action

§ create—
timer
scheduler
. create—
timer
scheduler
text—
text-transform .
separation

raise—error =

All content loaded

Flows

Job ID

Log category

app:end

app:start

app:outbound

app:logical

Tencent Integration Platform

@ Inti-English~  (2) g Epian@tencent

= Set columns

Environment

private-deko

private-deko

private-deko

private—deko

027e0f1f-b16e-dfff-9e81-5c70722e2a5b

4, Download log

Operation

Log content Retry
Download

Log content

Log content

Log content

To guarantee the normal execution of integration tasks after an integration app is published, iPaaS improves the flow

monitoring metrics and adds reliability analysis capabilities. If an integration task failed to be triggered, it can be

retried automatically or manually to avoid data loss.

« Automatic retry: The backend automatically retries the task. If the retry succeeds, the log status will be updated to

Successful in the console, and the previous failure won't be logged.

« Manual retry: If the eventual result of automatic retry is failure, the log status will be updated to Failed in the

console, and you can retry the task manually.

©2013-2024 Tencent Cloud. All rights reserved.
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@ Intl-English v @ Q allenltian@tencent.com

Running logs  Default Project v
Running logs Scheduled tasks API running logs Log shipping
App name 2232323 ~  Integration Flows Al
app 20230519_5.0
version
Environment = private-deko v Log level All Job ID 027e0f1f-b16e-dfff-9e81-5¢70722e2a5b
9 oo Tme  Lest30dos
content
Logs: 4 V- Set columns .4, Download log
Running time Log level Job ID Flow name Component/Connector Action Log category Environment Operation
2023-05-23 027e0f1f-b16e-dfff-9e81-5¢70 . create— ) Log conte
® ERROR NewFlow timer app:end private-deko
17:51:00.377 722e2a5b scheduler Download
2023-05-23 027e0f1f-b16e-dfff-9e81-5c70 create—
@ INFO NewFlow timer app:start private-deko  Log content
17:51:00.329 722e2a5b scheduler
2023-05-23 027e0f1f-b16e-dfff-9e81-5c70 text—
® INFO NewFlow text-transform app:outbound private-deko Log content
17:51:00.329 722e2abb separation
2023-05-23 027e0f1f-b16e-dfff-9e81-5¢70
® ERROR NewFlow raise—error = private-dek Log content
17:51:00.329 722e2a5b

All content loaded

Step 4. Download logs

In the Running logs tab, you can download running logs by clicking Download log.

Running logs  Default Project v @ Inti-English v (2) Ol _...dan@tencent.cor

Scheduled task management

©2013-2024 Tencent Cloud. All rights reserved.

All content loaded

Running logs Scheduled tasks API running logs Log shipping
Appname 2232323 v Integration Flows Al
app 20230519_5.0 v
version
Environment  private-deko v Log level All v Job ID 027e0f1f-b16e-dfff-9e81-5¢70722e2a5b
Log Enter a keyword Time Last 30 days v
content
Logs: 4 = Set columns
Running time Log level Job ID Flow name Component/Connector Action Log category Environment Operation
2023-05-23 027e0f1f-b16e-dfff-9e81-5¢70 . create— ) Log content Retry
® ERROR NewFlow timer app:end private-deko
17:51:00.377 722e2a5b scheduler Download
2023-05-23 027e0f1f-b16e-dfff-9e81-5¢70 create—
® INFO NewFlow timer app:start private-deko Log content
17:51:00.329 722e2a5b scheduler
2023-05-23 027e0f1f-b16e-dfff-9e81-5¢70 text—
@ INFO NewFlow text—transform app:outbound private-deko Log content
17:51:00.329 722e2a5b separation
2023-05-23 027e0f1f-b16e-dfff-9e81-5¢70 B . N
® ERROR NewFlow raise-error - app:logical private-deko Log content
17:51:00.329 722e2a5b
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For apps that use the Scheduler component to trigger their flows at the scheduled time according to the configured
rule, you can view the flow execution details in the last 30 days, including the trigger time, end time, status, and

actions of the integration app.

Note :
Currently, you can search for the scheduled tasks in the last 30 days in the console. To search for earlier

scheduled tasks, please submit a ticket for assistance.

1. Log in to the iPaaS console and select Running logs > Scheduled tasks.
2. On the Scheduled tasks tab, the app running logs of scheduled tasks in the last 30 minutes are displayed in
reverse chronological order by default. The log list contains the following information:
o Trigger time: The time when the app is triggered.
o End time: The time when the trigger ends.
o Status: The status of execution, which can be successful or failed.
o Job ID: The ID of the execution when the log is generated. You can find all logs of an execution through the job
ID for analysis.
o Flow name: The flow generating the log.
o Environment: The environment where the app runs.

o Operation: View log details.

Running logs  Defauilt Project v @ Intl-English v @ O ian
Running logs Scheduled tasks API running logs Log shipping
App name 2232323 v | Integration Flows Al v
app 20230519_5.0
version
Environment  private-deko v | Task All v Job ID Enter a job ID
status
Time Last 30 days v
Trigger time End time Status Job ID Flow name Environment Operation
2023-05-23 17:54:00.205 2023-05-23 17:54:00.264 Failed 9f4a298d-d407-6033-28b2-d2ddf65e9a16 NewFlow private-deko View details
2023-05-23 17:53:30.143 2023-05-23 17:53:30.198 Failed 586c5043-69bc-df2d-cb34-774917bd5fed NewFlow private-deko View details
2023-05-23 17:53:00.08 2023-05-23 17:53:00.148 Failed 0578cc86-fd81-059c-db45-6d92abcOalcd NewFlow private-deko View details
2023-05-23 17:52:30.019 2023-05-23 17:52:30.067 Failed 80c9e0b3-de34-clcd-c58a-0bd550b28e61 NewFlow private-deko View details
2023-05-23 17:52:00.455 2023-05-23 17:52:00.515 Failed f9221ca7-35db-3d6d-fda3-fc869a2d7e41 NewFlow private-deko View details
2023-05-23 17:51:30.394 2023-05-23 17:51:30.449 Failed 7539fcbf-b7b4-5235-c1b1-5713a2c566d7 NewFlow private-deko View details
2023-05-23 17:51:00.329 2023-05-23 17:51:00.377 Failed 027e0f1f-b16e-dfff-9e81-5c70722e2a5b NewFlow private-deko View details
2023-05-23 17:50:30.27 2023-05-23 17:50:30.309 Failed af42e0c6-71e0-31a4-0bb6a-d1af04de8f6c NewFlow private-deko View details
2023-05-23 17:50:00.208 2023-05-23 17:50:00.269 Failed b9b85665-9352-35fe-2dac-dbeb446c6609 NewFlow private-deko View details
2023-05-23 17:50:00.209 2023-05-23 17:50:00.210 Successful 4653c134-df35-262a-204d-5698d518cc18 NewFlow1 private-deko View details
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Description of log search: You can search by app name, version, flow name, runtime environment, job ID, and time.
Click the time drop-down list, and the panel for setting the time period for search will be displayed. You can select the
last 5 minutes, last 15 minutes, last hour, last 6 hours, last day, last 3 days, last 7 days, last 30 days, today, yesterday,
2 days ago, this week, last week, or a custom time period. You can preset a frequently used time period to quickly filter
the logs within it.

Running logs  Default Project v @ Intl-English v

Running logs Scheduled tasks API running logs Log shipping

App name 2232323 v Integration Flows All
app 20230519_5.0 v
version
Environment = private-deko v Task All o Job ID Enter a job ID
status
Time Last 30 days v
Recent time Relative time
Last 5 min Last day Today This month
b ID Flow name Environment Ope
Last 15 min Last 3 days Yesterday
Last 30 min Last 7 days 2 days ago 2298d-d407-6033-28b2-d2ddf65e9a16 NewFlow private-deko Viev
Last hour LS Y EED This week 505043-69bc-df2d-cb34-774917bd5fed NewFlow private—deko Vie
Last 6 hours Last week
78cc86-fd81-059c-db45-6d92abcOalcd NewFlow private—deko Viey
Custom time
£9e0b3-de34-clcd-c58a-0bd550b28e61 NewFlow private-deko Viev
2023-04-23 8] 17 : 54 : 36 - 2023-05-23 [f 17 : 54 : 36
You can view Scheduled tasks in last 30 days only. 21ca7-35db-3d6d-fda3-fc869a2d7e41 NewFlow private-deko Viey
—_— B9fcbf-b7b4-5235-c1b1-5713a2c¢566d7 NewFlow private—deko Viey
==
—_— — — —270f1f-b16e-dfff-9e81-5¢70722e2a5b NewFlow private—deko Viev
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Alarm Configuration
Alarm Policy

Last updated : 2023-08-04 09:55:16

Overview

This document describes how to create, modify, enable, disable, copy, and delete an alarm policy in the alarm module

of iPaaS.

You can use an alarm policy to set a threshold alarm for metrics such as number of execution failures for a launched

integration app. In this way, you will promptly receive notifications and can then take measures accordingly when an

exception occurs. An alarm policy consists of alarm name, alarm object, alarm condition, and alarm notification

template.

Basic Concepts

Term

Alarm policy

Alarm name
Description
Alarm object

Alarm
condition

Notification
template

Use Limits

Feature

Definition

It consists of alarm name, description (optional), alarm condition, alarm object, and alarm
notification template.

It is the name of an alarm policy.
The alarm description is a simple definition of the purpose of the alarm policy.
It can be a launched integration app.

An alarm condition is a semantic condition consisting of metric, judgment logic, judgment
condition, statistical period, and number of consecutive monitoring periods.

A notification template can be quickly reused for multiple alarm policies, making it suitable for
alarm receipt in various use cases. For more information, see Creating notification template.

Limit
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Feature Limit

Alarm object Up to three items can be added.

Alarm condition Up to four items can be added.
Directions

Creating an alarm policy

1. Log in to the iPaaS console.

2. On the left sidebar, select Ops center > Alarm settings > Alarm policies to enter the alarm policy settings page.

3. Click Create and configure a new alarm policy as detailed below:

Configuration Configuration
Type ltem

Description

Configure Policy name Custom policy name.

basic

information Description Custom policy description.

o

Alarm object

o

o

Configure
alarm rule

Alarm condition

©2013-2024 Tencent Cloud. All rights reserved.

Select an app name. The alarm policy will be bound to the selected
app and all of the app’s flows.

Select one or more target regions. Only the integration app in the
selected regions will be triggered when the trigger condition is met.

Alarm trigger condition: It is a semantic condition consisting of
metric, judgment logic, judgment condition, statistical period, and
number of consecutive periods. You can set an alarm threshold
based on the trend shown in the chart.

For example, if the metric is set to 'Number/Total number of app
triggers’, judgment logic to “>’, judgment condition to "10°, statistical
period to "1” minute, and the number of consecutive periods to "Last 3
periods’,

the number/total number of app triggers is collected once every
minute, and if the number/total number of triggers of an app is
greater than 10 for three consecutive times, an alarm will be
triggered.

Alarm frequency: You can set a repeated notification policy for
each alarm rule. In this way, an alarm notification will be sent at a
specified frequency when an alarm is triggered.

Frequency options: Once every 5 minutes, once every 15 minutes,
once every 30 minutes, once every 12 hours, and other frequency
options.
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Configure Notification You can create a custom alarm notification template. Each alarm policy
alarm template can be associated with one template. For more information, see
notification Notification Template.

4. After configuring the above information, click Confirm.

Note :

For the metric description, see Monitoring Metric Description.

Modifying an alarm policy
1. Log in to the iPaaS console and go to the Alarm policies page.
2. Click the name of the target alarm policy.

3. On the Edit alarm policy page, directly modify the relevant information and click Confirm.

Enabling/Disabling an alarm policy

You can use the alarm toggle feature to enable or disable an alarm policy as needed. This allows you to disable

unwanted alarm policies to get rid of redundant messages. You can also quickly enable the disabled alarm policy
again when needed.

1. Log in to the iPaasS console.
2. Select Alarm settings on the left sidebar and click Alarm policies to enter the management page.

3. Click the toggle in the Status column of the target policy to enable or disable alarms for the policy.

Alarm settings @ Inti-English~ () Oi an@tencent.com
Alarm history Alarm policies Notification templates

Policy name Alarm type Alarm severity Alarm objects Alarm frequency ificati Running status

Operation

. Alarm history Copy
alarm_policy! Integration app Minor 1 Alarm once every 2h notificationl

Total: 1 10 perpage~ Gotopage 1  page

Copying an alarm policy

1. Log in to the iPaaS console and go to the Alarm policies page.

2. Click Copy in the Operation column of the target alarm policy.
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3. Modify the information of the copied alarm policy on the redirected page and click Complete.

Alarm settings

@ Inti-English~  (3) G-ﬂan@tencent.com

Alarm history Alarm policies Notification templates

¥ Search by policy name Q
Policy name Alarm type Alarm severity Alarm objects Alarm frequency Notification templates Running status Operation
_ _ J—
alarm_policy! Integration app Minor 1 Alarm once every 2h notificationl o«
Total: 1

Deleting an alarm policy

1. Log in to the iPaaS console and go to the Alarm policies page.

2. Click Delete in the Operation column of the target alarm policy and confirm the deletion in the pop-up window.

Note :

Only disabled policies can be deleted.

Alarm settings

@ Inti-English > () g ‘tian@tencent.com
Alarm history Alarm policies Notification templates

¥ Search by policy name Q
Policy name Alarm type Alarm severity Alarm objects Alarm frequency Notification templates Running status Operation
Alarm history Co
alarm_policyl Integration app Minor 1 Alarm once every 2h notificationt [ @) 1 (S
Available only for a disabled policy
Total: 1 n 10perpage Gotopage 1  page
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Notification Template
Notification Template

Last updated : 2024-12-30 14:12:47

Overview

This document describes how to configure a notification template in the alarm module in iPaaS.

You can quickly reuse a template for multiple policies to reduce repeated user notification configurations. You can
customize the user notification methods; for example, you can configure alarm notification channels as Message
Center, email, and SMS. You can also use different notification time periods for different users; for example, you can
configure user A to receive alarm notifications in the daytime and user B to receive notifications at night.

You can create, edit, and delete notification templates.

Prerequisites

Viewing a notification template: The sub-account must have the project read permission in iPaasS.
Creating/Editing/Deleting a notification template: The sub-account must have the project write permission in iPaaS.
Note:

For more information on how to grant sub-accounts permissions, see Granting Tencent Cloud Service Permissions.

Use Limits

Feature Limit

User notification Up to five items can be added.

Webhook Up to five URLs accessible over the public network can be entered.
Directions

Creating a notification template
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1. Log in to the iPaaS console and select Alarm settings > Notification templates.

2. Click Create and enter basic information in Create notification template.

Template name: Enter a custom template name.

3. Configure the notification operation. The parameters are as detailed below:

User notification

Note:

System admin and project admin: They can select all member accounts of the current project in the drop-down list.
Project member: They can select only their own accounts.

Ordinary member: They can select only their own accounts.

Parameter Description
Recipient Select one or more users as recipients.
Time range Define the time period for receiving alarms.

You can select days of the week for receiving notifications. By default, notifications are sent every

Recurrence
day.
Notification Three alarm channels are supported: Message Center, email, and SMS. You can also set
WDe different channels and notification time periods for different users. For more information, see
P Alarm Receiving Channel.
Webhook

Parameter Description

You can enter up to five URLs accessible over the public network as the callback APl addresses,

APl URL _ ,
and iPaa$S will push alarm messages to them promptly.
Time . . o
Define the time period for receiving alarms.
range
Note:

After the callback URL is saved successfully, when a created alarm policy is triggered or the alarm is cleared, the
alarm messages will be pushed through webhook.

When a created alarm policy is triggered or the alarm is cleared, the alarm messages will be pushed through
webhook. Webhooks also support repeated alarms.

4. Click Confirm.
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& Create notification template @ ti-Engish v () (

Basic info

CPT name * Enter a template name

Notification actions

User Please make sure the mobile numbers, email addresses, or other channels of the recipients selected are available to receive the notifications. Check now [2
notification
Recipient User Vv | Pleases Add user
(0}

Recurrence @Mon MTue MWed MThu [@BFi MSat Esun
Timerange  09:3000~ 23:30:00 @ O

Notification Message Center @ Email [ SMS
type

+Add

Webhook ()
APIURL  Enter an APl URL

Recurre Mon Tue @ Wed Thu Fri Sat Sun
nce

Time 09:30:00 ~ 23:30:00 ® ©
range

+Add

Modifying a notification template

1. Log in to the iPaaS console and select Alarm settings > Notification templates.
2. Click the target template name to enter the editing page.

3. Edit the target content and click Confirm.

Deleting a notification template

1. Log in to the iPaaS console and select Alarm settings > Notification templates.

2. Find the name of the target template, click Delete in the Operation column on the right, and confirm the deletion in
the pop-up window.

Note:

A template referenced by an alarm policy cannot be deleted. Cancel the reference in the alarm policy first before

deleting the template.
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Alarm settings @mienginv @ € natencen

Alarm history  Alarm policies  Notification templates

Search by template name

CPT name Recipients Callback URL Alarm policy 0...
notification? allenltian@tencent.com - - | Delett
Total: 1 n 10perpagev Gotopage 1  page
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API Callback

Last updated : 2023-08-03 17:24:01

Overview

Your self-built system can directly receive iPaaS alarm notifications through API callbacks. API callbacks can push
alarm notifications to URLs that are accessible over the public network through GET requests. You can take further

actions based on the alarm notifications you receive from API callbacks.

Notes

» Currently, alarm callback does not have an authentication mechanism and does not support HT TP authentication.
» When a created alarm policy is triggered or the alarm is resolved, the alarm messages will be pushed through the

API callbacks. API callbacks also support repeated alarms.

Directions

1. Log in to the iPaaS console and select Alarm settings > Notification templates.

2. Click Create to enter the Create notification template page.

3. After configuring the basic information, enter a URL accessible over the public network as the callback APl address
(suchas domain name or IP[:port] [/path] )inthe API callback module, and iPaaS will push alarm
messages to this address promptly.

4. Enter the alarm policy list, click the name of the target policy to enter the Edit alarm policy page, and click the
notification template.
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5. Alarm messages will be pushed to URLs that are accessible over the public network through GET requests.

< Create notification template @unt-engishv @D € allentt

Basic info

CPT name * Enter a template name

Notification actions

User Please make sure the mobile numbers, email addresses, or other channels of the recipients selected are available to receive the notifications. Check now [Z
notification
Recipient User Vv Please s Add user
(0]
Recurrence Mon Tue Wed Thu Fri Sat Sun

flzclk=ncs 09:30:00 ~ 23:30:00 @ ©

Notification Message Center Email SMs
type

+ Add

Webhook ®
APIURL  Enter an APl URL

Recurre Mon Tue Wed Thu Fri Sat Sun
nce
Time 09:30:00 ~ 23:30:00 ® @
range
+ Add
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Alarm History

Last updated : 2023-08-04 09:57:03

Overview

You can view alarm records in the last 30 days on the alarm history page of iPaaS.

Directions

Viewing alarm history

1. Log in to the iPaaS console and select Alarm settings > Alarm history.

2. (Optional) Click the time filter in the top-left corner to select the time range of the alarm records to be viewed.
You can quickly filter alarm records in the last 5 minutes, last 15 minutes, last 30 minutes, last hour, last 6 hours,
last 24 hours, yesterday, last 7 days, or last 30 days. You can select a custom time range within the last 30 days.

3. (Optional) You can enter the information of an alarm object (such as app name) in the Alarm object search box to
search for the records.

4. (Optional) You can also search for alarm records by alarm status, policy name, and environment.

Alarm settings @ Inti-English~ () O @tencent.com
Alarm history Alarm policies Notification templates
Last 7 days v { N3 ‘
Alarm status Al v Alarm policies Al v Alarm type  Integration app v
Severity All v Alarm object All v SiliconValley v Reset
Records: 1
Alarm
Trigger time Alarm status Alarm type i Alarm policies Alarm object Content Duration End time Operation
severi
2023-05-19 Integration Executions by appC
Active < Minor alarm_policyl Default Project/2232323 - - 0Oh 0 min - View details
15:65:00 app
Total: 1 n 10 perpage Gotopage 1  page

Resetting filters
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After successfully filtering alarm records, click Reset in the list.

Alarm settings

Alarm history Alarm policies Notification templates

Last 7 days v

Alarm status Cleared

Severity  Minor

Records: 1

Trigger time

2023-05-19
15:55:00

Total: 1

“ Alarm policies Al v Alarm type  Integration app
v Alarm object Al v siliconvalley v Search | Reset
Alarm .
Alarm status Alarm type i Alarm policies Alarm object Content Duration
severity
Integration i Executions by appGummm W = W
Active Minor alarm_policy1 Default Project/2232323 Oh 0 min

app

Alarm Status

Alarm Status Description

Active

Cleared

Invalid

The alarm has not been processed or is being processed.
The alarm has been restored to the normal status.

The alarm is invaild, as the policy has been deleted and so on.
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@mi-engish @ € @tencent.com

0

End time Operation
- View details

10 perpage Gotopage 1  page
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Integration Tools
Connection

Last updated : 2023-08-04 09:58:51

Overview

The Connection page centrally displays the configuration information of all authorized app accounts under the
current account. In the same integration app, you can add multiple connections. In the same project, you can use an
applicable configuration for different integration apps. You can also quickly add and modify connections. The

configuration content of used integration apps will also be updated in real time.

Directions

Adding a connection

Step 1. Configure the basic information

Log in to the iPaaS console and select Integration tools > Connection. On the Connection page, select the target

project name and click Create connection to enter the connection creation page.

Application integration  new_project! v @ Intl-English v @ O-ian@tn

» Connection  Gateways  Generic storages

Create connection I

Default Group © + Search Q

Connector name Connections Associated integration apps Operation

@]

> ':—_'| http:request-config 1 0 Show

Step 2. Complete authorization and configuration

Enter the information as prompted and click Next to enter the authorization/configuration page. The information

required for third-party app authorization varies by connector. Therefore, enter the information after getting the key or
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account password document from the third party.

r Y

Create connection X

o Basic info >

Connector Please select v
Connector version Please select v
Connection name Enter a connection name
[ Cancel ]
B A

Step 3. Test the connection

Some connections can be tested. After entering the connection configuration, you can test the connection to verify
whether the connection configuration is normal. If the test succeeds, the configuration is completed and can be used

normally; if the test fails, you need to check whether the entered information is correct.

Modifying a connection

You can modify existing connections but need to note the following:

Note :

« If the connection is modified, the connector's associated integration apps will be affected.
» To make the modification of the connection take effect, you need to restart associated integration app tasks;

otherwise, running tasks will throw an exception. Restarting tasks will stop running tasks instantly.

Connection group
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Connection management uses groups to suit multi-environment and multi-account use cases. You can switch between
groups to quickly switch to different configurations for connection. For example, in the production/test environment,
you can use the configurations in group 1/2.

Group: The same connection can exist in different groups, and different groups can have different connections, so that

you can switch between them quickly. The default group cannot be deleted.

Step 1. Add a group

You can create multiple groups. In each group, you can configure different authorized accounts for the same

connection for different business environments.
Application integration  new_project1 v @ Inti-English v (?) Q allenltian@te

After creating a new group or selecting a
different group, you can click "Expand" and
"Edit" in the list below to set connections
specific to this group. During app publishing, you

can select a connection group as needed.

Search Q

9]

Connector name Connections Associated integration apps Operation

v &8 Database 1 1 Hide

Connection name Connector version Associated integration apps Operation

Database_t# 1.0.0 1 Edit Delete

@ Add

> |:—_'| http:request-config 1 0 Show

Step 2. Switch between groups

When publishing an app, you can select different connection groups to quickly switch to the connection required for

the environment.
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Select publishing environment

Connection Default Group v
| group

Default Group
Environment (1) ay(s) left)
new_group

y(s) left)

Cancel
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Security Gateway

Last updated : 2023-08-04 10:01:01

Overview

A security gateway is a proxy system designed to integrate and interconnect iPaaS and your private network service.
You can use it when you want to integrate your private network service through iPaaS (deployed in the public cloud)

but your private network service is inaccessible over the public network.
A security gateway consists of the Server and the Agent:

» The Server is deployed in the private network of iPaaS, and you don't need to care about it.
» The Agent is deployed in your private network. You can deploy multiple Agents in different regions or for different
services and use the security gateway for forwarding data to implement data interaction between iPaaS and your

private network service.

Configuring the Agent

Step 1. Download the Agent

1. Log in to the iPaaS console and select Security gateway.
. Click Create and upload a public key as instructed in Generating Public and Private Keys.

. Configure the Agent IP allowlist and private network service, confirm the information, and click Save.

AW DN

. Click Download Agent in the security gateway list.

» The directory structure of the decompressed Agent package is as detailed below:
o The bin directory contains the executable programs of the Agent, which are in sub-directories Linux ,
Windows ,and Mac for use on different operating systems.
o The configs directory contains the configurations required for Agent execution. In configs :
= The client directory stores the configurations such as key required for Agent TLS communication. Such
configurations correspond to those of the Server. Files in this directory cannot be deleted or modified.
= The secret directory stores the private key for the Agent to connect to the Server. For more information
on how to generate a private key, see Generating Public and Private Keys.
= The config.yaml file contains configurations that must be depended on for Agent execution.
= The logger_config.yaml file contains the log configuration for Agent execution. You can modify the
log level and log backup policy.

o The 1log directory storeslogs generated during Agent execution.
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o The scripts directory stores the Agent startup/stop scripts ( start.sh/stop.sh ).

Step 2. Configure Agent logs

You can modify the logger_config.yaml fileinthe ipaas-private—-cloud-agent/configs directory
of the Agent to modify the gateway log level and log backup policy as needed. The meaning of each parameter has

been detailed in the file.

Step 3. Start the Agent

Run the startup script for your operating system to start the Agent:
« macOS

e Linux

o Windows

Run the following command to start the Agent:

./ipaas-private-cloud-agent/scripts/mac/start.sh

Relevant commands

Below are the commands for stopping the Agent on different operating systems:
e macOS

e Linux

o Windows

Run the following command to stop the Agent:

./ipaas-private-cloud—-agent/scripts/stop.sh

Generating Public and Private Keys

Step 1. Check the OpenSSL version

Run the following command to check whether OpenSSL has been installed:

openssl version
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If the OpenSSL version information can be output normally after the command is executed, OpenSSL has been

installed and you can skip step 2; otherwise, install OpenSSL as instructed below.

Step 2. Install OpenSSL
The OpenSSL installation method varies by operating system as follows:

¢ macOS
e Linux

o Windows
Run the following command to install OpenSSL:

brew install openssl

Step 3. Generate and update public and private keys

1. Run the following command to generate a private key:

openssl genrsa -out private.pem 1024

Note :
Place the generated private key inthe ipaas-private—-cloud-agent/configs/secret directory.
2. Run the following command to generate a public key for the private key. The public.pem file generated

in the current directory is the public key.

openssl rsa —-in private.pem -RSAPublicKey_out -out public.pem

3. To generate a new private key, replace the private.pem fileinthe ipaas-private-cloud-

agent/configs/secret directory.
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Last updated : 2023-08-04 10:02:25

Use Cases

Tencent Integration Platform

iPaaS provides various status management solutions. You can log in to the iPaaS console and click Integration

tools > General storage on the left sidebar to manage storage structures and data used in your project.

General Storage Management

The General storage homepage is the storage management page, where you can create storages and view the list

of all created storages, including storage name, storage type, and operations that can be performed on different

storage types.

Application integration Default Project v
> Connection Gateways Generic storages

Storage name Storage type
aac Table structure

testl Hash table

Total: 2

Creating a Storage

@nt-engish~ @D €Y W WErer

Enter a storage Q

Operation
Edit Clear More v

Delete

10 per page v Go to page 1 page

You can quickly create a storage simply by configuring the storage name and type.

» Storage name: Enter up to 25 letters and underscores.
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» Storage type: Select table structure, hash structure, list, or string.

Application integration  Default Project v @ut-engish~ @D €3 W W
» Connection ~ Gateways  Generic storages
Create storage Enter a storage Q
Storage name Storage type Operation
aac Table structure Edit Clear More v
testl Hash table Delete
Total: 2 10 per page v Go to page 1 page

Table structure

Editing a structure

You can use the structure editing feature to maintain table structures, including column information, index information,

and relationship configuration.

« Column information: You can add, modify, and delete a column in the table to quickly orchestrate the structure.

Currently, you can edit the column name, data type (the following data types are supported: string , bool |,
int , float , decimal , datetime , date ,and time ), valuelength (ifthetypeis string ),

precision, and decimal places (if the type is decimal ), seta column as the primary key, and enable automatic

numbering (only if the column is the primary key).

< Edit aac table structure @umt-engish~ @ €Y GEEDne!

Columns Indices Relationships

= -

(] Column name Type Value length Precision Decimal places Set as primary key AutoNumber

] v v — —

» Index configuration: The index configuration is similar to that in MySQL. On this tab, you can create indexes to
accelerate MySQL search. Currently, you can create, delete, and name indexes, configure the index type (two

types are supported: index and unique ;for their differences, see 13.1.15 CREATE INDEX Statement), and
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configure the index column (select a column in the maintained column list).

@ Int-English v () G in@te

< Edit aac table structure

Columns Indices Relationships

=n -

[T} Index name

Index type Column corresponding to the index

v [}

» Relationship configuration: You can also configure foreign key information for an iPaaS general storage. You
can name a foreign key, configure the foreign key column, and select the foreign key source table and column. To

configure foreign key event triggering, you can configure On Delete and On Update options as instructed in

13.1.15 CREATE INDEX Statement.

@ Inti-English~ () O n@te

< Edit aac table structure

Columns Indices Relationships

[C) Foreign key name Column corresponding t... Source table

Source column On Delete On Update

More operations

» Clearing the table structure: You can click Clear to clear all data in the current table structure.

Note :
This operation is a high-risk operation, after which all data in the storage will be cleared and cannot be

recovered, so proceed with caution.
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Application integration  Default Project v @ Inti-English v (2) Ol m el

» Connection ~ Gateways  Generic storages

Create storage Enter a storage Q

Storage name Storage type Operation
aac Table structure Edit] More

test1 Hash table Delete

Total: 2 10 per page v Go to page 1 page

« Copying a table with the same structure: You can click Copy table with same structure to quickly create a

table with the current structure, which facilitates data structure migration and backup.

Application integration  Default Project v @ Inti-English~ (2 O, ol n@ter
» Connection ~ Gateways  Generic storages
Create storage Enter a storage Q

Storage name Storage type Operation

aac Table structure Edit Clear More v

test1 Hash table Delete

Delete
Total: 2 10 per page v Go to page 1 page

« Deletion: You can click Delete to delete the corresponding storage record. This operation is also a high-risk

operation and will affect the data in the production environment, so proceed with caution.

Hash structure

A hash is a data structure that can be directly accessed through a key value. It maps a key value to a position in the
table to access the record, so as to accelerate search. iPaaS allows you to create hash table structures containing

data in key-value format.

List
A list is also called an array, which is an ordered element sequence, i.e., a group of data elements with IDs. It is used

to store a set of elements of the same data type.

String

A string consists of digits, letters, and underscores. You can create and use strings through the general storage

feature in iPaa$S, so as to qu