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Copyright Notice
©2013-2025 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or distribute

in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior written consent.

Trademark Notice

2y Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group, including
its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third parties referred to in this

document are owned by their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and services
only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or services are
subject to change. Specific products and services and the standards applicable to them are exclusively provided for in

Tencent Cloud's applicable terms and conditions.
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Operation Guide
Firewall Toggle
Internet Perimeter Firewall Switch

Last updated : 2024-10-29 14:45:56

Cloud Firewall offers an Edge Firewall toggle feature. On the Edge firewalls page, it can automatically detect the
public IPs you own and the associated cloud assets, and configure the corresponding firewall toggle for you. The
Cloud Firewall toggle supports one-click protection, eliminating the need for any network access deployment or
routing policy configuration. Moreover, there is no requirement to install any image files. The Cloud Firewall offers a

plug-and-play product experience.

Traffic Mode Explanation

How It Works Serial Firewall

The serial firewall is directly deployed on the path of network data flow. All passing

Deployment Path
el packets need to be inspected and processed by the firewall.

Since a serial firewall needs to process all data packets passing through it, it has
high performance and processing capacity requirements.

If the firewall performance is insufficient, it may become a network bottleneck,
affecting network speed and stability. Therefore, a new firewall instance needs to
be created in each region and allocated with the corresponding bandwidth for a
serial firewall.

Data Processing

The serial firewall can perform deep inspection and processing of data packets,
Security Protection providing high security. It can prevent malicious packets from entering the
network, protecting internal resources from attacks.

Preparation for Serial Firewall

Before using the serial firewall, please do the following preparations:

Allocate Bandwidth to the Serial Firewall

Since a serial firewall has regional cluster attributes and an upper limit on protection performance, users need to

allocate bandwidth for the regions that need to use the serial firewall.
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1. Log in to the Cloud Firewall Console, and in the left navigation bar, select Firewall Toggles > Edge firewalls.

2. On the Firewall Toggles page, click Firewall settings.

Firewall toggles Firewall settings (@ | Instructions [E] ~ User docurr

Edge firewalls NAT firewalls Inter-VPC firewalls
Status monitoring  Last 7 days .|| (4] Specifications Purchase & Upgrade [2 View pricing
Peak bandwidth in Peak bandwidth out Bandwidth usage () Protection for public IP address is not Serial firewall numbers ()
enabled.
Serial bandwidth 220 Mbps 6
360-84 Kbps 1 91 .06 Kbps » P
Remaining quota 886 Mbps 1 1
Occupied specification ratio: 0.35% Occupied specification ratio: 0.18% Remaining general instances:4 units

Public IP address quota: 52 (Remaining: 49)

Enable all Disable all Sync assets All statuses v Q C)

3. Allocate bandwidth to the regions where you need to use the serial firewall. It is suggested to reasonably estimate
based on the business peak. Excessive bandwidth may trigger service degradation, causing some firewall

toggles to shut down automatically.

Firewall settings X

Edge firewalls NAT firewalls Inter-VPC firewalls

@ Your north-south bandwidth can be allocated to Internet boundary firewalls. Configuring the firewall will not affect the
network and business.

Pending allocated north-south bandwidth () 886 Mbps Purchase & Upgrade [2

Pending allocation of general instances &) 4

Serial firewall bandwidth configuration

Serial firewall supports protection at the regional level. Before using it, you need to allocate bandwidth for the protected region. Allocating
serial firewall bandwidth for a region will consume north-south bandwidth quota. Adding a serial firewall region will consume one general
instance quota.

Seoul — 20 4+ Mbps Hong Ko... — 20 4+ Mbps

Singapore 0 + Mbps Guangz... - 20 4+ Mbps

Chongging - 120 + Mbps Chengdu - 20 4+ Mbps

Nanjing 0 + Mbps Shanghai 0 4+ Mbps

Beijing - 20 +  Mbps

Note:
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General bandwidth: General bandwidth will be consumed when allocating bandwidth for the serial firewall with the
current version. General bandwidth is shared with the NAT Firewall.

General instance: One general instance quota will be consumed for each newly added serial firewall region of the
current version. General instance quota is shared with NAT Firewall.

Serial firewall region: the supported regions of the current version are based on the aforementioned serial firewall

setting display regions. More regions are gradually undergoing gray release, so stay tuned.

Confirm Assets Within Protection Range

Due to network architecture limitations, the current version of the serial firewall only supports protecting Elastic Public
IPs in the latest network architecture, as specifically shown on the console. If you have any doubts, you can contact
the Elastic IP team for confirmation. Public network CLB type is not currently supported. If protection is needed, it is

recommended to switch to a form that supports protection through EIP + private network CLB.

Serial Firewall Toggle Operation

1. Log in to the Cloud Firewall Console, and in the left navigation bar, select Firewall Toggles > Edge firewalls.
2. On the Edge firewalls page, find the assets to be protected.

Enable all Disable all Sync assets All statuses v Asset type:CVM Q¢

Firewall

Public IP Add /Ty Asset inst; 1D/ Asset Y Region Y
ublic ress/Type sset instance ID/name set type egion toggles ©

Operation

() View rules  More

() View rules  More
3. Click the

in the Firewall Toggles column to protect this asset at the edge.

4. The process to enable the serial firewall takes approximately 1 minute and has no effect on the network.

Note:

The serial pattern requires the use of a Private Link to establish a network from VPC to Firewall.

For the first time a EIP within the same VPC enables a serial firewall, a new Terminal Node for Private Link and
diversion internal IP needs to be created. There's no additional charge for the Private Link within the scope of your
serial firewall, but additional charges may apply beyond that. Please see Private Link Price. A new Private Link does

not need to be created when you toggle the serial firewall within the same VPC subsequently.

Status monitoring
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Users can monitor and view the bandwidth status based on the public IP in real-time, enabling timely adjustments

such as scaling or selectively closing toggles.

1. Log in to the Cloud Firewall Console, and in the left navigation bar, select Firewall Toggles > Edge firewalls.

2. In the upper right corner of the Status Monitoring panel on the Edge firewalls page, click the

[}
icon.

Firewall toggles

Edge firewalls NAT firewalls

Status monitoring Last 7 days

Peak bandwidth in

360.84 s

Occupied specification ratio: 0.35%

Enable all Disable all

Inter-VPC firewalls

Peak bandwidth out

191.06 s

Occupied specification ratio: 0.18%

Sync assets All statuses

v

Bandwidth usage ()

Serial bandwidth 220 Mbps
Remaining quota 886 Mbps

o]

Firewall settings (©)  Instructions [E] ~ User docun

Specifications

Protection for public IP address is not
enabled.

11

Public IP address quota: 52 (Remaining: 49)

Asset type:CVM

Purchase & Upgrade [& View pricing

Serial firewall numbers ()

6

Remaining general instances:4 units

Q¢

3. On the Status Monitoring page, you can peek in real time and monitor the bandwidth situation based on public IP,
and perform operations such as expanding capacity or turning off some toggles.
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Status monitoring Edge firewalls  + All regions v Last hour Last 24 hours 1 month (]

@ 1. CFW monitors the edge firewall bandwidth. You will receive alerts about the bandwidth usage.

2. When the firewall bandwidth is about to reach the specification limit, please monitor the bandwidth of the public IP address. To avoid affecting your business, you

choose Purchase & Upgrade or close some switches.

3. Exceeding the bandwidth specification does not guarantee protection and may result in Excessive handling plan. Severe overage may cause network instability,
increased latency, or packet loss.

Peak bandwidth in Al regions

360.84 J\

Peak bandwidth out Al regions

191.06 s |

Public network ad...  Instance ID/name Asset type Region Peak bandwid... | Peak bandwid... On/Off Operai

Check
toggle

Check
toggle

Check
toggle

Total items: 3 1 /1 page

Note:
Peak bandwidth refers to the maximum of the upstream and downstream. For example, if you purchase 100 M of
bandwidth, then the Cloud Firewall can handle both 100 M upstream and 100 M downstream at the same time.

Automatic Activation for New Assets

1. Log in to the Cloud Firewall Console, and in the left navigation bar, select Firewall Toggles > Edge firewalls.

2. On the Firewalls Toggles page, click Firewall settings.
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Firewall toggles

Edge firewalls NAT firewalls

Status monitoring  Last 7 days

Peak bandwidth in

360.84 s

Occupied specification ratio: 0.35%

Enable all Disable all

Inter-VPC firewalls

Peak bandwidth out

191.06 s

Occupied specification ratio: 0.18%

Sync assets

All statuses

v

Bandwidth usage ()

Serial bandwidth 220 Mbps
Remaining quota 886 Mbps

.I| ]

Tencent Cloud Firewall

Firewall settings @) | Instructions [F]  User docurr

Specifications

Protection for public IP address is not
enabled.

11

Public IP address quota: 52 (Remaining: 49)

Asset type:CVM

Purchase & Upgrade [2 View pricing

Serial firewall numbers (1)

6

Remaining general instances:4 units

Qo

3. Click Enable for new assets. Within the allowed Quota of protected public IP, it will automatically enable the Edge

firewalls for the newly added public IP assets. You can choose whether to enable the serial traffic pattern by default

and whether to automatically create a Private Link.

Firewall settings

Edge firewalls

NAT firewalls

Serial firewall bandwidth configuration

Inter-VPC firewalls

Serial firewall supports protection at the regional level. Before using it, you need to allocate bandwidth for the protected region. Allocating
serial firewall bandwidth for a region will consume north-south bandwidth quota. Adding a serial firewall region will consume one general

instance quota.

Seoul -

Singapore

Chongqing -

Nanjing

Beijing -

Asset protection settings

20

120

20

Enable for new assets (i)

+ Mbps

+ Mbps

4+  Mbps

+ Mbps

+ Mbps

o

Automatically create private connections () ()

Hong Ko...

Guangz...

Chengdu

Shanghai

- 20 +
- 20 +
- 20 +

o+

Excessive Bypass Configuration for Edge Firewall

©2013-2025 Tencent Cloud International Pte. Ltd.
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When the business bandwidth exceeds the Edge Firewall bandwidth limit, specific measures will be taken.

You can specify the weights for firewalls. When the business bandwidth exceeds the Edge Firewall bandwidth limit,

firewalls will be disabled based on the weights, and the bypass mode will be used until the bandwidth of the

corresponding region decreases to below specifications. Firewalls with the same weight will be disabled automatically

in descending order of peak bandwidth. The initial weight is 1 by default and can range from 0 to 100. A larger weight

indicates a higher priority.

Firewall Overage Handling Configuration

1. When the traffic exceeds the bandwidth of the Edge Firewall, the bypass policy will be triggered. We will turn off some firewall switche:
for you to reduce the traffic within the bandwidth specification, and the switches will be automatically turned on when the traffic is

recovered.

2. You can customize the switch weight below. If the traffic exceeds the limit, we will turn off the switches in sequence according to the
switch weight level you define until the bandwidth falls within the specification. If the same weight is set for certain switches, they will |
automatically switched in descending order according to the peak bandwidth. The initial weight is 1 by default, the maximum weight is

100, and the minimum weight is 0. A larger weight indicates a higher priority.

Edit weight
Public IP Address/T... Instance ID/name Assettype Y
-
Others
i
CwM
NATFW
CwWM
Directions

Region Y

Beijing

Guangzhou

Hong Kong

Singapore

Q
Weight $
- 1 +
- 1 +
- 80 +
- 3 |+

1. Log to the Cloud Firewall Console, and in the left navigation bar, select Firewall Toggles > Edge firewalls.

2. On the Firewall Toggles page, click Firewall settings.

©2013-2025 Tencent Cloud International Pte. Ltd.
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Firewall toggles Firewall settings (@ | Instructions [F] ~ User docur

Edge firewalls NAT firewalls Inter-VPC firewalls

Status monitoring  Last 7 days DO Specifications Purchase & Upgrade [3 View pricing
Peak bandwidth in Peak bandwidth out Bandwidth usage (i) Protection for public IP address is not Serial firewall numbers (i)
enabled.
Serial bandwidth 220 Mbps 6
360.84 Kbps 1 91 .06 Kbps - P
Remaining quota 886 Mbps
Occupied specification ratio: 0.35% Occupied specification ratio: 0.18% Remaining general instances:4 units

Public IP address quota: 52 (Remaining: 49)

Enable all Disable all Sync assets All statuses v Asset type:CVM Q

3. On the Firewall settings page, edit the designated Firewall toggle weight.

ey
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Firewall settings

Edge firewalls NAT firewalls Inter-VPC firewalls

Automatically create private connections @) ()

Serial firewall disaster recovery configuration

1. When the serial firewall bandwidth exceeds 120% of the allocated value for 5 consecutive minutes, the bypass policy will be triggered.
We will automatically disable the firewall switch. After disabling, you will need to manually enable the switch in the console.

2. You can customize the switch weight below. After exceeding the limit, we will close the switches in the order of the weight level you
defined until the current regional bandwidth is within the specification. Switches with the same weight will be automatically closed in
descending order of peak bandwidth. The initial weight is set to 1, with a maximum of 100 and a minimum of 0. The higher the weight, t

higher the priority.
Edit weight Q| ¢

Public IP Address/Ty...  Asset instance ID/n... Assettype T Region Y Weight $

- 1 +

- 1 +

- 1 +

- 1 +

- 1 +

- 1 +
Total items: 6 10 v /page 1 /1 page

4. Click Edit weight, you can choose the Firewall toggle, bulk edit switch weight, then click OK to save.
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Batch Edit Weight p
Q o
Public IP Address/...  Asset instance ID/... Assettype T Region T
Total items: 6 10 v /page 1 /1 page
Please enter the weight. - 1 +
Cancel
Syncing Assets

The interval for the backend periodically polling user asset information is 5 minutes. Hence, when the user's asset

scale changes during this interval and has not been synchronized by the backend, you can go to the top of the list,
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click Sync assets, to promptly call the backend interface and re-read and synchronize the user's asset information
and data.
When new assets do not appear in the Firewall Toggles list, you can go to the top of the list, click Sync assets to

attempt asset synchronization.

Firewall toggles Firewall settings (@  Instructions [F] ~ User docur
Edge firewalls NAT firewalls Inter-VPC firewalls
Status monitoring  Last 7 days ®h O Specifications Purchase & Upgrade [ View pricing
Peak bandwidth in Peak bandwidth out Bandwidth usage (i) Protection for public IP address is not Serial firewall numbers (i)
enabled.
Serial bandwidth 220 Mbps
360.84 Kbps 1 91 .06 Kbps P 6
Remaining quota 886 Mbps 1 1
Occupied specification ratio: 0.35% Occupied specification ratio: 0.18%

Remaining general instances:4 units
Public IP address quota: 52 (Remaining: 49)

Enable all Disable all Al statuses v Asset type:CVM Q

Y

Viewing Rules, Alerts, or Logs

In addition to enabling Firewall Toggles in the asset list, you can perform some other operations, mainly including
viewing asset-related rules, alerts, and logs.

View Rules: In the asset list, click the View Rules in the operations column, you will be redirected to the page of rules
associated with the asset.

Firewall
toggles @

() View rules | More

View Alerts: In the asset list, click More > View Alerts under the operation column, select a specific event type, and

Public IP Address/Type Asset instance ID/name Asset type Y Region Y Operation

you will be redirected to the relevant event page in the alert center.

Firewall

Public IP Address/Type Asset instance ID/name Assettype Y Region Y
toggles @

Operation

D View rules  More Y
Security event alert | View alerts

Blocked statistics View logs

View Logs: In the asset list, click More > View Logs under the operation column, select a specific log type, and you

will be redirected to the relevant log page.
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Firewall
Public IP Address/Type Asset instance ID/name Asset type Y Region Y rew

Operation
toggles @ P !

() View rules  More

View alerts

Access control logs

Intrusion defense logs

rules  More *
~—

Business Bandwidth Exceeding Edge Firewall Bandwidth Limit

The business will not be affected if the business bandwidth exceeds the Edge Firewall bandwidth limit. Packet loss or
traffic rate decrease will not occur, but the protection feature will be unavailable.

Starting from September 25, 2024, the following measures will be taken when the business bandwidth exceeds 100%
of the Edge Firewall bandwidth limit:

Some Edge Firewalls will be disabled, and part of the traffic will be forwarded in bypass mode to protect only traffic
within the bandwidth specifications.

The measures are the same for the serial mode. Some firewalls will be disabled to limit the traffic.

Weights can be set to determine the priority for automatically disabling firewalls.

For more details, see Frequently Asked Questions - Bandwidth.

Related Information

If you need to manage traffic and protect assets in the private network, or forward network traffic based on SNAT and
DNAT, please refer to the NAT Border Firewall Toggle operation.

If you need to automatically detect VPC information and interconnections, and set a Cloud Firewall toggle for each

interconnected pair of VPCs, please refer to the Inter-VPC Firewall Toggle operation.
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NAT Firewall Toggle

Last updated : 2024-03-18 14:12:58

NAT Firewall Toggle allows you to manage traffic and protect assets in the private network, and forward network traffic
based on SNAT and DNAT.

Operation guide

1. Log in to the Cloud Firewall console, and select Firewall toggle > NAT firewall toggle in the left navigation pane
to enter the NAT firewall toggle page.

Note

If a NAT firewall toggle is turned on, the Internet traffic of the subnet can go through the firewall. The access control
rules and the intrusion defense feature take effect, and the traffic log can be generated.

2. On the NAT firewall toggle page, you can create instances, sync assets, and view and monitor the bandwidth of
the NAT firewall.

Creating an instance

1. On the NAT firewall toggle page, click Create instance.

Firewall toggles Instructior
Edge firewalls NAT firewalls Inter-VPC firewalls
Status monitoring  Last 7 days di O Specifications Purchase & Upgrade [2 View pricing
Peak bandwidth in Peak bandwidth out Bandwidth usage () Connected subnets (i) NAT firewall instance
2.92 Kbps 21 .05 Kbps 1 000 Mbps 2 2
Remaining: 280Mbps Toggled on: 1
Network topology Firewall instance Firewall toggles

2. In the Create NAT firewall dialog box, create a NAT firewall instance for the current account, complete the fields,
and click Next.
Note

This operation involves lots of backend configuration and needs to take several minutes.
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Create NAT firewall X
o Step 1 >
Region h CJ

Check the supported regions in the dropdown list. The region cannot
be changed after creating the firewall.

Availability Random AZ v Remote disaster recovery

zone ®

Instance

name
60 more character(s) allowed

Bandwidth 20 + Mbps @

usage
20 to 280 Mbps. To increase the quota, please upgrade the service.

Purchase & Upgrade [4 View pricing [4

Mode O Create new () Access mode (i)
EIP v
+ Bind an EIP
Next Cancel

Field description:

Region: Select a region for the instance to be created (all regions in China are available). The region cannot be
modified after the instance is created.

Note

You can select one of the regions in China (including Hong Kong) where you have a VPC. Multiple firewall instances
can be created for a single region, but the total bandwidth cannot exceed the quota.

Zone: Select an availability zone according to your needs.

Instance name: Enter the name of the instance.

Bandwidth quota: Select a bandwidth quota according to your needs (at least 20 Mbps). For more bandwidth,
upgrade your service.

Note
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It must match the bandwidth of the edge firewall. For multiple NAT firewalls, their bandwidth sum must be less than or
equal to that of the edge firewall.

Mode: Supports the Create new mode and Use existing mode.

Create new: If no NAT gateway is available in the current region, you can create a new NAT gateway and use it as
the NAT firewall for Internet access.

Use existing: If a NAT gateway is available in the current region, or you do not want to change your outbound IP
address, you can use the Use existing mode to smoothly add a NAT firewall between the NAT gateway and CVM
instance.

EIP: If you select to create a new EIP, the system automatically requests an EIP for you. Or you can select and bind
one of the idle EIPs.

Create instance: After a domain name is created, you can use all the remote operation and database protection
services in the current region.

3. Select the VPC or NAT to associate and click Create.

Network topology

Cloud Firewall provides a dashboard displaying the access relation of NAT firewalls. You can check the VPC
instances in the VPC.

1. On the NAT firewall toggle page, click Network topology to view the access relation of NAT firewalls.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 19 of 265


https://console.tencentcloud.com/cfw/switch/nat

&2 Tencent Cloud Tencent Cloud Firewall

MNetwork topology Firewall instance Firewall toggles
Create instance Sync assets ¥
Imarmat
& Tencent Cloud |
|
£ VPG

2. Click a VPC node to view subnets. You can turn on or off the firewall toggle only for the current subnet.
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Internet

& Tencent Cloud |

& vVPC

1
NAT firewalls

e Singapore

Subnet ID
Subnet name

Internet next-hop type

Firewall toggle o

Firewall toggle

On the Firewall toggle page, you can enable or disable NAT edge protection. CFW automatically syncs cloud assets
on a regular basis, so you don't have to worry about the firewall configuration after an asset change (for example, if a
subnet is changed, the firewall will automatically sync in a short period of time).

Enable protection:

Above the instance list, click Enable all. All NAT firewall toggles are turned on. A routing policy where the next hop
points to the NAT firewall is automatically added to all routing tables. The Internet traffic of all subnets will go through
the NAT firewall.

Note

When the toggle is on, please do not change the corresponding route manually in the VPC console. Otherwise, the
network of your service will be interrupted as the firewall cannot find the route.

If you enable for all subnets associated with the same routing table, a routing policy is added automatically with the
next hop pointed to the NAT firewall. The original routing policy to the Internet are disabled. In this way, all traffic going
from the subnet to the Internet must go over the NAT firewall.
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Network topology Firewall instance Firewall toggles
Enable all Disable all v v All statuses v Q
. N . . Firewall .
Subnet ID/name IPv4 CIDR Region Associatedr... Y CVM VPC ¥ NAT gateway ¥ Associated insta... Operation

toggles @

View rules

() More ¥

View rules

() More ¥

Each firewall toggle is associated with a subnet, which is used to control whether traffic passes through the NAT
firewall. Subnets associated with the same routing tables will be enabled/disabled at the same time. After the NAT
firewall is created, the firewall toggle is on by default to ensure uninterrupted network.

Note

When it's enabled, the routing policies of the subnet routing table and port forwarding rules of the subnet are modified

automatically to direct traffic of the subnet to the NAT firewall.

Are you sure you want to turn on this firewall
toggle?

When it's enabled, the route policies of all subnets and
corresponding port forwarding rules are modified automatically to

direct traffic of all subnets to the NAT firewall.

El Toggle introduction

Method 1: Above the instance list, click Disable all. All NAT firewall toggles are turned off. All routing policies where

Disable protection

the next hop points to the NAT firewall are automatically disabled. All subnets are disconnected from the Internet. You
can enable a routing policy in the VPC console.

Note

If you disable for all subnets associated with the same routing table, the routing policy with the next hop pointed to the

NAT firewall is disabled automatically. Subnets associated with this routing table are disconnected from the Internet.
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Network topology Firewall instance Firewall toggles
Enable all Disable all v v All statuses v Q
Subnet ID/name IPv4 CIDR Region Associatedr... 7 CVM VPC T NAT gateway ¥ Associated insta... Firewall Operation

toggles @

View rules

() More ¥

View rules

() More ¥

Method 2: Separately turn off the firewall toggle for a subnet.

You can turn off the toggle of the firewall you want to disable in the Firewall toggle column. Subnets associated with
the same routing table will be disabled at the same time.

Note

When it's disabled, the original routing policies and port forwarding rules of the subnet is restored. Traffic of this

subnet goes through the original path but not the NAT firewall.

Are you sure you want to turn off this firewall
toggle?

When it's disabled, the original route policies and port forwarding
rules of all subnets are restored. Traffic of all subnets goes through

the original path but not the NAT firewall.

E Toggle introduction

Instance configuration

On the NAT firewall toggle page, click the instance ID or Instance configuration on the right side of the firewall
instance.

Port forwarding

On the right sidebar, you can view the DNAT port forwarding rules that you added for the NAT firewall instance, and
the EIP associated with the instance.

Note

In the Use existing mode, the NAT firewall automatically syncs the existing port forwarding rules of NAT gateway to

ensure traffic flow. For more operations on the rules, go to the Cloud Firewall console.
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When the firewall toggle is on, the SNAT and DNAT traffic of the subnet goes through the firewall. When the firewall
toggle is off, the SNAT and DNAT traffic of the subnet goes through the original path.
Do not perform operations on the port forwarding rules in the VPC console. Otherwise, the network may be

interrupted.

Network topology Firewall instance Firewall toggles

Create instance Sync assets C

Instance name: ’ Egress publi. Peak bandwidth in 0.00/700 Mbps Status monito

Deployment... Create new Private IP Multiple (4) Peak bandwidth ... 0.00 /700 Mbps More ¥

1. On the Port forwarding tab of the instance configuration page, click Create rule.

Firewall instance v Network topology Purch... [T

s

Instance ID Bandwidth usage (i)

Instance name 700
Mbps

E blic IP
gress puble Bandwidth quota: 1000 Mbps

Private IP
Public domain name

Region

Port forwarding Bound egress Access VPC and public IP

Create rule

2. In the "Create port forwarding rule" dialog box, you can add a DNAT rule for the current NAT firewall instance,

with the external IP address being set to the EIP that you bound.
Note
In the External IP port drop-down list, the option is the EIP bound to the current NAT firewall instance.

In the "Private IP port", please enter an IP address that is available in the VPC segment of the current region.
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Create port forwarding rule X
Protocol o TCP uDP
External IP + Port v

Private IP and port

Description

If necessary, add the external IP+port of the port forwarding rule
to the allowlist of edge firewall, and create a NAT firewall
allowlist rule for the internal IP+port of the port forwarding rule.

OK \ Cancel

In the Create new mode, when the rule list is empty, all VPC subnets will access the Internet via a random NAT

Bound egress

gateway.
Note
Bound egress is not supported in the Use existing mode.

1.1 On the Bound egress tab of the instance configuration page, click Create rule.
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Port forwarding Bound egress Access VPC and public IP
Create rule I
Instance ID Instance name External IP Operation

No rules yet. Access to subnets of all VPC are directed to the internet via a random EIR.

1.2 In the "Create outbound rule" dialog box, provide the firewall instance ID and add a SNAT rule for the current NAT

firewall.
Note
You can set Instance type to Subnet or VPC. Then, from the Subnet or VPC drop-down list, select a subnet or

VPC that is connected to the NAT firewall but is not bound to egress NAT rules.

Create outbound rule X
Instance type o VPC Subnet CVM

VPC v

xtermal i v Dedicated IP

(D Rule priority: CVM > Subnet > VPC

Cancel

Access VPC and public IP
On the Access VPC and public IP tab of the instance configuration page, add a VPC or select another one.

Add VPC
Click Add VPC, select the VPC, and click OK.
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Increase the VPC to access X

@ Network ranges of VPCs cannot duplicate.

Current region: Singapore

B VPCID/Name IPv4 CIDR

2 of 16 selected

Change VPC

Click Select VPC again, select a VPC, and click OK.
Note

All subnet toggles and DNS traffic toggles of the current firewall instance must be turned off.
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Port forwarding Bound egress Access VPC and public IP
Access VPC

Add VPC Select VPC again
ID/name IPV4 CIDR DNS @ DNS traffic

»

Access DNS traffic
Click the

icon to turn on the DNS traffic toggle on the right side of the VPC. Then, the DNS address of the connected VPC will
be changed to direct the DNS traffic to the NAT firewall.

Note

If the connected VPC contains a subnet for which the firewall toggle is off, a significant delay may occur in DNS

resolution. It is recommended to turn on all firewall toggles first.

Port forwarding Bound egress Access VPC and public IP
Access VPC

Add VPC Select VPC again
ID/name IPV4 CIDR DNS ® DNS traffic

»

When the DNS traffic toggle is turned off, the original DNS addresses of all VPCs are restored. DNS traffic go through

the original path but no the NAT firewall.
Scenario: The DNS address can be changed to NAT firewall IP to direct DNS traffic to the firewall. The firewall sends

the request to a real DNS server and returns the DNS response to the specified server. This feature is supported in
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both modes of the NAT firewall.

1.1 On the NAT firewall rules page, click Outbound rules.

1.2 On the Outbound rules tab, click Add rule.

1.3 On the Add rule page, complete the fields and select the DNS protocol.

Add Outbound rule Access Source region Singapore

Access source type o IP address Asset instance Resource tag Address template
Access destination © IP/Domain name Location Address template

type

Rule priority Earliest O Last

Destination port

Priority @ Access source @ Access destination (D Protocol @ Policy (D Description @ Operation

26 ANY v v Copy

murmirs

SMTP

SMTP/SMTPS
DNS

FTP

Bind EIP

1.1 In the "Bind EIP" module on the right side of the instance configuration page, click +Bind EIP.

1.2 In the drop-down list, you can bind the current NAT firewall instance to a new EIP or one of the idle EIPs in the
current region.

Note

The EIP binding feature is supported only in the Create new mode.

When you unbind an EIP, the DNAT rules associated with the EIP will also be removed.
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Bind elastic IP

Please bind at least one EIP. Up to 8 EIPs can be

bound.
IP Operation
v Delete
Create EIP

Purchase & upgrade

1. On the NAT firewall toggle page, click Purchase & upgrade. On the configuration change page, you can upgrade
the bandwidth, version, and log storage.
Note

You can expand the bandwidth (the total firewall bandwidth) only.

Specifications ‘ Purchase & Upgrade [ | View pricing [2
Connected subnets (i) NAT firewall instance
Toggled on: 1

2. Upgrade the bandwidth of a single NAT firewall instance by following the steps below:
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Note

It must match the bandwidth of the edge firewall. For multiple NAT firewalls, their bandwidth sum must be less than or
equal to that of the edge firewall.

If the target bandwidth is higher than the purchased bandwidth quota, you can click Purchase & upgrade to change
the firewall bandwidth.

To make a minor change to the bandwidth, perform in the backend without switching the network. To make a major
change to the bandwidth, configure the network first. Otherwise, the service may be interrupted.

1.1 On the NAT firewall toggle page, click the Firewall instances tab. Find the instance for which you want to change

the bandwidth, and click the instance ID or Instance Configuration on the right side of the firewall instance.

Network topology Firewall instance Firewall toggles

Create instance Sync assets C

:

Instance

Egress publi. Peak bandwidth in 0.00/700 Mbps Status monito

Deployment... Create new Private IP Multiple (4) Peak bandwidth ... 0.00 /700 Mbps More ¥

1.2 On the Firewall Instances tab, click Purchase & upgrade in the upper right corner.

Firewall instance | v Network topology Purch... il Qe
nstance ID Bandwidth usage (i)
nstance name 700
Mbps
Egress puto IF Bandwidth quota: 1000 Mbps

1.3 After bandwidth configuration, click OK and wait until the adjustment is complete in the background.
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Firewall instance | - [“ Cancel

nstance ID Bandwidth usage
nstance name — 700 4+ Mbps (@
$ public IP 20 to 980 Mbps. To increase the quota, please

Purchase & Upgrade [£

Vel

Status monitoring

On the NAT firewall toggle page, you can view and monitor the bandwidths of the NAT firewall, sync assets, and view

the network topology.
1. In the upper right corner of the Status monitoring area, click the statistics icon. The firewall status monitoring

page appears.

Status monitoring  Last 7 days E (

Peak bandwidth in Peak bandwidth out Bandwidth usage (i)

2.92 s 271.05 wops 1000 wops

2. On the firewall status monitoring page, you can view and monitor the bandwidths of the NAT firewall. To prevent
network packet loss and fluctuation caused by the NAT firewall bandwidth exceeding the quota, you can make

adjustments in advance, such as expanding the capacity or turning off some toggles.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 32 of 265


https://console.tencentcloud.com/cfw/switch/nat

@ Tencent Cloud Tencent Cloud Firewall

Status monitoring  NAT firewalls v Last hour Last 24 hours Last 7 days 1 month O X

@ 1. CFW monitors the NAT firewall bandwidth, which cannot exceed the edge firewall bandwidth quota of your current CFW edition.

2. Exceeding bandwidth specifications will result in network instability, packet loss, etc.

Peak bandwidth in

2.92 kops A

Peak bandwidth out

21.05 b

Usage ratio: 0

Subnet ID/name IPv4 CIDR Peak bandwidth in 1 Peak bandwidth out $ On/Off Opera...
bnet-r2i37jc4 Check

subnetreisty 192.168.5.0/24 2.92Kbps 21.05Kbps Disable ec

smally-test toggle

Sync assets

On the NAT firewall toggle page, click Sync assets to call the backend API to read and sync the asset information of
your subnet. This prevents the scenario where the asset scale is changed within the polling interval it the backend but

is not synced.

Network topology Firewall instance Firewall toggles

Instance ID Region Connected subn... 1 Instance confi
Instance name Egress publi Peak bandwidth in 0.00/700 Mbps Status monitc

Deployment... Create new Private IP Multiple (4) Peak bandwidth 0.00 /700 Mbps More ¥

Other operations on VPC and NAT

Add VPC or NAT

Create new:
1.1 On the NAT firewall toggle page, click the Firewall instances tab. Click More and select Add VPC from the
drop-down list.
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Network topology Firewall instance Firewall toggles
Create instance Sync assets Q
Instance ID Region Connected subn... 1 View subnet toggles  Instance configt
Instance name Egress publi.. Peak bandwidth in Network configuratiort ~ Status monitorir
Deployment... Create new Private IP Multiple (4) Peak bandwidth ... Access configuration»  Access VPC ar
Terminate instance Add VPC
Remove VPC
Instance ID Region Connected subn... 1
Change associ
Instance name Egress publi Peak bandwidth in 0.00 /20 Mbps s o
Deployment. . Create new Private P Multiple (4) Peak bandwidth ...! 0.02 /20 Mbps

1.2 In the Add VPC to associate dialog box, select a VPC, and click OK.

Note

You can search for a VPC by keywords, such as a VPC ID, VPC name, and IPv4 CIDR.

Checkbox: The VPCs that you are already connected to are selected by default and cannot be cleared.

After you click Add VPC to associate, the NAT firewall toggle of the current region is locked. The toggle will not be
unlocked until you click OK in the dialog box. When the toggle is locked, if another user in the current region requests

to turn on the toggle, a message appears, indicating that a user is re-connecting the VPC.
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Increase the VPC to access )4

G) Network ranges of VPCs cannot duplicate.

Current region: Singapore

= VPC ID/Name IPv4 CIDR

2 of 16 selected

1.1 On the NAT firewall toggle page, click the Firewall instances tab. Click More and select Add NAT from the

Use existing:
drop-down list.

1.2 In the Add NAT to associate dialog box, select a NAT, and click OK.
Note
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You can search for a NAT by keywords, such as a NAT instance ID, NAT instance name, bound EIP, VPC ID, and
VPC name.
Checkbox: The NAT gateways that are already connected to the current NAT firewall instance are selected by default

and cannot be cleared.

Increase the NAT to access X

@ The current CFW edition supports 5 NAT gateways. To add more gateways,
please submit a ticket.

Current region: Toronto

ID/name Bind elastic IP Network

1 of 1 selected

Change VPC or NAT

Create new:

1.1 On the NAT firewall toggle page, click the Firewall instances tab. Click More and select Select VPC again from
the drop-down list.

Note

Before you change a VPC, make sure that all the toggles are turned off.

1.2 In the Select VPCs to associate dialog box, you can view all available VPCs in the current region. Select a VPC
that you want to associate, and click OK.

Note

You can search for a VPC by keywords, such as a VPC ID, VPC name, and IPv4 CIDR.
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Checkbox: The VPCs that you are already connected to are selected by default and cannot be cleared.

Select the VPC to access %

G) Network ranges of VPCs cannot duplicate.

Current region: Singapore

= VPC ID/Name IPv4 CIDR

2 of 16 selected

1.1 On the NAT firewall toggle page, click the Firewall instances tab. Click More and select Change NAT from the

Use existing

drop-down list.
Note
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Before you change a NAT, make sure that all the toggles are turned off.

Network topology Firewall instance Firewall toggles
Create instance Update engines Sync assets Q
View subnet toggles
Instance ID Region Connected subn... 1 Instance configt
Network configuratiort
Instance name Egress publi Peak bandwidth in -
Access configuration»  Access VPC ar
Deployment... Access mode Private IP Multiple (3) Peak bandwidth
Debugging tool »  Add NAT
Terminate instance Remove NAT
Instance 1D Region Connected subn... 3 | Change associ
Instance name: Egress publi. Peak bandwidth in 0.00 /20 Mbps Status monitorir
Deployment... Create new Private IP Multiple (7) Peak bandwidth ...! 0.01/20 Mbps More ¥

1.2 In the Select NAT gateways to associate dialog box, you can view the NAT instances in the current region and
select an NAT instance that you want to associate.

Note

After you click Add NAT to associate, the NAT firewall toggle of the current region is locked. The toggle will not be

unlocked until you click OK in the dialog box. When the toggle is locked, if another user in the current region requests

to turn on the toggle, a message appears, indicating that a user is re-connecting the NAT.
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Select the NAT to access %

G) The current CFW edition supports 5 NAT gateways. To add more gateways,
please submit a ticket.

Current region: Toronto

ID/name Bind elastic IP Network

1 of 1 selected

1. On the NAT firewall toggle page, click the Firewall instances tab. Click More and select Terminate instance

Terminating an instance

from the drop-down list.

Note

Before you terminate an instance, make sure that all firewall toggles are turned off.

You can terminate any instances as needed.

After the instance is terminated, all the configurations of the instance are deleted, but the log is retained. The quota is
returned and the original route and port forwarding are automatically restored. Only the instances in other regions are

displayed. If no instances exist in other regions, you will be redirected to the Create instance page.
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Network topology Firewall instance Firewall toggles

Create instance Sync assets (

Instance ID Region Connected subn... 1 View subnet toggles  Instance con 1l
Instance name Egress publi Peak bandwidth in Network configuratiort  Status monitc

Deployment... Create new Private IP Multiple (4) Peak bandwidth ... Access configuration”

Terminate instance

Instance ID Region Connected subn... 1 Instance cont
Instance name: Egress publi Peak bandwidth in 0.00 /20 Mbps Status monitc

Deployment... Create new Private IP Multiple (4) Peak bandwidth ...! 0.02 /20 Mbps More ¥

2. In the confirmation window displayed, click OK to delete all configurations of this instance.

Are you sure you want to terminate the NAT
firewall instance?

When the instance is terminated, all NAT firewall instances in this
region are deleted, and all data is cleared. The NAT firewall quota will
be released.

More information

For more information about how to configure firewall toggles for your public IPs and the associated cloud assets that
you own.

For more information about how to automatically detect VPC information and connections and set a Cloud Firewall
toggle for each pair of connected VPCs, please see Inter-VPC Firewall Toggle.

For more information about how to access the server via an external IP address, please see Adjusting the Priorities of
NAT Gateways and EIPs.

For questions about the NAT firewall, please see NAT Firewall.
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Inter-VPC Firewall Toggles
Overview

Last updated : 2023-11-28 20:33:04

Features

Cloud Firewall allows you to enable or disable the firewall toggle between VPCs. You can create a firewall instance to
carry the access traffic between different VPCs. In addition, Cloud Firewall provides access control rules and a log
auditing system.

The inter-VPC firewall in the current version can protect Direct Connect gateways. The firewall instance supports
multi-level routing provided by Cloud Connect Network (CCN). The Direct Connect gateways connect to the cloud-
based VPC assets via CCN. This way, the inter-VPC firewall can detect the traffic in the connections.

This document describes how to create a firewall instance and view its bandwidth usage, specification, network

topologies, and firewall toggles on the Inter-VPC Firewall Toggles page.

Architecture

Before using this feature, make sure that you understand the components of an inter-VPC firewall.

An inter-VPC firewall comprises multiple firewall instances. Each firewall instance connects a VPC to the firewall.

4 Firewall name sl 2 Mode VPCmode  Custom route Instances 2 Toggles i Region Seoul Operation ¥
Instance D~ *1% i Region Seoul Network instan...2 Instance dete
Instance name w1 whgope AwEnin 2 Zone Seoul Zone 1 (Primary/Secondary) Peak bandwidth 0.00/1024 Mbps Status monit
Firewall Name  # M4’ Specification 1024 Mbps/20000 entries Deployed rules 1 141720000 rules More ¥
Instance ID t o Region Seoul Network instan...1 Instance dete
Instance name syt preevene 2 Zone Seoul Zone 1 (Primary/Secondary) Peak bandwidth 000/ 1024 Mbps Status monit
Firewall Name iy Specification 1024 Mbps/20000 entries Deployed rules 1 141/ 20000 rules More ¥

In essence, it directs traffic to its firewall instances by modifying VPC routes. Whether firewall instances can
communicate with each other depends on the reachability of the routes in VPCs, as the firewall instances cannot
establish basic networking. However, this can be implemented by modifying the next hop in a VPC route table or multi-
route table in CCN.
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Handling Abnormal Scenarios

When an inter-VPC firewall is turned on or off, the routing policy changes accordingly, triggering short network
interruptions. If you need to perform batch or frequent operations on the firewall toggles, it is better to operate at late
night.

Notes

Such problem does not occur to edge firewall toggles.

The inter-VPC firewall toggle is on top of the peering connection between VPCs or CCN. If you change or delete the
configurations of the peering connection or CCN, the firewall toggle will also be automatically changed or deleted. In
order not to affect your business, Cloud Firewall can immediately change or delete only the toggles that are off.

Notes

When the associated Tencent Cloud asset is changed or deleted, the edge firewall toggle will be synced as well within
5 minutes.

If there is no working route between the two VPCs, the firewall cannot be enabled.

Notes

To configure peering connections, see Configuring the Route to Peering Connection. To configure CNN routes, see
Route Overview.

When the Cloud Firewall toggle is on, DO NOT change the associated VPC route tables manually in the VPC
console. This can invalidate the firewall and disconnect the network as the changes to the route tables are not synced
to the Cloud Firewall.

When the Cloud Firewall toggle is off, you can change the route of a peer connection or CCN instance. Please DO

NOT enable the route marked with "Firewall". This can invalidate the firewall and disconnect the network.

See Also

For more information about configuring firewall toggles for your public IPs and associated cloud assets, see Edge
Firewall Toggle.

For more information about managing traffic and protecting assets in the private network or forwarding network traffic
based on SNAT and DNAT, see NAT Edge Firewall Toggle.

For more information about the inter-VPC firewall, see Inter-VPC Firewall.
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Creating Inter-VPC Firewalls

Last updated : 2023-11-28 20:37:12

VPC Mode

1. Log in to the Cloud Firewall console, and select Firewall toggle > Inter-VPC toggle in the left sidebar.

2. On the Inter-VPC toggle page, click the Firewall instances page and then click Create instance.

Firewall toggles

Edge firewalls NAT firewalls Inter-VPC firewalls
Status monitoring Last 7 days i ¢
Firewall bandwidth peak Single instance peak bandwidth Bandwidth usage (i)

2.8 ops 2.8 s 12 o

Iy Vaj

Network topology Firewall instance Firewall toggles

Create firewall Sync assets Sync routing All firewalls v

3. In the pop-up inter-VPC firewall window, enter the instance name, select VPC mode and click Next.
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Create inter-VPC firewall X

® 1. A firewall contains multiple firewall instances. You can adjust the
configuration as needed.
2. At first, you need to create a firewall and choose the firewall deployment
mode.
3. Create a firewall instance and connect to a VPC.
4. Configure the firewall and VPC

o Step 1 > >

Mode o VPC mode (3) CCN mode (3)
SASE mode (3)

Cancel

Parameter description:

Instance name: The custom name of the firewall instance.

Modes:

VPC mode: Connect the asset to CFW via VPC. Modify the VPC route table to direct the route.

CCN mode: Connect the asset to CFW via CCN. Modify the CCN route table to direct the route. Note that the CCN
instance must support multi-routes.

SASE mode: The feature is currently in beta test. To try it out, submit a ticket.

Privet network mode (CDC): It works the same as the VPC mode and only applies to the CDC environment.

4. Enter the firewall instance name and region, configure the disaster recovery, bandwidth and network settings, and

click Next. To create instances as you want, click

®
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Create inter-VPC firewall

@ 1. The current edition supports 10 VPC(s). To increase the quota, please Submit a ticket [4
2. You can deploy different firewall instances for different regions as need. Note that each VPC can only be connected to one firewall instance.
3. Firewall instances are connected by default. But the firewall only allows transfer between VPC connected via Peering Connect.

° Step1 ) o Step2 )

Create a firewall instance and connect it to a network instance

Firewall instance n...  Instanceregion  Remotedis..  Zone Specification Connect as an instance

1 1- Instance 1 Befjing v C) Random AZ v 104+ Mbps @ Connected networks (0) [

Back Cancel
Parameter description:
Region: Select the region where the VPC to protect locates.
Remote disaster recovery: Select it to enable remote disaster recovery.
Availability zone: Select an availability zone according to your needs.
Instance bandwidth: An instance supports 1-20 Gbps (up to 5 Gbps configurable). To set a bandwidth greater than
the configurable limit, submit a ticket or upgrade your service. If you need more than the maximum bandwidth
available, another firewall instance can be created. But make sure the throughput limit is not exceeded for each of your
firewall instances.
Connect as an instance: Click Connected networks, select VPCs within the region required, and click OK.
Important
A VPC associates with only one firewall instance.
Inter-VPC firewalls cannot communicate with the classic network, so peering connections or CCN instances must be
created between VPCs.
An inter-VPC firewall instance allows up to 10 VPCs in the same region. Multiple instances in the same region are
supported. Create an inter-VPC firewall instance based on the region where a VPC is located before accessing the

network.
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Select the VPC to connect to %

@ Each firewall instance can connect up to 10 network instances. Create more
firewall instances if you have many network instances.

Select VPCs to associate

ID/name CIDR Region

Npo-BEERTg

. TS ERIAENED Beijing
208 .ET.';:'.:r'L:i_ ;-,_'i,.'.«,L- FERT T EXIgee
$ e oI O nn
T emdakiaz {314 Beijing
4 --L' ']
Yo idaslibdiga e
1R ahiEg Beijing
LR R Tt BN A e
0 of 3 selected
OK Cancel

5. Configure the routing subnet, firewall VPC, and routing mode, and click Create after checking these settings.

Notes
The creation process takes several minutes to complete.
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Create inter-VPC firewall p 4

@ 1. A routing VPC can route traffic to the firewall. You can select the creation
mode. The routing VPC cannot be modified after the creation of firewall.
2. The firewall toggle deployment and route directing modes vary for
different route modes. Select the one best suits your service networking
mode.

° Step 1 > ° Step 2 > o Step 3

Firewall network configuration

How to create the routing subnet (5) o Primary network range preferred

Secondary network range preferred

Custom
Firewall VPC @ O Auto Custom
g mode @ o Point to point Point to multipoint
Fullmesh Custom route

Back Cancel

Parameter Description

CFW creates a 24 subnet in the connected VPC to route traffic to the firewall in three different
ways. Once created, the subnet cannot be modified.
Primary network range preferred: Automatically select an idle subnet range in the selected VPC.

Create If the VPC does not have available subnet IPs, a secondary network range is used.
routing Secondary network range preferred: Choose an idle secondary network range first. This mode
subnet does not consume the VPC's subnet quota. For more information about secondary network

ranges, see Editing IPv4 CIDR Blocks.
Custom: Specify a 24 network range within the CIDR block of the current VPC, such as
192.168.0.0/24.

It connects firewall instances and must be created in the regions where the VPCs you want to
connect are located.

Auto: CFW automatically creates a VPC with a /20 range that does not conflict with the
connected VPCs.

Custom: Set a VPC with a /20 range that does not conflict with the connected VPCs, such as
192.168.1.0/20.

Firewall VPC
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Routing The way that networks are interconnected determines the firewall toggles and routing modes.
mode Choose a routing mode that best suits your needs.
Point-to-point: It is suitable for connecting a few VPCs with a simple network topology. In this
mode, one toggle is generated for each VPC-to-VPC connection.
Point to multipoint: It is suitable for connecting multiple VPCs to a simple network topology,
such as a star network topology. In this mode, one toggle is set for each VPC and traffic
between two VPCs goes through two firewall toggles.
Fullmesh: It is suitable for connecting many VPCs to a complex network topology, such as a
mesh network topology. In this mode, only one firewall toggle is set to control all VPC routes.
Custom route: In this mode, no firewall toggles are set. You can configure a custom route as
guided in Configuring Custom Routes after creating a firewall.

Note: Custom route is only supported in multiple regions. For available routing modes, go to the
CFW console.

CCN Mode

Important:

CCN has begun charging on connected network instances and inbound traffic from July 1, 2023, so creating a firewall
VPC for your connected network instance may incur costs. For more details, see Start Charging on CCN Connected
Network Instances and Inbound Traffic.

1. Log in to the Cloud Firewall console, and select Firewall toggle > Inter-VPC toggle in the left sidebar.

2. On the Inter-VPC toggle page, click the Firewall instances page and then click Create instance.

Firewall toggles

Edge firewalls NAT firewalls Inter-VPC firewalls
Status monitoring  Last 7 days il ¢
Firewall bandwidth peak Single instance peak bandwidth Bandwidth usage (i)

2.8 cons 2.8 vops 12 e

fru') Pours

Network topology Firewall instance Firewall toggles

Create firewall Sync assets Sync routing All firewalls v

3. In the pop-up inter-VPC firewall window, enter the instance name, select CCN mode and click Next.
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Create inter-VPC firewall

@ 1. A firewall contains multiple firewall instances. You can adjust the
configuration as needed.
2. At first, you need to create a firewall and choose the firewall deployment
mode.
3. Create a firewall instance and connect to a VPC.
4. Configure the firewall and VPC

o Step 1 > >

Mode VPC mode (5) o CCN mode (5)
SASE mode (5)

Cancel

4. Select a CCN instance to be added to the inter-VPC firewall, and click OK.

Important

Tencent Cloud Firewall

The CCN instance must support the multi-route table mode. If not, contact the CCN side to enable the multi-route

table feature.
In the CCN mode, inter-VPC firewalls can be created in specified regions.

In the CCN mode, an inter-VPC firewall is associated with only one CCN instance.
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Select the VPC to connect to

@ Each CCN instance can be associated with only one firewall.

Select a CCN instance

ID/name Associated instances

O LIS by,
g g g 3
St Wlmuie,d

AT T ey TR

1 in total

Tencent Cloud Firewall

5. After selecting a CCN instance, select a region available for the connected VPC in the drop-down. A firewall

instance then will be created in this region. You can configure the firewall instance name, remote disaster recovery,

and instance bandwidth specifications, and click Next.

©2013-2025 Tencent Cloud International Pte. Ltd.

Page 50 of 265



@ Tencent Cloud Tencent Cloud Firewall

Create inter-VPC firewall

@ 1. In CCN mode, each firewall can only be bound with one CCN instance.
2. In the CCN mode, you can create only one firewall instance in one region. If you choose "Multiple regions®, the optimal line is chosen.
3. The associated CCN instance must support multi-route. If not, please submit a ticket to enable the support for multi-route tables for the CCN instance.

° Step 1 > 9 Step 2 >

Select a CCN instance
Select again Arv PR ]

Select a region/AZ and create a firewall instance (3)

. Remote
= Firewall instance name Region disaster Zone Instance bandwidth
# ®
recovery
test-Singapore Singapore C) Random AZ i 4 1024+ Mbps @
test-Tokyo Tokyo C) Random AZ v 1024+ Mbps @
test-Toronto Toronto Random AZ : 4 1024+ Mbps @

Back Next Cancel

Parameters:

Region: Select the region where the VPC to protect locates.

Notes

If only one region is selected to deploy a firewall instance, all inter-VPC traffic with the firewall toggles on will pass
through the firewall instance in that region. This is suitable for a business network with a star topology.

If all regions are selected to deploy firewall instances, all inter-VPC traffic with the firewall toggles on will pass through
the firewall instances in those regions. This is suitable for a business network with a mesh topology.

Custom route is only supported in multiple regions.

Remote disaster recovery: Select it to enable remote disaster recovery.

Availability zone: Select an availability zone according to your needs.

Instance bandwidth: An instance supports 1-20 Gbps (up to 5 Gbps configurable). To set a bandwidth greater than
the configurable limit, submit a ticket or upgrade your service. If you need more than the maximum bandwidth
available, another firewall instance can be created.

Important

Make sure the throughput limit is not exceeded for each of your firewall instances.

6. Configure the routing VPC and routing mode. Click Create after checking these settings.

Notes

The creation process takes several minutes to complete.
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Parameter Description

CFW can route traffic to the firewall through a VPC with /20 range. It can be created in the
associated CCN instance via three different ways.
Auto: A random idle /20 range is selected.
Custom: Set a VPC IP range to be used for the firewall on your own. It must be a /20
Create routing range. For example, 192.168.1.0/20.
VPC Important:
CCN has begun charging on connected network instances and inbound traffic from July 1,
2023, so creating a firewall VPC for your connected network instance may incur costs.
For more details, see Start Charging on CCN Connected Network Instances and Inbound
Traffic.

The way that networks are interconnected determines the firewall toggles and routing
modes. Choose a routing mode that best suits your needs.

Point-to-point: It is suitable for connecting a few VPCs with a simple network topology. In
this mode, one toggle is generated for each VPC-to-VPC connection.

Point to multipoint: It is suitable for connecting multiple VPCs to a simple network
topology, such as a star network topology. In this mode, one toggle is set for each VPC
and traffic between two VPCs goes through two firewall toggles.

Routing mode Fullmesh: It is suitable for connecting many VPCs to a complex network topology, such as
a mesh network topology. In this mode, only one firewall toggle is set to control all VPC
routes.

Custom route: In this mode, no firewall toggles are set. You can configure a custom route
as guided in Configuring Custom Routes after creating a firewall.

Note: Custom route is only supported in multiple regions. For available routing modes, go
to the CFW console.
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Viewing Inter-VPC Firewalls

Last updated : 2023-11-28 20:40:15

Viewing bandwidth monitoring

Inter-VPC firewalls support monitoring the bandwidth of the entire firewall and individual instances. You can query in
different ways.

1. Log in to the Cloud Firewall console, and select Firewall toggles > Inter-VPC toggles in the left sidebar.

2. On the page that appears, open the monitoring panel via one of these three methods:

Click

h
in the ’:op right corner, or click Firewall bandwidth peak > Single instance peak bandwidth.

Firewall toggles

Edge firewalls NAT firewalls Inter-VPC firewalls

Status monitoring  Last 7 days |

Firewall bandwidth peak Single instance peak bandwidth Bandwidth usage (i)

2.8 2.8 s 12 6

Click Firewall instance, select the target instance, and click Operation > Bandwidth monitoring.

4 Firewallname ¢ vt Mode VPCmode  Custom route Instances 2 Toggles 1 Region Seoul Operation ¥

Configure insta

Instance 1D nr toi Region Seoul Network instan...2 IBWdW‘dth mot

Instance name  Fieiqis of (4474 / Zone Seoul Zone 1 (Primary/Secondary) Peak bandwidth 0.0/ 1024 Mbps Terminate firew

Firewall Name Specification 1024 Mbps/20000 entries Deployed rules 1 141720000 rules More ¥

Click Firewall instance, select the target instance, and click Status monitoring.
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4 Firewall name i3 oA Mode VPCmode  Custom route Instances 2 Toggles 1 Region Seoul Operation ¥
Instance ID e visd Region Seoul Network instan...2 Instance dete
Instance name  1ejdi sl iikeay 2 Zone Seoul Zone 1 (Primary/Secondary) Peak bandwidth 0.0/ 1024 Mbps I Satusmionil
Firewall Name 4 i3k i) Specification 1024 Mbps/20000 entries Deployed rules 1 141/ 20000 rules More ¥
Instance ID v Region Seoul Network instan...1 Instance dete
Instance name 1 pAITY Vv 2 Zone Seoul Zone 1 (Primary/Secondary) Peak bandwidth 000/ 1024 Mbps Stiiia kit
Firewall Name ¢ {331 1 Specification 1024 Mbps/20000 entries Deployed rules 1 141/ 20000 rules More ¥

3. In the monitoring panel, filter data by the firewall or firewall instance, and specify a time range. The overall
bandwidth usage and the peak amount will be displayed.

Important

The minimum granularity affects the accuracy of the observed peak bandwidth. To get the actual peak value, go to the

TCOP console or view specific metrics in the monitoring panel.

Status monitoring  Inter-VAC firewall v T v B 3 Lasthour Last 24 hours Last 7 days 1month )

@ 1. CFW monitors the inter-VPC firewall bandwidth. You will receive alerts about the bandwidth usage.
2. When the firewall bandwidth usage is about to reach the quota limit, you can turn off some toggles according to the monitoring data.

3. If the bandwidth specification is exceeded, the firewall switches to the Bypass mode, all limits on routes are lifted, Firewall policies are invalid,

Firewall toggle bandwidth monitoring

e ==
Peak bandwidth 110 "
2.8 Kbps - 4 ﬂ A
[sage ratic: 0%
Toggle ID/name Toggle details Peak bandwidth $ On/Off  Operati..
REARNY MR
Check
PA /i, RO b4} Jos 34 = R 2.8Kbps Enable .
kil il toggle

A BT itk 1)

4. In the monitoring panel, click View all monitoring metrics to open a dashboard that shows all metrics of a firewall

instance, including concurrent connections, and both inbound and outbound private packets and private bandwidth.
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These metrics are also viewable in the TCOP console, and alerts can be configured as needed.

Viewing specifications

To check specification information of connected network instances and inter-VPC firewall instances, go to Firewall
toggles page > Specifications. Click Purchase & Upgrade in the top right corner to go to the purchase page. For
users of CFW Enterprise, one inter-VPC firewall can be created. For CFW Ultimate users, up to 3 inter-VPC firewalls

are allowed.

Firewall toggles Instructions B User doat

Edage firewalls NAT firewalls Inter-VPC firewalls

Status monitoring  Last 7 cays Mo Specifications Purchase & Upgrade [ | View pricr
Firewall bandwidth peak Single instance peak bandwidth Bandwidth usage (1) Network instances Number of inter-VPC firewalls

2.8 Kbps 2.8 Kbps 1 2 Gbps 7 3
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Managing Inter-VPC Firewalls

Last updated : 2023-11-28 20:41:56

After an inter-VPC firewall is created, you can manage its instances separately.

Viewing an Instance

1. Log in to the Cloud Firewall console, and select Firewall toggle > Inter-VPC toggle in the left sidebar.

2. On the page displayed, click Firewall instance to view the created firewall and its deployed firewall instances.
Notes

Specification: The maximum amount of bandwidth and maximum number of rules for the current firewall instance. For

more details, see NAT Firewall Toggle.

Network topology Firewall instance  Firewall toggles

Create firewall Sync assets Sync routing Al firewalls ¥ |

4 Firewallname ~ 1inisds 2 Mode VPCmode  Custom rcute nstances 2 Toggles 1 Region Seoul Operation ¥
Instance ID Region Seoul Network instan...2 Instance details

/ Tone Seoul Zone 1 (Primary/Secondary) Peak bandwidth 0.00/ 1024 Mbps Status monitorir
Firewall Name [ Specification 1024 Mbps/20000 entries l Deployed rules ¥ 141720000 rules More ¥
Viewing Associated Toggl
To filter associated firewall toggles, click Toggles on the firewall instance page.

A Firewallname v 4% Mode VPCmode  Point to point Instances 1 Toggles 1 Region Guangzhcu Operation ¥
nstance ID witn b Region Guangzhou instan...2 Instance details
nstance name Asare wmatel 2 Zone Guangzhou Zone 3 (Primary/Secondary) Peak bandwidth 0.00 /1024 Mbps Status monitorin
Firewall Name \2¥4Y Specification 1024 Mbps/20000 entries Deployed rules 1 141/20000 rules

More ¥

Configuring Firewall Instances

1. On the firewall instance page, locate the target inter-VPC firewall and select Operation > Configure instance.
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A Firewall name Wi 9% / Mode VPCmode  Point to point Instances 1 Toggles 1 Region Guangzhou Oreration ¥
| Configure instanct
nstance D #4543 asdpe Region Guangzhou Network instan...2 Bandwidth monitc
nstance name  yus baw yevivad 4 Tone Guangzhou Zone 3 (Primary/Secondary) Peak bandwidth 000/ 1024 Mbps Terminate firewall

Specification 1024 Mbps/20000 entries Deployed rules 1 141/ 20000 rules More ¥

2. Modify the name, specification and connected network instances initially configured when the firewall instance is

created, and add new instances as needed.

Edit inter-VPC firewall

@ 1. The current edition supports 10 VPC{s). To increase the quota, please Submit a ticket [2
2. You can deploy different firewall instances for different regions as need. Note that each VPC can only be connected to one firewall instance.
3. Firewall instances are connected by default. But the firewall only allows transfer between VPC connected via Peering Connect.

osmn > osmpz >

Create a firewall instance and connect it to a network instance

Firewall instance n... J Instanceregion Remotedis.. Zone Specification Connect as an instance

1 s v ' v 1024 | + |Mbps @ Connected networks (2)

Cancel
3. When new VPCs are added to the inter-VPC firewall, its network configuration applies automatically. To create a
custom forwarding subnet, add the corresponding subnet CIDR manually.
Important

The firewall network configuration cannot be changed.
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Create inter-VPC firewall b4

(D 1. A routing VPC can route traffic to the firewall. You can select the creation
mode. The routing VPC cannot be modified after the creation of firewall.
2. The firewall toggle deployment and route directing modes vary for
different route modes. Select the one best suits your service networking
mode.

° Step1 > ° Step2 > o Step 3

Firewall network configuration

1g subnet (1) o Primary network range preferred

Secondary network range preferred

Custom

Firewall VPC (@ Q Auto Custom

Routing mode (D) o Point to point Point to multipoint
Fullmesh Custom route

Back Cancel

Terminating Inter-VPC Firewalls

On the firewall instance page, locate the target inter-VPC firewall and select Operation > Terminate firewall. It will
then be terminated after your confirmation.
Important

If Custom route is set, you need to restore the route manually.

4 Firewallname  w1ww 2 Mode VPCmode  Point to point nstances 1 Toggles 1 Region Guangzhou Operation ¥
Configure instanc

nstance D @4 A, 124 436 Region Guangzhou Network instan...2 Banduidth monitc

dwidth 0.00 /1024 Mbps ITerm\'rate firewall

Specification 1024 Mbps/20000 entries Deployed rules 1 141/ 20000 rules More ¥

FERITTRTSY v Zone Guangzhou Zone 3 (Primary;Secondary) Peak
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Managing Inter-VPC Firewall Instances

Last updated : 2023-11-28 20:45:15

After an inter-VPC firewall is created, you can manage its instances separately.
1. Log in to the Cloud Firewall console, and select Firewall toggle > Inter-VPC toggle in the left sidebar.
2. On the Inter-VPC toggle page, click Firewall instance.

Viewing Instance Details

1. On the firewall instance page, click the Firewall instance ID or Instance details on the right.

Firewallname  #1raw Mode VPCmode  Custom route Instances 2 Toggles 1 Region Seoul Operation ¥

Region Seoul Network instan...2 I Instance details
v Zone Seoul Zons 1 (Primary/Secondary) Peak ba t 0.0 /1024 Mbps Status monitoril
Specification 1024 Mbps/20000 entries Deplayed rules + 141720000 rles More ¥
nstance D Region Seoul Network instan...1 Instance details
/’ Zone Seoul Zone 1 (Primary/Secondary) 0.0C /1024 Mbps Status monitoril

Specification 1024 Mbps/20000 entries Deployed rules 1 141/20000 rules

More ¥

2. The instance details page appears and displays the instance configuration.
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Firewall instance B RN iy

C s VPC mode

B ) e 2o : P
Region Seoul

Peering connections (1)

Network Instances VPC (2)

de Custom route

Network instances

Change associated instances

ID/name Instance type

VPC

VPC

Viewing Associated Toggles

Tencent Cloud Firewall

Adjust ... il O e 2

Specification (i)

1024 v

2788 Published rules; 141
Region CIDR

Seoul TR AN

Seoul RGN

To filter associated firewall toggles, click More > View firewall toggles on the firewall instance page.

Firewall name  '1*aiy / Mode VPCmode  Point to point

nstance ID Region Guangzhou

nstance name ' Vi Zone Guangzhou Zone 3 (Primary/Secondary)
Firswall Name w Specification 1024 Mbps/20000 entries

Notes

nstances 1 Toggles Region Guangzhou Operation ¥

Network instan...2

Instance details

00071024 Mbps Status monitoril

141/20000 rules Mo

ey

A toggle can be associated with multiple firewall instances and controls traffic going through these firewall instances.
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Terminating Inter-VPC Firewall Instances

To terminate any firewall instance, all toggles must be disabled.

1. On the firewall instance page, click Toggles on the right of the corresponding inter-VPC firewall.

Network topology Firewall instance Firewall toggles

Enable all Disable all ¥ Alstatuses v

Toggle ID/name Routing mode T Toggle details Firewall instance T Firewall toggles @
[P LR A0
P TEOY
D Point to point = -ty ()

10 v /page

2. Click Disable all to disable all toggles.
3. Click More > Terminate instance. The current firewall instance will be terminated after confirmation.

Notes
After termination, the VPCs will be automatically disconnected and the corresponding quota will be returned.

A Firewall name  wzae 2 Mode VPCmoce  Point to point Instances 1 Toggles 1 Region Guangzhou

stance ID e iomin Region Guangzhou
NStance Name  wases i Zene Guangzhou Zone 3 (Primary/Secondary) Peak bendwidth 0.00/1024 Mbps
Firewall Name ~ waass Specification 1024 Mbps/20000 entries Deployed rules 1 141720000 rules
. Firewall name ~ w3tmi2g Mode VPCmode  Point to point nstances 1 Toggles 1 Region Singapore
nstance D ren A Region Singapore Network instan...2

Changing Associated Instances

To change the associated instance, all toggles must be turned off.
1. On the firewall instance page, click Toggles on the right of the corresponding inter-VPC firewall.

A Firewallname %9 / Mode VPCmoce  Point to point Instances 1 Toggles Region Guangzhou

nstance D Ve Region Guangzhou Network instan...2
nstance name ' Vi Zone Guangzhou Zone 3 (Primary/Secondary) Peak bandwidth 0.00/1024 Mbps
Firewall Name Specification 1024 Mbps/20000 entries Deployed rules 1 141/ 20000 rules

2. Click Disable all to disable all toggles.

Operation

View rules  More

1 /1 page

Operation ¥

Instance details
Status monitorit
More ¥
View firewall tog
Enable Bypass
Change associate

Terminate instan:

i

Operation ¥

Instance details
Status monitorin

More v
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Network topology Firewall instance Firewall toggles

Enable all - v Alstatuses v

Toggle ID/name Routing mode T Toggle details Firewall instance T
3N
fainan
rines Point to point = ety

3. Click More > Change associated instances to edit the settings.
Important
Associated instances can be changed if an inter-VPC firewall is connected in the VPC mode.

If it's connected in the CCN mode, this feature is unavailable.

- Firewall name wsd: / Mode VPCmode  Pointto point nstances 1 Toggles 1 Region Guangznou
nstance ID LA T Region Guangzhou Network instan...2
/ Zone Guangzhou Zone 3 (Primary/Secondary) Peak bandwidth
Specification 1024 Mbps/20000 entries Deployed rules 1
. Firewall name W . & /' Mode VPCmode  Pointto point nstances k Toggles 1 Region  Singapare

Instance D - Region Singapore Network instan...2

4. In the pop-up window, select a VPC to reconnect to and click OK.
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Firewall toggles ® Operation

() View rules ~ More

10 v /page 1 [ 1page

Operation ¥

Instance details
0.0071024 Mbps Status monitorin
141/ 20000 s

View firewall togg

Enable Bypass

Change associate

Terminatz instanc
e usae
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Select the VPC to connect to b4

(D Each firewall instance can connect up to 10 network instances. Create more
firewall instances if you have many netwaork instances,

Select VPCs to associate

= ID/name CIDR Region
= HI O Singapore
NG 3 da g Ll .
G 143 HEAd Singapore
PR L

QLIS AT WL SR aie A et e E
153 i didten Singapore

TR g

EBEL i

Singapore

B 1ty W e fiboerd = )

3 of 14 selected

Bypass Mode

Inter-VPC firewalls provide Bypass mode that allows instance traffic to bypass your firewall. Use this mode only for
debugging.

On the firewall instance page, click More > Enable Bypass / Disable Bypass.

Important

Disable Bypass mode once the debugging completes.
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4 Firewallname  isewe 2 Mode
nstance ID L nes Region
nstance name  +e / Tone
Firewall Name ~ weas Specifi

4 Firewallname  Wigl & Mode

nra IN Rani

catior

VPCmode  Point to point

Guangzhou
Guangzhou Zone 3 (Primary;Secondary]

1024 Mbps/20000 entries

VPCmode  Point to point

Sinnanara
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nstances 1 Toggles 1 Region Guangzhou Operation ¥

Network instan...2 Instance detail:

ndwidth 0.00 /1024 Mbps Status monitor

141 /20000 rules

More v
View firzwall tog

Enable Bypass

f

1 Region Singapore

Change associat

Terminate instar
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Managing Firewall Toggles

Last updated : 2023-11-28 20:51:48

On the Firewall Toggles page, you can control traffic between VPCs through inter-VPC firewall toggles. You don't need
to adjust the firewall settings when there is an asset change, as CFW can automatically sync assets in a short time.
Important

Enabling/Disabling firewall toggles involves switching networks and routes. This can cause a short network jitter and

interruption.

Route Modes

There are four route modes available for firewall toggles.

Point-to-point mode: A firewall toggle is set for one pair of interconnected VPCs. A pair of interconnected VPCs is
enabled by one peering connection or CCN instance.

Point to multipoint mode: A firewall toggle is set for one VPC and controls all traffic entering or leaving this VPC. Traffic
exchanges between two VPCs go through two separate firewall toggles.

Fullmesh mode: A firewall toggle is set for all associated VPCs.

Custom route: Only associated VPCs are displayed.

Changes made to a VPC peering connection or CCN instance are synced to firewall toggles, which must be disabled
to avoid any business interruption.

Important:

Though CFW cannot connect to the classic network, firewall toggles can be automatically created based on reachable

routes. If there is no toggle, check whether there is a peering connection or CCN instance.

Enabling Firewall Toggles

After the toggle is turned on, the system automatically modifies the routing policy of the relevant route table. The traffic
between the local network and the peer network, which are associated with the firewall toggle, is directed to the inter-
VPC firewall.

1. On the Inter-VPC toggle page, firewall toggles can be turned on in the following ways.

Single: Select a firewall toggle and click the

icon in the Firewall toggle column. Click OK in the pop-up confirmation window.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 65 of 265


https://console.tencentcloud.com/cfw/switch/vpc/vpc?tab=instance
https://console.tencentcloud.com/cfw/switch/vpc/vpc?tab=instance

@ Tencent Cloud Tencent Cloud Firewall

Network topology Firewall instance Firewall toggles

Enable all Disable all A v Alstatuses v

Toggle ID/name Routing mode T Toggle details Firewall instance Y Firewall toggles @ Operation
v WA
Point to point EEN TN = [ ISR LY ' . C) Viewrules  Mon
10 v /page 1 /1page

Batch: After selecting multiple firewall toggles, click Batch enable in the top left corner. Click OK in the pop-up

confirmation window.

Network topology Firewall instance Firewall toggles

Batch enable Betch disable vpe_lsy v Allstatuses v
Toggle ID/name Routing mode T Toggle details Firewall instance Y Firewall toggles ® Operation
b idetei 4 Point to point 2 i () View rles  More

10 v /page 1 /1 page
All: Click Enable all in the top left corner.
Network topology Firewall instance Firewall toggles
Enable all Disable all & v Allstatuses w
Toggle ID/name Routing mode T Toggle details Firewall instance Y Firewall toggles @ Operation
Poittopoint s ks s AR e TR C) View rules Mo
10 v /page 1 /1 page

2. In the confirmation window displayed, click OK to enable protection.
Important

If the VPC peering connection or CCN instance is not correctly configured, the firewall cannot be enabled.

When the firewall toggle is on, don't change the corresponding routes manually in the VPC console. Otherwise, the

network gets interrupted due to the missing routes.

Disabling Firewall Toggles

When the firewall is disabled, the original route policies are restored. The traffic between the local network and peer
network goes through the original path instead of the inter-VPC firewall.

1. On the Inter-VPC toggle page, click Firewall toggle. You can turn off firewall toggles individually, in a batch, or all
of them.

Single: Select a firewall and click the
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icon in the Firewall toggle column. Click OK in the pop-up window to disable it.

Network topology Firewall instance Firewall toggles
Enable all Disable all v All statuses ¥
D Toggle ID/name Routing mode Y Toggle details Firewall instance T Firewall toggles ® Operation
T A IS
e
View r A
o Point to point Vi - [ () Viewrules ~ More
anaun ol

otal items 10 v /page 1 /1 page
Batch: After selecting multiple firewall toggles, click Batch disable in the top left corner. Click OK in the pop-up

confirmation window.

Network topology Firewall instance Firewall toggles

Batch enable Batch disable I'di v All statuses v

Toggle ID/name Routing mode Y Toggle details Firewall instance T Firewall toggles ®  operation
Y AVEINE . .
W Point to point Bpsean = . Piviaew D View rules Mot
10 v /page 1 /1 page

All: Click Disable all in the top left corner.

Network topology Firewall instance Firewall toggles

Enableall Disable all v Allstatuses 4

Toggle ID/name Routing mode Y Toggle details Firewall instance Y Firewall toggles ®  Operation
‘ L] -
D Point to point (AT # \ asr - O Viewrules ~ More
10 v /page 1 /1 page

2. In the confirmation window displayed, click OK to disable the protection.
Important
After the firewall toggle is disabled, you can switch the VPC routes as needed. Do not manually enable the firewall

routes, otherwise this will cause network interruptions and firewall toggle failure.

Viewing Rules

1. On the Inter-VPC toggle page, click Firewall toggle.

2. On the Firewall toggle page, click View rules on the right of the target firewall toggle.
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Network topology Firewall instance Firewall toggles

Enable all Disable all " v Allstatuses v

Toggle ID/name Routing mode T

D 4 RIER T i Point to point

Toggle details

1

3. On the Private network rules page, view and edit the rules as needed.

Access control

Edage firewall rules NAT firewall rules Enterprise security groups Private network rules

Rule list

Global rules Custom scope Rule quota ()

8 6 5000

Add rule Import rule Sort Batch operation More actions v Allstatuses

Priority ®  Accesssource @ Access destination @ Destination port ®
! B LR M

2 | GRS 151

3 [ 197 4998 9 5 ERIEE] )

4 @ wesye 30

Viewing Logs

Protocol

ANY

Tcp

TP

TCP

1. On the Inter-VPC toggle page, click Firewall toggle.

Policy ®

® Observe

® Block

@ Observe

® Observe

Recent operations ()

2023-07-05 10:00:00
2023-07-0412°5:04
2023-07-04 127442

2023-07-0412:4:14

Scope T

ALL
Global policy

ALL
Global policy

ALL
Global policy

ALL
Global policy

Tencent Cloud Firewall

Firewall instance T Firewall toggles 0] Operation
caur
Vb @tliiedla 0 View rules | Mort
Vom
10 v /page 1 /1page
Rule bz

sihAs R

Tytesmy

Description (0] Hit count Status

209 [ O]}
0 Qo
(28] 0 ()(7}

i 7 ()@

2. On the page that appears, select More > View logs to view access control logs or traffic logs.

Network topology Firewall instance Firewall toggles

Enableall Disable all ' v Allstatuses v

Toggle ID/name Routing mode T

Poirt to point
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Toggle details

mRan

1

kvl

View operatic

Detai
Detai

Detai

Ope

Edit = Addone above

Edit ~ Addone above

Edit ~ Add one above

Edit  Addone above

Firewall instance Y Firewall toggles @ Operation

LI

A e D View rules ~ More

Access control logs Vizw logs

. Traffic logs /1 page

Wy /
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@ Tencent Cloud Tencent Cloud Firewall

Using Network Topologies

Last updated : 2023-11-28 20:54:48

Viewing Network Topologies

Cloud Firewall provides a dashboard displaying the access relation between VPC assets.
1. Log in to the Cloud Firewall console, and select Firewall toggle > Inter-VPC toggle in the left sidebar.
2. On the Inter-VPC toggle page, click Network topology to view associated VPC instances.

3. On the Network topology page, place the mouse over a VPC instance to show details.

Network topology ~ Firewall instance Firewall toggles

Sync assets

Inter-VPC firewall

4. Click this VPC instance to further view its connection with other VPC instances and the firewall toggle status. A

dark blue firewall toggle means it is turned on and a gray firewall toggle means it is turned off.
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Network topology ~ Firewall instance Firewall toggles

Sync assets v v

You have entzred the focused view. Click the blank area or press the Esc key to retum to the
& Back global view. Click other VPCs to switch views.

5. On the Network topology page, click Sync assets to synchronize assets. To view version information, just place

the mouse over Update engines.

Firewall toggles Instructions ]~ User do

Edge firewalls NAT firewalls Inter-VPC firewalls

Status monitoring  Last 7 days A (o) Specifications Purchase & Upgrade 2 View pric

Firewall bandwidth peak Single instance peak bandwidth Bandwidth usage (i) Network instances Number of inter-VPC firewalls

2.8 2.8 s 12 s 7 3

Network topology ~ Firewall instance Firewall toggles

Sync assets v x

6. On the Network topology page, click the

icon in the top right corner to view the operation guide, or click the

)
icon to refresh the network topology.

Viewing the Access Relation Between VPCs
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Cloud Firewall provides a dashboard displaying the access relation between VPC assets. In the VPC visualization
view, each node represents a VPC instance protected by the inter-VPC firewall, which is a centralized device for inter-
VPC firewall toggles. Each toggle controls different routes. Traffic between VPCs with firewall toggles turned on is
directed to the firewall for filtering and protection.

1. Log in to the Cloud Firewall console, and select Firewall toggle > Inter-VPC toggle in the left sidebar.

2. On the Inter-VPC toggle page, click Network topology to view associated VPC instances.

3. Hover the mouse over a VPC node to view its brief details. All VPC nodes interconnected to it will light up. Click the
VPC ID and the VPC details page opens.

Network topology Firewall instance ~~ Firewall toggles

Sync assets

Instance name

Region

e o et
Instance 1D ;
Wovepn
AT
v

Inter-VPC firewall

4. Click a VPC node. The page enters the focused view that displays the topology centered on the VPC node.
5. Interconnected VPCs are linked via a connection line, with a firewall toggle lying in the middle that can be managed

as needed. You can click the

icon to _go to the page for configuring access control rules.
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L:N

i #0  Peering Connections  warknitinia
L *
i

-

Firewall toggles ()

Important

In the "Point to point" mode, each pair of interconnected VPCs has only one firewall toggle.
In the "Point to multipoint" mode, each VPC has one firewall toggle.

In the "Fullmesh" mode, all VPCs has only one firewall toggle.

Point to point
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Network topology ~ Firewall instance Firewall toggles

Sync assets

& Back

Point to multipoint
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Fullmesh

Network topology Firewall instance Firewall toggles

Sync assets P

L B
hda !

0=
o]

Inter-VPC firewall
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Configuring Custom Routes
Overview

Last updated : 2023-11-28 20:23:18

When an inter-VPC firewall is set to Custom route, a custom route can be created to suit your needs.
Important:
Before using this mode, make sure that CFW has been connected to the classic network through peering connections

or CCN instances.

Concepts

Firewall instance

Similar to CVM, it is a virtualized instance that can perform all features of a firewall. View more details in the CFW

console.

Firewall VPC (CCN mode)

A VPC that is created by CFW in CCN can direct user network traffic to firewall instances, so as to enable protection.
Such VPC is named "Firewall VPC_DO NOT MODIFY". Go to the CCN instance details page and view more details.

Notes

A firewall VPC will be created in each region to handle traffic. Please do not modify it.

& Details of vinr 110 Help of Cloud Connect N

Associated to Monitoring Bandwidth management Route table Route table selection policy

@ To prevent your service from being affected by the slow network due to the low cross-region bandwidth cap, it's recommended to adjust the CCN instance bandwidth after adding a network instance. Configure alarms [2

Add instance

ID/Name Status Instance type Account Association time Region Bound route table Remark Operation
! 51 = - Dedicated firewall VPC ; . Disassociate
Dedicated firewall VPC ~ Connected Virtual Private Cloud My account 2023-07-08 15:05:56 Singapore § Dedicated firewall inst... y
routing table_Do not Bind route table
Do not delete or modify "
delete or modify

Firewall route table (CCN mode)

A route table that is automatically created by CFW can distribute traffic. Such route table is named "Firewall VPC route
table_ DO NOT MODIFY".
Important

A firewall route table will be created in each region. Please do not modify it.
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e Details oft swsiewr o nasrwfr Expand +
_default rth
Route reception policy Route Bind instance
Qol
Dedicated fir
ewall VPCro # Destination Status @) V Next hop T Next hop region Update at Enable routing
uting table ...

Vaid Dedicated frewall VPC Do Singapore 2023-07-08 16:30:22 O
not delete or modify

Invalig Dedicated frewall VPC Do Singapore 20230708 17:15:13 »
not delete or modify

Firewall VPC

A VPC that is created by CFW in CCN can direct user network traffic to firewall instances, so as to enable protection.
Such VPC is named "Firewall VPC_DO NOT MODIFY". Go to the CCN instance details page and view more details.

Notes
A firewall VPC will be created in each region to handle traffic. Please do not modify it.

€& Details of e 10t Help of Cloud Connect N

Associated to Monitoring Bandwidth management Route table Route table selection policy

@ To prevent your service from being affected by the slow network due to the low cross-region bandwidth cap, it's recommended to adjust the CCN instance bandwidth after adding a network instance. Configure alarms [2

ID/Name Status Instance type Account Association time Region Bound route table Remark Operation
e = ) . . Dedicated firewall VPC : : ) Disassociate
Dedicated firewall VPC ~ Connected Virtual Private Cloud My account 2023-07-08 15:05:56 Singapore ) Dedicated firewall inst... y
) routing table Do not Bind route table
Do not delete or modify :
delete or modify

Working Mode

VPC mode
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@ Internet

A

North-south traffic

v

©J Internet Edge Firewall

' +

North-south traffic North-south traffic
v \ 4
VPC1 VPC2
Elastic IP Elastic IP
A A
North-south traffic North-south traffic
v v
Subnet - Peering Connection >SUbﬂe’E
®© @ - > ® ®
Cloud Connect Network
Cloud Cloud Cloud Cloud

asset asset *—— @ —»  asset asset
Inter-VPC Firewall Enabled

CCN mode

In this mode where the inter-VPC firewall and all service VPCs are connected to the same CCN instances, service

traffic is directed via a firewall VPC subnet.
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@ Internet
+ A
North-south traffic
v
@ Internet Edge Firewall North-south traffic
North-south traffic
\ 4 \ 4
VVPC Local IDC
Elastic IP Subnet
©® ®
Subnet Cloud Cloud

t t
@ @ Inte?fpc asse I asse

Cloud Cloud Firewall Enabled

asset asset
&l Direct Connect
Gateway

() Cloud Connect Network GJ
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VPC Mode

Last updated : 2023-11-28 20:25:44

Step 1. Creating an Instance with Custom Route

Create an instance as instructed by Creating Inter-VPC Firewalls. Select Custom route for the route mode.

Step 2. Configuring the Forwarding Route

1. View the two peered VPCs, namely VPC A and VPC B.
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Basic information

Name SUHETT I

ID

Status Connected

Local region Southeast Asia (Singapore)

Local VPC A-NMRPC
Peer region Southeast Asia (Singapore)
Peer account My account

Peer VPC B-VVPC

Bandwidth cap  Unlimited
Service level Gold (3

Creation time 2022-10-12 14:55:35

2. On the Route Table page, find all route tables associated with VPC A. Select the route table named "default” by

clicking its ID.
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Route table @S‘mgaporeﬁi v wimrLrrrorst LT g v Help of Route e
ID/Name Type Network Associated sub... |~ Creation time Tags 7 Operation

(7Y

Custom tabl 1 2023-01-1216:43:19 More ¥
Firewall routing_Do not delete or modify »* S A<VP.C
LAALRAL | 7
NAT security gateway routing_Do not delete  Custom table Shih vy e 1 2023-01-12 15:01:39 More ¥
or modify
‘dmf‘\‘(m“; Default route table "AVRC o 2 2022-09-20 103235 More ¥
efaul ;

20 v /page 1 /1 page

3. Click + Add routing policies on the details page.
4. In the pop-up window, enter the subnet of VPC B for Destination, select HAVIP for Next hop type, and click

Create.
Add a route
@ Routing policies control the traffic flow in the subnet. For details, please see Configuring Routing Policies.
Destination Next hop type Next hop Remark Operation
High availability virtual IP v havisus g adhitFrewall HAVIP. ¥ 0
+ New line

5. On the details page, disable routing for the existing policy with the next hop type of peering connection, and enable
routing for the new policy.
Important

Switching routes may cause network interruptions. It is recommended to operate during off-peak hours.
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Add route policy Export

Destination Next hop type Y Next hop Remark Enable routing Route status in CCN Operation

LOCAL B - ®
BVPC Peering connections O 3 Edit Delete

High availability virtual IP Ll an I T () - Edit Delete Publishto
BVPC High availability virtual IP (IR TAR TR TR P () = Edit Delete Publishto!

6. On the Route Table page, find all route tables associated with VPC B, and then select the route table named

"default” by clicking its ID.

Routetable @ Sngaporet8 v | Jaa Wiy w ey vey ALy v Help of Route te
ID/Name Type Network Associated sub... | Creation time Tags ¥ Operation
ERETT Y s,
e Custom table BYPC 1 2023-01-12 164319 More ¥

Firewall routing_Do not delete or modify »*

o b

NAT security gateway routing_Do not delete  Custom table 1 2023-01-12 15:01:39 More ¥
or modify
d’f"‘*t"“ Defautt rote table B VPC 2 2022-09-20 103235 More ¥
efaul

20 v /page 1 /1 page

7. Repeat the previous actions and add firewall route entries.

Step 3. Verifying the Firewall
1. For information about accessing traffic logs, see Log Audit.
2. For information about verifying the intrusion defense configuration, see Log Audit.

3. Configure private network rules and ensure they are hit normally.

Now the firewall should work properly. For detailed route solutions, or if you have any other questions, please submit a
ticket.
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CCN Mode

Last updated : 2023-11-28 20:27:56

Step 1. Creating an Instance with Custom Route

Create an instance as instructed by Creating Inter-VPC Firewalls. Select Custom route for the route mode.

Step 2. Configuring the Forwarding Route

This is to forward the traffic going to the VPC where the customer service is deployed to the firewall instance through
the firewall gate.

1. Go to the console where you associate a CCN instance to the created inter-VPC firewall instance and view the CCN
instance details.

2. Make sure that the firewall VPC and related route tables have been created. If not, wait until they are prepared or
submit a ticket.

3. Open the route table page and select the service VPC and firewall VPC to connect.

Notes

To give a clear illustration, take Beijing-based service VPC-A, Chongging-based service VPC-B and Beijing-based

firewall VPC-BJFW as examples.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 83 of 265


https://www.tencentcloud.com/document/product/1160/55987#.E6.96.B0.E5.BB.BA.E9.98.B2.E7.81.AB.E5.A2.99.E5.AE.9E.E4.BE.8B
https://console.tencentcloud.com/workorder/category

&2 Tencent Cloud

Create route table

CCneaptinme Fire

Ituyir Expand v

_detault_rtb
Route reception policy Route Bind instance

vy V1
Dedicated fir i
ewall VPCro #* Destination Status D Y Nexthop Y
uting table ...

Valid VPC -SingapereFW

R Valid WPE-A
Valid “YRE-C
Valid “\PGEB

Tencent Cloud Firewall

Next hop region Update at

Singapore 2023-07-08 16:39:22
Singapore 2022-10-12 15:25:26
Toronto 2022-10-1416:08:19
Tokyo 2022-10-13 09:23:56

Help document

Qo

Enable routing

©
©
©
©

1 /1 page

4. Go to VPC > Route Table and select the firewall VPC to connect. There are two route tables available, one used for

the firewall VPC and that cannot be modified, the other named "default". Select the route table named "default" to edit.

Route table @ Singapore ¥ A CUE O TOTTCEE R v e v
ID/Name Type Network

Dedicated firewall VPC routing table Do not Custom table

delete or modify

Default route table

default

VPC-SingaporeFwW
Dedicated firewall VPC Do not delete or
modify

VPC-SingaporeFw
Dedicated firewall VPC Do not delete or

modify

Associated sub... | Creation time

1 2023-07-08 16:39:23

0 2023-07-08 16:38:49

Help of Route

Qo

Tags ¥ Operation

More ¥

More ¥

5. Click Add routing policies. The policies you add can direct the next hop of the service VPC to the firewall.
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& Detailsof 1 '} Help of Routt

Basic information Associated subnets

Basic information
default p* etwo VPCSirlga@pdetivited firewall VPC Do not delete or modify)
No tags found. #*
Southeast Asia (Singapore) 20230708 16:38:49

Default route table

Add route policy Export Q

Destination Next hop type T Next hop Remark Enable routing Route status in CCN Operation

Delivered by default, indicates
LOCAL Local that CVMs in the VPC are Published ®
interconnected.

6. Enter the CIDR of the service VPC for Destination, and select High availability virtual IP for Next hop type,

and Firewall gateway ID for Next hop. Notes is optional.

Add a route

@ Routing policies control the traffic flow in the subnet. For details, please see Configuring Routing Policies.

Destination Next hop type Next hop Remark Operation

VPC-A High availability virtual IP v _ v Redirect traffic to firewall router fc (x]
\IPC-B High availability virtual IP v _ v Redirect traffic to firewall router fc 0

VIPC-C High availability virtual IP v _ v Redirect traffic to firewall router fc 0

+ New line

Notes

If you see the message "The specified CIDR forms ECMP", disable related routes in the default route table first.

7. Publish the newly added routing policies to CCN. For more details, see Managing Routing Policies. After that, these
policies can be viewed in the default routing table in the corresponding CCN instance.

Notes
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A new routing policy will override the original one.

Basic information

Add route palicy Export

Destination

7]

Rt Rl R}

U EHLTE

VPC-A

VP

VPC-

Southeast Asia (Singapore)

Next hop type T

LOCAL

Cloud Connect Network

Cloud Connect Network

Cloud Connect Network

High availability virtual P

High availability virtual P

High availability virtual [P

Next hop

Local

EFHERRN

EEHERRN

ETHERRN

Dedicated firewall HAVIP_Do
not delete or modify

Dedicated firewall HAVIP_Do
not delete or modify

Dedicated firewall HAVIP Do
not delete or modify

tme  2023-07-08 16:38:49

Remark

VPEHEin@@W@EWi VPC Do not delete or modify)

No tags found, #'

Enable routing

Delivered by default, indicates

that CVMs in the VPC are
interconnected.

Redirect traffic to firewall
router for deployment

Redirect traffic to firewall
router for deployment

Redirect traffic to firewall
router for deployment

B 0 8 =8

8

Tencent Cloud Firewall

Route status in CCN

Published

Step 3. Creating a Route Table to Connect Service VPCs

The purpose is to build connectivity between firewall networks and customer networks.

1. On the CCN page, create a route table for each service VPC.
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Create route table

Details of sisws ¢ 41 417 Expand ~

_default_rtb

Route reception policy Route Bind instance

Dedicated fir
ewall VPCro # Destination
uting table._...

VPC-A

Singapore ¢

0

MBL=(

Toronto #'

1]

VPC-B

Tokyo /'

Status ) T

Nexthop T

Tencent Cloud Firewall

Help documentatic

Q ol
Next hep region Update at Enable routing
No data yet
10 v /page 1 /1page

2. Adjust the route reception policy. In the Route reception policy tab under the route table of a service VPC, click

Add network instance to add its associated VPC instance and interconnected VPC instance.

Important

VPC instances associated with route tables and those unprotected by the firewall must be added first.

Example: Assuming that VPC-C is the service VPC unprotected by the firewall instance, you should first add VPC-A
and VPC-C to the route table of VPC-A. Repeat the above operations and then add VPC -BJFW.
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Select a network instance

( Unbind the selected netwark instances from the current route table and bind them to & new route table. The route passed from CCN to the selected network instance
will be updated at the same time. For more information, see CCN and Network Instance Routing Propagation [2

Please select (3 in total) Selected (1 in total)
Q
Instance ID/...  Instance type Account Region Instance ID...  Instance type  Account Region
\ 1 Virtual Private
tereons oy Virtual Private + [:S - My account Tokyo
o * g My account Singapore » " \) f B Cloud ! ¥
Cloud
_ ) b
Virtual Private
My account Toronto »
Cloud
Virtual Private :
My account Singapare 4

Cloud

Cancel

3. Make sure that each VPC has route entries configured properly within its route table.

4. Bind network instances. In the Bind instance tab under the route table of a service VPC, click Bind network
instance to bind network instances to the route table. After that, the network traffic will be directed to the firewall.
Important

Be sure to set the routes properly before binding the route table.

Step 4. Verifying the Firewall

1. For information about accessing traffic logs, see Log Audit.

2. For information about checking intrusion defense, see Log Audit.

Important

In the Custom route mode, the protection mode set in Intrusion Defense cannot be adjusted individually.

3. Configure internal rules and check whether they are hit normally.
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Now the firewall should work properly. If your network structure is too complex or involves the application of Direct

Connect, get a route solution by submitting a ticket. For further questions, contact us in the same way.
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Firewall Engine Upgrade

The NAT Firewall and the Inter-VPC Firewall are privately deployed, with their engines exclusively owned by tenants.

Therefore, users need to manually update engines. The following is the upgrade operation guide.

Querying the Firewall Instances That Can Be Upgraded

1. Log in to the CFW Console, and choose Firewall Toggles > NAT firewalls/Inter-VPC firewalls in the left
sidebar.
2. On the firewall instance page, click Engine Update to check the latest version of the engine and the instances that

can be upgraded.

Cloud Firewall Firewall toggles

) Edge firewalls NAT firewalls Inter-VPC firewalls
Overview R

Firewall Toggles

Monitoring  Last 7 days

Peak bandwidth in Peak bandwidth out
Asset

Management 449 91 Kbps 37 3 Mbps

Alert Management

Traffic Monitoring

Network topology Firewall instance Firewall toggles

Access Control
(D The NAT boundary firewall (ID: cfwnat-5b5a3ba3) at 2024-09-25 16:55:00 detected that the EIP (129.226.181.219) is inacces

Intrusion Defense

Network Create instance Update engines Sync assets Sync routes

Honeypots
3. The latest stable version will be selected by default. If there are firewall instances that can be upgraded, the

upgrade options below will become available.
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Firewall Engine Version Update  [s 0 v 0 b

Version information: [Stable Version]cfw_v4.3.2.1230 (&0

Release time: 2024-10-16 20:08:36

SsEr~ PN

Version Update Description:

1. [Optimization] Fixed some defects.

This update applies to NAT firewalls and Inter-VPC firewalls. For more version update information, please visit Engine Updates .

One-Click Upgrade No firewall instances available for upgrade

After selection, you can upgrade the regionally upgradeable firewall instances to the selected version with one click.

Custom Upgrade No firewall instances available for upgrade

You can customize the selection of instances to upgrade to the selected version.

)

You can customize the instance selection to rollback to the selected version. Please note that rolling back may result in some feature
being unavailable. Click to select

Rollback to current version You currently have 2 firewall instances that can be rolled back to the current version

Upgrade process may take several minutes, during which the firewall switches and rules cannot be operated

After the upgrade is complete, the status of switches and rules will be automatically restored
4. You can also check the specific instance's engine version and whether it can be upgraded.

Click Instance ID or Configuration of the target firewall to enter the firewall instance details page.
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Tencent Cloud Firewall

Network topology Firewall instance Firewall toggles
Create instance Update engines Sync assets Sync routes

¥
Instance ID ela Region Singapore Deployed rules 1 25/ 5000 rulesCannected subnets 2
Instance name v Egress public... Multiple (1) Peak bandwidth in 0.00/ 20 Mbps
Mode | S— Private P Multiple (4] Peak bandwidth ... 0.00/ 20 Mbps

Q
P
Configurati

Monitaring

More ¥

5. Compare the current engine version with the version list provided in Engine Release Notes to determine whether the

upgrade is available. If the upgrade is available, a

L§

mark will appear on the right side of the engine version.
Firewall instance | Jist v Network topology

Instance ID Addition Mode (D Quota (D)
Instance name N 2 0

Mbps
Egress public IP
Private IP Multiple(4)
Public domain name

Region Southeast Asia(Singapore), Singapore Zone 1 (Primary) ,
Singapore Zone 1 (Secondary)

Engine version cfw_v4.3.2.12300 t (©

Port forwarding Egress rules Access VPC and public IP Rate limiting Secondary route
Access VPC Associated EIPs

Add VPC Select VPC again Bind 1 to 8 EIPs
ID/name IPV4 CIDR DNS DNS traffic IP

>

+ Bind an EIP

Total items: 1 10 v /page 1 /1 page + Bind secondary EIP

Upgrading the Firewall Engine Version

Adjust... Q@ i @ o

5000

Published rules: 25

Operation

Unbind

1. See the previous section to enter the engine upgrade page, and select the engine version you want to upgrade at

the indicated location.

©2013-2025 Tencent Cloud International Pte. Ltd.

Page 92 of 265


https://www.tencentcloud.com/document/product/1160/61516
https://www.tencentcloud.com/document/product/1160/65443#b99383cb-cf98-4ef1-9048-f8f71644575e

&2 Tencent Cloud Tencent Cloud Firewall

Note:

The preview version is the latest engine version, which includes the latest features and bug fixes. The stable version
has been verified for long-term stability in the production environment and generally lags behind the preview version
by one major version.

We recommend that you promptly update the engine to the latest stable version. For details about the version, see

Engine Release Notes.

Firewall Engine Version Update  [Stable Version]cfw_v4.3.2.1230 v 0 >

Version information: [Stable Vers

) [Preview Version]cfw_v4.4.0.1260 2024-10-16 20:08:36
Release time: 2024-10-16 20:08:36

[Stable Version]cfw_v4.3.2.1230

[Stable Version]cfw_v4.3.0.1197 2024-09-12 17:36:34

[Stable Version]cfw_v4.1.2.1092 2024-09-12 17:36:34

Version Update Description:

1. [Optimization] Fixed some defects.

This update applies to NAT firewalls and Inter-VPC firewalls. For more version update information, please visit Engine Updates .

One-Click Upgrade No firewall instances available for upgrade

After selection, you can upgrade the regionally upgradeable firewall instances to the selected version with one click.

Custom Upgrade No firewall instances available for upgrade

You can customize the selection of instances to upgrade to the selected version.

X

You can customize the instance selection to rollback to the selected version. Please note that rolling back may result in some feature
being unavailable. Click to select

Rollback to current version You currently have 2 firewall instances that can be rolled back to the current version

Upgrade process may take several minutes, during which the firewall switches and rules cannot be operated

After the upgrade is complete, the status of switches and rules will be automatically restored

2. Select the engine instances that need to be upgraded.
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One-Click Upgrade: After you select this option, firewall engine instances of the current version in all regions will be
automatically identified and upgraded to the selected version.
Custom upgrade: You can manually select instances you want to upgrade. Click Click to****Select/Select Instance

to enter the instance selection page.
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Firewall Engine Version Update  [Preview Version]cfw_v4.4.0.1260 v 0 >

Version information: [Preview Version]cfw_v4.4.0.1260

Release time: 2024-10-16 20:08:36

Version Update Description:

1. [Optimization] Fixed some defects.

This update applies to NAT firewalls and Inter-VPC firewalls. For more version update information, please visit Engine Updates .

One-Click Upgrade You currently have 3 firewall instances that can be upgraded to the current version

After selection, you can upgrade the regionally upgradeable firewall instances to the selected version with one click.

Custom Upgrade You currently have 3 firewall instances that can be upggaded ig the eot version

You can customize the selection of instances to upgrade to the selected versfon. Click to select

Rollback to current version The selected engine version is newer, and there are no firewall instances available for rollback.

You can customize the instance selection to rollback to the selected version. Please note that rolling back may result in some feature
being unavailable.

Upgrade process may take several minutes, during which the firewall switches and rules cannot be operated

After the upgrade is complete, the status of switches and rules will be automatically restored

Select Instance Cancel ®

3. On the instance selection page, select the instances you want to upgrade and click Select.
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< Select a firewall instance

(D The list only includes firewall instances that support upgrading or rolling back to the selected engine version. If you need to
make adjustments, please go back and modify the engine version.

= Firewall instance ID/name Region Firewall type Instance Version/Last Up.
. cfw_v4.4.0.1260
. Hong Kong NAT firewalls 2024-10-17 11:04:45

cfw_v4.3.2.1230

Singapore NAT firewalls 2024-10-16 20:55:08
. . cfw_v4.3.2.1230

Singapore AR UL 2024-10-16 20:55:08
” ’ « Inter-VPG i I cfw_v4.4.0.1260

_ ong Kong nter- Irewalls 2024-10-17 11:04:43
Singapore Inter-VPC firewalls ofW_v4.8.2.1230

2024-10-16 20:55:056

Total: 5 ; Selected: 1
4. Click Confirm Upgrade to initiate the upgrade task.
Note:
The upgrade may take several minutes during which the firewall switch and rules cannot be configured. After the
upgrade is completed, the status of the switch and rules will be automatically recovered.
During the upgrade, the secondary machine will be upgraded first, followed by the primary machine. In addition, a
primary-secondary switch operation will be triggered, which may cause slight network jitter, but the service will not be

interrupted.

Scheduling the Upgrade Time

1. After Steps 1 and 2 in the previous section are completed, click Select appoir at the indicated location.
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Firewall Engine Version Update  [Preview Version]cfw_v4.4.0.1260 v 0 >

Version information: [Preview Version]cfw_v4.4.0.1260

Release time: 2024-10-16 20:08:36

Version Update Description:

1. [Optimization] Fixed some defects.

This update applies to NAT firewalls and Inter-VPC firewalls. For more version update information, please visit Engine Updates .

One-Click Upgrade You currently have 3 firewall instances that can be upgraded to the current version

After selection, you can upgrade the regionally upgradeable firewall instances to the selected version with one click.

Custom Upgrade You currently have 3 firewall instances that can be upgraded to the current version

Selected 1 instance Select again

Rollback to current version The selected engine version is newer, and there are no firewall instances available for rollback.

You can customize the instance selection to rollback to the selected version. Please note that rolling back may result in some feature
being unavailable.

Upgrade process may take several minutes, during which the firewall switches and rules cannot be operated

After the upgrade is complete, the status of switches and rules will be automatically restored

Confirm Upgrade Cancel ®

2. Confirm the upgrade task status.

Enter the corresponding firewall instance page, where you can view the scheduled upgrade task in the indicated

engine version area. You can click Cancel appoir or re-execute the engine upgrade operation to cancel the schedule.
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Firewall instance | : v Network topology Adjust... R i O e
Instance ID Addition Mode (D Quota (D
Instance name Va 20 5000
Mbps
Egress public IP Published rules: 25
Private IP Multiple(4)

Public domain name -

Region Southeast Asia(Singapore), Singapore Zone 1 (Primary) ,
Singapore Zone 1 (Secondary)
A
Engine version cfw_v4321230 1§ ©
—
Port forwarding Egress rules Access VPC and public IP Rate limiting Secondary route
Access VPC Associated EIPs
Add VPC Select VPC again Bind 1 to 8 EIPs
ID/name IPV4 CIDR DNS DNS traffic IP Operation
C) | "l Unbind
+ Bind an EIP
Total items: 1 10 v /page 1 /1 page + Bind secondary EIP
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Alert Management
Features
Overview

Last updated : 2024-01-24 15:48:25

Alarm management presents the data of cyber attacks and risk events detected by the Intrusion defense and
Security baseline modules. The data is divided into Attack alerts, Blocked attacks, and Honeypot events based
on the action taken by CFW.

Attack alerts: all detected cyber attacks and risk events, which need to be blocked or ignored manually by users.
Blocked attacks: all detected cyber attacks and risk events that are automatically blocked by the system. The data is
used for subsequent audits and troubleshooting.

Honeypot events: all detected cyber attacks and risk events against probes and honeypots. You can set the system to
block or allow such attacks and events.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 99 of 265



&2 Tencent Cloud Tencent Cloud Firewall

Attack Alerts

Last updated : 2024-01-24 15:48:25

The Attack alerts module displays all monitored risk events and allows you to analyze and resolve all events
detected by CFW.

Visual representation of attack alerts

1. Log in to the Cloud Firewall console. In the left navigation pane, click Alert Management -> Attack alerts to open
the Attack alerts page.

2. In this module, you can analyze existing security alert events by ®personal assets and @time range (24 hours, 7
days, or a custom time range) with a graph. The left section displays the trend curve of recent security events, with the
x-axis indicating time and the y-axis indicating the number of alerts at each point in time. In addition, you can view the

statistics about compromised servers, pending events, network scans, and exploit attacks. The right section displays

the list of the top 10 IPs with the most attack alerts so that you can take early action to prevent attacks of those IPs.

Security alerts

Attack alerts Blocked attacks Honeypot events @
: ® 24 hours 7 days 2022-05-1800:00:00 ~ 2022-11-14 16:59:¢
Attack alerts Top 10 Most Alerted IPs

Compromised servers Pending events (1) Network scan detection Vulnerability exploits

4 4 0 tmes 38

05-18 00:00 06-17 04:00 07-17 08:00 08-16 12:00 09-15 16:00 10-15 20:00

Attack alert list

In this module, you can analyze alert events under different ® event types, @ batch resolve events, ®@ filter

events by conditions, and @ specify custom keywords.
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I Reconnaissance Brute force Delivery Exploit (3) ® l Command & control Lateral movements (1) Server compromised

Batch block Open @ Ignore |Notresolved @'l | @ Q ] ¥]
|Auacktype T @ Sevefi... 7| Access source (Extern...  Source Port Access destination (Mi...  Destination... | Pr.. T | Occurrencetime § Alert counts ¢ operation ®
@ @ Block  Open
3 High HTTP 2022-11-08 15:50:18 Virtual Patch 2
Ignore
Block  Open
2 High HTTP 2022-11-08 15:50:15 Virtual Patch 2
Ignore
Block  Open
3 High HTTP 2022-11-08 15:50:13 Virtual Patch 2

@ Alert event type

@ Batch resolve events

® Filter events by conditions

@ Specify custom keywords

Click the tabs in the area marked "®" to view the details of the alerts of different types.

Note

The relevant security event types are displayed only after you configure the security policies required by CFW in

Intrusion defense, and Security baseline.

You can click Block all for all selected events, or Allow or Ignore them in batch mode.
Note

These buttons are only available when one or more events are selected.

Select values from the drop-down lists marked "®" to filter the alert events. The following capabilities are supported:
View the information of unresolved, blocked, allowed, and ignored alert events.

Filter alert events by severity.

Filter alert events by security event type, protocol, and source.

Filter events by keywords.

Click the icon marked "®" to specify custom keywords. A maximum of 10 keywords are allowed.
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Display settings
Attack type Severity level Access sourc... Source Port
Access destin... Destination port {4 Protocol Occurrence time
Source Alert counts

Event details

Click

Q

next to a malicious IP to filter out all security events of that IP under the current type.

Not resolved v | Qe

Attack type Y Severi... Y Access source (Extern...  Source Port Access destination (Mi...  Destination .. Pr.. Y Occurrence time Source Y Alert counts ¢ Operation ®

E Block  Open
» High HTTP 2022-11-08 15:50:18 Virtual Patch 2
Ignore

Click

[ ]
on the left to view the details of an event.

Note

You need to purchase CWPP to use the enhanced detection features of CWPP.
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Attack type Y

0

Public nt

Severi... Y Access source (Extern...

arget

Public ni

nation port
Hit rule

Rule description

Location

payload information

Details

Thread profile Click here for details

Click Learn more to view the threat profile.

v High

Public n

arget

Public ne

ination port
Hit rule

Rule description

Location

payload information

Dstails

Click here for details

Thread profile

Source Port

Access destination (Mi...

Destination ... Pr.. Y Occurrence time

HTTP 2022-11-08 15:50:18

Firewall ins

Firewall insf

Singapore

Click here for details

HTTP 2022-11-08 15:50:18

Singapore

Click here for details

Click Block, Allow, or Ignore on the right to resolve alert events individually.

Note

The following operations also apply to batch processing and events for other types of IPs.

To modify your operation, undo the operation in Intrusion defense -> Blocklist.

Attack type T Severi... Y  Access source (Extern...  Source Port

» High

Access destination (Mi...

Destination ... Pr.. Y Occurrence time |

HTTP 2022-11-08 15:50:18

Tencent Cloud Firewall

Source Y Alertcounts ¢ Operation ©®

Block  Open
Virtual Patch 2

Ignore

Block  Open
Virtual Patch 2

Ignore
Source Y Alert counts $ Operation ®

Block  Open
Virtual Patch 2

Ignore

Block: For security events with a higher severity or a larger number of alerts, click Block to add the IP to the blocklist

in Intrusion defense. CFW automatically blocks that IP from accessing all of your assets within the specified period.
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Block the selected IPs %

When an address is added to the blocklist, the access from the
specified direction will be blocked within the effective period. It will
be removed from the blocklist when the effective period ends.

Address 1 IPs selected. Hide details a

Range All assets and ports

Direction O Inbound Outbound Al
Effective period 1 day(s) o 7 day(s) Permanent

Allow: For repeated or possible false alerts, you can click Allow to add the IP to the allowlist in Intrusion defense.

CFW allows traffic from the IP by skipping attack detection for the IP in Intrusion defense within the specified period.
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Add selected addresses to the allowed list b 4

When an address is added to the allowlist, the access from the
specified direction will not go through the intrusion check within the
effective period. It will be removed from the allowlist when the
effective period ends.

Address 1 IP address selected. Hide details a
Reason o Repeat False positive

Direction O Inbound Outbound Al
Effective period 1 day(s) 7 day(s) () Permanent

Ignore: If you do not want to take action on an alert, click Ignore. The log is not deleted. You can view the log in the
list of ignored alerts.
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Ignore the selected alert events %

Ignored alerted events are not displayed in the alert list and not
counted to the statistics. But the logs are not deleted. No alerts are
triggered if the same event happened again. You can check details in
the "Ignored"” list. This operation cannot be undone.

Alert event | event(s) selected
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Blocked Attacks

Last updated : 2024-01-24 15:48:25

The Blocked attacks module presents all the security events blocked by CFW based on configured rules and threat

intelligence, and allows you to analyze and resolve all blocked attacks.

Visual representation of blocked attacks

1. Log in to the Cloud Firewall console. In the left navigation pane, click Alert Management -> Blocked attacks to
open the Blocked attacks page.

2. In this module, you can analyze existing security alert events by @ personal assets, @ region, and @ time range
(24 hours, 7 days, or a custom time range) with a graph. The left section displays the trend curve of recently blocked
events, with the x-axis indicating time and the y-axis indicating the number of blocked attacks at each point in time. In
addition, you can view the statistics about blocked malicious outgoing access, attacks blocked by blocklist, blocked
brute-force attacks, and exploit attacks. On the right, you can view the ranking of blocked events by blocked IP,
geographic location, and destination port.

Note

This page is automatically refreshed at an interval. You can set @Auto refresh rate to 30s or 60s.

Security alerts

Attack alerts Blocked attacks Honeypot events

©)

| 1) v | | Aregors | china  outside China |® | 24 hours ‘ 7 days ‘ 2022-11-02 20:44:43 ~ 2022-11-00 20:44:43
Blocked attacks Blocked IPs Location Destination port
Block malicious outgoing Blocked by the blocklist Block brute-force attacks Vulnerability exploits
requests
0 69 0 times O times 1
times Blocking history

ranking
o Last blocked Blocking statistics

o Blocking frequency

4 Page refresh

frequency 0 30 seconds 60 seconds

1 Blocking

0 frequency
11-02 22:00 11-04 04:00 11-05 10:00 11-06 16:00 11-07 22:00 11-09 04:00 statistics © minute(s) hour day(s)
Inbound Outbound ? Cancel
All policies v v Q o @ o Asset vie

List of blocked attacks
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Blocked events are divided into Inbound, Lateral movements, and Outbound based on the traffic direction.

Inbound Outbound

® All policies v v @

Q

Source
Location Moscow,Russia Destination portt Last blocked 2022-11-09 19:26:55 List

Asset name Avg. blocked frequency0/ minute(s)

@ Batch resolve events

@ Filter events by conditions

® Full-screen display

@ Switch view

You can click Block all, Block, or Ignore for selected events.
Note

These buttons are only available when one or more events are selected.

? @
o ofi] [

Access source Access destination Real-time blocking statistics36 Intrusion defense: Block Pin to top

Open

More ¥

Select values from the drop-down lists marked "@" to filter blocked events. The following capabilities are supported:

Display blocked events by intrusion defense policy and resolution status.

Sort blocked events by blocking time, blocking statistics, and average blocking frequency.
Record blocked events at a frequency of minutes, hours, or days.

Filter events by keywords.

Click

to switch to the full-screen display mode.
Click

ol
qTF
to switch back to the original display mode.

Click Asset view or Event view to switch between the two views.

Asset view

In this view, the blocked events from the same access source are displayed based on attacker assets.

You can click the IP of the access source on the left to view the threat profile.
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Access sourc: Access destination Real-time blocking statistics38 Intrusion defense: Block Pintotc
Source

Location Moscow,Russia Destination port Last blocked 2022-11-10 06:55:19 List Open

Asset name Avg. blocked frequency0/ minute(s) More ¥

Click Pin to top or Allow, or click More -> Quarantine/Block/Ignore on the right to pin, allow, quarantine, block, or
ignore an IP.

Note

The available buttons on the right vary depending on the state of the assets.

The following operations also apply to batch processing and event view.

To modify your operation, undo the operation in Intrusion defense -> Blocklist.

Access destination Access source Real-time blocking statistics52 Intrusion defense: Threat Pinto ti
Source
Destination port: Asset name Last blocked 2022-11-11 11:58:55 Intelligence Open
Location China Avg. blocked frequency0.05/ minute(s) More ¥
Quarantine
Block
Access destination Access source Real-time blocking statistics17 Intrusion defense: Threat Ignore
Source
Destination port Asset name Last blocked 2022-11-11 11:57:49 Intelligence Open
Location Noord-Holland,Netherlands... Ava. blocked frequency0.02/ minute(s) More ¥

Pin to top/Unpin: You can pin or unpin assets. Note: A maximum of 5 items can be pinned for Outbound or
Inbound.

Allow: Click Allow for an IP that does not need to be blocked. Then, select Reason and Validity. Within the selected
validity period, the IP is in the access control allowlist and is not blocked. If you are not certain about whether the

reason is "false positive", you can select Allow for emergency, and modify it later if necessary.
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Add selected addresses to the allowed list X

When an address is added to the allowlist, the access from the
specified direction will not go through the intrusion check within the
effective period. It will be removed from the allowlist when the
effective period ends.

Address 1 IP address selected. Hide details ~
Reason o Allow for emergency False positive
Direction o Inbound Outbound All
Effective period 1 day(s) 7 day(s) o Permanent

Quarantine: Click Quarantine. When an asset instance is quarantined, the system automatically publishes the
blocking rule for enterprise security groups to block network access to the selected asset in the specified blocking

direction. This makes the subsequent troubleshooting easy and prevents the asset from being attacked.
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Quarantine the selected instances X

When an asset instance is quarantined, a blocking rule is automatically
published by the enterprise security group, to block the network
access to the selected asset in the specified direction.

Address 1 instance selected. Hide details ~

Blocked direction Edge inbound Edge outbound

Private network access

0 Do not enable Custom IP

Effective period 1 day(s) o 7 day(s) Permanent

Block: For assets with a high threat level, click Block. Then, specify a validity period to add the IP to the blocklist in

Intrusion defense. CFW automatically blocks that IP from accessing all of your assets within the specified period.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 111 of 265


https://console.tencentcloud.com/cfw/ips

&2 Tencent Cloud Tencent Cloud Firewall

Block the selected IPs X

When an address is added to the blocklist, the access from the
specified direction will be blocked within the effective period. It will
be removed from the blocklist when the effective period ends.

Address 1 IPs selected. Hide details ~

Range All assets and ports

Direction O Inbound Outbound All
Effective period 1 day(s) o 7 day(s) Permanent

Ignore: For repeated or possible false alerts, you can click Ignore. The ignored alert events are not included in the

alert list and statistics, but their logs are retained. You are no longer notified of the ignored alert events when they
trigger alerts again. You can select Ignored in the list to view all the ignored events. The "lgnore" operation is

irreversible.
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Ignore the selected alert events X

Ignored alerted events are not displayed in the alert list and not
counted to the statistics. But the logs are not deleted. No alerts are
triggered if the same event happened again. You can check details in
the "Ignored"” list. This operation cannot be undone.

Alert event event(s) selected

Event view

For more information about operations in this view, please see Attack alerts - Event details.
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Honeypot Events

Last updated : 2024-01-24 15:48:25

The Honeypot events page records the scans and attacks on all probes and honeypots and presents the data in a

graph and list so that you can analyze and resolve all blocked events.

Visual representation of honeypot events

1. Log in to the Cloud Firewall console. In the left navigation pane, click Alert Management -> Honeypot events to
open the Honeypot events page.

2. You can @ select the probes to analyze, and analyze the data of selected probes based on @Honeypot
attacker IP, ®Probe scan IP, @ Distribution of honeypot events and ®Time (24 hours or 7 days). You can view
the number of hit honeypots, the number of intrusion events, the number of network scans, and the number of attacker

IPs for the selected or all probes within different periods.

Security alerts
Attack alerts Blocked attacks Honeypot events @
@ v 24 hours 7 days ‘ 2022-11-02 00:00:00 ~ 2022-11-09 15:59:59
Honeypot result | Attacker IP | I Probe IP I | Distribution of honey
Hit honeypot Intrusion events Network scan detection Attacker IPs

4 0 times 12.302« 1.786 «imes il

times

)
11-02 00:00 11-03 08:00 11-04 16:00 11-06 00:00 11-07 08:00 11-08 16:00

List of honeypot events

1. Log in to the Cloud Firewall console. In the left navigation pane, click Alert Management -> Honeypot events.
2. On the Honeypot events page, honeypot events are divided into Intrusion events and Port detection,

depending on whether the honeypots are attacked.
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Intrusion events Port detection Lateral movements Captured attackers -
— 04
N
Not resolved @ v| | All honeypots @ v | Q o E
@ H..Y Severi... Y Acce...  Source Port Acce... Destination... Pr.. Y Occurrence time { Attack ... Y Hit honeypot Y Al... ¢ Operation ®
. Block  Open
SSH... p First: 2022-11-09 14:50:41 SSH honeypot
4 Multiple (25 -
Lo ultiple (25) ee Latest: 2022-11-09 15:39:36 T 49 ocre
R SSH... mp Multple (50) Top First: 2022-11-09 14:25:27 SSH honeypot ” Block ~ Open
o pe Latest: 2022-11-0915:39:25 Sitsshiid jonore

You can perform the following operations in the list:

@ Select Block all or Allow all for selected events. (The buttons are available only when one or more events are
selected.)

@Filter events based on the event status (whether the events have been resolved).

OFilter events based on the honeypot type.

@Specify custom keywords (4 to 10 keywords are allowed).
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Operation Guide
Alert Analysis and Handling

Last updated : 2024-01-24 15:48:25

This topic describes the operations in Alert Management. Log in to the Cloud Firewall console and open the Alert
Management page, and then click Attack alerts to go to the Attack alerts page. On this page, you can view the
trend chart of security events and the number of recent security events, and then adjust your defense policies to

prevent attacks.

Filtering alert events

This section describes how to locate the alert events you want to view through filtering.

@ Select the assets for which you want to view the alert events;

@ Select the type of alert events.

® Select whether to view unresolved events or resolved events;

@ Sort events in the order of occurrence time and the number of occurrences, or filter events by attack event type,

severity, protocol, and source.
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Security alerts
Attack alerts Blocked attacks Honeypot events
- K’D 24 hours 7days | 2022-05-14 00:00:00 ~ 2022-11-10 11:59:59
Attack alerts Top 10 Most Alerted IPs
Compromised servers Pending events (i) Network scan di i Vuli ilit ploit:

4 0 0 tmes 36

1

0.8
0.6
0.4
0.2

05-14 00:00 06-13 03:00 07-13 06:00 08-12 09:00 09-1112:00 10-11 15:00

| Reconnaissance ’ Brute force ‘ Delivery @ Exploit Command & control Server compromised
Not resolved v @ Q O %
| Attack... Y Severi... Y Access so... Source Port Access de... Destination ... Pr.. Y Occurrence time | @ Source Y Alert co... $ Operation @

First: 2022-10-24 08:41:41 )
’ Grompt Tce Latest: 2022-10-24 14:53:31 Basic Rule 27

First: 2022-10-24 13:14:50 )
g Brompt ee Latest: 2022-10-24 14:51:04 BasicRule 5

Note

To view all critical or high-risk events, select the level from the @Severity column and then view the events by clicking

different types of @alert events.

You can also enter keywords in the search bar on the right to search for the events you need.

Resolving alert events

This section describes how to resolve alert events. For more information about how to filter alert events, please see

"Filtering alert events".
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Reconnaissance Brute force Delivery

Batch block Open @ Ignore Not resolved v

B Attack... Y Severi... Y Access so...  Source Port Access de...
> High
» High
» High
» High

Exploit (4)

Destination ...

80

80

80

80

@ You can click Block, Allow, or Ignore to resolve an alert.

Note

HTTP

HTTP

HTTP

Command & control

Occurrence time 1

2022-11-08 15:50:18

2022-11-08 15:50:15

2022-11-08 15:50:13

First: 2022-11-04 19:16:30
Latest: 2022-11-04 19:20:37

To modify your operation, undo the operation in Intrusion defense -> Blocklist.

Tencent Cloud Firewall

Lateral movements (1) Server compromised
Q o
Source Y Alertco... $¢ Operation ®

Virtual Patch

Virtual Patch

Virtual Patch

Virtual Patch

Block  Open

)

Ignore

Block  Open

Ignore

Block  Open

Ignore

Block  Open

Ignore

Block: For security events with a higher severity or a larger number of alerts, click Block to add the IP to the blocklist

in Intrusion defense. CFW automatically blocks access from this IP to all your assets within the specified period.
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Block the selected IPs X

When an address is added to the blocklist, the access from the
specified direction will be blocked within the effective period. It will
be removed from the blocklist when the effective period ends.

Address 1 IPs selected. Hide details ~

Range All assets and ports

Direction o Inbound Outbound All
Effective period 1 day(s) o 7 day(s) Permanent

Allow: For repeated or possible false alerts, you can click Allow to add the IP to the allowlist in Intrusion defense.

CFW allows traffic from the IP by skipping attack detection for the IP in Intrusion defense within the specified period.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 119 of 265


https://console.tencentcloud.com/cfw/ips

@ Tencent Cloud Tencent Cloud Firewall

Add selected addresses to the allowed list ) 4

When an address is added to the allowlist, the access from the
specified direction will not go through the intrusion check within the
effective period. It will be removed from the allowlist when the
effective period ends.

Address 1 IP address selected. Hide details ~
Reason O Allow for emergency False positive
Direction O Inbound Outbound All
Effective period 1 day(s) 7 day(s) o Permanent

Ignore: If you do not want to take action on an alert, click Ignore. The log is not deleted. You can view the log in the
list of ignored alerts.
Caution

"Ignore" operation is irreversible.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 120 of 265



&2 Tencent Cloud Tencent Cloud Firewall

Ignore the selected alert events X

Ilgnored alerted events are not displayed in the alert list and not
counted to the statistics. But the logs are not deleted. No alerts are
triggered if the same event happened again. You can check details in
the "Ignored” list. This operation cannot be undone.

Alert event event(s) selected

@ Select multiple alert events in the area marked "@" on the left.

Note

To select alert events across pages, select the target events on the current page and then go to another page to select
more events.

This applies to all multi-selection scenarios.

® You can click Block all, Allow, or Ignore to batch resolve multiple events.

Searching for security events of an IP

This section describes how to search for all security events of an IP. Locate a security event of the IP of your interest,

and click

Q

to the right of the IP to list all security events of the IP.
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v High @

Public network access source
Public network source port

Event details

Threat intelligence tags

Event description

Location China
payload information

Thread profile Click here for details

Note

Tencent Cloud Firewall

First: 2022-10-14 12:33:59
AS Latest: 2022-10-14 12:34:08 W

This applies to all the scenarios where you need to filter security events of IPs, regardless of the IP types.

Searching for security events of an asset

This section describes how to search for all security events of an asset.

Method 1: In the drop-down list in the upper-left corner of the view, select the target asset.

More ¥

Firewall instance ID
Firewall instance name
Asset type
Instance ID
Instance name
Asset region Singapore
Asset details Click here for details

24 hours 7 days 2022-05-14 00:00:00 ~ 2022-11-10 11:59:59

Top 10 Most Alerted IPs

Security alerts
Attack alerts Blocked attacks Honeypot events
| |
Attack alerts
Compromised servers Pending events (i) scan

4 0 0 times

1
0.8
0.6
0.4

0.2

1454

36

0
05-14 00:00 06-13 03:00 07-13 06:00 08-12 09:00

Method 2: Locate a security event of your interest, and click

to the right of the asset.
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> High HTTP 2022-10-18 15:50:18 Virtual Patch 2

o

> High HTTP 2022-10-18 15:50:15 Virtual Patch 2

Note

This applies to all scenarios where you need to view events by asset.

Viewing recent security events

To view the recent security events, select all assets and all sources, and then click the arrow to the right of

Occurrence time to sort the security events in reverse chronological order. You can switch between different alert

types by clicking the tabs on the top. For more information, see Filtering alert events.

Not resolved v Q o

> High HTTP 2022-10-18 15:50:18 Virtual Patch 2

> High HTTP 2022-10-18 15:50:15 Virtual Patch 2
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Blocked Attack Analysis and Handling

Last updated : 2024-01-24 15:48:25

This topic describes the operations in Alert Management. Log in to the Cloud Firewall console. In the Alert
Management page, click Blocked attacks to open the Blocked attacks page. This page displays a trend chart of

blocked attacks, blocked IPs, regions, and destination ports to help you analyze and protect your assets.

Filtering blocked attacks

This section describes how to find the blocked attacks you want to view through filtering.

@ Select the assets and regions for which you want to view the blocked attacks;

® Select Inbound, Lateral movement, or Outbound.

® Select the intrusion defense policy and resolution status. You can filter the records by specifying Blocking history

ranking, Page refresh frequency, and Blocking frequency statistics.

Security alerts
Attack alerts Blocked attacks Honeypot events
v All regions China Outside China @ 24 hours 7 days 2022-05-13 17:06:39 ~ 2022-11-09 17:06:39
Blocked attacks Blocked IPs Location Destination port
Block malicious outgoing Blocked by the blocklist Block brute-force attacks Vulnerability exploits
requests
2 8 0 times 0 times 88
Blocking history]
v ranking o Last blocked Blocking statistics
Page refresh
frequency O 30 seconds 60 seconds
Blocking
) frequency
2022-05-13 @ 2022-06-14 2022-07-16 2022-08-17 2022-09-18 2022-10-20 statistics O minute(s) hour day(s)
Inbound Lateral movements Outbound @ “ Cancel
| All policies v v | Q o o Asset vil
Access source Access destination Real-time blocking statistics174 Intrusion defense: Virtual
Source
Location Hongkong,China Destination port Last blocked 2022-10-25 15:14:10 Patch
Asset name Avg. blocked frequency88.48/ minute(s) More ¥

Note
The above describes the operations in the asset view. For more information about operations in the event view,

please see Filtering alert events.
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Resolving blocked attacks

1. This section describes how to resolve blocked attacks. For more information about how to filter blocked attacks,

please see "Filtering blocked attacks".

Access source Access destination Real-time blocking statistics36 Intrusion defense: Block Pin to top

Source
Location Moscow,Russia Destination porti Last blocked 2022-11-09 19:26:55 List Open
Asset name Avg. blocked frequency0/ minute(s) More ¥
Ignore
Access source; Access destination Real-time blocking statistics1 Intrusion defense: Block Pin to top
Source
Location Brussels,Brussels Hoofdste... Destination port: Last blocked 2022-11-09 18:59:27 List Open
Asset name Avg. blocked frequency0/ minute(s) More ¥

Note

To modify your operation, undo the operation in Intrusion defense -> Blocklist, Allowlist, or Quarantined list.
2. On the Blocked attacks page, you can search for different assets and IPs by selecting Inbound, Lateral
movement, or Outbound.

You can pin or allow the access source IPs that have been blocked in the inbound direction. For the allowed IPs, you

can select More -> Block to block them if necessary.

Access source Access destination Real-time blocking statistics36 Intrusion defense: Block Pin to top
Source
Location Moscow,Russia Destination pori Last blocked 2022-11-09 19:26:55 List Open
Asset name Avg. blocked frequency0/ minute(s) | More ¥
Ignore
Access source Access destination” Real-time blocking statistics1 Intrusion defense: Block Pin to top
Source
Location Brussels,Brussels Hoofdste... Destination port Last blocked 2022-11-09 18:59:27 List Open
Asset name Avg. blocked frequency0/ minute(s) More ¥

For the assets and IPs involving lateral movement attacks, you can view the blocking history here.
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Inbound Lateral movements Outbound
All policies v v Q O @ 1] Asset \
Access source Access destination® Real-time blocking statistics54272 Intrusion defense: Virtual
Source
Asset name Destination port Last blocked 2022-10-18 18:17:43 Patch
Asset name Avg. blocked frequency3.47/ minute(s) More ¥

You can pin, allow, quarantine, block, or ignore the assets/IPs blocked by the Intrusion defense module in the

outbound direction.

Inbound Lateral movements Outbound
All policies v v Q O @i Asset
Access destination Access source Real-time blocking statistics52 Intrusion defense: Threat Pin to top
Source
Destination port! Asset name Last blocked 2022-11-11 11:58:55 Intelligence Open
Location China Avg. blocked frequency0.05/ minute(s) More ¥
Quaranting
Block
Access destination! Access source Real-time blocking statistics17 Intrusion defense: Threat Ignore
Source
Destination port: Asset name Last blocked 2022-11-11 11:57:49 Intelligence Open
Location Amsterdam,Noord-Holland,Netherla... Avg. blocked frequency0.02/ minute(s) More ¥

3. You can perform the following operations on different assets/IP addresses:

Pin to top/Unpin: You can pin or unpin assets. Note: A maximum of 5 items can be pinned for Outbound or
Inbound.

Allow: Click Allow for an IP that does not need to be blocked. Then, select Reason, Direction, and Validity. The IP
will be in the allowlist in the Intrusion defense module within the selected period. CFW allows traffic from the IP by
skipping attack detection for the IP in Intrusion defense within the specified period. If you are not certain about

whether the reason is "false positive", you can select Allow for emergency, and modify it later if necessary.
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Add selected addresses to the allowed list ) 4

When an address is added to the allowlist, the access from the
specified direction will not go through the intrusion check within the
effective period. It will be removed from the allowlist when the
effective period ends.

Address 1 IP address selected. Hide details ~
Reason O Allow for emergency False positive
Direction O Inbound Outbound All
Effective period 1 day(s) 7 day(s) o Permanent

Block: For assets with a high threat level, click Block. Then, specify a validity period and direction to add the IP to the

blocklist in Intrusion defense. CFW automatically blocks that IP from accessing all of your assets within the

specified period.
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Block the selected IPs X

When an address is added to the blocklist, the access from the
specified direction will be blocked within the effective period. It will
be removed from the blocklist when the effective period ends.

Address 1 IPs selected. Hide details ~

Range All assets and ports

Direction o Inbound Outbound All
Effective period 1 day(s) o 7 day(s) Permanent

Quarantine: Click Quarantine. When an asset instance is quarantined, the system automatically publishes the
blocking rule for enterprise security groups to block network access to the selected asset in the specified blocking

direction. This makes the subsequent troubleshooting easy and prevents the asset from being attacked.
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Quarantine the selected instances prd

When an asset instance is quarantined, a blocking rule is automatically
published by the enterprise security group, to block the network
access to the selected asset in the specified direction.

Address 1 instance selected. Hide details

Blocked direction Edge inbound Edge outbound

Private network access

o Do not enable Custom IP

Effective period 1 day(s) o 7 day(s) Permanent

Ignore: For repeated or possible false alerts, you can click Ignore. The ignored alert events are not included in the
alert list and statistics, but their logs are retained. You are no longer notified of the ignored alert events when they
trigger alerts again. You can select Ignored in the list to view all the ignored events. The "lgnore" operation is

irreversible.
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Ignore the selected alert events )4

Ilgnored alerted events are not displayed in the alert list and not
counted to the statistics. But the logs are not deleted. No alerts are
triggered if the same event happened again. You can check details in
the "Ignored"” list. This operation cannot be undone.

Alert event event(s) selected

Resolving false alerts

You can add the IP to the allowlist. On the Blocked attacks page, select the target asset/IP, click Allow, select

False positive for Reason, and then click OK.
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Add selected addresses to the allowed list ) 4

When an address is added to the allowlist, the access from the
specified direction will not go through the intrusion check within the
effective period. It will be removed from the allowlist when the
effective period ends.

Address 1 IP address selected. Hide details a

Reason Allow for emergency ‘o False positive \

Direction o Inbound Outbound All

Effective period 1 day(s) 7 day(s) o Permanent

Searching for attack events from an IP

In the Asset view, place the pointer over the value of Access destination, Access source, or Asset name, and

click Check in intrusion defense log to view all attack events.
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Attack... Y Severi... Y Access so... Source Port Access de... Destination ... Pr.. Y Occurrence time Source Y Interce... $ Operation @
Q Q Open  Block
> High Multiple (4) 80 HTTP 2022-11-09 14:42:35 Virtual Patch 88
Y I
gnore
Total 1 items | Check in intrusion defense logs | 10 v /page 1 /1 page

Note

The figure above shows the process.
Viewing the blocked attacks for an asset
Method 1: Select the specified asset in the upper-left corner to filter the records.

Security alerts

Attack alerts Blocked attacks Honeypot events

v 24 hours 7 days 2022-05-13 20:02:35 ~ 2022-11-09

Block malicious outgoing Blocked by the blocklist Block brute-force attacks Vulnerability exploits

2 8 0 times O times 88

200

)0

0
2022-05-13 2022-06-14 2022-07-16 2022-08-17 2022-09-18 2022-10-20

20:02:35

Blocked attacks Blocked IPs Location Destination port

Method 2: Select the target asset by clicking Event details -> Asset hame to view its records of blocked attacks.

Viewing recently blocked attacks

The Blocked attacks page is automatically refreshed. Click

@

in the upper part of the page, select Last blocked for Blocking history ranking, and then click OK™ to view the

recently blocked attacks.
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Inbound Lateral movements

Access source:

Location Hongkong,China

Total 1 items

Outbound

All policies v

Access destination
Destination port

Asset name
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Real-time blocking statistics174
Last blocked 2022-10-25 15:14:10

Avg. blocked frequency88.48/ minute(s)

Tencent Cloud Firewall

Q o : N Asset v
Blocking histol
ranking o Last blocked Blocking statistics

Page refresh

frequency o 30 seconds 60 seconds
Blocking

frequency

statistics O minute(s) hour day(s)

Page 133 of 265



&2 Tencent Cloud Tencent Cloud Firewall

Traffic Monitoring

Last updated : 2024-01-24 15:48:25

Traffic Monitoring provides incoming access statistics, outgoing access analysis, and inter-VPC activities tabs based
on inbound, outbound, and inter-VPC traffic. This topic describes how to view the traffic status and understand the

visual information on the three tabs in Traffic Monitoring.

Incoming access statistics

On the Incoming access statistics page, you can view the IP addresses, access count, and volume of the inbound
traffic. You can also view details about the access to specific assets in different time periods in specified regions on the

map, and view the ranking of traffic in different regions.

Directions

1. Log in to the Cloud Firewall console, click Traffic Monitoring in the left navigation pane, and click the Incoming
access statistics tab.
2. In the Incoming access statistics tab, click All assets to view the access to each asset in the current region. You

can also view the traffic in different time periods, such as the last 24 hours or the last 7 days.

Traffic monitoring

Incoming access statistics Outgoing access Inter-VPC activities

| v 24 hours ’7
‘ | Q ‘ All regions China

Instance ... Instance ID Asset ... IP address

Cancel Deselect all
Location Reset filters

3. View the incoming access to assets in regions around the world and within China on the map.

Select All regions to view the distribution of traffic in each country or region around the world.
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Select China to view the distribution of traffic in each province of China.

Caution

The carousel slider on the left side displays the top 5 countries/regions or provinces with the highest traffic volume and
access count. You can hover the mouse cursor over a country/region or province to view the access by IP addresses.
The color depth on the map indicates the traffic volume in each region. A darker color indicates higher traffic. You can
hover the mouse cursor over a country/region or province to view details.

The icons on the right side are used to refresh data in the carousel slider, reset the map to the initial position, expand

the map, and zoom in and out the map.

Traffic monitoring

Incoming access statistics Outgoing access Inter-VPC activities

v 24 hours 7da

Incoming access overview China

Country with the most access traffic

Singapore 2,07 MB

United State... 1.46 MB _(:

China 973.48 KB G

Germany 769.11 KB

France 717.35 KB 1
®0 2MB _-

4. On the right side of the map, click

ra
L

to view the traffic statistics in the global mode.

5. In the global mode, view the rankings in different dimensions.

The carousel slider on the left side of the map displays top 10 countries/regions or provinces with the highest traffic
volume and access count.

The carousel slider on the right side of the map displays the top 5 ports with the most visits, the protocol distribution of
incoming access, the top 5 assets with the most visits, and the top 5 assets with the highest traffic volume.

Note

When a specific asset is selected, the asset ranking is not displayed in the carousel slider on the right side.

The line chart below the map shows the traffic bandwidth of incoming access within the current time range. You can

also view the peak bandwidth in and the total traffic volume in the last 7 days or 24 hours.
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Incoming access overview

Tencent Cloud Firewall

0.

0B

1-03 15:00

All reglons China
Country with the most access traffic =
— Access statistics
Singapore 2,07 MB
d Top 5 most-accessed assets
(Requests)
United State... 1.46 MB
13.07K tim
i 97348 KB I
China ' Unnamed 6.94K tim
I
Germany 769.11 KB ‘ smally-testi, B.94K tim
' ——
France 717.35 KB
hoinyeie 863.71 KB Top 5 most-accessad assets
(Trafhe)
Russia 22538 KB
i © 1898
A
Netherlands 170.87 KB ® un 11.06
I
United Kingd... 100.67 KB — smally-tes 11.94
ar ]
Moldova 69.87 KB +
0 1 -
: o
Incoming bandwidth
Peak bandwidth in

6. In the lower part of the page, view details of the incoming access IP addresses.

Note

For brevity, the list only displays the access information of top 500 IP addresses by default.

The features of the Incoming access list under Internet access are described below, and those of other lists are

similar.

1. In the Incoming access list, enter an exact IP address of an access source in the External address search box,

enter an exact |IP address of an asset in the Destination port search box, or enter an exact or fuzzy place name in

the Location search box, and then click Start search to search for access details.

Incoming access

External address Destination port

Access source (E... Location Access destination ...

Singapore,Singapore

Staten Island,New Yo...
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Destination...

80

80

Asset region

Singapore

Singapore

Location

Sessio...

207

96

Access traffic

Request: 870.38B

QOutgoing response:

84.04B

Request: 212.69B

QOutgoing response:

21.11B

Occurrence time

Reset filters

Operation

First: 2022-11-05 17:17:47

Traffic logs  More ¥

Latest: 2022-11-08 21:26:52

First: 2022-11-03 02:25:35

i v
Latest: 2022-11-09 1337:28  "1C 1098 More
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2. View data details. You can view traffic logs, threat profile, or asset details in the access list.

View traffic logs

2.1.1 Click Traffic logs in the action column on the right.

2.1.2 On the Traffic logs page, you can view details about the access between specified IP addresses. You can also
filter the results by access source and access destination to obtain the details about the access from the same source
to the same asset.

View the threat profile

2.1.1 Select More -> Threat profile in the action column on the right.

2.1.2 On the Threat profile page, view the threat profile of the external address and then perform tracing and
auditing.

View asset details

2.1.1 Select More -> Asset details in the action column on the right.

2.1.2 On the Asset details page, view exposed assets and security events about the asset.

Outgoing access analysis

You can view details about the outgoing access from assets in the last 7 days, and learn about the outgoing traffic,

outgoing domain names, and outgoing destinations on the Outgoing access page.

Directions

1. Log in to the Cloud Firewall console, click Traffic Monitoring in the left navigation pane, and click the Outgoing
access tab.

In the Outgoing access overview module, you can view the access status of outbound traffic in the last 7 days or 24
hours. You can also filter the results by time and asset to obtain the outgoing access statistics of specific assets within
a time range.

On the left side of the Outgoing access overview module, you can view the outgoing domain names and outgoing
destinations of assets, the number of outgoing assets, and the number of alerts. You can select an asset from the All
assets drop-down list to view the outgoing access of the asset.

In the line chart in the lower part, you can view the bandwidth in the last 7 days or 24 hours. Hover the mouse cursor
over the line chart to view the bandwidth at a point in time.

On the right side of the Outgoing access overview module, you can view the top 5 most requested domain names,
the top 5 most requested addresses, the address with the most access traffic, the top 5 assets with the most outgoing

access requests, and the top 5 assets with the highest outgoing traffic in the last 7 days or 24 hours.
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Outgoing access overview

Outgoing domain name Outgoing access destination Outgoing asset 4 Address with the most access traffic Assets with most outgoing access requests
0 address 3
Risk domain names: 0 43 Compromised assets: 1

Risk destination addresses: 0

488.28Kbps
390.63Kbps
292.97Kbps

195.31Kbps

97.66Kbps

Obps
11-04 13:00 11-05 15:00 11-06 17:00 1-07 19:00 11-08 21:00 1-09 23:00

2. You can view the access statistics of outgoing traffic, outgoing domain names, outgoing destinations, and outgoing

assets in the lists below. Access details are available in all the lists except the Outgoing traffic.

Outgoing traffic Outgoing domain name Qutgoing destination QOutgoing asset
External address Destination port Location Reset filters
Access source (M... Asset region Access destination ... Destination... Location Sessio...  Access traffic Occurrence time Operation
Request: 0 X
: . . First: 2022-11-03 00:48:28 )
Singapore 9922 3700 Outgoing response: Latest: 2022-11-09 14:48:26 Traffic logs ~ More ¥
650.39B
Request: 0
, First: 2022-11-03 00:48:08 )
" 9 v
Singapore 9922 3684 S:;gso;ég response: Latest: 2022-11-09 14:48:05 Traffic logs ~ More

3. The Outgoing destination list is used as an example of how to view access details. Click Outgoing destination,
and click Access details in the action column on the right side of an IP address to enter the Outgoing destination

details page.

Outgoing traffic Outgoing domain name Outgoing destination Outgoing asset

Descending by latest accessed v Display only risks Q C

Destination address Location Risk assessment Y Destination port Sessions Access traffic Occurrence time Operati(

First: 2022-11-03 00:08:03 —
Unknown 9922 17326 Request: 2892916 Latest: 2022-11-09 Access Deta
Qutgoing response: 0 o
14:48:48
First: 2022-11-03 00:07:57
Unknown 9922 17350 Request: 2896564 Latest: 2022-11-09 Access Deta
Qutgoing response: 0 14:48:47

4. On the Outgoing destination details page, you can view the access count and traffic volume of assets to the IP
address in the last 7 days or 24 hours, and the location of the IP address. You can also view the assets accessed from

the IP address. To learn more about the traffic logs and threat profile, please see Incoming access statistics.
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Outgoing access details >
9.4.0.10  Unknown Thread profile 24 hours 7 days [
Sessions Location United States of America

1 7326 times Last accessed 2022-11-09 14:48:48

Request traffic: 2892916

Outbound traffic:0 Threat
intelligence tags

Assetinstanc... — Primary IP Requests ¢ Access traffic $ Occurrence time % Operatior
Public networkc Request: 1225576  First: 2022-11-03 00:08:03 Traffic loas
Private 8063 Outgoing Latest: 2022-11-09 e tg
N response: 0 14:48:48 utgoing deta
network:
T Request: 813.878  First: 2022-11-03 00:08:43 Tafc g
Private 4630 Outgoing Latest: 2022-11-09 ot o
response: 0 14:47:47 utgoing aeta
network:
— Request: 814.39B  First: 2022-11-03 00:09:22 —
Private 4633 Outgoing Latest: 2022-11-09 e ?~
d response: 0 14:46:56 utgoing deta
network:
Total 3 items 10 v /page 1 e

5. To learn more about the outgoing access of an asset in the list, click Traffic logs or Outgoing details in the action
column on the right side of the instance list to view the traffic logs of the asset or the IP addresses and domain names

accessed by the asset in the last 7 days or 24 hours.
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Asset instanc... Primary IP Requests $ Access traffic $ Occurrence time ¢ Operatior

Public network: Request: 1225576  First: 2022-11-03 00:08:03 Traffic loas
Private 8063 Outgoing Latest; 2022-11-09 vt s f*
o response: 0 14:48:48 utgoing deta
network:
Puple neprorkc Request: 813.87B  First: 2022-11-03 00:08:43 Traffic log
Private 4630 Outgoing Latest: 2022-11-09 Outooin det:;
response: 0 14:47:47 utgoing
network:
— Request: 814.39B  First: 2022-11-03 00:09:22 Traffic loas
Private 4633 Outgoing Latest: 2022-11-09 Outaoing d tg
response: 0 14:46:56 utgoing aeta
network:
Total 3 items 10 v /page 1 /1 page

Inter-VPC activities

You can view traffic access between VPCs and the protocol distribution on the Inter-VPC activities page.

Directions

1. Log in to the Cloud Firewall console, click Traffic Monitoring in the left navigation pane, and click the Inter-VPC
Activities tab.
2. In the Inter-VPC activities tab, select a VPC instance from the filter box in the upper part and select a time period.
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Traffic monitoring

Incoming access statistics

Outgoing access

All firewall toggles

v

Q

All firewall toggles

11-04 16:00

o

11-05 17:00

Inter-VPC activities

Tencent Cloud Firewall

1 hour Today 7d

Protocol distribution

Mﬁbﬂ 0

11-06 18:00 11-07 19:00 11-08 20:00

B Inter-VPC bandwidth

3. Hover the mouse cursor over the line chart of traffic statistics to view the bandwidth at a specific time. Hover the

mouse cursor over the donut chart of protocol distribution on the right to view the distribution of protocols.

Traffic monitoring

Incoming access statistics

All firewall toggles

Traffic statistics

4.66Gops
3.73Gbps
2,79Gbps
1.86Gbps
953.67Mbps

Obps
1-04 16:00

Outgoing access

11-05 17:00

Inter-VPC activities

11-07 20:00
M Inter-VPC bandwidth: 3.72Gbps

11-06 18:00 11-07 18:00 11-08 20:00

M Inter-VPC bandwidth

1 hour Today 7d

Protocol distribution

No data yet

4. In the lower part of the page, view the IP addresses in access between VPCs, and view the access source, access

destination, and access count of IP addresses in the VPCs. Enter an access source, access destination, or destination

port in the search boxes to start an exact search. For more information, please see Incoming access statistics.
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Access source Access destination Destination port

Access source Asset region Access destination Destination... Asset region Sessio...

Shanghai - 326

284

More information

For questions about Traffic Monitoring, please see Bandwidth.

©2013-2025 Tencent Cloud International Pte. Ltd.

Access traffic

Request: 4135811

Outgoing response:

3732448

Request: 2091856

Outgoing response:

3508642

Tencent Cloud Firewall

Reset filters

Occurrence time Operatiol

First: 2022-11-10 10:56:18

Latest: 2022-11-10 143030 "1 %9

First: 2022-11-10 13:05:30

Latest: 2022-11-10135600 "1 °0
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Access Control
NAT Firewall Rules

Last updated : 2024-01-24 16:06:49

Access control rules can filter specific domain names or filter traffic by geographic location. NAT firewall has two
access control rule lists, namely inbound rules and outbound rules. Inbound rules apply to the incoming north-south
traffic over the edge firewall, while outbound rules apply to the outgoing north-south traffic over the edge firewall. This

topic describes operations related to inbound rules, and those for outbound rules are similar.

Operation guide

1. Log in to the Cloud Firewall console, select Access Control in the left navigation pane, and then select NAT
firewall rules.

2. On the "NAT firewall rules” page, select a region, and then click Inbound rules.

Access control Singapore Guangzhou Backup rule

Edge firewall rules NAT firewall rules Enterprise security groups Intranet rules
Rule list  Latest backup: 2022-10-24 20:47:54 Recent operations (D View operation log
Inbound rule Outbound rules Rule quota (i) No data yet

2 25 2000

Enabled rules: 2 Enabled rules: 25

Inbound rule Outbound rules
Import rule Sort Batch operation More actions v Q

All statuses v

3. On the Inbound rules page, you can create access control rules for different regions, and view the details about
rule lists (the used quota of inbound or outbound rules and the total quota of rule lists), recent operations, and access
control rules. "Recent operations" show your recent operations on the rule lists:

Click Details to view details of a specific operation.

Click View operation logs to view detailed operation records.
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Recent operations (i) View operation logs

No data yet

4. On the Inbound rules page, add a rule and configure it. Here is an example for adding inbound rules.

i. Click Add rule on the Inbound rules page.

Access control Singapore Guangzhou

Edge firewall rules NAT firewall rules Enterprise security groups

Rule list  Latest backup: 2022-10-24 20:47:54

Inbound rule Outbound rules Rule quota (i)
Enabled rules: 2 Enabled rules: 25
Inbound rule Outbound rules

Add rule \ Import rule Sort Batch operation More actions

All statuses v

Intrar

v

ii. Configure the inbound rule in the Add inbound rule window displayed. The "Access source type" can be an IP

address, geographic location, cloud vendor, or address template. The "Access destination type" can be an IP
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address, asset instance, resource tag, address template, or asset group. Select priority for rules based on their
importance. After selecting the access source and destination, enter the destination port, select the protocol and the
policy to implement, enter rule descriptions, and then click OK to complete the configuration.

Note

Access destination type region: The region where the cloud instance is located.

Access source type: The type of an external source when an inbound rule is added.

Add Inbound rule Access Target region Singapore

Access source type o IP address Location Address template
Access destination 0 IP address Asset instance Resource tag Address template
type
Rule priority Earliest Q) Last
_ - Destination port . . .
Priority @ Access source @ Access destination @ @ Protocol Policy @ Description @ Operation

3 0.0.0.0/0 0.0.0.0/0 -1/ ANY v v Copy

Cancel

Field description:

Priority: The priority of the access control rule. The priorities of outbound and inbound rules are independent of each
other. The rule with the highest priority is evaluated first. If a given rule is matched, rules with lower priorities will not be
evaluated. When you modify the priority of a given rule, the priorities of the original rule with that priority and all the
subsequent rules will increase by 1. When you delete a given rule, the priorities of all the subsequent rules will
decrease by 1.

Access source: The access source of an inbound rule can be any public IP. It supports an IP, CIDR block, and
location.

Access destination: The access destination of an inbound rule can be any private network asset in the current
region. It supports an IP address, asset instance, resource tag, address template, and asset group. The supported
access source and destination types of an outbound rule are the opposite.

Destination port: TCP/UDP rules support single port numbers (e.g., "80"), port ranges (e.g., "80/80", "-1/-1",
"0/65535"), and discrete port numbers separated with commas (e.g., "80,443,3380/3389"). For ICMP rules, port
configuration is not required.

Protocol: For the current CFW edition, supported inbound protocols include TCP and UDP, and supported outbound
protocols include TCP, UDP, ICMP, HTTP, HTTPS, SMTP, SMTPS, DNS, and FTP.

Policy description:

Allow: Allow the matched traffic and record the hit count and traffic logs, but not access control logs.

Observe: Allow the matched traffic and record the hit count, access control logs, and traffic logs.

Block: Block the matched traffic and record the hit count and access control logs, but not traffic logs.
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Description: The rule description with up to 50 characters. You can use a pair of # to insert special settings. Your

current CFW edition supports #long connection#.

NAT firewall wildcard rules:

CFW provides different wildcard rules for IP address, port, and domain name.

Input field

Access source/Access
destination

Domain name

Domain name

Destination port
Destination port
Destination port

Destination port

Destination port

Input
example

0.0.0.0/0

*.aa.com

-1/-1
0/65535
80,443,3389

80/443

80/443,3389

Description

Indicates all IP addresses.

Indicates all domain names.

Indicates second-level domain names starting with an asterisk
(*): aa.com.

Indicates all ports.

Indicates all ports.

Indicates ports 80, 443, and 3389.

Indicates all ports between port 80 and port 443.

Indicates all ports between port 80 and port 443, as well as
port 3389.

5. Click Copy in the action column on the right to add multiple rules.

Note

In the Add inbound rule window, one rule uses one line, and a new rule is added to the end of the list by default. The

last rule added has the largest priority number or the lowest priority.

Scenario 1: You have configured the rule list, and need to add rules in batch.

5.1 Click Copy in the action column on the right to add a rule to the next line of the current rule. A maximum of 10 rules

can be added at a time.
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Add Inbound rule Access Target region Singapore

Access source type o IP address Location Address template
Access destination o IP address Asset instance Resource tag Address template
type
Rule priority Earliest o Last
Destination port
Priority @ Access source @ Access destination @ @ hation p Protocol
3 0.0.0.0/0 0.0.0.0/0 -1/-1 ANY
4 0.0.0.0/0 0.0.0.0/0 -1/-1 ANY
5 0.0.0.0/0 0.0.0.0/0 -1/-1 ANY

5.2 Complete all fields in the list.

5.3 Check whether the priority of the rules added in batch meets your expectations.

5.4 Click OK to submit the rules configured.

Cancel

Scenario 2: You need to configure multiple rules for an IP address.

5.1 Edit a rule to fill in the fields that need to be input repeatedly.

Policy @

Description @

Tencent Cloud Firewall

Operation

Copy| Delef

Copy  Delet

Copy  Delef

5.2 Click Copy in the action column on the right to add a rule to the next line of the current rule, with the fields

automatically populated with the same values as from the edited rule. A maximum of 10 rules can be added at a time.

Add Inbound rule Access Target region Singapore

Access source type o IP address Location Address template
Access destination o IP address Asset instance Resource tag Address template
type
Rule priority Earliest o Last
Destinati rt
Priority @ Access source @ Access destination @ C?)s ination po Protocol
3 0.0.0.0/0 0.0.0.0/0 -1/-1 ANY
4 0.0.0.0/0 0.0.0.0/0 -1/-1 ANY
5 0.0.0.0/0 0.0.0.0/0 -1/-1 ANY
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Operation

Delet

Copy  Delet

Copy  Delet
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5.3 Complete other fields in the list.
5.4 Check whether the priority of the rules added in batch meets your expectations.
5.5 Click OK to submit the rules configured.

6. Import rules: Click Import rule to import rules from a local file. You can specify the import location, download the

import template, or export existing rules.

Import rule  NAT firewall rules - Inbound rule (Singapore )

@ Up to 1,000 rules can be uploaded in one time. To add more than 1,000 rules, please try multiple uploads and select "Add to the end".
Location-based access control rules cannot be imported. When you export location-base rules, they will be converted to global rules.

o Select a file >

Save to Overwrite the current list o Attachtotheend  Download import template Export existing rules @

Select a fils Select a file Delete

Upload an XLSX file with up to 1,000 rules.

Cancel

7. Back up and roll back rules: Click Backup rules in the upper right corner to back up existing NAT firewall rules.
When the rules are greatly changed, you can click Roll back to the right of the backup file to recover the rules.
8. Click Backup rules in the upper right corner to enter the Back up and roll up rules page. Click Create backup,

select NAT firewall rules from the drop-down list and enter a description, and then click OK to complete the backup.
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Back up and roll up rules :

@ 1. Backup: You can create up to 10 backups of a rule list. The direction is not limited.
2. Roll back: Overwrite the current rules with the ones in the selected backup. Back up current rules before rolling back.
3. Backups are cleared when the service is expired or the related resources are released. When the quota limit is reached,

you can delete the early backups.

Create backup NAT firewall rules (Singapore) Q ¢

Rule list @ Description Backup time Rules Operatiol
NAT firewall rules (Singapore) Rollback  Delet
Total 1 items 20 v /page 1 /1 page

9. Toroll back rules, click Roll back on the right side of the backup file, and you can recover the rules after

confirmation.
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Confirm to roll back with the backup

Rolling back to the selected rule backup will overwrite the
corresponding rule list, and the existing rules will be deleted. To
ensure data security, it is recommended to back up the current list
first.

Rule list NAT firewall rules (Singapore)

Backup
description

More information

For the information about how to control the inbound and outbound traffic over the edge firewall on the Cloud Firewall
console, please see Edge Firewall Rules.

For information about how to set inter-VPC firewall rules on the Cloud Firewall console, please see Inter-VPC Firewall
Rules.

For the special scenarios of the Cloud Firewall access control feature, please see Special Scenarios.

For questions about NAT firewall rules, please see NAT Firewall.
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Inter-VPC Firewall Rules

Last updated : 2024-01-24 16:06:49

Inter-VPC firewall rules provide multiple access control lists (ACLs), each of which is associated with a pair of
connected VPCs and an inter-VPC firewall toggle. This topic describes how to set up inter-VPC firewall rules on the

Cloud Firewall console.

Operation guide

1. Log in to the Cloud Firewall console, select Access Control in the left navigation pane, and then select Inter-VPC
firewall rules.
2. In the upper left corner of the Inter-VPC firewall rules page, you can switch between different inter-VPC ACLs

from the drop-down list of "Firewall toggle name".

Add rule
Aule priority Earliest O Last
ss destination © DeoinationPert b oiaco olicy ® Description ®
®
] 0.0.0.0/0 0.0.0.0/0 =1/-1 ANY - v A Copy
Associated: 5 Details Associated: 5 Details

Note

Unlike the edge firewall and NAT firewall ACLs, inter-VPC ACLs have no direction limitations.

The local and peer VPCs are equivalent. When configuring rules, you can determine the VPC based on the CIDR
block where the access source and destination are located to differentiate the direction.

3. On the Inter-VPC firewall rules page, click Add rule.

4. On the Add rule page, the information of local and peer VPCs and firewall toggle of the inter-VPC ACLs is already
available. You only need to enter the access source IP, access destination IP, destination port, and other information

to complete the configuration.
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Add rule

Rule priority Earliest O Last

Priority @ Access sour Access destination @ "‘_\""':' ' Y Policy @ Scope escription @ Operatior
9 0.0.0.0/°0 0.0.0.0/0 =1/-1 ANY hd v v Dele

Associated: 5 Details Associated: 5 Details

10 0.0.0.0/0 0.0.0.0/0 141 ANY - v v Copy Dele
Associated: 5 Details Associated: 5 Details
1 0.0.0.0/0 0.0.0.0/0 =1/-1 ANY v v v Copy  Dele

Associated: 5 Details Associated: 5 Details

n Gancel

Field description:

Priority: The priority of the access control rule, which is independent of that of the rule list for the firewall toggles. The
outbound and inbound rules are executed independently. The rule with the highest priority is evaluated first. If a given
rule is matched, rules with lower priorities will not be evaluated. When you modify the priority of a given rule, the
priorities of the original rule with that priority and all the subsequent rules will increase by 1. When you delete a given
rule, the priorities of all the subsequent rules will decrease by 1.

Access source: It can be an IP in the CIDR block of the local/peer VPC or a subnet range of it. Note that it cannot be
in the same VPC network range as the access destination. You can also enter 0.0.0.0/0 as a wildcard access source.
Access destination: It can be an IP in the CIDR block of the local/peer VPC or a subnet range of it. Note that it
cannot be in the same VPC network range as the access source. You can also enter 0.0.0.0/0 as a wildcard access
destination.

Destination port: Supports single port numbers (e.g., "80"), port ranges (e.g., "80/80", "-1/-1", "0/65535"), and
discrete port numbers separated with commas (e.g., "80,443,3380/3389").

Protocol: The current CFW edition supports UDP, TCP, and ICMP.

Policy description:

Allow: Allow the matched traffic and record the hit count and traffic logs, but not access control logs.

Observe: Allow the matched traffic and record the hit count, access control logs, and traffic logs.

Block: Block the matched traffic and record the hit count and access control logs, but not traffic logs.

Description: The rule description with up to 50 characters. You can use a pair of # to insert special settings. Your
current CFW edition supports #long connection#.

Inter-VPC wildcard rules: For more information about the IP address ranges that support wildcard, please see the
wildcard rules in Edge Firewall Rules.

Caution

The CIDR blocks of the local and peer VPCs cannot be the same or overlap. Otherwise, the firewall cannot be

enabled.
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In the inter-VPC access control rules, the access source and access destination can only be an IP in the CIDR block
of the local/peer VPC or a sub-network range of it. As the CIDR blocks of the local and peer VPCs cannot be the
same, the direction of the traffic controlled by a rule can be distinguished by the "Access source" or "Access
destination".

The rule will not take effect if you enter an address other than those in the CIDR block of the local or peer VPC.

If you enter 0.0.0.0/0 for "Access source" and "Access destination", it indicates all the addresses of the VPC.

5. Click Copy in the action column on the right to add multiple rules.

Note

In the Add inbound rule window, one rule uses one line, and a new rule is added to the end of the list by default. The
last rule added has the largest priority number or the lowest priority.

Scenario 1: You have configured the rule list, and need to add rules in batch.

5.1 Click Copy in the action column on the right to add a rule to the next line of the current rule. A maximum of 10 rules
can be added at a time.

5.2 Complete all fields in the list.

5.3 Check whether the priority of the rules added in batch meets your expectations.

5.4 Click OK to submit the rules configured.

Scenario 2: You need to configure multiple rules for an IP address.

5.1 Edit a rule to fill in the fields that need to be input repeatedly.

5.2 Click Copy in the action column on the right to add a rule to the next line of the current rule, with the fields

automatically populated with the same values as from the edited rule. A maximum of 10 rules can be added at a time.

Add rule x

Rule priority Earliest O Last

9 0.0.0.0/0 0.0.0.0/0 11 ANY - o - Delete

5 Details 5 Details

10 0.0.0.0/0 0.0.0.0/0 =11 ANY - - - Copy Delete

d:5 Details A lated: 5 Details

1 0.0.0.0/0 0.0.0.0/0 -1/ ANY - v v Copy Delete

d:5 Details A lated: 5 Detalls

5.3 Complete other fields in the list.

5.4 Check whether the priority of the rules added in batch meets your expectations.

5.5 Click OK to submit the rules configured.

6. After the rules are added, you can view them in the rule list.

7. Import rules: Click Import rule to import rules from a local file. You can specify the import location, download the

import template, or export existing rules.
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Import rule Intranet rules

(D Up to 1,000 rules can be uploaded in one time. To add more than 1,000 rules, please try multiple uploads and select "Add to the end".

0 Selectafile >

Save to Overwrite the current list o Attach to theend ~ Download import template Export existing rules (D

Select a file Select a file Delete

Upload an XLSX file with up to 1,000 rules.

Cancel

8. Back up and roll back rules: Click Backup rules in the upper right corner to back up existing NAT firewall rules.
When the rules are greatly changed, you can click Roll back to the right of the backup file to recover the rules.

1. Click Backup rules in the upper right corner to enter the Back up and roll up rules page. Click Create backup,
select Inter-VPC firewall rule group from the drop-down list and enter a description, and then click OK to complete

the backup.

Access control | Backup rule

Edge firewall rules NAT firewall rules Enterprise security groups Intranet rules
Rule list  Latest backup: 2022-10-25 09:49:40 Recent operations (O View operation log
Global rules Toggle specific Rule quota () No data yet
Enabled rules: 2 Enabled rules: 0

2. To roll back rules, click Roll back on the right side of the backup file, and you can recover the rules after

confirmation.
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Confirm to roll back with the backup

Rolling back to the selected rule backup will overwrite the
corresponding rule list, and the existing rules will be deleted. To
ensure data security, it is recommended to back up the current list
first.

Rule list S m e

Backup
description

More information

For the information about how to control the inbound and outbound traffic over the edge firewall on the Cloud Firewall
console, please see Edge Firewall Rules.

For the information about how to control the inbound and outbound traffic over the NAT firewall on the Cloud Firewall
console, please see NAT Firewall Rules.

For the special scenarios of the Cloud Firewall access control feature, please see Special Scenarios.

For questions about inter-VPC firewall rules, please see Inter-VPC Firewall.
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Enterprise Security Group
Feature Overview

Last updated : 2024-01-24 16:06:49

Enterprise security group is a new security group control plane that replaces the security group administration
interface in the CVM console. The configuration logic of security groups has been redesigned and a centralized
access control administration page has been maintained, which improves the user experience of security groups.
CFW provides five-tuple-based rule configuration and automatically publishes security group rules through intelligent

transformation algorithms, which simplifies the configuration of security groups.

Re-orchestration of s i liehine Ear
ACL ey Palicy publishing sam

@ Security group e CVM

E @
— — —p
Unified policy Intelligent () security group & CvM
control plane transformation
algorithm
@ Security group e CVM
Features

It simplifies the configuration of security groups based on the 5-tuple rules.

It supports inter-VPC, inter-subnet, and direct connect access control.

It provides access control logs of security groups for easy backtracking of blocking and routine troubleshooting.

It requires no change in the network architecture, and has no impact on network stability and network performance.

Restrictions

Enterprise security group is developed based on the underlying architecture of the CVM security group, and thus is

restricted by the underlying functional implementation and resource quotas of the security group.
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Rules

Rule composition

Access source and access destination: Depending on the inbound or outbound direction, they can be IPs, CIDR
blocks, instances, subnets, or private networks.

Destination port: The destination port number. Not required when the protocol type is ICMP or ANY.

Protocol type: TCP, UDP, and ICMP are supported. ANY indicates all supported protocols.

Policy: the operation performed after the rule is hit.

Allow: Allow the matched traffic but do not record access control logs.

Block: Block the matched traffic and record access control logs.

Rule priorities

The security group rules are prioritized in a way that the rule at the top of the list has the highest priority while the rule
at the bottom has the lowest priority.

The rule with the highest priority is evaluated first. If a given rule is matched, rules with lower priorities will not be
evaluated.

The inbound and outbound rules are in different lists and independent of each other.

Auto two-way publishing

Enterprise security group provides the "Auto two-way publishing" feature to improve the configuration efficiency of
security groups. This eliminates the need to configure two identical rules in both directions to block or allow traffic
between private networks, thus reducing the workload of rule configuration.

When the access source address is an instance, subnet, or private network address, an identical outbound rule (with
the highest priority) can be automatically configured using "Auto two-way publishing”.

Note :

It only applies to communication between private networks.

For example, there are two instances, instance 1 and instance 2, and their IP address is IP1 and IP2, respectively.
If you have configured a "deny all" policy for the security group for instances 1 and 2, respectively, and want to allow
the access from instance 1 to instance 2, you need to manually configure two security group rules:

Instance 1: Allow IP2 in the outbound direction.

Instance 2: Allow IP1 in the inbound direction.

Logs

Security group blocking logs
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The security group blocking logs record the implementation of all blocking policies for enterprise security groups. This

is only available to specified models.

Enterprise security group operation logs

The enterprise security group operation logs record the operations performed by an account on the "Enterprise

security groups” page.
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Configurations

Last updated : 2024-01-24 16:06:49

Adding rules

1. Log in to the Cloud Firewall console, select Access Control in the left navigation pane, and then select Enterprise
security groups.
2. On the Enterprise security groups page, click Add rule.

3. In the Add rule window displayed, configure the parameters and click OK.

Add rule

@ Suggestion: When your assets do not have duplicate IP addresses, you can quickly configure enterprise security group rules through IP addresses. X

When selecting an |IP address, if an IP address corresponds to multiple instances, the rule will be published to all instances.
If the assets are changed, making one IP in the list associated with multiple instances, the rules to the IP will also be applied to all these instances.

Access source type o IP/CIDR Parameter templates Asset instance Resource tag Region Port protocol type o Custom
Access destination O IP/CIDR Parameter templates Asset instance Resource tag Region Parameter templates
type Rule priority Earliest O Lest
- R Destination port . A Operation
Priority @ Access source @ Access destination (D Protocol Policy @ Description @
25 0.0.0.0/0 0.0.0.0/0 -1/-1 v v Copy

Associated: 24 Details Associated: 24 Details

“ Cancel

Parameters

Priority: The execution order of access control rules. The rule with the highest priority is evaluated first. If a given rule
is matched, rules with lower priorities will not be evaluated. When you modify the priority of a given rule, the priorities
of the original rule with that priority and all the subsequent rules will increase by 1. When you delete a given rule, the
priorities of all the subsequent rules will decrease by 1.

Access source: It can be an IP/CIDR, parameter template, asset instance, asset group, resource tag, region, and
other types.

Access destination: It can be an IP/CIDR, parameter template, asset instance, asset group, resource tag, region, and
other types.

Note

You can select any type for the access source and access destination as listed above. But you cannot select region

for the access source and access destination at the same time.
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Destination port: Supports single port numbers (e.g., "80"), port ranges (e.g., "80/80", "-1/-1", "1/65535"), and discrete
port numbers separated with commas (15 at most).

Protocol: The current CFW edition supports UDP, TCP, and ICMP.

Policy:

Allow: Allow the matched traffic but do not record the hit logs of enterprise security groups.

Block: Block the matched traffic and record the hit logs of enterprise security groups.

Description™: The rule description with up to 50 characters. You can use a pair of # to insert special settings. Your
current CFW edition supports #Only publish to source# and #Only publish to destination#.

Note

When the access destination address is an instance, subnet, or private network address, an identical inbound rule
can be automatically assigned using "Auto two-way publishing”. To cancel auto two-way publishing, you can add
keywords to the description: #0nly publish to source# (the security group rules are only published to the source);
#0Only publish to destination# (the security group rules are only published to the destination).

4. Once added, the rules will be displayed in the rule list.

Access destinati
Priority @ Access source @ ceess destination Destination port @ Protocol Policy @ Description @ Status Operz
1 ANY ® Block [ @) Modify ~ Add one above D
2 upP ® Block @) Modify ~ Add one above  Di

5. Once the rules are added and published successfully, you can view security groups on the CFW security group

details page or the Security group page on the VPC console, which are associated with instances automatically.

Viewing security group details

1. Log in to the Cloud Firewall console, select Access Control in the left navigation pane, and then select Enterprise
security groups.
2. On the Enterprise security group page, click Security group details.
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Access control

Edge firewall rules NAT firewall rules Enterprise security groups Intranet rul

Rule list  Rule quota: 1000 rules

Total rules Enabled rules Security groups (i)
24 23 24

Security group details |Increase quota [£

3. On the Security group details page, you can view the regions of instances and quota information. The quota can

be increased as needed.

Security group details &) Guangzhou v Increase quota

(D 1. Enterprise security groups count towards your the your security group quota. But you existing and custom security groups
and policies are not affected.
2. When your quota is used up, click "Manage quota" to purchase more.
3. Rules published by the enterprise security groups are with the highest priority.Please do not modify the rules published
by enterprise security groups manually in the Security Group console.

Existing security groups Security group quota Security rule quota(® Number of instances per Quota of security
security group groups bound to

1 O 50 1 00 2000 thSeinstance

4. At the bottom of the Security group details page, you can view associated instances, security group lists, and
security group rules.

Associated instances: Display information of all instances in a region, such as instance name, instance type, network,
and IP address. Click the number in the "Security group” or "Security group rule" column to go to the security group list

or rule details page of an instance. Click View details to go to the instance details page.
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Associated instances Security group list Security group rules
All security groups v
(
All types v
Instance ID/name Instancet... VPC IP address Sec... ¢ Security... % Operatio
Public network:
CVM . 2 56 View dete
Private
network:"
Public network:
CVM . 2 53 View dete
Private
network:’

Security group list: It displays all the security group lists for the current region, the instances associated with each

security group, the number of security group rules, the creation time, and other information. Click the number in the

"Associated instance" or "Security group rule" column to go to the security group list or rule details page of an

instance. Click View details to go to the security group details page in the VPC console.

Associated instances Security group list Security group rules

All Instances v

Security group ID/name Assoc... $  Security... ¢ Note Creation time
0 16 2022-09-01 11:23:57
3 38 2022-11-01 16:02:42

Security group rules: Display the inbound and outbound rules of all security groups in the current region. Click

Operatio

View dete

View dete
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to view the rule details, or check whether the enterprise security group rules are published successfully.

Associated instances Security group list Security group rules
All Instances v All security groups v
Inbound rules Outbound rules
v
icmp Allow Pingm

5. Log in to the VPC console, click Security -> Security groups in the left navigation pane, and select the regions

and items.
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Q) Tencent Cloud Overview  Products Cloud Firewall  Virtual Private Gloud  Cloud Virtual Machine

Virtual Private Cloud Security groups | © Singapore ¥ All projects v

Network Topology
Map

Virtual Private
Cloud

Subnet
Route Tables
IP and Interface ~

Shared
Bandwidth Pack

NAT Gateway

Peering
Connections

VPN Connection ~

Direct Connect
Gateway

Cloud Connect
Network

Security

Security Group

Network ACL

6. Click the ID/name of a security group to view its inbound rules, outbound rules, and associated instances.
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< sg-d28hkwOu(cfwsg_70b669af980eaed644c3751901be9682)

Security group rules Associated to Snapshot rollback
Inbound rules Outbound rules
Add rule Import rule Sort Open all common ports How to Set [2 Q
Source® Y Protocol+port @ Policy Notes Modification time Operation
UDP:1-65535 Reject 2022-11-01 16:02:30 Edit Insert ¥ Delete
ALL Allow 2022-11-01 16:02:30 Edit Insert ¥ Delete

Managing rules

After setting enterprise security group rules, you can modify, insert, delete, or sort the rules on the Enterprise

security group page.

Editing rules

On the Enterprise security groups page, select a rule, click Modify to modify the parameters, and then click OK.

Access destination
Priority @ Access source @ Destination port @ Protocol Policy @ Description @ Status Operat

1 ANY ® Block () Modify| Add one above Del

2 UbP @ Block «© Modify ~ Add one above ~ Del

Disabling rules
On the Enterprise security groups page, you can disable or enable rules. Once you disable a rule, it will no longer be

matched.

Access destination
Priority @ Access source @ Destination port @ Protocol Policy @ Description @ Status Operat

1 ANY @ Block @ Modify ~ Add one above  Del

2 UDP @ Block O Modify = Add one above Del
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Inserting rules

On the Enterprise security groups page, select a rule, click Insert, enter parameters, and click OK to add a rule above
the current rule. The new rule has higher priority than the current rule.

Access destination

Priority @ Access source @ Destination port @ Protocol Policy @ Description @ Status Operat

1 ANY ® Block » Modify Del

2 UDP @ Block O Modify ~ Add one above  Del

Deleting rules

On the Enterprise security groups page, select a rule and click Delete to delete it upon second confirmation.

Access destination

Priority @ Access source ® Destination port @ Protocol Policy @ Description @ Status Operat
1 ANY ® Block » Modify ~ Add one above | Del
2 ubP @ Block O Modify ~ Add one above  Del

Sort

The priority of a rule depends on its order in the list.

1. On the Enterprise security groups page, click Sort, select a rule, and click and hold the rule to drag it to the desired

Add rule Sort Batch operation More actions v All statuses v Automatic publish (©) () Q

Priority @ Access source @ Access destination @ Destination port @ Protocol Policy @ Description @ Status Oper
1 ICMP ® Pass [ @) Modify ~ Add one above T
2 TCP ® Pass o« Modify ~ Add one above T
3 TCP ® Block - () Modify  Add one above C

2. Click Save, and the new priority of rules will take effect and be automatically published to the instance.

Exporting rules

1. On the Enterprise security groups page, click
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| 4=

in the upper right corner of the rule list, and the Export custom list window will pop up.

Add rule Sort Batch operation More actions v Al statuses v Automatic publish (i) D Q

Priority @ Access source D Access destination O Destination port @ Protocol Policy ® Description @ Status Oper
1 ICMP ® Pass [ @) Modify ~ Add oneabove D
2 TcP ® Pass [ @) Modify ~Add oneabove D
3 TCP ® Block [ C) Modify  Add oneabove D

2. In the pop-up window, select "Export all" or "Export matched results”, and then click Export.

Export custom list

0 Export all Export matched results
Priority Access source Access destin... Destination port
Protocol Policy Description

Export Cancel
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Tencent Cloud Firewall

This topic describes special scenarios of the Cloud Firewall access control feature.

Managing the execution priority of the rule lists

You can manage the execution priority of edge firewall rules, NAT firewall rules, and inter-VPC rules. The following

takes Edge firewall rules as an example.

Scenario 1: Sorting rules in the list

1. Log in to the Cloud Firewall console and select Access Control -> Edge firewall rules in the left navigation pane.

2. On the Edge firewall rules page, click Sort on the top of the list to enter the modification mode.

Access control Guangzhou

Edge firewall rules NAT firewall rules Enterprise security groups Intranet rules

Rule list  Latest backup: 2022-10-24 20:47:54

Outbound rules

25

Enabled rules: 25

Inbound rule

2

Enabled rules: 2

Rule quota (i)

2000

Inbound rule Qutbound rules

Add rule Import rule

Sort Batch operation More actions v All statuses

Backup rul

Recent operations () View operation lo

No data yet

3. You can move the positions and priority of rules in batch within the current page, and sort the rules by dragging the

icons on their left.

You need to click Save the save the change.

Cancel

Access destination

Priority @ Access source @ Destination port @ Protocol
1 0.0.0.0/0 0.0.0.0/0 -1/-1 ANY
2 136.163.111.123 10.0.0.0/24 80 ANY
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4. When you are done, click Save.

You need to click Save the save the change.

Save Cancel

Sort operations:

If you change the position of any rule when you release the mouse cursor, one sort operation has taken place.

If you do not change the position of any rule when you release the mouse cursor, no sort operation has taken place.
After a sort operation takes place, the Cancel button becomes active.

Click Recover once to return the list to the state before the last sort operation.

If you click Save, you will see a Sorted successfully toast at the top of the page.

If you click Cancel, the list will return to the initial state and all sort operations will not take effect.

Scenario 2: Modifying a rule to move it to a specified position

When you need to move a rule within a large range, sorting is inefficient. Instead, you can use the modification feature.
You can modify the execution priority of only one rule at a time.

1. Log in to the Cloud Firewall console and select Access Control -> Edge firewall rules in the left navigation pane.
2. On the Edge firewall rules page, find the rule you want to move in the list, and determine the new position.

3. Click Modify on the right to enter the rule modification mode.

4. Modify the execution priority to the desired value.

Note :

Execution priority values cannot be repeated and are continuous. As such, the minimum value is 1 and the maximum

value is the total number of rules in the current list.

Inbound rule Qutbound rules
Import rule Batch operation More actions v All statuses v Q
Priority @ Access source @ Access destination @ Destination port @ Protocol Policy @ Description @ Hit count Status Oper:
1 ANY ® Pass 7886 () Modify ~ Add one above D
Access source type o IP address Location Address template
Access destination type o |P address Asset instance Resource tag Address template

2 ANY v Observe v Complete Cance

5. Click Complete and check the rule priority.

Note :

When you modify the execution priority of a rule in the list, the positions of all other rules will be automatically

adjusted.

Scenario 3: Inserting a rule to a specified position in an existing list
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Cloud Firewall allows you to insert a rule between any two rules, and the inserted rule will be executed in the priority.
The rule will be inserted above the selected position. In the following example, we want to insert a rule between the
rules in positions 2 and 3:

1. Log in to the Cloud Firewall console and select Access Control -> Edge firewall rules in the left navigation pane.
2. On the Edge firewall rules page, find the rule in position 3 in the list, and click Add one above on the right.

3. The rule modification box will be displayed above the rule in position 3.

4. In the box, enter the fields of the new rule and click Complete™ to insert the rule.

Note :

The inserted rule will take the position of the rule below it, and the execution priority of all the rules below the new rule

will be moved down by one position.

Add rule Import rule Batch operation More actions v All statuses v Q o

Access destination

Priority @ Access source @ @ Destination port @ Protocol Policy @ Description @ Hit count Status Operatio
1 ANY ® Pass 7886 () Modify ~ Add one above  Delet
2 ANY @ Observe 0 &= D Modify Add one above  Delet
Access source type O IP address Location Address template
Access destination type O IP address Asset instance Resource tag Address template

3 0.0.0.0/0 0.0.0.0/0 -1/-1 TCP v Please selec ¥ Complete Cancel
3 ANY ® Pass 0 D Modify ~Add one above  Delet

Checking if rules are effective

Method 1: Check the hit counts in the access control list. If there are hits, the rules have taken effect.
Note :
If a rule has zero hits, it does not necessarily mean that the rule is incorrectly configured. The rule may simply have no

hits for the time being.

Add rule Import rule Sort Batch operation More actions v All statuses v Q ¢

Priority @ Access source @ Access destination @ Destination port ® Protocol Policy @ Description @ Hit count Status Operati
1 ANY ® Pass 7886 O Modify ~ Add one above  Delt
2 ANY ® Observe 0 c Modify ~ Add one above  Deli
3 ANY ® Pass 0 c Modify ~ Add one above  Deli

Method 2: Select Log Auditing -> Access Control Logs in the left navigation pane to view the access control logs

(rule hit logs). If a rule is included in the log, the rule has taken effect.
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Access control logs

Edge firewall rules NAT firewall rules Intranet rules
v 2022-04-01 00:00:00 ~ 2022-11-09 23:59:59 m Q ¢
Inbound rule Outbound rules
Hit time Access source (M... Sourc... Access destination Destin... Pr.. Y Domain name Policy Y Firewall instance Y Effective rules Det:
2022-11-09 17:18:22 TCP - ® Observe View
2022-11-09 17:18:21 TCP - ® Observe View
2022-11-0917:18:19 TCP - ® Observe View

Operation locking

At any one time, only one user is allowed to execute any one of the following operations on a single access control list
with the same AppID (the firewall ID is used for VPCs): Add rule, Import rule, Sort, Modify, and Add one above.
When performing operations on a list, you may see the toast The list is being modified by others. Please wait.
This means that another user is performing operations on the list.

Note

Operations are locked for 5 minutes, and will be automatically unlocked after that time period.

Access control Singapore

Edge firewalrules  NATfirewall rules  Enterprise securitygroups  Intraret rules

Rulelist  cisstbockun 2020 56:5 Recent operations

Inbourd rule Outbound rules Rule quota () Ho data yet

61 38 5000

More information

For more information, please see Access Control.
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Intrusion Defense
Enabling Threat Intelligence

Last updated : 2024-01-24 16:09:41

After threat intelligence is enabled, CFW feeds network perimeter traffic to the threat intelligence detection and
analysis engine to identify unknown risks beyond access control rules. Prioritized protection packages are also

available to enhance risk resistance capabilities in prioritized protection scenarios.

Directions

1. Log in to the Cloud Firewall console and click Intrusion Protection System in the left navigation pane.
2. On the Intrusion protection system page, click

next to Threat intelligence to enable this feature.
Note :
Only when threat intelligence and edge firewall are both enabled for a public IP address, CFW monitors and analyzes

the north-south traffic on this IP address based on the threat intelligence.

Threat Intelligence C) View details Basic Rule () View rules
Accurate identify access traffic from malicious IPs and domain Features intrusion detection rules accumulated in Tencent Cloud,
names, and automatic updates in seconds. cover common network attack types and malicious codes, with high
Support automatic false positive review, delete false positive and recognition rate and low false positive rate.

expired IPs in the blocklist The rules are continuously updated.

virtual Patch @) View rules

Hotfix protection for popular vulnerabilities, common vulnerabilities,
and high-risk vulnerabilities without the need to restart the business
or install real patches in the business system.

Supports automatic update of detection rules for 0-day vulnerabilities
at the hourly level

. Observe 4 () Block 13 .
Protection Advanced seftings Poweredby: @ @
mode Strict 0 @

3. After threat intelligence is enabled, CFW feeds network perimeter traffic to the threat intelligence detection and

analysis engine to identify unknown risks beyond access control rules:
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Malicious incoming access: CFW detects malicious scanning, brute-force attacks, and remote control from malicious
IP addresses to cloud assets, as well as mining Trojans, ransomware, and other threat samples.

Outgoing access: CFW detects outgoing access from cloud assets to external malicious IP addresses or domain
names, and identifies potential server compromise risks through the comparative analysis of big data provided by
threat intelligence.

More Information

For questions about intrusion defense, please see Intrusion Protection System.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 173 of 265


https://www.tencentcloud.com/document/product/1160/49835

&2 Tencent Cloud Tencent Cloud Firewall

Enabling Basic Protection

Last updated : 2024-01-24 16:09:41

After basic protection is enabled, the north-south traffic on public IP addresses can be monitored based on intrusion

defense rules.

Directions

1. Log in to the Cloud Firewall console and click Intrusion Protection System in the left navigation pane.

2. On the Intrusion protection system page, click View rules in the Basic protection module.

Threat Intelligence () View details BasicRule @ View rules
Accurate identify access traffic from malicious IPs and domain Features intrusion detection rules accumulated in Tencent Cloud,
names, and automatic updates in seconds. cover common network attack types and malicious codes, with high
Support automatic false positive review, delete false positive and recognition rate and low false positive rate.

expired IPs in the blocklist The rules are continuously updated.

virtual Patch @) View rules

Hotfix protection for popular vulnerabilities, common vulnerabilities,
and high-risk vulnerabilities without the need to restart the business
or install real patches in the business system.

Supports automatic update of detection rules for 0-day vulnerabilities
at the hourly level

. Observe 4 OBIock 13 "
Protection Advanced settings Poweredby: ©@ @
mode Strict 0 @

3. In the Basic protection rules window displayed, you can view the description of any rule.
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Basic protection rules X
Edge firewalls & NAT firewalls Inter-VPC firewall
Rule name Event type Severity level Confidence level
> Authentication brute force Brute force Prompt Medium
»  Batch server control exploit Network attack Medium High
»  Cobalt Strike communication Network attack Medium Medium
» Command injection Web attack High High
» Communication with malicious IP Network attack High Medium
» Credential stuffing Brute force Prompt Medium
»  Cryptomining botnet Network attack High High
»  File inclusion Network attack Medium High
»  FireEye red team tool Exploit attack High Medium
»  FTP exploit Exploit Medium Medium
» General attack Network attack High High
» General attack (extended) Network attack Medium Medium

4. After viewing the rules, click

»

in the Basic protection module to enable this feature.
Note

When basic protection is disabled, the basic protection rules no longer take effect.
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Only when basic protection and edge firewall are both enabled for a public IP address, CFW monitors the north-south
traffic on this IP address based on intrusion defense rules.
In the Block mode, malicious behaviors that hit high-confidence rules are automatically blocked, and security event

alerts are generated when other rules are hit.

More information

For questions about intrusion defense, please see Intrusion Protection System.
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Enabling Virtual Patching

Last updated : 2024-01-24 16:09:41

After virtual patching is enabled, CFW automatically identifies and blocks north-south traffic that may exploit

vulnerabilities to launch attacks, preventing CVM vulnerabilities from being exposed to the Internet.

Directions

1. Log in to the Cloud Firewall console and click Intrusion Protection System in the left navigation pane.

2. On the Intrusion protection system page, click View rules in the Virtual patching module.

Threat Intelligence (@) View details BasicRule @) View rules
Accurate identify access traffic from malicious IPs and domain Features intrusion detection rules accumulated in Tencent Cloud,
names, and automatic updates in seconds. cover common network attack types and malicious codes, with high
Support automatic false positive review, delete false positive and recognition rate and low false positive rate.

expired IPs in the blocklist The rules are continuously updated.

virtual Patch @) View rules

Hotfix protection for popular vulnerabilities, common vulnerabilities,
and high-risk vulnerabilities without the need to restart the business
or install real patches in the business system.

Supports automatic update of detection rules for 0-day vulnerabilities
at the hourly level

. Observe 4 () Block 13 .
Protection Advanced settings Powered by: @ g

mode Strict 0

3. In the Virtual patch rules window displayed, you can view all the patches applied and the description of

corresponding vulnerabilities.
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Virtual patch rules ?

Edge firewalls & NAT firewalls Inter-VPC firewall

Rule name Event type Severity level Confidence level
» Apache component exploit Exploit attack High High
» BT exploit Exploit attack High High
»  Chrome exploit Exploit attack High High
» Deserialization exploit Exploit attack Medium High
» Drupal exploit Exploit attack High High
» Ecshop exploit Exploit attack High High
» EL injection Exploit attack High High
» Elasticsearch exploit Exploit attack High High
» Fastjson exploit Exploit attack High High
» FRP NAT traversal Network attack High Medium
> GitLab exploit Exploit attack High High
» Heartbleed exploit Exploit attack High High

4. After viewing patch rules, click

next to Virtual patching in the Virtual patching module to enable this feature.
Caution

When virtual patching is enabled, the virtual patch rules take effect for public IP addresses with this feature enabled.
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When virtual patching is disabled, the virtual patch rules do not take effect.

In the Block mode, all intrusions are automatically blocked.

More information

For questions about intrusion defense, please see Intrusion Protection System.
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Managing Defense Operations

Last updated : 2024-01-24 16:11:14

This topic describes how to use the Intrusion Protection System (IPS) to identify unknown risks beyond access control
rules, monitor the north-south traffic of public IP addresses based on intrusion defense rules, and prevent CVM

vulnerabilities from being exposed to the Internet.

Selecting a protection mode

1. Log in to the Cloud Firewall console and click Intrusion Protection System in the left navigation pane.

2. On the Intrusion protection system page, configure the protection mode in the Protection mode module.
Three protection modes are available: Observe, Block, and Strict.

Note :

The default protection mode is Observe.

In the Observe mode, threat intelligence, basic protection, and virtual patching only detect and send alerts against
malicious access or network attacks without interrupting the connections.

In the Block mode, threat intelligence automatically blocks outbound malicious access, basic protection blocks
network attacks that trigger high-confidence rule alerts, and virtual patching blocks all the traffic detected as
vulnerability exploits.

In the Strict mode, threat intelligence (except for detection of outbound domain names), basic protection, and virtual
patching block any detected malicious behaviors that trigger alerts while interrupting the connections. Note that this

can cause false positives and is only suggested when the asset is under attack.
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Threat Intelligence (@) View details

Accurate identify access traffic from malicious IPs and domain
names, and automatic updates in seconds.

Support automatic false positive review, delete false positive and
expired |Ps in the blocklist

virtual Patch @)

Hotfix protection for popular vulnerabilities, common vulnerabilities,

View rules

and high-risk vulnerabilities without the need to restart the business
or install real patches in the business system.

Supports automatic update of detection rules for 0-day vulnerabilities
at the hourly level

Block

o Strict El

Protection mode Observe

Tencent Cloud Firewall

BasicRule @)

Features intrusion detection rules accumulated in Tencent Cloud,

View rules

cover common network attack types and malicious codes, with high
recognition rate and low false positive rate.
The rules are continuously updated.

@@ @

Advanced settings Powered by:

3. Click Advanced settings on the right side of the Protection mode module.

4. In the Advanced settings window displayed, configure the protection mode for each asset under Edge firewall,

NAT firewall, and Inter-VPC firewall respectively.

Protection mode settings

Edge firewalls NAT firewalls Inter-VPC firewall
Subnet ID/name IPv4 CIDR VPCY
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) . Protection mode
Associated inst... Y ®

Disable
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Block
Strict

Disable
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O Block
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IPS overview

1. Log in to the Cloud Firewall console and click Intrusion Protection System in the left navigation pane.
2. On the right side of the Intrusion protection system page, feature updates and feature descriptions are
displayed.

Feature updates: You can view the features of IPS modules.

Intrusion defense Powered by Tencent Threat Intelligence and Tencent TianMu Rule library version: v2.5.0.9 @ [l Feature desc
Threat Intelligence C) View details Basic Rule () View rules Updates
Accurate identify access traffic from malicious IPs and domain Features intrusion detection rules accumulated in Tencent Cloud, O Apache Log4j2 Remote Code Execution Vulnera
. . - L bility Risk Emergency Notice, Tencent Security fu
names, and automatic updates in seconds. cover common network attack types and malicious codes, with high ly supports detection and interception
Support automatic false positive review, delete false positive and recognition rate and low false positive rate.
expired IPs in the blocklist The rules are continuously updated. Released time  2021-12-10
Risk level  high risk
Virtual Patch @ View rules
Vulnerability  Tencent Security has noticed that the details
Hotfix protection for popular vulnerabilities, common vulnerabilties, description  of & high-risk vulnerability in Apache Log4j2
and high-risk vulnerabilities without the need to restart the business have been disclosed. There is a JNDI injectio
or install real patches in the business system. n vulnerability in Log4j-2. When the program
Supports automatic update of detection rules for 0-day vulnerabilities logs the data entered by the user, this vulner
at the hourly level ability can be triggered. Successfully exploiti
ng this vulnerability can be used in the target
Protection Obsenve 5 O Block 12 5 ' Poweredby: @ @
Advanced settings senver
mode Strict 0 &

Intelligence center:

2.1.1 Click Intelligence center at the upper right corner of feature updates to view security threat intelligence
information.

2.1.2 In the Intelligence center window displayed, click an intelligence title to view details about vulnerability

description and threat level. You can also scan your assets for the threats reported in the vulnerability intelligence.

Managing lists

1. Log in to the Cloud Firewall console and click Intrusion Protection System in the left navigation pane.
2. At the bottom of the Intrusion protection system page, you can view the Blocklist, Allowlist, and Quarantined
list.

Blocklist

Viewing the blocklist

1. Click Blocklist to enter the blocklist.
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Block List Allowed list Quarantined list Backup
Add address All directions v Sort by valid date in revers¢ ¥ () Enable blocklist Q o

IP address Severity... Y Location Blocked dir... Event source Y Effective period Intercep... $ Operatio
Unknown Edge outbo...  Add manually 2022-11-09 15:14:44 to 2022-11-16 15:14:44 0 Modify ~ Delef
Prompt Edge outbo... Add manually 2022-11-09 15:14:29 to 2022-11-16 15:14:29 0 Modify  Delet

2. In the blocklist, you can view the IP addresses marked as "Blocked" in Alert Management -> Attack alerts and

their information. You can also manually add IP addresses to the blocklist.

Disabling the blocklist

1. In case of emergency, click

to turn off Enable blocklist, and then go to Alert Management -> Blocked attacks to view all blocking statistics

and locate the alert source.

Block List Allowed list Quarantined list Backup

Add address All directions v Sort by valid date in reverse ¥ () Enable blocklist Q CJ

2. After the fault is located and fixed, click

to turn on Enable blocklist again.

Managing the effective period in the blocklist

An IP address whose effective period expires will be automatically removed from the blocklist, and traffic of this IP
address will not be blocked by the firewall anymore. To prevent risky IP addresses from being automatically removed
from the blocklist, you can click Edit in the action column on the right side of the blocklist to modify the expiration time
for IP addresses.

Note :

For IP addresses in the blocklist, their inbound or outbound traffic that goes through CFW will be blocked and

recorded in Log Auditing -> Intrusion Defense Logs.
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Block List Allowed list Quarantined list
Al directions
IP address Severity... Y Location
Prompt
Unknown
Unknown
Unknown
Prompt
Unknown
Unknown
Allowlist

Viewing the allowlist

1. Click Allowlist to enter the allowlist.

Block List Allowed list Quarantined list
Add address All directions

IP/Do... Severity... 7 Locati...  Allowed dir...
Prompt Edge outbo...
Unknown Edge outbo...

v

v

Sort by valid date in reverse ¥

Blocked dir...

Edge outbo...

Edge outbo...

Edge outbo...

Edge inbound

Edge inbound

Edge inbound

Edge outbo...

Event source Y

Add manually

Add manually

Add manually

Add manually

Add manually

Add manually

Add manually

Sort by valid date in reverse ¥

Event source 7

Add manually

Add manually

Reason Y

Others

Others

@ Enable biockiist

Effective period

2022-11-09 15:17:23 to

2022-11-09 15:17:23 to
2022-11-09 15:17:23 to
2022-11-09 15:17:23 to
2022-11-09 15:17:23 to
2022-11-09 15:17:23 to

2022-11-09 15:17:01 to

Effective period

Tencent Cloud Firewall

Intercep... ¢

2022-11-16 15:17:23 m Permanent
Nov 2022 [ I
Su Mo Tu We Th Fr Sa
9 10 11 12
13 14 15 @ 17 18 19
20 21 22 23 24 25 26
27 28 29 30
Select time

2022-11-09 15:18:52 to Permanent

2022-11-09 15:18:52 to Permanent

Allowed ... ¢

Backup
Q o
Operatio

OK  Canc

Modify ~ Delet
Modify  Delel
Modify  Delet
Modify  Delel

Modify  Delet

Backup

Q o
Operatio

Modify  Delet

Modify  Delet

2. In the allowlist, you can view the IP addresses marked as "Allowed" in Alert Management -> Attack alerts and

their information. You can also manually add IP addresses to the allowlist.

Note :

IP addresses in the allowlist will directly bypass the IDPS.

Managing the effective period in the allowlist

An |IP address whose effective period expires will be automatically removed from the allowlist, and traffic of this IP

address will not bypass CFW IDPS anymore. To prevent trusted IP addresses from being automatically removed from

the allowlist, you can click Edit in the action column on the right side of the allowlist to modify the expiration time for IP

addresses.
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Block List Allowed list Quarantined list Backup
All directions v Sort by valid date in reverse ¥ Q 0
IP/Do... Severity... Y Locati...  Allowed dir... Event source Y Reason Y Effective period Allowed ... $ Operatio

Prompt Edge outbo...  Add manually Others 2022-11-09 15:18:52 to| 2022-11-09 15:19:31 o] Permanent OK  Canc

Nov 2022 o
Unknown Edge outbo... Add manually Others 2022-11-09 15:18:52 to Delef

Su Mo Tu We Th Fr Sa

Prompt Edge inbound  Add manually Others 2022-11-09 15:18:52 to Modify ~ Delef
o 10 11 12
Unknown Edge inbound  Add manually Others 2022-11-09 15:18:52 to Modify  Delef
13 14 15 16 17 18 19
Prompt Edge outbo...  Add manually Others 2022-11-09 15:183510| 20 21 22 23 24 25 26 Modify  Delel
27 28 29 30
Prompt Edgeinbound  Add manually Others 2022-11-09 15:18:35 to Modify  Delel
Select time “
Total 6 items 1 /1 page

Quarantined list

Viewing the quarantined list

1. Click Quarantined list to enter the quarantined list.

Block List Allowed list Quarantined list

All statuses v Sort by valid date in ¥ Q
Quarantined i... IP address Asset... ¥ Region Y VPCY Quarantined dir... Effective period Allowlist Y Operation
Public network: - Start: 2022-11-10 00:00:00
i i Vi les Modify Delet
Privete networke Guangzhou Edge inbound Ended: 2022-11-11 00:00:00 IP allowlist iew rules  Modify Delete

2. In the quarantined list, you can view the IP addresses marked as "Quarantined" in Alert Management -> Attack

alerts -> Server compromised and their information.

) Quaranti
7 ) First: 2022-11-04 12:33:59 |
» High Multiple (18) 53 DNS Latest: 2022-11-04 12:34:08 Threat Inte... 18 —

Viewing rules

IP addresses of compromised servers are quarantined using security groups. Click View rules to go to the enterprise

security group page and view detailed rule information.
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Access control

Edge firewall rules

Rule list

Total rules

24

Add rule Sort

Al statuses

Priority @

Enterprise security groups

Rule quota: 1000 rules

More actions

Security groups (i)

Security group details Increase quota [2

Intranet rules

Recent operations ()

2022-11-09 14:29:49

Tencent Cloud Firewall

Enterprise security group descripti

View operation logs

Details

Automatic publish (i) D Q
Destination port ® Protocol Policy ® Description ® Status Operatior
-1/ ANY @ Block Block internet outbound () Modify ~ Add one above  Delete
-1/-1 UDP @ Block 33333 c Modify ~ Add one above  Delete

Managing the effective period in the quarantined list

An IP address whose effective period expires will be automatically removed from the quarantined list, and the security

group rules of this IP address will be deleted as well. To prevent IP addresses of compromised servers from being

automatically removed from the quarantined list, you can click Edit in the action column on the right side of the

quarantined list to modify the expiration time for IP addresses.

Backing up and rolling back rules

Click Backup rules to back up existing blocklist and allowlist rules. When the rules are greatly changed, you can click

Roll back to the right of the backup file to recover the rules.

HEIR HiEF=

EiAEfy: 2022-05-16 16:07:21 |

1. On the Back up and roll up rules page, click Create backup, select Blocklist or Allowlist from the drop-down

list, enter a description, and click OK to complete the backup.
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Back up and roll up rules b

(D 1. Backup: You can create up to 10 backups of a rule list. The direction is not limited.
2. Roll back: Overwrite the current rules with the ones in the selected backup. Back up current rules before rolling back.
3. Backups are cleared when the service is expired or the related resources are released. When the quota limit is reached,

you can delete the early backups.

Create backup All v Q o

Rule list @ Description Backup time Rules Operation
Intranet rules 2022-10-25 09:49:40 4 Roll back  Delete
Intranet rules 2022-10-25 09:42:27 2 Roll back  Delete
NAT firewall rules (Singapore) 2022-10-24 20:47:54 2 Roll back  Delete
Total 3 items 20 v /page 1 /1 page

2. To roll back rules, click Roll back on the right side of the backup list to recover the rules.
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Confirm to roll back with the backup

Rolling back to the selected rule backup will overwrite the
corresponding rule list, and the existing rules will be deleted. To
ensure data security, it is recommended to back up the current list
first.

Rule list Intranet rules

Backup
description

More information

For questions about intrusion defense, please see Intrusion Protection System.
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Honeypot
Overview

Last updated : 2024-01-24 16:17:26

What is a network honeypot?

A network honeypot is a network-attached system that simulates businesses. Network honeypots expose probes in
your network. When an attacker probes a honeypot, the attacker's information and attack method are traced and
recorded, which can help you counter the attack. In prioritized protection scenarios, honeypots buy you time to protect
businesses.

The Cloud Firewall honeypot service is deployed in Tencent Cloud's honeynet, and does not occupy your network
space. The honeypots are isolated from each other as they are deployed in different VPCs. Thus, attackers will not
gain lateral movement. Honeypot probes are deployed in your network based on an IP or domain name. Traffic of the

specified ports/paths will be forwarded to different honeypot services so as to trap attackers.

Features and principles

The Cloud Firewall honeypot service has three main features as follows:

Lures attackers with highly realistic simulations.

Collects attacker information to help you counter attacks.

Delays attackers and secures time to protect networks.

Increase your business security by setting more probes, which require little network resources. Using the highly

realistic fake services in the honeynet, you can deceive attackers.

Checking the overview

1. Log in to the Cloud Firewall console and click Network Honeypots in the left navigation pane.
2. On the Network honeypot page, the overview will be displayed in the upper left corner, and you can quickly check

the number of honeypot services, probes, hit honeypots, scanned probes, attacker IPs, and scanned IPs.
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Overview Purchase quota [4

Honeypots Hit honeypot

S 0

Probe Scanned probes

4 4

3. In the overview, click View alerts to go to the Honeypot events page, or click View logs to go to the Honeypots

page of the intrusion defense logs.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 190 of 265



@ Tencent Cloud Tencent Cloud Firewall

Overview Purchase quota [2
Honeypots Hit honeypot
Remaining quota: 5 Attacker IPs: O
Probe Scanned probes

4 4

Scanned IPs: 1469

View alerts View logs |Powered by: K> &

Viewing the honeypot policy map

The honeypot policy map includes a policy list and a policy view, which take the form of a table and a path chart,
respectively. It shows the different paths, honeypot service types, and bait types corresponding to different probe

addresses.

Policy list

The policy list shows the honeypot information corresponding to different probe addresses in detail.
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Policy list Policy view All regions ¥
Probe address Port/Path Forwarder Honeypots Bait

- Weak password
- Weak password
- Weak password
- Capture 0-day exploit

- cve-2014-3120

Policy view
The policy view intuitively displays the honeypot information corresponding to different probe addresses in different

regions.

Policy list Policy view All regions ¥
Probe address Port/Path Honeypots Bait
_ - - W . - cve—-2014-3

—80 - Weak passw

— - Capture 0-c

You can query specific probe addresses in the view by honeypot filter conditions. For example, you can hover the

mouse cursor over OProbe address and @Honeypot service to find the corresponding probe and bait of the
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honeypot. You can select the checkbox for any condition on this page to find the corresponding service and visualize

the information.

Policy list Policy view All regions ¥
Probe address Port/Path Honeypots Bait
— . Eem - cve-2014-

r =

- Weak passv
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Honeypot Service

Last updated : 2024-01-24 16:17:26

The network honeypot service must be associated with a probe to run properly. The Probes page is displayed by
default after you enter the network honeypot console. You are advised to create a probe first, and then create a
honeypot and associate it with the probe.

Creating a honeypot

1. Log in to the Cloud Firewall console and click Network Honeypots in the left navigation pane.

2. On the Network honeypots page, select Honeypots, and then click Create honeypot.

Honeypots Probes

Create honeypot All probes v Q 0 ]

Honeypot ID/name Honeypots Y Region Y Intera... Y  Bait Associatedpr... ¢  Hitcount $ Captured atta... ¢  Toggle Operat

Modi
Singapore 1 0 292 () DZ\

Modi
Singapore 2 0 544 o ° [\)fy‘
e

3. In the Create honeypot service window displayed, configure the parameters, and then click OK.

Note

Parameters to be configured vary with the honeypot service selected. For more information, please see Parameters.
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Create honeypot

Tencent Cloud Firewall

o Selectahoneypot ) %
Prioritized protection

Nginx honeypot WebLogic honeypot Seeyon OA honeypot Weaver OA honeypot MySQL honeypot
Capture 0-day exploit Counterattack and tracing Counterattack and tracing Counterattack and tracing Counterattack and tracing

. - MongoDB counterattack .

Web honeypot IE honeypot honeypot All-port honeypot
Custom bait Custom bait Custom bait
Database

Elasticsearch honeypot Solr honeypot KeEn Mongo honeypot Redis honeypot MongoDB honeypot
cve-2014-3120 Log4j2 remote code executio... 0-day exploit capturing Weak password Weak password
Web service
Cancel
Parameters

Region: All regions in China are available. The region cannot be modified after the instance is created.

Instance name: Custom instance name.

Honeypot service: Honeypots include ELASTICSEARCH, MYSQL, NGINX, SALTSTACK, SSH, STRUSTS,
WEBLOGIC, and WEB honeypots. Except for the WEB honeypot, all the other honeypots have built-in baits and
vulnerabilities.

Interaction type
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Real service: High interaction. Real services and baits run on the backend, which actually respond to every request of

attackers to deceive attackers, allowing you time to deploy protection measures.

Fake service: Medium interaction. Fake services and baits run on the backend, which generate simulated responses

to some requests of attackers and induce attackers to continue their operations, allowing you time to deploy protection

measures.
Bait

ELASTICSEARCH honeypot: cve-2014-3120.

SALTSTACK honeypot: cve-2020-11651.
SSH honeypot: weak token.

STRUSTS honeypot: cve-2017-12611.
WEBLOGIC honeypot: cve-2017-10271.
Other honeypots: none.

Custom bait

MYSQL honeypot, SSH honeypot: You can select a login token and set a password.

WEB honeypot: You can select an existing SSH or MySQL honeypot as a custom bait. If you have no SSH or MySQL

honeypot, create one and associate it with a probe.

Other honeypots: none.

Associated probe: You can add an existing probe or create one.

Add existing: Click Add existing, and then select the required probe instance and port number.

Honeypots  Probes

Create honeypot Enable honeypot

= Honeypot ID/name Honeypots Y Region Y

Singapore

Singapore

Singapore

Frankfurt

Frankfurt
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544

1985

651

Toggle

o

0 J
©
©
©

O

Oper:

Modit

Modif

Modit

Modif

Modif
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Create: Click Create, configure the parameters, and click OK to add the probe to the Create honeypot service

window.

Create honeypot X

° Select a honeypot > e Set up the honeypot >

Honeypots v

Deploy the WebLogic service (default port 7001) in the honeyfarm. The
actual service uses vulnerabilities as bait. The simulated service
supports tracing and counterattack features and can obtain the
attacker's device fingerprint, browser fingerprint, egress IP, and third-
party social accounts.

Region v

It supports all Chinese regions. The instance cannot be changed after
the creation.

Instance name

60 more character(s) allowed
Interaction type ) Actual service () Simulated service (i)

Bait O cve-2017-10271

Managing honeypots

Filtering/Sorting
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On the Network honeypots page, click the search box to filter honeypot service events by keywords such as
Honeypot ID or Honeypot hame.

Click Honeypots, Region, or Interaction type in the header of the honeypot list to filter honeypot service events.
Click Associated probes or Hit count in the header of the honeypot list to sort honeypot service events in ascending
or descending order.

Enabling honeypots

1.1 On the Network honeypots page, you can enable honeypots individually or in batch as follows.

Select a honeypot ID and click

e

or Enable honeypot.

Select multiple honeypot IDs and click Enable honeypot.

1.2 In the confirmation window displayed, click OK to enable the honeypot(s).

Note

When a honeypot is enabled, the traffic of associated probes will be forwarded to it.

Disabling honeypots

1.1 On the Network honeypots page, you can disable honeypots individually or in batch as follows.

Select a honeypot ID and click

or Disable honeypot.

Select multiple honeypot IDs and click Disable honeypot.

1.2 In the confirmation window displayed, click OK to disable the honeypot(s).
Note

When a honeypot is disabled, the traffic of associated probes will not be forwarded to it.

Editing honeypots

1. On the Network honeypots page, select Honeypots, and then click Edit.
2. In the Modify honeypot service window displayed, modify the instance name and associated probes, and then

click OK to save the modification.

Deleting honeypots

1. On the Network honeypots page, you can delete honeypots individually or in batch as follows.

Select a honeypot ID and click Delete or Delete honeypot.
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Select multiple honeypot IDs and click Delete honeypot.

2. In the confirmation window displayed, click OK to delete the honeypot(s).

Note

After a honeypot is deleted, the virtual environment in which the service runs and related resources will be deleted,

and traffic forwarding by associated probes will be automatically canceled. Please proceed with caution.
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Probe

Last updated : 2024-01-24 16:17:26

To use the network honeypot service, please associate probes first. You can create probes as follows.

Creating probes

1. Log in to the Cloud Firewall console and click Network Honeypots in the left navigation pane.

2. On the Network honeypot page, click Probes.

Honeypot Powered by Tencent TianMu and Tencent Keen Security Lab honeypot quota: 10 Purchase & Upgrade [Z  User docume
i A A A )
Overview Purchase quota & Policy list  Policy view Al regions ¥

Honeypots Hit honeypot Probe address Port/Path Forwarder Honeypots Bait
5 0 10003 2 - WilsshZ i Weak password
Remaining quota: 5 Attacker IPs: 0
162.62.126.9 22 - global_ssh Weak password
Probe Scanned probes
4 4 43,156.157.123 2 - WidssheziE Weak password
Scanned IPs: 1429 43.156.157.123 80 - WisnginxZ i Capture 0-day exploit
43.156.157.123 9200 - 123 cve-2014-3120
View alerts Viewlogs  Powered by: K} @

Honeypats Probes

3. On the Probes page, click Create probe.

4. In the Create probe window displayed, select a region, instance name, deployment mode, and honeypot service,
and then click OK.

Note

Different deployment modes require different parameters. For more information, please see Parameters.
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Create probe X

o Create probe >

Region Beijing v

It supports all Chinese regions. The instance cannot be
changed after the creation.

Instance name

60 more character(s) allowed

Deployment mode Private IP () () Public IP () Load balancer (i)
EIP Create EIP v
Next Cancel
Parameters

Region: All regions in China are available. The region cannot be modified after the instance is created.

Instance name: Enter the name of the instance.

Deployment mode

Private IP: Select a subnet, and an ENI and private IP will be created. You can set the specified port of this IP to
forward traffic to the honeypot service.

Public IP: Deploy a probe on an existing public IP to forward all traffic to the specified port of this IP to the honeypot
service.

Load balancer: Deploy a probe on an existing CLB instance to forward all traffic of the path on the specified domain
name to the honeypot service.

Select a subnet: This should be set when the deployment mode is private IP.

IP address: This should be set when the deployment mode is private IP.

Elastic IP: This should be set when the deployment mode is public IP. Select Create EIP.

Deployment instance: This should be set when the deployment mode is load balancer. Set this as needed.

Domain name:  This should be set when the deployment mode is load balancer. Set this as needed.
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Forwarder: This should be set when the deployment mode is load balancer. Select a CVM instance in the VPC of the
current CLB instance as the backend service of the current listener. Only Linux CVMs are supported.

Honeypot service: Choose Quick select or Advanced settings.

Quick select: Click Quick select and select the desired honeypot service.

Note

As the web honeypot service needs to use an existing SSH/MySQL honeypot as bait, the web honeypot will not
automatically associate bait after quick selection. If you click Quick select and select the web honeypot when
creating a probe, the honeypot service will not be effective right away. You need to find the corresponding web

honeypot editor and associate it with an SSH/MySQL honeypot, and then the web honeypot service will take effect.
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Create probe
° Create probe > o Associate with probes
O Create honeypot Select from existing Set later
Prioritized protection
Nginx honeypot WebLogic honeypot Seeyon OA honeypot Weaver OA honeypot MySQL honeypot

Capture 0-day exploit

Counterattack and tracing

Counterattack and tracing

Counterattack and tracing

Counterattack and tracing

Web honeypot |E honeypot All-port honeypot
Custom bait Custom bait
Database
Elasticsearch honeypot Solr honeypot KeEn Mongo honeypot Redis honeypot MongoDB honeypot
Log4j2 remote code execu:.....
cve-2014-3120 vulnerability 0-day exploit capturing Weak password Weak password
Web service
0 selected Back

Advanced settings: You can add an existing honeypot or create one to associate.

Add existing: Click Add existing, select the desired honeypot, and modify the listening port or input path as required.
Note

When the deployment mode is public IP, you can modify the listening port.

When the deployment mode is load balancer, you can modify the input path.
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Create probe X

o Create probe ) o Associate with probes

Create honeypot  [{_) Select from existing Set later

Specify the probe port/path that you want to forward to the honeypot @

SSH honeypot(Service port:22|...

Nginx honeypot(Service port:8...

Create: Click Create, configure the parameters, and click OK to add the honeypot service to the Create probe

window.

Managing probes

Filtering/Sorting

On the Probes page, click the search box to filter probe events by keywords such as probe ID or probe name.
Click Region, VPC, Deployment method, Deployment instance, and Forwarder in the header of the probe list to
filter probe events.

Click Forward to honeypot and Hit count in the header of the probe list to display probe events in ascending or
descending order.

Enabling probes

1.1 On the Probes page, you can enable probes individually or batch enable probes as follows.

Select a probe ID and click
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»

or Enable probe.

Select multiple probe IDs and click Enable probe.

1.2 In the confirmation window displayed, click OK to enable the probe(s).

Disabling probes

1.1 On the Probes page, you can disable probes individually or batch disable probes as follows.

Select a probe ID and click

or Disable probe.
Select multiple probe IDs and click Disable probe.

1.2 In the confirmation window displayed, click OK to disable the probe(s).

Modifying probes

1. Log in to the Cloud Firewall console and click Network Honeypots in the left navigation pane.

2. On the Network honeypot page, click Probes.

3. On the Probes page, select a probe event and click Modify.

4. In the Modify probe window displayed, modify the instance name and honeypot service type, and then click OK to

save the modifications.

Deleting probes

1. Log in to the Cloud Firewall console and click Network Honeypots in the left navigation pane.
2. On the Network honeypot page, click Probes.

1. On the Probes page, you can delete probes individually or batch delete probes.

Select a probe ID and click Delete or Delete probe.

Select multiple probe IDs and click Delete probe.

2. In the confirmation window displayed, click OK to delete the probe(s).
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This topic describes how to view Cloud Firewall logs.

Viewing access control logs

Tencent Cloud Firewall

1. Log in to the Cloud Firewall console and select Log Auditing -> Access Control Logs in the left navigation pane.

2. On the Access control logs page, you can view the rule hit logs generated by Cloud Firewall based on the

configured access control rules for edge firewalls, NAT firewalls, inter-VPC firewalls, and enterprise security groups.

On the Edge firewall and NAT firewall pages, you can view two hit lists for inbound rules and outbound rules.

Access control logs

Edge firewall rules NAT firewall rules Intranet rules

v 2021-12-09 00:00:00 ~ 2022-11-09 23:59:59 [

Inbound rule Outbound rules

Hit time Access source (M... Sourc... Access destination

2022-11-09 17:18:22

2022-11-09 17:18:21

Destin... Pr.. Y Domain name

TCP

TCP

3. Click View in the action column on the right side of the rule hit list.

v 2022-04-01 00:00:00 ~ 2022-11-09 23:59:59 m

Inbound rule Outbound rules

Hit time Access source (M... Sourc... Access destination

2022-11-09 17:18:22

2022-11-09 17:18:21

Destin... Pr.. Y Domain name

TCP

TCP

4. On the Details of hit rule page, you can view the hit details of the rule.
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Policy Y

® Observe

® Observe

Policy Y

® Observe

® Observe

Firewall instance Y

Firewall instance Y

Effective rules Det:

View

View

Effective rules Det:
| View

View
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Details of hit rule

Priority Access source Access destination Destination... Protocol Policy Description Sé.;tus
1 ANY ® Observe Add
Note
If the rule is deleted after generation of the log, the status is Deleted.
If the rule is modified after generation of the log, the status is Modified.
If the rule is not modified or deleted after generation of the log, the status is New.
5. To retrieve and filter access control logs more quickly, you can click
Q
on the right of an access source or access destination to view all rule hits from or to an IP address.
Access control logs
Edge firewall rules NAT firewall rules Intranet rules
v 2022-04-01 00:00:00 ~ 2022-11-09 23:59:59 m Q
Inbound rule Outbound rules
Hit time Access source (M... Sourc... Access destination Destin... Pr.. Y Domain name Policy Y Firewall instance Y Effective rules Det
2022-11-09 17:18:22 @ v E TCP - ® Observe Viey

6. Click

1

on the right side of the page to download the logs. You can also set filters, and download up to 60,000 records each

time.

Viewing intrusion defense logs
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1. Log in to the Cloud Firewall console and select Log Auditing -> Intrusion Defense Logs in the left navigation
pane.

2. On the Intrusion defense logs page, you can view all the security events generated and recorded by Cloud
Firewall in the Observe and Block modes. There are four lists for intrusions, compromised servers, lateral

movements, and network honeypots, and you can view details of inbound and outbound security events.

Intrusion defense logs

v 2022-11-04 00:00:00 ~ 2022-11-10 23:59:59 m

Intrusion Server compromised Lateral movements Honeypot
v v Q
Attack type Y Severi... Y Access source (Exter.. Source Port Access destination ( Destination ... Pr.. Y Occurrence time Policy Source
4 TCP 2022-11-10 12:11:22 - Threat |
> TCP 2022-11-10 12:11:21 - Threat |
4 TCP 2022-11-10 12:11:21 - Threat |

> TCP 2022-11-10 12:11:09 - Threat |

Viewing traffic logs
1. Log in to the Cloud Firewall console and select Log Auditing -> Traffic Logs in the left navigation pane.

2. On the Traffic logs page, you can view the 10-tuple information of north-south traffic generated by edge firewalls

and NAT firewalls based on outbound and inbound traffic, as well as east-west traffic between VPCs.
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Traffic logs
Edge fi NAT fi Inter-VPC firewall
v 2022-11-03 00:00:00 ~ 2022-11-09 23:59:59  [7]
Traffic in Traffic out
v Q o
Time Access source Sourc... Public netwo... Public... Private netw... Privat... Protocol Stream bytes Flow messages Region ISP

Started: 2022-11-09 11:04:33

3
Ended: 2022-11-09 11:06:36
Started: 2022-11-09 11:04:29 3
Ended: 2022-11-09 11:06:38
Started: 2022-11-09 11:04:26 )
3 United States ...
Ended: 2022-11-09 11:06:35
Started: 2022-11-09 11:04:25 3

Ended: 2022-11-09 11:06:28

3. Query and filter logs by asset instance name. You can click All assets in the upper left corner, and select an asset

instance name in the drop-down list to filter the logs and query all traffic logs of the asset.
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Traffic logs
Edge firewalls NAT firewalls Inter-VPC firewall
v 2022-11-03 00:00:00 ~ 2022-11-09 23:59:59 m
| Q
Instance ... Instance ID Asset ... IP address

Cancel Deselect all

4. To retrieve and filter logs more quickly, you can click

Q

on the right of an access source or access destination to view all traffic from or to an IP address.
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Tencent Cloud Firewall

Traffic in Traffic out
v Access source: Public network Q O
Time Access source Sourc.. Public netwo... Public... Private netw... Privat... Protocol Stream bytes Flow messages Region ISP
Started: 2022-11-09 18:13:46 E El @ TCP 40 1 Ashburn,Virgin...
Ended: 2022-11-09 18:14:46

Authorizing private network traffic logs

1. Log in to the Cloud Access Management console, and select Roles in the left navigation pane.

2. On the Roles page, click Create Role, select your Tencent Cloud account, and enter the role creation page.

3. On the page, select Other root account, enter the traffic log public account 91000000202, and click Next.

4. Search for the keyword log service, authorize full read/write permissions for the log service

QcloudCLSFullAccess, and click Next.

5. Enter the role name FlowLogClIsRole, and click Complete to create the role.

Viewing operation logs

1. Log in to the Cloud Firewall console and select Log Auditing -> Operation Logs in the left navigation pane.

2. On the Operation logs page, you can view all actions performed on the Security Policies and Toggles pages of

the account and their details.

Operation logs

Firewall toggles Asset management Access control Intrusion defense

Toggle Instance configuration

Time Operator account

Address template Log shipping

2022-11-03 00:00:00 ~ 2022-11-09 23:59:59  []

Access control type ¥ Action Y

2022-11-09 11:39:24
2022-11-09 11:31:07
2022-11-09 11:30:53

2022-11-09 11:30:45

Tabs:
Firewall toggles: Records firewall toggle operations.
Instance configuration: Records the configuration details of instances.

Access control: Records add, modify, and delete operations on access control rules.
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Network honeypot

Details

Logins

Severity level Y

Prompt
Prompt
Medium

Medium
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Intrusion defense: Records the operation details of intrusion defense modules.
Security baseline: Records security baseline operations.

Address templates: Records the operation details of address templates.
Enterprise security groups: Records the operations on enterprise security groups.
Log shipping: Records the details of log shipping operations.

Logins: Records the login status of all accounts of the user.

More information

For questions about log auditing, please see Log.
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&2 Tencent Cloud Tencent Cloud Firewall

Log Analysis

Last updated : 2024-01-24 16:17:26

Log Analysis allows you to view details of all traffic logs of the login account stored in Cloud Firewall for the past 6
months, query logs with search statements, and use reporting and analysis services. This topic describes how to use
Log Analysis.

Viewing log analysis data

1. Log in to the Cloud Firewall console and click Log Analysis in the left navigation pane.
2. Drag your mouse on the bar chart in blue to quickly select a time range to search and click a bar to check the logs.
Note

Cancel: Click Cancel in the upper right corner of the bar chart and the bar chart will show the number of logs for today

by default.
If you change the time and log type or enter new keywords to search again, the bar chart will show the number of logs
for today by default.

Log analysis Used 45.69MB/1000GB  Purchase & Upgrade View pri

Log shippin Today Yesterda Last 7 days Last 30 days 2022-11-09 00:00:00 ~ 2022-11-09 23:59:59 Traffic logs - NAT firewall X v
9 g y ) ! 9

oQ X0 Quick searc|

Total results: 14,590 ) Recovel

Quantity: 1,010
3. The log list displays the field details of each traffic log in the order the fields appear in Display fields. When the

Timestamp per 30 minutes: ~ 2022-11-09 06:00:00

Display fields module only contains source, the list displays the field details of each traffic log in the order the fields
appear in Hide fields.
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&2 Tencent Cloud

Display fields 5|
_source )
Time | source
Hide fields timestamp: 2022-11-09T11:49:34.000+08:00 src_ip: 192168513 src_port: 46958 dst_ip: 100.115.0.57
Time timestamp dst_port: 9922 protocol: TCP direction: Outbound domain: - address_en: - country en:
) end_time: 2022-11-0911:51:37 fwsid: cfwnat-cca8546c fw_region: ap-singapore

Text src_ip y o 2022-11-00 11:49:34

instance_id: ins-gwlleBku in _pkt_count: 0 in pkt len: 0 nat_ip: 43.156.152.131 nat_port: 5201
Valve  stc_por out_pkt_count: 3 out pkt_len: 180 province en: - retams: 1 start time: 2022-11-09 11:49:34

Text dst_ip status: 0 supplier en: - tags_ en! - timeout: 0 total pkt count: 3 total pkt_len: 180
Value dst_port
timestamp: 2022-11-09T11:49:32.000+08:00 src_ip: 192.168.58 src_port: 35894 dst_ip: 9.4.0.10
Text protacol
dst_port: 9922 protocol: TCP direction: Outbound domain: - address_en: United States of America
Text direction country en: United States of America end_time: 2022-11-00 11:51:36 fwsid: cwnat-ccaBsdée
Text domain » o 2022-11-09 11:49:32 fw_region! ap-singapore instance_id: ins-90txh2u8 in pkt_count: (0 in_pkt len: 0
Text address en nat_ip: 43.156.152.131 nat_port: 28400 out_pkt count: 3 out_pkt_len: 180 province en: -
retans: 1 start_time: 2022-11-0911:49:32 status: 0 supplier en! - tags en! - timeout! 0

Text country_en

total_pkt count: 3 total pkt_len: 180

Text end_time

Show: Hover your mouse over a hidden field and click Show. This field will appear under Display fields and its

details will be displayed in the log list on the right.

Display fields 5|

~souree Time | source

Hide fields timestamp: 2022-11-09T11:49:34.000+408:00 src_ip: 192.168.5.13 src_port: 46958 dst_ip: 100.115.057

Time timestamp dst_port: 9922 protocol: TCP direction: Outbound domain: - address_en: - country en:
end_time: 2022-11-09 11:51:37 fwsid: cfwnat-ccaB548c fw_region: ap-singapore

Text src_ip » o 2022-11-00 11:49:34

instance_id: ins-gwllebku in_pkt count: 0 in pkt_len: 0 nat_ip: 43.156.152.131 nat_port: 5201

Value sre_port

out_pkt_count! 3 out pkt_len: 180 province en: - retams: 1 start time: 2022-11-09 11:49:34

Text dst_ip status: 0 supplier_en! - tags_en' - timeout: 0 total pkt count: 3 total pkt_len: 180

Hide: Hover your mouse over a displayed field and click Hide. This field will be deleted from Display fieldsand its

details will not be displayed in the log list on the right.
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Display fields
Time timestamp Hide .
Time | source

Text src_ip

> 2022-11-09 11:49:34 timestamp: 2022-11-09T11:49:34.000+08:00 src_ip: 192.168.5.13
Hide fields
Value src_port » 2022-11-09 11:49:32 timestamp: 2022-11-09T11:49:32.000+08:00 src_ip: 192.168.5.8
Text dst_ip

> 2022-11-09 11:49:29 timestamp: 2022-11-09T11:49:29.000+08:00 src_ip: 192.168.5.13
Value dst_port

Log shipping

You can use log shipping to automatically ship Cloud Firewall logs to specified Cloud Kafka (CKafka) instances. This

section describes how to use the log shipping feature of Log Analysis.

Background

You can ship logs to specified CKafka topics based on Cloud Firewall log types.

Log shipping supports two network access methods: public domain name and supported environment.

For access via public domain name, logs are shipped through the public network.

For access via supported environment, logs are shipped through Tencent Cloud private network, which effectively

enhances the performance.

Prerequisites

You need to purchase Cloud Kafka instances first, and set the bandwidth of the CKafka instance based on the Cloud
Firewall bandwidth.

Please see Cloud Kafka for more information, and contact us to enable the allowlist for "access via public domain
name" or "access via supported environment”.

You can only use one CKafka account for log shipping.

Configurations

1. Log in to the Cloud Firewall console and click Log Analysis in the left navigation pane.

2. Click Log shipping in the upper left corner.

5]
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&2 Tencent Cloud

Log analysis

Log shipping Today Yesterday

3. Configure the initial settings on the log shipping page.

Last 7 days

3.1 Select the network access method: public domain name or supported environment.

Tencent Cloud Firewall

Last 30 days

Method 1: Select Public domain name and then select the message queue instance and public domain name.

Enter the user name and password of the selected instance.

Configure log shipping

Network O Public domain name Supported environment

access

Message v C}
queue
instance

Public v
domain
name

Method 2: Select Supported environment (Tencent Cloud products that you purchased and can be used with

CKafka), and then select the message queue instance and IP port.
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Configure log shipping

Network Public domain name O Supported environment
access

Message v 0

queue

instance

Supported v

environment

3.2 Associate a CKafka topic on the log shipping page.
Note

Tencent Cloud Firewall

You can ship multiple types of Cloud Firewall logs to their specified CKafka topics. One CKafka topic can only be

associated with one Cloud Firewall log type.

environment

Log type Log topic

internetFlowLog Traffic logs - Edge firewalls
natFlowLog Traffic logs - NAT firewall
vpcFlowLog Traffic logs - VPC edge

Topic ID/name ()

4. Click OK, and you will see a prompt showing that the log shipping has been configured.

5. After configuration, you can view the log shipping details.
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Log shipping

Instance
name

Status Healthy

Availability -
zone

Disk capacity 500

Suspend all

Log type

internetFlowLog
Traffic logs - Edge firewalls

natFlowLog
Traffic logs - NAT firewall

vpcFlowLog
Traffic logs - VPC edge

Public
domain
name

Region

Peak
bandwidth

Subnet

View monitoring

Topic ID/name

Tencent Cloud Firewall

View user document [4  Go to CMQ console [4

Instance ID
Singapore Edition 111
320
Network
Username
Reset configuration Change password
Ship...  Shippin...

: _ Modify
Normal () Modify
noma @) Modif

Basic info: shows the basic information of CKafka instances.

Note

Operatio

View monitorin

View monitorin

When you see Unhealthy in the Status field, click View monitoring to check whether CKafka is abnormal or

whether the quota is insufficient.

Shipping status: Toggles the log shipping on/off to control a specified log type.

Method 1: Toggle on or off under Shipping status on the right side of each log type.

Method 2: Disable/enable in batch. You can select Enable all or Disable all.
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Change CKafka topic: In the action column on the right side of a log type, click Edit to configure it individually. You
can select a CKafka topic not associated with other Cloud Firewall log types in the specified CKafka instance.

Note

One CKafka topic can only be associated with one Cloud Firewall log type.

View monitoring: In the action column on the right side of a log type, click View monitoring to go to the monitoring
page of the CKafka console, where you can view network traffic, peak bandwidth, message quantity, disk usage, etc.
Change configuration: Click Change configuration above the log type list, and then select the message queue
instance to ship, network access method, and user name/password.

Note

This will interrupt the current shipping process.

Change password: click Change password above the log type list to modify the user name and password of
CKafka.
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Log Fields
Log Subfield

Last updated : 2024-09-06 17:46:24

Log Type ID Log Type Name

CFWRuleAcl Access control logs - Edge Firewall

CFWRuleVpcAcl Access control logs - NAT Firewall and Inter-VPC Firewall
HoneyPotHost Intrusion defense logs - honeypot - host logs
HoneyPotNetwork Intrusion defense logs - honeypot - network logs

BlockList Intrusion defense logs - interception list logs

IdsLog Intrusion defense logs - virtual patches and basic defense logs
TiLog Intrusion defense logs - threat intelligence logs

BaseLinelLog

Intrusion defense logs - security baseline logs

CFWOnline Traffic logs - Edge Firewall
CFWNetflowVpc Traffic logs - VPC
CFWNetflowNat Traffic logs - NAT

CFWNetflowFI Traffic logs - private network traffic
CFWOperateLogAll Operation logs
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Access Control Logs

Last updated : 2024-09-06 17:47:53

Field Identifier

src_ip

dst_ip

src_port

dst_port

protocol

info

direction

detail

rule_info

strategy

time
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Field
Type

string

string

uint16

uint16

string

string

int8

string

string

string

int64

Field Name

Source IP

Destination
IP

Source port

Destination
port

Protocol

URL
information

Direction

Rule alarm
description
(including
rule
description)

Rule alarm
details (for
associating
with rules)

Policies

Events

Field
Description

URL of
HTTP hit

log

Specify the
traffic
direction of
arule

Alarm
details
information

Action
policy for
rule
execution

Time of
rule hit

Reference Values

192.168.0.1

192.168.0.1

22

22

tcp

domain/testphp

Outbound

Tencent Cloud Firewall

Specific Types

CFWRuleAcl,CFWRuleVpcAc

CFWRuleAcl,CFWRuleVpcAc

CFWRuleAcl,CFWRuleVpcAc

CFWRuleAcl,CFWRuleVpcAc

CFWRuleAcl,CFWRuleVpcAc

CFWRuleAcl

CFWRuleAcl,CFWRuleVpcAc

CFWRuleAcl,CFWRuleVpcAc

CFWRuleAcl

CFWRuleAcl,CFWRuleVpcAc

CFWRuleAcl,CFWRuleVpcAc
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appid

instance_id

uuid

uid

insert_time

mode

type

fw_type

timestamp

fws_id

nat_ins_name

log_type

string

string

string

int64

int64

uint8

uint8

string

string

string

string

uint8

appid

Victim-
related
asset ID

Unique ID
of the
original
alarm log

Unique ID
of the rule

Log
insertion
time

Firewall
attributes

Protocol
TYPE

Firewall
type

Timestamp

Engine
instance ID

NAT
instance
name

Log type
(for internal

©2013-2025 Tencent Cloud International Pte. Ltd.

Account
appid

Victim-
related
asset ID

Unique ID
of the
original
alarm log

Unique ID
of the rule
(for internal
use)

Time of
recording
this log

0: bypass
1: serial

Protocol
TYPE:
1: TCP
3:HTTP

Firewall
type to
which the
rule
belongs

Current
time

Current log
type fixed

NAT Firewall

cfwnat-fd7f{678e

Tencent Cloud Firewall

CFWRuleAcl

CFWRuleAcl,CFWRuleVpcAc

CFWRuleAcl

CFWRuleAcl

CFWRuleAcl,CFWRuleVpcAc

CFWRuleAcl

CFWRuleAcl

CFWRuleAcl,CFWRuleVpcAc

CFWRuleAcl,CFWRuleVpcAc

CFWRuleVpcAcl

CFWRuleVpcAcl

CFWRuleVpcAcl
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use) value: 5

Victim
dst_vpc string assets - - CFWRuleVpcAcl
VPCID

Engine
fws_name string instance - - CFWRuleVpcAcl
name

Attacker
src_vpc string assets - - CFWRuleVpcAcl
VPCID

region string Region - - CFWRuleVpcAcl

External
External )
domain

dst_domain string domain - CFWRuleVpcAcl
name
name

information

Seven-
. Layer
|7proto string - DNS,SMTP,HTTP CFWRuleVpcAcl
protocol

name

Src_vpc_name string Access - - CFWRuleVpcAcl
source
VPC name
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dst_vpc_name

ew_ins_id

ew_ins_name

src_ins_id

dst_ins_id
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string

string

string

string

string

Access
destination
VPC name

VPC wall
instance ID

VPC wall
instance
name

Access
source
asset ID

Access
destination
asset ID

Tencent Cloud Firewall

CFWRuleVpcAcl

CFWRuleVpcAcl

CFWRuleVpcAcl

CFWRuleVpcAcl

CFWRuleVpcAcl
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Access
. . source
src_ins_name string , - - CFWRuleVpcAcl
instance

name

Access
destination

dst_ins_name string , - - CFWRuleVpcAcl
instance

name
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Intrusion Defense Logs

Last updated : 2024-09-06 17:49:46

Field Identifier

instance_id

time

src_ip

dst_ip

src_port

dst_port

direction

Field
Type

string

int64

string

string

int64/int

int64/int

int64
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Field Name

Victim-
related
asset ID

Alarm
occurrence
time

Source IP

Destination
IP

Source port

Destination
port

Direction

Field Description

0: outbound
1: inbound

Tencent Cloud Firewall

Reference Values

192.168.0.1

192.168.0.1
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protocol

strategy

strategy_res

event_name

eventname_res(event_name_res)

dst_domain

level

level res

string

string

string

string

string

string

string

string

©2013-2025 Tencent Cloud International Pte. Ltd.

Protocol

Alarm action

Alarm action
identification
ID

Attack event
type

Attack event

type
identification
ID

External
domain
name

Alarm level

Alarm level

TCP protocol
alarm: session
direction
Session protocol:
traffic direction

Handling action for
alarms

0: observe

1: block

2: allow

3: deceive

Alarm severity level

Tencent Cloud Firewall

TCP

strage_alert

Log4j2 vulnerability
exploitation

log4j2_exploit

Critical

level serious
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level int

address

address_en

insert_time

service_id

type

sub_source_type

sub_source_type_res
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int

string

string

int64

string

string

string

string

identification
ID

Alarm level
number

City where
the attack IP
is located

City where
the attack IP
is located

Alarm
storage time

Honeypot ID

Alarm sub-

type
identification

Alarm sub-
type

Alarm sub-
type
identification
ID

Alarm
classification,

including Virtual
Patching, Basic
Defense, Ban List,
Network Honeypot,

etc.

Alarm sub-type
identification ID,
source_virtualpatch
Virtual Patching,
source_basicrule
Basic Defense, etc.

Tencent Cloud Firewall

Shenzhen, Guangdong
Province, China

Shenzhen, China

2023/1/1 0:00:00

ti

Virtual Patching

source_virtualpatch
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payload string Attack Payload -
payload information of
attack traffic

Network honeypot

host event, .
di i c q " q bash -c ifconfig execve
mdlin strin omman sensitive comman _
emdiine g _ /bin/bash|m=100755o:
executed in the
honeypot
Network
template_id string honeypot - -
template ID
Unique ID of
docker_id string network - -
honeypot
Process tree of the
proc_chan string Process tree network honeypot bashP{
host event
Attack chain,
kill_chain string Attack chain attack phase of the Vulnerability exploitatio
alarm event
Attack chain
Kill_chain_res string identification - kill_chain_exploit
ID
event_id string Alarm ID - -
E |
exe string xecutable - /sbin/ifconfig
file path
probe_id string Probe ID - probe-id
Network
. ) etwor Network honeypot
service_type string honeypot voe SSH Honeypot
type yp
service_type_res string Network - ssh_honeypot
honeypot
type
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script_name string
log_source string
login_user string
visible_tag int

timestamp string
ti_type string
ti_type_en string

©2013-2025 Tencent Cloud International Pte. Ltd.

identification
ID

Network
honeypot
script name

Data source

Attack a
logged-in
user

Visibility

Alarm
timestamp

Associated
intelligence
threat type
tag
(included in
the alarm)

Associated
intelligence
threat type
tag
(included in
the alarm)

Tencent Cloud Firewall

The alarm values
for Inter-VPC
Firewalls and
intranet honeypots
are set to move.
The alarm value for
honeypot hosts is
set to host.

The alarm value for
public network
honeypots is set to
network.

move

- [root, 1gaz!QAZ]

2023-01-
01T00:00:00+08:00

['SSH Honeypot
Attack","Conventional

- Network Brute
Force","Brute Force
Attack"]

["SSH honeypot
- attack","General netwo
cracking","Brute force"]
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ti_white

ti_white_res

src_country

src_country_en

dst_country

dst_country_en

attack vector

attack count
nat_ip

nat_port

fws_id

fw_type

string

string

string

string

string

string

string

int

string

int

string

string

©2013-2025 Tencent Cloud International Pte. Ltd.

Allowlist tag
(included in
the alarm)

Allowlist tag
(included in
the alarm)
identification
ID

Source
country

Source
country -
English

Destination
country

Destination
country -
English

Attack
exploitation
method

Number of
alarms

NAT IP

NAT port

Firewall ID

Firewall type

The country where
the source IP is
located

The country where
the Source IP is
located - English

The country where
the destination IP is
located

The country where
the destination IP is
located - English

NAT public IP
address

NAT public
network port

Firewall type,
including:

vpc: Inter-VPC
Firewall

nat: NAT Firewall

Tencent Cloud Firewall

Intelligence allowlist

intelligence_allowlist

United States of Ameri

United States of Ameri

United States of Amerit

United States of Amerit

code-exec

8.8.8.8

nat
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src_vpc

dst_vpc

src_ins_id

dst_ins_id

nat_ins_id

nat_ins_name

©2013-2025 Tencent Cloud International Pte. Ltd.

string

string

string

string

string

string

ID of the
VPC where
the attacker
asset is
located

ID of the
VPC where
the victim
asset is
located

Attacker-
related
asset ID

Victim-
related
asset ID

NAT
instance ID

NAT
instance
name

sg: enterprise
security group
empty: edge
firewall

Tencent Cloud Firewall
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Traffic Logs

Last updated : 2024-09-06 17:50:48

Field Identifier

appid

instance_id

src_ip

dst_ip

src_port

dst_port

protocol

direction

dst_domain

Field
Type

string

string

string

string

uint16

uint16

string

int8

string

Field Name

appid

Asset instance
ID

Source IP

Destination IP

Source port

Destination
port

Protocol

Direction

Access

©2013-2025 Tencent Cloud International Pte. Ltd.

Field
Description

Traffic
direction

Reference
Values

192.168.0.1

192.168.0.1

Outbound

Tencent Cloud Firewall

Specific Types

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,

Rema

sd-we
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in_pkt_count

in_pkt_len

out_pkt_count

out_pkt_len

total_pkt_count

total_pkt_len

ti_tag

start_time

end_time

uint64

uint64

uint64

uint64

uint64

uint64

string

int64

int64

destination
domain name

Number of
inbound
packets

Inbound
packet size

Number of
outbound
packets

Outbound
packet size

Number of
total packets

Total packet
size

Associated
intelligence
tags (included
in the alarm)

Session start
time

Session end
time

©2013-2025 Tencent Cloud International Pte. Ltd.

Tencent Cloud Firewall

CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat,
CFWNetflowFl
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supplier

supplier_en

src_country

src_country_en

dst_country

dst_country_en

src_province

src_province_en

dst_province

dst_province_en

src_city

dst_city

string

string

string

string

string

string

string

string

string

string

string

string

ISP

ISP - English

Source
country

Source
country -
English

Destination
country

Destination
country -
English

Source
province

Source
province -
English

Destination
province

Destination
province -
English

Source city

Destination

©2013-2025 Tencent Cloud International Pte. Ltd.

The country
where the
source IP is
located

The country
where the
destination IP
is located

Tencent Cloud Firewall

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,

sd-we

sd-we

sd-we

sd-we

sd-we

sd-we

sd-we

sd-we

sd-we

sd-we

sd-we

sd-we

Page 235 of 265



&2 Tencent Cloud

district

address

address_en

src_lat

dst_lat

src_lon

dst_lon

insert_time

string

string

string

float32

float32

float32

float32

int64

city

Region

Detailed
address

Detailed
address -
English

Source
dimension

Destination
dimension

Source
longitude

Destination
longitude

The time when
the log is
generated and
written into the
database

©2013-2025 Tencent Cloud International Pte. Ltd.

Inbound is the
source
detailed
address
Outbound is
the destination
detailed
address

Inbound is the
source
detailed
address -
English
Outbound is
the destination
detailed
address -
English

Tencent Cloud Firewall

CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowVpc,
CFWNetflowNat

CFWOnline,
CFWNetflowNat

sd-we

sd-we

sd-we

sd-we

sd-we

sd-we
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count

url

domain_flag

port_status

bot_flag

mode

argus_ip

tcp_flag

timestamp

cvm_id

ew_ins_id

fws_id

fws _name

log_type

uint64

string

uint8

uint8

uint8

uint8

uint32

uint8

string

string

string

string

string

uint8

Number of
alarms

Layer-7 URL

Whether the
domain name
exists

Port status

Reserved field

Firewall
attributes

Reserved field

TCP label

Unified
timestamp

Reserved field

VPC Firewall
instance ID

VPC Firewall
edge ID

VPC Firewall
name

Log type (for
internal use)

©2013-2025 Tencent Cloud International Pte. Ltd.

1: exist
0: not exist

1: open
0: close

1: serial
0: bypass

:OUTSyn
:OUTRst

: OutSynAck
:OUTFin
:INSyn

: INRst

- INSynAck

2 InFin

0 N O O WN =

Current log
type fixed
value: 2

Tencent Cloud Firewall

CFWOnline

CFWOnline

CFWOnline

CFWOnline

CFWOnline

CFWOnline

CFWOnline

CFWOnline

CFWOnline

CFWNetflowVpc,

sd-we

CFWNetflowNat,
CFWNetflowFI

CFWNetflowVpc -

CFWNetflowVpc -

CFWNetflowVpc,
CFWNetflowNat

CFWNetflowVpc -

CFWNetflowVpc -
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if_pair_key

uuid

flow_id

Src_vpc

dst_vpc

dst_vpc_name

Src_vpc_name

retans

status

timeout

src_ins_id

dst_ins_id

src_ins_name

dst_ins_name

string

int64

int65

string

string

string

string

int8

uint8

int64

string

string

string

string

Reserved field

Unique ID of
original alarm

log
Internal field

ID of the VPC
where the
attacker asset
is located

ID of the VPC
where the
victim asset is
located

Destination
VPC name

Source VPC
name

Is there a
retransmission

Disposition
status

Session
duration

Attacker-
related asset
ID

Victim-related
asset ID

Source asset
name

Destination
asset name

©2013-2025 Tencent Cloud International Pte. Ltd.

1:
retransmission
0:no
retransmission

Tencent Cloud Firewall

CFWNetflowVpc

CFWNetflowVpc

CFWNetflowVpc

CFWNetflowVpc

CFWNetflowVpc

CFWNetflowVpc

CFWNetflowVpc

CFWNetflowVpc,
CFWNetflowNat

CFWNetflowVpc,
CFWNetflowNat

CFWNetflowVpc,
CFWNetflowNat

CFWNetflowVpc,
CFWNetflowFl

CFWNetflowVpc,
CFWNetflowFl

CFWNetflowVpc

CFWNetflowVpc
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is_out

ti_tag_en

fw_type

fw_region

nat_ip
nat_port

if_id

action

int8

string

string

string

string

uint16

string

string

Identifier of
SD-WAN
firewall
accessing the
public network

Attacker IP
intelligence
tag - English

Alarm sub-
type

Region where
the firewall is
located

NAT IP

NAT port

Network
interface ID

Alarm action

©2013-2025 Tencent Cloud International Pte. Ltd.

1: access
public network
0: normal
access

NAT IP
address

Alarm
handling
action

Block, allow

Tencent Cloud Firewall

CFWNetflowVpc sd-we

CFWNetflowNat -

CFWNetflowNat -

CFWNetflowNat -

CFWNetflowNat -

CFWNetflowNat -

CFWNetflowFI -

CFWNetflowFlI -
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Operation Logs

Last updated : 2024-09-06 17:52:07

=
Field Identifier eld
Type
level string
operator string
result string
fw_type string

Field Name

Danger level

Operator

Operation
result

Firewall type

©2013-2025 Tencent Cloud International Pte. Ltd.

Specific Types

CFWOperateLogAll

CFWOperateLogAll

CFWOperateLogAll

CFWOperateLogAll

Tencent Cloud Firewall
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action

opt_type

string

string

Firewall
switch -
operation
behavior
Asset center
operation -
operation
behavior
Access
control
operation -
operation
behavior
Zero trust
protection
operation -
operation
behavior
Intrusion
defense
operation -
operation
type
Address
template
operation -
operation
behavior
Network
honeypot
operation -
operation
behavior
General
settings
operation -
operation
behavior

CFWOperateLogAll

Operation CFWOperateLogAll

©2013-2025 Tencent Cloud International Pte. Ltd.

Tencent Cloud Firewall
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detail

string

logs
category

Firewall
Switch -
operation
details
Asset center
operation -
operation
details
Access
control
operation -
operation
details
Zero trust
protection
operation -
operation
details
Intrusion
defense
operation -
operation
behavior
Address
template
operation -
template
description
Network
honeypot
operation -
operation
details
General
settings
operation -

©2013-2025 Tencent Cloud International Pte. Ltd.

Tencent Cloud Firewall

CFWOperateLogAll, CFWQOperateWebAccess
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time

app_id

info

longitude

string

string

string

float32

operation
details

Occurrence

CFWOperateLogAll
time P e-og

Unique ID of

CFWOperatelLogAll
the tenant P 9

Access
control
operation -
rule
description
Intrusion
defense
operation -
operation
details
Address
template
operation -
operation
details

CFWOperateLogAll

Source CFWOperateLogAll
longitude

©2013-2025 Tencent Cloud International Pte. Ltd.

Tencent Cloud Firewall
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address

district

more_info

rule

string

string

string

string

Source city

District and
county of the
source city

Additional
information

Rule list

©2013-2025 Tencent Cloud International Pte. Ltd.

Tencent Cloud Firewall

CFWOperateLogAll, CFWOQOperateRemoteOM

CFWOperateLogAll

CFWOperateLogAll

CFWOperateLogAll

Page 244 of 265



&2 Tencent Cloud

instance_region string
public_ip string
remote_type string
services string

Asset
instance
region

Honeypot
public IP

Operation
type
General
settings
operation -
log type

Honeypot
detailed
information

©2013-2025 Tencent Cloud International Pte. Ltd.

CFWOperateLogAll

CFWOperateLogAll

CFWOperateLogAll

CFWOperateLogAll

Tencent Cloud Firewall
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template_id

region

instance_id

asset_type

string

string

string

string

Honeypot
template ID

Asset region

Related
asset ID

Asset
classification

©2013-2025 Tencent Cloud International Pte. Ltd.

Tencent Cloud Firewall

CFWOperateLogAll

CFWOperateLogAll,CFWOperateWebAccess

CFWOperateLogAll, CFWOperateRemoteOM

CFWOperateLogAll
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addr_name

base_type

timestamp

level_res

string

string

string

string

Template
name

Baseline
type

Alarm
timestamp

Danger level
identification
ID

©2013-2025 Tencent Cloud International Pte. Ltd.

CFWOperateLogAll

CFWOperateLogAll

Tencent Cloud Firewall

CFWOperateLogAll, CFWOperateRemoteOM,CFWOQOperateW

CFWOperateLogAll
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Operation
. . behavi
action_res string ) © aY|or , CFWOperateLogAll
identification

ID

Operation
il
detail_res string _detal, , CFWOperateLogAll
identification

ID

rulelist string Rule list CFWOperateLogAll
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appid string appid

instance_region_res string Asset
instance
region
identification
ID

©2013-2025 Tencent Cloud International Pte. Ltd.

Tencent Cloud Firewall

CFWOperateLogAll,CFWOperateWebAccess

CFWOperateLogAll
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Rule list

rule_res string identification CFWOperateLogAll
ID

natinsid string NAT CFWOperateLogAll
instance 1D
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Operation
type
identification
ID

remote_type_res string CFWOperateLogAll

Operation
detail_id string details asset CFWOperateLogAll
ID

base_type_res string Security CFWOperateLogAll
baseline

type
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Notifications and Settings

Last updated : 2024-09-06 17:53:51

Subscribing to Message Center

CFW adopts non-subscription push by default. Refer to the Notification Settings for the Notification Account
configuration. CFW will automatically recognize accounts used for login to the CFW console and add them to the
optional list.

1. Log in to the CFW console, and click Notification Settings in the left sidebar.

2. On the Notification Settings page, configure push notifications for the firewall. If you need to switch to subscription-
based push or enable Message Center configurations, you can click the the Switch of the Enable message
subscription .

Enable message subscription

The settings in Message Center prevails the notification setting of CFW. For details, see Message Subscription [4.

Enable message subscription ()

Note:
After the Message Center is enabled, all alert objects in the Notification Settings for all alarm types will be

invalid. Details are subject to the Message Center settings.

Notification settings

Enable message subscription

The settings in Message Center prevails the notification setting of CFW. For details, see Message Subscription [

Enable message subscription ()

Security alert settings

CFW supports SMS and internal message notifications for security event alarms in the alarm center. Please select the recipients and alarm sources
Sentto (@) Root account Sub-account v C)
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@ Tencent Cloud Tencent Cloud Firewall

Configure Notification Settings

On the Notification Settings Page, you can configure common firewall alarms and notifications.

Notification Type Notification Content Supported Configuration ltems

Supports configuring Tencent
Cloud security WeChat service
account alarms.

Supports triggering notifications
based on alarm type.

CFW supports SMS, message center, and
Security Alarm WeChat notifications for security event alarms in
Notification the Alarm Center. You can configure objects and
alarm sources in the console.

We provide three-tier bandwidth alarms. When

, the firewall bandwidth reaches the threshold Supports distinguishing different
Bandwidth Alarm o
Notification percentage you set, it will trigger alarm cascaded alerts based on firewall
notifications via SMS, message center, and type.
WeChat for the selected account.
We provide two-tier storage alarms. When the
. firewall storage reaches the threshold percentage :
Capacity Alarm , .g ) ) i P ) g Supports configuring cascaded
e you set, it will trigger alarm notifications via SMS,
Notification alarms.
message center, and WeChat for the selected
account.
When your NAT Firewall or Inter-VPC Firewall
Disaster Recovery triggers BYPASS, it will trigger alarm
Alarm Notification notifications via SMS, message center, and
Email for the selected account.
. . When changes are detected in your account's
Enterprise Security ) ) )
Enterprise Security Group, we will send you
Group Changes S -
. . relevant notifications regardless of whether you
Notification . .
have enabled automatic delivery.
Automatic Task L : .
_ When an exception is detected in your automatic
Exception . T -
. i task, we will send you relevant notifications.
Notification
System Log . . . T
Shioi When new system logs are generated, we will Supports triggering notifications
ippin
pp g notify you according to your settings. by system log event type.
Notification

General Settings
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&2 Tencent Cloud

Tencent Cloud Firewall

On the General Settings page, the general settings consolidate some commonly used configurations.

Configuration ltem
Name

Log Storage
Settings

Access Control
Rules Settings

Honeypot Auto-
rebuild Settings

Tag Settings

Configuration ltem Description

The users of Enterprise Edition and later can
modify the log storage type and storage
duration. This can be done only once every 2
months. Expired logs will be automatically
deleted. You can also manually clear logs, but
please note that each user is limited to 4 manual
clearances per natural month.

In the access control rule list, each time you
add, insert, or import control rules, the startup
status of the rule should be set.

In the Network Honeypot, if the honeypot is
compromised, you can choose whether to
automatically rebuild the honeypot and set the
interval time.

CFW has no resource attributes. It only supports
adding Tags to billing resources associated with
the account. You can modify the Tag values
here.

©2013-2025 Tencent Cloud International Pte. Ltd.

Notes

After the log settings are changed,
the historical logs will not be
affected. Only new logs starting
from the time of the editing will be
effective. For example, if you
change the log storage time from
180 days to 90 days, the historical
logs will still be stored for 180 days,
while new logs will be stored for 90
days.
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@ Tencent Cloud Tencent Cloud Firewall

Common Tools
Address Template

Last updated : 2024-01-23 17:37:00

This topic describes how to batch manage IP addresses in an address template and match the created templates with

access control rules.

Operation guide

1. Log in to the Cloud Firewall console, and then click Address template in the left navigation pane.

2. On the Address template page, you can create and modify templates, and call templates to add rules on the
Access Control page.

Create template

a. On the Address template page, click Create template.

b. In the Create address template window displayed, enter the address template name and IP address, and then
click OK to complete the template creation.

Note

For a single IP address, Press Enter.

For multiple IP addresses, separate them with commas before pasting.

Duplicate IP addresses are merged automatically.
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@ Tencent Cloud Tencent Cloud Firewall

Create address template X
Template type o IP address template Domain name template
Name
IP address 1

5 -
Description

After a template is created, it will be displayed in the address template list, and you can add, delete, or modify IP

Modify template

addresses in the list.
a. In the action column on the right of the destination address template, click Modify.
b. Select the IP address to modify or delete in the Modify address template window displayed, or enter the IP

address in the search box, and then click OK to complete the modification.
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@ Tencent Cloud Tencent Cloud Firewall

Modify address template X
Template type IP address template o Domain name template
Name
Domain name Q
1 —
2
3
Description

Import an address template for configuring rules

After creating an address template, you can go to the Edge firewall rules or NAT firewall rules page to call the template
for configuring access control rules. The following example shows how to import an address template for configuring
edge firewall rules. This also applies to NAT firewall rules.

Note

The access rules configured with the address template are valid for all IP addresses in the template.

Address templates can only be used to configure edge firewall rules and NAT firewall rules, rather than inter-VPC

firewall rules.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 258 of 265


https://www.tencentcloud.com/document/product/1160/49863?lang=en&pg=#new
https://console.tencentcloud.com/cfw/ac/internet
https://console.tencentcloud.com/cfw/ac/nat

&2 Tencent Cloud

Tencent Cloud Firewall

Inbound rules only allow importing address templates for Access source, while Outbound rules only allow

importing templates for Access destination.
Import an address template for inbound rules

a. On the Edge firewall rules page, select Inbound rules -> Add rule.

b. In the "Add inbound rule" window displayed, select "Address template" for "Access destination type", and click the

"Access source" drop-down list to select an existing address template for configuring rules.

Add Inbound rule  Access Target region Singapore

Access source type o IP address Location Address template

Access destination () IP address Asset instance Resource tag Address template

type
Rule priority Earest (0 Last
. - Destination port .
Priority @ Access source @ Access destination @ @ Protocol Policy @
4 0.0.0.00 0.0.0.0/0 -1/ ANY v

Import an address template for outbound rules

a. On the Edge firewall rules page, select Outbound rules -> Add rule.

Operation

Copy

b. In the "Add outbound rule" window displayed, select "Address template" for "Access destination type", and click the

"Access destination" drop-down list to select an existing address template for configuring rules.

©2013-2025 Tencent Cloud International Pte. Ltd.
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Add Outbound rule  Access Source region Singapore

Access source type O IP address Asset instance Resource tag Address template

Access destination () IP/Domain name Location Address template

type

Rule priority Eariest () Last

Priority @ Access source @ Access destination @ Dg)stlnatlon port Protocol @ Policy @ Description @ Operation

26 0.0.0.0/0 0.0.0.0/0 -1/-1 ANY v v Copy
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Rule Backups

Last updated : 2024-09-06 17:56:10

Tencent Cloud Firewall

When modifying access control rules, you can back up existing rules and roll back rules in different defense statuses.

Creating Backup

1. Log in to the Cloud Firewall console, and click Access Control in the left sidebar.

2. On the Access Control page, click Rule backups in the upper right corner to open the Policy Backup and Rollback

Popup.

Access control

Edge firewall rules NAT firewall rules Enterprise security groups(new) Inter-VPC rules
Rule list  Latest backup: 2023-12-26 00:00:00 Recent operations ()
Inbound rules QOutbound rules Rule quota @
Enabled rules: 0 Enabled rules: 1

3. In the policy backup and rollback popup, click Create backup.

©2013-2025 Tencent Cloud International Pte. Ltd.

| Rule backt

View operation
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&2 Tencent Cloud Tencent Cloud Firewall

Back up and roll back rules

@ 1. Backup: The current version supports up to 10 backups for each access control rule list. The backup does not differentiate
between inbound and outbound rules (i.e., each backup includes both inbound and outbound rules).
2. Rollback: Overwrite the selected backup onto the current list of rules. It is recommended to backup the current rules before
performing a rollback.
3. Backups will not be cleared when the product expires or is reclaimed. Therefore, when the number of backups reaches the

limit, please delete the earlier backups first. If automatic backup is enabled, we will automatically eliminate the earliest backup

files.

Create backup Auto-backup Edge firewall rules v Q C

Backups (D Description Backup time Policies Operatio

Rollback  Delet

4. Select the rule list for backup, fill in the remarks, and click OK to complete creating the rule backup.
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@ Tencent Cloud Tencent Cloud Firewall

Back up and roll back rules

@ 1. Backup: The current version supports up to 10 backups for each access control rule list. The backup does not differentiate
between inbound and outbound rules (i.e., each backup includes both inbound and outbound rules).
2. Rollback: Overwrite the selected backup onto the current list of rules. It is recommended to backup the current rules before
performing a rollback.
3. Backups will not be cleared when the product expires or is reclaimed. Therefore, when the number of backups reaches the
limit, please delete the earlier backups first. If automatic backup is enabled, we will automatically eliminate the earliest backup

files.
Q ¢
Backups (D Description Backup time Policies Operatic
Edge firewall rules v n Cancel
Rollback  Dele

Rollback from Backup

1. On the Access Control Page, click Rule backups in the upper right corner to open the Policy Backup and Rollback
Popup.
2. Select the backed-up rule, and click Roll back.
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@ Tencent Cloud Tencent Cloud Firewall

Back up and roll back rules

@ 1. Backup: The current version supports up to 10 backups for each access control rule list. The backup does not differentiate
between inbound and outbound rules (i.e., each backup includes both inbound and outbound rules).
2. Rollback: Overwrite the selected backup onto the current list of rules. It is recommended to backup the current rules before
performing a rollback.
3. Backups will not be cleared when the product expires or is reclaimed. Therefore, when the number of backups reaches the
limit, please delete the earlier backups first. If automatic backup is enabled, we will automatically eliminate the earliest backup

files.
Create backup Auto-backup Edge firewall rules v Q
Backups @ Description Backup time Policies Operati
Edge firewall rules AutoBackup 2023-12-26 00:00:00 58 Roll back | Dele

3. In the Confirm to roll back with the backup pop-up window, click OK to roll back the backed-up rules and overwrite
the current rule list.

Caution

The rule rollback operation will overwrite the corresponding rule list. The current policies will be deleted. To ensure

data security, it is recommended to back up the current list first.

Deleting Backup

1. On the Access Control Page, click Rule backups in the upper right corner to open the Policy Backup and Rollback
Popup.
2. Select the backed-up rule, click Delete.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 264 of 265


https://console.tencentcloud.com/cfw/ac/internet

@ Tencent Cloud Tencent Cloud Firewall

Back up and roll back rules

@ 1. Backup: The current version supports up to 10 backups for each access control rule list. The backup does not differentiate
between inbound and outbound rules (i.e., each backup includes both inbound and outbound rules).
2. Rollback: Overwrite the selected backup onto the current list of rules. It is recommended to backup the current rules before
performing a rollback.
3. Backups will not be cleared when the product expires or is reclaimed. Therefore, when the number of backups reaches the
limit, please delete the earlier backups first. If automatic backup is enabled, we will automatically eliminate the earliest backup

files.

Create backup Auto-backup Edge firewall rules v Q ¢
Backups G) Description Backup time Policies Operatio
Edge firewall rules AutoBackup 2023-12-26 00:00:00 58 Roll back | Delef
Edge firewall rules AutoBackup 2023-12-2500:00:00 58 Rollback  Delef

3. In the Confirm Deletion pop-up window, click OK to delete the backed-up rules.

Caution
Once the rule backup is deleted, it cannot be retrieved/recovered. Please proceed with caution.
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