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Operation Guide
Instance
Creating Instance

Last updated : 2024-01-29 16:01:55

This document uses custom configuration as an example to describe how to create a TMP instance.

Preparations

Before creating a TMP instance, you must complete the following operations:
Sign up for a Tencent Cloud account and complete identity verification.

Create a VPC in the target region and create a subnet in the target AZ in the VPC.

Directions

1. Log in to the TMP console.

2. Click Create and configure the following information as prompted:

Type Required Configuration Description

Select a region based on the region of your Tencent Cloud service. The price
may vary by region, and the real-time price displayed on the purchase page
shall prevail. Tencent Cloud services in different regions cannot communicate

Region Yes with each other over the private network; for example, a service in the
Guangzhou region cannot report data to a TMP instance in the Shanghai
region over the private network. Once an instance is purchased, the region
cannot be changed. Therefore, please select the region with caution.

AZ Yes Select as needed.

It indicates a logically isolated network space in Tencent Cloud. A VPC
consists of at least one subnet. The system will provide a default VPC and

Network Yes subnet for you in each region. If the existing VPCs/subnets don't meet your
requirements, you can create new ones as instructed in Creating VPCs or
Creating Subnets.

Product Specs Yes The price varies by product specs. For more information, please see Pricing.

Data Retention Yes The price varies by data retention period. For more information, please see
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Period

Instance Name

Grafana/Grafana
Password

Validity Period

Pricing.
Yes Enter a custom name of the TMP instance.

Grafana is enabled by default. After the instance is successfully created, the
system will generate a domain name accessible over the public network. The

Yes
default account of the Grafana service is ‘admin’, and the password is user-
defined.

Yes Multiple validity periods are available for your choice.

3. After completing the configuration, click Buy Now.

| Region and Network Config

Region

AZ

Network

South China
Tencent Cloud services in different regions cannot communicate with each other over the private nelwork. For example, the service in Guangzhou region cannot report dala to TMP in Shanghai region over the private netwo

it after purchasing the instance

[eT=0lra WP SR Guangzhou Zone 2 Guangzhou Zone 3 Guangzhou Zone 4  Guangzhou Zone 5  Guangzhou Zone 6 Guangzhou Zone 7

vpc-rdalicw? | intl_test| 10.0.0.0/16 subnet-9apu3jks | intl_test_1| 10.0.0.0/24 ) Available IP(s) of the subnet: 252

If the existing VPC/subnet does not meet your requirement, you can go to the console

create a VPCEA or Create Subnet 2
Only services in the “intl_test VPC" can report monitoring data. Please select the netw \

with caution as you cannot change it after purchasing the instance

| Basic Instance Config

Data Retention Period 15 days 30 days 45 days

Instance Name

Grafana

Tag (optional)

Terms of Agreement

example
grafana-test-ai0efvsc | test0802 [¥]
f the existing Grafana instance does not meet your requirement, you can create one [ in the console
kik del i

+ Add

s not meet your requirement, you can create one[d in th

¥ I've read and agree to Tencent Cloud Terms of Service, Tencent Cloud Prometheus Service Level Agreement, Billing Overview, and Payment Overdue
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Searching for Instance

Last updated : 2024-01-29 16:01:55

By default, TMP instances in the current region are displayed in the TMP console. To help you quickly find the
instances in the current region, Tencent Cloud provides the search feature and allows you to filter instances by
resource attributes such as instance ID, name, status, AZ, IPv4 address, and tag.

Directions

1. Log in to the TMP console.

2. Enter the conditions in the search box as needed and click

Tencent Managed Service for Prometheus ® Guangzhou ¥ WeChat O
Instance ID/Name Monitoring/St... T AZT Network Configuration IPv4 Address Billing Mode Tag (key:value) @ Creation Tin
Data retention
Network: intl_test iod: 15 d -
ih Guangzhou Zone 1 . n.tes perio 2y(s) ® 2021/11/24 -
test @ Running Subnet: intl_test_1 Specs name: Shared -Expired
Edition
PN h Network: Default-VPC Dat_a ;e:egzm( )
o) eriod: ay(s) g
| ! Guangzhou Zone 2 Subnet: g ;h d Trial Edition ) k1v1 2021/11/10
nning ecs name: Share
intl test @ Running Default-Subnet 9

Edition

3. You can filter instances by different conditions. Currently, the following dimensions are supported:

Filter Condition Description

You can directly enter multiple instance IDs for quick filtering. Each instance ID supports
only exact match-based filtering.

Instance ID

You can enter only one instance names for filtering. Fuzzy match-based filtering is
supported.

Instance name

You can enter multiple status values for filtering. You can also configure the list header for
quick filtering.

Instance status

You can enter multiple AZs for filtering. After the region is switched, the corresponding AZs
in the region will be displayed. You can also configure the list header for quick filtering.

AZ
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IPv4 address You can enter multiple IPv4 addresses for filtering. Each IPv4 address supports only exact
match-based filtering.

You can enter multiple tags to filter instances. You can also directly click a tag value in the

Tag . . .
instance list for filtering.
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Renaming Instance

Last updated : 2024-01-29 16:01:55

To help you quickly identify TMP instance names for easier instance management in the TMP console, Tencent Cloud
allows you to name all instances and rename them at any time with immediate effect.
Directions

1. Log in to the TMP console.

2. In the instance list, select the TMP instance to be renamed and click More > Instance Configuration > Rename
on the right.
3. In the Rename window that pops up, enter the new instance name and click OK.

Modify Instance Name

You have selected this instance:

Instance ID/...  Status AZ Network Configuration  Billing Mode
@ Running Guangzhou Network: intl_test Data retention -
Zone 1 Subnet: intl_test 1 period: 15
day(s)
ance Name modify

©2013-2024 Tencent Cloud. All rights reserved. Page 9 of 210


https://console.tencentcloud.com/monitor/prometheus

@ Tencent Cloud TencentCloud Managed Service for Prometheus

Terminating Instance

Last updated : 2024-01-29 16:01:56

If you no longer use an instance, you can terminate it, and it will be suspended once terminated. You can reboot

suspended instances according to different scenarios and needs.

Relevant Impact

Once an instance is suspended, its data will be affected as follows:

IP: the corresponding IP address is retained but does not provide normal services.

Grafana: Grafana cannot be accessed at the corresponding domain name.

Data: data on the corresponding instance will be retained for a certain number of days. The specific number displayed

in the confirmation information during instance termination in the console shall prevail.

Directions

1. Log in to the TMP console.

2. In the instance list, select the TMP instance to be terminated and click More > Instance Status > Terminate on
the right.

3. As termination is a high-risk operation, in the Terminate window that pops up, complete the termination steps as
prompted and click OK.
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Terminate

o Termination Details > >

You have selected this instance:

Instance ID/...  Status AZ Network Configuration  Billing Mode
@ Running Guangzhou Network: int]_test Data retention -
Zone 1 Subnet: int| test 1 period: 15
day(s)

@ * Once terminated, the instance will be in the shutdown status for seven days, during which its data will be retained.

* After the resources are terminated, the five-day unconditional refund (for one instance) will be returned to your Tencent
Cloud account. The normal refund will be returned to your account based on the proportion of the cash and gift cards
paid for the purchase.

* The discount or voucher you used when purchasing the instance is not refundable.

Next Cancel
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Rebooting Instance

Last updated : 2024-01-29 16:01:55

You can reboot a suspended or abnormal instance in the console.

Directions

1. Log in to the TMP console.

2. In the instance list, select the TMP instance to be rebooted and click More > Instance Status > Reboot on the
right.

3. In the Reboot Notes window that pops up, click OK.

Instance Renewal x

You have selected this instance:

Instance ID/Name Status AZ Network Configuration Billing Mode

@ Running Guangzhou Zone 1 Network: intl_test Data retention
Subnet: intl_test_1 period: 15 day(s)

Auto-Renewa Auto-renew the device every month when my account has sufficient balance

Fees Querying configuration fees...

Note:

If you reboot a running instance, the service will be interrupted during reboot. Please confirm the operation risks first.
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Modifying Storage Period

Last updated : 2024-01-29 16:01:55

TMP allows you to modify the data storage period after creating an instance. The longer the storage period, the higher

the unit price of the instance. For billing details, see Pay-as-You-Go.

Directions

1. Log in to the TMP console.

2. In the instance list, find the target TMP instance and click More > Instance Configuration > Modify Storage
Period on the right.

nstance ID/Name Monitoring/Status T Az T Network Configuration Pv4 Address Billing Mode Tag (key:value) (€

J ih _ Data retention period: 13
Singapore Zone 3 Pay as you go
test @ Running e L dayls) ©

3. In the pop-up window, select the target storage period and click OK.
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Medify Storage Period

You have selected this instance:

nstance ID/... Status A7

@ Running Singapore

Tesl

Storage Period 15 days v

[=]

I
[

L

r
1]
T
E
!

Metwork

Netwark:Default-VPC

Subnetirs

oK Cance

(]
(=]
[

Data retention
period: 15
dayls)

Pay as you go

Note:

After the modification, newly collected data will be billed based on the new storage period and unit price from 0:00 AM

the next day.

Historical data is still stored based on the storage period configured before the modification.

©2013-2024 Tencent Cloud. All rights reserved.
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Viewing Instance's Basic Information

Last updated : 2024-07-24 18:10:07

To help you view the basic information of TMP instances, TMP allows you to select a desired instance on the instance

list page to enter its management page and view its basic information.

Directions

1. Log in to the TMP console.

2. In the instance list, select the TMP instance to be viewed and click its instance ID or Manage on the right.

« Follow WeChat Of
Basic Info Data Collection Alarm Management Recording Rule
Basic Info
1ou p Region Guangzhou
L] AZ Guangzhou Zone 3
@ Running Billing Mode  Pay as you go
y _reation Time 2024/04/08 16:43:50
Grafana Service Address
z=nce Associate with TCMG Tokepn  FEER flu}

Grafana Data Source Configuration Information

HTTP URL hti Remote Read Address ht

3. You can perform the following operations on the basic information page:

Rename the instance.

Edit instance tags.
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Change the Grafana Admin password.

Upgrade preset Grafana dashboards.
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TKE
Integration with TKE

Last updated : 2024-11-28 14:27:07

You can monitor the TKE service in business scenarios after integrating it. This document describes how to integrate
the TKE service.

Tencent Kubernetes Engine (TKE) provides container-centric solutions based on native Kubernetes. It can solve
environment-related issues in the process of development, testing, and Ops, helping you reduce costs and improve
efficiency. Kubernetes is an open-source container orchestration tool developed by Google and has been used by
Google for more than 15 years. As the de facto standard in the container field, Kubernetes can greatly simplify the
management and deployment complexity of applications. By integrating with the TKE service, you can monitor the
status of Kubernetes and the services running on it much more easily through Prometheus.

Note

In order to ensure normal operation, existing instances will automatically update the component version when you edit
collection configuration and associate new clusters. During the update process, data breakpoints may occur in the

associated clusters.

Directions

1. Log in to the TMP console.

2. In the TMP instance list, click the ID/Name of the newly created instance.

3. Go to the TMP management center and click Integrate with TKE on the left sidebar.

4. Perform the following operations on the cluster monitoring page:

Associate a cluster: Associate a cluster with a TMP instance as instructed in Associating with Cluster.

Configure data collection: Create a data collection rule to monitor your business data by adding the configuration in the
console or via a YAML file. For more information, see Data Collection Configurations.

Streamline basic monitoring metrics: Select only the required metrics to avoid unnecessary fees as instructed
Streamlining Monitoring Metrics.

5. After completing the above operations, you can view the monitoring data of your TKE service in Grafana.

©2013-2024 Tencent Cloud. All rights reserved. Page 17 of 210


https://console.tencentcloud.com/monitor/prometheus
https://www.tencentcloud.com/document/product/457/46731
https://www.tencentcloud.com/document/product/457/48770
https://www.tencentcloud.com/document/product/457/47004

@ Tencent Cloud TencentCloud Managed Service for Prometheus

[® Kubemetes
APl Server apl server  cm-promatheus
ster cm-promethess  compute resources

Compute Resources / Namespace (Pods) cm-promedheus  compute rescurces

Compute Resources / Node (Pods) cmrprometheus  compute rescurces

Compute Resa I Po er-promethes  compule resourees
Controller Manager em-promatheus  controller
CoreDNS cm-prometheus  coredns  dns
Kubelet cm-prometheus  kubelet
Kubern ste cluster  em-promatheus
MNetworking / Cluste cm-prometheus  kubemetes  networking
Metworking / Mamespace (Pods) cm-prometheds  kubemetes  networking
Metworking / Pod em-prometheus  kuberetes  networking
Nodes em-prometheus  kubemetes  node

Prometheus agent cm-prometheus  prometheus

Proxy

Associating with a Cluster

Note:

After a cluster is associated, the monitoring data collection plugin is automatically installed in the cluster. The plugin is
deleted altogether if you disassociate the cluster. Currently, cross-VPC association is supported to allow you to
monitor clusters in different VPCs of different regions using the same monitoring instance.

Prerequisites

You have logged in to the TCOP Console and created a cluster in the console.

You have created a Prometheus instance.

Operations

Associating with a Kubernetes Cluster on Tencent Cloud

1. Log in to the TCOP Console and select Managed Service for Prometheus from the left navigation bar.
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2. On the instance list page, select the name of the instance requiring cluster association to go to the instance details
page.
3. In the top navigation bar, click Data Collection > Integrate with TKE > Associate Cluster.

4. In the Associate Cluster window, select the related cluster.

Associate Cluster

@ * Remaining IP(s) o

* After associati: ' ' maticallv collect The free basic metrics [4 . If you need to configure additional metric coll

so through the '_

Cluster Type Standard cluster

Cross-VPC Assodiation Enable

After enabling this option, you can use one instance to monitor clusters in different regions and VPCs.

Create Public Network CLB Instance = Billing Overview [2
If the VPC where your instance resides is not interconnected with the cluster to be associated, you must creat
CLB instance because data cannot be collected otherwise. You don't need to do so if the two are already inte
Cluster Region Guangzhou v

Tencent Cloud services in different regions cannot communicate with each other over the private network. W
you select a region closest to your end users to minimize access latency and improve the download speed. Y
region after you purchase the instance.

Cluster Available clusters in the current region:

Q ID/Cluster n... T... VPC

= ID/Cluster n...  Type VPC Sta...
St...

VIS ey NN E S

e, s

Sta... Run... -

[ PRI et

- N L amm san s ars s r [
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Flease reserve u.> LFU cores and 1UuU VB IVIEIVI OF more resources 1or eacn CIUSTer.

Global Labe Enable

The label key name can contain up to 63 letters, digits, and underscores () but cannot start with an undersce
used. For more information, see Kubernetes Documentation 2.

The label key value can only contain letters, digits, and separators (hyphens, underscores, dots, and spaces). |
with a letter or digit.

ollector estimated resource usage CPU-1 cores Memory-2GiB

Associated cluster configuration cost (.01 USD/hr &sieimetfrieeto205025 No charge for collecting free metrics only,Billing Oven

Cluster Type: You can select a standard cluster of TKE, a Serverless cluster, an edge cluster, or an external cluster.
Cross-VPC Association: After enabling this feature, you can monitor clusters in different VPCs of different regions
using the same monitoring instance.

Create Public Network CLB Instance: If your instance's VPC is interoperable with the network of the cluster you
want to associate, you do not need to create it; if the VPC of your instance is not interoperable with the network of the
cluster you want to associate, you must select Create Public Network CLB; otherwise, data acquisition across VPC
clusters cannot be performed. For example, if the VPC of your instance and the VPC of the cluster you want to
associate are already connected via CCN, you do not need to create a Public Network CLB.

Cluster Region: Select the region in which the cluster resides.

Cluster: Select the cluster to be associated with. You can select multiple clusters.

Global Label: Used to assign the same key-value pair to each monitoring indicator.

5. Click OK to associate the selected cluster with the current monitoring instance.

Associating with an External Kubernetes Cluster

1. Log in to the TCOP console, and click Managed Service for Prometheus in the left navigation bar.

2. On the instance list page, select the name of the instance requiring cluster association to go to the instance details
page.

3. In the top navigation bar, click Data Collection > Integrate with TKE > Associate Cluster.

4. In the Associate Cluster window, select an external cluster.

©2013-2024 Tencent Cloud. All rights reserved. Page 20 of 210
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External cluster v

(D  You are associating with an external cluster, which requires enabling public
exrernal. After creation, the virtual cluster will be in a pending registration
thereqLured yaml resources inside the real cluster to deploy the agent for
connection are complete, the platform will automatically deploy the releva

exrernal
Shanghai v

Enable

The label key name can contain up to 63 letters, digits, and underscores () but cann
For more information, see Kubernetes Documentation 4.

The label key value can only contain letters, digits, and separators (hyphens, undersc
a letter or digit.

All enabled Pre-aggregation rule management

Preset Dashboard charts or alert rule templates for common monitoring metrics. Pre
are billed normally. Default pre-aggregation rule list 2

External cluster name: Give a name to the cluster.

Region of the external cluster: Select the region or adjacent region where the cluster is to be registered.

Global Label: Used to assign the same key-value pair to each monitoring indicator.
5. Click OK to start initialization, which will generate a Cluster ID.

6. Register an external cluster.

©2013-2024 Tencent Cloud. All rights reserved.
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The current external cluster ecls-76rffo2

() Create the following resources in the ex
completed once the pending registratio

apiVersion: v1
kind: Namespace
metadata:
name: prom-16p4hjoa
apiVersion: v1
kind: ServiceAccount
metadata:
name: proxy-agent-installer
namespace: prom-16p4hjoa
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: proxy-agent-installer
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: proxy-agent-installer

Copy yaml|

After the initialization is successful, click Wait for Registration. The YAML file for Job installation is displayed. Run

the helm command in the Job to install collection-related components. For more information about components and

related permissions, see Internal Installation Component Description in the TKE Cluster. The following table describes

the main parameters of the Job.

Parameter

timeout

proxyAgent.enabled

proxyAgent.instanceld

Description

The timeout period for helm installation. If a timeout occurs, rollback is
automatically performed.

Specifies whether to install the proxy-agent. It is recommended to set this
parameter to true to ensure successful registration.

Instance ID

©2013-2024 Tencent Cloud. All rights reserved. Page 22 of 210
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proxyAgent.instanceToken The instance token.
proxyAgent.clusterld The cluster ID.
proxyAgent.clusterType Cluster Type

The public IP address of the instance that is used for collection registration.

proxyAgent.serverAddress , .
Only user clusters accessible to the IP address can be successfully registered.

proxyAgent.image The image of the proxy-agent.

Specifies whether to install the kube-state-metrics component. You can set this
kubeStateMetrics.enabled parameter to false if you do not want to install the component or if the
component is installed.

kubeStateMetrics.image The image of kube-state-metrics.

Specifies whether to install the node-exporter component. You can set this
nodeExporter.enabled parameter to false if you do not want to install the component or if the
component is installed.

nodeExporter.image The image of node-exporter.

Create a Job and view the Job running result.

# Install and register the task.

kubectl apply —-f <yaml>

# Set the namespace.

export KUBE_NS=<Instance ID>

# View the Job running status.

kubectl get job proxy-agent—-installer -n ${KUBE_NS}

# View the Job POD. You can check error logs if an error occurs.
kubectl get pods -1 job-name=proxy-agent—-installer -n ${KUBE_NS}

Check whether the proxy-agent log contains "conn is active", which should be contained in normally registered logs. If
not, check whether the cluster can access the IP:Port specified by the proxyAgent.serverAddress.
# Obtain the pod name of the proxy-agent.
export KUBE_POD="kubectl get pods -1 k8s—-app=proxy-agent -n ${KUBE_NS}|sed '1d' |he
# View the proxy-agent log.

kubectl logs ${KUBE_POD} -n ${KUBE_NS}

7. About one to two minutes after the registration is successful, the agent status becomes Running in the console. In

this case, you can manage external clusters in the same way as you manage Kubernetes clusters on the cloud.

Disassociating Instances
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1. Log in to the TCOP Console, and select Managed Service for Prometheus in the left navigation bar.

2. On the instance list page, select the name of the instance requiring disassociation to go to the instance details
page.

3. On the Data Collection > Integrate with TKE page, click More > Disassociate in the Operation column at the
right side of the table.

4. In the pop-up dialog, click OK to deassociate it.
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Integration Center

Last updated : 2024-01-29 16:01:55

TMP integrates commonly used programming languages, middleware, big data, and infrastructure databases. It

supports quick installation and custom installation. You only need to follow the instructions to monitor the

corresponding components. It also provides out-of-the-box Grafana monitoring dashboards. The integration center

covers three major monitoring scenarios of basic service monitoring, application layer monitoring, and TKE cluster

monitoring, making it easier for you to integrate and use.

List of Supported Services

Service Type

Big data

Development

Middleware

Service

Elasticsearch

Flink

CVM

Go

JVM

Spring MVC

Kafka

Consul

Monitoring Metric

Cluster/Index/Node monitoring

Cluster/Job/Task monitoring

The extended ‘cvm_sd_config' can be used
to configure a CVM scrape task and collect
Node Exporter or custom business metrics.

GC/Heap/Thread/Goroutine monitoring

Heap/Thread/GC/CPU/File monitoring

HTTP API/Exception/JVM monitoring

Broker/Topic/Consumer group monitoring

Consul monitoring

©2013-2024 Tencent Cloud. All rights reserved.
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Infrastructure

Database

Inspection

CM

Custom

Directions

Etcd

Istio

Kubernetes

TencentDB
for MongoDB

TencentDB
for MySQL

TencentDB
for
PostgreSQL

TencentDB
for Redis

TencentDB
for
Memcached

Health check

CM

Scrape task

CVM scrape
task

TencentCloud Managed Service for Prometheus

Etcd monitoring

Istio monitoring

API server/DNS/Workload/Network
monitoring

File count/Read and write
performance/Network traffic monitoring

Network/Connection count/Slow query
monitoring

CPU/Memory/Transaction/Lock/Read/Write
monitoring

Memory utilization/Connection
count/Command execution status
monitoring

Memcached monitoring

Blackbox can be used to regularly test the
connectivity of the target service, helping
you stay up to date with the service health
and discover exceptions in time.

Tencent Cloud service monitoring

The native “static_config® can be used to
configure a scrape task.

The extended ‘cvm_sd_config® can be used
to configure a CVM scrape task.
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Quick installation

Some services support quick agent installation. For more information, see Integration Center > List of Supported
Services.

1. Log in to the TMP console.

2. In the instance list, select the corresponding TMP instance.

3. Enter the instance details page and click Integration Center.

4. In the Integration Center, select the service that supports quick installation and click Install in the bottom-left

corner.
I.. " B
@3 Consul ®» FlasticSearch
* -—w
Consul monitoring ElasticSearch monitoring, including cluster/index/node moni
toring
Quick Installation Custom Installation Quick Installation Custem Installation
Dashboard Operation ™ Dashboard Operation ™
S, WM Kafka
e
JVM monitoring, including heap/thread/GC/CPU/ffile monito Kafka monitoring, including broker/topic/consumer group
ring maonitoring
Custom Installation Dashboard Cperation ¥ Quick Installation Custem Installation

CDashboard Operation ™

5. On the Integration List page, enter the metric collection name and address and click Save. Below is a sample for
Kafka:
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Kafka metric collection

Kafka instance

address * + Add
a0 @ +Add

Exporter config

Cancel Extra costs will be incurred, Billing Overview &

Custom installation

1. Log in to the TMP console.

2. In the instance list, select the corresponding TMP instance.

3. Enter the instance details page and click Integration Center.

4. Select the target service in the integration center. You can click Integration Guide to view the integration guide.
After successful integration, you can monitor the corresponding service in real time. You can also click

Install/Upgrade in Dashboard Operation to install or upgrade the Grafana dashboard for the service.
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Categ

Consul monitoring

Quick Installation Custom Installation

Cashboard Operation ™

‘i) VM

WM monitoring, including heap/thread/GC/CPU/file monito
ring

Custom Installation

o MongoDB

MongoDE instance manitoring, including file count/read an
d write performance/network traffic monitering

Dashboard Operation ¥

Quick Installation Custom Installation

DCashboard Operation ¥

Middleware Big Data

Integration Center

Application

r
W» [lasticSearch
-w—w

ElasticSearch monitoring, including cluster/index/node moni
toring

Quick Installation Custom Installation

Dashboard Operation ¥

Kafka

Kafka monitoring, induding broker/topic/consumer group
monitoring

Quick Installation Custom Installation

Dashboard Operation ¥

™
Mg‘..l:l: MySQL

MySQL instance monitoring, including network/connection
count/slow query monitoring

Quick Installation Custom Installation

Dashboard Operation ¥
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Infrastructure Database

i Flink

Flink menitoring, including cluster/job/task monitoring

Custom Installation Dashboard Operation ¥

.@ Kubernetes

Kubernetes monitoring, including APl server/DNS/workloa
d/network monitoring

Custom Installation Dashboard Operation ¥

@ PostgreSQL

PostgreSQL instance monitaring, including CPU/memory/tra
nsaction/lock/read/write monitering

Quick Installation Custom Installation

Dashboard Operation ¥

TencentCloud Managed Service for Prometheus

Golar

Golang Runtime m
outine monitoring

Custom Instal

Mem

Memcached monit

Quick Installz

é Re

Redis instance mot
tion count/commal

Quick Installz
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Data Multi-Write

Last updated : 2024-08-15 17:08:56

The data multi-write feature supports writing monitoring data to self-built Prometheus or other Prometheus monitoring
instances.

Note:

Currently, only the multi-write of monitoring data collected by Integrated Container Service and Integrated Center is

supported, and others are not supported yet.

Operation Guide

1. Log in to TMP Console.

2. In the left sidebar, click TencentCloud Managed Service for Prometheus.

3. Click the corresponding instance name to enter the instance details page, then click Data Collection > Data Multi-
Write on the top navigation bar.

4. In the Data Multi-Write sub-window, click Add and see the following description to configure the data multi-write

information.
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« = B
Basic Info Data Collection Alarm Management Recording Rule instance diagnostics
Integrate with TKE Integration Center Data Multi-Write
@ = Write monitoring data to self-built Prometheus or other TencentCloud Managed Service for Prometheus instances.

* Data multi-write is only supported for r

Prometheus address: Obtain the HTTP API address from the basic information of instances.

©2013-2024 Tencent Cloud. All rights reserved.
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Service Address

en REFAR Ln

Security verification: Whether to enable security authentication. Once enabled, the username and password needs to

be customized.

©2013-2024 Tencent Cloud. All rights reserved. Page 32 of 210



&2 Tencent Cloud

N/A

+ Add Configuration

Save Cancel

Basic authentication
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Recording Rule
Overview

Last updated : 2024-01-29 16:01:55

A recording rule allows you to calculate some commonly used or complex metrics in advance and then store the
calculated data in new data metrics. In this way, querying the calculated data will be faster and easier than querying
the original data. This is very suitable for dashboard scenarios and can solve the problems of complicated user
configuration and slow query.

Recording rules exist in the form of rule group, and rules in the same group are executed sequentially at a certain
interval. Rule names must conform to the corresponding Prometheus specification.

Generally, a rule file is as follows:

groups:

[ - <rule_group> ]
Below is a simple example of recording rule:
groups:
— name: example
rules:

- record: Jjob:http_inprogress_requests:sum

expr: sum by (job) (http_inprogress_requests)

Rule Group

# A rule group name must be unique in the same file

name: <string>

# Rule detection interval

[ interval: <duration> | default = global.evaluation_interval ]

rules:

[ = <rule> ... ]

Rule

The recording rule syntax is as follows:
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# The generated new metric name, which must be valid

record: <string>

# PromQL expression. Each calculated data entry will be stored in the new metric na

expr: <string>

# The label to be added or overwritten in the data to be stored
labels:

[ <labelname>: <labelvalue> ]

Recommended Name Format

The recommended format for naming recording rulesis level :metric:operations
level: indicates the recording level and the output label of the rule.

metric: indicates the metric name.

operations: indicates the list of operations applied to the metric.

Example:

— record: instance_path:requests:ratebm
expr: rate(requests_total{job="myjob"} [5m])

— record: path:requests:ratebm

expr: sum without (instance) (instance_path:requests:ratebm{job="myjob"})
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Rule Management

Last updated : 2024-01-29 16:01:55

Overview

You can manage the TMP recording rules in the TMP console to avoid the hassle of having to modify the configuration

file in native Prometheus.

Preparations

1. Log in to the TMP console.
2. Create a TMP instance as instructed in Creating Instance.
3. Enter the TMP instance management page through the instance list.

4. Manage recording rules as instructed in Overview.

Directions

Creating rule

1. In the menu on the left of the instance management page, click Recording Rule > Create to enter the rule creation
page, adjust the rule expression and the name of the new metric to be recorded according to your actual needs as

shown below. For specific terms, please see Overview.
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CreateRecording Rule (RecordingRule)

G) Please use the native Prometheus recording rule YAML configurations. Note: you can enter configurations for only one rule
group at a time.

name: example
rules:

- record: job:http_inprogress_requests:sum

expr: sum by (job) (http_inprogress_requests)

2. Click OK.

Managing rule

In the rule list, you can temporarily disable rules or enable rules that are not enabled. Once disabled, a rule will stop
working, and the collection of related recording metrics will also stop.

Deleting rule

1. You can delete rules that are no longer used.

2. Select the rule to be deleted in the list and confirm in the pop-up window. Once deleted, a rule will stop working.
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List of Default Recording Rules

Last updated : 2024-01-29 16:01:56

Recording rules are created for associated clusters by default. For free metrics in pay-as-you-go mode, the following

new metrics will be created after recording and will be billed normally. If you don’t need them for data collection, you

can disable the default recording rules when you associate the cluster for the first time, or later in the recording rule list

on the recording page.

Metric

:node_memory_MemAvailable_bytes:sum

node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate

node_namespace_pod_container:container_memory_working_set_bytes

node_namespace_pod_container:container_memory_rss

node_namespace_pod_container:container_memory_cache

node_namespace_pod_container:container_memory_swap

namespace_workload_pod:kube_pod_owner:relabel

namespace:kube_pod_container_resource_requests_memory_bytes:sum

namespace:kube_pod_container_resource_requests_cpu_cores:sum

©2013-2024 Tencent Cloud. All rights reserved.

Preset Dashboard
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(Pods)Kubernetes /
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WorkloadKubernetes /
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Alerting Rule
Overview

Last updated : 2024-01-29 16:01:56

TMP allows you to define alert conditions based on Prometheus expressions. Once a metric reaches an alert
condition, you will receive notifications through email and SMS, so you can take corresponding measures promptly.
Note:

Alerting in TMP combines the alarming capabilities of Cloud Monitor and the alerting capabilities of the open-source

Prometheus ecosystem, making alerting more accurate and reasonable.

Features

TMP supports Alertmanager features such as grouping and silencing to make alerts more reasonable.

You can group the metric data and regularly check and calculate the alerting rules to make alerting quicker and more
convenient.

Alerting rules can be defined based on PromQL, making alerting more flexible.

Cloud Monitor's alarm notification templates can be used, which support multiple receiving channels such as email
and SMS.

Components
Term Description
Rule name Custom alerting rule name.
Alerting rule It contains alert trigger condition and duration and should be defined through PromQL.
Alert object Custom alert title.
Alert message Custom alert content.
Label A set of specified labels to be added to the alert.
Annotation Custom additional alert message.
Notification It contains the template name, notification type, recipient, receiving channel. You can
template define the receiving channel and grouping method.

©2013-2024 Tencent Cloud. All rights reserved. Page 40 of 210



@ Tencent Cloud TencentCloud Managed Service for Prometheus

©2013-2024 Tencent Cloud. All rights reserved. Page 41 of 210



@ Tencent Cloud TencentCloud Managed Service for Prometheus

Alerting Rule Description

Last updated : 2024-01-29 16:01:55

You can set alert conditions based on Prometheus expressions to monitor the service status in real time and receive

prompt notifications when the service is exceptional.

Defining Alerting Rule

Defining an alerting rule in TMP is very similar to defining a recording rule. Below is a sample alerting rule:

groups:
- name: example
rules:
— alert: HighRequestLatency
expr: job:request_latency_seconds:meanbm{job="myjob"} > 0.5
for: 10m
labels:
severity: page
annotations:

summary: High request latency

In an alerting rule file, you can define a set of relevant rules in the same group. In each group, you can define multiple
alerting rules. A rule mainly consists of the following parts:

alert: alerting rule name.

expr: alert trigger condition based on a PromQL expression, which is used to calculate whether there is time series
data meeting the condition.

for: assessment wait time, which is optional. It indicates how long a trigger condition can last before an alert is sent.
New alerts generated during the wait time are in "Pending" status.

labels: custom labels, which are a set of specified labels to be added to alerts.

annotations: it is used to specify a set of additional information, such as text that describes alert details. It will be sent

to Alertmanager as a parameter when an alert is generated.

Template

Generally, annotations inan alertingrule file uses summary to describe the summary of alerts and

description to describe alert details. In addition, Alertmanager Ul will also display the alert information based on
the two label values. To make the alert information more readable, TMP allows you to convert label values in

labels and annotations intoatemplate.
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Youcanusethe slabels.&lt;labelname> variable to access the value of the specified label on the current

alertinstance and use svalue to getthe sample value calculated through the current PromQL expression.

# To insert a firing element's label values:
{{ $labels.<labelname> }}

# To insert the numeric expression value of the firing element:
{{ Svalue }}

For example, you can use a template to optimize the readability of the content of summary and description :

groups:
— name: example

rules:

# Alert for any instance that is unreachable for >5 minutes.
— alert: InstanceDown

expr: up ==

for: bm
labels:
severity: page
annotations:
summary: "Instance {{ $labels.instance }} down"

description: "{{ $labels.instance }} of job {{ $labels.job }} has been down f

# Alert for any instance that has a median request latency >1s.
— alert: APIHighRequestLatency

expr: api_http_request_latencies_second{quantile="0.5"} > 1
for: 10m

annotations:
summary: "High request latency on {{ $labels.instance }}"

description: "{{ $labels.instance }} has a median request latency above 1ls (c
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Creating Alerting Rule

Last updated : 2024-11-04 15:05:59

This document describes how to create an alerting rule in the TMP console. With such a rule, you will receive

notifications when some metrics are exceptional, so that you can take corresponding measures promptly.

Prerequisites

You have created a TMP instance.

You have had a cluster associated or integrations installed in Integration Center.

Directions

For more information on alerting rule, please see Alerting Rule Description.

1. Log in to the TMP console.

2. In the instance list, select the corresponding Prometheus instance, click Alarm Management in the top menu bar,
and enter the Alerting Rule page.

3. In the alert strategy page, click Create Alerting Rule and configure the alert strategy information in the pop-up.
4. Creation methods include: Select Template, On this page, and YAML editing. The following example uses On
this page.

Instance ID/Name: Displayed by default. Users do not need to fill in this field.

Rule Name: Custom Definition Name.

Rule: Alarm rule group. Multiple rules can be added.

Rule Name: Custom name.

PromQL: Users can use the default template or customize it. It represents the alarm trigger condition based on the
PromQL expression and is used to determine if any time series meets the condition.

Alert Object (Summary): Users can customize the alarm title.

Alert Message (Description): Users can use the default template or customize it.

Labels: Tags. Users can use default or custom tags. Users can specify a set of tags and attach them to alarms, and
corresponding handling methods can be matched based on tags in the received alarms.

Annotations: Annotations. Users can use default or custom annotations. The annotations indicate additional alarm
information.

Duration: Users can use the default duration or specify the duration. It indicates the time period after which an alarm

is sent once the trigger condition is met.
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Convergence Time: An alarm is triggered every 5 minutes by default, but users can specify the alarm notification

sending frequency.

Alert Channel: You can choose Tencent Cloud alert channels, webhook alert channels, or self-built alertmanager

alert channels.

Alert Notification: Supports custom alarm notification templates, including template name, notification type,

recipient, receiving channel, etc. For details, please see Notification Template.

Save the current alerting rule as a template: Users can save the alarm policy content configured on the current

page as a template, which can be referenced later to quickly trigger alarms.

Create Alerting Rule

Creation method

Creation methoc Select Template

Basic Info

ance ID/MName prom-rcml2jg

Alerting Rule
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On this page

YAML editing

Click to bind GrafanaAfter binding, preview the effect of the rule confic
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Labels _
Add

Annotations _
Add

Duration — 0 + | min h
The duration of a continuous exception allowed before an alert is triggered. If
the alert will be triggered after one minute of satisfying the rule, and fluctuatn
will be considered normal and will not trigger an alert.

Add
5 minut... V¥

The alert convergence time does not take effect on the alertmanager channel. Within the convergence tim
multiple times, only one notification will be sent. If it 15 set to 1 hour, the alert notification will be sent only

the policy is triggered.

Tencent Cloud Webhook Self-built Alertmanager
Select Template Create [@
Motification Template Name Included Operations

The notification template list is empty. You can select some by clicking "Select 1

5ave the current alerting rule as a template @

Save

Cancel
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Disabling Alerting Rule

Last updated : 2024-09-23 10:06:48

This document describes how to disable an alerting rule on the target instance in the TMP console.

Directions

1. Log in to the TMP console.

2. In the instance list, select the corresponding Prometheus instance, click Alarm Management in the top navigation
bar to enter the Alerting Rule page.

3. In the Alerting Rule page, find the alert policy you want to disable, and click Pause all in the actions list.

4. In the pop-up window, click OK.

Disable Alarm Policy

@ Are you sure you want to delete the selected alarm policy?
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TMP presets the master component, kubelet, resource use, workload, and node alert templates for TKE clusters.

Kubernetes master component

The following metrics are provided for non-managed clusters:

Rule
Name

Error with
client
access to
API|Server

Imminent
expiration
of the
client
certificate
for
APIServer
access

Recording
APl error

Low
recording
API
availability
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Rule Expression Duration

(sum(rate(rest_client_requests_total{code=~"5.."}[5m])) by (instance, job,
cluster_id) / sum(rate(rest_client_requests_total[5m])) by (instance, job, 15m
cluster_id))> 0.01

apiserver_client_certificate_expiration_seconds_count{job="apiserver"} > 0
and on(job) histogram_quantile(0.01, sum by (cluster_id, job, le)

None
(rate(apiserver_client_certificate_expiration_seconds_bucket{job="apiserver"}
[5m]))) < 86400
sum by(cluster_id, name, namespace) None
(increase(aggregator_unavailable_apiservice_count[5m])) > 2
(1 - max by(name, namespace, cluster_id) 5m

(avg_over_time(aggregator_unavailable_apiservice[5m]))) * 100 < 90

TencentCloud Managed Service for Prometheus

Desc

The
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The
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API
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error
last £
minu

The
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of the
recol
API ¢
in the
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APIServer

tault absent(sum(up{job="apiserver"}) by (cluster_id) > 0)

Scheduler

fault absent(sum(up{job="kube-scheduler"}) by (cluster_id) > 0)
au

Controller
manager absent(sum(up{job="kube-controller-manager"}) by (cluster_id) > 0)
fault

Kubelet

Rule Name Rule Expression
Exceptional kube_node_status_condition{job=~"."kube-state-
node status metrics",condition="Ready",status="true"} == 0

Unreachable kube_node_spec_taint{job=~"."kube-state-

node metrics",key="node.kubernetes.io/unreachable",effect="NoSchedule"} == 1
Too many count by(cluster_id, node) ((kube_pod_status_phase{job=~".*kube-state-
Pods metrics",phase="Running"} == 1) * on(instance,pod,namespace,cluster_id)
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running on
node

Node status
fluctuation

Imminent
expiration of
the kubelet
client
certificate

Imminent
expiration of
the kubelet
server
certificate

Kubelet
client
certificate
renewal
error

Kubelet
server
certificate
renewal
error

Time-
Consuming
PLEG

group_left(node) topk by(instance,pod,namespace,cluster_id) (1,
kube_pod_info{job=~"."kube-state-metrics"}))/max by(cluster_id, node)
(kube_node_status_capacity_pods{job=~"."kube-state-metrics"} != 1) > 0.95

sum(changes(kube_node_status_condition{status="true",condition="Ready"}

[15m])) by (cluster_id, node) > 2

kubelet_certificate_manager_client_ttl_seconds < 86400

kubelet_certificate_manager_server_ttl_seconds < 86400

increase(kubelet_certificate_manager_client_expiration_renew_errors[5m])
>0

increase(kubelet_server_expiration_renew_errors[5m]) > 0

histogram_quantile(0.99,
sum(rate(kubelet_pleg_relist_duration_seconds_bucket[5m])) by (cluster_id,
instance, le) * on(instance, cluster_id) group_left(node)
kubelet_node_name{job="kubelet"}) >= 10

©2013-2024 Tencent Cloud. All rights reserved.

15m

None

None
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15m

5m
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Time- histogram_quantile(0.99, 15m The
Consuming sum(rate(kubelet_pod_worker_duration_seconds_bucket{job="kubelet"} pert
Pod start [5m])) by (cluster_id, instance, le)) * on(cluster_id, instance) Poc
group_left(node) kubelet_node name{job="kubelet"} > 60 dur:
exc
sec
Kuk
dise
Kubelet fault absent(sum(up{job="kubelet"}) by (cluster_id) > 0) 15m fron
colli
targ
Kubernetes Resource Use
Rul
ue Rule Expression Duration Description
Name
Too many
P
sum by (cluster_id) (max by (cluster_id, namespace, pod, container) CPU corles
i ; " are applied
(kube_pod_container_resource_requests_cpu_cores{job=~".*kube-
an) : for by Pods
Cluster state-metrics"}) * on(cluster_id, namespace, pod) group_left() max by )
, in the
CPU (cluster_id, namespace, pod) 5 lust
m
resource (kube_pod_status_phase{phase=~"Pending|Running"} == 1))/sum by cluster,
. and no
overload (cluster_id) (kube_node_status_allocatable_cpu_cores)>(count by tailed
: more fai
(cluster_id) (kube_node_status_allocatable_cpu_cores)-1) / count by orefare
: nodes can
(cluster_id) (kube_node_status_allocatable_cpu_cores) b
e
tolerated
Too much
sum by (cluster_id) (max by (cluster_id, namespace, pod, container) memory is
(kube_pod_container_resource_requests_memory_bytes{job=~"."kube- applied for
Cluster state-metrics"}) * on(cluster_id, namespace, pod) group_left() max by by Pods in
memory (cluster_id, namespace, pod) 5m the cluster,
resource (kube_pod_status_phase{phase=~"Pending|Running"} == 1))/sum by and no
overload (cluster_id) (kube_node_status_allocatable_memory_bytes) > (count more failed
by (cluster_id) (kube_node_status_allocatable_memory_bytes)-1) / nodes can
count by (cluster_id) (kube_node_status_allocatable_memory_bytes) be
tolerated
Cluster sum by (cluster_id) (kube_resourcequotaf{job=~".*kube-state-metrics", 5m The CPU
CPU type="hard", resource="cpu"})/sum by (cluster_id) quotain
(kube_node_status_allocatable_cpu_cores) > 1.5 the cluster
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quota exceeds
overload the total
number of
allocable
CPU cores
The
memory
otain
Cluster _ _ _ quota |
memor sum by (cluster_id) (kube_resourcequotaf{job=~".*kube-state-metrics", the cluster
Lota y type="hard", resource="memory"}) / sum by (cluster_id) 5m exceeds
: (kube_node_status_allocatable_memory_bytes) > 1.5 the total
overload
amount of
allocable
memory
. . The quota
Imminent sum by (cluster_id, namespace, resource)
_ . resource
runout of kube_resourcequota{job=~"."*kube-state-metrics", type="used"} / sum by o
: . - 15m utilization
quota (cluster_id, namespace, resource) (kube_resourcequota{job=~".*kube- oxceads
resources state-metrics", type="hard"} > 0) >= 0.9 90%
Th
High °
. proportion
proportion . , . .
of sum(increase(container_cpu_cfs_throttled_periods_total{container!="", of
| . . .
restricted }[5m]).) by (c uster_ld_, container, pod, rllamespace) . 15m restricted
CPU /sum(increase(container_cpu_cfs_periods_total{}[5m])) by (cluster_id, CPU
. container, pod, namespace) > (25/100) execution
execution '
cycles is
cycles .
high
sum(rate(container_cpu_usage_seconds_total{job="kubelet", The Pod
High Pod metrics_path="/metrics/cadvisor", image!="", container!="POD"}[1m])) CPU
CPU by (cluster_id, namespace, pod, container) / 15m utilization
utilization sum(kube_pod_container_resource_limits_cpu_cores) by (cluster_id, exceeds
namespace, pod, container) > 0.75 75%
sum(rate(container_memory_working_set_bytes{job="kubelet", The Pod
High Pod metrics_path="/metrics/cadvisor", image!="", container!="POD"}[1m])) memory
memory by (cluster_id, namespace, pod, container) 15m utilization
utilization /sum(kube_pod_container_resource_limits_memory_bytes) by exceeds
(cluster_id, namespace, pod, container) > 0.75 75%

Kubernetes Workload
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Rule Name Rule Expression Duration
Frequent Pod increase(kube_pod_container_status_restarts_total{job=~".*kube-state- 15m
restarts metrics"}[5m]) > 0

sum by (namespace, pod, cluster_id) (max by(namespace, pod, cluster_id)
(kube_pod_status_phase{job=~"."kube-state-metrics",

Exceptional Pod
P phase=~"Pending|Unknown"}) * on(hamespace, pod, cluster_id) 15m

status
group_left(owner_kind) topk by(namespace, pod) (1, max by(namespace, pod,
owner_kind, cluster_id) (kube_pod_owner{owner_kind!="Job"}))) > 0
Exceptional sum by (namespace, pod, container, cluster_id) 1h
container status (kube_pod_container_status_waiting_reason{job=~".*kube-state-metrics"}) > 0
Deployment kube_deployment_status_observed_generation{job=~".*kube-state-metrics"} 15m
version mismatch I=kube_deployment_metadata_generation{job=~".*kube-state-metrics"}
k depl t c_replicas{job=~"."kube-state-metrics"} =
Deployment (kube_deployment_spec_rep I. {i . u. ics"} .
. . kube_deployment_status_replicas_available{job=~".*kube-state-metrics"}) and
replica quantity , ] 15m
. (changes(kube_deployment_status_replicas_updated{job=~".*kube-state-
mismatch .
metrics"}{5m]) == 0)
StatefulSet kube_statefulset_status_observed_generation{job=~".*kube-state-metrics"} = 15m
version mismatch kube_statefulset_metadata_generation{job=~".*kube-state-metrics"}
StatefulSet (kube_statefulset_status_replicas_ready{job=~"."kube-state-metrics"} = 15m
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replica quantity kube_statefulset_status_replicas{job=~"."kube-state-metrics"}) and (
mismatch changes(kube_statefulset_status_replicas_updated{job=~".*kube-state-
metrics"}[bm]) == 0)

(maxwithout(revision)(kube_statefulset_status_current_revision{job=~"."kube-
state-metrics"}unless kube_statefulset_status_update_revision{job=~".*kube-

Ineffective state-metrics"})*(kube_statefulset_replicas{job=~"."kube-state-
StatefulSet metrics"}!=kube_statefulset_status_replicas_updated{job=~".*kube-state- 15m
update metrics"})) and

(changes(kube_statefulset_status_replicas_updated{job=~".*kube-state-
metrics"}[5m])==0)

((kube_daemonset_status_current_number_scheduled{job=~".*kube-state-

metrics"}=kube_daemonset_status_desired_number_scheduled{job=~"."kube-

state-metrics"}) or

(kube_daemonset_status_number_misscheduled{job=~".*kube-state-

metrics"}!=0) or (kube_daemonset_updated_number_scheduled{job=~".*kube-
Frozen state-

DaemonSet metrics"}!=kube_daemonset_status_desired_number_scheduled{job=~".*kube- 15m
change state-metrics"}) or (kube_daemonset_status_number_available{job=~".*kube-
state-

metrics"}!=kube_daemonset_status_desired_number_scheduled{job=~".*kube-
state-metrics"})) and
(changes(kube_daemonset_updated_number_scheduled{job=~"."kube-state-
metrics"}[5m])==0)

DaemonSet not kube_daemonset_status_desired_number_scheduled{job=~"."kube-state-
scheduled on metrics"} - kube_daemonset_status_current_number_scheduled{job=~"."kube- 10m
some nodes state-metrics"} > 0

Faulty schedulin
y ¢ kube_daemonset_status_number_misscheduled{job=~".*kube-state-metrics"}

of DaemonSet on 15m
>0

some nodes
Excessive Job kube_job_spec_completions{job=~"."*kube-state-metrics"} - 12h
execution kube_job_status_succeeded{job=~".*kube-state-metrics"} >0
Job execution . N - L

, kube_job_failed{job=~"."kube-state-metrics"} >0 15m
failure
Mismatch (kube_hpa_status_desired_replicas{job=~".*kube-state-metrics"} |= 15m
between replica kube_hpa_status_current_replicas{job=~".*kube-state-metrics"}) and
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quantity and HPA changes(kube_hpa_status_current_replicas[15m]) == 0

Number of
replicas reaching kube_hpa_status_current_replicas{job=~"."kube-state-metrics"} == 15m
maximum value kube_hpa_spec_max_replicas{job=~".*kube-state-metrics"}
in HPA
Exce.pnonal kube_persistentvolume_status_phase{phase=~"Failed|Pending",job=~".*kube-
PersistentVolume i 15m
state-metrics"} > 0
status
Kubernetes Node
Rule Name Rule Expression Duration Description
(node_filesystem_avail_bytes{job="node-
Imminent exporter” fstype!=""}/node_filesystem_size_bytes{job="node- It is estimated
runout of exporter",fstype!=""}*100<15 and that the
flesystem predict_linear(node_filesystem_avail_bytes{job="node- 1h filesystem space
space exporter", fstype!=""}[6h],4*60*60)<0 and will be used up in
node_filesystem_readonly{job="node- 4 hours
exporter" fstype!=""}==0)
High (node_filesystem_avail_bytes{job="node-
flesystem exporter",fstype!=""}/node_filesystem_size_ bytes{job="node- The available
space exporter" fstype!=""}*100<5 and 1h filesystem space
e node_filesystem_readonly{job="node- is below 5%
utilization
exporter",fstype!=""}==0)
(node_filesystem_files_free{job="node-
Imminent exporter" fstype!=""}/node_filesystem_files{job="node- It is estimated
runout of exporter",fstype!=""}*100<20 and that the
flesystem predict_linear(node_filesystem_files_free{job="node- 1h filesystem inodes
inodes exporter", fstype!=""}[6h],4*60*60)<0 and will be used up in
node_filesystem_readonly{job="node- 4 hours
exporter",fstype!=""}==0)
High (node_filesystem_files_free{job="node- 1h The proportion of
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filesystem
inode
utilization

Unstable
network
interface
status

Network
interface
data
reception
error

Network
interface
data
sending
error

Unsynced
server clock

Server clock
skew

exporter",fstype!=""}/node_filesystem_files{job="node-
exporter”, fstype!=""}*100<3 and
node_filesystem_readonly{job="node-
exporter",fstype!=""}==0)

changes(node_network_up{job="node-

exporter",device!~"veth.+"}[2m]) 2m
increase(node_network_receive_errs_total[2m]) > 10 1h
increase(node_network_transmit_errs_total[2m]) > 10 1h
min_over_time(node_timex_sync_status[5m]) == 0 10m
(node_timex_offset_seconds>0.05 and
deriv(node_timex_offset_seconds[5m])>=0) or 1om

(node_timex_offset_seconds<-0.05 and
deriv(node_timex_offset_seconds[5m])<=0)

©2013-2024 Tencent Cloud. All rights reserved.
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available inodes
is below 3%

The network
interface status
is unstable and
frequently
changes
between "up"
and "down"

An error
occurred while
the network
interface
received data

An error
occurred while
the network
interface sent
data

The server time
has not been
synced recently.
Please check
whether NTP is
correctly
configured

The server clock
skew exceeds
300 seconds.
Please check
whether NTP is
correctly
configured
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Notification Template

Last updated : 2024-09-23 10:06:48

This document describes how to create a notification template in the Cloud Monitor alarming module.

Use Cases

One template can be quickly reused for multiple policies, eliminating the need to repeatedly configure user
notifications.
User notification methods can be configured in a more personalized way. For example, you can configure the alarm

receiving channel as SMS/email by day and phone by night.

Prerequisites

View notification templates: the sub-account must have the read permission of Cloud Monitor.
Create and edit notification templates: the sub-account must have the write permission of Cloud Monitor.
Note:

For more information on how to grant sub-accounts permissions, please see Cloud Access Management (CAM).

Use Limits

Feature Limit

User notification Up to five items can be added

API callback Up to three URLs accessible over the public network can be entered
Directions

Creating notification template

1. Log in to TCOP > Alarm Management > Alarm Configuration > Notification Template.
2. Click Create Notification Template and fill in the information on the New Notification Template page.
Template Name: enter a custom template name.

Notification type:
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Alarm triggered: a notification will be sent when an alarm is triggered.

Alarm cleared: a notification will be sent when an alarm is resolved.

User notification:

Recipient Object: You can choose users/user groups/on-call schedules.

Notification Period: define the time period for receiving alarms.

Receiving Channel: Supports three alert channels: Email, SMS, and Call. Phone alert configuration instructions:
Dial Type:

Simultaneous dial: Supports all users under the recipient to receive phone alerts simultaneously.

Polled dial: Phone alerts are polled to users under the recipient.

Polling Times: the maximum number of dials for each polled recipient when there is no valid reach.

Polling Sequence: alarm calls will be dialed according to the order of the recipients. You can adjust the order of calling
by dragging up and down recipients.

Polling interval: time interval at which alarm calls will be dialed according to the order of the recipients.

Reach Notification: notifications will be to all recipients after successful reception of the call or calling all recipients.
SMS messages are counted against the quota.

API Callback: you can enter a URL accessible over the public network as the callback APl address, and TCOP will
push alarm messages to it promptly. If the HTTP response returns code 200, the verification is successful. For more
information on alarm callback fields, please see Alarm Callback.

Note:

After you save the callback URL, the system will automatically verify your URL once. The timeout threshold for this
verification is 5 seconds. When an alarm policy created by the user is triggered or the alarm is resolved, the alarm
messages Wwill be pushed through the API callbacks. An alarm message can be pushed up to three times, and the
timeout threshold for each request is 5 seconds.

When an alarm policy created by the user is triggered or the alarm is resolved, the alarm messages will be pushed
through the API callbacks. API callbacks also support repeated alarms.

The outbound IP of the Cloud Monitor callback AP is dynamically and randomly allocated, so no specific IP
information can be provided to you, but the IP port is fixed at 80. We recommend you configure a weighted opening

policy in the security group based on port 80.

Basic Info

Alarm Trigger Alarm Recovery

English v

+ Add (@) Paste
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Notifications (71|l in at lzast one t2m

Use You can add a user only for receiving messages.

Recipient User e
Mon Tue ‘Wed Thu Fri Sat Sun
00:00:00 ~ 23:59:59 o© ®

Receiving Email SMS CallHide Alarm Call Configuration
Dial Type o Polled dial Simultaneous dial
2 times hd

Recipients (0)

Single 3 minutes v

3 minutes v

Add User Notification

Mon Tue Thu Fri Sat Sun

Wed

00:00:00 ~ 23:59:59

O 0
Add API Callback

® i supports pushing to the WeCom group robot Try Now &

Enable @

v Select a logset v Select a log topic

Complete

Default notification template

TencentCloud Managed Service for Prometheus

£ Add User

Alarm calls will be dialed according to the order of the recipients. You can adjust the order of calling by dragging up and down recipients

The system automatically creates a default notification template for you as detailed below:

Feature Default Configuration

Template name

©2013-2024 Tencent Cloud. All rights reserved.

Preset notification template

Delete
ding group.View Usage Guides 2
v | &3 Create Log Topic %
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Notification type Alarm trigger, alarm recovery
Alarm recipient Root account admin
Notification period 00:00:00-23:59:59 (all day)
Receiving channel Email, SMS

Deleting template

Note:
The default notification template cannot be deleted.
1. Find the name of the template to be deleted and click Delete in the Operation column.

2. In the pop-up window, click OK.

Replicating template

1. Find the name of the template to be replicated and click Replicate in the Operation column.

2. Modify the information in the redirected page or click Complete directly.
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Alarm Suppression

Last updated : 2024-08-22 16:24:34

Foreword

To avoid additional Ops workload caused by hundreds of similar alarms due to the same issue, we have introduced
the alarm suppression feature. Alarm suppression means that if an alarm of a certain type is triggered, other related
similar alarms will be suppressed. For example, if the alarm content is that a certain cluster is inaccessible, you can

configure Inhibition rules to silence all other alarms related to that cluster.

Directions

1. Log in to TMP Console.
2. In the Prometheus instance list, click Instance ID/Name.
3. Enter the Prometheus Management Center, and click Alarm Management > Inhibit Rules > Create in the top

navigation bar.

n
« =

Basic Info Data Collection Alarm Management Recording Rule instance diagnostics

Alerting Rule Alerts Silences Inhibit Rules

Source Matcher

4. After navigating to the Create page, configure the suppression rules as prompted by the page, then click Save.
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Create

+ Add

+ Add

Save Cancel

Parameter Description

Parameter Description
Source "
Triggered alarm. Select Label name, Condition, and Label value.
Matcher
Target . -
Alarms to be silenced. Select Label name, Condition, and Label value.
Matcher
Equal The target and source alarm must have the same label value for the label name in the
a matching criteria. Select Label name.
Note:

Inhibition rules configuration: When there is an alarm (source) that meets a certain rule, the suppression rule will
silence another alarm (target) that meets a different rule. The target and source alarm must have the same label value
for the label name in the matching criteria.

To prevent self-suppression alarms, alarms that match both the target and source rules cannot be suppressed by
other alarms that also match both target and source rules (including themselves). Therefore, it is recommended to
design the source and target rules of alarms in such a way that no alarm matches both the source and target rules

simultaneously.
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Example
Use Cases: Alarm on High Server CPU Load

Scenario Description:

In a monitoring system, two alarms are configured:
Alarm A: CPU load exceeds 90%.
Alarm B: System response time exceeds 500 ms.
Both alarms are triggered by the same cause: high CPU load on the server, leading to degraded system performance.
The policy rules for Alarm A are as follows:
alert: HighCPUUsage
expr: avg(rate (cpu_usage_seconds_total[5m])) by (instance) > 0.9
The policy rules for Alarm B are as follows:
alert: HighResponseTime
expr: avg(response_time_seconds) by (instance) > 0.5
The Inhibition rule configuration is as follows:
Source: alert=HighCPUUsage
Target: alert=HighResponseTime

Matching criteria: instance

Overall Effect:

The average rate of the cpu_usage_seconds_total metric over 5 minutes is 95%. If the metric's label instance=instan
ceX, Alarm A will be triggered, and an alarm notification will be sent.
The average value of the response_time_seconds metric is 0.8s. If the metric's label instance=instanceX, Alarm B will

be triggered, but no alarm notification will be sent because the Inhibition rule is matched.
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Tag
Examples

Last updated : 2024-01-29 16:01:55

Overview

A tag is a key-value pair provided by Tencent Cloud to identify a resource in the cloud.

You can use tags to classify TMP resources based on various factors such as service, usage, and owner. With tags,
you can quickly sift through the resource pool and find the corresponding resources. The values of tag keys do not
mean anything to Tencent Cloud semantically and will be parsed and matched strictly according to the string. Tencent
Cloud will not use your set tags, which are used only for resource management.

Below is a specific use case to show how a tag is used.

Use Case Background

A company owns 10 TMP instances in Tencent Cloud. Distributed in three departments (ecommerce, gaming, and
entertainment), these instances are used to serve internal business lines such as marketing, game A, game B, and

post-production. The OPS owners of the three departments are John, Jane, and Harry, respectively.

Setting Tag
To facilitate management, the company categorizes its TMP resources with tags and defines the following tag key-
value pairs:

Tag Key Tag Value

Department Ecommerce, gaming, and entertainment

Business Marketing, game A, game B, and post-production

OPS owner John, Jane, and Harry

These tags are bound to TMP instances in the following way:

Instance ID Department Business OPS Owner
prom-1jgqwv1 Ecommerce Marketing Harry
prom-1jgwvi12 Ecommerce Marketing Harry
prom-1jqwv13 Gaming Game A John
prom-1jqwv13 Gaming Game B John
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prom-1jqwv14
prom-1jgwvi15
prom-1jqwv16
prom-1jqwv17
prom-1jqwv18
prom-1jqwv19

prom-1jqwv110

Using Tag

Filter out the TMP instances in the charge of Harry

Gaming
Gaming
Gaming
Gaming
Entertainment
Entertainment

Entertainment

TencentCloud Managed Service for Prometheus

Game B
Game B
Game B
Game B
Post-production
Post-production

Post-production

John
Jane
Jane
Jane
Harry
Harry

Harry

Filter out the TMP instances where the OPS owner is "Harry". For detailed directions, please see Using Tag.

Filter out the TMP instances in the charge of Jane in the gaming department

Filter out the TMP instances where the department is "gaming" and OPS owner is "Jane". For detailed directions,

please see Using Tag.
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Using Tag
Last updated : 2024-01-29 16:01:56

This document describes how to filter instance resources by tags in the TMP console.

Directions

1. Log in to the TMP console.
2. Select the region at the top of the instance list page.

3. In the search box in the top-right corner of the instance list, click the blank space and select Tag.

Tag: ® OJ
D
tag2 v value2 v, X
v4 Addr... + Add
EN -
0411 m TEREEN 1H-20-A8 hnrn w

4. Select the corresponding conditions in the tag filter selection box and click OK.
5. If you need to adjust the tag conditions, click the tag content after Tag: in the search box to edit it.

6. You can also directly click the corresponding tag value in the instance list to filter instances as shown below:

2@ |
Instance ID/Name Monit... T AZT Network Configura... IPv4 Addr... Billing Mo...  Tag (key:value) @ Creation T...  Operation

Network:
default_vpc

h G h
1 uangznou Subnet‘

promi 1 ® Running Zone 2

subnet

©2013-2024 Tencent Cloud. All rights reserved.

default_vpc_

Data
retention

period: 15 Trial Edition

day(s) ©

Specs name:
Shared
Edition

tag2:value2

kkkkkkkvwwwwvvy

tag1:value1

20211115 Manage
15:55:00 More ¥

1 /1 page
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Editing Tag

Last updated : 2024-01-29 16:01:55

TencentCloud Managed Service for Prometheus

This document describes how to edit the tags of an instance in the TMP console.

Directions

Edit tag for a single instance

1. Log in to the TMP console.

2. On the instance management page, select the instance for which to edit tags and click More > Instance

Configuration > Edit Tag as shown below:

Instance ID/Name Monit... T AZTY
1] Guangzhou
prom11 @ Running Zone 2

Network

Network:
default_vpc
Subnet:
default_vpc_
subnet

Configura...

Data
retention
period: 15
day(s)

Specs name:
Shared
Edition

IPv4 Addr...

Tagtag?2 : value2

Billing Mo...  Tag (key:value) & C
tag2:value2
Trial Edition 2
@ kkkkkkk:vwwnananvy 1
tagt:value1
Modify Name

10 v /| Edit Tag

3. In the Selected 1 resource window that pops up, add, modify, or delete tags based on your actual needs.
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Edit Tags X

The tag is used to manage resources by category from different dimensions. If the existing

tag does not meet your requirements, please go to Manage Tags [4

1 resource selected

tag2 v value2 v | X
kkkkkkk v VWYY v | X
tag1 v value1 v | X
v v X

+ Add

©2013-2024 Tencent Cloud. All rights reserved. Page 68 of 210



@ Tencent Cloud TencentCloud Managed Service for Prometheus

Use Limits

Last updated : 2024-01-29 16:01:55

A tag is a key-value pair. You can set tags for TMP instances in the TMP console to manage them in a categorized

manner. Then, you can easily filter and find desired resources with tags.

Quantity Limit

One Tencent Cloud resource can have up to 50 tags.

Tag Key Limit
It cannot begin with "gcloud", "tencent", or "project" as they are reserved by the system.

It can contain only letters, digits, spaces, and certain special symbols (+, -, =, ., _,:,/, @).

It can contain up to 255 characters.

Tag Value Limit

It can contain only letters, digits, spaces, and certain special symbols (+, -, =, ., _,:,/, @).

It can contain up to 127 characters.

©2013-2024 Tencent Cloud. All rights reserved. Page 69 of 210



@ Tencent Cloud TencentCloud Managed Service for Prometheus

Access Control
Overview

Last updated : 2024-01-29 16:01:55

If you have multiple users managing the TMP service, and they all share your Tencent Cloud account access key, you
may face the following problems:

The risk of your key being compromised is high since multiple users are sharing it.

Your users might introduce security risks from maloperations due to the lack of user access control.

You can avoid the above problems by allowing different users to manage different services through sub-accounts. By
default, sub-accounts have no permissions to use TMP. Therefore, you need to create a policy to grant different

permissions to sub-accounts.

Overview

Cloud Access Management (CAM) is a web-based Tencent Cloud service that helps you securely manage and control
access permissions of your Tencent Cloud resources. Using CAM, you can create, manage, and terminate users
(groups), and control the Tencent Cloud resources that can be used by the specified user through identity and policy
management.

When using CAM, you can associate a policy with a user or user group to allow or forbid them to use specified
resources to complete specified tasks. For more information on CAM policies, please see Element Reference. For
more information on how to use CAM policies, please see Policy.

You can skip this section if you don't need to manage permissions of TMP resources for sub-accounts. This won't

affect your understanding and use of the other sections of the document.

Getting Started

A CAM policy must authorize or deny the use of one or more TMP operations. At the same time, it must specify the
resources that can be used for the operations (which can be all resources or partial resources for certain operations).
A policy can also include the conditions set for the manipulated resources.

Certain APIs of TMP don't support resource-level permissions, which means that for this type of API operations, you

cannot specify a given resource for use when they are performed; instead, you must specify all resources for use.
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Setting Policy

Last updated : 2024-01-29 16:01:55

Overview

Access policies can be used to grant access to TMP instances. They use JSON-based access policy syntax. You can
authorize specified principals to perform specified operations on specified TMP resources through the access policy
syntax.

The access policy syntax describes the basic elements and usage of the policy. For the description of the policy

syntax, please see Permission.

Elements in Access Policy

An access policy contains the following elements with basic meanings:

statement: it describes the details of one or more permissions. It contains a permission or permission set of multiple
other elements suchas effect , action , resource ,and condition .One policy mustand can have
only one statement

effect: it is required and describes the result of a statement. The result can be an "allow" or "explicit deny".

action: it is required and describes the allowed or denied action (operation). An operation can be an API (prefixed
with "name") or a feature set (a set of specific APIs prefixed with "permid").

resource: it is required and describes the details of authorization. A resource is described in a six-segment format.
Detailed resource definitions vary by product.

condition: it is optional and describes the condition for the policy to take effect. A condition consists of operator,
action key, and action value. A condition value may contain information such as time and IP address. Some services

allow you to specify additional values in a condition.

Element Usage

Specifying effect

If access to a resource is not explicitly granted (allowed), then it is implicitly denied. It can also be explicitly denied,
which ensures that users cannot access the resource even if they are granted the access permission by other policies.

Below is an example of specifying the "allow" effect:

"effect" : "allow"
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Specifying action

Cloud Monitor defines console operations that can be specified in a policy. The specified operations are divided into
reading part of APIs (monitor:Describe*) and all APls (monitor:*) according to the operation nature.

Below is an example of specifying the allowed operations:

"action": [

"name/monitor:Describe*"

Specifying resource

The resource elementdescribes one or more operation objects, such as TMP resources. All resources can use

the following six-segment format:
gcs:project_id:service_type:region:account:resource

The parameters are as detailed below:

Parameter Description Required
qcs Tencent Cloud service abbreviation, which indicates a service of Tencent Cloud Yes

Project information, which is only used to enable compatibility with legacy CAM

project_id , No
logic and generally can be left empty

service_type Product abbreviation, whichis monitor here Yes

region Region information Yes

account Root account information of the resource owner, i.e., root account ID in the format Ves
! of win/${OwnerUin} ,such as uin/100000000001

resource Resource details prefixed with instance Yes

Below is a sample six-segment TMP resource description:

"resource":["gcs::monitor:ap-guangzhou:uin/100000000001:prom-instance/prom-73jingds

Specifying condition

The access policy syntax allows you to specify the condition when granting permissions, which is mainly used to set

tag authentication. The tag condition takes effect only for clusters bound with the tag. Below is a sample tag policy:

"condition": {

"for_any_value:string_equal”: {
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"gcs:tag": [
"testkey&testvalue"

This statement means that the policy contains resources whose tag key is testkey and tag value is

testvalue

Use Cases

Based on tag

In the following case, the policy is to allow access to the resource whose instance IDis prom-73jingds under
UIN 1250000000 and the resources whose tag key is testkey andtagvalueis testvalue (if thisinstance

doesn't have the testkeys testvalue tag, it cannot be accessed).

"version": "2.0",
"statement": [
{
"action": [
"name/monitor:*"
1,
"condition": {
"for_any_value:string_equal": {
"gcs:tag": [
"testkey&testvalue"

|
"effect": "allow",
"resource": [

"gcs:::monitor:ap—-guangzhou:uin/1250000000:prom—instance/prom-73jing

Based on resource

Grant the read and write permissions of specified resources based on resource ID. The root account ID is
1250000000:
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Configure read-only access to resources in the Guangzhou region.
Sample: granting the sub-user read-only access to the instance1(prom-73jingds) and instance2(prom-65jidfafk)

resources.

"version": "2.0",
"statement": [{

"effect": "allow",

"action": [
"name/monitor:Describe*"

1,

"resource": |
"gcs::monitor:ap-guangzhou:uin/1250000000:prom-instance/prom-73jingds",
"gcs::imonitor:ap-guangzhou:uin/1250000000:prom—instance/prom-65jidfafk"

1y

"condition": []

Configure partial read/write access to resources in the Guangzhou region.

Sample: granting the sub-user the permission to delete the instance1(prom-73jingds) resource

"version": "2.0",
"statement": [{
"effect": "allow",
"resource": |
"gcs::imonitor:ap-guangzhou:uin/1250000000:prom—instance/prom—73jingds"
Iy
"action": [

"name/monitor:TerminatePrometheusInstances"
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Custom Policy for TMP

TencentCloud Managed Service for Prometheus

If preset policies cannot meet your needs, you can click Create Custom Policy to create custom policies.

Policy

@ Associate users or user groups with policies to grant permissions.

Create Custom Policy

Policy Name

bsp
QcloudCCNFullAccess
FivAccess
CaptchaAccess
EMR_ADMIN
EMR_OBSERVER
EMR_OPERATION
QcloudFCRFullAccess
FCR Administration

FCR Visit and Access Instances

Service Type ¥

BatchCompute

vpc

fiv

captcha

Elasticsearch MapReduce

Elasticsearch MapReduce

Elasticsearch MapReduce

Collection Robot

Collection Robot

Collection Robot

All Policies Preset Policy

Description

bsp

QcloudCCNFullAccess

FivAccess1

CaptchaAccess

EMR_ADMIN

EMR_OBSERVER

EMR_OPERATION

QcloudFCRFullAccess,Can add,modify,view and use all instances.
Can add,modify,view and use all instances.

Can view and use all instances.

For the method of custom policy creation, please see Setting Policy.

Policy Authorization

A configured policy can grant permissions by associating user groups or sub-users.
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Last Modified

2018-05-04 20:04:41
2019-10-09 19:58:06
2020-01-06 15:35:35
2019-08-02 14:25:17
2019-02-19 14:49:16
2019-09-10 22:34:27
2019-09-12 15:43:46
2019-05-08 15:16:18
2019-04-08 16:26:54

2019-04-08 16:26:45
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Policy

® Associate users or user groups with policies to grant permissions.

Create Custom Policy All Policies Preset Policy Custom Policy

Policy Name Service Type ¥ Description Last Modified

bsp BatchCompute bsp 2018-05-04 20:04:41

QcloudCCNFullAccess vpc QcloudCCNFullAccess 2019-10-09 19:58:06

Resource Types Authorizable by Custom Policy

Resource-Level permission can be used to specify which resources a user can manipulate. TMP supports certain
resource-level permissions. This means that for TMP operations that support resource-level permission, you can
control the time when a user is allowed to perform operations or to use specified resources. The following table

describes the types of resources that can be authorized in CAM.

Resource Type Resource Description Method in Authorization Policy

T™P gcs::monitor:$region:$account:prom-instance/*

gcs::monitor:S$region:S$Saccount:prom-instance/$instanceld

The following table describes the TMP AP operations that currently support resource-level permissions. When setting
a policy, you can enter the APl operation name inthe action field to control the individual API. You can also use

* as awildcard to setthe action .

List of APIs supporting resource-level authorization

AP Operation API Description
DescribePrometheusinstances Lists all TMP instances of the user
TerminatePrometheuslinstances Terminates TMP instance
RecreatePrometheuslinstance Reboots TMP instance
ModifyPrometheusinstanceAttributes Modifies TMP instance attributes
ChangeGrafanaAdminPassword Changes Grafana admin Password
UpgradeGrafanaDashboard Upgrades Grafana dashboard
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DescribePrometheusKubeClusters
InstallPrometheusAgent
UninstallPrometheusAgent
DescribeServiceDiscovery
CreateServiceDiscovery
UpdateServiceDiscovery
DeleteServiceDiscovery
DescribePrometheusKubeBasicMonitor
EnablePrometheusKubeBasicMonitor
DisablePrometheusKubeBasicMonitor
DescribePrometheusAgentRuntime
DescribePrometheusJobTargets
DescribeRecordingRules
CreateRecordingRule
UpdateRecordingRule
DeleteRecordingRules
DescribeAlertRules

DeleteAlertRules
UpdateAlertRuleState
CreateAlertRule

UpdateAlertRule

TencentCloud Managed Service for Prometheus

Lists TKE clusters that can be integrated with TMP
Installs Prometheus agent

Uninstalls Prometheus agent

Lists TMP scrape configurations

Creates TMP scrape configuration

Updates TMP scrape configuration

Deletes TMP scrape configuration

Queries basic monitoring status

Enables basic monitoring

Disables basic monitoring

Gets the runtime status of Prometheus agent

Lists the status information of TMP metric scrape tasks
Queries recording rules

Creates recording rule

Updates recording rule

Deletes recording rule

Queries alarming rules

Deletes alarming rule

Updates alarming rule status

Creates alarming rule

Updates alarming rule

List of APIs not supporting resource-level authorization

For TMP API operations that don't support resource-level authorization, you can still authorize a user to perform them,

but you must specify * as the resource element in the policy statement.

AP Operation API Description
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CreatePrometheusinstance Creates TMP instance
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Description of Role Permissions Related to
Service Authorization

Last updated : 2024-01-29 16:01:55

When you use TMP, in order to use related Tencent Cloud resources, you will encounter a variety of scenarios that
require service authorization. The CM_0CSRole service role is mainly involved in the process of using TMP. This
document describes the details, scenarios, and steps of each authorization policy by role.

The preset policies associated with the CM_QCSRole role by default include the following:

QcloudAccessForCMRolelnPromHostingService: TKE permission required by TMP.

Use Cases

After you successfully create a TMP instance, you need to monitor the services running on TKE. In order to integrate
the TKE service more conveniently, you need to access TKE-related APIs. In this case, your authorization is required
before TKE can be normally accessed to install basic monitoring components and get their running status information.
This role doesn't need to actively look for configuration. If its permission hasn't been granted, after you successfully
create a TMP instance, the authorization page will automatically pop up when you enter the Integrate with TKE page

for instance management.

Authorization Steps

Authorizing by root account

1. After you successfully create a TMP instance, an authorization window will pop up when you access the Integrate
with TKE page, and you need to authorize Cloud Monitor permissions as shown below:

2. Click Authorize Now in the window.

3. On the CAM > Role Management page, click Grant, and the system will prompt that the authorization is
successful.

Note:

This authorization window will appear only once. If you have already authorized, it will not appear again.

Granting permissions to sub-account

After the root account completes the above authorization operations and successfully creates the CcM_QCSRole

role, the sub-account doesn't have permission to access it. The sub-account must be granted the PassRole
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permission by the root account before it can normally access TKE in TMP; otherwise, an error will be displayed when
it accesses the TKE cluster list.

When granting the PassRole permission to your sub-account, please make sure that your sub-account has the

following permissions:

Permission Description Granted Policy

The sub-account needs to be granted access to CAM before granting the

" QcloudCamReadOnlyAccess
PassRole permission to the sub-account by the root account can take

or QcloudCamFullAcces
effect

The Cloud Monitor policy depends on the Tencent Cloud service policy;

therefore, before granting the PassRole permission to the sub- For more information, please see
account, you need to make sure that the sub-account can normally Permission Management

access TKE resources

To ensure that the above permissions are granted successfully, please grantthe cam:PassRole permission to the
sub-account in the following steps.

1. Use the root account or a sub-account with administrative permissions to create the following custom policy:

{

"version": "2.0",
"statement": |
{
"effect": "allow",
"action": "cam:PassRole",
"resource": "gcs::cam::uin/${OwnerUin}:roleName/CM_QCSRole"

2. After creation, associate the sub-account with the custom policy as instructed in CAM - Authorization Management.

After granting the sub-account the cam:PassRole permission, access the Integrate with TKE page of the

corresponding TMP instance, and an authorization window will pop up.
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Grafana

Last updated : 2024-01-29 16:01:55

TMP is highly integrated with TencentCloud Managed Service for Grafana (TCMG). One TCMG instance can be

bound by multiple TMP instances at the same time to visualized TMP data in a unified way.

Directions

TMP allows you to associate with a TCMG instance when creating a TMP instance. If you don’t associate with the

TCMG instance when purchasing the TMP service, you can follow the instructions below for binding.

Associating with a TCMG instance

1. Log in to the TMP console.
2. Find the corresponding TMP instance in the TMP instance list, and click More>Grafana>Associate with TCMG
in the Operation column.

3. Select the TCMG instance in the pop-up window and click OK.

Associate with TCMG b4

You have selected this instance:

nstance 10/.. Status AZ Network Configuration Billing Mode
Running Silicon Valley Netwo Data retention Pay as you go
Zone 1 Subn period: 15

day(s)

@ After a TMP instance is associated with a TCMG instance, the panel operations in the TMP integration center wi
automatically apply to the TCMG instance.

ement, you can create one @ in the console

oK Cance

Note
You can only select the TCMG instance in the same VPC (private network) as the TMP instance. If there is no suitable

TCMG instance, see Creating Instance to create one.

Disassociating from a TCMG instance
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1. Log in to the TMP console.

2. Find the corresponding TMP instance in the TMP instance list, and click More>Grafana>Disassociate from

TCMG in the Operation column.
3. In the pop-up window, click OK.

(D You are disassociating this instance from o
Once you confirm the disassociation. all the panels and data sources
related to this instance in g will be deleted. Are you sure
you want to continue?

Logging in to the TCMG instance

1. Log in to the TMP console.

2. Find the corresponding TMP instance in the TMP instance list, and click the Grafana icon to the right of the instance

Instance ID/Name Monitoring/Status T Az Network Configuration Pv4 Address Billing Mode Tag (key:value) @ Creation Time op
Networ Data retention periog: 15 created byjiiao
h Siicon valley Zoe 1 o i ’ Py 35 you go @ 2023/05/08 133056
n-2605.. Running sut dayis) buinasa
Netiiar Teamimyteam
xrﬂ h Sub Data retenti 15
(& | ~ ! Silicon Valley Zore 1 L0 ata retenton perog 1> Pay 25 you 00 (9 Roletest 2023/01/18 08:01:43
Sm-TET21.. Running - days)

Regionina-siliconvaley

3. On the TCMG login page, enter your account and password to log in.
Note

For more TCMG operations such as configuration and image rendering, see TencentCloud Managed Service for
Grafana (TCMG).
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APl Guide
Overview

Last updated : 2024-01-29 16:01:55

HTTP AP

All stable HTTP APIs of Prometheus are under the path /api/v1 .When you need to query monitoring data, you

can request data through query APIs. To submit data, you can use the remote write protocol or Pushgateway.

Supported APls

API Description g:;hj?;i;:ation Method
/api/vi/query Query Yes GET/POST
/api/v1/query_range Range query Yes GET/POST
/api/v1/series Series query Yes GET/POST
/api/v1/labels Labels query Yes GET/POST
/api/v1/label/<label_name>/values Label value query Yes GET
Japiiv fprom/write Da.ta submission through remote Yes rerTlote
write write
Pushgateway Data submission through Yes SDK

Pushgateway

Authentication Method

Authentication is enabled by default, so all APIs require authentication, and all authentication methods support bearer

token and basic authentication.

Bearer token
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A bearer token is generated as an instance is generated and can be queried in the console. For more information on

bearer token, please see Bearer Authentication.

Basic auth

Basic auth is compatible with the native Prometheus query authentication method. The username is your APPID |,

and the password is the bearer token (generated when the instance is generated), which can be queried in the

console. For more information on basic auth, please see Basic Authentication.

Data Return Format

The response data of all APIs is in JSON format. Every successful request will return a status code of 2xx .

An invalid request will return a piece of JSON data containing an error object and a status code as described below:

Status Code

401

400

422

503

Description

Authentication failed

A parameter was missing or incorrect

An invalid expression couldn't be specified (RFC4918)

The query was unavailable or canceled

Below is a response template for invalid requests:

"status": "success" | "error",

"data": <data>,

// When the

"errorType":

“status® is “error , the following data will be returned

"<string>",

"error": "<string>",

// When there is a warning message during request execution,

["<string>"]

"warnings":
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Writing Data

Last updated : 2024-01-29 16:01:55

Overview

Similar to the scenario of data reporting by Flink jobs, you need to write data directly to Prometheus through APIs, as
the lifecycle of these jobs may be very short, and it would be too late to wait for Prometheus to pull the data. To write

data, you can directly use the remote write protocol or Pushgateway.

Remote Write

POST /api/vl/prom/write

Remote write is a standard protocol of Prometheus. For more information, please see REMOTE WRITE TUNING.
With remote write, you can write other Prometheus data in the VPC to TMP, which helps improve the data stability and

make migration easier.

Pushgateway

Although the pull method is recommended in Prometheus, you may still need to use the push method in some
scenarios. For more information, please see WHEN TO USE THE PUSHGATEWAY.
TMP is natively integrated with the Pushgateway module, which can directly push data to it. Below is a simple
example of pushing data in Go. You need to change the variables of $IP , $PORT , SAPPID ,and S$STOKEN to
the authentication information of your own instance, which can be queried in the console.
Note:
We strongly recommend you replace SINSTANCE with an identifier of the current machine, such as

IP/Hostname .Ifthis groupingKey is not set, when multiple machines report data together, the data entries

will overwrite each other.

package main
import (
" fmt "

"time"

"github.com/prometheus/client_golang/prometheus"
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var

"github.com/prometheus/client_golang/prometheus/push"

"github.com/prometheus/common/expfmt"

completionTime = prometheus.NewGauge (prometheus.GaugeOpts{

Name: "db_backup_last_completion_timestamp_seconds",

Help: "The timestamp of the last successful completion of a DB backup.",
)
func do () {

completionTime.SetToCurrentTime ()

func ExamplePusher_Push () {
if err := push.New("http://$IP:S$SPORT", "db_backup").
BasicAuth ("SAPPID", "STOKEN") .

Collector (completionTime) .

Grouping ("instance", "S$SINSTANCE").

Grouping ("db", "customers").

Format (expfmt.FmtText) .

Push(); err != nil {

fmt.Println ("Could not push completion time to Pushgateway:", err)

func main () {

Note:

do ()
tick
done

for

time.NewTicker (2 * time.Second)

er
:= make (chan bool)
{
select {
case <-done:
return
case <-ticker.C:

ExamplePusher_Push ()

You can customize the HTTP Client through the Cclient method for the object generated by push.New .We

recommend you set an appropriate timeout period. In addition, if data is pushed, we recommend you use an async

method for calls so as to avoid blocking the primary business process.

For other reporting scenarios, please see Custom Monitoring.

©2013-2024 Tencent Cloud. All rights reserved. Page 86 of 210


https://www.tencentcloud.com/document/product/1116/43215

@ Tencent Cloud TencentCloud Managed Service for Prometheus

Querying Monitoring Data

Last updated : 2024-01-29 16:01:55

Overview

When you need to query monitoring data, you can request data through query APIs.

APPID/Token Acquisition Method

TMPuses APPID + Token toauthenticate the access.
APPID can be obtained here.

Token can be obtained from the basic information of the corresponding TMP instance.

Query APIs

GET /api/vl/query
POST /api/vl/query

Query Parameters

query=<string>: Prometheus: query expression.
time=<rfc3339 | unix_timestamp>: timestamp, which is optional.
timeout=<duration>: detection timeout period, which is optional and specified by the -query.timeout parameter

by default.

Sample Simple Query

You can use the following sample to query data through an API. The query service address and authentication

information can be viewed in the corresponding instance's information in the console:
curl -u "appid:token" 'http://IP:PORT/api/vl/query?query=up’

If the returned status code is 401, please check whether the authentication information is correct.
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< HTTP/1.1 401 Unauthorized
< Content-Length: 0

Range Query

GET /api/vl/query_range
POST /api/vl/query_range

Querying data by time range is the most common query scenario. To do so, you can use the

/api/vl/query_range APIlas shown below:

$ curl —u "appid:token" 'http://IP:PORT/api/vl/query_range?query=up&start=2015-07-0
{

"status" : "success",
"data" : {
"resultType" : "matrix",
"result" : [
{
"metric" : {
" _name__ " : "up",
"Job" : "prometheus",
"instance" : "localhost:9090"
Hy
"values" : [

[ 1435781430.781, "1" 1,
[ 1435781445.781, "1" ],
[ 1435781460.781, "1" ]

Yo
{
"metric" : {
" _name__ " : "up",
"Job" : "node",
"instance" : "localhost:9091"
o
"values" : [
[ 1435781430.781, "Oo" 1,
[ 1435781445.781, "O" 1,
[ 1435781460.781, "1" ]
]
}
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Adding Data Source to Self-Built Grafana

You can add TMP as a data source in your self-built Grafana, and then you can view data in Grafana, provided that

they are in the same VPC and can access each other over the network.

Enable the BasicAuth authentication method and enter the corresponding authentication information as shown

below:

Data Sources / hosted-prometheus

tit Settings B8 Dashboards

hosted-prometheus Default

HTTP

URL http://IP:PORT

Access Server (default)

Whitelisted Cookies

Auth
Basic auth a With Credentials
TLS Client Auth With CA Cert
Skip TLS Verify

Forward OAuth Identity

Basic Auth Details

User APPID

Password configured
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Instance Diagnosis

Last updated : 2024-07-30 18:14:31

Background

To enhance the user experience with the Prometheus monitoring collection terminal, we now offer a new collection
terminal architecture. The upgraded new architecture supports instance diagnosis, system health checks, and
improves the resource utilization rate of the collection agent and the stability of metric collection. This document will
guide users in upgrading the old collection architecture to the new one via the console instance diagnosis page and

obtain detailed information about the current instance collection and storage for a better experience.

Directions

Upgrading to the New Architecture

1. Loginto TMP Console.

2. In the Prometheus instance list, click Instance ID/Name.

3. In the Prometheus management center, click instance diagnostics on the top navigation bar, and select the
corresponding collection cluster.

Click OK to upgrade to the new architecture.

Basic Info Data Collection Alarm Management Recording Rule instance diac

diagnostic collection g m o

(D Cluster to be migrated: . mmm g  EEE =
Current remaining number of IP:236
The data collection component of this cluster has not been upgraded to the new architecture. Please

Note:
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The upgrade process is expected to take 5 minutes and may experience a 1-2 minute metric interruption.
If the number of IPs in the managed cluster of the instance is less than 10, a risk warning will appear. To prevent the

issue of insufficient IPs from causing component upgrade failures, please increase the available IPs as guided below.

Basic Info Data Collection Alarm Management Recording Rule insta

diagnostic collection 1l NN -

(D Cluster to be migrated:gge Mol I = m =
Current remaining number of IP:1

Insufficient IP addresses, which may affect scaling and upgrading operations. Please click 1

The data collection component of this cluster has not been upgraded to the new architectu

Adding Subnet

1. On the instance diagnosis page, click subnet information to enter the Managed Cluster Subnet Management
page.
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<« Managed cluster subnet management

Basic Info Data Collection Alarm Management Recording Rule instance diagnostics

(@ * The current remaining number of IP addresses is: 1

diagnostic collection v

(1) * The current number of remaining IP addresses in the ena
Please enable a new subnet
(D Cluster to be migrated: .
Current remaining number of IP:1
Insufficient IP addresses, which may affect scaling and upgrading operations. Please click to add a subnet. Q o
The data collection component of this cluster has not been upgraded to the new architecture. Please upgrade it fit

Subnet ID IP range
sub-test .
diagnostic storage sub-test

Total rate of metric mponi“Q@ The top 10 metrics based on the number of seri

4 0 . 7 4 container_fs_writes_bytes_total

Chargeable metric rate 0.68

Free metric rate  40.07 container_fs_reads_bytes_total
Instance series storage limit 700000 kube_pod_status_phase
The storage limit for a single metric series 100000 container_memory_working_set_bytes
The maximum length of a metric label name 1024 .
container_cpu_usage_seconds_total

Maximum length of Label values for metrics 2048
Maximum number of labels for metrics 34 container_fs_usage_bytes
The oldest range allowed for metric timestamps 5h container_fs_limit_bytes
maximum allowed range for metric timestamps 10m kube_pod_container_status_restarts_total
Maximum number of series per single query 100000

. kube_pod_container_status_running
maximum number of alarms per unit of time(i) 2000
maximum byte size limit for alarms per unit of time(i) 20971520 kube_pod_container_status_terminated

2. The page displays the subnets that have already been added to the managed cluster and those that have not in the
current VPC. You can click Enable Subnet to enable subnets with sufficient remaining IPs as per your plan.

3. If there are no available subnets, please Add Subnet first and then enable it on the current page.

Instance Diagnosis

After the architecture is upgraded, the instance diagnosis page will include content on both collection and storage,

helping users understand the operating status of Prometheus collection and storage to locate issues more quickly.

Diagnostic Collection

As shown in the following figure, collection diagnosis includes resource occupancy of the corresponding collection,
collection configuration, target allocation status, target status, agent status, component version, and the collection

architecture diagram.
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Basic Info Data Collection

diagnostic collection v

resource utilization

collection
configuration

Target allocation
status

Target status

Agent status

Version

Resource Utilization

TencentCloud Managed Service for Prometheus

Alarm Management Recording Rule instance diagnostics

data collection architecture diagram

Number of Pods 1/1 (1nuclear 2 G)

Managed cluster for data 626 tmp-operator-§ .

collection components

Allocated5items Not allocatedQOitems

tmp-agent(v1.0.7)
proxy-agent(v1.0.8)

proxy-server(v1.0.2->v1.0.7)

tmp-operator(v1.1.0)

To assign a target

tmp-agent
----------- Avalilable IP: 240 collect
Security Groupsg- 666.20/s
Number of Pods 3/4 (3.50 core 5.25G) (i) ~~°7°°°°°
user cluster proxy-age
Cluster Collection Component Explanation [4 collection tar

Resource occupancy of the collection shard displays information including CPU, memory limit and occupancy, and

inbound and outbound traffic. Click View logs to see the logs of the Pod, facilitating the review of running details and

troubleshooting of exceptions.

< |

Basic Info Data Collection Alarm Management

diagnostic collection

. v

resource utilization  Number of Pods 1/1 (1nuclear 2 G)

collection [}
configuration

Target allocation  Allocatedsitems  Not allocatedOitems
status

Target status 5Up

Agent status 1items

Version

tmp-agent(v1.0.7)

proxy-agent(v1.0.8)

proxy-server(v1.0.2->v1.0.7)

tmp-operator(v1.1.0)
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resource utilization

Recording Rule instance diagnostics

Pod/IP

data collection architecture diagram .

tke-cls-

Managed cluster for data 693 tmp-operator-
collection components
To assign a te

Available IP: 240
Security Group sg- _

Number of Pods 3/4 (3.50 core 5.25 G) (i)

user cluster

Cluster Collection Component Explanation [

Q

7
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tke-cls- m m plog

tmp-agent

50 100 200 500 1000 2000

( ’ View exited containers

2024-07-18T14:43:14.944429461+08:00 2024-07-18T14:43:14.944+0800
lvictorialmetrics/!victoria!metrics@vl.92.1/1ib/logger/flag.go:12
2024-07-18T14:43:14.944481379+08:00 2024-07-18T14:43:14.944+0800
lvictorialmetrics/!victoria!metrics@vl.92.1/1ib/logger/flag.go:13
2024-07-18T14:43:14.944486218+08:00 2024-07-18T14:43:14.944+0800
lvictorialmetrics/!victoria!metrics@v1.92.1/1ib/logger/flag.go:20
agent.yaml"

2024-07-18T14:43:14.944489802+08:00 2024-07-18T14:43:14.944+0800
lvictorialmetrics/!victoria!metrics@v1.92.1/1ib/logger/flag.go:20
free-metric/freemetric.txt"

2024-07-18T14:43:14.944544740+08:00 2024-07-18T14:43:14.944+0800
lvictoria!metrics/!victorial!metrics@vl.92.1/1ib/logger/flag.qo:20
2024-07-18T14:43:14.944549554+08:00 2024-07-18T14:43:14.944+0800
lvictorialmetrics/!victoria!metrics@vl.92.1/1ib/logger/flag.go:20
2024-07-18T14:43:14.944552185+08:00 2024-07-18T14:43:14.944+0800
lvictoria!metrics/!victorial!metrics@vl.92.1/1ib/logger/flag.qo:20
2024-07-18T14:43:14.944554803+08:00 2024-07-18T14:43:14.944+0800
lvictorialmetrics/!victoria!metrics@vl.92.1/1ib/logger/flag.go:20
2024-07-18T14:43:14.944557338+08:00 2024-07-18T14:43:14.944+0800
lvictoria!metrics/!victorialmetrics@vl.92.1/1ib/logger/flag.qo:20
2024-07-18T14:43:14.944560360+08:00 2024-07-18T14:43:14.944+0800
lvictorialmetrics/!victoria!metrics@vl.92.1/1ib/logger/flag.go:20

refresh

Collection Configuration

It displays the specific collection configuration of the current collection.

©2013-2024 Tencent Cloud. All rights reserved. Page 94 of 210



&2 Tencent Cloud

&«

Basic Info Data Collection Alarm Management Recording Rule instance diagnostics

diagnostic collection cls. v

data collection architecture diagram

D Managed cluster for data 69'6 tmp-operator-
collection components
To assign a te

.................. Available IP: 240
Security G

Number of Pods

/3 (2.50 core 3.25 G)

user cluster
proxy-agent(v1.0.8) tke/cls
tmp-agent(v1.0.7)

tmp-operator(v1.1.0) Cluster Collection Component Explanation [

proxy-server(v1.0.2->v1.0.7)

Target Allocation Status

TencentCloud Managed Service for Prometheus

collection configuration

v global:
scrape_interval: 15s
scrape_timeout: 10s
evaluation_interval: 1m
external_labels:
cluster: cls-
cluster_type: tke
scrape_configs:
v - job_name: serviceMonitor/kube-system/kube-sta
honor_labels: true
honor_timestamps: true
scrape_interval: 15s
scrape_timeout: 15s
metrics_path: /metrics
scheme: http
follow_redirects: true
enable_http2: 1
relabel_configs:
- source_labels:
separator: ;
regex: (.x%)
target_label: __tmp_prometheus_job_name
replacement: $1
action: replace
- source_labels: [__meta_kubernetes_service_l,
ceparg -

[jobl

It shows the URL of the collection target, the name of the collection job to which the target belongs, and which

collection shard is currently collecting it.

<«

Basic Info Data Collection Alarm Management Recording Rule instance diagnostics

diagnostic collection cls- v

data collection architecture diagram
Number of Pods 1/1 uclear 2 (

D Managed cluster for data 69'5 tmp-operator-
collection components
To assign a te

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Available IP: 240
Security

Number of Pods 3/3 (2.50 core 3.25 G)

oup sg X

user cluster
tmp-agent(v1.0.7) tke/cls
proxy-agent(v1.0.8)

tmp-operator(v1.1.0) Cluster Collection Component Explanation

proxy-server(v1.0.2->v1.0.7)

Target Status

Target allocation status

cadvisor D https://kubernete

kube-proxy D http:/

kubelet D https://kubernete
iceMonitor/kube-system/kube-state-

sewlf:e onitor/kube-system/kube-state 2 http/

metrics/0

serviceMonitor/kube-system/node-exporter/0 D httpx

You can filter active collection targets based on the collection job, and obtain information about the corresponding

target such as status, Labels, and Discovered Labels. The target status is "Healthy" in normal conditons, but if it is

"abnormal" and there has already been the last scrape time, you can troubleshoot based on the error message on the

©2013-2024 Tencent Cloud. All rights reserved.
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far right. Common issues may include the target itself being unhealthy, incorrect permission configuration, and

network errors.

<«

Basic Info

Data Collection Alarm Management

diagnostic collection

o D v

Number of Pods 1/1 (1nuclear 2 G)

resource utilization
collection
configuration

Target allocation

status
Target status 5Up
Agent status 1 items

Version tmp-agent(v1.0.7)

proxy-agent(v1.0.8)
tmp-operator(v1.1.0)

proxy-server(v1.0.2->v1.0.7)

Agent Status

Recording Rule instance diagnostics

data collection architecture diagram

Managed cluster for data 626 tmp-operator-
collection components
To assign a te

Available IP: 240

Security Group sg: ‘

Number of Pods 3/3 (2.50 core 3.25 G) ©)

user cluster
tke/cls-

Cluster Collection Component Explanation 2

Target status .3

Scrape URL

D
http://1

Total items:

kub /kube-stat ics (1/1) v
Q
Status ¥ Labels
pod:tke-kube-state
service:tke-kube-s
Health
J180/metrics

container:kube-sta

It shows the running status of the collection shard agent. Click View logs to see the logs of the Pod to understand

running details and troubleshoot exceptions.

<«

Basic Info

Data Collection Alarm Management

diagnostic collection cis- v

resource utilization (1nuclear 2 G)

collection
configuration

Not allocatedOitems

Target allocation Allocated5items

status
Target status 5Up
Agent status items

Version tmp-agent(v1.0.7)

proxy-agent(v1.0.8)
tmp-operator(v1.1.0)

proxy-server(v1.0.2->v1.0.7)

Component Version

©2013-2024 Tencent Cloud. All rights reserved.

Recording Rule instance diagnostics

data collection architecture diagram [

Managed cluster for data 593 tmp-operator-
collection components
To assign a te

Available IP: 240
Security Groupsg:
Number of Pods 3/3 (2.50 core 3.25 G) (i)

user cluster
tke/cls:

Cluster Collection Component Explanation [

Agent status 3

tke-cls-

idle time Current pri
2024-07-18 10017
14:52:43
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It shows the component version information of the current collection. On the Component version page, it displays IP
quantity check and the current version, latest version, and component description, upgrade description of each

component version.

<« _ Component version

Basic Info Data Collection Alarm Management Recording Rule instance diagnostics Current remaining number of IP:240

diagnostic collection cls- v
. . - ; tmp-agent | 5150
data collection architecture diagram P-ag -
resource utilization Number of Pods 1/1 (1nuclear 2 G) B .
...................... Component description  The tmp-agent, based on vmagent, is responsi

Managed cluster for data g2 tmp-operator- instances.

collection components Current version v1.0.7
To assign a te

collection (]
configuration

Target allocation AllocatedSitems  Not allocatedOitemns Available IP: 240
stat e
aws Security Group sg-n
s ~
Target status 5Up Number of Pods 3/3 (250 core 3.25 G) () proxy-agent
Agent status 1items Component description  The proxy-agent connects to the proxy-server
access user clusters, enabling DNS resolution
v user cluster
lersion tmp-agent(v1.0.7) tke/cl Current version v1.0.8
proxy-agent(v1.0.8)
tmp-operator(v1.1.0) Cluster Collection Component Explanation [
proxy-server(v1.0.2->v1.0.7) tmp-operator
Component description  The tmp-operator is responsible for the installa
scheduler, and supports the tmp-agent to run i
iagnostic stor )
diagnostic storage Current version vi.1.0
Total rate of metric reporting(® The top 10 metrics based on the number of seri

1 5 0 . 04 kube_resourcequota [T Upgradeable

Chargeable metric rate 40.64

Free metric rate 109.40 kubelet_runtime_operations_duration_seconds_bu
Component description The proxy-server supports multiple p
Instance series storage limit 700000 kube_pod_status_phase path, layer-7 proxy through multiple |
The storage limit for a single metric series 100000 storage_operation_duration_seconds_bucket proceed with caution.
The maximum length of a metric label name 1024 . Current version vi.0.2
container_fs_reads_bytes_total
Maximum length of Label values for metrics 2048 Latest version v1.0.7
Maximum number of labels for metrics 34 container_fs_writes_bytes_total The latest version update content 1. Fixed the issue of being unable to
The old I df 5h tai Ki t b connection for scraping.
W r container_memory_working_sef es X . -
he oldest range allowed for metric timestamps | ry_ g_set_byte 2. Fixed the issue of low efficiency of
maximum allowed range for metric timestamps 10m container_cpu_usage_seconds._total proxy_url in configuration.
Maximum number of series per single query 100000 3. Fixed the issue of scraping faliure
. rest_client_request_duration_seconds_bucket 4. Fixed the issue of scraping interru)
maximum number of alarms per unit of time(i) 2000

connections reached uint32 overflow

~ B nadA nan i i A

Note:

Please try to keep the collection component in the latest version, which can be upgraded through the Upgrade of
the corresponding component.

Components tmp-operator, tmp-agent, and proxy-agent can be upgraded without impact under normal circumstances.
During the upgrade of the proxy-server component, there will be collection breakpoints. The breakpoint duration is the
time for eks to activate the component Pod, and it will affect the collection of the entire Prometheus instance (including

the integration center and container clusters). Please operate cautiously.

Data Collection Architecture Diagram

The collection architecture diagram provides information about the current collection architecture.
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data collection architecture diagram . m

Managed cluster for data g% tmp-operator B B B (Running)

collection components

1o ass/gn a larget tmp-agent tke-cls- W 1/1 (Runi

Available IP: 240

T collect
Security Group sg- NS o7 80/ » proxy-server 1
Number of Pods 3/3 2.50 core 3.25G) (i)

Intranet Proxy
user cluster proxy-agent 2/2 (Running)
tke/cls

e collect
Cluster Collection Component Explanation 2 collection targets within the cluster

Collection Component Managed Cluster:

Available IP count. When the number of IPs is insufficient, an Insufficient IP Count alert will appear. Click to enter
the Managed Cluster Subnet Management page. For specific operations, see Adding Subnet.

Managed cluster's security group and its pass-through requirements during normal operation. Some network issues
during the collection may be caused by the security group not allowing pass-through.

The number of Pods and resource utilization related to the current collection

Running status of the collection scheduling component tmp-operator

Collection target allocation status

Running status of the collection shard component tmp-agent

Metric collection rate and inbound bandwidth

Running status of the proxy component proxy-server

Metric write rate and outbound bandwidth

Write target status, including data overwrite of the current instance's corresponding storage and user configuration.

User Cluster:
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Status of the public network proxy CLB (if enabled)
Running status of the proxy component proxy-agent;

Status of the collection target within the cluster

Storage Diagnosis

As shown in the figure, the storage diagnosis includes storage-related status and limitations.

diagnostic storage [

Total rate of metric reporting(i) The top 10 metrics based on the number

1 5 O . 04 kube_resourcequota

Chargeable metric rate 40.64

Free metric rate 109.40 kubelet_runtime_operations_duration_secor
Instance series storage limit 700000 kube_pod_status_phase
The storage limit for a single metric series 100000 storage_operation_duration_seconds_bucke
The maximum length of a metric label name 1024 )
container_fs_reads_bytes_total
Maximum length of Label values for metrics 2048
) : container_fs_writes_bytes_total
Maximum number of labels for metrics 34 - -bytes._
The oldest range allowed for metric timestamps 5h container_memory_working_set_bytes
maximum allowed range for metric timestamps 10m container_cpu_usage_seconds._total
Maximum number of series per single query 100000
rest_client_request_duration_seconds_buck
maximum number of alarms per unit of time(i) 2000
maximum byte size limit for alarms per unit of time(i) 20971520 node_namespace_pod_container:container_
es
Parameter Description
Parameter Description
Total rate of metric reporting Includes free metrics and paid metrics.

The number of active series exceeding this value will cause the

Instance series storage limit o ] ) o
corresponding instance series discarded due to limit exceeded.

Different labels for the same metric name constitute different

The storage limit for a single metric series series. Exceeding this value will result in discard due to limit
exceeded.
The maximum length of a metric label name Exceeding this value will result in discard due to invalid length.
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Maximum number of labels for metrics

The oldest range allowed for metric
timestamps

maximum allowed range for metric

timestamps

Maximum number of series per single query

Maximum number of alarms per unit of time

Maximum byte size limit for alarms per unit of

time

The top 10 metrics based on the number of
series

©2013-2024 Tencent Cloud. All rights reserved.
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Exceeding this value will result in discard due to invalid length.

Indicates the oldest timestamp acceptable in a single series
(out of order not allowed).

Indicates the latest timestamp acceptable in a single series (out
of order not allowed).

Indicates the maximum number of series involved in data query.
It is recommended to shorten the range query time or use
instant query in suitable scenarios.

Indicates the maximum number of alarms triggered within 5
minutes.

Indicates the total size limit of fields (such as lable and
annotation) for alarms triggered within 5 minutes.

Same metric name and different label keys are considered
different series. Storage is subject to the upper limit for single
metric series, and a large quantity can cause high cardinality
issue.

Page 100 of 210



@ Tencent Cloud TencentCloud Managed Service for Prometheus

TKE Metrics
Free Metrics in Pay-as-You-Go Mode

Last updated : 2024-01-29 16:01:55

For pay-as-you-go instances with a storage period of more than 15 days, storage fees for their free metrics will be

charged based on the excessive storage period.

Configuration File Metric Name

node-exporter node_boot _time_seconds
node-exporter node_context_switches_total
node-exporter node_cpu_seconds_total
node-exporter node_disk _io_now

node-exporter node_disk io_time_seconds_total
node-exporter node_disk_io_time_weighted_seconds_total
node-exporter node disk read bytes total
node-exporter node_disk read time seconds_total
node-exporter node_disk_reads_completed_total
node-exporter node_disk write_time_seconds_total
node-exporter node_disk_writes_completed_total
node-exporter node_disk_written_bytes_total
node-exporter node_filefd_allocated

node-exporter node_filesystem_avail_bytes
node-exporter node_filesystem_free bytes
node-exporter node_filesystem_size_bytes
node-exporter node_load1

node-exporter node_load15

node-exporter node_load5
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node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
cadvisor

cadvisor

cadvisor

cadvisor

cadvisor

cadvisor

TencentCloud Managed Service for Prometheus

node_memory_Buffers_bytes
node_memory_Cached_bytes
node_memory_MemAvailable_bytes
node_memory_MemFree_bytes
node_memory_MemTotal_bytes
node_netstat TcpExt_ListenDrops
node_netstat Tcp_ActiveOpens
node_netstat Tcp_CurrEstab
node_netstat Tcp_InSegs
node_netstat Tcp_OutSegs
node_netstat_Tcp_PassiveOpens
node_network_receive_bytes_total
node_network_transmit_bytes_total
node_sockstat TCP_alloc
node_sockstat TCP_inuse
node_sockstat TCP_tw
node_sockstat UDP_inuse
node_sockstat_sockets used

node uname_info
container_cpu_usage_seconds_total
container_fs_limit_bytes
container_fs_reads_bytes_total
container_fs_usage_bytes

container_fs_writes_bytes_total

container_memory_working_set bytes
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cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet

kubelet

TencentCloud Managed Service for Prometheus

container_network_receive bytes total
container_network_receive_packets_dropped_ total
container_network_receive_packets_total
container_network_transmit_bytes_total
container_network_transmit_packets_dropped_total
container_network_transmit_packets_total
machine_cpu_cores

machine_memory_bytes
kubelet_cgroup_manager_duration_seconds_count
kubelet_node_config_error

kubelet_node name
kubelet_pleg_relist_duration_seconds_bucket
kubelet_pleg_relist_duration_seconds_count
kubelet_pleg_relist_interval_seconds_bucket
kubelet_pod_start_duration_seconds_count
kubelet_pod_worker_duration_seconds_count
kubelet_running_containers

kubelet_running_pods
kubelet_runtime_operations_duration_seconds_bucket
kubelet_runtime_operations_errors_total
kubelet_runtime_operations_total
process_cpu_seconds_total
process_resident_memory_bytes
rest_client_request_duration_seconds_bucket

rest_client_requests_total
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kubelet

kubelet

kubelet

kubelet

kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics

kube-state-metrics

kube-controller-manager

TencentCloud Managed Service for Prometheus

storage_operation_duration_seconds_bucket
storage_operation_duration_seconds_count
storage_operation_errors_total
volume_manager_total_volumes
kube_job_status_succeeded
kube_job_status_failed

kube_job_status_active
kube_node_status_capacity_cpu_cores
kube_node_status_capacity_memory_bytes
kube_node_status_allocatable_cpu_cores
kube_node_status_allocatable_memory_bytes
kube_pod_info

kube_pod_owner

kube_pod_status_phase
kube_pod_container_status_waiting
kube_pod_container_status_running
kube_pod_container_status_terminated
kube_pod_container_status_restarts_total
kube_pod_container_resource_requests_cpu_cores
kube_pod_container_resource_requests_memory_bytes
kube_pod_container_resource_limits_cpu_cores
kube_pod_container_resource_limits_memory_bytes
kube_replicaset_owner
kube_statefulset_status_replicas

rest_client_request_duration_seconds_bucket
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kube-controller-manager rest_client_requests_total
kube-controller-manager workqueue_adds_total

kube-controller-manager workqueue_depth

kube-controller-manager

kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver

kube-apiserver

workqueue_queue_duration_seconds_bucket
apiserver_current_inflight_requests
apiserver_current_inqueue_requests
apiserver_init_events_total
apiserver_longrunning_gauge
apiserver_registered_watchers
apiserver_request_duration_seconds_bucket
apiserver_request_duration_seconds_sum
apiserver_request_duration_seconds_count
apiserver_request_filter_duration_seconds_bucket
apiserver_request_filter_duration_seconds_sum
apiserver_request_filter_duration_seconds_count
apiserver_request_total
apiserver_requested_deprecated_apis
apiserver_response_sizes_bucket
apiserver_response_sizes_sum
apiserver_response_sizes_count
apiserver_selfrequest_total
apiserver_tls_handshake_errors_total
apiserver_watch_events_sizes
apiserver_watch_events_sizes_bucket

apiserver_watch_events_sizes_sum
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kube-apiserver apiserver_watch_events_sizes_count

kube-apiserver apiserver_watch_events_total
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Recommended Common Metrics for TKE

Last updated : 2024-01-29 16:01:56

Based on the usage of most users, it is recommend that you configure the following commonly used TKE metrics.
Note

The following are paid metrics. For the billing method of metrics, see Billing Mode and Resource Usage.

Configuration , . i
i g Metric Name Metric Description
ile
kubelet_running_container
kubelet kubelet_running_container_count Number of containers curre
running
. kubelet_running_pod_cour
kubelet kubelet_running_pod_count - 9-_poa_
Number of pods currently r
kube-state- . . Information about a contair
i kube_pod_container_info
metrics pod.
kube-state- _ The number of replicas per
i kube_deployment_status_replicas
metrics deployment.
kube-state- Kubernetes labels converte
i kube_deployment_labels
metrics Prometheus labels.
kube-state- . Start time in unix timestam|
i kube_pod_start_time
metrics pod.
kube-state- Describes whether the pod
i kube_pod_status_ready P
metrics ready to serve requests.
kube-state-
i kube node_info Information about a cluster
metrics
kube-state-
i kube_node_status_condition The condition of a cluster n
metrics
kube-state- ) The number of updated re
i kube_deployment_status_replicas_updated P f
metrics per deployment.
kube-state- , , The number of available re
i kube_deployment_status_replicas_available
metrics per deployment.
kube-state- . The total pod resources of
i kube_node_status_capacity_pods
metrics node.

©2013-2024 Tencent Cloud. All rights reserved.
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kube-state- kube_pod_container_status_ready
metrics
kube-state- )
i kube_deployment_spec_replicas
metrics
kube-state- .
i kube_pod_status_scheduled_time
metrics
kube-state-
i kube_node_status_allocatable_pods
metrics
kube-state- . -
i kube_pod_container_resource_limits
metrics
kube-state-
i node_filefd_maximum
metrics
kube-state- .
i kube_pod_container_resource_requests
metrics
kube-state-
i kube_namespace_labels
metrics
kube-state- . .
i kube_deployment_status_replicas_unavailable
metrics
kube-state-
i kube_pod_created
metrics
kube-state- . .
. kube_pod_container_status_waiting_reason
metrics
kube-state- .
i kube daemonset_status_desired_number_scheduled
metrics
kube-state- .
i kube_pod_restart_policy
metrics
kube-state- ,
. kube_deployment_metadata_generation
metrics
kube-state- kube_statefulset_status_update_revision
metrics

©2013-2024 Tencent Cloud. All rights reserved.

Describes whether the con
readiness check succeede

Number of desired pods fo
deployment.

Unix timestamp when pod |
into scheduled status

The pod resources of a noc
are available for scheduling

The number of requested li
resource by a container.

File descriptor statistics:
maximum.

The number of requested r
resource by a container.

Kubernetes labels converte
Prometheus labels.

The number of unavailable
replicas per deployment.

Unix creation timestamp

Describes the reason the
container is currently in wa
state.

The number of nodes that ¢
be running the daemon poc

Describes the restart policy
use by this pod.

Sequence number represe
specific generation of the d
state.

Indicates the version of the
StatefulSet used to genera
Pods in the sequence [repl
updatedReplicas].
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kube-state-
i kube node_labels
metrics
kube-state- .
i kube_statefulset_replicas
metrics
kube-state- .
i kube_statefulset_status_observed_generation
metrics
kube-state- . .
i kube_pod_container_status_last_terminated reason
metrics
kube-state- . .
i kube_replicaset_spec_replicas
metrics
kube-state-
i kube_statefulset_created
metrics
kube-state- .
i kube_statefulset_status_replicas_current
metrics
kube-state- .
. kube_statefulset_status_current_revision
metrics
kube-state-
i kube_statefulset_labels
metrics
kube-state-
i kube_deployment_created
metrics
kube-state-
i kube_namespace_created
metrics
kube-state-
i kube_daemonset_status_number_ready
metrics
kube-state- .
i kube_deployment_status_observed_generation
metrics
kube-state- L
i kube_endpoint_info
metrics
kube-state- .
i kube_statefulset_status_replicas_updated
metrics

©2013-2024 Tencent Cloud. All rights reserved.

Kubernetes labels converte
Prometheus labels.

Number of desired pods fo
StatefulSet.

The generation observed b
StatefulSet controller.

Describes the last reason t
container was in terminatec

Number of desired pods fo
ReplicaSet.

Unix creation timestamp

The number of current repl
per StatefulSet.

Indicates the version of the
StatefulSet used to genera
Pods in the sequence [0].

Kubernetes labels converte
Prometheus labels.

Unix creation timestamp

Unix creation timestamp

The number of nodes that
be running the daemon poc
have one or more of the da
pod running and ready.

The generation observed b
deployment controller.

Information about endpoint
The number of updated reg

per StatefulSet.
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kube-state- kube_statefulset_metadata_generation
metrics
kube-state-

i kube_secret_created
metrics
kube-state- .

i kube_endpoint_address_not_ready
metrics
kube-state-

i kube_secret_type
metrics
kube-state-

. kube_deployment_spec_paused
metrics —Aepioy —Spec_p
kube-state- . .

) kube_pod_container_status_terminated_reason
metrics
kube-state- .

i kube_statefulset_status_replicas_ready
metrics
kube-state- . .

i kube_endpoint_address_available
metrics
kube-state- .

i kube_secret_info
metrics
kube-state- L

i kube_service_info
metrics
kube-state-

) kube node_status_allocatable
metrics
kube-state- .

i kube_endpoint_labels
metrics
kube-state- -

i kube_deployment_status_condition
metrics
kube-state- .

i kube_endpoint_created
metrics
kube-state- .

i kube_replicaset_labels
metrics

©2013-2024 Tencent Cloud. All rights reserved.

TencentCloud Managed Service for Prometheus

Sequence number represe
specific generation of the d
state for the StatefulSet.

Unix creation timestamp

Number of addresses not r
in endpoint

Type about secret.

Whether the deployment is
paused and will not be proc
by the deployment controlle

Describes the reason the
container is currently in
terminated state.

The number of ready replic
StatefulSet.

Number of addresses avail
endpoint.

Information about secret.

Information about service.

The allocatable for differen
resources of a node that ar
available for scheduling.

Kubernetes labels converte
Prometheus labels.

The current status conditio
deployment.

Unix creation timestamp

Kubernetes labels converte
Prometheus labels.
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kube-state- kube_replicaset_metadata_generation
metrics
kube-state-
i kube_namespace_status_phase
metrics
kube-state- .
i kube_service created
metrics
kube-state-
i kube_configmap_created
metrics
kube-state-
i kube_ secret_labels
metrics
kube-state- .
i kube_deployment_spec_strategy_rollingupdate_max_surge
metrics
kube-state- .
i kube_configmap_metadata_resource_version
metrics
kube-state-
i kube_pod_labels
metrics
kube-state- . .
i kube_replicaset_status_replicas
metrics
kube-state-
i kube _node_created
metrics
kube-state- .
i kube_service_spec_type
metrics
kube-state- .
i kube_secret_metadata_resource_version
metrics
kube-state- .
i kube_configmap_info
metrics
kube-state- . .
i kube_replicaset_status_observed_generation
metrics
kube-state- .
i kube_service labels
metrics

©2013-2024 Tencent Cloud. All rights reserved.

Sequence number represe
specific generation of the d
state.

kubernetes namespace ste
phase.

Unix creation timestamp

Unix creation timestamp

Kubernetes labels converte
Prometheus labels.

Maximum number of replic:
can be scheduled above th
desired number of replicas
a rolling update of a deploy

Resource version represen
specific version of the confi

Kubernetes labels converte
Prometheus labels.

The number of replicas per
ReplicaSet.

Unix creation timestamp

Type about service.

Resource version represen
specific version of secret.

Information about configme

The generation observed b
ReplicaSet controller.

Kubernetes labels converte
Prometheus labels.
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kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-

kube_replicaset_created

kube_deployment_spec_strategy_rollingupdate_max_unavailable

kube_replicaset_status_ready replicas

kube_replicaset_status_fully_labeled_replicas

kube_pod_status_scheduled

kube_storageclass_created

kube daemonset_status_number misscheduled

kube_storageclass_labels

kube_node_status_capacity

kube daemonset_status_current_number_scheduled

kube_storageclass_info

kube_node_spec_unschedulable

kube daemonset_status_number_available

kube daemonset_labels

kube daemonset_created

©2013-2024 Tencent Cloud. All rights reserved.

TencentCloud Managed Service for Prometheus

Unix creation timestamp

Maximum number of unave
replicas during a rolling upt
a deployment.

The number of ready replic
ReplicaSet.

The number of fully labelec
replicas per ReplicaSet.

Describes the status of the
scheduling process for the

Unix creation timestamp

The number of nodes runni
daemon pod but are not
supposed to.

Kubernetes labels converte
Prometheus labels.

The capacity for different
resources of a node.

The number of nodes runni
least one daemon pod and
supposed to.

Information about storagec

Whether a node can sched
new pods.

The number of nodes that
be running the daemon poc
have one or more of the da
pod running and available.

Kubernetes labels converte
Prometheus labels.

Unix creation timestamp
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metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

kube-state-
metrics

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

kube daemonset_status _number_unavailable

kube_daemonset_metadata_generation

kube_mutatingwebhookconfiguration_info

kube_mutatingwebhookconfiguration_created

kube_mutatingwebhookconfiguration_metadata_resource_version

kube_daemonset_updated_number_scheduled

node_filesystem_files_free

node_filesystem_files

node_sockstat_ UDP_mem_bytes

node_nf_conntrack_entries_limit

node_memory_Shmem_bytes

node_netstat Tcp_RetransSegs

node_sockstat_ TCP_mem_bytes

node_network_info

©2013-2024 Tencent Cloud. All rights reserved.
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The number of nodes that
be running the daemon poc
have none of the daemon
running and available

Sequence number represe
specific generation of the d
state.

Information about the
MutatingWebhookConfigur

Unix creation timestamp.

Resource version represen
specific version of the
MutatingWebhookConfigur

The total number of nodes
are running updated daem:

Filesystem total free file no

Filesystem total file nodes.

Number of UDP sockets in
mem_bytes.

Maximum size of connectic
tracking table.

Memory information field
Shmem_bytes.

Statistic TcpRetransSegs.

Number of TCP sockets in
mem_bytes.

Non-numeric data from
/sys/class/net/<iface>
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node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node_filesystem_readonly

node_exporter_build_info

node network_iface link_mode

node_network_receive_packets_total

node_network_transmit_packets_total

node_memory_Mlocked_bytes

node_network_iface id

node_memory_WritebackTmp_bytes

kube_service_status load_balancer_ingress

node_vmstat_pgpgout

node_nf conntrack_entries

node_memory_Inactive_file_bytes

node_memory_SwapFree_bytes

node_sockstat TCP_mem

node_memory_Slab_bytes

node _network_transmit_errs_total

©2013-2024 Tencent Cloud. All rights reserved.
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Filesystem read-only status

A metric with a constant '1'
labeled by version

iface_link_mode value of
/sys/class/net/<iface>.

Network device statistic
receive_packets.

Network device statistic
transmit_packets.

Memory information field
Mlocked bytes.

iface_id value of
/sys/class/net/<iface>.

Memory information field
Writeback Tmp_bytes.

Service load balancer ingre
status

/proc/vmstat information fie
pgpgout.

Number of currently allocat
flow entries for connection
tracking.

Memory information field
Inactive_file_bytes.

Memory information field
SwapFree_bytes.

Number of TCP sockets in
mem.

Memory information field
Slab_bytes.

Network device statistic
transmit_errs.
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node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node_memory_Active_bytes

node_procs_blocked

node_sockstat UDP_mem

node_timex_maxerror_seconds

node_memory_Inactive_bytes

node_network_receive_errs_total

node_memory_Unevictable_bytes

node_memory_KernelStack_bytes

node_procs_running

node_memory SwapTotal_bytes

node_netstat_IpExt_OutOctets

node_memory_Active_file_bytes

node_memory_ SwapCached_bytes

node_netstat_Icmp_InMsgs

node_forks_total

node_sockstat RAW _inuse

©2013-2024 Tencent Cloud. All rights reserved.
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Memory information field
Active_bytes.

Number of processes blocl
waiting for 1/0 to complete.

Number of UDP sockets in
mem.

Maximum error in seconds.

Memory information field
Inactive_bytes.

Network device statistic
receive_errs.

Memory information field
Unevictable_bytes.

Memory information field
KernelStack_bytes.

Number of processes in rul
state.

Memory information field
SwapTotal_bytes.

Statistic IpExtOutOctets.

Memory information field
Active_file_bytes.

Memory information field
SwapCached_bytes.

Statistic IcmpInMsgs.

Total number of forks.

Number of RAW sockets ir
inuse.
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node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node_time_seconds

node_vmstat_pgpgin

node_memory_Mapped_bytes

node_memory_SUnreclaim_bytes

node_memory HardwareCorrupted_bytes

node_memory_PageTables_bytes

node_netstat_Udp6_InDatagrams

node_netstat_lcmp_OutMsgs

node_netstat_Udp6_NoPorts

node_memory_AnonPages_bytes

node_memory Committed_AS_bytes

node_netstat TcpExt_ListenOverflows

node_netstat_UdpLite_InErrors

node_entropy_available_bits

node_memory_Inactive_anon_bytes

node_vmstat_pswpin

©2013-2024 Tencent Cloud. All rights reserved.
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System time in seconds sir
epoch (1970).

/proc/vmstat information fie
pgpgin.

Memory information field
Mapped_bytes.

Memory information field
SUnreclaim_bytes.

Memory information field
HardwareCorrupted_bytes

Memory information field
PageTables_bytes.

Statistic Udp6InDatagrams

Statistic IcmpOutMsgs.

Statistic Udp6NoPorts.

Memory information field
AnonPages_bytes.

Memory information field
Committed_AS_bytes.

Statistic TcpExtListenOver

Statistic UdpLitelnErrors.

Bits of available entropy.

Memory information field
Inactive_anon_bytes.

/proc/vmstat information fie
pswpin.
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node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node_memory_AnonHugePages_bytes

node_memory_ SReclaimable_bytes

node_netstat_IpExt_InOctets

node_netstat_Udp_NoPorts

node_timex_sync_status

node_memory_CommitLimit_bytes

node_memory VmallocChunk_bytes

node_netstat_Udp_InDatagrams

node_netstat_Icmp6_InErrors

node_netstat_lcmp6_OutMsgs

node_netstat_UdpLite6_InErrors

node_netstat TcpExt_SyncookiesSent

node_netstat_Tcp_InErrs

node_intr_total

node_timex_offset_seconds

node_memory_Bounce_bytes

©2013-2024 Tencent Cloud. All rights reserved.

TencentCloud Managed Service for Prometheus

Memory information field
AnonHugePages_bytes.

Memory information field
SReclaimable_bytes.

Statistic IpExtInOctets.

Statistic UdpNoPorts.

Is clock synchronized to a1
server (1 = yes).

Memory information field
CommitLimit_bytes.

Memory information field
VmallocChunk_bytes.

Statistic UdpInDatagrams.

Statistic Icmp6InErrors.

Statistic Icmp60OutMsgs.

Statistic UdpLite6InErrors.

Statistic TcpExtSyncookies

Statistic TcpInErrs.

Total number of interrupts
serviced.

Time offset in between loce
system and reference clocl

Memory information field
Bounce_bytes.
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node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node_memory_Writeback_bytes

node_netstat Udp_OutDatagrams

node_netstat_lcmp6_InMsgs

node_netstat |p6_OutOctets

node_netstat_lp_Forwarding

node_sockstat_ TCP_orphan

node_netstat_Ip6_InOctets

node_netstat TcpExt_SyncookiesFailed

node_netstat_Udp_InErrors

node_vmstat_pgmajfault

node_network_transmit_drop_total

node_vmstat_pswpout

node_network_up

node_memory_ NFS_Unstable_bytes

node_memory_VmallocTotal_bytes

node_sockstat FRAG inuse

©2013-2024 Tencent Cloud. All rights reserved.
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Memory information field
Writeback_bytes.

Statistic UdpOutDatagram:

Statistic Icmp6InMsgs.

Statistic [p6OutOctets.

Statistic IpForwarding.

Number of TCP sockets in
orphan.

Statistic Ip6InOctets.

Statistic
TcpExtSyncookiesFailed.

Statistic UdpInErrors.

/proc/vmstat information fie
pgmajfault.

Network device statistic
transmit_drop.

/proc/vmstat information fie
pswpout.

Value is 1 if operstate is 'ug

Memory information field
NFS_Unstable_bytes.

Memory information field
VmallocTotal_bytes.

Number of FRAG sockets i
inuse.

Page 118 of 210



&2 Tencent Cloud

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node_memory_Dirty bytes

node_netstat_Udp6_InErrors

node_netstat TcpExt_SyncookiesRecv

node_netstat_Udp6_QOutDatagrams

node_memory_ HugePages_Rsvd

node_arp_entries

node_network_carrier

node_timex_pps_stability_exceeded_total

node_network_receive_compressed_total

node_network_transmit_carrier_total

node_memory_DirectMap2M_bytes

node_memory_ Hugepagesize_bytes

node_network _address_assign_type

node_network _receive_multicast_total

node_network_transmit_compressed_ total

node_memory_DirectMap4k_bytes

©2013-2024 Tencent Cloud. All rights reserved.
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Memory information field
Dirty_bytes.

Statistic Udp6InErrors.

Statistic TcpExtSyncookies

Statistic Udp6OutDatagrar

Memory information field
HugePages_Rsvd.

ARP entries by device

carrier value of
/sys/class/net/<iface>.

Pulse per second count of
stability limit exceeded eve

Network device statistic
receive_compressed.

Network device statistic
transmit_carrier.

Memory information field
DirectMap2M_bytes.

Memory information field
Hugepagesize_bytes.

address_assign_type value
/sys/class/net/<iface>.

Network device statistic
receive_multicast.

Network device statistic
transmit_compressed.

Memory information field
DirectMap4k_bytes.
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node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node_network_transmit_queue_length

node_memory_HugePages Free

node network_receive frame_total

node_memory_HugePages_Total

node_network_flags

node_network_receive_fifo_total

node_scrape_collector_duration_seconds

node_network_speed_bytes

node_sockstat UDPLITE inuse

node_cpu_guest_seconds_total

node_filesystem_device_error

node_scrape_collector_success

node network transmit_fifo_total

node_vmstat_pgfault

node_network _device_id

node_network_protocol_type

©2013-2024 Tencent Cloud. All rights reserved.
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transmit_queue_length val
/sys/class/net/<iface>.

Memory information field
HugePages_Free.

Network device statistic
receive_frame.

Memory information field
HugePages_Total.

flags value of
/sys/class/net/<iface>.

Network device statistic
receive_fifo.

node_exporter: Duration of
collector scrape.

speed_bytes value of
/sys/class/net/<iface>.

Number of UDPLITE socke
state inuse.

Seconds the cpus spent in
(VMs) for each mode.

Whether an error occurred
getting statistics for the giv
device.

node_exporter: Whether a
collector succeeded.

Network device statistic
transmit_fifo.

/proc/vmstat information fie
pgfault.

device_id value of
/sys/class/net/<iface>.

protocol_type value of
/sys/class/net/<iface>.
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node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node_network_receive_drop_total

node_timex_estimated_error_seconds

node_disk_writes_merged_total

node_network_transmit_colls_total

node_timex_tick_seconds

node_textfile_scrape_error

node network iface link

node_disk_reads_merged_total

node_timex_status

node_netstat_Icmp_InErrors

node_memory_Active_anon_bytes

node_timex_pps_frequency_hertz

node_network_mtu_bytes

node_timex_tai_offset _seconds

node_timex_pps_jitter_total

node_timex_pps_jitter_seconds

©2013-2024 Tencent Cloud. All rights reserved.
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Network device statistic
receive_drop.

Estimated error in seconds

The number of writes merg

Network device statistic
transmit_colls.

Seconds between clock tic

1 if there was an error oper
reading a file

iface_link value of
/sys/class/net/<iface>.

The total number of reads
merged.

Value of the status array bi

Statistic IcmplnErrors.

Memory information field
Active_anon_bytes.

Pulse per second frequenc

mtu_bytes value of
/sys/class/net/<iface>.

International Atomic Time (
offset.

Pulse per second count of
limit exceeded events.

Pulse per second jitter.
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node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node_network _net_dev_group

node_network_dormant

node_timex_pps_calibration_total

node_timex_pps_shift_seconds

node_timex_pps_error_total

node_memory_VmallocUsed_bytes

node_timex_frequency_adjustment_ratio

node_sockstat_ FRAG_memory

node_memory HugePages_Surp

node_timex_loop_time_constant

node_timex_pps_stability _hertz
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net_dev_group value of
/sys/class/net/<iface>.

dormant value of
/sys/class/net/<iface>.

Pulse per second count of
calibration intervals.

Pulse per second interval
duration.

Pulse per second count of
calibration errors.

Memory information field
VmallocUsed_bytes.

Local clock frequency
adjustment.

Number of FRAG sockets i
memory.

Memory information field
HugePages_Surp.

Phase-locked loop time coil

Pulse per second stability
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Container Monitoring Chart Metrics

Last updated : 2024-07-30 18:14:31
Cluster Monitoring Overview

Chart Name Query Statement

CPU Requests ,
sum(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster"}) / sum(kube_

Commitment
CPU Limits . -
) sum(kube_pod_container_resource_limits_cpu_cores{cluster="$cluster"}) / sum(kube_nod
Commitment
Memory Utilisation 1 - sum(:node_memory MemAuvailable bytes:sum{cluster="$cluster"}) / sum(node_memon

Memory Requests

. sum(kube_pod_container_resource_requests _memory_bytes{cluster="$cluster" m(k
Commitment (kube_pod_ — -req | y_bytes{ $cluster"}) / sum(ku

Memory Limits . -
sum(kube_pod_container_resource_limits_memory_bytes{cluster="$cluster"}) / sum(kube_

Commitment
Node Count count(kube_node_info{cluster="$cluster"})
Pod Count count(kube_pod_info{cluster="$cluster"})
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Node Request CPU
Average Percent

Node Request
Memory Average
Percent

API| Server Success
Request Percent

Namespace
Overview

TencentCloud Managed Service for Prometheus

avg(sum(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster"})by (node

avg(sum(kube_pod_container_resource_requests_memory_bytes{cluster="$cluster"})by
(node)/sum(kube_node_status_capacity_memory_bytes{cluster="$cluster"})by(node))

sum(irate(apiserver_request_total{cluster="$cluster",code=~"20.",verb=~"GET|LIST"}[5m]

[5m]))

count(kube_pod_info{cluster="$cluster"}) by (namespace)

count(kube_service_info{cluster="$cluster"}) by(namespace)

count(kube_pod_container_info{cluster="$cluster"}) by(namespace)

count(kube_configmap_info{cluster="$cluster"}) by(namespace)

count(kube_secret_info{cluster="$cluster"}) by(namespace)

count(kube_deployment_created{cluster="$cluster"}) by (namespace)

count(kube_statefulset_created{cluster="$cluster"}) by (namespace)

count(kube_job_created{cluster="$cluster"}) by (nhamespace)

count(kube_cronjob_created{cluster="$cluster"}) by (namespace)

count(kube_pod_status_ready{cluster="$cluster",condition="false"}==1) by(namespace) - (
by(namespace) or vector(0)) or count(kube_pod_status_ready{cluster="$cluster",condition:
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CPU Usage

CPU Quota

TencentCloud Managed Service for Prometheus

count(kube_deployment_status_replicas_ready{cluster="$cluster"}<kube_deployment_spe

count(kube_statefulset_status_replicas_ready{cluster="$cluster"}<kube_statefulset_replic:

count(kube_daemonset_status_number_unavailable{cluster="$cluster"}>0)by(namespace)

count(kube_job_status_failed{cluster="$cluster"} == 1) by (namespace)

count(kube_daemonset_created{cluster="$cluster"}) by (namespace)

count(kube_persistentvolumeclaim_info{cluster="$cluster"}) by (namespace)

sum(node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{clus

sum(kube_pod_owner{cluster="$cluster"}) by (namespace)

count(avg(namespace_workload_pod:kube_pod_owner:relabel{cluster="$cluster"}) by (wo

sum(node_namespace_pod_container:container_cpu_usage _seconds_total:sum_rate{clus

sum(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster"}) by (namespe
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Memory Usage
(working_set)

Memory Requests

Node Memory
Usage (Top 10)

TencentCloud Managed Service for Prometheus

sum(node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{clus
sum(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster"}) by (namespz

sum(kube_pod_container_resource_limits_cpu_cores{cluster="$cluster"}) by (namespace)

sum(node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{clus
sum(kube_pod_container_resource_limits_cpu_cores{cluster="$cluster"}) by (namespace)

sum(container_memory_working_set_bytes{cluster="$cluster", container!="", container!="F

sum(kube_pod_owner{cluster="$cluster"}) by (namespace)

count(avg(namespace_workload_pod:kube_pod_owner:relabel{cluster="$cluster"}) by (wo

sum(container_memory_rss{cluster="$cluster", container!="", container!="POD"}) by (name

sum(kube_pod_container_resource_requests_memory_bytes{cluster="$cluster"}) by (nam

sum(container_memory_rss{cluster="$cluster", container!="", container!="POD"}) by (name
sum(kube_pod_container_resource_requests_memory_bytes{cluster="$cluster"}) by (nam

sum(kube_pod_container_resource_limits_memory_bytes{cluster="$cluster"}) by (namesp

sum(container_memory_rss{cluster="$cluster", container!="", container!="POD"}) by (name
sum(kube_pod_container_resource_limits_memory_bytes{cluster="$cluster"}) by (namesp

sum(label_replace(topk(10, 1-(node_memory_MemAuvailable bytes{cluster="$cluster"} / nc
"instance”, "(.*)"))by(node_ip)
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Node CPU Usage
(Top 10)

Node Disk Usage
(Top 10)

Node Network In
(Top 10)

Node Network Out
(Top 10)

Node Sockets
Count(Top 10)

Container Memory
Usage(Top10)

Container Memory
Usage/Limit(Top10)

Container CPU
Usage(Top10)

Container Network

Container Memory
Usage/Limit (Top
10)

Container CPU
Usage (Top 10)

Container Socket
Count(Top 10)
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topk(10, sum(label_replace(1 - sum(rate(node_cpu_seconds_total{cluster="$cluster",mode
sum(rate(node_cpu_seconds_total{cluster="$cluster"}[1m])) by (instance),"host_ip","$1","ir

topk(10, sum(label_replace(1-
node_filesystem_free_bytes{cluster="$cluster",mountpoint="/"}/node_filesystem_size_byte:
(:)"))by(host_ip))

topk(10, sum(label_replace(max(irate(node_network_receive_bytes_total{cluster="$clustel

topk(10, sum(label_replace(max(irate(node_network_transmit_bytes_total{cluster="$cluste

topk(10, sum(label_replace(max(node_sockstat TCP_alloc{cluster="$cluster"}) by (instanc

topk(10, sum (container_memory_working_set_bytes{cluster="$cluster",container !="",cont

topk(10, avg(container_memory_working_set_bytes{cluster="$cluster",container!=""}/(cont
namespace))

topk(10, sum(rate(container_cpu_usage_seconds_total{cluster="$cluster",container !="",cc

topk(10, sum(irate(container_network_receive_bytes_total{cluster="$cluster",image!="",col

-topk(10, sum(irate(container_network_transmit_bytes_total{cluster="$cluster",image!="",c

topk(10, avg(container_memory_working_set_bytes{cluster="$cluster",container!=""}/(cont
namespace))

topk(10, sum(irate(container_cpu_usage_seconds_total{cluster="$cluster",container!="",cc

topk(10, sum(container_sockets{cluster="$cluster",container!=""}) by (container,pod,names
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Cluster Namespace Dashboard

Chart Name

CPU Usage

CPU
Usage/Request(%)

CPU Usage/Limit(%)

CPU Request

CPU Limit

Cluster Available

StatefulSet Created

Pod Created

Containers

DaemonSet Created

Job Created

Job Active
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Query Statement

sum(rate(container_cpu_usage_seconds_total{cluster="$cluster",namespace=~"$name

sum(rate(container_cpu_usage_seconds_total{cluster="$cluster",namespace=~"$name
[2m]))/sum(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster",nam

sum(rate(container_cpu_usage_seconds_total{cluster="$cluster",namespace=~"$name
[2m]))/sum(kube_pod_container_resource_limits_cpu_cores{cluster="$cluster",namesp

sum(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster",namespac

sum(kube_pod_container_resource_limits_cpu_cores{cluster="$cluster",namespace=~

sum(sum(kube_node_status_capacity{resource="cpu",cluster="$cluster",namespace=~

count(kube_statefulset_created{cluster="$cluster",namespace="$namespace"}) or on()

count(kube_pod_info{cluster="$cluster",namespace="$namespace"}) or on() vector(0)

count(kube_pod_container_info{cluster="$cluster",namespace="$namespace"}) or on()

count(kube_daemonset_created{cluster="$cluster",namespace="$namespace"}) or on()

count(kube_job_info{cluster="$cluster",namespace="$namespace"})or on() vector(0)

count(kube_job_status_active{cluster="$cluster",namespace="$namespace"}==1)or on
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Cron Job Created

Cron Job Active

Unbound PVC

PersistentVolumeClaim
Created

Service Created
LoadBalancer Created
Ingress Created
ConfigMap Created

Secret Created

PVC Storage Requests
Total

Pod NotReady

Pod UnSchedulable

Deployment NotReady

©2013-2024 Tencent Cloud. All rights reserved.
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count(kube_cronjob_created{cluster="$cluster",namespace="$namespace"}) or on() ve«

count(kube_cronjob_status_active{cluster="$cluster",namespace="$namespace"}==1)

count(kube_persistentvolumeclaim_status_phase{phase!="Bound", cluster="$cluster",n

count(kube_persistentvolumeclaim_info{cluster="$cluster",namespace="$namespace"}

count(kube_service_info{cluster="$cluster",namespace="$namespace"}) or on() vector(

count(kube_service_spec_type{type="LoadBalancer", cluster="$cluster",namespace="¢

count(kube_ingress_info{cluster="$cluster",namespace="$namespace"})or on() vector((

count(kube_configmap_info{cluster="$cluster",namespace="$namespace"})

count(kube_secret_info{cluster="$cluster",namespace="$namespace"}) or on() vector(0

sum(kube_persistentvolumeclaim_resource_requests_storage_bytes{cluster="$cluster"

count(kube_pod_status_ready{condition="false", cluster="$cluster",namespace="$name
by(namespace) or vector(0)) or count(kube_pod_status_ready{condition="false", clustet

count(kube_pod_status_unschedulable{cluster="$cluster",namespace="$namespace"})

count(sum(kube_deployment_status_replicas_ready{cluster="$cluster",namespace="$r
vector(0)
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Daemonset NotReady

Job Failed

CPU Usage

CPU Quota

Memory Usage

Memory
Usage/Request(%)

Memory
Usage/Limit(%)

Memory Request

Memory Limit

TencentCloud Managed Service for Prometheus

count(kube_daemonset_status_number_unavailable{cluster="$cluster",namespace="%r

count(kube_job_status_failed{cluster="$cluster",namespace="$namespace"} == 1)

sum(rate(container_cpu_usage_seconds_total{cluster="$cluster",namespace=~"$name

sum(node_namespace_pod_container:container_cpu_usage seconds_total:sum_rate{«

sum(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster", namespac

sum(node_namespace_pod_container:container_cpu_usage seconds_total:sum_rate{«
sum(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster", namespac

sum(kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", namespace="

sum(node_namespace_pod_container:container_cpu_usage seconds_total:sum_rate{«
sum(kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", namespace="

sum(container_memory_working_set_bytes{cluster="$cluster",namespace=~"$namesp:

sum(container_memory_working_set bytes{cluster="$cluster",namespace=~"$namesp:
unit="byte", resource="memory"}) or on() vector(0)

sum(container_memory_working_set_bytes{cluster="$cluster",namespace=~"$namesp:
unit="byte", resource="memory"}) or on() vector(0)

sum(kube_pod_container_resource_requests_memory_bytes{cluster="$cluster",names

sum(kube_pod_container_resource_limits_memory_bytes{cluster="$cluster",namespac
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Cluster Available

Memory Usage (w/o
cache)

Memory Quota

Containers

TencentCloud Managed Service for Prometheus

sum(sum(kube_node_status_capacity{resource="memory"}) by (node) + sum(kube_noc

sum(container_memory_working_set_bytes{cluster="$cluster", namespace="$namespz

scalar(kube_resourcequota{cluster="$cluster", namespace="$namespace", type="hard"

scalar(kube_resourcequotaf{cluster="$cluster", namespace="$namespace", type="hard"

sum(container_memory_working_set_bytes{cluster="$cluster", namespace="$namespz

sum(kube_pod_container_resource_requests_memory_bytes{cluster="$cluster", names

sum(container_memory_working_set bytes{cluster="$cluster", namespace="$namespz
sum(kube_pod_container_resource_requests_memory_bytes{cluster="$cluster",names

sum(kube_pod_container_resource_limits_memaory_bytes{cluster="$cluster", namespa

sum(container_memory_working_set bytes{cluster="$cluster", namespace="$namespz

sum(container_memory_rss{cluster="$cluster", namespace="$namespace",container!=
sum(container_memory_cache{cluster="$cluster", namespace="$namespace",containe

sum(container_memory_swap{cluster="$cluster", namespace="$namespace",container

group by (image, container, container_id, pod) (kube_pod_container_info{cluster="$clus

group by (container, container_id, pod) (kube_pod_container_info{cluster="$cluster",nai
(kube_pod_container_status_running{cluster="$cluster",namespace="$namespace"})
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group by (container, container_id, pod) (kube_pod_container_info{cluster="$cluster",nai
(kube_pod_container_status_restarts_total{cluster="$cluster",namespace="$namespac

group by (container, container_id, pod) (kube_pod_container_info{cluster="$cluster",nai
max(irate(container_cpu_usage_seconds_total{cluster="$cluster",namespace="$names

group by (container, container_id, pod) (kube_pod_container_info{cluster="$cluster",na
(max(irate(container_cpu_usage_seconds_total{container!="",container!="POD",cluster
(max(container_spec_cpu_quota{container!="",container!="POD",cluster="$cluster",nar

group by (container, container_id, pod) (kube_pod_container_info{cluster="$cluster",nai
(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster",namespace="$

group by (container, container_id, pod) (kube_pod_container_info{cluster="$cluster",nai
(max(irate(container_cpu_usage_seconds_total{container!="",container!="POD",cluster
(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster",namespace="$

group by (container, container_id, pod) (kube_pod_container_info{cluster="$cluster",na
(kube_pod_container_resource_limits{resource="cpu",cluster="$cluster",namespace="§

group by (container, container_id, pod) (kube_pod_container_info{cluster="$cluster",nai
I="".container!="POD",cluster="$cluster",namespace=~"$namespace"}) by (pod,contain

group by (container, container_id, pod) (kube_pod_container_info{cluster="$cluster",nai
(max(container_memory_working_set_bytes{container!="",container!="POD"cluster="$
I="" container!="POD",cluster="$cluster",namespace=~"$namespace"}) by (pod, contair
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group by (container, container_id, pod) (kube_pod_container_info{cluster="$cluster",nai
(kube_pod_container_resource_requests_memory_bytes{cluster="$cluster",namespace

group by (container, container_id, pod) (kube_pod_container_info{cluster="$cluster",na
I="",container!="POD",cluster="$cluster",namespace=~"$namespace"}) by (pod,contain

API Server (Independent Cluster)

Chart Name

Availability
> 99.000%

ErrorBudget
> 99.000%

Query Statement

1-(
(
sum by (cluster,cluster_type)
(increase(apiserver_request_duration_seconds_count{cluster="$cluster"}[5m]))
sum by (cluster,cluster_type) (increase(apiserver_request_duration_seconds_bucket{le="1",
cluster="$cluster"}[5m]))
)
+
sum by (cluster,cluster_type) (increase(apiserver_request_total{job="kube-apiserver",code=~"5..
cluster="$cluster"}[5m]) or vector(0))
)
/
sum by (cluster,cluster_type) (increase(apiserver_request_total{job="kube-
apiserver" cluster="$cluster"}[5m]))

100 *
(1-(
(
sum by (cluster,cluster_type)
(increase(apiserver_request_duration_seconds_count{cluster="$cluster"}[5m]))
sum by (cluster,cluster_type) (increase(apiserver_request_duration_seconds_bucket{le="1",
cluster="$cluster"}[5m]))

)
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Read
Availability

Read SLI -
Requests

Read SLI -
Errors

Read SLI -
Duration

Write
Availability

+
sum by (cluster,cluster_type) (increase(apiserver_request_total{job="kube-apiserver",code=~"5..

cluster="$cluster"}[5m]) or vector(0))

)

/

sum by (cluster,cluster_type) (increase(apiserver_request_total{job="kube-
apiserver" cluster="$cluster"}[5m]))

-0.990000)

1-(
(
sum by (cluster,cluster_type)
(increase(apiserver_request_duration_seconds_count{verb=~"LIST|GET", cluster="$cluster"}[5m])
sum by (cluster,cluster_type)
(increase(apiserver_request_duration_seconds_bucket{verb=~"LIST|GET",le="1", cluster="$cluste
[5m]))
)

+
sum by (cluster,cluster_type) (increase(apiserver_request_total{job="kube-
apiserver",verb=~"LIST|GET",code=~"5..", cluster="$cluster"}[5m]) or vector(0))

)

/

sum by (cluster,cluster_type) (increase(apiserver_request_total{job="kube-
apiserver",verb=~"LIST|GET", cluster="$cluster"}[5m]))

sum by (code) (rate(apiserver_request_total{job="kube-
apiserver",verb=~"LIST|GET",cluster="$cluster"}[5m]))

sum by (resource) (rate(apiserver_request_total{job="kube-
apiserver",verb=~"LIST|GET",code=~"5..",cluster="$cluster"}[5m]))/

sum by (resource) (rate(apiserver_request_total{job="kube-
apiserver",verb=~"LIST|GET",cluster="$cluster"}[5m]))

histogram_quantile(0.99, sum by (le, resource,cluster,cluster_type)
(rate(apiserver_request_duration_seconds_bucket{job="kube-
apiserver",verb=~"LIST|GET",cluster="$cluster"}[5m]))) > 0

1-(
(
sum by (cluster,cluster_type)
(increase(apiserver_request_duration_seconds_count{verb=~"POST|PUT|PATCH|DELETE",
cluster="$cluster"}[5m]))
sum by (cluster,cluster_type)
(increase(apiserver_request_duration_seconds_bucket{verb=~"POST|PUT|PATCH|DELETE",le="
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Write SLI -
Requests

Write SLI -
Errors

Write SLI -
Duration

Work
Queue Add
Rate

Work
Queue
Depth

Work
Queue
Latency

Memory

CPU usage

TencentCloud Managed Service for Prometheus

cluster="$cluster"}[5m]))
)
+
sum by (cluster,cluster_type) (increase(apiserver_request_total{job="kube-
apiserver",verb=~"POST|PUT|PATCH|DELETE",code=~"5..", cluster="$cluster"}[5m]) or vector(0))
)
/
sum by (cluster,cluster_type) (increase(apiserver_request_total{job="kube-
apiserver",verb=~"POST|PUT|PATCH|DELETE", cluster="$cluster"}[5m]))

sum by (code) (rate(apiserver_request_total{job="kube-
apiserver",verb=~"POST|PUT|PATCH|DELETE",cluster="$cluster"}[5m]))

sum by (resource) (rate(apiserver_request_total{job="kube-
apiserver",verb=~"POST|PUT|PATCH|DELETE",code=~"5..",cluster="$cluster"}[5m]))/

sum by (resource) (rate(apiserver_request_total{job="kube-
apiserver",verb=~"POST|PUT|PATCH|DELETE",cluster="$cluster"}[5m]))

histogram_quantile(0.99, sum by (le, resource,cluster,cluster_type)
(rate(apiserver_request_duration_seconds_bucket{job="kube-
apiserver",verb=~"POST|PUT|PATCH|DELETE",cluster="$cluster"}[5m]))) > 0

sum(rate(workqueue_adds_total{job="kube-apiserver", instance=~"$instance", cluster=~"$cluster"}
[5m])) by (instance, name)

sum(rate(workqueue_depth{job="kube-apiserver", instance=~"$instance", cluster=~"$cluster"}[5m]’
by (instance, name)

histogram_quantile(0.99, sum(rate(workqueue_queue_duration_seconds_bucket{job="kube-
apiserver", instance=~"$instance", cluster=~"$cluster"}[5m])) by (instance, name, le))

process_resident_memory_bytes{job="kube-apiserver",instance=~"$instance", cluster=~"$cluster"}

rate(process_cpu_seconds_total{job="kube-apiserver",instance=~"$instance", cluster=~"$cluster"}
[5m])

Controller Manager (Independent Cluster)

Chart Query Statement Metrics Us

Name
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Up sum(up{cluster=~"$cluster",job="kube-controller-manager"}) up

Work

Queue sum(rate(workgqueue_adds_total{cluster=~"$cluster",job="kube-controller-manager", workgueue

Add instance=~"$instance"}[5m])) by (instance, name)

Rate

Work ALl " " "
sum(rate(workqueue_depth{cluster=~"$cluster",job="kube-controller-manager",

Queue . . . . workqueue
instance=~"$instance"}[5m])) by (instance, name)

Depth

Work histogram_quantile(0.99,

Queue sum(rate(workqueue_queue_duration_seconds_bucket{cluster=~"$cluster",job="kube- workqueue

Latency controller-manager”, instance=~"$instance"}[5m])) by (instance, name, le))
sum(rate(rest_client_requests_total{cluster=~"$cluster",job="kube-controller-manager", rest client
instance=~"$instance",code=~"2.."}[5m])) - i

Kube sum(rate(rest_client_requests_ total{cluster=~"$cluster",job="kube-controller-manager", rest client

AP instance=~"$instance",code=~"3.."}[5m])) - )

Request sum(rate(rest_client_requests_total{cluster=~"$cluster",job="kube-controller-manager", .

Rate . . rest_client
instance=~"$instance",code=~"4.."}[5m]))
sum(rate(rest_client_requests_total{cluster=~"$cluster",job="kube-controller-manager", rest client
instance=~"$instance",code=~"5.."}[5m])) - )

Post

Request histogram_quantile(0.99,

Latency sum(rate(rest_client_request_duration_seconds_bucket{cluster=~"$cluster",job="kube- rest_client

99th controller-manager", instance=~"$instance", verb="POST"}[5m])) by (verb, url, le))

Quantile

Get

Request histogram_quantile(0.99,

Latency sum(rate(rest_client_request_duration_seconds_bucket{cluster=~"$cluster",job="kube- rest_client

99th controller-manager”, instance=~"$instance", verb="GET"}[5m])) by (verb, url, le))

Quantile
process_resident_memory_bytes{cluster=~"$cluster",job="kube-controller-

Memory ) ) process_re
manager",instance=~"$instance"}

CPU rate(process_cpu_seconds_total{cluster=~"$cluster",job="kube-controller- focess G

usage manager",instance=~"$instance"}[5m]) P -
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Kubelet

Chart
Name

Up

Running
Pods

Running
Container

Actual
Volume
Count

Desired
Volume
Count

Config
Error
Count

Operation
Rate

Operation
Error Rate

Operation
duration
99th
quantile

Pod Start
Rate

Pod Start
Duration

Query Statement

sum(up{cluster="$cluster", job="kubelet"})

sum(kubelet_running_pods{cluster="$cluster", job="kubelet", instance=~"$instance"})

sum(kubelet_running_containers{cluster="$cluster", job="kubelet", instance=~"$instance"})

sum(volume_manager_total volumes{cluster="$cluster", job="kubelet", instance=~"$instance",
state="actual_state_of world"})

sum(volume_manager_total volumes{cluster="$cluster", job="kubelet",
instance=~"$instance",state="desired_state_of world"})

sum(rate(kubelet_node_config_error{cluster="$cluster", job="kubelet", instance=~"$instance"}[5m]))

sum(rate(kubelet_runtime_operations_total{cluster="$cluster",job="kubelet",instance=~"$instance"}|
(operation_type, instance)

sum(rate(kubelet_runtime_operations_errors_total{cluster="$cluster",job="kubelet" instance=~"$inst
(instance, operation_type)

histogram_quantile(0.99,
sum(rate(kubelet_runtime_operations_duration_seconds_bucket{cluster="$cluster",job="kubelet",in:
[5m])) by (instance, operation_type, le))

sum(rate(kubelet_pod_start duration_seconds_count{cluster="$cluster",job="kubelet" instance=~"$
(instance)

sum(rate(kubelet_pod_worker_duration_seconds_count{cluster="$cluster",job="kubelet",instance=~
by (instance)

histogram_quantile(0.99,
sum(rate(kubelet_pod_start_duration_seconds_count{cluster="$cluster",job="kubelet" instance=~"$
(instance, le))

histogram_quantile(0.99,
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Storage
Operation
Rate

Storage
Operation
Error Rate

Storage
Operation
Duration
99th
quantile

Cgroup
manager
operation
rate

Cgroup
manager
99th
quantile

PLEG
relist rate

PLEG
relist
interval

PLEG
relist
duration

RPC Rate

Request
duration
99th

quantile

Memory

sum(rate(kubelet_pod_worker_duration_seconds_bucket{cluster="$cluster",job="kubelet" instance=
by (instance, le))

sum(rate(storage_operation_duration_seconds_count{cluster="$cluster" ,job="kubelet" instance=~"$
(instance, operation_name, volume_plugin)

sum(rate(storage_operation_errors_total{cluster="$cluster",job="kubelet" instance=~"$instance"}[5n
operation_name, volume_plugin)

histogram_quantile(0.99, sum(rate(storage_operation_duration_seconds_bucket{cluster="$cluster",
instance=~"$instance"}[5m])) by (instance, operation_name, volume_plugin, le))

sum(rate(kubelet_cgroup_manager_duration_seconds_count{cluster="$cluster", job="kubelet", instz
[5m])) by (instance, operation_type)

histogram_quantile(0.99, sum(rate(kubelet_cgroup_manager_duration_seconds_bucket{cluster="$c
job="kubelet", instance=~"$instance"}[5m])) by (instance, operation_type, le))

sum(rate(kubelet_pleg_relist_duration_seconds_count{cluster="$cluster", job="kubelet", instance=~
(instance)

histogram_quantile(0.99,
sum(rate(kubelet_pleg_relist_interval_seconds_bucket{cluster="$cluster",job="kubelet" instance=~"
(instance, le))

histogram_quantile(0.99,
sum(rate(kubelet_pleg_relist_duration_seconds_bucket{cluster="$cluster",job="kubelet" instance=~
(instance, le))

sum(rate(rest_client_requests_total{cluster="$cluster",job="kubelet", instance=~"$instance",code=~"

sum(rate(rest_client_requests_total{cluster="$cluster",job="kubelet", instance=~"$instance",code=~"

histogram_quantile(0.99, sum(rate(rest_client_request_duration_seconds_bucket{cluster="$cluster
instance=~"$instance"}[5m])) by (instance, verb, url, le))

process_resident_memory_bytes{cluster="$cluster",job="kubelet" instance=~"$instance"}
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CPU

rate(process_cpu_seconds_total{cluster="$cluster",job="kubelet",instance=~"$instance"}[5m])
usage

Goroutines go_goroutines{cluster="$cluster",job="kubelet",instance=~"$instance"}

Proxy(Non-default Installation Component)

Chart Name Query Statement
Up sum(up{job="kube-proxy"})
Rules Sync sum(rate(kubeproxy_sync_proxy_rules_duration_seconds_count{job="kube-proxy",
Rate instance=~"$instance"}[5m]))
Rule Sync , . . e
Latency 99th histogram_quantile(0.99,rate(kubeproxy_sync_proxy_rules_duration_seconds_bucket{job="kube
.y proxy", instance=~"$instance"}[5m]))
Quantile
Network . . C "
, sum(rate(kubeproxy_network_programming_duration_seconds_count{job="kube-proxy",

Programming , s .,

instance=~"$instance"}[5m]))
Rate
Network

etwor , histogram_quantile(0.99,
Programming : . C "
Latency 99th sum(rate(kubeproxy_network_programming_duration_seconds_bucket{job="kube-proxy",
.y instance=~"$instance"}[5m])) by (instance, le))

Quantile

sum(rate(rest_client_requests_total{job="kube-proxy", instance=~"$instance",code=~"2.."}[5m]))
Kube API sum(rate(rest_client_requests_total{job="kube-proxy", instance=~"$instance",code=~"3.."}[5m]))
Request
Rate sum(rate(rest_client_requests_total{job="kube-proxy", instance=~"$instance",code=~"4.."}[5m]))

sum(rate(rest_client_requests_total{job="kube-proxy", instance=~"$instance",code=~"5.."}[5m]))

Post Request

Latency 99th histogram_quantile(0.99, sum(rate(rest_client_request_duration_seconds_bucket{job="kube-
Quantile proxy",instance=~"$instance",verb="POST"}[5m])) by (verb, url, le))
Kube API sum(rate(rest_client_requests_total{job="kube-proxy", instance=~"$instance",code=~"2.."}[5m]))
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Request
Rate

Post Request

Latency 99th
Quantile

Get Request
Latency 99th
Quantile

Memory

CPU usage

sum(rate(rest_client_requests_total{job="kube-proxy", instance=~"$instance",code=~"3.."}[5m]))
sum(rate(rest_client_requests_total{job="kube-proxy", instance=~"$instance",code=~"4.."}[5m]))

sum(rate(rest_client_requests_total{job="kube-proxy", instance=~"$instance",code=~"5.."}[5m]))

histogram_quantile(0.99, sum(rate(rest_client_request_duration_seconds_bucket{job="kube-
proxy",instance=~"$instance",verb="POST"}[5m])) by (verb, url, le))

histogram_quantile(0.99, sum(rate(rest_client_request_duration_seconds_bucket{job="kube-
proxy", instance=~"$instance", verb="GET"}[5m])) by (verb, url, le))

process_resident_memory_bytes{job="kube-proxy",instance=~"$instance"}

rate(process_cpu_seconds_total{job="kube-proxy",instance=~"$instance"}[5m])

Scheduler(Independent Cluster)

Chart
Name

Up

Kube
API
Request
Rate

Post
Request
Latency
99th
Quantile

Query Statement Metrics Us

sum(up{cluster=~"$cluster", job="kube-scheduler"}) up

sum(rate(rest_client_requests_total{cluster=~"$cluster",job="kube-scheduler",

. . rest_client
instance=~"$instance",code=~"2.."}[5m]))
sum(rate(rest_client_requests_total{cluster=~"$cluster",job="kube-scheduler", rest client
instance=~"$instance",code=~"3.."}[5m])) - )
sum(rate(rest_client_requests_total{cluster=~"$cluster",job="kube-scheduler", rest client
instance=~"$instance",code=~"4.."}[5m])) - )
sum(rate(rest_client_requests_total{cluster=~"$cluster",job="kube-scheduler", )
rest_client

instance=~"$instance",code=~"5.."}[5m]))

histogram_quantile(0.99,
sum(rate(rest_client_request_duration_seconds_bucket{cluster=~"$cluster",job="kube- rest_client
scheduler", instance=~"$instance", verb="POST"}[5m])) by (verb, url, le))
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Get
Request
Latency
99th
Quantile

Memory

CPU
usage

histogram_quantile(0.99, rest_client,
sum(rate(rest_client_request_duration_seconds_bucket{cluster=~"$cluster",job="kube-
scheduler", instance=~"$instance", verb="GET"}[5m])) by (verb, url, le))

process_resident_memory_bytes{cluster=~"$cluster",job="kube-scheduler",

. o . process_re
instance=~"$instance"}

rate(process_cpu_seconds_total{cluster=~"$cluster",job="kube-scheduler",

. . process_c
instance=~"$instance"}[5m])

Cluster Node Monitoring Details

Chart Name

Server
resource
overview
table

Query Statement

node_uname_info{job=~"$job", cluster=~"$cluster"} - 0

node_memory_MemTotal_bytes{job=~"$job" cluster=~"$cluster"} - 0

count(node_cpu_seconds_total{job=~"$job",mode="system’,cluster=~"$cluster"}) by (instance)

sum(time() - node_boot_time_seconds{job=~"$job",cluster=~"$cluster"})by(instance)

max((node_filesystem_size bytes{job=~"$job",cluster=~"$cluster",fstype=~"ext.?|xfs"}-
node_filesystem_free bytes{job=~"$job",cluster=~"$cluster",fstype=~"ext.?|xfs"}) *100/(node_filesy
{job=~"$job",cluster=~"$cluster",fstype=~"ext.?|xfs"}+
(node_filesystem_size_bytes{job=~"$job",cluster=~"$cluster",fstype=~"ext.?|xfs"}-
node_filesystem_free_bytes{job=~"$job",cluster=~"$cluster",fstype=~"ext.?|xfs"})))by(instance)

(1 - avg(irate(node_cpu_seconds_ total{job=~"$job",mode="idle",cluster=~"$cluster"}[5m])) by (inste

(1 - (node_memory_MemAvailable_ bytes{job=~"$job",cluster=~"$cluster"} /
(node_memory_MemTotal_bytes{job=~"$job",cluster=~"$cluster"})))* 100
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node_load5{job=~"$job",cluster=~"$cluster"}
max(irate(node_disk_written_bytes_total{job=~"$job",cluster=~"$cluster"}[5m])) by (instance)
max(irate(node_network_receive_bytes_total{job=~"$job",cluster=~"$cluster"}[5m])*8) by (instance
max(irate(node_network_transmit_bytes_total{job=~"$job",cluster=~"$cluster"}[5m])*8) by (instanc:
node_load5{job=~"$job" cluster=~"$cluster"}

count(node_cpu_seconds_total{job=~"$job",cluster=~"$cluster", mode="'system'})

Overall total

load and

average sum(node_load5{job=~"$job",cluster=~"$cluster"})

CPU

utilization
avg(1 - avg(irate(node_cpu_seconds_total{job=~"$job",mode="idle",cluster=~"$cluster"}[5m])) by (i
sum(node_memory_MemTotal_bytes{job=~"$job",cluster=~"$cluster"})

Overall total sum(node_memory MemTotal_bytes{job=~"$job",cluster=~"$cluster"} -

memory and node_memory_MemAvailable_bytes{job=~"$job",cluster=~"$cluster"})
average

memory
utilization
(sum(node_memory_MemTotal_bytes{job=~"$job",cluster=~"$cluster"} -
node_memory MemAvailable bytes{job=~"$job",cluster=~"$cluster"}) /
sum(node_memory_MemTotal_bytes{job=~"$job",cluster=~"$cluster"}))*100
Overall total . : . .
disk and sum(avg(node_filesystem_size_ bytes{job=~"$job" cluster=~"$cluster",fstype=~"xfs|ext.*"})by(devic
average
disk sum(avg(node_filesystem_size_ bytes{job=~"$job" cluster=~"$cluster",fstype=~"xfs|ext.*"})by(devic
utilization sum(avg(node_filesystem_free_bytes{job=~"$job",cluster=~"$cluster",fstype=~"xfs|ext.*"})by(device
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Running
time

CPU cores

Total
memory

Total CPU
utilization

Memory
utilization

Maximum
partition
utilization

CPU iowait

Available
space for
each
partition
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(sum(avg(node_filesystem_size bytes{job=~"$job" cluster=~"$cluster",fstype=~"xfs|ext.*"})by(devic
sum(avg(node_filesystem_free_bytes{job=~"$job",cluster=~"$cluster",fstype=~"xfs|ext.*"})by(device
*100/(sum(avg(node_filesystem_avail_bytes{job=~"$job",cluster=~"$cluster",fstype=~"xfs|ext.*"})by
(sum(avg(node_filesystem_size bytes{job=~"$job" fstype=~"xfs|ext.*"})by(device,instance)) -

sum(avg(node_filesystem_free_bytes{job=~"$job",cluster=~"$cluster",fstype=~"xfs|ext.*"})by(device

avg(time() - node_boot_time_seconds{instance=~"$node",cluster=~"$cluster"})
75

count(node_cpu_seconds_total{cluster=~"$cluster" instance=~"$node", mode="'system'})

sum(node_memory_MemTotal_bytes{cluster=~"$cluster",instance=~"$node"})

100 - (avg(irate(node_cpu_seconds_total{instance=~"$node",mode="idle",cluster=~"$cluster"}[5m]

(1 - (node_memory_MemAvailable_bytes{instance=~"$node",cluster=~"$cluster"} /
(node_memory_MemTotal_bytes{instance=~"$node",cluster=~"$cluster"})))* 100

(node_filesystem_size_bytes{cluster=~"$cluster",instance=~'$node’,fstype=~"ext.*|xfs",mountpoint=
node_filesystem_free bytes{cluster=~"$cluster",instance=~'$node’,fstype=~"ext.*|xfs",mountpoint='
/(node_filesystem_avail_bytes {cluster=~"$cluster",instance=~'$node’",fstype=~"ext.*|xfs",mountpoir
(node_filesystem_size_bytes{cluster=~"$cluster",instance=~'$node’,fstype=~"ext.*|xfs",mountpoint=
node_filesystem_free_bytes{cluster=~"$cluster" instance=~'$node’,fstype=~"ext.*|xfs",mountpoint='

avg(irate(node_cpu_seconds_total{cluster=~"$cluster",instance=~"$node",mode="iowait"}[5m])) * 1

node_filesystem_size_bytes{cluster=~"$cluster",instance=~'$node’,fstype=~"ext.*|xfs",mountpoint !

node_filesystem_avail_bytes {cluster=~"$cluster" instance=~'$node’,fstype=~"ext.*|xfs",mountpoint

(node_filesystem_size_bytes{cluster=~"$cluster",instance=~'$node’,fstype=~"ext.*|xfs",mountpoint
node_filesystem_free bytes{cluster=~"$cluster",instance=~"$node’,fstype=~"ext.*|xfs",mountpoint !
*100/(node_filesystem_avail_bytes {cluster=~"$cluster"instance=~'$node',fstype=~"ext.*|xfs",mour
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CPU
utilization

Memory
information

Network
bandwidth
usage per
second

System
average
load

(node_filesystem_size_bytes{cluster=~"$cluster",instance=~'$node’,fstype=~"ext.*|xfs",mountpoint
node_filesystem_free bytes{cluster=~"$cluster",instance=~'$node’,fstype=~"ext.*|xfs",mountpoint !

avg(irate(node_cpu_seconds_total{cluster=~"$cluster",instance=~"$node",mode="system"}[5m])) k

avg(irate(node_cpu_seconds_ total{cluster=~"$cluster",instance=~"$node",mode="user"}[5m])) by (

avg(irate(node_cpu_seconds_ total{cluster=~"$cluster" instance=~"$node",mode="iowait"}[5m])) by

(1 - avg(irate(node_cpu_seconds_total{cluster=~"$cluster",instance=~"$node",mode="idle"}[5m])) t

node_memory_MemTotal_bytes{cluster=~"$cluster",instance=~"$node"}

node_memory_MemTotal_bytes{cluster=~"$cluster",instance=~"$node"} -
node_memory MemAvailable bytes{cluster=~"$cluster",instance=~"$node"}

node_memory MemAvailable bytes{cluster=~"$cluster",instance=~"$node"}

(1 - (node_memory_MemAuvailable_bytes{cluster=~"$cluster",instance=~"$node"} /
(node_memory_MemTotal_bytes{cluster=~"$cluster",instance=~"$node"})))* 100

irate(node_network_receive_bytes_total{cluster=~"$cluster",instance=~'$node’,device=~"$device"}
irate(node_network_transmit_bytes_total{cluster=~"$cluster",instance=~'$node’,device=~"$device"

node_load1{cluster=~"$cluster",instance=~"$node"}

node_load5{cluster=~"$cluster"instance=~"$node"}

node_load15{cluster=~"$cluster",instance=~"$node"}
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sum(count(node_cpu_seconds_total{cluster=~"$cluster",instance=~"$node", mode="system'}) by (i
by(instance)

irate(node_disk_read_bytes_total{cluster=~"$cluster" instance=~"$node"}[5m])

irate(node_disk_written_bytes_total{cluster=~"$cluster",instance=~"$node"}[5m])

(node_filesystem_size bytes{cluster=~"$cluster",instance=~'$node',fstype=~"ext.*|xfs",mountpoint
node_filesystem_free_bytes{cluster=~"$cluster" instance=~'$node’,fstype=~"ext.*|xfs",mountpoint !
*100/(node_filesystem_avail_bytes {cluster=~"$cluster",instance=~'$node’,fstype=~"ext.*|xfs",mour
(node_filesystem_size_bytes{cluster=~"$cluster",instance=~'$node’,fstype=~"ext.*|xfs",mountpoint
node_filesystem_free_bytes{cluster=~"$cluster",instance=~'$node’,fstype=~"ext.*|xfs",mountpoint !

node_filesystem_files_free{cluster=~"$cluster",instance=~'$node’,fstype=~"ext.?|xfs"} /
node_filesystem_files{cluster=~"$cluster" instance=~'$node’,fstype=~"ext.?|xfs"}

irate(node_disk_reads_completed_total{cluster=~"$cluster",instance=~"$node"}[5m])

irate(node_disk _writes_completed_total{cluster=~"$cluster",instance=~"$node"}[5m])

node_disk io_now{cluster=~"$cluster",instance=~"$node"}

irate(node_disk_io_time_seconds_ total{cluster=~"$cluster",instance=~"$node"}[5m])

irate(node_disk_read_time_seconds_total{cluster=~"$cluster",instance=~"$node"}[5m]) /
irate(node_disk_reads_completed_total{instance=~"$node"}[5m])

irate(node_disk_write_time_seconds_ total{cluster=~"$cluster",instance=~"$node"}[5m]) /
irate(node_disk_writes_completed_total{cluster=~"$cluster" ,instance=~"$node"}[5m])
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Network
socket
connection
information

Open file
descriptors
(left)/context
switches
per second

(right)

irate(node_disk _io_time_seconds_total{cluster=~"$cluster",instance=~"$node"}[5m])

irate(node_disk_io_time_weighted_seconds_total{cluster=~"$cluster",instance=~"$node"}[5m])

node_netstat_Tcp_CurrEstab{cluster=~"$cluster",instance=~'$node"}

node_sockstat TCP_tw{cluster=~"$cluster" instance=~'$node'}

node_sockstat_sockets_used{cluster=~"$cluster",instance=~'$node'}

node_sockstat UDP_inuse{cluster=~"$cluster",instance=~'$node'}

node_sockstat TCP_alloc{cluster=~"$cluster",instance=~'$node'}

irate(node_netstat_Tcp_PassiveOpens{cluster=~"$cluster",instance=~'$node'}[5m])

irate(node_netstat_Tcp_ActiveOpens{cluster=~"$cluster",instance=~'$node'}[5m])

irate(node_netstat_Tcp_InSegs{cluster=~"$cluster",instance=~'$node'}[5m])

irate(node_netstat_Tcp_OutSegs{cluster=~"$cluster" instance=~'$node'}[5m])

irate(node_netstat_Tcp_RetransSegs{cluster=~"$cluster",instance=~'$node'}[5m])

node_filefd_allocated{cluster=~"$cluster",instance=~"$node"}

irate(node_context_switches_ total{cluster=~"$cluster",instance=~"$node"}[5m])

(node_filefd_allocated{cluster=~"$cluster",instance=~"$node"}/node_filefd_maximum{cluster=~"$cli
*100
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Node Pod Monitoring

Chart
Name

Pods

Pod
Request
Memory

Pod
Request
CPU
Cores

CPU
Usage

CPU
Quota

Query Statement

count(kube_pod_info{node=~"$node"})

sum(kube_pod_container_resource_requests_memory_bytes{node=~"$node"})by(node)

sum(kube_pod_container_resource_requests_cpu_cores{node=~"$node"})by(node)

sum(node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster="$clustt
node=~"$node", container!="POD", container!=""}) by (pod)

sum(node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster="$cluste
node=~"$node", container!="POD", container!=""}) by (pod)

sum(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster", node=~"$node"}) by (pod

sum(node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster="$cluste
node=~"$node", container!="POD", container!=""}) by (pod) /
sum(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster", node=~"$node"}) by (pod

sum(kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", node=~"$node"}) by (pod)

sum(node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster="$cluste
node=~"$node", container!="POD", container!=""}) by (pod) /
sum(kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", node=~"$node"}) by (pod)
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Memory
Usage

Memory
Quota

Pod List

sum(node_namespace_pod_container:container_memory_working_set_bytes{cluster="$cluster",
node=~"$node", container!="", container!="POD"}) by (pod)

sum(node_namespace_pod_container:container_memory_working_set_bytes{cluster="$cluster",
node=~"$node",container!="", container!="POD"}) by (pod)

sum(kube_pod_container_resource_requests_memory_bytes{cluster="$cluster", node=~"$node"}) by
(pod)

sum(node_namespace_pod_container:container_memory_working_set_bytes{cluster="$cluster",
node=~"$node",container!="", container!="POD"}) by (pod) /
sum(kube_pod_container_resource_requests_memory_bytes{node=~"$node"}) by (pod)

sum(kube_pod_container_resource_limits_memory_bytes{cluster="$cluster", node=~"$node"}) by (poc

sum(node_namespace_pod_container:container_memory_working_set_bytes{cluster="$cluster",
node=~"$node",container!="", container!="POD"}) by (pod) /
sum(kube_pod_container_resource_limits_memory_bytes{node=~"$node"}) by (pod)

group (kube_pod_info{host_ip="$node"})by(created_by kind,
created_by name,host_network,pod_ip,pod,priority _class,namespace)

min(kube_pod_info{host_ip="$node"})by(pod) * on(pod) group_right()
max(kube_pod_status_phase{}==1) by (pod, phase)

min(kube_pod_info{host_ip="$node"})by(pod) * on(pod) group_right()

sum(container_memory_working_set_bytes) by (pod)

min(kube_pod_info{host_ip="$node"})by(pod) * on(pod) group_right()
sum(rate(container_cpu_usage_seconds_total{image!=""}[5m])) by (pod)

min(kube_pod_info{host_ip="$node"})by(pod) * on(pod) group_right() max(time()-kube_pod_start_time
by (pod)
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min(kube_pod_info{host_ip="$node"})by(pod) * on(pod) max(kube_pod_status_ready{condition="true"
by (pod) or on() vector(0)

min(kube_pod_info{host_ip="$node"})by(pod) * on(pod) group_right()
max(rate(container_network_receive_bytes_total{image!=""}[5m])) by (pod) or on() vector(0)

min(kube_pod_info{host_ip="$node"})by(pod) * on(pod) group_right()
max(rate(container_network_transmit_bytes_total{image!=""}[5m])) by (pod) or on() vector(0)

min(kube_pod_info{host_ip="$node"})by(pod) * on(pod) group_right()
max(rate(container_fs_reads_bytes_total{container!="POD", container!=""}[5m])) by (pod) or on()
vector(0)

min(kube_pod_info{host_ip="$node"})by(pod) * on(pod) group_right()
max(rate(container_fs_writes_bytes_total{container!="POD", container!=""}[5m])) by (pod) or on()
vector(0)

Workload Monitoring Overview

Chart
Name

CPU
Usage

Query Statement

sum(

node_namespace_pod_container:container_cpu_usage _seconds_total:sum_rate{cluster="$cluster",
namespace="$namespace", container!="POD", container!=""}
* on(namespace,pod)

group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload_type="$type"}
) by (workload, workload_type)

scalar(kube_resourcequota{cluster="$cluster", namespace="$namespace",
type="hard",resource="requests.cpu"})
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CPU
Quota

scalar(kube_resourcequota{cluster="$cluster", namespace="$namespace”,
type="hard",resource="limits.cpu"})

count(namespace_workload_pod:kube_pod_owner:relabel{cluster="$cluster",
namespace="$namespace", workload_type="$type"}) by (workload, workload_type)

sum(
node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster="$cluster",
namespace="$namespace", container!="POD", container!=""}
* on(namespace,pod)

group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload_type="$type"}
) by (workload, workload_type)

sum( kube_pod_container_resource_requests_cpu_cores{cluster="$cluster",
namespace="$namespace"}
* on(namespace,pod)

group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace”,
workload_type="$type"}
) by (workload, workload_type)

sum(
node_namespace_pod_container:container_cpu_usage _seconds_total:sum_rate{cluster="$cluster",
namespace="$namespace", container!="POD", container!=""}
* on(namespace,pod)

group_left(workload, workload_type)
namespace_workload_pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload_type="$type"}
) by (workload, workload_type)
/sum( kube_pod_container_resource_requests_cpu_cores{cluster="$cluster",
namespace="$namespace"}
* on(namespace,pod)

group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload_type="$type"}
) by (workload, workload_type)

sum(
kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", namespace="$namespace"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace”,

©2013-2024 Tencent Cloud. All rights reserved. Page 150 of 210



@ Tencent Cloud TencentCloud Managed Service for Prometheus

Memory
Usage

Memory
Quota

workload_type="$type"}
) by (workload, workload_type)

sum(
node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster="$cluster",
namespace="$namespace", container!="POD", container!=""}
* on(namespace,pod)

group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload_type="$type"}
) by (workload, workload_type)
/sum(
kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", namespace="$namespace"}
* on(namespace,pod)

group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload_type="$type"}
) by (workload, workload_type)

sum(
container_memory_working_set bytes{cluster="$cluster", namespace="$namespace",
container!="", container!="POD"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload_type="$type"}
) by (workload, workload_type)

scalar(kube_resourcequota{cluster="$cluster", namespace="$namespace",
type="hard",resource="requests.memory"})

scalar(kube_resourcequota{cluster="$cluster", namespace="$namespace”,
type="hard",resource="limits.memory"})

count(namespace_workload_pod:kube_pod_owner:relabel{cluster="$cluster",
namespace="$namespace", workload_type="$type"}) by (workload, workload_type)

sum(
container_memory_working_set_bytes{cluster="$cluster", namespace="$namespace",
container!="", container!="POD"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload_type="$type"}
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) by (workload, workload_type)

sum(

kube_pod_container_resource_requests_memory_bytes{cluster="$cluster",
namespace="$namespace"}
* on(namespace,pod)

group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload_type="$type"}
) by (workload, workload_type)

sum(
container_memory_working_set bytes{cluster="$cluster", namespace="$namespace",
container!="", container!="POD"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace”,
workload_type="$type"}
) by (workload, workload_type)
/sum(
kube_pod_container_resource_requests_memory_bytes{cluster="$cluster",
namespace="$namespace"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload_type="$type"}
) by (workload, workload_type)

sum(
kube_pod_container_resource_limits_memory_bytes{cluster="$cluster",
namespace="$namespace"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace”,
workload_type="$type"}
) by (workload, workload_type)

sum(
container_memory_working_set bytes{cluster="$cluster", namespace="$namespace",
container!="", container!="POD"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace”,
workload_type="$type"}
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) by (workload, workload_type)
/sum(
kube_pod_container_resource_limits_memory_bytes{cluster="$cluster",
namespace="$namespace"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload_type="$type"}
) by (workload, workload_type)

Deployment
Chart Name Query Statement
Age time() - max(kube_deployment_created{cluster="$cluster",namespace="$namespace",deplc

Replicas(Pods)-

R ; max(kube_deployment_spec_replicas{deployment="$workload",cluster="$cluster",namespe
eques

Replicas(Pods)-

Read max(kube_deployment_status_replicas_ready{deployment="$workload",cluster="$cluster",r
y

max(kube_deployment_spec_replicas{deployment="$workload",cluster="$cluster",namespe

max(kube_deployment_status_replicas{deployment="$workload",cluster="$cluster",namesg

min(kube_deployment_status_replicas_ready{deployment="$workload",cluster="$cluster",n
pod)

Replica Trend
min(kube_deployment_status_replicas_available{deployment="$workload",cluster="$cluste
(instance, pod)

min(kube_deployment_status_replicas_updated{deployment="$workload",cluster="$cluster
(instance, pod)

min(kube_deployment_status_replicas_unavailable{deployment="$workload",cluster="$clus
(instance, pod)

CPU Usage sum(
node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster-
container!="POD", container!=""}
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CPU Quota
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* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}

) by (pod)

sum(
node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster-
container!="POD", container!=""}
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}

) by (pod)

sum(
kube_pod_container_resource_requests_cpu_cores{cluster="$cluster", namespace="$ne
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}

) by (pod)

sum(
node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster-
container!="POD", container!=""}
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}
) by (pod)
/sum(
kube_pod_container_resource_requests_cpu_cores{cluster="$cluster", namespace="$ne
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}

) by (pod)

sum(
kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", namespace="$name
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}

) by (pod)

sum(
node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster-
container!="POD", container!=""}
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
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CPU Limit-Total

CPU Request-
Total

CPU Info
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namespace="$namespace", workload="$workload", workload_type="deployment"}
) by (pod)
/sum(
kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", namespace="$name
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}

) by (pod)

sum(label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),

"replicaset",

"$1°,

"created_by_name",

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() sum(kube_pod_container_resource_limits_cpu_cores{resource="cp
cluster="$cluster",namespace="$namespace"}) by (pod))

sum(label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),

"replicaset",

"$1°,

"created_by_name",

"(4)"
) " on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() sum(kube_pod_container_resource_requests_cpu_cores{resource=
cluster="$cluster",namespace="$namespace"}) by (pod))

label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),

"replicaset",

"$1°,

"created_by_name",

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
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CPU Usage/Limit
(%)
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* on(pod) group_right()
max(rate(container_cpu_usage_seconds_ total{cluster="$cluster",namespace="$namespact
(pod, container)

max(label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),

"replicaset",

"$1°,

"created_by _name",

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right()
max(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster",namespace="$
by (pod, container))by(container)

max(label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),

"replicaset"”,

"$1,

"created_by_name",

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right()
max(kube_pod_container_resource_limits_cpu_cores{cluster="$cluster",namespace="$nan
(pod, container))by(container)

label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Repl
uid, pod, pod_ip, node),

"replicaset"”,

$1,

"created_by name”,

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right()
max(rate(container_cpu_usage_seconds_ total{cluster="$cluster",namespace="$namespac
(pod, container) / max by(container, pod) (kube_pod_container_resource_limits_cpu_cores{
cluster="$cluster",namespace="$namespace"})
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CPU
Usage/Request(%)

CPU User
Time(%)

Memory Usage

Memory Quota
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label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),

"replicaset",

"$1°,

"created_by _name",

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right()
max(rate(container_cpu_usage_seconds_total{cluster="$cluster",namespace="$namespact
(pod, container) / max by(container, pod) (kube_pod_container_resource_requests_cpu_co
cluster="$cluster",namespace="$namespace"})

avg(label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Repl
uid, pod, pod_ip, node),

"replicaset",

"$1,

"created_by name”,

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right()
(max(rate(container_cpu_user_seconds_total{cluster="$cluster",namespace="$namespace'
(pod,container) /
max(rate(container_cpu_user_seconds_total{cluster="$cluster",namespace="$namespace"
[5m])+rate(container_cpu_system_seconds_total{cluster="$cluster",namespace="$namesp:
(pod,container))) by (pod,container)

sum(
container_memory_working_set _bytes{cluster="$cluster", namespace="$namespace", cc
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}

) by (pod)

sum(
container_memory_working_set_bytes{cluster="$cluster", namespace="$namespace", cc
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}

) by (pod)

©2013-2024 Tencent Cloud. All rights reserved. Page 157 of 210



&2 Tencent Cloud

Memory Limit-
Total
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sum(
kube_pod_container_resource_requests_memory_bytes{cluster="$cluster", namespace=
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}

) by (pod)

sum(
container_memory_working_set_bytes{cluster="$cluster", namespace="$namespace", cc
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}
) by (pod)
/sum(
kube_pod_container_resource_requests_memory_bytes{cluster="$cluster", namespace=
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}

) by (pod)

sum(
kube_pod_container_resource_limits_memory_bytes{cluster="$cluster", namespace="$n
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}

) by (pod)

sum(
container_memory_working_set_bytes{cluster="$cluster", namespace="$namespace", cc
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}
) by (pod)
/sum(
kube_pod_container_resource_limits_memory_bytes{cluster="$cluster", namespace="$n
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="deployment"}

) by (pod)

sum(label_replace(
max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),
"replicaset",
"$1°,

"created_by _name",
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Memory Request-
Total

Memory Info
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"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)

* on(pod) group_right() sum(container_spec_memory_limit_bytes{cluster="$cluster",namesy

sum(label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Repl
uid, pod, pod_ip, node),

"replicaset"”,

"$1,

"created_by_name",

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() sum(kube_pod_container_resource_requests_memory_bytes{resou
cluster="$cluster",namespace="$namespace"}) by (pod))

label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Repl
uid, pod, pod_ip, node),

"replicaset"”,

$1,

"created_by name”,

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() max by(container, pod) (container_memory_working_set_bytes{clus
container!="", image!="", container!="POD"})

max(label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Repl
uid, pod, pod_ip, node),

"replicaset",

$1,

"created_by name”,

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() max by(container, pod)
(kube_pod_container_resource_requests_memory_bytes{cluster="$cluster",namespace="$

max(label_replace(
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max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Repl
uid, pod, pod_ip, node),

"replicaset",

"$1,

"created_by name”,

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() max by(container, pod)
(kube_pod_container_resource_limits_memory_bytes{cluster="$cluster",namespace="$nan

label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Repl
uid, pod, pod_ip, node),

"replicaset",

$1,

"created_by_name",

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() max by(container, pod) (container_memory_working_set bytes{clus
container!="", image!="", container!="POD"})/max by(container, pod)
(kube_pod_container_resource_limits_memory_bytes{resource="memory", cluster="$cluste

label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),

"replicaset"”,

"$1°,

"created_by_name",

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() max by(container, pod) (container_memory_working_set_bytes{clus
container!="", image!="", container!="POD"})/max by(container, pod)
(kube_pod_container_resource_requests_memory_bytes{resource="memory", cluster="$clt

sum(label_replace(
max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),
"replicaset”,
"$1°,
"created_by_name",
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Network Errors

Network O
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"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)

* on(pod) group_right() sum(container_sockets{cluster="$cluster",namespace="$namespac

sum(label_replace(
max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Repl
uid, pod, pod_ip, node),
"replicaset"”,
"$17,
"created_by name”,
"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() sum(rate(container_network_receive_bytes_total{cluster="$cluster",

sum(label_replace(
max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),
"replicaset",
$1°,
"created_by_name",
"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() sum(rate(container_network_transmit_bytes_total{cluster="$cluster"

sum(label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),

"replicaset"”,

"$1°,

"created_by_name",

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() (sum(container_network_receive_errors_total{cluster="$cluster",nan
sum(container_network_transmit_errors_total{cluster="$cluster",namespace="$namespace

label_replace(
max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),
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"replicaset",

"$1°,

"created_by_name",

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() max(rate(container_network_receive_bytes_total{cluster="$cluster",

label_replace(
max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Repl
uid, pod, pod_ip, node),
"replicaset",
"$1,
"created_by name”,
"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() max(rate(container_network_transmit_bytes_total{cluster="$cluster"

label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),

"replicaset",

"$1,

"created_by_name",

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() max(rate(container_fs_reads_bytes_total{cluster="$cluster",namesp
container!=""}[5m])) by (pod,container)

label_replace(

max(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="Repl
uid, pod, pod_ip, node),

"replicaset",

"$1,

"created_by_name",

"(4)"
) * on(replicaset) group_left()
max(kube_replicaset_owner{cluster="$cluster",namespace="$namespace",owner_kind="De
(replicaset)
* on(pod) group_right() max(rate(container_fs_writes_bytes_total{cluster="$cluster",namesy.
container!=""}[5m])) by (pod,container)
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Query Statement

max(kube_statefulset_metadata_generation{cluster="$cluster",namespace="$namespace",

max(kube_statefulset_replicas{statefulset="$workload",cluster="$cluster",namespace="$na

max(kube_statefulset_status_replicas_ready{statefulset="$workload",cluster="$cluster",nan

time() - max(kube_statefulset_created{cluster="$cluster",namespace="$namespace",stateft

max(kube_statefulset_replicas{statefulset="$workload",cluster="$cluster",namespace="$na

max(kube_statefulset_status_replicas{statefulset="$workload",cluster="$cluster",namespac
pod)

min(kube_statefulset_status_replicas_ready{statefulset="$workload",cluster="$cluster",narr
(instance, pod)

min(kube_statefulset_status_replicas_available{statefulset="$workload",cluster="$cluster",r
(instance, pod)

min(kube_statefulset_status_replicas_updated{statefulset="$workload",cluster="$cluster",n
(instance, pod)

sum(
node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster-
namespace="$namespace", container!="POD", container!=""}
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}

) by (pod)

sum(
node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster-
namespace="$namespace", container!="POD", container!=""}
* on(namespace,pod)
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group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}

) by (pod)

sum(
kube_pod_container_resource_requests_cpu_cores{cluster="$cluster", namespace="$nz
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}

) by (pod)

sum(
node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster-
namespace="$namespace", container!="POD", container!=""}
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}
) by (pod)
/sum(
kube_pod_container_resource_requests_cpu_cores{cluster="$cluster", namespace="$nz
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}

) by (pod)

sum(
kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", namespace="$name
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}

) by (pod)

sum(
node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster-
namespace="$namespace", container!="POD", container!=""}
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}
) by (pod)
/sum(
kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", namespace="$name
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}

) by (pod)
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sum(group(kube_pod_info{cluster="$cluster",namespace="$namespace",created by kind=
created_by name="$workload"}) by (pod)

* on(pod) group_right() sum(kube_pod_container_resource_limits_cpu_cores{resource="cp
cluster="$cluster",namespace="$namespace"}) by (pod))

sum(group(kube_pod_info{cluster="$cluster",namespace="$namespace",created by kind=
created_by name="$workload"}) by (pod)

* on(pod) group_right() sum(kube_pod_container_resource_requests_cpu_cores{resource=
cluster="$cluster",namespace="$namespace"}) by (pod))

group(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Stat
created_by name="$workload"}) by (pod)

* on(pod) group_right()
max(rate(container_cpu_usage_seconds_total{cluster="$cluster",namespace="$namespact
[5m])) by (pod, container,image)

group(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Stat
created_by name="$workload"}) by (pod)

* on(pod) group_right() max(kube_pod_container_resource_limits_cpu_cores{cluster="$clu:
(pod, container,image)

group(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Stat
created_by name="$workload"}) by (pod)

* on(pod) group_right()
max(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster",namespace="$
container,image)

group(kube_pod_info{cluster="$cluster",namespace="$namespace",created by kind="Stat
created by name="$workload"}) by (pod)

* on(pod) group_right()

max(rate(container_cpu_usage_seconds_ total{cluster="$cluster",namespace="$namespac
[5m])) by (pod, container) / max by(container, pod) (kube_pod_container_resource_limits_cj
cluster="$cluster",namespace="$namespace"})

group(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Stat
created_by name="$workload"}) by (pod)

* on(pod) group_right()
max(rate(container_cpu_usage_seconds_total{cluster="$cluster",namespace="$namespact
[5m])) by (pod, container) / max by(container, pod) (kube_pod_container_resource_requestt
cluster="$cluster",namespace="$namespace"})
avg(group(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="'
created_by name="$workload"}) by (pod)
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* on(pod) group_right()
(max(rate(container_cpu_user_seconds_total{cluster="$cluster",namespace="$namespace
[5m])) by (pod, container,image) /
max(rate(container_cpu_user_seconds_total{cluster="$cluster",namespace="$namespace"
[5m])+rate(container_cpu_system_seconds_total{cluster="$cluster",namespace="$namesp:
[5m])) by (pod,container,image))) by (pod,container,image)

sum(
container_memory_working_set _bytes{cluster="$cluster", namespace="$namespace", cc
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}

) by (pod)

sum(
container_memory_working_set_bytes{cluster="$cluster", namespace="$namespace", cc
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}

) by (pod)

sum(
kube_pod_container_resource_requests_memory_bytes{cluster="$cluster", namespace=
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}

) by (pod)

sum(
container_memory_working_set_bytes{cluster="$cluster", namespace="$namespace", cc
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}
) by (pod)
/sum(
kube_pod_container_resource_requests_memory_bytes{cluster="$cluster", namespace=
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}

) by (pod)

sum(
kube_pod_container_resource_limits_memory_bytes{cluster="$cluster", namespace="$n
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
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namespace="$namespace", workload="$workload", workload_type="statefulset"}
) by (pod)

sum(
container_memory_working_set_bytes{cluster="$cluster", namespace="$namespace", cc
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}
) by (pod)
/sum(
kube_pod_container_resource_limits_memory_bytes{cluster="$cluster", namespace="$n
* on(namespace,pod)
group_left(workload, workload_type) namespace_workload_pod:kube_pod_owner:relabe
namespace="$namespace", workload="$workload", workload_type="statefulset"}

) by (pod)

sum(group(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind=
created_by name="$workload"}) by (pod)

* on(pod) group_right()
sum(container_spec_memory_limit_bytes{cluster="$cluster",namespace="$namespace",col
(pod))

sum(group(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind=
created_by name="$workload"}) by (pod)

* on(pod) group_right() sum(kube_pod_container_resource_requests_memory_bytes{resou
cluster="$cluster",namespace="$namespace"}) by (pod))

avg(group(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind=
created_by name="$workload"}) by (pod)

* on(pod) group_right() max by(container, pod, image)

(container_memory_working_set bytes{cluster="$cluster",namespace="$namespace", cont
container!="POD"}))by (container, pod, image)

max(avg(group(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_k
created_by name="$workload"}) by (pod)

* on(pod) group_right() max by(container, pod, image)
(kube_pod_container_resource_requests_memory_bytes{cluster="$cluster",namespace="$
pod))by(container)

max(avg(group(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by k
created_by name="$workload"}) by (pod)

* on(pod) group_right() max by(container, pod)
(kube_pod_container_resource_limits_memory_bytes{cluster="$cluster",namespace="$nan
pod))by(container)

group(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="Stat
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created_by name="$workload"}) by (pod)

* on(pod) group_right() max by(container, pod)
(container_memory_working_set_bytes{cluster="$cluster",namespace="$namespace", cont
container!="POD"})/max by(container, pod) (kube_pod_container_resource_limits_memory_
cluster="$cluster",namespace="$namespace"})

group(kube_pod_info{cluster="$cluster",namespace="$namespace",created by kind="Stat
created_by name="$workload"}) by (pod)

* on(pod) group_right() max by(container, pod)

(container_memory_working_set bytes{cluster="$cluster",namespace="$namespace", cont
container!="POD"})/max by(container, pod) (kube_pod_container_resource_requests_mem:
cluster="$cluster",namespace="$namespace"})

sum(sum(kube_pod_info{cluster="$cluster",namespace="$namespace”,created_by kind="¢
created_by name="$workload"}) by (pod)
* on(pod) group_right() sum(container_sockets{cluster="$cluster",namespace="$namespac

sum(sum(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="
created_by name="$workload"}) by (pod)

* on(pod) group_right() sum(rate(container_network_receive_bytes_ total{cluster="$cluster",
by (pod))

sum(sum(kube_pod_info{cluster="$cluster",namespace="$namespace”,created_by kind="¢
created_by name="$workload"}) by (pod)

* on(pod) group_right() sum(rate(container_network_transmit_bytes_total{cluster="$cluster"
by (pod))

sum(sum(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by kind="¢
created_by name="$workload"}) by (pod)

* on(pod) group_right() (sum(container_network_receive_errors_total{cluster="$cluster",nan
sum(container_network_transmit_errors_total{cluster="$cluster",namespace="$namespace

sum(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="State
created_by name="$workload"}) by (pod)

* on(pod) group_right() max(rate(container_network_receive_bytes_total{cluster="$cluster",
by (pod)

-sum(kube_pod_info{cluster="$cluster",namespace="$namespace",created_by_kind="State
created_by name="$workload"}) by (pod)

* on(pod) group_right() max(rate(container_network_transmit_bytes_total{cluster="$cluster"
by (pod)
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DaemonSet
Ch
art Query Statement
Name
sum(
node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster="$cluster",
CPU namespace="$namespace", container!="POD", container!=""}
* d
Usage on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload="$workload", workload_type="daemonset"}
) by (pod)
CPU sum(
Quota

node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster="$cluster",
namespace="$namespace", container!="POD", container!=""}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload="$workload", workload_type="daemonset"}

) by (pod)

sum(
kube_pod_container_resource_requests_cpu_cores{cluster="$cluster",
namespace="$namespace"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload="$workload", workload_type="daemonset"}

) by (pod)

sum(

node_namespace_pod_container:container_cpu_usage _seconds_total:sum_rate{cluster="$cluster",
namespace="$namespace", container!="POD", container!=""}
* on(namespace,pod)

group_left(workload, workload_type)
namespace_workload_pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload="$workload", workload_type="daemonset"}
) by (pod)
/sum(

kube_pod_container_resource_requests_cpu_cores{cluster="$cluster",
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namespace="$namespace"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload="$workload", workload_type="daemonset"}

) by (pod)

sum(
kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", namespace="$namespace"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace”,
workload="$workload", workload_type="daemonset"}

) by (pod)

sum(

node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster="$cluster",
namespace="$namespace", container!="POD", container!=""}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace”,
workload="$workload", workload_type="daemonset"}
) by (pod)
/sum(
kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", namespace="$namespace"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload="$workload", workload_type="daemonset"}

) by (pod)

sum(
container_memory_working_set bytes{cluster="$cluster", namespace="$namespace",
container!="", container!="POD"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload="$workload", workload_type="daemonset"}

) by (pod)

sum(
container_memory_working_set _bytes{cluster="$cluster", namespace="$namespace",
container!="", container!="POD"}
* on(namespace,pod)
group_left(workload, workload_type)
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namespace_workload_pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload="$workload", workload_type="daemonset"}

) by (pod)

sum(
kube_pod_container_resource_requests_memory_bytes{cluster="$cluster",
namespace="$namespace"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace”,
workload="$workload", workload_type="daemonset"}

) by (pod)

sum(

container_memory_working_set bytes{cluster="$cluster", namespace="$namespace",
container!="", container!="POD"}

* on(namespace,pod)

group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload="$workload", workload_type="daemonset"}
) by (pod)
/sum(

kube_pod_container_resource_requests_memory_bytes{cluster="$cluster",
namespace="$namespace"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace”,
workload="$workload", workload_type="daemonset"}

) by (pod)

sum(
kube_pod_container_resource_limits_memory_bytes{cluster="$cluster",
namespace="$namespace"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload_pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload="$workload", workload_type="daemonset"}

) by (pod)

sum(
container_memory_working_set_bytes{cluster="$cluster", namespace="$namespace",
container!="", container!="POD"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
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workload="$workload", workload_type="daemonset"}

) by (pod)
/sum(

kube_pod_container_resource_limits_memory_bytes{cluster="$cluster",
namespace="$namespace"}
* on(namespace,pod)
group_left(workload, workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster="$cluster", namespace="$namespace",
workload="$workload", workload_type="daemonset"}

) by (pod)

Cluster Pod Monitoring

Chart Name Query Statement

Age time() - max(kube_pod_created{pod=~"$pod",cluster="$cluster",namespace="$namespace"})
Restart
Count-Last ceil(sum (increase(kube_pod_container_status_restarts_total{pod=~"$pod",cluster="$cluster",nam
1 Hour
R ts-
Ciquues s sum(kube_pod_container_resource_requests_cpu_cores{pod=~"$pod"}) or vector(0)
R -
Mequests sum(kube_pod_container_resource_requests_memory_bytes{pod=~"$pod"}) or vector(0)
emory

Limits-CPU sum(kube_pod_container_resource_limits_cpu_cores{pod=~"$pod"}) or vector(0)

Limits-

M sum(kube_pod_container_resource_limits_memory_bytes{pod=~"$pod"}) or vector(0)
emory

Containers . . . :
group by (image, container,pod) (kube_pod_container_info{cluster="$cluster",namespace="$name

sum by (container,pod)(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster",nan

sum by (container,pod)(kube_pod_container_resource_requests_memory_bytes{cluster="$cluster'
p0d=~"$p0d"})
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max by (container,pod)(kube_pod_container_status_running{cluster="$cluster",namespace="$narr

sum by (container,pod)(kube_pod_container_resource_limits{resource="cpu",cluster="$cluster",na

sum by (container,pod)(kube_pod_container_resource_limits{resource="memory",cluster="$cluster
pod=~ll$podll})

max by (container,pod)(kube_pod_container_status_restarts_total{cluster="$cluster",namespace="'

max(irate(container_cpu_usage_seconds_total{pod=~"$pod",container!="",container!="POD",clust
[1m])) by (container,namespace,pod) /
max(container_spec_cpu_quota{pod=~"$pod",container!="",container!="POD",cluster="$cluster",n:

(container,namespace,pod) or on() vector(0)

max(irate(container_cpu_usage_seconds_total{pod=~"$pod",container!="",container!="POD",clust
[1m])) by (pod,container,namespace)or on() vector(0)

max(container_cpu_load_average_10s{namespace=~"$namespace", pod=~"$pod", container!="", «
1000)by(pod,container)

max (rate (container_cpu_cfs_throttled_seconds_total{image!="", container!="", cluster="$cluster" i
pod=~"$pod"}[1m])) by (container,pod) / max (rate (container_cpu_cfs_periods_total{image!="", cor
cluster="$cluster",namespace=~"$namespace”, pod=~"$pod"}[1m])) by (container,pod) or on() vect

sum(node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster="$cl
pod="$pod", container!="POD", container!=""}) by (container)

sum(kube_pod_container_resource_requests_cpu_cores{cluster="$cluster", namespace="$names

sum(node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster="$cl
pod="$pod", container!="POD", container!=""}) by (container) / sum(kube_pod_container_resource
namespace="$namespace", pod="$pod"}) by (container)

sum(kube_pod_container_resource_limits_cpu_cores{cluster="$cluster", namespace="$namespac

sum(node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate{cluster="$cl
pod="$pod", container!="POD", container!=""}) by (container) / sum(kube_pod_container_resource
namespace="$namespace", pod="$pod"}) by (container)
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max(container_memory_working_set bytes{pod=~"$pod",container !="",container!="POD",cluster=

by (pod,namespace,container)

max(container_memory_usage_bytes{pod=~"$pod",container !="",container!="POD",cluster="$clus

(pod,namespace,container)

max(container_memory_rss{pod=~"$pod",container !="",container!="POD",cluster="$cluster",name

(pod,namespace,container) or on() vector(0)

max(container_memory_cache{pod=~"$pod",container !="",container!="POD" cluster="$cluster",na
(pod,namespace,container)

(max(container_memory_working_set_bytes{pod=~"$pod",container !|="",container!="POD",cluster:
by (pod,namespace,container)/ max(container_spec_memory_limit_bytes{pod=~"$pod",container
I="",container!="POD",cluster="$cluster",namespace=~"$namespace"}) by (pod,namespace, conta

(max(container_memory_usage_bytes{pod=~"$pod",container !="",container!="POD",cluster="$clu
(pod,namespace,container)/ max(container_spec_memory_limit_bytes{pod=~"$pod",container
I="",container!="POD",cluster="$cluster",namespace=~"$namespace"}) by (pod,namespace, conta

(max(container_memory_rss{pod=~"$pod",container !="",container!="POD",cluster="$cluster",nami
(pod,namespace,container)/ sum(container_spec_memory_limit_bytes{pod=~"$pod",container
I="",container!="POD",cluster="$cluster",namespace=~"$namespace"}) by (pod,namespace, conta

max (increase(container_memory_failcnt{cluster="$cluster",namespace=~"$namespace", pod=~"$i
(pod,container)

sum(container_memory_working_set_bytes{cluster="$cluster", namespace="$namespace", pod="¢
by (container)

sum(kube_pod_container_resource_requests_memory_bytes{cluster="$cluster", namespace="$na

sum(container_memory_working_set_bytes{cluster="$cluster", namespace="$namespace", pod="¢
by (container) / sum(kube_pod_container_resource_requests_memory_bytes{namespace="$name

sum(kube_pod_container_resource_limits_memory_bytes{cluster="$cluster", namespace="$name:
(container)

sum(container_memory_working_set_bytes{cluster="$cluster", namespace="$namespace", pod="¢
by (container) / sum(kube_pod_container_resource_limits_memory_bytes{namespace="$namespz
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max (rate (container_network_receive_bytes_total{image!=
by(pod)

,Cluster="$cluster",namespace=~"$nal

max (rate (container_network_transmit_bytes_total{image!="",cluster="$cluster",namespace=~"$ne
[1m]))by(pod)

max (increase (container_network_receive_packets_dropped_total{id!="/", cluster="$cluster",name
[1m])) by (pod,interface) / max (increase (container_network_receive_packets_total{id!="/", cluster:
pod=~"$pod"}[1m])) by (pod,interface)

max (increase (container_network_receive_errors_total{id!="/", cluster="$cluster",namespace=~"$r
(pod,interface) / max (increase (container_network_receive_packets_total{id!="/", cluster="$cluster
pod=~"$pod"}[1m])) by (pod,interface)

max (increase (container_network_transmit_packets_dropped_total{id!="/", cluster="$cluster",nam:
[1m])) by (pod,interface) / max (increase (container_network_transmit_packets_total{id!="/", clustet
pod=~"$pod"}[1m])) by (pod,interface)

max (increase (container_network_transmit_errors_total{id!="/", cluster="$cluster",namespace=~"$
(pod,interface) / max (increase (container_network_receive_packets_total{id!="/", cluster="$cluster
pod=~"$pod"}[1m])) by (pod,interface)

max (rate(container_fs_reads_bytes_total{cluster="$cluster",namespace=~"$namespace", pod=~"¢
(container,pod)

max (rate(container_fs_writes_bytes_total{cluster="$cluster",namespace=~"$namespace", pod=~"¢
(container,pod)

max(container_sockets{cluster="$cluster",namespace=~"$namespace", pod=~"$pod", container!="

count(container_processes{cluster="$cluster",namespace=~"$namespace", pod=~"$pod", containe

Cluster Network Monitoring

Chart Name

Current
Rate of
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Query Statement

sort_desc(sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~".+"}
(namespace))
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TencentCloud Managed Service for Prometheus

sort_desc(sum(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~".+"
(namespace))

sort_desc(sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~".+"}
(namespace))

sort_desc(sum(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~".+"
(namespace))

sort_desc(avg(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~".+"}|
(namespace))

sort_desc(avg(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~".+"]
(namespace))

sort_desc(sum(irate(container_network_receive_packets_total{cluster=~"$cluster",namespace=~".
(namespace))

sort_desc(sum(irate(container_network_transmit_packets_total{cluster=~"$cluster",namespace=~"
(namespace))

sort_desc(sum(irate(container_network_transmit_packets_total{cluster=~"$cluster",namespace=~"
(namespace))

sort_desc(sum(irate(container_network_transmit_packets_dropped_ total{cluster=~"$cluster",name
[5m])) by (namespace))

sort_desc(avg(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~".+"}|
(namespace))

sort_desc(avg(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~".+"]
(namespace))

sort_desc(sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~".+"}
(namespace))

sort_desc(sum(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~".+"
(namespace))
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sort_desc(sum(irate(container_network_receive_packets_total{cluster=~"$cluster",namespace=~".
(namespace))

sort_desc(sum(irate(container_network_transmit_packets_total{cluster=~"$cluster",namespace=~"
(namespace))

sort_desc(sum(irate(container_network_receive_packets_dropped_total{cluster=~"$cluster",names
[5m])) by (namespace))

sort_desc(sum(irate(container_network_transmit_packets_dropped_ total{cluster=~"$cluster",name
[5m])) by (namespace))

sort_desc(sum(rate(node_netstat Tcp_RetransSegs{cluster=~"$cluster"}[5m]) /
rate(node_netstat_Tcp_OutSegs{cluster=~"$cluster"}[$interval:$resolution])) by (instance))

sort_desc(sum(rate(node_netstat TcpExt_TCPSynRetrans{cluster=~"$cluster"}[$interval:$resolutic
rate(node_netstat_Tcp_RetransSegs{cluster=~"$cluster"}[$interval:$resolution])) by (instance))

Namespace Pods Network Monitoring

Chart Name

Current
Rate of
Bytes
Received

Current
Rate of
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Query Statement

sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~"$namespace"

sum(irate(container_network_transmit_bytes_total{namespace=~"$namespace"}[5m]))
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Bytes
Transmitted

sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~"$namespace"
(pod)

sum(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~"$namespace'
(pod)

sum(irate(container_network_receive_packets_total{cluster=~"$cluster",namespace=~"$namespac

Current (pod)

Status : : . " " "
sum(irate(container_network_transmit_packets_total{cluster=~"$cluster",namespace=~"$namespa
(pod)
sum(irate(container_network_receive_packets_dropped_total{cluster=~"$cluster",namespace=~"r
[5m])) by (pod)
sum(irate(container_network_transmit_packets_dropped_total{cluster=~"$cluster",namespace=~"$
[5m])) by (pod)

Receive sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~"$namespace"

Bandwidth (pod)

Transmit sum(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~"$namespace'
Bandwidth (pod)

Rate of .
Received sum(irate(container_network_receive_packets_total{cluster=~"$cluster",namespace=~"$namespac
eceive
(pod)
Packets
Rate of . . . " " "
. sum(irate(container_network_transmit_packets_total{cluster=~"$cluster",namespace=~"$namespa
Transmitted
(pod)
Packets
Rate of
Received sum(irate(container_network_receive_packets_dropped_total{cluster=~"$cluster",namespace=~"$r
Packets [5m])) by (pod)
Dropped
Rate of
Transmitted sum(irate(container_network_transmit_packets_dropped_total{cluster=~"$cluster",
Packets namespace=~"$namespace"}[5m])) by (pod)
Dropped

Namespace Workload Network Monitoring
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Chart Name

Current
Rate of
Bytes
Received

Current
Rate of
Bytes
Transmitted

Current
Status

Query Statement

sort_desc(sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~"$ne
* on (namespace,pod)

group_left(workload,workload_type)
namespace_workload_pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~"$n
* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~"$ne
* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~"$n
* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(avg(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~"$na
* on (hamespace,pod)

group_left(workload,workload_type)
namespace_workload_pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(avg(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~"$n¢
* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_receive_packets_total{cluster=~"$cluster",namespace=~"4
* on (namespace,pod)

group_left(workload,workload_type)
namespace_workload_pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_transmit_packets_total{cluster=~"$cluster",namespace=~"
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* on (namespace,pod)

group_left(workload,workload_type)
namespace_workload_pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_receive_packets_dropped_total{cluster=~"$cluster",names
[5m])

* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_transmit_packets_dropped_ total{cluster=~"$cluster",name
[5m])

* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(avg(irate(container_network_receive bytes_total{cluster=~"$cluster",namespace=~"$na
* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(avg(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~"$n¢
* on (namespace,pod)

group_left(workload,workload_type)
namespace_workload_pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~"$ne
* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~"$n
* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_receive_packets_total{cluster=~"$cluster",namespace=~"$
* on (namespace,pod)
group_left(workload,workload_type)
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namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_transmit_packets_total{cluster=~"$cluster",namespace=~"
* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_receive_packets_dropped_total{cluster=~"$cluster",names
[5m])

* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

sort_desc(sum(irate(container_network_transmit_packets_dropped_ total{cluster=~"$cluster",name
[5m])

* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload_type="$type"}) by (workload))

Pod Network Monitoring

Chart Name

Current
Rate of
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Received

Current
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Transmitted

Receive
Bandwidth

Transmit
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Rate of
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Query Statement

sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~"$namespace",
pod=~"$pod"}[5m]))

sum(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~"$namespace'
pod=~"$pod"}[5m]))

sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~"$namespace",
pod=~"$pod"}[5m])) by (pod)

sum(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~"$namespace
pod=~"$pod"}[5m])) by (pod)

sum(irate(container_network_receive_packets_total{cluster=~"$cluster",namespace=~"$namespac
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pod=~"$pod"}[5m])) by (pod)

sum(irate(container_network_transmit_packets_total{cluster=~"$cluster",namespace=~"$namespa
pod=~"$pod"}[5m])) by (pod)

sum(irate(container_network_receive_packets_dropped_total{cluster=~"$cluster",namespace=~"$r
pod=~"$pod"}[5m])) by (pod)

sum(irate(container_network_transmit_packets_dropped_total{cluster=~"$cluster",namespace=~"$
pod=~"$pod"}[5m])) by (pod)

Workload Network Monitoring
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Query Statement

sort_desc(sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~"$ne
* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload=~"$workload", workload_type="$type"}) by (pod))

sort_desc(sum(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~"$n
* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload=~"$workload", workload_type="$type"}) by (pod))

sort_desc(avg(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~"$na
* on (namespace,pod)

group_left(workload,workload_type)

namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload=~"$workload", workload_type="$type"}) by (pod))

sort_desc(avg(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~"$n¢
* on (namespace,pod)
group_left(workload,workload_type)
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namespace_workload_pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload=~"$workload", workload_type="$type"}) by (pod))

sort_desc(sum(irate(container_network_receive_bytes_total{cluster=~"$cluster",namespace=~"$ne
* on (namespace,pod)

Receive

Bandwidih group_left(workload,workload_type)
namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload=~"$workload", workload_type="$type"}) by (pod))
sort_desc(sum(irate(container_network_transmit_bytes_total{cluster=~"$cluster",namespace=~"$n

Transmit * on (namespace,pod)

Bandwidth group_left(workload,workload_type)
namespace_workload pod:kube _pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload=~"$workload", workload_type="$type"}) by (pod))
sort_desc(sum(irate(container_network_receive_packets_total{cluster=~"$cluster",namespace=~"$

Rate of * on (namespace,pod)

Received group_left(workload,workload_type)

Packets namespace_workload_pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload=~"$workload", workload_type="$type"}) by (pod))
sort_desc(sum(irate(container_network_transmit_packets_total{cluster=~"$cluster",namespace=~"

Rate of * on (namespace,pod)

Transmitted group_left(workload,workload_type)

Packets namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload=~"$workload", workload_type="$type"}) by (pod))
sort_desc(sum(irate(container_network_receive_packets_dropped_total{cluster=~"$cluster",names

Rate of [5m])

Received * on (namespace,pod)

Packets group_left(workload,workload_type)

Dropped namespace_workload pod:kube_pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar
workload=~"$workload", workload_type="$type"}) by (pod))
sort_desc(sum(irate(container_network_transmit_packets_dropped_total{cluster=~"$cluster",name

Rate of [5m])

Transmitted * on (namespace,pod)

Packets group_left(workload,workload_type)

Dropped namespace_workload pod:kube _pod_owner:relabel{cluster=~"$cluster",namespace=~"$namespar

workload=~"$workload", workload_type="$type"}) by (pod))

PVC Storage Monitoring

Chart Query Statement Metrics Used
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Name
(
sum without(instance, node)
(kubelet_volume_stats_capacity bytes{cluster="$cluster",
job="kubelet", namespace="$namespace",
persistentvolumeclaim="$volume"})
Volume sum without(instance, node)
Space (kubelet_volume_stats_available_bytes{cluster="$cluster",
Usage job="kubelet", namespace="$namespace",

persistentvolumeclaim="$volume"})

)

sum without(instance, node)
(kubelet_volume_stats_available_bytes{cluster="$cluster",
job="kubelet", namespace="$namespace",
persistentvolumeclaim="$volume"})

(

kubelet_volume_stats_capacity bytes{cluster="$cluster",
job="kubelet", namespace="$namespace",
persistentvolumeclaim="$volume"}

Volume kubelet_volume_stats_available bytes{cluster="$cluster",
Space job="kubelet", namespace="$namespace",
Usage persistentvolumeclaim="$volume"}
)
/
kubelet_volume_stats_capacity bytes{cluster="$cluster",
job="kubelet", namespace="$namespace",
persistentvolumeclaim="$volume"}
*100

Volume sum without(instance, node)

inodes (kubelet_volume_stats_inodes_used{cluster="$cluster",

Usage job="kubelet", namespace="$namespace",
persistentvolumeclaim="$volume"})

(

sum without(instance, node)
(kubelet_volume_stats_inodes{cluster="$cluster",
job="kubelet", namespace="$namespace",
persistentvolumeclaim="$volume"})

©2013-2024 Tencent Cloud. All rights reserved.

kubelet_volume_stats_capacity_bytes

kubelet_volume_stats_available bytes

kubelet_volume_stats_available_bytes

kubelet_volume_stats_capacity_bytes

kubelet_volume_stats_available bytes

kubelet_volume_stats_capacity_bytes

kubelet_volume_stats_inodes_used

kubelet_volume_stats_inodes
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sum without(instance, node) kubelet_volume_stats_inodes_used
(kubelet_volume_stats_inodes_used{cluster="$cluster",
job="kubelet", namespace="$namespace",
persistentvolumeclaim="$volume"})

)

kubelet_volume_stats_inodes_used{cluster="$cluster",
job="kubelet", namespace="$namespace",
persistentvolumeclaim="$volume"}

kubelet_volume_stats_inodes_used

Volume
inodes

kubelet volume_stats_inodes{cluster="$cluster",
Usage

job="kubelet", namespace="$namespace",
persistentvolumeclaim="$volume"}
*100

kubelet_volume_stats_inodes
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Data Collection Configuration

Last updated : 2024-07-30 18:14:31

Overview

This document describes how to configure monitoring collection items for the associated cluster.

Prerequisites

Before configuring monitoring collection items, you need to perform the following operations:
The Prometheus monitoring instance has been successfully created.

The cluster to be monitored has been associated with the corresponding instance.

Directions

Configuring Data Collection

1. Log in to TMP Console.

2. On the instance list page, select the name of the instance that requires configuring data collection rules and enter its
details page.

3. On the Data Collection > Integration with TKE page, click Data Collection Configuration on the right of the
instance to enter the collection configuration list page.

4. Click Metrics collection management at the top of the page to pop up the Basic Monitoring Metrics Collection
Management page.

If you need to collect all container chart metrics, you can click One-click collection of preset chart metrics in the

pop-up window, and then click OK in the pop-up confirmation window to collect all preset chart metrics.

©2013-2024 Tencent Cloud. All rights reserved. Page 186 of 210


https://console.tencentcloud.com/monitor/prometheus

&2 Tencent Cloud

Basic monitoring metric collection management

One-click collection of preset chart metrics

Metric filtering v

Metric Name

B 0O

machine_memory_bytes

<]

cadvisor_version_info

(< I <

container_cpu_cfs_periods_total

B B B8

container_cpu_load_average_10s

<

-

container_blkio_device_usage t...

container_cpu_cfs_throttled_peri...

container_cpu_cfs_throttled_sec...

container_cpu_system_seconds_...

Real-Time Collec... T

Collected

Uncollected

Uncollected

Uncollected

Uncollected

Uncollected

Uncollected

Uncollected
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Free 7

Yes

No

No

No

No

Collection com... T

cadvisor

eks-network

eks-network

eks-network

eks-network

eks-network

eks-network

eks-network

Cancel

Metric Collection Spe:
Before Filter(?)
0.00Count/s
0.27Count/s
48.80Count/s
0.80Count/s
0.80Count/s
0.80Count/s

2.13Count/s

2.13Count/s
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Modify collection target

You are about to modify the collection status of 7 metrics. Please confirm before making the changes:

Metric Name original state Modified st... Free Collection c... M

Fi
cadvisor_version_info Uncollected Collected No eks-network 0.
container_blkio_device_usage_t... Uncollected Collected No eks-network 4¢
container_cpu_cfs_periods_total Uncollected Collected No eks-network 0.
container_cpu_cfs_throttled_peri... Uncollected Collected No eks-network 0.
container_cpu_cfs_throttled_sec... Uncollected Collected No eks-network 0.
container_cpu_load_average_10s Uncollected Collected No eks-network 2.
container_cpu_system_seconds_... Uncollected Collected No eks-network 2.

If only part of the metrics need to be collected, you can filter the metrics through, monitoring charts and Recording

Rule, select the metrics you need, and then click OK. For details, see the following figure.
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Basic monitoring metric collection management

One-click collection of preset chart metrics

Metric filtering v

monitoring charts

Recording Rule

Metric Name

(< I < I <

machine_cpu_cores

<]

machine_memory_bytes

<]

cadvisor_version_info

B B

container_cpu_cfs_periods_total

-

container_network_receive_byte...

container_network_transmit_pac...

container_blkio_device_usage_t...

Real-Time Collec... T

Collected

Collected

Collected

Collected

Uncollected

Uncollected

Uncollected

Free 7

Yes

Yes

Yes

Yes

No

No

No

TencentCloud Managed Service for Prometheus

Collection com... T

cadvisor

cadvisor

cadvisor

cadvisor

eks-network

eks-network

eks-network

Cancel

Metric Collection Spe
Before Filter(Q)

0.00Count/s

0.00Count/s

0.00Count/s

0.00Count/s

0.27Count/s

48.80Count/s

0.80Count/s

5. On the "Data Collection Configuration" page, click Customize Monitoring Configuration to add a new data

collection configuration. TKE has preset some collection configuration files for collecting standard monitoring data.

You can configure new data collection rules to monitor your business data in the following two ways:

Adding Configuration in the Console
Adding Configuration via YAML File

Monitoring Service

1. Click On this Page.

2. In the "Create Collection Configuration" pop-up window, fill in the configuration information. For details, see the

following figure.
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Mode On this page Via YAML

pe Service monitoring

netricsPath /metrics

View Configuration File  Configuration File

TencentCloud Managed Service for Prometheus

If you have the requirement for special configurations, such as relabeling, please edit the configuration file.

1. Click Via YAML.

2. In the pop-up window, select the monitoring type and fill in the corresponding configuration. You can complete the

data collection configuration by submitting the corresponding YAML as per community usage.

Workload Monitoring: Corresponding configuration is PodMonitors.
Service Monitoring: Corresponding configuration is ServiceMonitors.

RawdJobs Monitoring: Corresponding configuration is RawJobs.

6. Click OK to complete the configuration.

7. On the Data Collection Configuration page of the instance, view the status of the collection target. For details, see

the following figure.
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IRV 110.93Count/s 0Count/s 39.47Count/s (1/1) up

35.53Count/s 0Count/s 2.00Count/s (1/1) up

¥ Custom Monitoring

Customize Monitoring Configuration

Name Type Metric Collection S... Billable Metric Colle $ Free metric collecti...  Targets Template
ServiceM... 0Count/s 0fs 0.00Count/s i
RawJobs 305.07Count/s 0/s 38.00Count/s (1/1) up temp-cd7

targets(1/1) means (the actual number of targets scraped is 1 / the number of detected collection targets is 1). When
the actual number of scraped targets equals the number of detected targets, it is displayed as up, indicating that the
current scrape is normal. When the actual number of scraped targets is less than the number of detected targets, it is
displayed as down, indicating that some endpoints failed to scrape.

Click the field value (1/1) in the above figure to view more details about the collection target. For details, see the

following figure.
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1/1)up

St... T

Healthy Expand details 2024-07-19 17:21:41 0.134

)

View Existing Configurations

1. Loginto TMP Console.

2. On the instance list page, select the name of the instance that requires configuring data collection rules and enter its
details page.

3. On the Data Collection > Integration TKE page, click Data Collection Configuration on the right side of the
instance to enter the collection configuration list page. Select Basic Monitoring or Custom Monitoring, then click
Edit on the right.

4. In the pop-up edit window, view all monitoring objects currently configured in the YAML file. For details, see the

following figure.

Edit RawJobs

kube-proxy

scrape_configs:
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relabel configs:

- source_ labels:

- _ name

View Collection Targets

1. Log into TMP Console.

2. On the monitoring instance list page, select the instance name whose targets you want to view and enter the details

page of the instance.

3. On the Data Collection > Integration with TKE page, click Data Collection Configuration on the right side of
the instance.
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“ -y

Basic Info Data Collection  Alarm Management Recording Rule instance diagnostics

Integrate with TKE Integration Center Data Multi-Write

o Standard cluster
-7

4. In the pop-up window, click the status under targets to jump to the details page of the current data.
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¥ Basic Monitoring

Metric collection management

Instance Type Metric Collection S... Billable Metric Colle: Free metric collecti...  Targets
l 148.27Count/s 41.93Count/s 26.20Count/s (1/1) up
r 105.47Count/s 4.87Count/s 20.86Count/s (1/1) up
305.07Count/s 0Count/s 38.00Count/s (1/1) up
0Count/s 0Count/s 0.00Count/s 0
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kube-system/kube-state-metrics(1/1)up

Endpoint st.. Y Labels Metadata Last Scrape Time Last Scrag

Fla.

Healthy n Expand details 2024-07-19 17:26:06 0.004

Related Operations

Mounting Files to a Collector

When configuring the collection item, if you need to provide some files for the configuration, such as a certificate, you

can mount the files to the collector in the following way. The file update will be synchronized to the collector in real

time.

prometheus.tke.tencent.cloud.com/scrape-mount = "true"

Add the above label to the configmap under the prom-xxx namespace. All keys will be mounted to the collector's path
/etc/prometheus/configmaps/ [configmap-name]/ .

prometheus.tke.tencent.cloud.com/scrape-mount = "true"

Add the above label to the secret under the prom-xxx namespace. All keys will be mounted to the collector's path

/etc/prometheus/secrets/ [secret—name]/ .

©2013-2024 Tencent Cloud. All rights reserved. Page 196 of 210



@ Tencent Cloud TencentCloud Managed Service for Prometheus

Configuring Necessary Monitoring Metrics

Last updated : 2024-08-08 10:42:17

This document describes how to configure necessary collection metrics of TMP to avoid unnecessary expenses.

Prerequisites

Before configuring monitoring collection items, you need to perform the following operations:
Create a Prometheus monitoring instance.

Associate the cluster to be monitored with the instance.

Configuring Necessary Metrics

Configuring Necessary Metrics via Console

TMP provides over 100 free basic monitoring metrics. For the complete metric list, see Free Metrics in Pay-as-You-Go
Mode.

1. Log in to the TCOP console, and click Prometheus Monitoring in the left sidebar.

2. On the instance list page, select the name of the instance that requires configuring data collection rules and enter its
details page.

3. On the Data Collection page, click Integration with TKE, find the target cluster, and click Data Collection

Configuration in the operation bar, as shown below:

“ . =

Basic Info Data Collection Alarm Management Recording Rule
Integrate with TKE Integration Center Data Multi-Write Agent Management
\ssaciate Cluster

4. In the data collection configuration window, click Metric Details in the operation bar to deselect unnecessary

metrics, as shown below:
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( - " =7 =% Data Collection Configuration

¥ Basic Monitoring

Metric collection management

Instance Type Metric Collection S... Billable Metric Colle Free m
Free metric collection
120.73/s -system/node-expaorter 98Count/s 4.47Count/s 19.40Count/s
-system/kube-state-metrics 149.33Count/s 38.33Count/s 24.40Count/s

5. On the page below, you can view free and billed metrics. If a metric is selected, corresponding data will be
collected. You can select metrics as needed. Only basic monitoring provides free metrics. For all free metrics, see

Free Metrics in Pay-as-You-Go Mode. For billing of paid metrics, see TMP Pay-as-You-Go.
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Basic Monitoring/kube-system/node-exporter

Filter commonly used monitoring metrics with one click based on expertise analysis. For more information, see Documentatic

= Metric Name Free 17 Real-Time Coll... T Metric Collection
Before Filter(j)

go_gc_duration_seconds No Uncollected 0.33Count/s
go_gec_duration_seconds_count No Uncollected 0.07Count/s
go_gec_duration_seconds_sum No Uncollected 0.07Count/s
go_goroutines No Uncollected 0.07Count/s
go_info No Uncollected 0.07Count/s
go_memstats_alloc_bytes No Uncollected 0.07Count/s
go_memstats_alloc_bytes_total No Uncollected 0.07Count/s
go_memstats_buck_hash_sys_bytes No Uncollected 0.07Count/s

Configuring Necessary Metrics via YAML File

The billing of TMP currently is based on the number of monitored data points. To minimize unnecessary expenses, it
is recommended that you optimize the collection configuration to collect data of only necessary metrics, thereby
reducing the overall data amount. For billing details and the usage of related cloud resources, see Resource Usage
and Billing Overview.

The following part describes how to add filters to ServiceMonitor, PodMonitor, and native Job to configure necessary
metrics.

1. Log in to the TCOP console, and click Prometheus Monitoring in the left sidebar.

2. On the instance list page, select the name of the instance that requires configuring data collection rules and enter its
details page.

3. On the Data Collection page, click Integration with TKE, find the target cluster, and click Data Collection

Configuration in the operation bar.
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4. Find the target instance, and click Editing in the operation bar to view metric details.
ServiceMonitor and PodMonitor
Native Job

The filter configurations of ServiceMonitor and PodMonitor are the same. Take ServiceMonitor as an example.
ServiceMonitor example:

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
labels:
app.kubernetes.io/name: kube-state-metrics
app.kubernetes.io/version: 1.9.7
name: kube-state-metrics
namespace: kube-system
spec:
endpoints:
— bearerTokenSecret:
key: ""
interval: 15s # This parameter indicates the collection interval. You can incre
port: http-metrics
scrapeTimeout: 15s # This parameter indicates the collection timeout. TMP requi
jobLabel: app.kubernetes.io/name
namespaceSelector: {}
selector:
matchLabels:

app.kubernetes.io/name: kube-state-metrics

For example, if you want to collect data of metrics kube_node_info and kube_node_role ,addthe
configuration with the metricRelabelings field to the endpoints list of ServiceMonitor. Note that the field is
metricRelabelings ,not relabelings

Example of adding metricRelabelings

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
labels:
app.kubernetes.io/name: kube-state-metrics
app.kubernetes.io/version: 1.9.7
name: kube-state-metrics
namespace: kube-system
spec:
endpoints:
— bearerTokenSecret:
key: ""

interval: 15s # This parameter indicates the collection interval. You can incre
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port: http-metrics

scrapeTimeout: 15s

# The following four lines are added:

metricRelabelings: # Each metric will undergo the following process.

— sourcelabels: ["__name__ "] # The label name to be checked. _ name__ refers to
regex: kube_node_infol|kube_node_role # Check whether the label matches this r
action: keep # If the metric name meets the above conditions, the metric is

jobLabel: app.kubernetes.io/name
namespaceSelector: {}

selector:

If native Jobs of Prometheus are used, filter metrics using the method below.

Job example:

scrape_configs:
- job_name: jobl
scrape_interval: 15s # This parameter indicates the collection interval. You ca
static_configs:
- targets:
- '1.1.1.1"

For example, if you want to collect data of metrics kube_node_info and kube_node_role only, addthe
configuration with the field metric_relabel_configs .Note: The fieldis metric_relabel_configs , not
relabel_configs

Example of adding metric_relabel_configs

scrape_configs:
— Jjob_name: jobl
scrape_interval: 15s # This parameter indicates the collection interval. You ca
static_configs:
— targets:
- '1.1.1.1"
# The following four lines are added:
metric_relabel_configs: # Each metric will undergo the following process.
— source_labels: ["__name_ "] # The label name to be checked. _ name__ refers t
regex: kube_node_info|kube_node_role # Check whether the label matches this r

action: keep # If the metric name meets the above conditions, the metric is
5. Click Confirm.

Skipping Data Collection

Skipping Data Collection from Entire Namespace

TMP will manage all ServiceMonitors and PodMonitors in a cluster by default after the cluster is associated. If you

want to skip data collection from a namespace, you can add the label tps-skip-monitor: "true" tothe
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specified namespace. For label details, see Labels and Selectors.

Skipping Data Collection

TMP collects monitoring data by creating ServiceMonitor and PodMonitor types of CRD resources in a cluster. If you

want to skip data collection from specified ServiceMonitor and PodMonitor resources, you can add the label tps-

skip-monitor: "true" tothese CRD resources. For label details, see Labels and Selectors.
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Adjusting Collection IntervalAdjusting
Collection Interval

Last updated : 2024-08-08 10:42:17

This document describes how to adjust the sampling interval of TMP to avoid unnecessary expenses.

Prerequisites

Before configuring monitoring collection items, you need to perform the following operations:
Create a Prometheus monitoring instance.

Associate the cluster to be monitored with the instance.

Adjusting Collection Interval via TCOP Console

1. Log in to the TCOP console, and click Prometheus Monitoring in the left sidebar.

2. On the instance list page, select the name of the instance that requires configuring data collection rules and enter its
details page.

3. On the Data Collection page, select Integrate with TKE , click Data Collection Configuration on the right side

of the cluster, as shown in the following figure:

« i -

Basic Info Data Collection Alarm Management Recording Rule
Integrate with TKE Integration Center Data Multi-Write Agent Management
ssociate Cluster

ds-nt2xivge & @
cy-prom-7284

4. In the data collection configuration window, click Edit in the operation bar, as shown below:
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ENTEEN, LA e _/Data Collection Configuration

¥ Basic Monitoring

Metric collection management

120.73/s -system/node-exporter 98Count/s 4.47Count/s 19.40Count/s

-system/kube-state-metrics 149.33Count/s 38.33Count/s 24 40Count/s

5. Find the interval field, which represents the collection interval. You can increase its value to reduce data storage

costs, as shown below:

Edit ServiceMonitors

kube-system/node-exporter

apiVers
kind: S
metadata:
annotations:
meta.helm.s
meta.helm.s

generation: 2
labels:

.1o/managet
ame: I

ersion:
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dsV]
meta ﬂdtd
F:annmtatlmnsz

« 1
LJ

f:meta.helm.sh/release-name: {}

f:meta.helm.sh/release-namespace: {}
f:1abels:

I
= LJ

:app. kubernetes.io/managed-by: {}
:app.kubernet
:dpp kubernete

:endpoints:
:jobLabpl'

manager:

operation:

time:
name:

endpoints:
- bearerTokenSec

Cancel

6. Click Confirm after completing the configuration.

Adjusting Collection Interval via Integration Center

Note:

The Scraping Task application should have been installed and integrated. If it is not installed, click One-click
installation on the right before you proceed with the following steps.

1. Log in to the TCOP console, and click Prometheus Monitoring in the left sidebar.

2. On the instance list page, select the name of the instance that requires configuring data collection rules and enter its
details page.

3. On the Data Collection page, click Integration Center, find Scrape Job, and click View Integrations on the

right, as shown below:
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« N e

Basic Info Data Collection | Alarm Management Recording Rule
Integrate with TKE Integration Center Data Multi-Write Agent Management

Check Middleware Big Data

Database Alerting Others

‘ Al ‘ Infrastructure Cloud Monitor Application

Installed

Application Name

TMP collects, stores, and visualizes the basic monitoring data of Tencent Cloud produts.

¢ Cloud Monitor

e used to regularly test the connectivity of t t service, helping you stay up to date with the service health and discover exceptions in time.

© Health check Blackbox can b

& scrape Job Scrape Job

4. On the page that appears, click any name to enter the collection tasks configuration page. Then, find the
scrape_interval field, which represents the collection interval. You can increase its value to reduce data storage

costs, as shown below:
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Edit
Scrape Job
“onfiguration = job_name: prometheus
| scrape_interval: 30s |
static_configs:
- targets:
- 127.0.0.1:9090
Estimated Collector Resource Occupation (i): CPU-0.25 cores Memory-0.5 GiB Billing Overview [4
Save Cancel

5. Click Save after completing the configuration.
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Resource Usage and Billing Overview

Last updated : 2024-01-29 16:01:55

When using the Tencent Managed Service for Prometheus (TMP) service, you may use resources such as Tencent
Kubernetes Engine (TKE) serverless clusters, TencentCloud Managed Service for Grafana (TCMG), and

Cloud Load Balancer (CLB). This document describes the use cases and billing rules of these resources.

TKE Serverless Cluster

Use cases

You need to create a TKE serverless cluster if you use a TMP-associated cluster to monitor TKE.
A TKE serverless cluster will be automatically created for data collection when you install an integration plugin in the
TMP integration center.

If both use cases are required for you, only one TKE serverless cluster will be created and shared. You can view the

created clusters on the cluster list page.

Elastic cluster Region &) Singzporsr

K] Deploy Serveriess container applications quickly and ensble in seconds, without the nesd to creste Kas clusters.Continer instance [ is in beta test. You can geta 100 CNY voucher to join it Apply o join the beta [3

CPL3 S-ore
MEMEEE

CPlizecare
MEN2EE

€50 25 -core
MEM:17.5Gi8

€BUD-core
MEMDEIE

€BUD-core
MEMOSE

Note

The name of the TKE serverless cluster is the TMP instance ID, and the cluster description states that For TMP use

only. Do not modify or delete.
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Basic information

prom- i

cls-3za8zT ko

Running--

1184

Elastic cluster

Southeast Asia[Singspore)

2022-05-18 154242

Promethss

Billing overview

The billing mode is pay-as-you-go. For more information, see Product Pricing.
The TKE serverless cluster automatically scales according to the monitoring size. The relationship between the

monitoring size and the TKE serverless cluster cost is shown below:

Reported Instantaneous Estimated TKE Serverless Cluster Resources . .
. . List Price/Day
Series Required
< 500,000 1.25 cores, 1.6 GiB 0.35 USD
1 million 0.5 cores, 1.5 GiB*2 1.46 USD
5 million 1 core, 3 GiB*3 2.93 USD
20 million 1 core, 6 GiB*5 7.98 USD
30 million 1 core, 6 GiB*8 12.77 USD

Sample TKE serverless cluster costs are as follows:
If the TKE serverless cluster used for a newly initialized TMP instance consumes 1.25 CPU cores and 1.5 GiB
memory, then the estimated list price per day will be 0.0319 24 + 0.0132 24 = 1.0824 USD.
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TCMG

Use cases

When creating a TMP instance, you need to associate it with a TCMG instance in the same region for the visual

display of monitoring data collected by TMP. For billing information, see Billing Overview.

CLB

When you use a TMP-associated cluster to monitor TKE, a private network CLB instance will be created under your
account for network connectivity between the collector and the cluster.

If you associate an edge cluster or a cluster with no network connection, a public network CLB instance will be created
for network connectivity.

To access the TCMG service over the public network, you need to create a public network CLB instance.

These CLB resources will be charged. You can view the resource information of the created public network CLB
instances in the CLB console.

Resources are billed based on the actual usage. For billing details, see Network Pricing.

Resource Termination

If you terminate TMP instances in the TMP console, all relevant resources will also be terminated. Tencent Cloud does
not repossess TMP instances proactively. If you no longer use TMP, you need to delete the instances promptly to

avoid extra charges. For instance termination directions, see Terminating Instance.

©2013-2024 Tencent Cloud. All rights reserved. Page 210 of 210


https://www.tencentcloud.com/document/product/1124/49505
https://console.tencentcloud.com/clb/instance?rid=1
https://www.tencentcloud.com/document/product/214/36998
https://console.tencentcloud.com/monitor/prometheus
https://www.tencentcloud.com/document/product/1116/43173

