| o

YIK 81

B AT

[

0%

Iz

RN R @ BRI R (sd) ARTERH]

3

VIR E (S

551 47501



@ HEI:HE YIRS

GGGLE!
©2013-2024 &AL E

ASCRAEERULISME ST, RSB Ie BEYT, EIEATEUEMYR LN, Bl D& (e
AR SR

GEavat)!

EHBAT

MEENERBIRGAR KRR ABIN R R (ba) GRFULAFINHEKBRFATE, AR MVE =75 £k
HIRER, HEREDR AT

(k35 AHA]

ASREEAEAE BB RS 0 7 . IRSSHI SN BB, 807, IRSFIINE AT RE AP AEE, 14
AT SRR TR = b, IRSSRIRPSE, RS PRAESE N A G ISR Z ML S RIZTE, FRIEXT HELE, SN,
BTN A SR N B A AT B 7R BGRRR Y K T B ARIE

RN R @ BRI R (sd) ARTERH] 52 7517



@ Hﬁ i:H.E IR (S
MHFHE R

B ATt
B AR
FFC SDKiE A
C SDK T#;
C SDK 5 F-afstE
C SDK_Porting 55 # AR
FreeRTOS+wIP E-5FHE 5 BH
MCU+iEH TCP_AT 44l (FreeRTOS)
MCU+iEH TCP_AT #4Hf4HE (nonOS)
C SDK #2 A 15H
C SDK f# A5
i A
G I E T0RA
EIREE (Linux A1 Windows)
MQTT Pig A7
EeAMPNEIRIE S g E|
W BRI
7 Android SDK # A
Android SDK hixAx15BH
Android SDK T f2HAC &
Android SDK i F 15 #H
T Java SDK A
Java SDK JfiiA15iHH
Java SDK T&fd &
Java SDK fifi F15BH
FF Python SDK # A
Python SDK iR A< i A
Python SDK T f&fC &
Python SDK fifi F 15HH

RN R @ BRI R (sd) ARTERH] 553 7517



@ EEI:HE YIRS

U e A T
Va4 A MR

o h TN E] ¢ 2024-12-27 16:55:24

VAR aN

NTER P REIEA, RIEREIIEAR S, VBMEETRME 7 eSS AR, REEAWBNEETRL
SERR B TR O, s E QY 2 Ja = AT 5T Pk PR (S AR AT SEREE Ao

BEEARS

R ARSI F DN EMIIIIRE, fERaETEN T8 B BRI,

B ANRSS SR ZFHERIMIEE A, SRR ET MQTT P, WebSocket 11X, HTTP/HTTPS 4, CoAP
PN TEREE Ao

REEANRFHRBHE AONEIRSS, REFETEANDIGERREEANE, RER AT 2T,

B ARG 1R AR 750 SDK IRS5, W& r%ET SDK SERid%E Ao

BREET SDK #A
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BHEE

H v1.0.0 lRAIT4A, A SDK UL fEM Github 1T,
I BERATh

A v3.2.1

KA HHEA © 2020/08/04

FEES CIEF

FEINE ¢ Linux/Windows

W

1. ¥ rrpe [R5 @ E TR Kol
2. W #ETRe Ko,

3. IRIINYRE /RIS I 1,
4, FEHFTIHY,

A v3.2.0

KA HHE] : 2020/04/30

FRIBES : CiBES

FFEIREE ¢ Linux/Windows

WA

1. &F mtme 773, STHRPZ RIS, LB 8EE,

2. BE —LEB R NTEI R SOBSR R, DU S - B il T A,

3. fH clang-format #8=\t.4H, 51 ARIEiEE T A clang-tidy & cpplint.

A v3.1.3

£A5 HIA © 2020/03/06
FEIES  CIES
FFRIRES ¢ Linux/Windows
NE

Pk S

1. it ota_maqtt_sample, I OTA FfEA 75 B RERYHL T ke 7 B, FF H sample Hf MQTT Wi &EiE.Z

JEATIIRRT LUK & T %
2. 1ift gateway sample, FFIgHIHE—LLEF IS RAIH,
3. In#El MQTT FEUZ G R,
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TR R BRSO,

5. BE —L4IXE 5 & bug.

6.

g — U 4E XU

A v3.1.2

KAAHEA : 2019/11/11
HRIES : CiES
FFRINEE © Linux/Windows
NA

1.

FBRX 10T Explorer F-AAH XA K3, {EKHF 10T Hub,  AE(E S il

Pk S

2. Bug & : OTA BHLNTEIRRIE, device info.json SCA-EHT Rl K Windows ~F-15 I A% =X 7] @,
3. B SCEZIZE, ca.c/h 44N qeloud_iot_ca.c/h, device.c/h %N qcloud_iot_device.c/h,

A v3.1.0

AT HET 1 2019/09/19
FEIES  ClES
FF&EREE ¢ Linux/Windows
A

C-SDK E#4 :

1.

o ~ WODN
s s s s

PRACAREZE R H B, RASESGERE, 588 KRB, #2& R MR AE M,
TE makefile gw 1ALl X3 cmake 415 SRRSO X, 3& R Z AP gRIFEINEL,
¥ Windows “E5 37, SZHHE Microsoft Visual Studio F 4

¥ AT_socket 4% 2 LIS MCU+TCP AT 14 I & T R A A,

&1 FreeRTOS+IwIP -5 HIFS RS HL

A v3.0.3

KRAHE : 2019/08/26
FEIES  ClES

FFRIR5E @ Linux, GNU Make,
A

1.

i OTA Wi igEf% © ota_matt_sample.c RBIEINAMIE MFRRAG EER (R4, W<, MD5)

HTTPS J&E# K #F range 28,

2.

SDK filRA 5 0 v3.0.3,

fik4s v3.0.2

KA HEA : 2019/07/18
FHRIES : CIES

FEIAE ¢ Linux, GNU Make,
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NA

1, BUEEMR T IS PR b,
2, KB TERIEEM version EH,

3. TEAEEAEEARAE &=l

i v3.0.1

KA H Y : 2019/06/11

FRIBES : CiBS

FFR IR @ Linux, GNU Make,

E

1. HE&E ERImaeiifl, sha&nBlEmMXANE, SKRRAHETE ik, E&2M TR,
2. MQTT /il subscribe [ event handler [a11d, KIEAIIT R topic FIRASZE L,

3. BE LRI, BIANXS MQTT API 3K [a] B W AS 24 m]

4 v3.0.0

KATHEA © 2019/05/17

FRIES : CiES

TR IR5E @ Linux, GNU Make,

WA

BT IR AR T RE,

s R IEE,

IR AR AR AR AR T HL

&5 JSON EHAYH T bug,

W BIEEHORGE. FHREI, BERENRERELT 75 Rl
VEEE SRS SR, ISR B 5% docs M F-5 SDK R A HHA,
FAR v3.0.0 Ko LSS RRAR RIS STHRETER IR SEAS S WDk & RN PR R - 5

N O o0 A WON =
v 7 J P P2 P2 v

A v2.3.5

KA HEA © 2019/05/15

FRIES  CIEE

FEINGE @ Linux, GNU Make,

WA

eSS EMIIRE,

I SN EMRA,

NS R IRE HAL #2100,

N AES nfi#EEs AP,

B4 Sample &5 EAREUT X8 HAL E82 05530,
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A v2.3.3

KA HHA © 2019/05/06
FRIES  ClES

FFRIREE @ Linux, GNU Make,
A

1. Bk MQTT keep alive JE# LI Mz PING request & L5,

2, BLMQTT ITF/HEGEIT B topic name EFZHASNAE 7 XAEME, 75 (84 A A E 6,
3. &K topic name I AKEN128, G-mima AR —,

4, 1B HTTPC L% MQTT #£HX sys M log TH 2/ bug,

5. {RALESIRADERY,

fitAs v2.3.2

KA 2019/04/12

FRIBES : CiBS

F&IAES ¢ Linux, GNU Make,

WA

1. BEARKRH © £ make.settings BN & gmizie il (BRIN K IH) DU B E A TENZ A,

2. BE MQTT #IRE M XIER FIHE TMTINE S ZRM © EIEIRR XA RN SRR, Hill MQTT &%
KW X ERIA KN J2048F

3. BRI B F B R AR08

A v2.3.1

KA HHEA © 2019/03/12

FRIES CIES

FFEIAE ¢ Linux, GNU Make,

W

1. SDK g H & LHIae, 776 H P sl B imiR 2 2 Wi IR UL, B R GR: MQTT
o

2. FHM SDK HASFTHINE, BE 4T Bug, RALEE ST,

3. BB AIRAKE 480, 5 10T Hub mimiZl e rir—5,

A v2.3.0

KA HE] . 2019/02/25

FEIES ClES

FFRIREE @ Linux, GNU Make,

WA

1. MW R THEE, SHEW R IREET MQTT WU %4 B R MBIk TE R

2. FHAZERENH, bR 2Rt, 1F samples HE N2 LA (e Ne i B S 05 A,
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3. fE1E MQTT EEIEALHI Ko Dok cl g I il SR o
4, =T Bug IEH, FRNIFRIEEINIGIRIERE,
5. KRR TEEMARRMMIBERET K, BYBFEHIR,

A v2.2.0

KA HHH 1 2018/07/20
FRES CIEE
FEIAE ¢ Linux, GNU Make,

WA :

1. H18 NBIloT &&#% ABES.

2. J&MC TOPIC HYEELTT “#” A “+7,
3. BEEES =7 R H A5,

4, &+ bug EE,

[ v2.1.0

KA HEA © 2018/05/02
FRIES :CIES
TR IS5 @ Linux, GNU Make,

WA -

1. FEE AT (OTA-CoAP EIE) #E/,

2, FE KN IRZRR 1545 hmac-shal SEAU%E ARE .
3. FHEREUGE A I RIYEE ST

A v2.0.0

KA HEA : 2018/03/12
FRIES :CHES
FFR IR @ Linux, GNU Make,

E

1, FoEEAASE (OTA-MQTT EiE) fES.

2, BEIE&E OB RIS R,

3. BE MQTT SRR KR E I SUE N S B X i A AR,

A vi1.2.2

KA HHEA  2018/02/07
FRIES :CIES
TR IR5E @ Linux, GNU Make,
WA -
1. B MQTT/CoAP S RN #2345
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2. Linux ¢ ZmiEft(t.

R4 v1.2.1

KA HH] 1 2018/02/02

FRIES : CIES

RIS @ Linux, GNU Make,

W7 B Publish 74 &N B 55 1R1Z 5,

hR2s v1.2.0

RATHEA : 2018/1/17
FRIES :CIES
TR IR5E @ Linux, GNU Make,
WA
1. BOERAAAT RN ACK @ [, FaFHZEL RS,
2. WM& EfEE X TiEE,. HEXNNAYRE
3. ¥ CoAP @i, T UDP, %A DTLS JEXFRINZE, fE4l biREED SFEREw D,

4= v1.0.0

EAAHE : 2017/11/15

FRIBS :CHES

FEINEE & Linux, GNU Make,

WA
1. MQTT R © ORI R RVRERE 10T Hub mimARSS 8, FIEA MQTT Whilifid,
2. WBY TUREF: | BIKEER L&Y TN,
3. RN FIAIIER R AN /5 SR
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B

AR AR 1R 75 S C-SDK A AEEN HARGELE- -5, C-SDK RAEHLILt, B LIRSS SRR,
TEHATES FERBAER, — AT R Z AT ESOERCET A,

C-SDK ZE#
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O BT .
| Application samples
| API
|
| vmae [ swen | o || [
|
[ e e |
L o
B EEN mEm
| .
| Platform service layer |
e e e | =N
| D
Protocol layer
| Rt | R
|
| POSIX socket AT socket TLS -
| Network layer Utilities
|
I
|
|
| Platform HAL layer
i
| Hardware
|
AL
SDK 77HEBH, M EETHHINFEFERSZE. OB, WEE. EFHERZE,
R%E
TEMBINZZ b, ST eadBiR&EHA SR, K&, WX, 380, HE LIRA OTA %I8E,
R
Bl loT “Fa 2 AR X clis MQTT/COAP/HTTP,
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A BT

IS

Pk S

SHEET TLS/SSL (TLS/DTLS) /3K, POSIX socket (TCP/UDP) J53UH1 AT socket /5 =M L8 MER, AFH
M55 AT AR A 75 S50 FH A [R A WSR2 T A

BAMRE

KIS A RIREPE -5 B R Z B R R B, TN BARRVARRE PG IT RS AE, 0 e S BIAT Al i SC LR

77 HAL B2,

AR Z S AE

HAL 2 EEH LRI, 7250102 OS MK, N4 K& TLS A XM, ISR R FTEIRE 61y, 1R A5 EAH 1Y,
SDK 1£ platform/os H3%/Rf T Linux, Windows, FreeRTOS & nonOS PU/N7 R IWRELEIR B, IS E &
MR H S EFT AR B IR,

oS HX#&EO
s [Fapved
1 HAL_Malloc
2 HAL Free
3 HAL_ThreadCreate
4 HAL_ThreadDestroy
5 HAL_MutexCreate
6 HAL_MutexDestroy
7 HAL_MutexLock
8 HAL_MutexUnlock
9 HAL_SemaphoreCreate
10 HAL_SemaphoreDestroy
11 HAL_SemaphoreWait
12 HAL_SemaphorePost
13 HAL_SleepMs
PZE R TLS fHXH HAL #0
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N8R K H2 A 0k — A IERCRAE, X T B4 @I aE /1 F HARB SR TCP/IP NS WAL 7%, RS
POSIX_socket 1M£% HAL $Z11, ffif TLS/SSL In& @ IRRAFEESLIN TLS #5609 HAL #2110, X+ MCU+ &
F TCP_AT B4 1yik#g, WA LAEEE SDK 244419 AT_Socket HEZR, FSCHIMH XY AT BdHI% 1,

HT POSIX_socket B HAL #0

Hr TCP/UDP #H % #2113 T POSIX socket B IL, TLS MH %8 1T mbedtls &, BAEZ RTAHBIRRS
LAFTHE mbedtls 7, ATRRAEAM TLS/SSL &, 727 platform/tls/mbedtls tH % SCEF TR AHIEHC,
UDP/DTLS #H 3% BB AE [ RE COAP 8 TR I F 75 ERE A,

Fes R WiRA

1 HAL_TCP_Connect N7 TCP i%#%
2 HAL_TCP_Disconnect Wi T TCP i&E#%
3 HAL_TCP_Write TCP &

4 HAL_TCP_Read TCP i3

5 HAL_TLS Connect N7 TLS E#E
6 HAL_TLS_Disconnect Wi TLS %45
7 HAL_TLS_ Write TLS &

8 HAL_TLS Read TLS 3%

9 HAL_UDP_Connect 57 UDP %82
10 HAL_UDP_Disconnect i UDP 4%
11 HAL_UDP_Write UDP &

12 HAL_UDP_Read UDP i3t

13 HAL_DTLS Connect BT DTLS J&E4%
14 HAL_DTLS_Disconnect Wi DTLS %%
15 HAL_DTLS Write DTLS &

16 HAL _DTLS Read DTLS %

HT AT socket £y HAL 0

i HEESR 1% 7 AT_TCP_ENABLED %% AT socket, M| SDK =JAH network_at_tcp.c HJ at_socket
PZ, at_socket ENTREMME, TESIH AT HIIKSN K AT BHIXEN, AT BRLHIKF N FRZLI AT #2428
at_device WWIKBNEERIKR at_device_op_t MIKSNEEZEOIEIR], AILISHR at_device HF FRE FFIRELH, AT &
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IR EEE SR YRR, REEF MRS R IR REIEFRE at_client_uvart_rx_isr_cb BIA],
AILIZ# HAL_AT UART freertos.c KINHFRESEHE,

FE L e Vi
1 HAL_AT_Uart_Init AL AT B0
2 HAL_AT_Uart_Deinit B AT B0
3 HAL_AT Uart_Send AT B[O AEBHE
4 HAL_AT_UART_IRQHandler AT B B T AR S5 F2 5
IR RRATEIAE X B HAL #2001
Fee (e iR
1 HAL_Printf T LR S AR H R
2 HAL_Snprintf T BER B A F 1 5
3 HAL_UptimeMs KR H RSB LUREBITINZEL
4 HAL_DelayMs BEZEAERY, FAN7ZER)
REE R X HAL 82O

A loT FAFREIE VAR MAIREER, FNTER™ MM E R R EREMNIEZ RIFEN B "]

£% platform/os/linux/HAL_Device_linux.c R~EISCEL,

FF5 [Epsed T
1 HAL_GetDevlnfo B3 BT
2 HAL_SetDevlInfo WEERRT
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FreeRTOS+IwIP & At 15

ol E N E]  2024-12-27 16:55:24

A EBAAT RS TR =P C-SDK #4iE%| FreeRTOS+IWIP -5,

FreeRTOS FAE TR/

FreeRTOS {EN—MEARSE, FEARBLESS O3 KA B AIESS BIEES OS MO, TERRKEEFEEHE
BB R TS C 3BT (40 newlib 583% ARM CMSIS %) Hl TCP/IP W&tk (4l IwlP) ¥ REFZRRSE
B AZGBIT B FINSMERE AN EF RN AT, KILERSHE C-SDK i, TFERIEREILEN
BTG U TSR,

WeBH :

SDK 7£ platform/os/freertos H 1t T — T FreeRTOS+IwIP+newlib (VZE5H, %L B L1 RE
ESP8266 & 3 ki,

FHECH

KET RTOS RGN FadiE 7 XA, — MR EEERMH SDK #Y cmake B¢& make 4%, [tk SDK #2f
TAESHERE, PTARYE R ZOREAE ARG ECE — D sy se e, SR RmA RS 2R B T, ER
DUERLEN B T E IR,

1. &2 CMakeLists.txt FHACLE K freertos “F&, FHIT B HETHHE :

set (BUILD_TYPE "release")
(PLATFORM "freertos")

set (EXTRACT_SRC ON)
(

FEATURE_AT_TCP_ENABLED OFF)

set

set
2. 1F Linux MBI T DL N a4y

mkdir build
cd build

cmake ..

3. HAJ4E output/gcloud _iot_c_sdk A, FREMH X<, HREXAT :

gcloud_iot_c_sdk
— include

| — config.h
| — exports
— platform

RN R @ BRI R (sd) ARTERH] 5516 7517



@ HEI:HE YIRS

L— sdk_src

L internal_ inc

ViR :

include H3% @ SDK I P FHEY API e TS EL,  Hirh config.h Dy iR$ESm PRI W IEZR, API BARNHIES
& RO K] SR,

platformH 3% : “FEM KA, ARG RS BB TIESCER, BEANBEIRLHIES% C-SDK_Portingis -V
BHERLD,

sdk_src : SDK HYf%LiZ 5 M A R AR, — MR AFTREBED, HA internal_inc &7 SDK AIFRfE I SLS

4. P AR gcloud_iot_c_sdk 5 DLEIIH HARF- 5 I AN,  FHARSE B DB L I,

AR

1E Linux FFEZ IR T /K38 ESP8266 RTOS “EAEE—N TA/RHA,

1. 1§2% ESP8266_RTOS_SDK 3KHY RTOS_SDK fIXX X 4wi¥ds, HAI#—MIHE T,
2. I L HEHELT gcloud_iot_c_sdk H%, #U1Z| components/qgcloud_iot T,

3. 7E components/qcloud_iot T, #E— M IERCE X/ component.mk, NZEAIT :

#

# Component Makefile

#

COMPONENT_ADD_INCLUDEDIRS := \\
gcloud_iot_c_sdk/include \\
gcloud_iot_c_sdk/include/exports \\
gcloud_iot_c_sdk/sdk_src/internal_inc
COMPONENT_SRCDIRS := \\
gcloud_iot_c_sdk/sdk_src \\
gcloud_iot_c_sdk/platform

Et, ZATLURF geloud _iot_c_sdk fEN—PHMFEATHRIE 17, 2 e e ARG B ik n] UOF Y8k C-SDK Y213
TTIERRIBUOR TH R
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MCU+E R TCP_AT #ZH#4HE (FreeRTOS)

b E N E] © 2024-12-27 16:55:24

Pk S

T AEFMEHEINEE MY MCU, —ER A MCU+ lEIRBLEHAY 53, @I (Blih Wi-Fi/2G/4G/NB-loT) —fi%
TR T ETHRRY AT fEa PR MCU AT 4SE N, $HAXRM7 R, C-SDK #1321 AT-socket WE%)=, MZtEZ
RO EMRIIRSS B EAREAE, AR X MCU (FreeRTOS) +i@f TCP AT Y BFRINE, AIfAIFEHE C-

SDK FH# A= -5,

SDK T #

T EEHTRA I # C-SDK,

SDK Jheht &

8 A TCP A4 Zm i c EIE T EAD T
E4p0) LTI
BUILD_TYPE debug/release
EXTRACT_SRC ON
COMPILE_TOOLS gcc/MSVC
PLATFORM Linux/Windows
FEATURE_OTA_COMM_ENABLED ON/OFF
FEATURE_AUTH_MODE KEY
FEATURE_AUTH_WITH_NOTLS ON/OFF

FEATURE_EVENT_POST_ENABLED ON/OFF

FEATURE_AT TCP_ENABLED ON
FEATURE_AT UART RECV_IRQ ON
FEATURE_AT OS_USED ON
FEATURE_AT DEBUG OFF

RN R @ BRI R (sd) ARTERH]
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EREFUIE X

RIETELILE, IDE A KT

RIEFEBLE, IDE B KE

AR 2L E

PR BRI IAIE T N BOEH P IAUE
RIETRZR G HHAE TLS

IRIETR ZR SRR H A LR

AT 1520 TCP ZhaeH %

AT Bl B2 DIRETT K

AT R Z L REINRETT %

BN KM AT R ATNRE, AT EET T
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https://github.com/tencentyun/qcloud-iot-sdk-embedded-c

@ HEI:HE PN S
(AWIZE TN

1. 7 Linux R8T T a4y

mkdir build
cd build

cmake ..

2. BIR]1E output/qcloud_iot_c_sdk #, #REHH XA SCE:, HREXUWT :

gcloud_iot_c_sdk
F— include

| — config.h
| F—f exports
— platform

L— sdk_src

L internal_inc

Wi :

include H>% : SDK ftH P Y APl S r] 22588, Hr config.h JuARTESw 1R AL Y 41 72

platform H% : “FEM KR, AMARIER &SIV B U TIESCERT.

sdk_src : SDK HIRLDIZHE N WA X A1, —fRAFREBELL, H internal_inc 2 SDK PR E A Y3k F,
3. FF AR gcloud_iot_c_sdk #5 VIEIH HAR-F- 5 HIgm IR INGE, FARNE B A DB %I,

HAL E&HHE

1§555% C-SDK_Porting 5 - AR BTN,

T IRZEAE 1Y HAL #2100, st bR 9R BEE I CLiZ % SDK #2651 AT Socket HEZE, SDK A
network_at_tcp.c HJ at_socket %[0, at_socket BENEEHE, FELH AT B IIKSIRATHES
Wah, ATEHAIRENHFTESLI AT HEZEH at_device HIRENEEMIE at_device_op_t WYIKSIEEOIENAT, wIIY

ZM at_device HFR THYT SRR,
H A SDK B PIEE N FR AR 1Y Wi-Fi #5420 ESP8266 HR it T KB 5K, Aot S| HAaum ITRA A E A S E

Nzpt2 Eoip e

f&n] %% SDK samples H & FHIBIREHATH &,
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MCU+EH TCP_AT fH4H#ZHE (nonOS)

b E N E] © 2024-12-27 16:55:24

T AEFMEHEINEE MY MCU, —ER A MCU+ lEIRBLEHAY 53, @I (Blih Wi-Fi/2G/4G/NB-loT) —fi%
TR T ETHRRY AT fEa PR MCU AT 4SE N, $HAXRM7 R, C-SDK #1321 AT-socket WE%)=, MZtEZ
BRI IFRIIRSS R AR, ASCERE X MCU (£ OS) +iliF] TCP AT BZHAY HARINE, 4N{m#34E C-SDK

HEAB YN FA,

W TH RTOS 75, at_socket MR HEIWEHEIIAFI S B 2R, NAHEEZEMMEREH 10T_MQTT_Yield K%
RS b FATEE, 5 e O ST EBEEELIEN, FbUEL 5B ESN 8 xR IU#EH RTOS, &

HfidiE FEATURE_AT_OS_USED = OFF 4%t OS /53,

SDK T

TEERHTRA R 2 5 C-SDK,

SDK YJRefL &

& RTOS i H:# A TCP #4H 2w M EIE TR EAT T
£4%0) A iE
BUILD_TYPE debug/release
EXTRACT_SRC ON
COMPILE_TOOLS gcc/MSVC
PLATFORM Linux/Windows
FEATURE_OTA_COMM_ENABLED ON/OFF
FEATURE_AUTH_MODE KEY
FEATURE_AUTH_WITH_NOTLS ON/OFF

FEATURE_EVENT_POST_ENABLED ON/OFF

FEATURE_AT TCP_ENABLED ON
FEATURE_AT UART RECV_IRQ ON
FEATURE_AT_OS_USED OFF

RN R @ BRI R (sd) ARTERH]

Wi

RIS 2 E

EREACHAHIY

RIBTFEILE, IDE 1HHA KE
RIEFRZILE, IDE MHHA XiE
RIEFREILE

PR IR B NIE T R BOEE P IAE
IRIEFR ZZ A ERE TLS

IRIET ZB AEREF I LR
ifRE at_socket ZH1

HHE AT R Iz

at_socket 41 E RTOS IRsE(d H
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https://github.com/tencentyun/qcloud-iot-sdk-embedded-c

@ HEI:HE PIREE (S

FEATURE_AT_DEBUG OFF BN KM AT BRAAIRRE, ARIFEETIT

R fHTHEY

1. 1F Linux M1 7L T dnay -

mkdir build
cd build

cmake ..

2. BIAJ{E output/qcloud_iot_c_sdk A, KEIM XK, HREZXWT !

gcloud_iot_c_sdk
— include

| — config.h
| — exports

— platform
L— sdk_src

L— internal_inc

iEA :

include H% : SDK it P FHRY API S Al 2825k, Hrr config.h JyARHE S 1REIE I AE U S 16 2

platform H% : SFEH KHRES, AIARIE IR &I BRI U T IEUOER,

sdk_src : SDK HURDZHE KM HE RS, —MATREBL, HA internal_inc 79 SDK NHRE HHYSK ST,
3. /AL qcloud_iot_c_sdk # I EIH BHFRFEAIRIFT LN, TR ARG B R IRIFET,

HAL E&AHE

E5c5% C-SDK_Porting 5 F- & AERER,

XT g HE XAy HAL #2210, @ BRIRY4m s T ik s SDK $2fEHY AT _Socket #E28, SDK =

A network_at_tcp.c 1 at_socket #I1, at_socket EFNFEMSNE, FESCI AT BOWKSI& AT #
SHOXZN, AT BHIXSN HFEESI AT HEZ8H at_device MIRFNEEMIA at_device_op_t MIRFNHEEERNR],
AIBIR at_device HF FTHYC IR, AT S OIKSNTHEESLILE Ry, R ikS SR i
FIENEBKE at_client_uart_rx_isr_cb BIA], AILIZ# HAL_0S_nonos.c K HIREARBHE,

NV S5 BRI &

&R 5% SDK samples H & T EIFEHT I £,
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https://github.com/tencentyun/qcloud-iot-sdk-embedded-c/blob/master/docs/C-SDK_Porting%E8%B7%A8%E5%B9%B3%E5%8F%B0%E7%A7%BB%E6%A4%8D%E6%A6%82%E8%BF%B0.md

@ A (S
C SDK #2 A 1iHH

b E N E] © 2024-12-27 16:55:24

NPRIEZ 2, PIWFE RIS MEARSIEENE, IR T Z2AINES K, R AR R &S5
TR TE A

S ER

MIEEEHALAX 7, SRIEBREAEH RS, BTN EE, EFREMEERZ IR,
IEFIEEE FANREINE, DHEAMTHER 755 ID (Productld) . %%% (DeviceName) | K#&IE
32t (DeviceCert) . E&AHH: (DevicePrivateKey) , HAUEH XHFIFA B EAAERK, H——X M,
IR RN FANE RINIE, BB =JtHER | =& ID (Productld) . i%#&% (DeviceName) . &#&%
%4 (DeviceSecret) , HHIEHEEHAM A4,

BB A AN, E IR EIALE T 2ORIE, A1 EIFTR
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Pk S

Create Product

Guangzhou

General Gateway

Certificate Key

Tencent Cloud certifice =

JSON Custom

& S s Btk
W R BRI, PO TER T BEHEERIZ 2 b1,

FBREF

QI =G, EYENEE Petls s @ = APIR NS, HPEES N IVREER, R ERrcdeE =
TTHER, FREEFTFIRENRT, BRIFEZFANFF, 1% SDK BT IEIFRIVIESEER, TN
BT

FERSE | FEE RSB T ML= E, I RER, IR R, Ea RsSRRN T
o LA P RANE G S EIASEMINEE, WS4~ M%48 (ProductSecret) o [A—r= i FTHIFTE X
FEAE IR LU RS — = E R, EIFE5h ID (Productld) « 7254284 (ProductSecret) . s &,
HIATEMTY T AR B E R FFRTE, ARG EIERIN = e s P E R T I%&IAIE,
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https://www.tencentcloud.com/product/iothub

@ ﬁﬁfﬂﬁ YIRS

IR (DeviceName) HYZERK © 4 (I ZSTEMA RN A B s, Nig&H 2T DUk B O AR
1, (HRZRUERI—7=& ID (Productld) FHYE&EHAELE, —ME IMEI 8(# MAC bk, 6 FH 203 R s
AMEH B EAE, NFEEERERATS, RENRTMN SRR IEREH RSN ETER AN
&4, AT REE — B AR B R S B AT 8 IS 1y 22 2 UK

TR

ASTEMEERE T 245 (ProductSecret) W724, NS4 KIZ ka8,

P SR IR IR

BREEREA
UER I SSEAN T HAL API :

HAL_API WiHH

HAL_SetProductID IRIE 1D, RIFHRAEIES KB B
HAL_SetDevName WEIRESY, DATFIEIES FEAFE TR
HAL_SetDevCertName E UL %, IR AR EBEE] certs S H 3%
HAL_SetDevPrivateKeyName WERFIEBAA %, A RERES] certs XIFH %

T KA HAL API

HAL_API WA
HAL_SetProductID BB 1D, T IS RIETIE TR
HAL_SetDevName WEREY, DIIFBAEIES FIEAHEN B
HAL_SetDevSec WEREEH, BIFERAEIES RIEFEAT, BB
BB R
UEH IR SCIAN T HAL API
HAL_API WA
HAL_GetProductID AREG™= i 1D
HAL_GetDevName IREE B %4
HAL_GetDevCertName RO AL 4
HAL_GetDevPrivateKeyName IRBE B UE - ANH S 44
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@ A IS

FHRE KA T HAL API

HAL_API TiEH

HAL_GetProductID IREG™ & 1D

HAL_GetDevName KRB 5%

HAL_GetDevSec KRBT, HEARINEINEL, SN 5 i Rk
R R~
WIS RL

static DeviceInfo sg_devInfo;

static int _setup_connect_init_params (MOQTTInitParams* initParams)
{

int ret;

ret = HAL_GetDevInfo((void *)&sg_devInfo);
1f (QCLOUD_ERR_SUCCESS != ret) {

return ret;

initParams—->device_name = sg_devInfo.device_name;
initParams—->product_id = sg_devInfo.product_id;

{5 RARAL

int HAL_GetDevInfo (void *pdevInfo)
{
int ret;

DeviceInfo *devInfo = (DeviceInfo *)pdevInfo;

memset ( (char *)devInfo, 0, sizeof (DevicelInfo));
ret = HAL_GetProductID (devInfo->product_id, MAX_ SIZE_OF_PRODUCT_ID);
ret |= HAL_GetDevName (devInfo->device_name, MAX_ SIZE_OF_DEVICE_NAME) ;

#ifdef AUTH _MODE_CERT
ret |= HAL_GetDevCertName (devInfo->devCertFileName,
MAX_SIZE_OF DEVICE_CERT_FILE_NAME) ;
ret |= HAL_GetDevPrivateKeyName (devInfo->devPrivateKeyFileName,
MAX_SIZE_OF DEVICE_KEY FILE_NAME) ;
#else
ret |= HAL_GetDevSec (devInfo->devSerc, MAX_SIZE_OF_DEVICE_SERC) ;
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HBAT PR
#endif
1f (QCLOUD_ERR_SUCCESS != ret) {
Log_e ("Get device info err");
ret = QCLOUD_ERR_DEV_INFO;
s
return ret;
i
BN EA K
static int _serialize_connect_packet (unsigned char *buf, size_t buf_len,
MQTTConnectParams *options, uint32_t *serialized_len) {
int username_len = strlen(options->client_id) +
strlen (QCLOUD_IOT_DEVICE_SDK_APPID) + MAX_ CONN_ID_LEN + cur_timesec_len + 4;
options—->username = (char*)HAL_Malloc (username_len) ;
get_next_conn_id(options—->conn_id) ;
HAL_Snprintf (options->username, username_len, "%s;%s;%s;%1d", options-—
>client_id, QCLOUD_IOT_DEVICE_SDK_APPID, options->conn_id, cur_timesec);
#1if defined (AUTH_WITH_NOTLS) && defined (AUTH_MODE_KEY)
if (options->device_secret != NULL && options—->username != NULL) {
char signf41] = {0};
utils_hmac_shal (options->username, strlen (options->username), sign,

options—->device_secret, options—->device_secret_len);
options—->password = (char*) HAL_Malloc (51);
if (options->password == NULL) IOT_FUNC_EXIT_RC (QCLOUD_ERR_INVAL) ;
HAL_Snprintf (options->password, 51, "%s;hmacshal", sign);
}
#endif

AR FEINUE GRS
IR R AR

int main (int argc, char **argv) {
memset ( (char *)&sDevInfo, 0, sizeof (DevicelInfo));
ret = HAL_GetProductID (sDevInfo.product_id, MAX_SIZE_OF_PRODUCT_ID) ;
ret |= HAL_GetProductKey (sDevInfo.product_key, MAX_ SIZE_OF_PRODUCT_KEY)

4
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@ HEI:HE YIRS

ret |= HAL_GetDevName (sDevInfo.device_name, MAX_SIZE_OF_DEVICE_NAME) ; / /8

SEM, SBUHREIMEARRIRE S, EASH 1ID, IMET

#ifdef AUTH_MODE_CERT
ret |= HAL_GetDevCertName (sDevInfo.devCertFileName,
MAX_SIZE_OF_DEVICE_CERT_FILE_NAME) ;
ret |= HAL_GetDevPrivateKeyName (sDevInfo.devPrivateKeyFileName,
MAX_SIZE_OF_DEVICE_KEY_FILE_NAME) ;
1f (QCLOUD_ERR_SUCCESS != ret) {
Log_e ("Get device info erxr");
return QCLOUD_ERR_FAILURE;
}
/* PR EARYE B R B B SO & (5 B N 2EriE s, ARG« /
if (!strcmp (sDevInfo.devCertFileName, QCLOUD_IOT_NULL_CERT_FILENAME)
| | !'strcmp (sDevInfo.devPrivateKeyFileName,
QCLOUD_IOT_NULL_KEY FILENAME)) {
Log_d("dev Cert not exist!");
infoNullFlag = true;
telsed
Log_d("dev Cert exist");
}

felse
ret |= HAL_GetDevSec (sDevInfo.devSerc, MAX_SIZE_OF_PRODUCT_KEY) ;
1f (QCLOUD_ERR_SUCCESS != ret) {

Log_e ("Get device info err");
return QCLOUD_ERR_FAILURE;
}
/* P FRERTE B - miE B SOR S E RN ZENIBE, ARG/
if (!strcmp (sDevInfo.devSerc, QCLOUD_IOT_NULL_DEVICE_SECRET) ) {
Log_d("dev psk not exist!");
infoNullFlag = true;
telse(
Log_d("dev psk exist");

}
#endif

KAEENASHIE, HRFHRIBNREER
/FREEERNZE, REREEN ER | SINERM e — ROER G N AR IR, BT
BERMRE/

if (infoNullFlag) {
1f (QCLOUD_ERR_SUCCESS == gcloud_iot_dyn_reg_dev (&sDevInfo)) {

ret = HAL_SetDevName (sDevInfo.device_name) ;
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@ A IS

#ifdef AUTH_MODE_CERT

ret |= HAL_SetDevCertName (sDevInfo.devCertFileName) ;

ret |= HAL_SetDevPrivateKeyName (sDevInfo.devPrivateKeyFileName) ;
#else

ret |= HAL_SetDevSec (sDevInfo.devSerc);
#endif

1f (QCLOUD_ERR_SUCCESS != ret) {

Log_e ("devices info save fail");
telse{

#ifdef AUTH_MODE_CERT
Log_d("dynamic register success, productID: %s, devName: %s,
CertFile: %s, KeyFile: %s", \\
sDevInfo.product_id, sDevInfo.device_name,
sDevInfo.devCertFileName, sDevInfo.devPrivateKeyFileName) ;
ffelse
Log_d("dynamic register success,productID: %s, devName: %s,
devSerc: %s", \\
sDevInfo.product_id, sDevInfo.device_name,
sDevInfo.devSerc) ;
#endif
}
telse(

Log_e ("%s dynamic register fail", sDevInfo.device_name);

B EREASHIER G, ASeRmBERRIIEE, JE8RINERE S E R RA TR — 2
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@ A YIS

C SDK f& 15 HH
(EDRER I RUN

e h TN E] ¢ 2024-12-27 16:55:24

Bk b C SDK k58 7 42 HMRER R BUREE, NYIKINGUSOT & A iR S s Podie A =i, FF
I T FE (S HRE T

PiRe :

TERANYS.1.0:2 )5, SDK X4 inse, iRk H 5t T 7 EAE(E, 2 7 ] PERTRI RS AE L,

C SDK & HI7E

C SDK R LIETT, 0 BRI IIRSS GREAFRR, FHR MR E IR 2 A1 73, SEM T AR
SRR A ME A,

E&MEEREESFHMA Linux/Windows HIERGHIRE

X F EL A 2% THEE 1 H AR Linux/Windows SRETINI . A PC/ARSS 28/ X% g, MREHRITEA N5
WERIRE, AIEREEIXIES L9RIFE1T SDK,

X F R X m PRI AR Linux %48, ANSRITF & IREERY toolchain E4#% glibc BRZMZE, A]LIFR (L EI4E socket i@
M, select WA 10, BHASHEIEE, FREUN [E/RIR/FENIBUFTENEREL, DURIGSFEAR R 40 Mutex #LH] (XAERREE
ZARFERY) FRGUA, W EME SR (B4, £ CMakeLists.txt 3¢ make.settings B &3 X wiea ik iE)
BRI 9135517 SDK,

B ENEESFHRH RTOS RERIRE

X T B WL EINEE R RTOS MBEi%4, C SDK FEH X REIY RTOS M AEER. T/E, HHl C SDK
EIERL T 845 FreeRTOS/RT-Thread/TencentOS tiny 552 NMH MIPIEEY RTOS SEA.

£ RTOS 5 #4848 SDK B, WISRFEA TR AL T2 newlib 19 C SB4TFERIZEML IwIP 1Y A X TCP/IP Hhiltkk, MIFEHA
SERL TAE AT TE R

MCU+ B HURART &

MFAEFMEHEIAEIH MCU, —ERA MCU+ lEIRBLEHRY 53, @I (Glih Wi-Fi/2G/4G/NB-loT) —fi%
TR T ETHRHY AT FE5 PR MCU AT L@, #HAXRf7 5, C SDK Hf3<T AT-socket M#/=, MEZ
FRIRDEMRIIRSS B EAEAE, HR L T BT FreeRTOS FINHRIERSGE (nonOS) Fifkh /5 2y HAL 53K,
Prit.zot, BSTHEYECMEIRAE 72 MK AT fam, MF@ETURASLI 7 izde a5, WHRa ANLE N E VR,
AR EE D, fxhEiis s, ESEEABIRIOEH] AT AL MY MCU AT SDK,
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https://github.com/tencentyun/qcloud-iot-sdk-tencent-at-based.git

A BT

Pk S

SDK H s&&5ME /T

H SREGH S TZ SR T

E4p0)
CMakelLists.txt
CMakeSettings.json
cmake_build.sh
make.settings
Makefile
device_info.json
docs

external_libs
samples

include

platform

sdk_src

tools

BERA

cmake g1 f b S

visual studio F Y cmake F & s

Linux T cmake Y4 iEMIA

Linux T {55/ Makefile 18- Hz4m 13 AL B S
Linux F{#fH Makefile & #4m1%
{2 E X, 4 DEBUG DEV_INFO_USED=OFF I, I MI% C T &2 A
SASESE, SDK TEAEFEA T F BB SR
=7, BilAN mbedtls

7R

TRAEE H P RISV ER SkS

A RIS S, B AT TEXRE OS
(Linux/Windows/FreeRTOS/non0OS) , TLS (mbedtls) Kz AT #&gH T HYsLER

SDK #%/ Ui {3 B3R IR 55 A

SDK L 1y 51 S RS A A A T B

SDK %wi% /7 2\ i HH

C SDK SZF =iz /55

cmake /7,
Makefile /53X,
RAGHECT o

G 77 AR G G R TR TR A B PR IE S 6L 1 DA D 2 E AR B

SDK /=&
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https://www.tencentcloud.com/document/product/1105/41850
https://www.tencentcloud.com/document/product/1105/41851

@ ﬁﬁfﬂﬁ YIRS

C SDK #J samples H A fEHIZMNHRERIRBI, X TisfTRBIRIEAUH, 1§5% SDK S H % T ATH XY,
PIERIREAS -5 PO RS %75 0 MQTT AR, THSE MQTT Pufi A,

OTA #4 API Z£1L

M SDK iftA3.0.3H41, OTA At T Mimgis, S T EEd R A Al SRy W 2% 5 sl At IR T, AT
L TRIEE R, 15 TRISE FRIERTLUR R WE A T, TR FRIHE TR,

TEXFEX =it 2 G, OTA MK API IR T IREA T2, NTM3.0. 2 LARTHIMAR RN, FEEDH
F'i%?ﬁﬁﬁgy, éﬂl”#?ﬁ%%}ﬂﬁ, 1%535% samples/ota/ota_mgtt_sample.c iﬁf‘fﬂ%aﬁo

REmaZb

AT REREE AT, ARIEmAITE, SDK 3.1.0MAX SR A |, BB Z T 72, N M3.0.3 N DUFTHY
FRASFHREI I, BJDUTE Linux 338 FTHIHAT tools/update_from_old_SDK.sh M, X HKH R
17875, RS BORL n] DLUEEH F#T hiA 1Y SDK,

[Han4 Hrinta

QCLOUD_ERR_SUCCESS QCLOUD_RET_SUCCESS
QCLOUD_ERR_MQTT_RECONNECTED QCLOUD_RET MQTT RECONNECTED
QCLOUD_ERR_MQTT_MANUALLY_DISCONNECTED QCLOUD_RET MQTT_MANUALLY DISC

QCLOUD_ERR_MQTT_CONNACK_CONNECTION_ACCEPTED QCLOUD_RET_MQTT_CONNACK_CONM

QCLOUD_ERR_MQTT_ALREADY_CONNECTED QCLOUD_RET_MQTT_ALREADY_CONN
MAX_SIZE_OF_DEVICE_SERC MAX_SIZE_OF_DEVICE_SECRET
devCertFileName dev_cert_file_name
devPrivateKeyFileName dev_key_file_name

devSerc device_secret
MAX_SIZE_OF_PRODUCT_KEY MAX_SIZE_OF_PRODUCT_SECRET
product_key product_secret,

DEBUG eLOG_DEBUG

INFO eLOG_INFO
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https://www.tencentcloud.com/document/product/1105/41852

@ HEI:HE YIRS

WARN eLOG_WARN
ERROR eLOG_ERROR
DISABLE eLOG_DISABLE
Log_writter IOT_Log_Gen
qcloud_iot_dyn_reg_dev IOT_DynReg_Device
IOT_SYSTEM_GET_TIME IOT_Get_SysTime

RN R @ BRI R (sd) ARTERH] 5532 7517



@ A (S
2 PEIC 1B 15

b E N E] © 2024-12-27 16:55:24

ARSCREXT C SDK Wi /7 s AL EIETUA TP, FH 4 1 Linux M1 Windows FFA IS T HIGR PR FEE DA
Gl

C SDK 4w /5 7\ AH
C SDK HH L PR AR

cmake 5=R

HEFA R cmake TE RSB IISR1E T E, HFE Linux F1 Windows FF & IR T T4
cmake /7 FFH CMakeLists.txt 1F 74w PR BC & e T A S

Makefile 53

XFAZHF cmake FUIREE, {# ] Makefile B 24w 131977 X
Makefile 725 SDK v3.0.3 % 2 B AF4S—5, R make.settings 10 % 360 BT A S IE, BUWseaHi
1T make HIA],

RSB
207 AR TR SRIEFEINRE, P % ARG R — D ESRAY ORI, SOfF R B mmAg A2 H i, iR 45
DUEEIH SRR IR,

1% NFE B cmake T B, £ CMakelLists.txt FHACEH X DIRERELYH 5%, FHF EXTRACT _SRC % &4 ON,
£ Linux JMFBIT LT a4y -

mkdir build
cd build

cmake ..
BIAT#E output/qcloud_iot_c_sdk HHREIFE XA SCfF, HREXWT

gcloud_iot_c_sdk
— include

| — config.h
| — exports

— platform

L sdk_src

L— internal_inc

include H>%2y SDK tHF fEHIRY API Ken] 228K, Hirb config.h S ARYE S IR 2L BRI 4w 25
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@ ﬁﬁfﬂﬁ YIRS

platform H &N FAM KA, AIARYE &I BRSO TIESOERT,

sdk_src 2 SDK AR DIZHE R R K A1, —fEFREL, HA internal_inc v SDK ER{E FH YL S
PiHA :

P R]FF qcloud_iot_c_sdk 8 DIEIH HFRFAEMGRIFFRIAE, FHARIE BARIBIUE R LT,

C SDK Zmigiz ik i

SR BRI
DUF B @i TR HR 7 #5385 F T cmake #l1 make.setting, cmake HiY ON {EX . T make.setting 9y, OFF X F

No

ey cmake 1B TiAA

release : ~EH IOT_DEBUG E&., %
PEEHE] release H% T,

BUILD_TYPE 1616aseldeOUI Gebug 1 BT IOT_DEBUG 2L, 44
%] debug H% T,
EXTRACT SRC ON/OFF gfﬂﬁﬂﬂi%ﬁ%ﬁ%, ONEH cmake B
o . e o inocusa e
PLATFORM Linux THE Linux/Windows/Freertos/Nonos,
FEATURE_MQTT_COMM_ENABLED ON/OFF MQTT @& X,
FEATURE_MQTT_DEVICE_SHADOW ON/OFF WRETEIFL,
FEATURE_COAP_COMM_ENABLED ON/OFF CoAP 8B Z T %o
FEATURE _GATEWAY_ ENABLED ON/OFF 0 6 HRE I %
FEATURE_OTA COMM_ENABLED ON/OFF OTA [ ALEFH K,
FEATURE_OTA_SIGNAL_CHANNEL MQTT/COAP OTA (E- a2,
FEATURE_AUTH_MODE KEY/CERT Y NN
FEATURE_AUTH_WITH_NOTLS ON/OFF OFF : TLS fifige, ON : TLS XM,
FEATURE_DEV_DYN_REG_ENABLED ON/OFF BRSNS X,
FEATURE_LOG_UPLOAD_ENABLED ON/OFF H& B H %,
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@ HEI:HE YIRS

FEATURE_EVENT_POST_ENABLED ON/OFF o HRIT £
FEATURE_DEBUG_DEV_INFO_USED ON/OFF 415 HIRBORIETT %
FEATURE_SYSTEM_COMM_ENABLED ON/OFF KEUS B I %,
FEATURE_AT TCP_ENABLED ON/OFF AT BiZHl TCP THAEEFF %,
FEATURE_AT UART RECV_IRQ ON/OFF AT BRI Z IREIT %
FEATURE_AT OS_USED ON/OFF AT R 2 L FRINRETF %
FEATURE_AT DEBUG ON/OFF AT BELHIEIRIIRETF %,
FEATURE_MULTITHREAD_TEST ENABLED = ON/OFF TR Linux Z RN IR,

FCEEIT RTFAEM R, SRBOEIRE N A RUER, SR EIETY A2, FEAT !

i) AT ARUE
FEATURE_MQTT_DEVICE_SHADOW FEATURE_MQTT_COMM_ENABLED ON
FEATURE_GATEWAY_ENABLED FEATURE_MQTT_COMM_ENABLED ON
FEATURE_OTA_SIGNAL CHANNEL(MTT) | TEATURE OTA_COMML ENALED on
FEATURE_OTA_SIGNAL_CHANNEL(COAP) EEﬁIﬂ EE:ggﬁl_:’(iggl\l\//lll\_Aligﬁi;f[éD gm
FEATURE_AUTH_WITH_NOTLS FEATURE_AUTH_MODE KEY
FEATURE_AT_UART_RECV_IRQ FEATURE_AT_TCP_ENABLED ON
FEATURE_AT_OS_USED FEATURE_AT_TCP_ENABLED ON
FEATURE_AT_DEBUG FEATURE_AT_TCP_ENABLED ON

B &R RIEHR

FEBR BB A ORIE S )G, FERE&AERE (ProductiD/DeviceName/DeviceSecret/Cert/Key X)) ELETE
SDK Y REIEWETT, (EFFAMEE, SDK f2atpift s 7k & ER

FHRAERIEH (YwiF1%ET DEBUG_DEV_INFO_USED =ON) , N

f£ platform/os/xxx/HAL_Device_xxx.c HEBUIEHER, FELXHZRAENEET o UHE MG
FHRAERCE S (YriFi%EDl DEBUG_DEV_INFO _USED = OFF) , MIff device_info.json XHHEUIXEE
B, 5 FTEGEERRFEERYGIE SDK, 1 Linux/Windows F& & HEFE i k5 2%,
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@ HEI:HE IEEINE (S
RS (Linux AT Windows)

ol E N E]  2024-12-27 16:55:24

Linux (Ubuntu) ¥£5EE

Vi .

ASZERAE ] Ubuntu FIRRAS 16.04,

1. DERE R

SDK FR% cmake IRANTES.SLL I, ERINZCEEN) cmake MRABUR, EHHFRW, EHtdh T IFSE L0l #17
cmake FHEMRAR T E G224,

$ sudo apt-get install -y build-essential make git gcc cmake

2. BLBBH
& SDK #R H 5% T CMakeLists.txt X, FHHALEL TIETFE (DUEBSHINIER S A

set (BUILD_TYPE "release")
set (COMPILE_TOOLS "gcc")
set (PLATFORM "linux")

(
(
(
set (FEATURE_MQTT_COMM_ENABLED ON)
(
(
(

set (FEATURE_AUTH_MODE "KEY")

set (FEATURE_AUTH_WITH_NOTLS OFF)

set (FEATURE_DEBUG_DEV_INFO_USED OFF)
3. AT A G

3.1 FERR IR ENIREIANT
./cmake_build.sh

3.2 M ESE, SKSXtEMoRBIfE output /release XKHFEJEH,
E—RGERGIEZ G, & RATRERERG], M7 TR

./cmake_build.sh samples

33 HEERZER
FHERER YN B O & IR ERE  (MIBHINEIRE K] |, #EEZ| SDK #RH 7T device_info.json
W, RBIREEATTF

"auth_mode" :"KEY",
"productId":"S3EUVBQAZW",
"deviceName":"test_device",

"key_deviceinfo":{
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https://cmake.org/download/
https://gitlab.kitware.com/cmake/cmake

@ ﬁﬁfﬁﬁ YIRS

"deviceSecret":"vX6PQgazsGsMyf5SMfs6OALyY"
}

4. 331775
AL T output/release/bin XHRH, HIAEIT data_template_sample 7~f5, i
A ./output/release/bin/data_template_sample BE[IA],

Windows ¥

FKEURIZ%E Visual Studio 2019FF &R FF%
1. 15150 Visual Studio F#EMEL, TF#EIFFZ2%E Visual Studio 2019, A SRS FEZ22E 1Y /216.2ki4~ Community,

o =
Full-featured integrated development environment (IDE) for Android, 105,
Visual Studio 2019 Windows, web, and cloud

Version 16.10
Compare editions > How to install offline >
Release notes »

Community Professional Enterprise
Powerful DE, free for Professional IDE best Scalable, end-to-end solution
students, open-source suited to small teams for teams of any size

contributors, and individuals

Visual Studio Preview Get early access to latest features not yet in the main release

Release notes » Learn more »

2.1 [ C++ MyRmITR] , HifRAIE UHT Windows Yy C++ CMAKE TH]
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https://visualstudio.microsoft.com/zh-hans/downloads/

A BT

1]

PR (S

Installing — Visual Studio Enterprise 2017 — 15.9.38

Workloads  Individual components  Language packs  Installation locations

Windows (3)
NET desktop development ¥+=] Desktop development with C++
Build WPF, Windows Forms, and console applications Build Windows desktop applications using the Microsoft C
using C#, Visual Basic, and F#, ++ toolset, ATL, or MFC,

| - Universal Windows Platform development
Nl ceate applications for the Universal Windows Platform
with C#, VB, JavaScript, or optionally C++.

Web & Cloud (7)

@ ASPNET and web development I_s Azure development
Build web applications using ASP.NET, ASP.NET Core, Azure SDKs, tools, and projects for developing cloud apps,
HTML/JavaScript, and Containers including Docker supp... creating resources, and building Containers including Do...
? Python development @ Nede js development
Editing, debugging, interactive development and source Build scalable network applications using Node,js, an

control for Pythan. asynchronous event-driven JavaScript runtime.

Location
C:\Program Files (x86)\Microsoft Visual Studio\2017\Enterprise  Change...

By continuing, you agree to the license for the Visual Studio edition you selected. We also offer the ability to download other software with Visual Studio.
This software is licensed separately, as set out in the 3rd Party Notices or in its accompanying license. By continuing, you also agree to those licenses.

Installation details

~ Desktop development with C++
¥ Included
v Visual C++ core desktop features
v Optional
Just-In-Time debugger
VC++ 2017 version 15.9v14.16 latast v14°
C++ profiling tools
Windaws 10 SDK (10.0.17763.0)
LA Visual C++ ATL for x86 and x64
Test Adapter for Boost.Test
Test Adapter for Google Test
IntelliTrace
Windaws 8.1 SDK and UCRT SDK
Windows XP support for C++
Visual C++ MFC for x86 and x64
C++/CLl support
Madules for Standard Library (experiment
IncrediBuild - Build Acceleration
Windows 10 SDK (10.0.17124.0)

System drive (C) 4
Other drives 3
Total space required 8.

Install while downloading - Inst

WEIHIBIT
13817 Visual Studio, 3% [(FITFAMIIIER] , Fikhe T C SDK Hx,

IR L BRI (bR ARSUERT]
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Get Started

Recent

The projects, solutions and folders you open locally
appear here,

for Git repositories and other source
iders will appear on the recent list of other
igned in to.

IR (S

Open

Checkout from:

& Azure DevOps

] O pen Project / Solution
e P
wm Open Folder

% Open Website

New project
P
Recent project templates:

The new project templates you use appear here, The list
also roams with your personalization account.

2. FHERES MYk NE S 2 B eIk iR E R (IEHINERE V) , HEEF] device_info.json H1, 7-fl

AT -

"auth_mode":"KEY",
"productId":"S3EUVBQAZW",
"deviceName" :"test_device",
"key_deviceinfo":{

"deviceSecret" :"vX6PQgazsGsMyf5SMfs6OAGY"
}

3. M FT AR H %9 CMakeLists.txt, FFRfIAGIE T HEEIZERT-5 5 Windows HIZ#1% T EJy MSVC,

RN R @ BRI R (sd) ARTERH]
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Hﬁ i:HE IR (S

build

certs

docs
external_libs
include
platform
samples

sdk src

tools
.gitignore
cmake build.sh
Chakelists. bt

e
=
=

|

o
=
e
=
=

B

o=

SRt

LICEMSE
make.settings
WELGHE
README.md

# YmiF T EEE
#set (COMPILE_TOOLS "gcc")
#set (PLATFORM "linux")

set (COMPILE_TOOLS "MSVC")
set (PLATFORM "windows")

4. Visual Studio 2 H3l4E A cmake %17, 1E%1F cmake ZZ17E i SEEE,

Output

Show output from: CMake

1> CMake generation started for configuration: ' g'.

1> Command line: "C:\Windows\system32\cmd.exe" /c "%SYSTEMROOT%\System32\chcp.com 65001 >NUL && "C:\PROGRAM FILES (X86)\MICROSOFT VISUAL STUDIO\2019\COMMUNITY\(
1> Working directory: C:\Users\charl\Downloads\qcloud-iot-sdk-embedded-c-3.2.3\qcloud-iot-sdk-embedded-c-3.2.3\build\x86-Debug

1> [CMake] -- The C compiler identification is MSVC 19.29.30133.0

1> [CMake] -- Detecting C compiler ABI info

1> [CMake] -- Detecting C compiler ABI info - done

1> [CMake] -- Check for working C compiler: C:/Program Files (x86)/Microsoft visual Studio/2019/Community/VC/Tools/MSVC/14.29.30133/bin/Hostx86/x86/cl.exe - sk
1> [CMake] -- Detecting C compile features

1> [CMake] -- Detecting C compile features - done

1> [CMake] -- Configuring done

1> [CMake] -- Generating done

1> [CMake] -- Build files have been written to: C:/Users/charl/Downloads/qcloud-iot-sdk-embedded-c-3.2.3/qcloud-iot-sdk-embedded-c-3.2.3/build/x86-Debug

1> Extracted CMake variables.

1> Extracted source files and headers.

1> Extracted code model.

1> Extracted toolchain configurations.

1> Extracted includes paths.

1> CMake generation finished.

5. &AvERGE A, W [AK] > [(&EfER] .
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7 Hﬁ i:H_E YRk INE (S

Build Debug Test Analyze Tools Ex

s Build All Ctrl+Shift+B
Rebuild All
Clean All

6. e R AR BIETT, BN G P (S BARX BL
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@ Hﬁfﬁﬁ (S

Select Startup Item.. ¥ - 15

Show/Hide Debug Targets...

Current Document

aircond_shadow_sample exe (C:\Use
aircond_shadow_sample v2.exe (C
broadcast_sample.exe (C:\Users\ct
door_mgqtt_sample.exe (Z:\Users\ct
dynreg_dev_sample.exe (C:\Use
gateway_sample.exe (C:\Users)
mqtt_sample.exe (C:\Users\cha
multi_client_mqtt_sample.exe (C.
multi_client_shadow_sarple.exe
multi_thread_mqtt_samgle.exe |
ota_mqtt_sample.exe (C:\Use:
remote_config_mqtt_sar*-
rrpc_sample.exe (C:\Usel

shadow_sample.exe (C:\
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@ A (S
MQTT P AT

ol E N E] © 2024-12-27 16:55:24

A EES T FANMAHE ST PENIESS 10T Hub 12 5 B ISR, F455 C-SDK /Y mqtt_sample P if
Kriggim@Ed MQTT PROEEEEE NS 10T Hub, #EATIHEAEHHEIL

PET & B lF

B AR

1. B VB E R G, e M= AR,

2. JE A= S 2R DU, E—'ﬁiﬁﬂﬁﬁ?‘ﬁo

3. AEH RGO S DUE R, R OB T R A AR, JERRAIE T AR X, JF A
fifiak,

4. RGREHE, NTE@EEERS, Al NEIER)

RN R @ BRI R (sd) ARTERH] 5543 7511


https://console.tencentcloud.com/iotcloud

A BT

Create Product

5. P AU TERGE, TEARMATmIUE T, RHREFIR,

Guangzhou

General Gateway

Certificate Key

Tencent Cloud certifice =

JSON Custom

6. LRI RITME, o aRIIRTELE.
ANS= ENE T RONIEBIALE, A RE ARG, VIO Eisie hiy TEERE, TS ke s
AE A UEF A T IR R PR E (S R A

& Device added successfully. Download the key and certificate below.

Mote: keep your device private key and certificate safe. Tencent Cloud will not save
I A
your device private key. After leaving this page, you will be unable to obtain the

test-1.zip 4

private key again.

IR L BRI (bR ARSUERT]
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@ HEI:HE YIRS

AR AANIE T FONESDAIE, B ARSHMEIE, REME D E RS EH,

@ Device added successfully. Check the device key.

Device Key Iy

Mote: keep your device key safe.
I A

Back to Devices

fI& Topic

1 EARIF R IUE T, BRI,
2. B ABUIRFIZETIHE, HHEI Topic HUBR,
3. (e Y Topic AR TLHE S, #iA data, FIZEMREAGEMITRIMESR, HEHEE

Add Topic Permission *

4. FEfE =0 productID/\\${deviceName}/data [ Topic, 1F =i LHIIAERFIZRH IR EEIZ M
HIRr A PR
e SN RN a2

THEIYFRLE Linux B4 1817 matt_sample 7”61 (DUBEEIAUER & M)

1. %1% SDK
1.1. {82k CMakelLists.txt f{E L FIETRTELE -

IR L BRI (bR ARSUERT] 5545 7511



@ HEI:HE YIRS

set (BUILD_TYPE "release")
set (COMPILE_TOOLS "gcc")
set (PLATFORM "linux")

set (FEATURE_AUTH_MODE "KEY")
FEATURE_AUTH WITH NOTLS OFF)

FEATURE_DEBUG_DEV_INFO_USED OFF)

(
(
(

set (FEATURE_MQTT_COMM_ENABLED ON)
(
set (
(

set

1.2. PUTIHIARZR %,
./cmake_build.sh
1.3. Rl AT output/release/bin XfFRH,

2. HERZER
P EEEBHEYEN 10T Hub ARSI EE R, EEE| device_info.json H,

"auth_mode" :"KEY",

"productId":"S3EUVBRJLB",

"deviceName":"test_device",

"key_deviceinfo":{

"deviceSecret":"vX6PQgazsGsMyf5SMfs60A6y"
}

3. $11T mqtt_sample RHIEF

./output/release/bin/mgtt_sample

INF|2019-09-12 21:28:20|device.c|iot_device_info_set (67): SDK Ver: 3.1.0,
Product_ID: S3EUVBRJLB, Device_Name: test_device

DBG|2019-09-12 21:28:20|HAL_TLS_mbedtls.c|HAL_TLS_Connect (204): Setting up the
SSL/TLS structure...

DBG|2019-09-12 21:28:20|HAL_TLS_mbedtls.c|HAL_TLS_Connect (246): Performing the
SSL/TLS handshake. ..

DBG|2019-09-12 21:28:20|HAL_TLS_mbedtls.c|HAL_TLS_Connect (247): Connecting to
/S3EUVBRJLB.iotcloud.tencentdevices.com/8883...

INF|2019-09-12 21:28:20|HAL_TLS mbedtls.c|HAL _TLS Connect (269): connected with
/S3EUVBRJLB.iotcloud.tencentdevices.com/8883...

INF|[2019-09-12 21:28:20|mgtt_client.c|IOT_MQTT_Construct (125): mgtt connect
with id: p8tOW success

INF|2019-09-12 21:28:20|mgtt_sample.c|main (303): Cloud Device Construct Success
DBG|2019-09-12 21:28:20|mgtt_client_subscribe.c|gcloud_iot_mqgtt_subscribe (138) :
topicName=$sys/operation/result/S3EUVBRJLB/test_device|packet_id=1932
INF[2019-09-12 21:28:20|mgtt_sample.c|_mgtt_event_handler (71): subscribe

success, packet-id=1932
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@ HEI:HE YIRS

DBG|2019-09-12 21:28:20|system_mgtt.c|_system_mgtt_sub_event_handler (80): mgtt
sys topic subscribe success

DBG|2019-09-12 21:28:20|mgtt_client_publish.c|gcloud_iot_mgtt_publish (337) :
publish packetID=0|topicName=$sys/operation/S3EUVBRJLB/test_device|payload=
{"type": "get", "resource": ["time"]}

DBG|2019-09-12 21:28:20|system_mgtt.c|_system_mgtt_message_callback (63): Recv
Msg Topic:$sys/operation/result/S3EUVBRJILB/test_device, payload:
{"type":"get","time":1568294900}

INF|2019-09-12 21:28:21|mgtt_sample.c|main(316): system time is 1568294900
DBG|2019-09-12 21:28:21|mgtt_client_subscribe.c|gcloud_iot_mgtt_subscribe (138) :
topicName=S3EUVBRJLB/test_device/data|packet_id=1933

INF|2019-09-12 21:28:21|mgtt_sample.c|_mgtt_event_handler (71): subscribe
success, packet-id=1933

DBG|2019-09-12 21:28:21|mgtt_client_publish.c|gcloud_iot_mgtt_publish (329) :
publish topic seq=1934|topicName=S3EUVBRJLB/test_device/data|payload={"action":
"publish_test", "count": "O0"}

INF|2019-09-12 21:28:21|mgtt_sample.c|_mgtt_event_handler (98): publish success,
packet-1d=1934

INF|2019-09-12 21:28:21|mgtt_sample.c|on_message_callback (195): Receive Message
With topicName:S3EUVBRJLB/test_device/data, payload:{"action": "publish_test",
"count": "O"}

INF[2019-09-12 21:28:22|mgtt_client_connect.c|gcloud_iot_mgtt_disconnect (437) :
mgtt disconnect!

INF|2019-09-12 21:28:22|system_mgtt.c|_system _mgtt_sub_event_handler (98): mgtt
client has been destroyed

INF|2019-09-12 21:28:22|mgtt_client.c|IOT_MQTT_Destroy(186): mgtt release!

4. MEHBKRE
AT HEERERRHIRERFET MQTT /Y Publish 288785, EiREGES
/{productID}/{deviceName}/data , HRZF2RELIEIFFRINTER TIXHE L,

INF[2019-09-12 21:28:21|mgtt_sample.c|_mgtt_event_handler (98): publish success,
packet-1d=1934

5. WLEETH BB

a0 HEE R B RIZH R RO 2 FX T AT IR Topic, FTUAXMIRSS S i AEHERERBIREFE, FFHE AR R AY 1 B
ﬁo

INF|2019-09-12 21:28:21|mgtt_sample.c|on_message_callback (195): Receive Message
With topicName:S3EUVBRJLB/test_device/data, payload:{"action": "publish_test",

"count " . "O" }

6. M FEHIG HE
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@ EEI:HE YIRS

ok WIS ER G, ARt ss, Bl B RRRERE, HIRTEEN R,

Logs Log Dump

Behavior Log * | | Last day N

Time Type RequestiD Device Name Description Result
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https://console.tencentcloud.com/iotcloud

A BT

12 [ N R]ZE SR

b E N E] © 2024-12-27 16:55:24

Pk S

&kt C SDK LAY AP BB, H B LU AR B ROE A ST include HS% T, ASCR 32X

I H R T AR 2SR N AP EREGHA T,

IR (i

C SDK Wy F r] LURIE BRI 1 T55K, BCEMHMAISE, e Lhnlkssra
1.MQTT FHEEVA (LB, 1T, ZAn<E) AU, AL 28, =#IX5000%Z#,
2. MQTT WX TH BRI 1H B buffer A/NERIN 20485715, IKSCH16KB,

3. COAP WMSUR IR IE B RIHESZ 1M B Y buffer K/NERIA 5127777, e RFKB,

4. MQTT DBKHEAEFM, RAREN60H, B Z/),

A AR NSRS

5. HIERAFRE, AL 28, REWEEERN, HRMONFERI RIS, S % m R ENGER HE

%,

2% include/gcloud_iot_export_variables.h AN TZEE X AT LIS N A SETIELE

BeR e iR ZEE i IE SDK , RBASATT

/* default MQTT/CoAP timeout value when connect/pub/sub

#define QCLOUD_IOT_MQTT COMMAND TIMEOUT
/* default MQTT keep alive interval (unit: ms)
#define QCLOUD_IOT_MQTT_KEEP_ALIVE_INTERNAL

1000)

/* default MQTT Tx buffer size, MAX: 16*1024 */
#define QCLOUD_IOT_MQTT_TX_ BUF_LEN

/* default MQTT Rx buffer size, MAX: 16*1024 */
#define QCLOUD_IOT_MQTT_RX_ BUF_LEN

/* default COAP Tx buffer size, MAX: 1*1024 */
#define COAP_SENDMSG_MAX_ BUFLEN

/* default COAP Rx buffer size, MAX: 1*1024 */
#define COAP_RECVMSG_MAX_BUFLEN

/* MAX MQTT reconnect interval (unit: ms) */
#define MAX_RECONNECT_ _WAIT_ INTERVAL

RN R @ BRI R (sd) ARTERH]

*/

(5 * 1000)
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(2048)

(2048)

(512)

(512)

(60 * 1000)
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@ ﬁﬁfﬂﬁ PN S
AP B AR

LUF /& C SDK v3.1.0fAR$Z BE B IIRERIN . AP 2 0WRH, F TR wmEAL 5P, EMEAiRE 2
B GRIEER] & E SDK XY include/exports/qcloud_iot_export_*.h FELSCHHIITERE,

MQTT #0
’f [iE e Wi AR
=)
1 IOT_MQTT_Construct FJ3& MQTTClient 7iZEH MQTT =imARSS
2 IOT_MQTT_Destroy KH MQTT EHFHH% MQTTClient

AR AR HHAT 152 “wé\ ARHESR . DBk
3 0T MQTT Yield TEYATZAE Lo, #T MQTT oy, {HENHE, BENIEXR, OBk

TN EERSEHEES
4 IOT_MQTT_Publish KA MQTT JHE
5 IOT_MQTT_Subscribe T MQTT Fi

6 IOT_MQTT_Unsubscribe ~ EUHEITFICIT P MQTT F
7 IOT_MQTT IsConnected = #&E4HT MQTT @& Ci%E#

8 IOT_MQTT_GetErrCode FREUOT _MQTT_Constructde B RS

SEEEAE R

SDK AT MQTT 2 OAE ZEAE T TRV AT T RS

ARGFZLFEHEA I0T_MQTT Yield, I0T_MQTT_Construct 2{&%I0T_MQTT_Destroy,

AT ZAE A I0OT_MQTT_Publish, 10T_MQTT_Subscribe K& I0T_MQTT_Unsubscribe.

IOT_MQTT_Yield /£ M socket ISZBOF AR MQTT i SCHYEREL, N ARIE—ERPATA], B KA S st

to
B TEO
RTIREL TIREN, rIMSE &Y T1EHE,
T s i
=
SR 1% P i ShadowClient, FEi&EHE
1 IOT Shad Construct —
" Shadow_Construc MQTT ZHA%
2 IOT_Shadow_Publish PR mAM MQTT HE
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https://www.tencentcloud.com/document/product/1105/41834

A BT

3 IOT_Shadow_Subscribe
4 IOT_Shadow_Unsubscribe

5 IOT_Shadow_IsConnected

6 IOT_Shadow_Destroy

7 |IOT_Shadow_Yield

8 IOT_Shadow_Update

9 IOT_Shadow_Update_Sync

10 IOT_Shadow_Get

11 IOT_Shadow_Get_Sync

12 IOT_Shadow_Register_Property

13 IOT_Shadow_UnRegister_Property

14 IOT_Shadow_JSON_ConstructReport
15 IOT_Shadow_JSON_Construct_OverwriteReport

16 IOT_Shadow_JSON_ConstructReportAndDesireAlINull

17 IOT_Shadow_JSON_ConstructDesireAlINull

Pk S

PR P I B MQTT 3
SR P IRIBGHIT B 1T BIAY MQTT F258
EE YA TE N MQTT 25 B

% 4] Shadow MQTT JEHZH5Y 5%
ShadowClient

FEYATEAE T3, AT MQTT ik
R, THEACHE, ERHEK, DBkel KRR
SEHEES

b BRI R

()25 77 2B R B & 5 A
S5 77 FIRAUR 25+ XA

[F)25 77 AR e 5 A

M TR &S B

PR C 22N A iR A e 1

£ JSON SCRYHRIRIN reported F-E%, A8 55
T

£ JSON RSN reported F-B%, EEH
#

1E JSON SZRYHENIN reported FB%, [RIFSTE
72 desired F&

1£ JSON ZASHEs N "desired": null B

CoAP #[
e R WiRH
1 IOT_COAP_Construct ¥43& CoAPClient 752X CoAP &%
2 IOT_COAP_Destroy X% 4] CoAP JE#ZF 45 CoAPClient
3 IOT_COAP_Yield TEHAILRAE BT, HET CoAP #RSCISEEURITY BN R (T55
4 IOT_COAP_SendMessage KA CoAP Tl

RN R @ BRI R (sd) ARTERH]
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@ HEI:HE YIRS

5 IOT_COAP_GetMessageld FKHL COAP Response M5 msgld
6 IOT_COAP_GetMessagePayload FKHL COAP Response HENE
7 IOT_COAP_GetMessageCode FKHL COAP Response 1HEFH 12D
OTA #0
KT OTA B TEINRENE, AIZE &I,
v s 5

FIhA( OTA BB, & S e A B 2 AR 2 et AT

1| 1OTOTA i MQTT/COAP {4 L

2 IOT_OTA_Destroy FER OTA FEHAH 5 Y BRI

3 IOT_OTA_ReportVersion M OTA S5 aait & AHE [E A E R

4  IOT_OTA_IsFetching RS T FEEIIRS

5 IOT_OTA_lIsFetchFinish H A E 2 S EA TSR

6 IOT_OTA_FetchYield MEA R E I E IR AR S5 e AR HR I
7 IOT_OTA_loctl IREFEER OTA B R

8 IOT_OTA_GetLastError IREUR 5 — M8 =S

ARFEARECEN ] £ SR bk DN A A B R (2 AT st

9 IOT_OTA_StartDownload (5) | BEEIRSS S HTTP b

10 10T _OTA_UpdateClientMd5 Wr SRR, THEAHE Y MD5
11 IOT_OTA_ReportUpgradeBegin LFATE AT, ARSS A BB A RAIRAS

12 10T_OTA_ ReportUpgradeSuccess LEEHR SN2 G, RS LR ARDIEIRAS

13 I0OT_OTA_ReportUpgradeFail HEAFARRM G, RS a B IRAGERIIRAS
H&E#O
%55 HE LIRS ITRE AN AA R] L12% SDK docs H 5% B E(E A ki & H & _EIRITEEER 5
FE o mE B9
1 IOT Log_Set_Level 158 SDK [ 4T FIEg%
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https://www.tencentcloud.com/document/product/1105/41507

A BT

HEL loT hub &

iR [H SDK H&FTEIYEES

Pk S

RiE HAARAKR, #ER SDK HAATHEHm T 7

JF)E SDK Hi& Lk mImiy HrREF- HIAA L TR

{51k SDK H & LAk mim P aEH R R

1 SDK 3817 HiE EREN =i
2 & SDK HIEM B
iR[E] SDK H & Bl <5k

TEPGFTENASAN SDK H &R

KT W RITRES4H, AILAZ%E SDK docs H 3¢ TN & 15 15 STRS I 5 7= il 7

2 IOT_Log Get_Level
3 IOT_Log_Set MessageHandler
4 IOT_Log_Init_Uploader
5 IOT_Log_Fini_Uploader
6 IOT_Log_Upload
7 IOT_Log_Set Upload_Level
8 IOT_Log_Get_Upload Level
9 Log_d/i/w/e
RGN O
2 e VL
1 IOT_Get_SysTime
W X ThRE#E I
T mms
5]
1 IOT_Gateway_Construct
2 IOT_Gateway_Destroy
3 IOT_Gateway_Subdev_Online
4 IOT_Gateway_Subdev_Offline
5 IOT_Gateway_Yield
6 IOT_Gateway_Publish
7 IOT_Gateway_Subscribe
8 IOT_Gateway_Unsubscribe

FRAXFT A - IR R ks AR

SR/

Wi

¥3& Gateway client 358 MQTT i%£#

KM MQTT EHIFHE

% Gateway client

TR B

TR T

RGN, HATGR MQTT j@E X N hE

TEXATLAR B, T MQTT o0, HEE, EINIEK,
DBk N NS E SRS

AT MQTT HE

T MQTT F:#

BUHIT R E1T BIAY MQTT F2
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@ HEI:HE YIEEE (S
%8 BTl

b E N E] © 2024-12-27 16:55:24

LERaN

TR TR A5 9 B QI Y™ i 70 e ME—ARiR ProductlD, FIFRTLAEE X DeviceName PR &, ™ SbRiA
+ WAEARIA + IRFIEB/EPRIRIE RS SR, RainR E RS S 115 8. C-SDK 12t 7 B E R
FH O N SE LI, RS KPR U T3E R

S nER

WP EET FANERINE, HEAMUTAHER 72 ID (Productld) . %%% (DeviceName) . &EIE
H2t: (DeviceCert) . MY (DevicePrivateKey) , HHUEHXFRIFAVH R EE AR, H——* 1,
FHGSEET EANZ2INE, BAES=JTAER 7 ID (Productld) . #%#&% (DeviceName) . &%&%
% (DeviceSecret) , HH &AM EEARN,

& B s Eh
B R NSRRI AR, P95 1R T Y IHEHERTZ 2 LKA,

BT

QI ShGE, £ VIIMDE SRS BEEE = APBE RN R S, HIRBON MAVIZEEE, M Ldhryricdei# =
TTHER, EREEIRTERT, RREPEDRNPIH, 1’ SDKIBTINIRIEFRIREEE, HTIREINE,

IR e

B R | TREAE RS FEAT ME A =30E, A r=R0., N Y, ARy
Ko LA - = ROV EHRE™=MIVshASEMII6E, WAL H%% (ProductSecret) o [Fl—/=& FIFTH
B A USRS — 1 B E R, HIP%& ID (Productld) « 77544540 (ProductSecret) . & H J5,
BASTEM YT IR B M5 B RTE, ARG H FRIE SR = o sl Puoc (3 B TIR &AL,

HIASKRIE Y (DeviceName) HYARRL @ #{ERESNASTEMAVFRIRHERE B Ao, Nik& 4 2n LIk H DA
1, {EAARIER—/ = ID (Productld) THI&&EHAEEL, —MHECIMEI 805 MAC ik, & (HRESHASTAAIY RN
FMERE B AR, NFERREATUERAESR, WIS SRR GRS A RGBSR AL
&4, MR REAE—ERR R W B AR 1 2 2 XU

TR

BASTEMEERR T 245 (ProductSecret) 724, SNIEFARKINZERRE,
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https://console.tencentcloud.com/iotcloud

@ HEI:HE YIRS
EEIEREREREO

SDK #fit T B E R ER HAL #10, &K, AILIZ# Linux *F-A HAL_Device_Linux.c &5 RIRE K

M,

RS E HAL #00 ¢
HAL_API i
HAL_SetDevinfo KRERFEEA
HAL_GetDevlnfo WS R IRE

TR B R L E

AR ZE, FEMEERER ( ProductID/DeviceName/DeviceSecret/Cert/Key X) ELEFE SDK
Y REIEIIBI TG, TR AZRTEY, SDK fREtpifhys XfFEisE e

1. FRHERRSH (Yrii%IH DEBUG_DEV_INFO_USED = ON) , 1

£ platform/os/xxx/HAL_Device_xxx.c HEBUILHER, FELXHREN AT o UM,

/* product Id */
static char sg_product_id[MAX_SIZE_OF_PRODUCT_ID + 1]

"PRODUCT_ID";

/* device name */

static char sg_device_name [MAX_SIZE_OF_DEVICE_NAME + 1]

"YOUR_DEV_NAME";

#ifdef DEV_DYN_REG_ENABLED

/* product secret for device dynamic Registration */

static char sg_product_secret [MAX_SIZE_OF_PRODUCT_SECRET + 1] =
"YOUR_PRODUCT_SECRET";

#endif

#ifdef AUTH_MODE_CERT

/* public cert file name of certificate device */

static char sg_device_cert_file_name[MAX_SIZE_OF_DEVICE_CERT_FILE_NAME + 1]

= "YOUR_DEVICE_NAME_cert.crt";

/* private key file name of certificate device */

static char sg_device_privatekey_file_name[MAX_SIZE_OF_DEVICE_SECRET_FILE_NAME
+ 1] = "YOUR_DEVICE_NAME_private.key";

felse

/* device secret of PSK device */

static char sg_device_secret [MAX_SIZE_OF_DEVICE_SECRET + 1] = "YOUR_IOT_PSK";
fendif
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@ HEI:HE YIRS

2 (FAFE B (4wi%)%ETH DEBUG_DEV_INFO_USED = OFF) , NIff device_info.json XHBki%%
R, AR TEUOEEEEBNEENS X SDK, 1F Linux/Windows & T T & HEF A M R,

"auth_mode" :"KEY/CERT",

"productId":"PRODUCT_ID",
"productSecret":"YOUR_PRODUCT_SECRET",
"deviceName" :"YOUR_DEV_NAME",

"key_deviceinfo":{
"deviceSecret":"YOUR_IOT_PSK"
|

"cert_deviceinfo":{
"devCertFile":"YOUR_DEVICE_CERT_FILE_NAME",
"devPrivateKeyFile" :"YOUR_DEVICE_PRIVATE_KEY_FILE_NAME"

ty

"subDev" : {
"sub_productId":"YOUR_SUBDEV_PRODUCT_ID",
"sub_devName" :"YOUR_SUBDEV_DEVICE_NAME"

AR NG

W CIERE S
static DeviceInfo sg_devInfo;

static int _setup_connect_init_params (MOQTTInitParams* initParams)

{

int ret;

ret = HAL_GetDevInfo((void *)&sg_devInfo);
1f (QCLOUD_ERR_SUCCESS != ret) {

return ret;

initParams—->device_name = sg_devInfo.device_name;

initParams->product_id = sg_devInfo.product_id;
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@ HEI:HE YIRS

RS ENS AR

static int _serialize_connect_packet (unsigned char *buf, size_t buf_len,
MQTTConnectParams *options, uint32_t *serialized_len) {

int username_len = strlen(options->client_id) +
strlen (QCLOUD_IOT_DEVICE_SDK_APPID) + MAX_ _CONN_ID_LEN + cur_timesec_len + 4;
options—->username = (char*)HAL_Malloc (username_len) ;

get_next_conn_id(options->conn_id);
HAL_Snprintf (options—->username, username_len, "%s;%s;%s;%1ld", options-—
>client_id, QCLOUD_IOT_DEVICE_SDK_APPID, options->conn_id, cur_timesec);

#1f defined (AUTH_WITH_NOTLS) && defined (AUTH_MODE_KEY)
if (options—->device_secret != NULL && options-—->username != NULL) {
char sign[41] = {0};
utils_hmac_shal (options—->username, strlen(options->username), sign,
options—->device_secret, options->device_secret_len);
options->password = (char*) HAL_Malloc (51);
if (options—->password == NULL) IOT_FUNC_EXIT_RC (QCLOUD_ERR_INVAL) ;
HAL_Snprintf (options->password, 51, "%s;hmacshal", sign);
}
fendif
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@ ﬁﬁfﬂﬁ PIREE (S

T Android SDK £ A
Android SDK fxA~15BH
T EHEINE] @ 2024-12-27 17:03:42

RBEE
H v1.0.0 kA H 45, Android 8754 SDK ARESEH Github £,

A5 R

H v1.0.0 AT 4A, Android %% 9 SDK iiASEER, 162 I Github,

RN R @ BRI R (sd) ARTERH] 5558 7511


https://github.com/tencentyun/iot-device-java/tree/master/hub/hub-device-android
https://github.com/tencentyun/iot-device-java/releases

@ HEI:HE YIS
Android SDK T fEAC &

BT TN ] © 2024-12-27 17:03:43

TNk = A Android SDK #5287 4= M RESR RV EHEEE, APk SUEIT & N IR & I todiik A=
S, A TAALEEITRES . THAR N BTS2 A AR FIAR AL i AT A] SE R & AR A

GIEE=S e

EFHR e AMEe QAT S

IR

#£R SDK 5R

EHAFEENRE 1oT SDKSBIT1E service 4HEA, T HFEZEAH iot_core,
A maven IFEAY 2, REIATT -

dependencies {
implementation 'com.tencent.iot.hub:hub-device-android-core:x.x.x'
implementation 'com.tencent.iot.hub:hub-device-android-service:x.x.x'

}

iEH :

FA P TR FRASTEA 81 5Bx x x5 B T iR AR

EAFEENT loT SDK SBIT1E service ZFH, 7K iot_core,

LETR loT SDK 3B1T1E service A, T FE K iot_service,

WAt SDK JEA %

BN FHFEELY build.gradle, {5 3 FBEAK iot_core A iot_service TS, REIAIT :

dependencies {
implementation project (':hub:hub-device-android:iot_core')

implementation project (':hub:hub-device-android:iot_service')

INIREE e

Y app-config.json SXHFHRVELES R, FITE loTMqttFragment.java SEEON b LT 25408
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https://www.tencentcloud.com/document/product/1105/41476
https://www.tencentcloud.com/document/product/1105/41855
https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/build.gradle
https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/src/main/java/com/tencent/iot/hub/device/android/app/IoTMqttFragment.java

@ HEI:HE YIRS

"PRODUCT_ID": n
"DEVICE_NAME": me
"DEVICE_PSK": me
"SUB_PRODUCT_ID": ne
"SUB_DEV_NAME" : ne
"SUB_PRODUCT_KEY": we
"TEST_TOPIC": mn
"SHADOW_TEST_TOPIC": "",

"PRODUCT_KEY": "
h

SDK R HEIEFINIESHEAIAEMAAIE T 3K, FHZIRC AR AR TIR BRI

AN IEAITE app-config.json Fii & &1 A PRODUCT _ID. DEVICE_NAME. DEVICE_PSK Fixt M IIZ%,
SDK AR ALEE R B ERES, 1E R ABINEE I,

IEFINIEZRFE app-config.json ALE (S A ##E A PRODUCT_ID, DEVICE_NAME MR IEEULFIUER., XA
SAFINE . BECT Ko A

it AssetManager HE{TIE, MHFEEE TR hub/hub-android-demo/src/main &% F O assets H3%H:
FHERIER. RAARGEEIZ H R,

WL InputStream FATIEEL, M FTRE KRR, FAHNREEE R,

1.1 INEEGER X5 R 2 )5, BAE loTMattFragment.java #Hi% & mDevCertName IE-H & 55
mDevKeyName A F5,

private String mDevCertName "YOUR_DEVICE_NAME_ cert.crt";

"YOUR_DEVICE_NAME_private.key";

private String mDevKeyName

1.2 BLESERZ )G, ETRFTEH SDK f MQTT EERAYMH KR, BIRI5e e i A,

mMgttConnection = new TXGatewayConnection (mContext, mBrokerURL, mProductID, mDevNa

mMgttConnection.connect (options, mgttRequest);
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https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/src/main/java/com/tencent/iot/hub/device/android/app/IoTMqttFragment.java

@ Hﬁfﬂﬁ Yk E S
Android SDK i F 154 BH

BT TN ] © 2024-12-27 17:03:43

Android SDK TEfR St s IVIZ ATREZAY, SEFRBE TN X 7ikss, W& T, OTAFIIAL, MR IRER #b4N

To
MQTT #0
TXMgttConnection
Sk WiRH
connect MQTT i&E#%
reconnect MQTT Hi%
disConnect Wi MQTT &#2
publish KA MQTT HEA
subscribe T MQTT F#
unSubscribe BUHIT R MQTT F2#
getConnectStatus RE MQTT ERIRAS
setBufferOpts BB MHEIRAS buffer 52X
initOTA #I5a{k OTA Ui
reportCurrentFirmwareVersion RS L ETRAE R E B kS 4R
reportOTAState FRIEEALARESE G B IRS%
MQTT W X80

TXGatewayConnection

JiiE Wi

connect P SEEA

reconnect W % 26 3%

disConnect WIFFIN ¢ MQTT 4%
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@ H%I:HE PR (2

publish KA MQTT HE
subscribe ITH MQTT F
unSubscribe BGHIT R MQTT F2#
getConnectStatus RE MQTT ERIRAS
setBufferOpts WEIEMHZEIRAS buffer 52X
initOTA #ita{t OTA UiRE
reportCurrentFirmwareVersion RS LETRAE R E B RS 4R
reportOTAState IR EALIIRSE G EIRS 4
addSubDev I+ 85
removeSubdev BRI
findSubdev HERTIRE
gatewaySubdevOffline T Tk
gatewaySubdevOnline T’ L2k

BEETEO

TXShadowConnection

T BiFH

connect Shadow %+

disConnect % [4] Shadow J#+%

getConnectStatus RELMQTT JEREIRAS

update BT O

get IRBUE B 51

registerProperty &R

unRegisterProperty HUE TS 25 e

reportNullDesiredInfo B delta (585, _EiRZERY desired (E2
setBufferOpts W IE WHZEIRAS buffer ZIX

RN R @ BRI R (sd) ARTERH] 562 7507



A BT

getMqttConnection

MQTT ZRERARS & F 5
TXMqttClient
JiEA
setMqttActionCallBack
setServiceConnection
init
startRemoteService
stopRemoteService
connect
disConnect
subscribe
unSubscribe
publish
setBufferOpts

clear

Shadow ZEER%Z F ¥
TXShadowClient
Tt
setShadowActionCallBack
setServiceConnection
init
startRemoteService

stopRemoteService

RN R @ BRI R (sd) ARTERH]

VIR E (S

FREL TXMqttConnection S5

WiRA
& MattAction [BIIEH% 1
BB ARG R B A EE

A LIRSS & F o

HEIERERSS

12 1L IR S

MQTT &4

i MQTT %4%
iTH MQTT 38
HGEITE MQTT F#8

AT MQTT THE

REWTZEIRZS buffer 21X

R BRI

Wi

#riE ShadowAction [ JE#£ ]
IR B AR SS I R EE HE
A LIRSS %5 F i
THRIZREARSS

{2 1B AE AR S5

%563 H7551



@ ﬁﬁfﬂﬁ YIS

connect Shadow %
disConnect Wi Shadow JE#%
getMqttClient FREX MQTT &P stz
get IREVE 55
update HEH R
registerProperty &R
unRegisterProperty B & B
reportNullDesiredInfo BT delta (5 EVG, _#kZEHY desired A
setBufferOpts WIEMTEIRA buffer 21X
clear R

MQTT &EEE#H5

TXMqttClient

yaprcd Wi

initOTA #ta{t OTA TihE
reportCurrentFirmwareVersion RS L ETRAE RRE B RS 4R
reportOTAState RS AIRSE G B IRS %

RN R @ BRI R (sd) ARTERH] 5564 7517



@ ﬁﬁfﬂﬁ IS

T Java SDK # A
Java SDK kA 15iRH

e a TN ] ¢ 2024-12-27 17:03:43
REEE

H v1.0.0 lkiAH 4R, Java a5 SDK RS Github £,

hRAE R

H v1.0.0 AT A, Java & SDK iIRAIERIER, 1EZ U Github,
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https://github.com/tencentyun/iot-device-java/tree/master/hub/hub-device-java
https://github.com/tencentyun/iot-device-java/releases

@ HEI:HE YIS
Java SDK T &

BT TN ] © 2024-12-27 17:03:43

IR PRI 5 5 i Java SDK K52 4 HMERESR R AVEEE, bk aisoT & N\ SRIE AL & i Pak 12 A =0,
HMREHEATARAEEHIRE . TR N IR TR 5E R AR A AC i R AT S8 i & B4 Ao

GIEE=S e

EFHR e AMEe QAT S

IR

ANRIETRELEYT jar 51T E A%, BI7E module HX THY build.gradle HIESHIMMKHE, 40T A :
dependencies {

implementation 'com.tencent.iot.hub:hub-device-java:x.x.x'

}

il :
F P AT ARSI FAS T B 0 SRx x x T B AR T A
NSRS TR ELE AR AT AT I H &, AlviA) Github T #E Java SDK Y,

INAREE

WA B A IANUE SR RIAAE 52X, B ERTE R IALE
LEHZHINES R, 7 ProductlD, DevName # DevPSK,
A ERAUERINEA R, 7 ProductlD, CertFile 1 PrivateKeyFile,

INIEER AT
private String mProductID = "YOUR_PRODUCT_ID";
private String mDevName = "YOUR_DEVICE_NAME";
private String mDevPSK = "YOUR_DEV_PSK";

private String mCertFilePath = null;

private String mPrivKeyFilePath = null;

TXMgttConnection mgttconnection = new TXMgttConnection (mProductID, mDevName,
mDevPSK, new callBack());

mgttconnection.connect (options, null);
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https://www.tencentcloud.com/document/product/1105/41476
https://www.tencentcloud.com/document/product/1105/41858
https://github.com/tencentyun/iot-device-java/tree/master/hub/hub-device-java

@ ﬁﬁfﬂﬁ YIRS

Thread.sleep (20000) ;
} catch (InterruptedException e) {
// TODO Auto-generated catch block

e.printStackTrace() ;

}

mgttconnection.disConnect (null);
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@ A (S
Java SDK {s#i F 1 HA

o BTN E] ¢ 2024-12-27 17:03:43

Java SDK BRIt VIZ ATIREZ AV, SETRBEM X 714, IR TFIm. M XIIRERE AT,

MQTT £

MQTT FYAH X2 10E XAE TXMattConnection 287, XHEEAAANT RIMIRE 5 AR FFL &% T 008E, WIFEMH
TXShadowConnection 285 H /5%, TXMqttConnection 288211, MRUIT -

Tk WiRA

connect MQTT i&E#%

reconnect MQTT =EHi#

disConnect Wi MQTT &%

publish KA MQTT {HE
subscribe ITE MQTT F8
unSubscribe BUHIT R MQTT 328
getConnectStatus IREL MQTT JEEIR A
setBufferOpts W EWHEIRES buffer Z&IX

MQTT M %1

XN T EIEE R ALK g, RIJCHE AR X IZ&RYNLs, RN L ErEEDRE, FHAREIREEA
loT Hub F#,

TR i A BGR R 71278, Rl A T4 BB R,

TR

YRR ek, REHEW XEEHENRY), FEMR TR TIREEL, RIFRFECRE TR,

MQTT W % AR 8% 1158 X AF TXGatewayConnection 2832117, MN4E40°F

YaRie 1 AA
connect W% MQTT &4
reconnect W% MQTT EiZ
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@ ﬁﬁfﬂﬁ YIRS

disConnect WiFF I % MQTT &
publish KA MQTT {HE
subscribe ITH MQTT F#
unSubscribe HGHIT T MQTT F:#
getConnectStatus IREL MQTT EFEIRS
setBufferOpts W IE MR buffer X
gatewaySubdevOffline TR Tk
gatewaySubdevOnline T 2k
gatewayBindSubdev TIREHE
gatewayUnbindSubdev TR

[Pass- AN

AR FRE SRR T UIRE, 7% TXShadowConnection 821, MNMHANT ¢
Tt Wi
connect MQTT %E#
reconnect MQTT =&
disConnect Wi MQTT 3%+
publish %A MQTT 748
subscribe T MQTT F#
unSubscribe BUEIT R MQTT 328
update RN as-Zm e
get IREB B 370 A
reportNullDesiredInfo HHr delta (EE/G, RZEHY desired fE5
setBufferOpts BEE W IR buffer Z2H1[X.
getMgttConnection FREX TXMqttConnection SZ il
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@ HEI:HE YIRS

getConnectStatus IREL MQTT JEREIRAS
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@ ﬁﬁfﬂﬁ IS

KT Python SDK #% A
Python SDK ffiiAs 5B

bl TIN ] ¢ 2024-12-27 17:03:42
REEE
H v1.0.0 iRAF 4R, Python & #5¥m SDK AARSE A Github £,

hRAE R

H v1.0.0 iiATIT4A, Python 14 SDK IRAIERIER, 1EZ U Github,
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https://github.com/tencentyun/iot-device-python
https://github.com/tencentyun/iot-device-python/releases

@ HEI:HE YIS
Python SDK _Li&f &

ol E N E]  2024-12-27 17:03:42

IEIN =PIk 5 3 Python SDK K58 % 4 B RESE IV EIEEE, APIBINIUSIT A N\ IR BEI & i PO A =
S, I TAAEEITRES . THAR AN TR SE R TAR AIAH AL i AT A] SE R & AR A

GIEE=S e

EFHR e AMEe QAT S

IR

SRR ELES 5 I T T E TR, w223 SDK, #l°F :
pip3 install tencent-iot-device
WMRIETFEB LA SDK A, EHM T ¢

pip3 show —-files tencent-iot-device

ANRIET T SDK A, ERATT a4
pip3 install —--upgrade tencent-iot-device

AR A TR S RS SR O AT E T %, ATV Github T %k Python SDK 5,
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https://www.tencentcloud.com/document/product/1105/41476
https://github.com/tencentyun/iot-device-python

A BT

Python SDK {i F 151

o BTN E] ¢ 2024-12-27 17:03:43

Python SDK FRIZHEIZEIIE ATIREZ O, IR X T, &% TF6E. M RIIRERE DA T,

MQTT £

Pk S

MQTT HYAH K% L€ XAE hub.py 280, SCREZARANT FDIRE ; ARTSCRI&E R T 6E, WIFR(EM shadow.py 28X

HIGE, n4ant
i
connect
disconnect
subscribe
unsubscribe
publish

registerMgttCallback

registerUserCallback

isMqttConnected

getConnectState

setReconnectinterval

setMessageTimout

setKeepalivelnterval

MQTT W x4

WiRH

MQTT %4

HIF MQTT &+
MQTT iTFd

MQTT HHIT
MQTT & e
M MQTT [E1E PR
FE AR P ] VA Bk
MQTT 2 & [

KRB MQTT IEHIRES

ZE MQTT EEZ AR

B TH S A N R )

& MQTT {R7E H]FR

T EIRESE A LUK N 1915, AIJct AAHEIN % I & imzs, FIHMW X IZEREEEE, RIS EA

loT Hub ‘5.

XTSRRI I BGR tH NS 71 6, fRld A T I st R,

TR
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https://github.com/tencentyun/iot-device-python/blob/master/hub/hub.py
https://github.com/tencentyun/iot-device-python/blob/master/hub/services/shadow/shadow.py

A BT

Skl bk, JREIHEMKBERNRY), AR R TSRS, RIFRESCRIE &R,

MQTT W 5% HYAH X 2 01 7E AE gateway.py 2,

JitEA

gatewaylnit
isSubdevStatusOnline
updateSubdevStatus
gatewaySubdevGetConfigList
gatewaySubdevOnline
gatewaySubdevOffline
gatewaySubdevBind
gatewaySubdevUnbind

gatewaySubdevSubscribe

ASEMHZ O

SO :
B
) % AL
N T A8 R TR
FHTRAELRE
YRS o i 8 5115
REBT U5 148
REBT U4 T
W Tt
TR

TR

AR EALE S ATEMIIRE, FAEM hub.py 289RIVEEO, SMRANT ¢

J7iE%

dynregDevice

OTA#Z

A S SN ASEMIE R

ARFTEMEHOTALIRE, T/ hub.py ZEPHYIEC, M4H40T -

JitEA

otalnit
otalsFetching
otalsFetchFinished

otaReportUpgradeSuccess
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ERFFREITHR
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https://github.com/tencentyun/iot-device-python/blob/master/hub/services/gateway/gateway.py
https://github.com/tencentyun/iot-device-python/blob/master/hub/hub.py
https://github.com/tencentyun/iot-device-python/blob/master/hub/hub.py

@ ﬁﬁfﬂﬁ YIRS

otaReportUpgradeFail b ARFRITE R

otaloctiNumber ARI T BEN RN int FERUE R
otaloctlString IREC T #L[E 4 md5 % string ZRAUE R
otaResetMd5 HiE md5 F 8

otaMd5Update HH md5 58

httplnit HIEAL http

otaReportVersion AR Y F E R A E R
otaDownloadStart THaaE T

otaFetchYield TR
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