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Copyright Notice
©2013-2025 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or distribute

in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior written consent.

Trademark Notice

2y Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group, including
its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third parties referred to in this

document are owned by their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and services
only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or services are
subject to change. Specific products and services and the standards applicable to them are exclusively provided for in

Tencent Cloud's applicable terms and conditions.
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AP| documentation
History

Last updated : 2025-05-14 15:40:19

Release 10

Release time: 2025-05-14 15:40:13
Release updates:

Improvement to existing documentation.
Modified APlIs:

o GetServiceStatus

o New output parameters:CmkUserCount, CmkLimit, ExclusiveHSMList

New data structures:

o ExclusiveHSM

Modified data structures:

» KeyMetadata

o New members:RotateDays, LastRotateTime

Release 9

Release time: 2023-08-07 17:32:30
Release updates:

Improvement to existing documentation.
New APls:

» PostQuantumCryptoDecrypt
» PostQuantumCryptoEncrypt
» PostQuantumCryptoSign

» PostQuantumCryptoVerify
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Release 8

Release time: 2023-03-24 15:59:19
Release updates:

Improvement to existing documentation.
Modified APls:

o GetServiceStatus

o New output parameters:Subscriptioninfo

Release 7

Release time: 2023-02-27 16:31:27
Release updates:

Improvement to existing documentation.
Modified APls:

« EnableKeyRotation

o New input parameters:RotateDays

Release 6

Release time: 2022-07-04 10:36:46
Release updates:

Improvement to existing documentation.
Modified APlIs:

o CreateKey

o New input parameters:HsmClusterld

o New output parameters:HsmClusterld
» GetServiceStatus

o New output parameters:ExclusiveVSMEnabled, ExclusiveHSMEnabled
» ListKeyDetall

o New input parameters:HsmClusterld
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o ListKeys
o New input parameters:HsmClusterld
Modified data structures:

» KeyMetadata

o New members:HsmClusterld

Release 5

Release time: 2022-01-18 17:17:48
Release updates:

Improvement to existing documentation.
Modified APlIs:

o Decrypt
o New input parameters:EncryptionPublicKey, EncryptionAlgorithm
» GenerateDataKey

o New input parameters:EncryptionPublicKey, EncryptionAlgorithm

Release 4

Release time: 2021-01-28 20:01:17
Release updates:

Improvement to existing documentation.
New APls:

« SignByAsymmetricKey

» VerifyByAsymmetricKey

Modified APlIs:

« ListAlgorithms

o New output parameters:AsymmetricSignVerifyAlgorithms
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Release 3

Release time: 2020-12-02 11:25:39
Release updates:

Improvement to existing documentation.
Modified APls:

o GetServiceStatus

o New output parameters:UserlLevel, ProExpireTime, ProRenewFlag, ProResourceld

Release 2

Release time: 2020-08-06 19:42:05
Release updates:

Improvement to existing documentation.
New APls:

+ BindCloudResource

¢ UnbindCloudResource

Existing Release

Release time: 2020-07-30 19:59:49
Existing APls/data structures are as follows:
Improvement to existing documentation.
Existing APls:

» AsymmetricRsaDecrypt
* AsymmetricSm2Decrypt
» CancelKeyDeletion

» CreateKey

» CreateWhiteBoxKey

o Decrypt

» DeletelmportedKeyMaterial
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» DeleteWhiteBoxKey

» DescribeKey

» DescribeKeys

» DescribeWhiteBoxDecryptKey
» DescribeWhiteBoxDeviceFingerprints
» DescribeWhiteBoxKey

» DescribeWhiteBoxKeyDetails
» DescribeWhiteBoxServiceStatus
» DisableKey

» DisableKeyRotation

» DisableKeys

» DisableWhiteBoxKey

» DisableWhiteBoxKeys

« EnableKey

» EnableKeyRotation

« EnableKeys

» EnableWhiteBoxKey

» EnableWhiteBoxKeys

* Encrypt

« EncryptByWhiteBox

» GenerateDataKey

» GenerateRandom

» GetKeyRotationStatus

o GetParametersForimport

o GetPublicKey

» GetServiceStatus

» ImportKeyMaterial

« ListAlgorithms
 ListKeyDetall

o ListKeys

o OverwriteWhiteBoxDeviceFingerprints
» ReEncrypt

» ScheduleKeyDeletion

» UpdateAlias

» UpdateKeyDescription

Existing data structures:
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» Algorithminfo

» DeviceFingerprint
* Key

» KeyMetadata

» Tag

+ WhiteboxKeylnfo
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Introduction

Last updated : 2025-05-14 15:40:18

Tencent Cloud Key Management Service (KMS) is a key service designed to protect data and key security. By using
this service, you can obtain higher security for your data or keys, etc. Tencent Cloud ensures high service availability,
allowing you to focus more on developing data protection.

Note:

» All Key Management Service APl interfaces in this section are the latest API 3.0 interfaces. Subsequent new
features related to Key Management Service will be updated in this section. We strongly recommend you to
use the latest API 3.0 interface.
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API| Category

Last updated : 2024-07-22 16:01:09

Asymmetric Key APIs
APl Name Feature
AsymmetricRsaDecrypt Decrypts data with an RSA asymmetric key
AsymmetricSm2Decrypt Decrypts data with an SM2 asymmetric key

Gets the information of the public key that is
GetPublicKey encrypted with the asymmetric cryptographic

algorithm

PostQuantumCryptoSign Signs with PQCDecrypts with PQC

PostQuantumCryptoVerify Verifies a signature with PQC

SignByAsymmetricKey Generates a signature

VerifyByAsymmetricKey Verifies a signature

White-Box Key APls

API Name

CreateWhiteBoxKey
DeleteWhiteBoxKey

DescribeWhiteBoxDecryptKey
DescribeWhiteBoxDeviceFingerprints

DescribeWhiteBoxKey

DescribeWhiteBoxKeyDetails

Feature

Creates a white-box key
Deletes a white-box key
Gets a white-box decryption key

Gets the device fingerprint list of a
specified key

Displays white-box key information

Gets the white-box key list

©2013-2025 Tencent Cloud International Pte. Ltd.
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Frequency Limit
(maximum requests per
second)

200

200

100

20
20
100

100

Frequency Limit (maximum
requests per second)

100

200

200

100

200

100
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DescribeWhiteBoxServiceStatus Gets the white-box key service 200
status

DisableWhiteBoxKey Disables a white-box key 200

DisableWhiteBoxKeys Disables white-box keys in batches 200

EnableWhiteBoxKey Enables a white-box key 200

EnableWhiteBoxKeys Enables white-box keys in batches 200

EncryptByWhiteBox Encrypts data with a white-box key 100

Overwrites the device fingerprint

_ _ _ 100
information of a specified key

OverwriteWhiteBoxDeviceFingerprints

Key APls

Frequency Limit (maximum
requests per second)

API Name Feature

ArchiveKey Archives keys 100

Binds a key with a Tencent Cloud

BindCloudResource 100
resource
CancelKeyArchive Unarchives keys 100
CancelKeyDeletion Cancel CMK plan delete operation 100
CreateKey Create master key 100
Decrypt Decrypt 300
DeletelmportedKeyMaterial Deletes imported key material 100
DescribeKey Gets CMK attributes 100
DescribeKeys Gets attributes of multiple CMKs 100
DisableKey Disable master key 100
DisableKeyRotation Disable key rotation 100
DisableKeys Disable master keys in bulk 100
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EnableKey
EnableKeyRotation
EnableKeys
Encrypt
GenerateDataKey
GenerateRandom

GetKeyRotationStatus
GetParametersForimport

GetRegions
GetServiceStatus

ImportKeyMaterial
ListAlgorithms

ListKeyDetail

ListKeys
PostQuantumCryptoDecrypt
PostQuantumCryptoEncrypt
ReEncrypt

ScheduleKeyDeletion
UnbindCloudResource

UpdateAlias

UpdateKeyDescription

Enable master key

Turn on key rotation

Batch start master key
encryption

Generate data key
Generates a random number
Query key rotation status

Gets the parameters of the material to be
imported into a CMK

Return all regions support KMS service
Query service status
Imports key material

Lists encryption methods supported in the
current region

Get master key list details
Get master key list
Decrypts with PQC
Encrypts with PQC
Ciphertext refresh

CMK plan delete API

Unbinds a CMK with a Tencent Cloud
resource

Modify alias

Modify master key description

©2013-2025 Tencent Cloud International Pte. Ltd.
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Making AP| Requests
Request Structure

Last updated : 2025-04-23 14:29:16

1. Service Address

The API supports access from either a nearby region (at kms.intl.tencentcloudapi.com) or a specified region (at

kms.ap-guangzhou.tencentcloudapi.com for Guangzhou, for example).

We recommend using the domain name to access the nearest server. When you call an API, the request is
automatically resolved to a server in the region nearest to the location where the APl is initiated. For example, when
you initiate an API request in Guangzhou, this domain name is automatically resolved to a Guangzhou server, the

result is the same as that of specifying the region in the domain like "kms.ap-guangzhou.tencentcloudapi.com".
Note: For latency-sensitive businesses, we recommend that you specify the region in the domain name.

Tencent Cloud currently supports the following regions:

Hosted region Domain name

Local access region (recommended, only for non-financial availability , ,
kms.intl.tencentcloudapi.com

zones)
kms.ap-

South China (Guangzhou) ms-ap i
guangzhou.tencentcloudapi.com
kms.ap-

East China (Shanghai) ms.ap- |
shanghai.tencentcloudapi.com

North China (Beijing) kms.ap-beijing.tencentcloudapi.com

Southwest China (Chengdu) kms.ap-chengdu.tencentcloudapi.com

kms.ap-

Southwest China (Chonggin
( 9aing) chongging.tencentcloudapi.com

kms.ap-

Hong Kong, Macao, Taiwan (Hong Kong, China) hongkong.tencentcloudapi.com

kms.ap-

Southeast Asia (Singapore
(Singapore) singapore.tencentcloudapi.com

Southeast Asia (Bangkok) kms.ap-bangkok.tencentcloudapi.com

©2013-2025 Tencent Cloud International Pte. Ltd. Page 15 of 217



@ Tencent Cloud Key Management Service

Northeast Asia (Seoul) kms.ap-seoul.tencentcloudapi.com

Northeast Asia (Tokyo) kms.ap-tokyo.tencentcloudapi.com

U.S. East Coast (Virginia) kms.na-ashburn.tencentcloudapi.com
kms.na-

U.S. West Coast (Silicon Valle
( y) siliconvalley.tencentcloudapi.com

Europe (Frankfurt) kms.eu-frankfurt.tencentcloudapi.com

Note: As financial availability zones and non-financial availability zones are isolated, when accessing the
services in a financial availability zone (with the common parameter Region specifying a financial
availability zone), it is necessary to specify a domain name of the financial availability zone, preferably in
the same region as specified in Region .

Access region for financial availability zone Domain name for financial availability zone
East China (Shanghai Finance) kms.ap-shanghai-fsi.tencentcloudapi.com
South China (Shenzhen Finance) kms.ap-shenzhen-fsi.tencentcloudapi.com

2. Communications Protocol

All the Tencent Cloud APIs communicate via HTTPS, providing highly secure communication tunnels.

3. Request Methods

Supported HTTP request methods:

e POST (recommended)
« GET

The Content-Type types supported by POST requests:

» application/json (recommended). The TC3-HMAC-SHA256 signature algorithm must be used.
 application/x-www-form-urlencoded. The HmacSHA1 or HmacSHA256 signature algorithm must be used.

» multipart/form-data (only supported by certain APIs). You must use TC3-HMAC-SHA256 to calculate the signature.
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The size of a GET request packet is up to 32 KB. The size of a POST request is up to 1 MB when the HmacSHAT1 or
HmacSHA256 signature algorithm is used, and up to 10 MB when TC3-HMAC-SHA256 is used.

4. Character Encoding

Only UTF-8 encoding is used.
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Common Params

Last updated : 2025-04-23 14:29:16

Key Management Service

Common parameters are used for all APIs authenticating requestors. Common parameters must be included in all API

requests, and they will not be described in individual APl documents.

The exact contents of the common parameters will vary depending on the version of the signature method you use.

Common parameters for Signature Algorithm v3

When the TC3-HMAC-SHA256 algorithm is used, the common parameters should be uniformly placed in the HTTP

request header, as shown below:

Parameter

Type
Name yp

X-TC-Action String

X-TC-

, String
Region
X-TC- Int

nteger

Timestamp g
X-TC-

(_; String
Version

Authorization String

Required

Yes

Yes

Yes

Yes

Yes

Description

The name of the API for the desired operation. For the specific value, see
description of common parameter Action inthe input parametersinr
documentation. For example, the API for querying the CVM instance list i

DescribeInstances .

Region parameter, which is used to identify the region to which the data y
work with belongs. For values supported for an API, see the description ¢
parameter Region inthe input parameters in related APl documentati
parameter is not required for some APIs (which will be indicated in relate
documentation), and will not take effect even it is passed.

The current UNIX timestamp that records the time when the API request
for example, 1529223702. Note: If the difference between the UNIX time:
server time is greater than 5 minutes, a signature expiration error may oci

API version of the action. For the valid values, see the description of the ¢
parameter version inthe APl documentation. For example, the versi
2017-03-12.

The HTTP authentication request header, for example:
TC3-HMAC-SHA256 Credential=AKID*******/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc96317
Here:

- TC3-HMAC-SHA256: Signature method, currently fixed as this value;

- Credential: Signature credential; AKID******* is the Secretld; Dateisa d
time, and this value must match the value of X-TC-Timestamp (a commo
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UTC time format; service is the name of the product/service, and is genel
name prefix. For example, a domain name cvm.tencentcloudapi.com refe
product and the value would be cvm;

- SignedHeaders: The headers that contains the authentication informatic
type and host are the required headers;

- Signature: Signature digest.

The token used for a temporary certificate. It must be used with a tempor:

X-TC-Token String No can obtain the temporary key and token by calling a CAM API. No token i

a long-term key.

Assuming you want to query the list of Cloud Virtual Machine instances in the Guangzhou region, the request structure

in the form of request URL, request header and request body may be as follows:

Example of an HTTP GET request structure:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

AuthoriizaEion: TE3-—HMAC—SHAZ56 Credeniti ail=AKITDk**kkkkbokkbkokkaxbikkabkikbakkbokixa /o))
18-10-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993
£f0614b047e5d£4582db9%e9bf4672ba50567dbalbceccfl74c474

Content-Type: application/x-www—form-urlencoded

Host:

X-TC-
X-TC-
X-TC-
X-TC-

cvm.tencentcloudapi.com
Action: DescribelInstances
Version: 2017-03-12
Timestamp: 1539084154

Region: ap-guangzhou

The following example shows you how to structure an HTTP POST (application/json) request:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*******kkkkhhhdhhdhdhdhdhdhdhdhdhddddddss /00
18-05-30/cvm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5
924a6£2b5d7d672d79¢c15b13162d927900855cfba678%a8edb4dc

Content-Type: application/json

Host:

X-TC—-
X-TC-
X-TC—-
X-TC-

cvm.tencentcloudapi.com
Action: Describelnstances
Version: 2017-03-12
Timestamp: 1527672334

Region: ap-guangzhou

{"Offset":0,"Limit":10}

Example of an HTTP POST (multipart/form-data) request structure (only supported by specific APIs):
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https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*******kkkkhdkkhddhddhddkdhddddddkss /D)
18-05-30/cvm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5
924a6£2b5d7d672d79c15b13162d927900855cfba6789%a8edbdc

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

—-58731222010402

Content-Disposition: form-data; name="Offset"

0
—-58731222010402

Content-Disposition: form-data; name="Limit"

10
—-58731222010402—--

Common parameters for Signature Algorithm v1

To adopt the HmacSHA1 and HmacSHA256 signature methods, common parameters must be put into the request

string, as shown below:

Parameter Name Type Required Description

The name of the API for the desired operation. For the specific
value, see the description of common parameter Action inthe

Action String Yes input parameters in related APl documentation. For example, the
API for querying the CVM instance list is

DescribeInstances

Region parameter, which is used to identify the region to which
the data you want to work with belongs. For values supported for
an API, see the description of common parameter Region in

Region String Yes the input parameters in related APl documentation. Note: This
parameter is not required for some APIs (which will be indicated in
related APl documentation), and will not take effect even if it is
passed.
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Timestamp Integer Yes The current UNIX timestamp that records the time when the API
request was initiated, for example, 1529223702. If the difference
between the value and the current system time is too large, a
signature expiration error may occur.

A random positive integer used along with Timestamp to
Nonce Integer Yes
prevent replay attacks.

The identifying Secretld obtained on the Cloud AP| Key page. A
Secretld String Yes Secretld corresponds to a unique SecretKey which is used to
generate the request signature (Signature).

Request signature used to verify the validity of this request. This is
calculated based on the actual input parameters. For more

Signature String Yes , , o
information about how this is calculated, see the API
authentication documentation.
APl version of the action. For the valid values, see the description
Version String Yes of the common input parameter Version inthe API

documentation. For example, the version of CVM is 2017-03-12.

Signature method. Currently, only HmacSHA256 and HmacSHA1
are supported. The HmacSHA256 algorithm is used to verify the
signature only when this parameter is specified as HmacSHA256.
In other cases, the signature is verified with HmacSHA1.

SignatureMethod String No

The token used for a temporary certificate. It must be used with a
Token String No temporary key. You can obtain the temporary key and token by
calling a CAM API. No token is required for a long-term key.

Assuming you want to query the list of Cloud Virtual Machine instances in the Guangzhou region, the request structure

in the form of request URL, request header and request body may be as follows:

Example of an HTTP GET request structure:

https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Version=2017-03-12&Sign
atureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4£fde00b0ac9bd9eadeb4’
9blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23823223&SecretId

:AKID********************************

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form—-urlencoded

Example of an HTTP POST request structure:
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Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Key Management Service

Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=
1527672334&Signature=37ac2f4£fde00b0ac9bd9eadeb4d59blbbee224158d66e7aebfcadb70b2d18
1d02&Region=ap-guangzhou&Nonce=23823223&Secret TA=AKTID* * * % % & & sk sk sk sk dkoskdodososodededede oo oo o

* Kk Kk ok

Region List

The supported Region field values for all APls in this product are listed as below. For any API that does not support

any of the following regions, this field will be described additionally in the relevant APl document.

Region
North China (Beijing)

South China (Guangzhou)

Hong Kong/Macao/Taiwan (China) (Hong Kong (China))

Southeast Asia (Jakarta)
East China (Nanjing)
Northeast Asia (Seoul)

East China (Shanghai)

East China (Shanghai Finance)
South China (Shenzhen Finance)

Southeast Asia (Singapore)

Northeast Asia (Tokyo)

Europe (Frankfurt)

©2013-2025 Tencent Cloud International Pte. Ltd.

Value
ap-beijing
ap-guangzhou
ap-hongkong
ap-jakarta
ap-nanjing
ap-seoul
ap-shanghai
ap-shanghai-fsi
ap-shenzhen-fsi
ap-singapore
ap-tokyo

eu-frankfurt
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Signature v3

Last updated : 2025-04-23 14:29:19

TencentCloud API authenticates every single request, i.e., the request must be signed using the security credentials in
the designated steps. Each request has to contain the signature information (Signature) in the common request

parameters and be sent in the specified way and format.

Applying for Security Credentials

The security credential used in this document is a key, which includes a Secretld and a SecretKey. Each user can

have up to two pairs of keys.

» Secretld: Used to identify the API caller, which is just like a username.
» SecretKey: Used to authenticate the API caller, which is just like a password.
* You must keep your security credentials private and avoid disclosure; otherwise, your assets may be

compromised. If they are disclosed, please disable them as soon as possible.

You can apply for the security credentials through the following steps:

1. Log in to the Tencent Cloud Console.
2. Go to the TencentCloud API Key console page.
3. On the TencentCloud API Key page, click Create to create a Secretld/SecretKey pair.

Using the Resources for Developers

TencentCloud API comes with SDKs for seven commonly used programming languages, including Python, Java,
PHP, Go, NodeJS and .NET. In addition, it provides AP| Explorer which enables online call, signature verification, and

SDK code generation. If you have any troubles calculating a signature, consult these resources.

TC3-HMAC-SHA256 Signature Algorithm

Compatible with the previous HmacSHA1 and HmacSHA256 signature algorithms, the TC3-HMAC-SHA256
signature algorithm is more secure and supports larger requests and JSON format with better performance. We
recommend using TC3-HMAC-SHA256 to calculate the signature.

TencentCloud API supports both GET and POST requests. For the GET method, only the Content-Type:

application/x-www-form-urlencoded protocol format is supported. For the POST method, two protocol formats,
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Content-Type: application/json and Content-Type: multipart/form-data, are supported. The JSON format is supported
by default for all business APIs, and the multipart format is supported only for specific business APIs. In this case, the
API cannot be called in JSON format. See the specific business APl documentation for more information. The POST
method is recommended, as there is no difference in the results of both the methods, but the GET method only

supports request packets up to 32 KB.

The following uses querying the list of CVM instances in the Guangzhou region as an example to describe the steps of

signature splicing. We chose this API because:

1. CVM is activated by default, and this APl is often used;
2. It is read-only and does not change the status of existing resources;
3. It covers many types of parameters, which allows it to be used to demonstrate how to use arrays containing data

structures.

In the example, we try to choose common parameters and API parameters that are prone to mistakes. When you
actually call an API, please use parameters based on the actual conditions. The parameters vary by API. Do not copy

the parameters and values in this example.

Assuming that your Secretld and SecretKey are AKID** x** xkxx kkk xkk xkkx xkkxkkxk*xx%*  gnd
koK ok ok ok ok ok ok ok ok ok ok ok ok kk ok ok k ko kxR ok ke okkok - ragpectively, if you want to view the status of the instance in the

Guangzhou region whose CVM instance name is "unnamed" and have only one data entry returned, then the request

may be:

curl -X POST https://cvm.tencentcloudapi.com \

=i YAuthorizatcilienms TCI=EMAC=SIEAZ256 Creelemical@ =/ IIID)% oo i i of o i of oF i of oy of i s of 5y i of 25 s of 25 v o 25 vy o
*/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;host, Signature=a7b85514
48762bd123d6£79e81815e31a92013640a6cef36a08ad4db292a4d2f2" \

—-H "Content-Type: application/json; charset=utf-8" \

—-H "Host: cvm.tencentcloudapi.com" \

-H "X-TC-Action: DescribelInstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

—-H "X-TC-Region: ap-guangzhou" \

-d '"{"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-name"}]}'

The signature calculation process is explained in detail below.

1. Concatenating the CanonicalRequest String

Concatenate the canonical request string (CanonicalRequest) in the following pseudocode format:

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +
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CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

Field Name Explanation
HTTPRequestMethod HTTP request method (GET or POST). This example uses POST .
CanonicalURI URI parameter. Slash (/") is used for API 3.0.

The query string in the URL of the originating HT TP request. This is always an empty s
“» for POST requests, and is the string after the question mark (?) for GET requests. Fc
example: Limit=10&0Offset=0,

Note: CanonicalQueryString mustbe URL-encoded, referencing RFC3986, the
UTF8 character set. We recommend using the programming language library. All speci.
characters must be encoded and capitalized.

CanonicalQueryString

Header information for signature calculation, including at least two headers of host
content-type .Custom headers can be added to participate in the signature proce
improve the uniqueness and security of the request.

Concatenation rules:

1. Both the key and value of the header should be converted to lowercase with the lead
and trailing spaces removed, so they are concatenated in the format of key:value\n
format;

2. If there are multiple headers, they should be sorted in ASCII ascending order by the

CanonicalHeaders
header keys (lowercase).

The calculation result in this example is content-type:application/json;

charset=utf-8\nhost:cvm.tencentcloudapi.com\n .

Note: content-type mustmatch the actually sent content. In some programming

languages, a charset value would be added even if it is not specified. In this case, the

request sent is different from the one signed, and the sever will return an error indicating
signature verification failed.

Header information for signature calculation, indicating which headers of the request
participate in the signature process (they must each individually correspond to the heac
in CanonicalHeaders). Content-type and host are required headers.
Concatenation rules:
SignedHeaders 1. Both the key and value of the header should be converted to lowercase;
2. If there are multiple headers, they should be sorted in ASCII ascending order by the
header keys (lowercase) and separated by semicolons (;).

The value in this example is content-type;host

HashedRequestPayload Hash value of the request payload (i.e., the body, suchas {"Limit": 1, "Filter
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[{"Values": ["unnamed"], "Name": "instance-name"}]} inthisexampl
The pseudocode for calculation is
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) by SHA256 hashing the pay
of the HTTP request, performing hexadecimal encoding, and finally converting the encc
string to lowercase letters. For GET requests, RequestPayload is always an empt
string. The calculation result in this example is
99d58dfbc6745£6747£36bfcal7dee5e6881dc0428a0a36£96199342bc5b4!

According to the rules above, the CanonicalRequest string obtained in the example is as follows:

POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content-type; host

99d58dfbc6745£f6747£36bfcal7dee5e6881dc0428a0a36£96199342bc5b4907

2. Concatenating the String to Be Signed

The string to sign is concatenated as follows:

StringToSign =
Algorithm + \n +

RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

Field Name

Algorithm

RequestTimestamp

CredentialScope

©2013-2025 Tencent Cloud International Pte. Ltd.

Explanation
Signature algorithm, which is currently always TC3-HMAC-SHA256 .

Request timestamp, i.e., the value of the common parameter X-TC-Timestamp it
request header, which is the UNIX timestamp of the current time in seconds, such as
1551113065 in this example.

Scope of the credential in the format of Date/service/tc3_request , including
date, requested service and termination string (ic3_request). Date is a datein U
time, whose value should match the UTC date converted by the common
parameter X-TC-Timestamp ; service isthe product name, which should v
the domain name of the product called. The calculation result in this exampleis 201
25/cvm/tc3_request .
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HashedCanonicalRequest Hash value of the CanonicalRequest string concatenated in the steps above. The
pseudocode for calculation is Lowercase(HexEncode(Hash.SHA256(CanonicalRequ
The calculation result in this example is
2815843035062fffdab5fd6f2a44ea8a34818b0dc46£024b8b3786976a3ad

Note:

1. Date has to be calculated from the timestamp "X-TC-Timestamp" and the time zone is UTC+0. If you add
the system's local time zone information (such as UTC+8), calls can succeed both day and night but will
definitely fail at 00:00. For example, if the timestamp is 1551113065 and the time in UTC+8 is 2019-02-26
00:44:25, the UTC+0 date in the calculated Date value should be 2019-02-25 instead of 2019-02-26.

2. Timestamp must be the same as your current system time, and your system time and standard time must be
synced; if the difference between Timestamp and your current system time is larger than five minutes, the
request will fail. If your system time is out of sync with the standard time for a while, the request will fail and

return a signature expiration error.

According to the preceding rules, the string to be signed obtained in the example is as follows:

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
2815843035062fffdabfd6f2a44ea8a34818b0dc46£f024b8b3786976a3adda’a

3. Calculating the Signature

1. Calculate the derived signature key with the following pseudocode:

SecTetKey = Mkt ko ko ko ko %ok ko ko ok ok ok ok ok ko ko Kok Kok k1
SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256 (SecretDate, Service)
SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

Field Name Explanation
SecretKey Theorigina| SecretKey, i_e_’ hkkkkhkhkhhkhkkrxrhkhhkkkrrhkhkhkkkkxhkk
Date The Date field informationin Credential ,suchas 2019-02-25 inthisexample.
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Service Value in the Service field in Credential ,suchas cvm inthis example.

2. Calculate the signature with the following pseudocode:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

4. Concatenating the Authorization

The Authorization is concatenated as follows:

Authorization =
Algorithm + ' ' +
'Credential=' + SecretlId + '/' + CredentialScope + ', ' +
'SignedHeaders=' + SignedHeaders + ', ' +
'Signature=' + Signature
Field Name Explanation
Algorithm Signature algorithm, which is always TC3-HMAC-SHA256
Secretld The Secretld in the key pair, i.., AKTI D * * % s s s o sk s ok ok sk ok ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok o
. Credential scope (see above). The calculation result in this example is 2019-02-
CredentialScope
25/cvm/tc3_request
. Header information for signature calculation (see above), suchas content-type;host
SignedHeaders o
in this example.
_ Signature value. The calculation result in this example is
Signature

a7b8551448762bd123d6£79e81815e31a92013640a6cef36a08addb292a4d2f2

According to the rules above, the value obtained in the example is:

TC3-HMAC-SHA256 Credential=AKID*****kkkkkkkkkkkkdkkkkkkkkkkkkkk**/2019-02-25/cvm/tc

3_request, SignedHeaders=content-type;host, Signature=a7b8551448762bd123d6£79e818
15e31a92013640a6cef36a08ad4b292a4d2f2

The following example shows a finished authorization header:

POST https://cvm.tencentcloudapi.com/

Authorization:

TCS_HMAC_SHA256 CredentialeKID***‘k‘k**‘k‘k**‘k********************/20

19-02-25/cvm/tc3_request, SignedHeaders=content-type;host, Signature=a7b855144876
2bd123d6£79e81815e31a92013640a6cef36a08ad4b292a4d2£2
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Content-Type: application/json; charset=utf-8
Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-name"}]}

5. Signature Demo

When calling API 3.0, you are recommended to use the corresponding Tencent Cloud SDK 3.0 which encapsulates
the signature process, enabling you to focus on only the specific APIs provided by the product when developing. See

SDK Center for more information. Currently, the following programming languages are supported:

« Python
» Java

o PHP

« Go

* NodedS
o« NET

To further explain the signing process, we will use a programming language to implement the process described
above. The request domain name, AP| and parameter values in the sample are used here. This goal of this example is

only to provide additional clarification for the signature process, please see the SDK for actual usage.

The final output URL might be: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.O=ins-
09dx96dg&Limit=20&Nonce=11886& Offset=0&Region=ap-

guangzhou&Secretld=AK|D******xxxx*x & Signature=ElIP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12.

Note: The key in the example is fictitious, and the timestamp is not the current time of the system, so if this URL is
opened in the browser or called using commands such as curl, an authentication error will be returned: Signature
expired. In order to get a URL that can work properly, you need to replace the Secretld and SecretKey in the example

with your real credentials and use the current time of the system as the Timestamp.

Note: In the example below, even if you use the same programming language, the order of the parameters in the URL
may be different for each execution. However, the order does not matter, as long as all the parameters are included in

the URL and the signature is calculated correctly.

Note: The following code is only applicable to API 3.0. It cannot be directly used in other signature processes. Even
with an older API, signature calculation errors may occur due to the differences in details. Please refer to the

corresponding documentation.
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Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {
private final static Charset UTF8 = StandardCharsets.UTF_8;

private final static String SECRET_ID = "AKID*X**kXxxkkkkkkkkkxhkkkhkkkhhx ki kW,
prlvate flnal Statlc Strlng SECRET_KEY = H********************************";
private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256 (byte[] key, String msg) throws Exception {
Mac mac = Mac.getInstance ("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;
}

public static String sha256Hex (String s) throws Exception {
MessageDigest md = MessageDigest.getInstance ("SHA-256");
byte[] d = md.digest (s.getBytes (UTF8));

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

}

public static void main (String[] args) throws Exception {

String service = "cvm";

String host = "cvm.tencentcloudapi.com";
String region = "ap-guangzhou";

String action = "DescribeInstances";
String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1551113065";

//String timestamp = String.valueOf (System.currentTimeMillis () / 1000);
SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd") ;

// Pay attention to the time zone; otherwise, errors may oOCCUr
sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String date = sdf.format (new Date (Long.valueOf (timestamp + "000")));

[/ KAFAAAAAAAAAA Step 1: Concatenate the CanonicalRequest String *****xx#xxixx
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String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "hos
t:" 4+ host + "\n";

String signedHeaders = "content-type;host";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"], \"Name
\": \"instance—-name\"}]}";

String hashedRequestPayload = sha256Hex (payload);

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canoni
calQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

Jy Ernsisbiiait Sitgp 28 Concatemnate the Strimeg te Sigm it

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = sha256Hex (canonicalRequest);

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope +
"\n" + hashedCanonicalRequest;

System.out.println(stringToSign) ;

Jy EEERniLnanney Gitep J Colcwlate the SigRatuEze Wi iy

byte[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);

byte[] secretService = hmac256 (secretDate, service);
byte[] secretSigning = hmac256 (secretService, "tc3_request");
String signature = DatatypeConverter.printHexBinary (hmac256 (secretSigning, string

ToSign) ) .toLowerCase () ;

System.out.println (signature) ;

L/ ke et s e pid AN G on catlenat el the VAUt hioRTi Zait HomI AR bt

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.println (authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put ("Authorization", authorization);

"Content-Type", CT_JSON) ;

"Host", host);

headers.put (
(
headers.put ("X-TC-Action", action);
(
(
(

headers.put

headers.put ("X-TC-Timestamp", timestamp);
headers.put ("X-TC-Version", version);
headers.put ("X-TC-Region", region);

StringBuilder sb = new StringBuilder ();

sb.append ("curl -X POST https://") .append (host)
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.append (" -H \"Authorization: ") .append(authorization) .append("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")
.append (" -H \"Host: ") .append (host) .append ("\"")
.append (" -H \"X-TC-Action: ") .append(action) .append("\"")
.append (" -H \"X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" -H \"X-TC-Version: ") .append(version) .append("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append ("\"")
.append (" —-d '").append(payload) .append("'");
System.out.println(sb.toString());
I3
}

Python

# —*— coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time

from datetime import datetime

# Key Parameters

Secret ld = ”AKID********************************H

Secret:key = Tk ks hhhbbhbbbhbbb bbb hbbbhA bbbt

service = "cvm"

host = "cvm.tencentcloudapi.com"

endpoint = "https://" + host

region = "ap-guangzhou"

action = "DescribelInstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int (time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%m—-%d")
params = {"Limit": 1, "Filters": [{"Values'": ["unnamed"], "Name'":
1}

"instance—name"

§ FrFxKAAAxXxKkAK Step 1: Concatenate the CanonicalRequest sString *H**xAtxriiix

http_request_method = "POST"
canonical_uri = "/"
canonical_querystring = """

ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:$%$s\nhost:%$s\n" % (ct, host)

signed_headers = "content-type;host"

hashed_request_payload = hashlib.shalZb6 (payload.encode ("utf-8")) .hexdigest ()

canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

©2013-2025 Tencent Cloud International Pte. Ltd.
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canonical_guerystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)

print (canonical_request)

§ FxkxKkkkxkxkx Step 2: Concatenate the string to sign ***xixxsxksxktix

credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.shal256 (canonical_request.encode ("utf-8")) .hexd
igest ()

string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)

print (string_to_sign)

h Wwndwhwiwwtyey Step Je Calculate the SUgmEtuum@ s ir iy i

# Function for computing signature digest

def sign(key, msqg):

return hmac.new (key, msg.encode ("utf-8"), hashlib.sha256).digest ()
secret_date = sign(("TC3" + secret_key).encode ("utf-8"), date)

secret_service = sign(secret_date, service)
secret_signing = sign (secret_service, "tc3 request")
signature = hmac.new (secret_signing, string to_sign.encode ("utf-8"), hashlib.shaZ2

56) .hexdigest ()

print (signature)

f wwndwivhstdes Stgp 4e Concacemace the AUCNOrizZaiCiom i i

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

print ('curl -X POST ' + endpoint

+ ' -H "Authorization: ' + authorization + '"'

+ ' -H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + host + '"'

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + str(timestamp) + '"'

+ ' -H "X-TC-Version: ' + version + '"'

+ ' -H "X-TC-Region: ' + region + '"'

+ " -d '" + payload + "'")

Golang
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package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
"fmt"

"time"

)

func sha256hex (s string) string {
b := sha256.5um256 ([]byte(s))
return hex.EncodeToString(b[:])

}

func hmacsha256 (s, key string) string {

hashed := hmac.New(sha256.New, []byte (key))

hashed.Write ([]byte(s))

return string (hashed.Sum(nil))

}

func main () {

SeCretId = "AKID********************************"
secretKey 3= Mk hkhkkhkhkhkhkkhkhkhhkkhkhkhhkkhkhrhkkhkhkrhkkhkhrrkhkhkrxkkN
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "DescribeInstances"

region := "ap-guangzhou"

//var timestamp int64 = time.Now().Unix ()

var timestamp int64 = 1551113065

// step 1: build canonical request string

httpRequestMethod := "POST"
canonicalURI := "/"

canonicalQueryString := ""

canonicalHeaders := "content-type:application/json;

host + "\n"

signedHeaders := "content-type;host"

payload := " {"Limit": 1, "Filters":

me"}]}"

hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("%$s\n%$s\n%$s\n%$s\n%s\n%s",
httpRequestMethod,

canonicalURTI,

©2013-2025 Tencent Cloud International Pte. Ltd.
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charset=utf-8\n" + "host:" +

"Name": "instance-na
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canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)
fmt.Println (canonicalRequest)

// step 2: build string to sign

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%$s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.Println(string2sign)

// step 3: sign string

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString ([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

// step 4: build authorization

authorization := fmt.Sprintf ("%$s Credential=%s/%s, SignedHeaders=%s, Signature=%
s",

algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt.Println (authorization)

curl := fmt.Sprintf (' curl -X POST https://%$s\

—-H "Authorization: %s"\

-H "Content-Type: application/json; charset=utf-8"\

-H "Host: %s" -H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\

-d '%s'', host, authorization, host, action, timestamp, version, region, payload)
fmt.Println (curl)

}

PHP
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<?php

$SeCretId = "AKID********************************";
$SecretKey = "********************************"’-
Shost = "cvm.tencentcloudapi.com";

Sservice = "cvm";

Sversion = "2017-03-12";

Saction = "Describelnstances";

Sregion = "ap-guangzhou";

// Stimestamp = time();
Stimestamp = 1551113065;
Salgorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string

ShttpRequestMethod = "POST";

ScanonicalUri = "/";

ScanonicalQueryString = "";

ScanonicalHeaders = "content-type:application/json; charset=utf-8\n"."host:".Shos
t. H\n";

$signedHeaders = "content-type;host";

Spayload = '"{"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-na
me"}]}";

ShashedRequestPayload = hash ("SHA256", S$payload);
ScanonicalRequest = S$httpRequestMethod."\n"
.ScanonicalUri."\n"

.$canonicalQueryString."\n"
.ScanonicalHeaders."\n"

.$signedHeaders."\n"

.ShashedRequestPayload;

echo S$ScanonicalRequest.PHP_EOL;

// step 2: build string to sign

Sdate = gmdate ("Y-m-d", Stimestamp);

ScredentialScope = $date."/".S$service."/tc3_request";
ShashedCanonicalRequest = hash ("SHA256", S$canonicalRequest) ;
SstringToSign = $algorithm."\n"

.Stimestamp."\n"

.ScredentialScope."\n"

.$hashedCanonicalRequest;

echo $stringToSign.PHP_EOL;

// step 3: sign string

$secretDate = hash_hmac ("SHA256", S$date, "TC3".SsecretKey, true);
SsecretService = hash_hmac ("SHA256", S$service, S$secretDate, true);
SsecretSigning = hash_hmac ("SHA256", "tc3_request", S$secretService, true);
$signature = hash_hmac ("SHA256", $stringToSign, S$secretSigning);

echo S$signature.PHP_EOL;
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// step 4: build authorization

Sauthorization = $algorithm

." Credential=".S$secretId."/".ScredentialScope

echo $Sauthorization.PHP_EOL;

, SignedHeaders=content-type;host,

Signature=".S$signature;

Scurl = "curl -X POST https://".Shost

.'" —H "Authorization: '.Sauthorization.'"'

.'" —-H "Content-Type: application/json;

.' —-H "Host: '.S$host.'"'

.'" -H "X-TC-Action: '.Saction.'"'

.'" -H "X-TC-Timestamp: '.S$timestamp.
.'" -H "X-TC-Version: '.S$version.'"'
.'" -H "X-TC-Region: '.$region.'"'

" -d "".$payload."'";

echo S$Scurl.PHP_EOL;

Ruby

# —*— coding: UTF-8 —*-
# require ruby>=2.3.0
require 'digest'
require 'json'

require 'time'

require 'openssl'

# Key Parameters

SeCret_id = YAKID********************************V
Secret_key = LR b b b b b b b b b g b b b b b b b b b b b b b b b g b b g b b
service = 'cvm'

host = 'cvm.tencentcloudapi.com'

endpoint = 'https://' + host

region = 'ap-guangzhou'

action = 'DescribelInstances'

version = '2017-03-12"

algorithm = 'TC3-HMAC-SHA256'

# timestamp = Time.now.to_1i

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime('3Y-%m—3d

# FARAAAAAAAAAAL Step 1: Concatenate the CanonicalRequest

http_request_method = 'POST'
canonical_uri = '/’

canonical_querystring = '’

©2013-2025 Tencent Cloud International Pte. Ltd.
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canonical_headers = '"content-type:application/json; charset=utf-8\nhost:#{host}
\n"

signed_headers = 'content-type;host'

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name', 'Values' =>
[ "unnamed'] }] }

# payload = JSON.generate (params, { 'ascii_only' => true, 'space' => ' ' })

# json will generate in random order, to get specified result in example, we hard
—code it here.

payload = '{"Limit": 1, "Filters": [{"Values'": ["unnamed'"], "Name": "instance-nam
e} ]}

hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

§ AFRAAAAAAAAAASA Step 2: Concatenate the sString to Sign ****Ahisidtstt
credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string to_sign

# *hkkkhkkhkkhkkkkKk kKK Step 3_- Calculate the Signatufe Kk ok k k ok k k k ok ok kA

digest = OpenSSL::Digest.new('sha256"')

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string to_sign)

puts signature

§ A FA A AL AL Step 4: Concatenate the Authorization ****#kikiiiiit
authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, Signed
Headers=#{signed headers}, Signature=#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \
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+ ' —-H "Authorization: ' + authorization + "' \

+ ' —-H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + host + '"' |\

+ ' -H "X-TC-Action: ' + action + '"' \

+ ' -H "X-TC-Timestamp: ' + timestamp.to_s +

+ ' -H "X-TC-Version: ' + version + '"' \

+ ' —-H "X-TC-Region: ' + region + '"' |\

+ " -d '"" + payload + "'"

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class Application

{

public static string SHA256Hex (string s)
{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));

StringBuilder builder = new StringBuilder ();
for (int i = 0; i < hashbytes.Length; ++i)

{

builder.Append (hashbytes[i].ToString ("x2"));
I

return builder.ToString();

s

I

public static byte[] HmacSHA256 (byte[] key, byte[] msg)

{

using (HMACSHA256 mac = new HMACSHA256 (key))
{

return mac.ComputeHash (msg) ;

}

}

rm

\

\

Key Management Service

public static Dictionary<String, String> BuildHeaders (string secretid,

string secretkey, string service, string endpoint,

string action, string version, DateTime date,
{

string datestr = date.ToString ("yyyy-MM-dd");
DateTime startTime = new DateTime (1970, 1, 1,

string region,

string requestPayload)

0,

0,

0,

DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, Mi

©2013-2025 Tencent Cloud International Pte. Ltd.
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dpointRounding.AwayFromZero) / 1000;

[/ KAFAAAAAALAAAA Step 1: Concatenate the CanonicalRequest sString *****xxixtixx

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n" +

"host:" + endpoint + "\n";

string signedHeaders = "content-type;host";

string hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

Console.WriteLine (canonicalRequest) ;

Console.WritelLine("-—————-"""""""""""~"~"—"—"—"——————————— ) g

[/ FEAAASAKAAAASL Step 2: Concatenate the string to sign *H*A*FAAAx*kAA

string credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
string stringToSign = algorithm + "\n" + requestTimestamp.ToString() + "\n" + cre

dentialScope + "\n" + hashedCanonicalRequest;
Console.WriteLine (stringToSign) ;

Console.WritelLine("--————-———-—-----------— - ———— W 2

// Kk ok k k k ok ok ok ok kA A Step 3: Calculate the Slgnatufe k& Kk ko A ok k k Ak kX

byte[] tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

byte[] secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
byte[] secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
byte[] secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_requ
est"));

byte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringTo
Sign));

string signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower

();

Console.WritelLine (signature) ;

Console.WritelLine("-—————-"""""""""""~"~"~"—"—"—"——————————— ) g

[/ FEREAAAAAAAAAAA Step 4: Concatenate the Authorization *****xAAAAAAA

string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;

Console.WriteLine (authorization) ;
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Congele .WrlteLlng (Vommmmeemeeeme e Th g

Dictionary<string, string> headers = new Dictionary<string,

headers.Add ("Authorization", authorization);
headers.Add
headers.Add
headers.Add
headers.Add
headers.Add

"Host", endpoint);

(
(
(
("X-TC-Version", version);
("X-TC—-Action", action);
headers.Add ("X-TC-Region", region);
return headers;

}

public static void Main (string|[] args)
{

// SecretID and SecretKey

string SECRET_ID = "AKID********************************";
string SECRET_KEY = "********************************",-
string service = "cvm";

string endpoint = "cvm.tencentcloudapi.comn";

string region = "ap-guangzhou";

string action = "DescribeInstances";

string version = "2017-03-12";

"Content-Type", contentType + "; charset=utf-8");

"X-TC-Timestamp", requestTimestamp.ToString());

Key Management Service

string> () ;

// The timestamp ~2019-02-26 00:44:25° used here is only for reference. In a proj

ect, use the following parameter:

// DateTime date = DateTime.UtcNow;

// Enter the correct time zone. We recommend using UTC timestamp to avoid errors.

DateTime date = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds

(1551113065) ;

string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\":

\"Name\": \"instance—-name\"}]}";

Dictionary<string, string> headers = BuildHeaders (SECRET_ID,
, endpoint, region, action, version, date, requestPayload);

Console.WritelLine ("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WritelLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}

©2013-2025 Tencent Cloud International Pte. Ltd.
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NodedS
const crypto = require('crypto');
function sha256 (message, secret = '', encoding) {
const hmac = crypto.createHmac ('sha256', secret)

return hmac.update (message) .digest (encoding)

}

function getHash (message, encoding = 'hex') {
const hash = crypto.createHash('sha256")

return hash.update (message) .digest (encoding)

}

function getDate (timestamp) {

const date = new Date (timestamp * 1000)

const year = date.getUTICFullYear ()

const month = ('0' + (date.getUTCMonth () + 1)) .slice(-2)
const day = ('0' + date.getUTCDate()).slice(-2)
return "~ ${year}-${month}-${day}"

}

function main () {

const SECRET ID = "AKID********************************"
const SECRET KEY = WhhkhkhkhhkhhhhkkhhrhkhkhkrhkkhkhkrhkkhkhkrxhkkhkrxkkhxN
const endpoint = "cvm.tencentcloudapi.com"

const service = "cvm"

const region = "ap-guangzhou"

const action = "DescribelInstances"

const version = "2017-03-12"

//const timestamp = getTime ()
const timestamp = 1551113065

const date = getDate (timestamp)

[/ KEAAAAKAAAAALA Step 1: Concatenate the CanonicalRequest sString **xAxrkAttx44

const signedHeaders = "content-type;host"
const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"], \"Name
\": \"instance—-name\"}]}"

const hashedRequestPayload = getHash (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "hos

t:" + endpoint + "\n"

const canonicalRequest = httpRequestMethod + "\n"
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canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"

signedHeaders + "\n"

+ 4+ o+ + o+

hashedRequestPayload
console.log(canonicalRequest)

console.log("-——7—="""""""""""""""""—"—""—— ")

J EErERsRiiait Sitgp 28 Concatenate the Strimeg te Sigm ittt

const algorithm = "TC3-HMAC-SHA256"

const hashedCanonicalRequest = getHash (canonicalRequest) ;

const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +

timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest
console.log(stringToSign)

console.log("-——————""—""""""————————————— ")

// Kk ok ok ok ok ok kA ok kX A Step 3: Calculate the Signatufe k& Kk ko A ok k k Ak kX
const kDate = sha256 (date, 'TC3' + SECRET_KEY)

const kService = sha256(service, kDate)

const kSigning = sha256('tc3_request', kService)

const signature = sha256(stringToSign, kSigning, 'hex')
console.log(signature)

console.log("-——"=""""""""""""""""—"—————— ")

J) FEREEGIEEFEEE Grap ds Concatenate the AUtherilzatiom *FwEEEEEaaids

const authorization = algorithm + " " +

"Credential=" + SECRET_ID + "/" + credentialScope + ", " +
"SignedHeaders=" + signedHeaders + ", " +

"Signature=" + signature

console.log (authorization)

console.log("-——————"""—————————————————— ")

const Call Information = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + '"'

+ ' -H "Content-Type: application/json; charset=utf-8"'

+ ' -H "Host: ' + endpoint + '"'

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + timestamp.toString() + '"'

+ ' -H "X-TC-Version: ' + version + '"'

+ ' -H "X-TC-Region: ' + region + '"'

+ " -d '" + payload + "'"

console.log(Call_Information)

}

main ()

©2013-2025 Tencent Cloud International Pte. Ltd.
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C++

#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>
using namespace std;

string get_data (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

// time_t timenow;

struct tm sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "$Y-%m-%d", &sttime);

utcDate = string(buff);

return utcDate;

}

string int2str (int64_t n)

{

std::stringstream ss;

ss << nj;

return ss.str();

}

string sha256Hex (const string &str)
{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha256);

SHA256_Update (&sha256, str.c_str (), str.size());

SHA256_Final (hash, &sha256);
std::string NewString = "";

for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

{

snprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;

s

return NewString;

©2013-2025 Tencent Cloud International Pte. Ltd.
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}
string HmacSha256 (const string &key, const string &input)

{

unsigned char hash[32];

HMAC_ CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

#else

h = HMAC_CTX_new() ;

#tendif

HMAC_Init_ex (h, &key[0], key.length(), EVP_sha256(), NULL);

HMAC_Update (h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;
HMAC_Final (h, hash, é&len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX_cleanup (h) ;

#felse

HMAC_CTX_free (h);

#endif

std::stringstream ss;

ss << std::setfill('0");

for (int i = 0; i < len; i++)
{

ss << hash[i];

}

return (ss.str());

}

string HexEncode (const string &input)

{

static const char* const lut = "0123456789%abcdef";
size_t len = input.length();

string output;

output.reserve (2 * len);

for (size_t i = 0; i < len; ++1i)
{

const unsigned char c = input[i];
output .push_back (lut[c >> 4]);
output.push_back (lut[c & 15]);

}
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return output;

}

int main ()

{

String SECRET_ID = "AKID********************************";
String SECRET_KEY = "******‘k*******‘k*****************";
string service = "cvm";

string host = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "DescribelInstances";

string version = "2017-03-12";

int64_t timestamp = 1551113065;
string date = get_data (timestamp) ;

[/ FEAAAAAAAAAAAA Step 1: Concatenate the CanonicalRequest string ****#AAkkkkiA

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string canonicalHeaders = "content-type:application/json; charset=utf-8\nhost:" +

host + "\n";

string signedHeaders = "content-type;host";
string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"], \"Name
\": \"instance—-name\"}]}";

string hashedRequestPayload = sha256Hex (payload);

string canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canoni
calQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

cout << canonicalRequest << endl;

cout << "-—mm— " << endl;

[/ FERAEAAAALAAAAA Step 2: Concatenate the string to sign ****#AAAAAAAA

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScop

e + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;
cout <« " ————————— " << endl;

// Kk ok k kA A kA ok k kA Step 3: calculate the Signatufe d ok kA Ak okk ok kA Ak ko

string kKey = "TC3" + SECRET_KEY;
string kDate = HmacSha256 (kKey, date);
string kService = HmacSha256 (kDate, service);

string kSigning = HmacSha256 (kService, "tc3_request");
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string signature = HexEncode (HmacSha256 (kSigning, stringToSign));
cout << signature << endl;

cout <<« " ————— " << endl;

J) FEREEFEEEFEEE Grap ds Concatenate the AUtherlzatilem FEEEEEEEFsds

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

cout << "————————————————— " << endl;

string headers = "curl -X POST https://" + host + "\n"

+ " —-H \"Authorization: " + authorization + "\n"

+ " —-H \"Content-Type: application/json; charset=utf-8\"" + "\n"
+ " -H \"Host: " + host + "\n"

+ " —-H \"X-TC-Action: " + action + "\n"

+ " -H \"X-TC-Timestamp: " + RequestTimestamp + "\n"

+ " -H \"X-TC-Version: " + version + "\n"

+ " -H \"X-TC-Region: " + region + "\n"

+ " -d '" + payload;

cout << headers << endl;

return 0;

bi

Signature Failure

The following situational error codes for signature failure may occur. Please resolve the errors accordingly.

Error Code Description

Signature expired. Timestamp and server time cannot differ by more than five

AuthFailure.SignatureExpire ;
minutes.

The key does not exist. Please go to the console to check whether it is
disabled or you copied fewer or more characters.

AuthFailure.SecretldNotFound

Signature error. It is possible that the signature was calculated incorrectly, the

AuthFailure.SignatureFailure signature does not match the content actually sent, or the SecretKey is
incorrect.

AuthFailure.TokenFailure Temporary certificate token error.

AuthFailure.InvalidSecretld Invalid key (not a TencentCloud API key type).
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Signature

Last updated : 2025-04-23 14:29:19

Tencent Cloud API authenticates each access request, i.e. each request needs to include authentication information
(Signature) in the common parameters to verify the identity of the requester.

The Signature is generated by the security credentials which include Secretld and SecretKey. If you don't have the
security credentials yet, go to the TencentCloud API Key page to apply for them; otherwise, you cannot invoke the
TencentCloud API.

1. Applying for Security Credentials

Before using the TencentCloud API for the first time, go to the TencentCloud AP| Key page to apply for security
credentials.

Security credentials consist of Secretld and SecretKey:

» Secretld is used to identify the APl requester.
» SecretKey is used to encrypt the signature string and verify it on the server.

* You must keep your security credentials private and avoid disclosure.

You can apply for the security credentials through the following steps:

1. Log in to the Tencent Cloud Console.
2. Go to the TencentCloud API Key page.
3. On the APl Key Management page, click Create Key to create a Secretld/SecretKey pair.

Note: Each account can have up to two pairs of Secretld/SecretKey.

2. Generating a Signature

With the Secretld and SecretKey, a signature can be generated. The following describes how to generate a signature:

Assume that the Secretld and SecretKey are:

° Secretld AKTD* * K K 5k 5k 5k 5k 5k ok ok ok ok ok ok 5 o ok ok ok ok ok ok ok ok ok ok ok k ok ok ok

o SecretKey R i I e A b b b b S A A b b B i i A A b b b i e i i g 4

Note: This is just an example. For actual operations, please use your own Secretld and SecretKey.
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Take the Cloud Virtual Machine's request to view the instance list (Describelnstances) as an example. When you

invoke this API, the request parameters may be as follows:

Parameter -
Description

name
Action Method name
Secretld Key ID
Timestamp Current timestamp
Nonce Random positive integer

. Region where the instance is
Region

located

Instancelds.O ID of the instance to query

Offset Offset
Limit Allowed maximum output
Version API version number

2.1. Sorting Parameters

Parameter value

Describelnstances
AKID********************************
1465185768

11886

ap-guangzhou

ins-09dx96dg
0
20

2017-03-12

First, sort all the request parameters in an ascending lexicographical order (ASCII code) by their names. Notes: (1)

Parameters are sorted by their names instead of their values; (2) The parameters are sorted based on ASCII code, not

in an alphabetical order or by values. For example, Instancelds.2 should be arranged after Instancelds.12. You can

complete the sorting process using a sorting function in a programming language, such as the ksort function in PHP.

The parameters in the example are sorted as follows:

{
'"Action' 'Describelnstances’,

'InstanceIds.O’' 'ins-09dx96dg",

'Limit"' : 20,

'Nonce' 11886,

'Offset!' : O,

'Region' 'ap-guangzhou',

'Secret1d| 'AKID*********************‘k**********' o
'Timestamp’ 1465185768,

'Version': '2017-03-12",

}
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When developing in another programming language, you can sort these sample parameters and it will work as long as

you obtain the same results.

2.2. Concatenating a Request String

This step generates a request string.

Format the request parameters sorted in the previous step into the form of "parameter name"="parameter value". For
example, for the Action parameter, its parameter name is "Action" and its parameter value is "Describelnstances”, so it
will become Action=Describelnstances after formatted.

Note: The "parameter value" is the original value but not the value after URL encoding.

Then, concatenate the formatted parameters with "&". The resulting request string is as follows:

Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0
&Region=ap-guangzhou&Secret Id=AKID** ¥ ¥ &k hhkxxdkhdhxxrhdkhrxdkhkrrxxsr*gTimestamp=1465

185768&Version=2017-03-12

2.3. Concatenating the Signature Original String

This step generates a signature original string.

The signature original string consists of the following parameters:

1. HTTP method: POST and GET modes are supported, and GET is used here for the request. Please note that the
method name should be in all capital letters.

2. Request server: the domain name of the request to view the list of instances (Describelnstances) is
cvm.tencentcloudapi.com. The actual request domain name varies by the module to which the API belongs. For
more information, see the instructions of the specific API.

3. Request path: The request path in the current version of TencentCloud API is fixed to /.

4. Request string: the request string generated in the previous step.

The concatenation rule of the signature original string is: Request method + request host + request path + ? + request

string
The concatenation result of the example is:
GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=1ns-09dx96dg&L

imit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret ITA=AKTID* * * *x & &k kx &k kokxx %
ArFxFAAAx*F A AR gTimestamp=1465185768&Version=2017-03-12

2.4. Generating a Signature String

This step generates a signature string.

First, use the HMAC-SHA1 algorithm to sign the signature original string obtained in the previous step, and then
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encode the generated signature using Base64 to obtain the final signature.

The specific code is as follows with the PHP language being used as an example:

SsecretKey = "*kkkkkdkdkkkokkdhkokokkdhkkokkdhhkkox

$SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=DescribelInstances&InstancelIds.0=ins
-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID*******%*
*hkkkkkkkkkkkkkkkkkkkkk* i gTimestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode (hash_hmac ('shal', S$srcStr, S$secretKey, true));

echo $signStr;

The final signature is:

TRAM2x fNMO9EiVTNmPg06MRnCvQ=

When developing in another programming language, you can sign and verify the original in the example above and it
works as long as you get the same results.

3. Encoding a Signature String

The generated signature string cannot be directly used as a request parameter and must be URL encoded.

For example, if the signature string generated in the previous step is 7TRAM2xfNMO9EIVTNmPg06MRnCvQ-=, the
final signature string request parameter (Signature) is 7RAM2xfNMO9EiIVTNmMPg06 MRnCvQ%3D, which will be used

to generate the final request URL.

Note: If your request method is GET, or the request method is POST and the Content-Type is
application/x-www-form-urlencoded, then all the request parameter values need to be URL encoded
(except the parameter key and the symbol of =) when sending the request. Non-ASCII characters need to
be encoded with UTF-8 before URL encoding.

Note: The network libraries of some programming languages automatically URL encode all parameters, in
which case there is no need to URL encode the signature string; otherwise, two rounds of URL encoding
will cause the signature to fail.

Note: Other parameter values also need to be encoded using RFC 3986. Use %XY in percent-encoding for
special characters such as Chinese characters, where "X" and "Y" are hexadecimal characters (0-9 and

uppercase A-F), and using lowercase will cause an error.

4. Signature Failure
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The following situational error codes for signature failure may occur. Please resolve the errors accordingly.

Error code Error description

AuthFailure.SignatureExpire The signature is expired
AuthFailure.SecretldNotFound The key does not exist
AuthFailure.SignatureFailure Signature error

AuthFailure. TokenFailure Token error

AuthFailure.InvalidSecretld Invalid key (not a TencentCloud API key type)

5. Signature Demo

When calling API 3.0, you are recommended to use the corresponding Tencent Cloud SDK 3.0 which encapsulates
the signature process, enabling you to focus on only the specific APIs provided by the product when developing. See

SDK Center for more information. Currently, the following programming languages are supported:

» Python
» Java

o PHP

» Go

» NodedS
o« NET

To further explain the signing process, we will use a programming language to implement the process described
above. The request domain name, APl and parameter values in the sample are used here. This goal of this example is

only to provide additional clarification for the signature process, please see the SDK for actual usage.

The final output URL might be: https://cvm.tencentcloudapi.com/?
Action=DescribeInstances&Instancelds.O=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret TA=AKID* * * K Kk k% % % % % % & % * % * k k k kkkk*k*****§Sjgnature=7RAM2x fNMO9E i VTNmP

g06MRNCvQ%3D&Timestamp=1465185768&Version=2017-03-12

Note: The key in the example is fictitious, and the timestamp is not the current time of the system, so if this URL is
opened in the browser or called using commands such as curl, an authentication error will be returned: Signature
expired. In order to get a URL that can work properly, you need to replace the Secretld and SecretKey in the example

with your real credentials and use the current time of the system as the Timestamp.
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Note: In the example below, even if you use the same programming language, the order of the parameters in the URL
may be different for each execution. However, the order does not matter, as long as all the parameters are included in

the URL and the signature is calculated correctly.

Note: The following code is only applicable to API 3.0. It cannot be directly used in other signature processes. Even
with an older API, signature calculation errors may occur due to the differences in details. Please refer to the

corresponding documentation.

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign (String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance (method);

SecretKeySpec secretKeySpec = new SecretKeySpec (key.getBytes (CHARSET), mac.getAlg
orithm());

mac.init (secretKeySpec) ;

byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash) ;

}

public static String getStringToSign (TreeMap<String, Object> params) {
StringBuilder s2s = new StringBuilder ("GETcvm.tencentcloudapi.com/?");
// When signing, the parameters need to be sorted in lexicographical order. TreeM

ap 1s used here to guarantee the correct order.

for (String k : params.keySet ()) {

s2s.append (k) .append ("=") .append (params.get (k) .toString ()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

}

public static String getUrl (TreeMap<String, Object> params) throws UnsupportedEnc
odingException {

StringBuilder url = new StringBuilder ("https://cvm.tencentcloudapi.com/?");

// There is no requirement for the order of the parameters in the actual request
URL.

for (String k : params.keySet ()) {
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// The request string needs to be URL encoded. As the Key is all in English lette
rs, only the value is URL encoded here.

url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHAR
SET) ) .append ("&") ;

}

return url.toString () .substring (0, url.length() - 1);

}

public static void main (String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMap enable
s automatic sorting

// A random number should be used when actually calling, for example: params.put
("Nonce'", new Random () .nextInt (java.lang.Integer.MAX VALUE) ) ;

params.put ("Nonce", 11886); // Common parameter

// The current time of the system should be used when actually calling, for examp
le: params.put ("Timestamp'", System.currentTimeMillis() / 1000);

params.put ("Timestamp", 1465185768); // Common parameter

params.put ("SecretId", "AKID******xkxxxxxxkkkkddkkkxxxxxxxxx"); // Common paramet
er

params.put ("Action", "DescribelInstances"); // Common parameter

params.put ("Version", "2017-03-12"); // Common parameter

params.put ("Region", "ap-guangzhou"); // Common parameter

params.put ("Limit", 20); // Business parameter

params.put ("Offset", 0); // Business parameter

params.put ("InstancelIds.0", "ins-09dx96dg"); // Business parameter

params.put ("Signature", sign(getStringToSign (params), " *xFxxHExxdkxkkxkkrkkxkkxxx
KAAAAAN - "HmacSHAL")); // Common parameter

System.out.println (getUrl (params)) ;

}

}

Python

Note: If running in a Python 2 environment, the following requests dependency package must be installed first: pip

install requests

# —*— coding: utf8 —*-
import base64

import hashlib

import hmac

import time

import requests

secret ld = "AKID********************************"

Secret_key LI B 2 b b b b b 2 A I b i i e S A b i b i S A dh i e
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def get_string_to_sign (method, endpoint, params):
s = method + endpoint + "/2"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str

def sign_str (key, s, method):
hmac_str = hmac.new (key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64d.bb6dencode (hmac_str)

if name == '__main__ ':

endpoint = "cvm.tencentcloudapi.com"
data = {

'Action' : 'DescribelInstances',
'"InstancelIds.0' : 'ins-09dx96dg’,
'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap—-guangzhou',

'SecretId' : secret_id,

'Timestamp' : 1465185768, # int (time.time())
'Version': '2017-03-12"

}

s = get_string_ to_sign ("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib.shal)

print (data["Signature"])

# An actual invocation would occur here, which may incur fees after success
# resp = requests.get ("https://" + endpoint, params=data)

# print (resp.url)

Golang

package main

import (

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
"fmt "

"sort"

)

func main () {

Secretld = "AKID********************************"

SecretKey e= Mokkkkkkkkkkkkkkkkkkhkkhkkhkkhkkhkkhkhkhkkhhkhkrhrxn
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params := map[string]string{
"Nonce": "11886",
"Timestamp": "1465185768",
"Region": "ap-guangzhou",

"SecretId": secretld,

"Version": "2017-03-12",
"Action": "DescribelInstances",
"InstancelIds.O0": "ins-09dx96dg",
"Limit": "20",

"Offset": "O",

}

var buf bytes.Buffer

buf.WriteString ("GET")

buf.WriteString ("cvm.tencentcloudapi.com")
buf.WriteString ("/")

buf.WriteString("?")

// sort keys by ascii asc order

keys := make([]string, 0, len (params))
for k, _ := range params {

keys = append (keys, k)

}

sort.Strings (keys)

for i := range keys {

k := keys[i]
buf.WriteString (k)
buf.WriteString("=")
buf.WriteString (params[k])
buf.WriteString("&")

I
buf.Truncate (buf.Len() - 1)
hashed := hmac.New(shal.New, []byte(secretKey))

hashed.Write (buf.Bytes())

fmt.Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

}

<?php

$secretId =] "AKID********************************";
$SecretKey = "********************************";

S$param["Nonce"] = 11886;//rand();
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Sparam["Timestamp"] = 1465185768;//time () ;
Sparam["Region"] = "ap-guangzhou";
Sparam["SecretId"] = S$secretld;
Sparam["Version"] = "2017-03-12";
Sparam["Action"] = "Describelnstances";
Sparam["InstancelIds.0"] = "ins-09dx96dg";
Sparam|["Limit"] = 20;

Sparam["Offset"] = 0;

ksort ($param) ;

$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( $param as Skey => Svalue ) {

$signStr = $signStr . $key . "=" . Svalue . "&";
}

SsignStr = substr($signStr, 0, -1);

Ssignature = base64_encode (hash_hmac ("shal", $signStr, S$secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// Sparam["Signature"] = S$signature;

// Surl = "https://cvm.tencentcloudapi.com/?".http_build_query (Sparam) ;
// echo S$url.PHP_EOL;

// S$Sch = curl_init ();

// curl_setopt ($ch, CURLOPT_URL, S$Surl);

// Soutput = curl_exec ($Sch);

// curl_close($Sch);

// echo Jjson_decode (Soutput) ;

Ruby

# —*— coding: UTF-8 —*-
# require ruby>=2.3.0
require 'time'

require 'openssl'

require 'base64'

SeCret ld = "AKID********************************"
Secret_key = MhkkhkkhkhhkhhhhkkhkhhhhrhkhkkhkhhhrhrhrhhkkhkkhkArrhhkW
method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'

data = {

'Action' => 'DescribelInstances',

'Instancelds.0' => 'ins-09dx96dg’',
'Limit' => 20,
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'Nonce' => 11886,

'Offset' => 0,

'Region' => 'ap-guangzhou',
'SecretId' => secret_id,
'Timestamp' => 1465185768, # Time.now.to_ i
'Version' => '2017-03-12",

}

sign = method + endpoint + '/?2'
params = []

data.sort.each do |item|

params << "#{item[O0] }=#{item[1]}"
end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Baseb64.encodeb64 (OpenSSL::HMAC.digest (digest,

nj)
puts data['Signature']

# require 'net/http'
# uri = URI('https://' + endpoint)
# uri.query = URI.encode_www_form(data)
# p uri
# res = Net::HTTP.get_response (uri)
# puts res.body
DotNet

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class Application {
public static string Sign(string signKey, string secret)

{
string signRet = string.Empty;

Key Management Service

secret_key, sig

using (HMACSHA1l mac = new HMACSHAIl (Encoding.UTF8.GetBytes (signKey)))

{

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash);
}

return signRet;

}

public static string MakeSignPlainText (SortedDictionary<string,

string> requestPa

rams, string requestMethod, string requestHost, string requestPath)
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{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

string v = "";

foreach (string key in requestParams.Keys)
{

v += string.Format ("{0}={1}&", key, requestParams]lkey]);
}

retStr += v.TrimEnd('&"');

return retStr;

}

public static void Main (string[] args)
{

String SECRET_ID = "AKID********************************";
string SECRET_KEY = "********************************";
string endpoint = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "DescribeInstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

// long timestamp = ToTimestamp () / 1000;

// string requestTimestamp = timestamp.ToString();
Dictionary<string, string> param = new Dictionary<string, string> ();
param.Add ("Limit", "20");

param.Add ("Offset", "O");

param.Add ("InstanceIds.0", "ins-09dx96dg");

param.Add ("Action", action);

param.Add ("Nonce", "11886");

// param.Add ("Nonce'", Math.Abs (new Random () .Next ()).ToString());

param.Add ("Timestamp", RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string> (p
aram, StringComparer.Ordinal);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");
Console.Writeline (sigInParam);

string sigOutParam = Sign (SECRET_KEY, sigInParam);
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Console.WritelLine ("GET https://cvm.tencentcloudapi.com") ;

foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

I3

Console.WritelLine ("Signature" + ": " + WebUtility.UrlEncode (sigOutParam)) ;

Console.WriteLine();

string result = "https://cvm.tencentcloudapi.com/?";

foreach (KeyValuePair<string, string> kv in headers)

{

result += WebUtility.UrlEncode (kv.Key) + "=" + WebUtility.UrlEncode (kv.Value) +
"&";
}
result += WebUtility.UrlEncode ("Signature") + "=" + WebUtility.UrlEncode (sigOutPa
ram) ;
Console.WriteLine ("GET " + result);
}
}
NodedS
const crypto = require('crypto');

function get_req url (params, endpoint) {

params|['Signature'] = escape (params|['Signature'l]);

const url_strParam = sort_params (params)

return "https://" + endpoint + "/?" + url_strParam.slice(1);

}

function formatSignString(regMethod, endpoint, path, strParam) {
let strSign = regMethod + endpoint + path + "?" + strParam.slice(l);
return strSign;

}

function shal (secretKey, strsign) {

let signMethodMap = {'HmacSHAl': "shal"};

let hmac = crypto.createHmac (signMethodMap['HmacSHAL1'"'], secretKey || "");
return hmac.update (Buffer.from(strsign, 'utf8')).digest ('base6d"')

}

function sort_params (params) {
let strParam = "";

let keys = Object.keys (params);
keys.sort () ;

for (let k in keys) {

//k = k.replace(/_/g, '.");
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strParam += ("&" + keys[k] + "=" + params|keys[k]]);
}

return strParam

}

function main () {

const SECRET_ID = "AKID********************************ll
Const SECRET_KEY = Whkhkhkhrhhkkhkkhhhkhrhrhhkkhkhhhrrhkkhkkhkkhkhtrrrhkkh%kN
const endpoint = "cvm.tencentcloudapi.com"

const Region = "ap-guangzhou"

const Version = "2017-03-12"

const Action = "DescribelInstances"

const Timestamp = 1465185768

// const Timestamp = Math.round (Date.now() / 1000)
const Nonce = 11886

//const nonce = Math.round (Math.random() * 65535)

let params = {};
params|['Action'] = Action;
params|['Instancelds.0'] = 'ins-09dx96dg’';
params|['Limit'] = 20;
params|['Offset'] = 0;
params [ 'Nonce'] = Nonce;
params|['Region'] = Region;
params|['SecretId'] = SECRET_ID;
params|['Timestamp'] = Timestamp;
params|['Version'] = Version;
strParam = sort_params (params)
const regMethod = "GET";

const path = "/";

strSign = formatSignString(regMethod, endpoint, path,
console.log(strSign)

EOMBOLE ; Log] (Vom—m——eeeemeeeeeeee=—a= ")

params|['Signature'] = shal (SECRET_KEY, strSign)
console.log(params|['Signature'])

console.log("-——-—"—""""""""""—"———— ")

const reqg url = get_req_url (params, endpoint)
console.log(params|['Signature'])
console.log("-———""""""""""""""""——- ")
console.log(req_url)

}

main ()
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Responses

Last updated : 2024-07-22 16:01:12

Response for Successful Requests

For example, when calling CAM API (version: 2017-03-12) to view the status of instances (DescribelnstancesStatus),

if the request has succeeded, you may see the response as shown below:

{

"Response": {

"TotalCount": O,

"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42f-595cc34bbclc"
}

}

e The APl willreturn Response , which contains RequestId , aslong as it processes the request. It does not
matter if the request is successful or not.

» Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

» Except for the fixed fields, all fields are action-specified. For the definitions of action-specified fields, see the
corresponding APl documentation. In this example, TotalCount and InstanceStatusSet are the fields
specified by the APl DescribeInstancesStatus .0 TotalCount means thatthe requester owns 0 CVM

instance sothe InstanceStatusSet isempty.

Response for Failed Requests

If the request has failed, you may see the response as shown below:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please ensure your s

ignature is correct."

by

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"
}

}
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The presence of the Error field indicates that the request has failed. A response for a failed request will include

Error , Code and Message fields.

Code is the code of the error that helps you identify the cause and solution. There are two types of error codes

so you may find the code in either common error codes or API-specified error codes.

Message explains the cause of the error. Note that the returned messages are subject to service updates. The

information the messages provide may not be up-to-date and should not be the only source of reference.

Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

Common Error Codes

If there is an Error field in the response, it means that the API call failed. The Code field in Error indicates the error

code. The following table lists the common error codes that all actions can return.

Error Code
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunQperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue

LimitExceeded

Description

Invalid key (not a TencentCloud API key type).
MFA failed.

The key does not exist.

Signature expired.

Signature error.

Token error.

The request does not have CAM authorization.

DryRun Operation. It means that the request would have succeeded, but
the DryRun parameter was used.

Operation failed.
Internal error.

The API does not exist.
Incorrect parameter.
Invalid parameter value.

Quota limit exceeded.
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Error Code
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

©2013-2025 Tencent Cloud International Pte. Ltd.
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Description

A parameter is missing.

The API version does not exist.
The number of requests exceeds the frequency limit.
Resource is in use.

Insufficient resource.

The resource does not exist.
Resource is unavailable.
Unauthorized operation.
Unknown parameter.
Unsupported operation.

HTTPS request method error. Only GET and POST requests are
supported.

API does not support the requested region.
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Key APls
UpdateKeyDescription

Last updated : 2025-04-23 14:29:31

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This APl is used to modify the description of the specified CMK. CMKs in PendingDelete status cannot be

modified.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P
arameter Required Type Description
Name
Action Yes String Common Params. The value used for this API: UpdateKeyDescription.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Description Yes String New description of up to 1,024 bytes in length
Keyld Yes String ID of the CMK for which to modify the description

3. Output Parameters
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Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every request (if the
Requestld String request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Modifying the description of a specified CMK

Modify the description of the specified CMK.

Input Example

https://kms.intl.tencentcloudapi.com/?Action=UpdateKeyDescription
&§KeyId=23e80852-1e38-11e9-b129-5cb9019b4b01
&Description=NewDescription

§<Common request parameters>

Output Example

{

"Response": {

"RequestId": "1b580852-1e38-11e9-b129-5cb9019b4b00O"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
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¢ Tencent Cloud SDK 3.0 for NET
¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

InternalError

InvalidParameter
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Internal error.

Invalid parameter.
Invalid KeyId .

The CMK does not exist.
Unauthorized operation.

The service is temporarily unavailable.
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UpdateAlias

Last updated : 2025-04-23 14:29:31

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This APl is used to modify the alias of a CMK. CMKs in PendingDelete status cannot be modified.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter -
ara Required Type Description
Name
Action Yes String Common Params. The value used for this API: UpdateAlias.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Alias Yes String New alias containing 1-60 characters or digits
Keyld Yes String Globally unique CMK ID

3. Output Parameters

Parameter

Type Description
Name
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Requestld String The unique request ID, generated by the server, will be returned for every request (if the
request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Modifying alias

Modify the alias of the specified CMK.

Input Example

https://kms.intl.tencentcloudapi.com/?Action=UpdateAlias
&KeyId=23e80852-1e38-11e9-b129-5cb9019b4b01
&Alias=NewAlias

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "1b580852-1e38-11e9-b129-5cb9019b4b00"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

InternalError

InvalidParameter
InvalidParameterValue.AliasAlreadyExists
InvalidParameterValue.lnvalidAlias
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Internal error.

Invalid parameter.

The alias already exists.
Incorrect alias format
Invalid KeyId .

The CMK does not exist.
Unauthorized operation.

The service is temporarily unavailable.
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ReEncrypt

Last updated : 2025-05-14 15:40:24

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
Re-encrypt the ciphertext using the specified CMK.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. . Common Params. The value used for this API:
Action Yes String
ReEncrypt.
. _ Common Params. The value used for this API: 2019-
Version Yes String
01-18.
. . Common Params. For more information, please see
Region Yes String ) )
the list of regions supported by the product.
CiphertextBlob Yes String Ciphertext to be re-encrypted
CMK used for re-encryption. If this parameter is
DestinationKeyld No String empty, the ciphertext will be re-er.lcrypted by using the
original CMK (as long as the key is not rotated, the
ciphertext will not be refreshed)
SourceEncryptionContext No String JSON string of the key-value pair used during

ciphertext encryption by CiphertextBlob . If not
used during encryption, this parameter will be empty
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JSON string of the key-value pair used during re-
encryption. If this field is used, the same string should
be entered when the returned new ciphertext is
decrypted

No String

3. Output Parameters

Parameter
Name

Type
CiphertextBlob String
Keyld String

SourceKeyld String

ReEncrypted Boolean
Requestld String
4. Example

Description

Re-encrypted ciphertext
CMK used for re-encryption
CMK used by ciphertext before re-encryption

true indicates that the ciphertext has been re-encrypted. When re-encryption
is initiated by using the same CMK, as long as the CMK is not rotated, no actual
re-encryption will be performed, and the original ciphertext will be returned

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the request will
not obtain a Requestld). Requestld is required for locating a problem.

Example1 Re-Encryption APl Example

This example shows you how to re-encrypt ciphertext.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ReEncrypt

<Common request parameters>

{

"CiphertextBlob": "M1UPpYhWviWGrfn78MLVBGInS5G2H6+pGK5u7x0moWoCcWpxVKC10AQuUjzQSLHW
BE54p3Kd8Qji+7FOPN3nkQeA==-k-fKVP3WI1Gpg8m9LMW4 jEkQ==-k-8VyKJISv97jE/+mKGeevmUUvCX
LYzWs6Zxn3PZoeBW4aPCjYX",
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"DestinationKeyId": "87ff856e-973c-11ef-947b-525400d834e5",
"DestinationEncryptionContext": "{\"keyl\":\"valuel\"}"

t

Output Example

{

"Response": {

"CiphertextBlob": "M1UPpYhWviWGrfn78MLVBGIn5G2H6+pGK5u7x0moWoCcWpxVKC10AQujzQSLHW
BE54p3Kd8Qji+7FOPN3nkQeA==-k-XggalxTyNKIC1lrITRePFGQ==-k-8VyKJSv97JE/+mKGeevmUUvCX
LYzWs6Zxn3PZoeBW4aPCjYX",

"KeyId": "87f£f856e-973c-11ef-947b-525400d834e5",

"ReEncrypted": true,

"RequestId": "6c3281fb-5286-49d5-8aeb-4a4424bc4271",

"SourceKeyId": "87ff856e-973c-11ef-947b-525400d834e5"
}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code
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The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidCiphertext Incorrect ciphertext format
InvalidParameterValue.lnvalidKeyld Invalid KeyId .
ResourceUnavailable.CmkDisabled The CMK has been disabled.
ResourceUnavailable.CmkNotFound The CMK does not exist.
UnauthorizedOperation Unauthorized operation.
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ListKeys

Last updated : 2025-05-14 15:40:25

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This API is used to list the Keylds of CMKs in  Enabled , Disabled ,and PendingImport status underthe

account.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter . -
Required Type Description
Name
Action Yes String Common Params. The value used for this API: ListKeys.
Version Yes String Common Params. The value used for this API: 2019-01-18.
) ) Common Params. For more information, please see the list of regions
Region Yes String

supported by the product.

This parameter has the same meaning of the 0Offset inan SQL
Offset No Integer query, indicating that this acquisition starts from the "No. Offset value"
element of the array arranged in a certain order. The default value is 0

This parameter has the same meaning of the Limit inan SQL
Limit No Integer query, indicating thatupto Limit value elements can be obtained
in this request. The default value is 10 and the maximum value is 200

Role No Integer Filter by creator role. 0 (default value): the CMK is created by the
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No
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user; 1: the CMK is created automatically by an authorized Tencent
Cloud service

ID of the HSM cluster. This field is only valid for Exclusive and

Strin
9 Managed KMS instances.

3. Output Parameters

Parameter

Type
Name

A
Keys rray

of Key
TotalCount Integer
Requestld String

4. Example

Description

CMK list array.

Total number of CMKs

The unique request ID, generated by the server, will be returned for every request (if
the request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

Example1 Get the CMK Key List Example

Retrieve the CMK key list

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com

Content-Type:
X-TC-Action:

application/json

ListKeys

<Common request parameters>

{
"Offset":

"Limit": 2,

"Role": O,

"HsmClusterId":

}

Output Example

"cls—hsm-3dflmo9g"
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{

"Response": {

"Keys": [

{

"KeyId": "515d337d-70b4-11lef-bc87-02ac442abalf"
b

{

"KeyId": "0ed49d3e-69d3-11ef-9841-52540089%bc41"

}

I
"RequestId": "28c0e45c-c034-4d8b-b006-£018aa885974d",
"TotalCount": 14

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

« Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
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InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidHsmClusterld Invalid HSM cluster ID.
UnauthorizedOperation Unauthorized operation.
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ListKeyDetall

Last updated : 2025-05-14 15:40:26

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
Get the master key list details according to the specified Offset and Limit.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
Action Yes String Common Params. The value used for this API: ListKeyDetail.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of
Region Yes String )
regions supported by the product.
This parameter has the same meaning of the 0Offset inan
SQL , indicating that this acquisition starts from the "No.
Offset No Integer QL query, indicating ! quist ) )
Offset value" element of the array arranged in a certain order.
The default value is 0.
This parameter has the same meaning of the Limit inan
Limit NG Integer SOL.quer.y, in.dicating thatupto Limit .value elements can be
obtained in this request. The default value is 10 and the
maximum value is 200.
Role No Integer Filters by creator role. 0 (default value): the CMK is created by
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OrderType

KeyState

SearchKeyAlias

Origin

KeyUsage

TagFilters.N

HsmClusterld

No

No

No

No

No

No

No

Integer

Integer

String

String

String

Array of
TagFilter

String

3. Output Parameters

Parameter
Name

TotalCount

KeyMetadatas

Requestld

©2013-2025 Tencent Cloud International Pte. Ltd.

Type

Integer

Array of
KeyMetadata

String

Key Management Service

the user; 1: the CMK is created automatically by an authorized
Tencent Cloud service.

Sorts by CMK creation time. 0: descending; 1: ascending

Filters by CMK status. 0: all CMKs; 1: CMKs in Enabled
status only; 2: CMKs in Disabled status only; 3: CMKs in

PendingDelete status only (i.e., keys with schedule deletion
enabled); 4: CMKs in PendingImport status only;5: CMKs
in Archived status only.

Performs a fuzzy query by KeyId or Alias

Filters by CMK type. "TENCENT_KMS" indicates to filter CMKs
whose key materials are created by KMS; "EXTERNAL"
indicates to filter CMKs of EXTERNAL type whose key
materials are imported by users; "ALL" or empty indicates to filter
CMKs of both types. This value is case-sensitive.

Filters by the KeyUsage field value. Valid values: ALL (all
CMKs), ENCRYPT_DECRYPT (used when this field is left
empty), ASYMMETRIC_DECRYPT_RSA_2048 |,
ASYMMETRIC_DECRYPT_SM2 ,
ASYMMETRIC_SIGN_VERIFY_SM2 |,
ASYMMETRIC_SIGN_VERIFY_RSA_2048 ,and
ASYMMETRIC_SIGN_VERIFY_ECC .

Tag filter condition

ID of the HSM cluster. This field is only valid for Exclusive and
Managed KMS instances.

Description

Total number of CMKs

Specifies the returned attribute information list.

The unique request ID, generated by the server, will be returned for every
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request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Get the Master Key List Details

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ListKeyDetail

<Common request parameters>

{

"Offset": O,
"Limit": 10,
"Role": O,
"OrderType": O,
"KeyState": O,

"SearchKeyAlias": "Weijiali",
"Origin": "TENCENT_KMS",
"KeyUsage": "ALL",
"TagFilters": [

{

"TagKey": "env",

"TagValue": [

"dev"

]

}

I

"HsmClusterId": "cls-hsm-3dflmo9g"

}

Output Example

{

"Response": {

"KeyMetadatas": [

{

"Alias": "Weijiali_test_000000005",
"CreateTime": 1725354067,
"CreatorUin": 700001028674,
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"DeletionDate": O,

"Description": "weijiali_test_00000000000005",
"HsmClusterId": "cls-hsm-3dflmo9g",

"KeyId": "0ed49d3e-69d3-11ef-9841-52540089bc41",
"KeyRotationEnabled": false,

"KeyState": "Enabled",

"KeyUsage": "ASYMMETRIC_SIGN_VERIFY_SM2",
"NextRotateTime": 1756890067,

"Origin": "TENCENT_KMS",

"Owner": "user",

"ResourcelId": "creatorUin/700001028674/0ed49d3e-69d3-11ef-9841-52540089%9bc41",
"Type": 4,

"ValidTo": O

b

{

"Alias": "Weijiali_test_00000000000004",

"CreateTime": 1725354055,

"CreatorUin": 700001028674,

"DeletionDate": O,

"Description": "Weijiali_test_00000000000004",
"HsmClusterId": "cls—-hsm-3dflmo9g",

"KeyId": "07ad2031-69d3-11ef-9841-52540089bc41",
"KeyRotationEnabled": false,

"KeyState": "Enabled",

"KeyUsage": "ASYMMETRIC_DECRYPT_SM2",
"NextRotateTime": 1756890055,

"Origin": "TENCENT_KMS",

"Owner": "user",

"ResourceId": "creatorUin/700001028674/07ad2031-69d3-11ef-9841-52540089bc41",
"Type": 4,

"ValidTo": O

b

{

"Alias": "weijiali_test_00000000000003",
"CreateTime": 1725354040,

"CreatorUin": 700001028674,

"DeletionDate": O,

"Description": "weijiali_test_00000000000003",
"HsmClusterId": "cls—-hsm-3dflmo9g",

"KeyId": "fea98175-69d2-11e£f-910d-525400d834e5",
"KeyRotationEnabled": false,

"KeyState": "Enabled",

"KeyUsage": "ENCRYPT_DECRYPT",

"NextRotateTime": 1756890040,

"Origin": "TENCENT_KMS",

"Owner": "user",

"ResourceId": "creatorUin/700001028674/fea98175-69d2-11ef-910d-525400d834e5",
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"Type": 4,

"ValidTo": O

}

1,

"RequestId": "57cl2411-ddla-4f3c-aaff-aecd49a442bbc",
"TotalCount": 3

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidHsmClusterld Invalid HSM cluster ID.
UnauthorizedOperation Unauthorized operation.
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GetServiceStatus

Last updated : 2025-05-14 15:40:26

1. API Description

Key Management Service

Domain name for API request: kms.intl.tencentcloudapi.com.

Used to query whether the user has activated the KMS service.

A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer

Tryit

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t

arameter Required Type
Name
Action Yes String
Version Yes String
Region Yes String

3. Output Parameters

Parameter Name Type
ServiceEnabled Boolean
InvalidType Integer

Description

Common Params. The value used for this API: GetServiceStatus.
Common Params. The value used for this APIl: 2019-01-18.

Common Params. For more information, please see the list of regions
supported by the product.

Description
Whether the KMS service has been activated. true: activated

Service unavailability type: 0-not purchased, 1-normal, 2-service
suspended due to overdue payments, 3-resource release.
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UserLevel

ProExpireTime
ProRenewFlag

ProResourceld

ExclusiveVSMEnabled
ExclusiveHSMEnabled
Subscriptioninfo
CmkUserCount

CmkLimit

ExclusiveHSMList

Requestld

4. Example

Example1 Querying the service status

Integer

Integer

Integer

String

Boolean
Boolean
String
Integer
Integer

Array of
ExclusiveHSM

String

Key Management Service

0: Basic Edition, 1: Ultimate Edition

Specifies the expiry time (Epoch Unix Timestamp) of the flagship
edition.

Specifies whether the flagship edition is automatically renewed: 0 -
no automatic renewal, 1 - automatic renewal.

Unique identifier for the purchase record of the flagship edition. if
the flagship edition is enabled, the return value is null.

Whether to enable the KMS-managed version.
Whether to enable the exclusive edition of KMS.
Specifies the KMS subscription information.
Returns the amount of KMS user secret keys used.

Returns the specification quantity of KMS user secret keys.

Return dedicated cluster group.

The unique request ID, generated by the server, will be returned
for every request (if the request fails to reach the server for other
reasons, the request will not obtain a Requestld). Requestld is
required for locating a problem.

This example shows you how to query service status.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com

Content-Type: application/json
X-TC-Action: GetServiceStatus

<Common request parameters>

{1}
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Output Example

{

"Response": {

"ServiceEnabled": true,
"InvalidType": 1,

"UserLevel": 0,

"ProResourceId": "kms_pro_12345",
"ProRenewFlag": 1,
"ProExpireTime": 1603701385,
"RequestId": "1b580852-1e38-11e9-b129-5cb9019b4b00",
"ExclusiveHSMEnabled": false,
"ExclusiveVSMEnabled": false,
"SubscriptionInfo": "Prepaid_KMS"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

o Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.
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Error Code Description
InternalError Internal error.
UnauthorizedOperation Unauthorized operation.
UnsupportedOperation Unsupported operation.
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Key Management Service

GetKeyRotationStatus

Last updated : 2025-04-23 14:29:41

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

Query whether the specified CMK has the key rotation function.

A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Required Type

Parameter

Name

Action Yes
Version Yes
Region Yes
Keyld Yes

String

String

String

String

3. Output Parameters

Parameter Name

KeyRotationEnabled

Type

Boolean

Description

Common Params. The value used for this API: GetKeyRotationStatus.
Common Params. The value used for this API: 2019-01-18.

Common Params. For more information, please see the list of regions
supported by the product.

Unique CMK ID

Description

Whether key rotation is enabled
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Requestld String The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the
request will not obtain a Requestld). Requestld is required for locating a
problem.

4. Example

Example1 Querying key rotation status

Query whether key rotation is enabled for the specified CMK.

Input Example

https://kms.intl.tencentcloudapi.com/?Action=GetKeyRotationStatus
&§KeyId=23e80852-1e38-11e9-b129-5cb9019b4b01

&<Common request parameters>

Output Example

{

"Response": {

"KeyRotationEnabled": false,

"RequestId": "1b580852-1e38-11e9-b129-5cb9019b4b00O"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

e Tencent Cloud SDK 3.0 for C++
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidKeyld Invalid KeyId .
ResourceUnavailable.CmkNotFound The CMK does not exist.
UnauthorizedOperation Unauthorized operation.
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GenerateDataKey

Last updated : 2025-05-14 15:40:27

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This API generates a data key, which you can use to encrypt local data.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. . Common Params. The value used for this API:
Action Yes String
GenerateDataKey.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. ) Common Params. For more information, please see the list of
Region Yes String ,
regions supported by the product.
Keyld Yes String Globally unique CMK ID

Specifies the encryption algorithm and size of the
KeySpec No String DataKey . Valid values: AES 128, AES 256. Either
KeySpec Or NumberOfBytes mustbe specified.

Length of the DataKey .Ifboth NumberOfBytes and
KeySpec are specified, NumberOfBytes will prevail.

NumberOfBytes No Integer o ) )
Minimum value: 1; maximum value: 1024. Either KeySpec

or NumberOfBytes mustbe specified.
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EncryptionContext

EncryptionPublicKey

EncryptionAlgorithm

No

No

No

Key Management Service

String JSON string of key-value pair. If this field is used, the same
string should be entered when the returned DataKey is
decrypted.

PEM-encoded public key (2048-bit RSA/SM2 key), which can
String be used to encryptthe Plaintext returned. If this field is
left empty, the Plaintext will not be encrypted.

Asymmetric encryption algorithm. Valid values: sm2
(C1C3C2 ciphertext is returned) ,

SM2_C1C3C2_ASN1 (Cc1C3C2 ASN1 ciphertext is
returned), RSAES PKCS1 V1 5 ,

3. Output Parameters

Parameter
Name

Keyld

Plaintext

CiphertextBlob

Requestld

4. Example

Type

String

String

String

String

String
RSAES_OAEP_SHA_1 , and
RSAES_OAEP_SHA_256 . This field is used in
combination with EncryptionPublicKey for encryption.
If it is left empty, an SM2 public key will be used by default.
Description

Globally unique CMK ID

If EncryptionPublicKey is left empty, a Base64-encoded ciphertext will be
returned. To get the plaintext, you need to decode the ciphertext first.

If EncryptionPublicKey is specified, this field will return the Base64-
encoded ciphertext encrypted with the specified public key. To get the plaintext,
you need to decode the ciphertext and upload the corresponding private key.

Ciphertext of the data key, which should be kept by yourself. KMS does not host
user data keys. You can call the Decrypt APIto getthe plaintext of the data
key from CiphertextBlob .

The unique request ID, generated by the server, will be returned for every request
(if the request fails to reach the server for other reasons, the request will not obtain
a Requestld). Requestld is required for locating a problem.

Example1 Generate Data Keys Example
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Use the specified CMK to generate a data key.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: GenerateDataKey

<Common request parameters>

{

"KeyId": "93866e69-9755-11ef-8e65-52540089bc41™",

"KeySpec": "AES_256",

"NumberOfBytes": 32,

"EncryptionContext": "{\"keyl\":\"valuel\"}",

"EncryptionPublicKey": "—-———- BEGIN PUBLIC KEY-————-— \nMFkwEWYHK0ZIzjJOCAQYIKoECz****
srLVydfJiHQuUh2Jr91MspgK58UVMITvQCAU+Hzt yhd6Aw==\n-————— END PUBLIC KEY-———— @
"EncryptionAlgorithm": "SM2"

}

Output Example

{

"Response": {

"CiphertextBlob": "GPJUsGImPcSjHKIktXGyzn33yestz+/NteW36M6FuL8hPfJ1xVEfdO6Akr8sF69
x3yBXMwto4njumdMIsi 9WKow==-k—-XqgqalxTyNKIClrITRePFGQ==-k—-xAL9z9eXTIHV/p+WT1RsHP3dm6
f43bkomXjwmviWdMXH+JQoFORTThfXgcRh1f£91PNLENK4+£fCO1iQVG1VVvLAAORvcuRvU=",

"KeyId": "93866e69-9755-11ef-8e65-52540089%bc41",

"Plaintext": "g+Eoud/tGeiZIo9/tI12baxQOBFxcNOPNn7F6EIEVPDR6kvOmMHOhDS5PTOUCKPkct 6K8
JOiYpbuaWzthxcoOphMRSE4+HpB1l7rX4 jmlW8pw3eHWOZo8yRyq/c7RVVo0+DtZofszwhMirQyjcBTJIWh
Lt7xywtE5zghDjngeEktAEwW="",

"RequestId": "044e823a-7a0c-4603-b03c-e99%0e5df998d"

}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
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» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.EncryptionError
InternalError

InvalidParameter
InvalidParameterValue.lnvalidKeyld
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound
ResourceUnavailable.KeyPendingDelete

UnauthorizedOperation

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Encryption failed.

Internal error.

Invalid parameter.

Invalid KeyId .

The CMK has been disabled.

The CMK does not exist.

The key is not available as it's pending deleted.

Unauthorized operation.
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Encrypt

Last updated : 2025-05-14 15:40:28

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This API is used to encrypt any data up to 4KB. It can be used to encrypt database passwords, RSA Key, or other
small sensitive information. For application data encryption, use the DataKey generated by GenerateDataKey to

perform local data encryption and decryption operations
A maximum of 300 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
Action Yes String Common Params. The value used for this API: Encrypt.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of

Region Yes String ,

regions supported by the product.

, Globally unique ID of the CMK generated by calling the
Keyld Yes String
CreateKey API

E lai . This fiel B 4- .Th

Plaintext Yes String ncrypted plaintext data. This field must be Base64-encoded. The

maximum size of the original data is 4 KB

JSON string of key-value pair. If this parameter is specified, the
EncryptionContext No String same parameter needs to be provided whenthe Decrypt API
is called. It is up to 1,024 characters
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3. Output Parameters

Parameter

Type Description
Name

Base64-encoded ciphertext, which is the encrypted information of the ciphertext

CiphertextBlob String . s
and key. To get the plaintext, you need to pass in this field to the Decrypt API.

Keyld String Globally unique ID of the CMK used for encryption

The unique request ID, generated by the server, will be returned for every request
Requestld String (if the request fails to reach the server for other reasons, the request will not obtain
a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Example of Encryption API

This example shows you how to encrypt data less than 4 KB in size using a CMK.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: Encrypt

<Common request parameters>

{

"KeyId": "93866e69-9755-11ef-8e65-52540089bc41",
"Plaintext": "dGVzdAo=",
"EncryptionContext": "{\"keyl\":\"valuel\"}"

}

Output Example

{

"Response": {

"CiphertextBlob": "GPJUsGImPcSjHKIktXGyzn33yestz+/NteW36M6FuL8hPfJ1xVEfdO6Akr8sF69
x3yBXMwto4dnjumdMIsiIWKow==-k-XqqalxTyNKICl1rITRePFGQ==-k-GgsANzNxv]jjXhKwJAOY85vxYY
m/2Rt sCXRg7Q1iWbCAoeAtZ",

"KeyId": "93866e69-9755-11ef-8e65-52540089%bc41™",

"RequestId": "017f4b2a-4ae8-4d2c-al0d2-ecl15e07d3deb"
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5. Developer Resources

SDK

Key Management Service

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

InternalError

InvalidParameter
InvalidParameterValue.lnvalidKeyld
InvalidParameterValue.lnvalidPlaintext
ResourceUnavailable.CmkArchived
ResourceUnavailable.CmkDisabled

ResourceUnavailable.CmkNotFound

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Internal error.

Invalid parameter.

Invalid KeyId .

Invalid Plaintext .

The CMK has been archived.
The CMK has been disabled.

The CMK does not exist.
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UnauthorizedOperation Unauthorized operation.
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EnableKeys

Last updated : 2025-04-23 14:29:44

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This APl is used to enable CMK in batches.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
Action Yes String Common Params. The value used for this API: EnableKeys.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of
Region Yes String ,
regions supported by the product.
A f List of IDs of the CMKs to b bled in batches. Up to 100 CMKs
Keylds.N Yes rray o ist of IDs of the s to be enabled i p

String are supported at a time

3. Output Parameters

Parameter

Type Description
Name
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Requestld String The unique request ID, generated by the server, will be returned for every request (if the
request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Enabling CMKs in batches

This example shows you how to enable the CMKs on a specified list in batches.

Input Example

https://kms.intl.tencentcloudapi.com/?Action=EnableKeys
&§KeyIds.0=23e80852-1e38-11e9-b129-5cb9019b4b01
&KeyIds.1=23e80852-1e38-11e9-b129-5cb9019b4b02

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "1b580852-1e38-11e9-b129-5cb901904b00"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

InternalError

InvalidParameter
InvalidParameterValue.DuplicatedKeyld
InvalidParameterValue.lnvalidKeyld

ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkStateNotSupport

UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Internal error.

Invalid parameter.
Duplicate KeyId .
Invalid KeyId .

The CMK does not exist.

This operation cannot be performed under the current
CMK status.

Unauthorized operation.

The service is temporarily unavailable.
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EnableKeyRotation

Last updated : 2025-04-23 14:29:45

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
Turn on the key rotation function for the specified CMK.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t -
arameter Required Type Description
Name
Action Yes String Common Params. The value used for this API: EnableKeyRotation.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String Unique CMK ID
The interval between each key rotation in days. Value range: 7 - 365
RotateDays No Integer mery W y on y . g

(default).

3. Output Parameters

Parameter Type Description
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Name

The unique request ID, generated by the server, will be returned for every request (if the
Requestld String request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Enabling key rotation

This example shows you how to enable key rotation for a specified CMK.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: EnableKeyRotation

<Common request parameters>

{
"KeyId": "23e80852-1e38-11e9-b129-5cb9019p4b01"
4

Output Example

{

"Response": {

"RequestId": "1b580852-1e38-11e9-b129-5cb901904b00"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java
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» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.

InvalidParameter Invalid parameter.

InvalidParameterValue Incorrect parameter value.

InvalidParameterValue.lnvalidKeyld Invalid KeyId .

ResourceUnavailable.CmkNotFound The CMK does not exist.
This operation cannot be performed under the current

ResourceUnavailable.CmkStateNotSupport
PP CMK status.

UnauthorizedOperation
UnsupportedOperation.ExternalCmkCanNotRotate

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Unauthorized operation.
External CMKs cannot be rotated.

The service is temporarily unavailable.
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EnableKey

Last updated : 2025-04-23 14:29:46

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
Enable a specified CMK.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t -
arameter Required Type Description
Name
Action Yes String Common Params. The value used for this API: EnableKey.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String Unique CMK ID

3. Output Parameters

Parameter

Type Description
Name

Requestld String The unique request ID, generated by the server, will be returned for every request (if the
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request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Enabling a CMK

Enable a CMK for use.

Input Example

https://kms.intl.tencentcloudapi.com/?Action=EnableKey
&KeyId=23e80852-1e38-11e9-b129-5cb9019b4b01

§<Common request parameters>

Output Example

{
"Response": {
"RequestId": "1b580852-1e38-11e9-b129-5cb901904b00"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface
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6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

InternalError

InvalidParameter
InvalidParameterValue.lnvalidKeyld

ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkStateNotSupport

UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Internal error.

Invalid parameter.
Invalid KeyId .

The CMK does not exist.

This operation cannot be performed under the current
CMK status.

Unauthorized operation.

The service is temporarily unavailable.
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DisableKeys

Last updated : 2025-04-23 14:29:46

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This API is used to batch prohibit the use of CMK.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
Action Yes String Common Params. The value used for this API: DisableKeys.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of
Region Yes String ,
regions supported by the product.
Keylds.N Yes Array of List of IDs of the CMKs to be disabled in batches. Up to 100 CMKs

String are supported at a time

3. Output Parameters

Parameter

Type Description
Name
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Requestld String The unique request ID, generated by the server, will be returned for every request (if the
request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Disabling CMKs in batches

This example shows you how to disable the CMKs on a specified list in batches.

Input Example

https://kms.intl.tencentcloudapi.com/?Action=DisableKeys
&§KeyIds.0=23e80852-1e38-11e9-b129-5cb9019b4b01
&KeyIds.1=23e80852-1e38-11e9-b129-5cb9019b4b02

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "1b580852-1e38-11e9-b129-5cb901904b00"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.CmkUsedByCloudProduct
InternalError

InvalidParameter
InvalidParameterValue.DuplicatedKeyld
InvalidParameterValue.lnvalidKeyld

ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkStateNotSupport

UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

The CMK is being used by a Tencent Cloud product.
Internal error.

Invalid parameter.

Duplicate KeyId .

Invalid KeyId .

The CMK does not exist.

This operation cannot be performed under the current
CMK status.

Unauthorized operation.

The service is temporarily unavailable.
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DisableKeyRotation

Last updated : 2025-04-23 14:29:47

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
Disabled key rotation for the specified CMK.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter , L
Required Type Description
Name
Action Yes String Common Params. The value used for this API: DisableKeyRotation.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String Unique CMK ID

3. Output Parameters

Parameter

Type Description
Name

Requestld String The unique request ID, generated by the server, will be returned for every request (if the
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request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Disabling key rotation

Disable key rotation for the specified CMK.

Input Example

https://kms.intl.tencentcloudapi.com/?Action=DisableKeyRotation
&KeyId=23e80852-1e38-11e9-b129-5cb9019%b4b01

§<Common request parameters>

Output Example

{
"Response": {
"RequestId": "1b580852-1e38-11e9-b129-5cb901904b00"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface
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¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidKeyld Invalid KeyId .
ResourceUnavailable.CmkNotFound The CMK does not exist.
UnauthorizedOperation Unauthorized operation.
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DisableKey

Last updated : 2025-04-23 14:29:48

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This API is used to disable a master key. The disabled key cannot be used for encryption and decryption operations.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t
arameter Required Type Description
Name
Action Yes String Common Params. The value used for this API: DisableKey.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String Unique CMK ID

3. Output Parameters

Parameter

Type Description
Name

Requestld String The unique request ID, generated by the server, will be returned for every request (if the
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request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Disabling a CMK

Disable the specified CMK.

Input Example

https://kms.intl.tencentcloudapi.com/?Action=DisableKey
§KeyId=23e80852-1e38-11e9-b129-5cb9019b4b01

§<Common request parameters>

Output Example

{
"Response": {
"RequestId": "1b580852-1e38-11e9-b129-5cb901904b00"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface
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¢ Tencent Cloud CLI 3.0

6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.CmkUsedByCloudProduct
InternalError

InvalidParameter
InvalidParameterValue.lnvalidKeyld

ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkStateNotSupport

UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

The CMK is being used by a Tencent Cloud product.
Internal error.

Invalid parameter.

Invalid KeyId .

The CMK does not exist.

This operation cannot be performed under the current
CMK status.

Unauthorized operation.

The service is temporarily unavailable.
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DescribeKeys

Last updated : 2025-05-14 15:40:29

1. API Description

Key Management Service

Domain name for API request: kms.intl.tencentcloudapi.com.

This APl is used to get the attribute information of CMKs in batches.

A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer

Tryit

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t

arameter Required Type

Name

Action Yes String

Version Yes String

Region Yes String

Kevids.N v Array of
eylas. es String

3. Output Parameters

Parameter

Type
Name yp

©2013-2025 Tencent Cloud International

Description

Common Params. The value used for this API: DescribeKeys.
Common Params. The value used for this API: 2019-01-18.

Common Params. For more information, please see the list of regions
supported by the product.

List of IDs of the CMKs to be queried in batches. Up to 100 KeyId
values are supported in one query.

Description
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KeyMetadatas Array of The attribute information list returned.

KeyMetadata

Key Management Service

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Retrieve Multiple CMK Attributes

This example shows you how to retrieve the attributes of multiple CMKs.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeKeys

<Common request parameters>

{

"KeyIds": [
"87f£f856e-973c-11ef-947b-525400d834e5™",
"93866e69-9755-11ef-8e65-52540089%bc41™"
]

}

Output Example

{

"Response": {

"KeyMetadatas": [

{

"Alias": "test8-1lzc",

"CreateTime": 1730347170,
"CreatorUin": 700001224419,
"DeletionDate": O,

"Description": "test Description"
"HsmClusterId": "cls-hsm-3dflmo9g",

"KeyId": "87££856e-973c-11ef-947b-525400d834e5",

"KeyRotationEnabled": false,
"KeyState": "Enabled",
"KeyUsage": "ENCRYPT_DECRYPT",

©2013-2025 Tencent Cloud International Pte. Ltd.
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"NextRotateTime": 1761883170,

"Origin": "TENCENT_KMS",

"Owner": "user",

"ResourcelId": "creatorUin/700001224419/87f£856e-973c-11ef-947b-525400d4834e5",
"Type": 4,

"ValidTo": O

b

{

"Alias": "testll-1zc",

"CreateTime": 1730357927,

"CreatorUin": 700001224419,

"DeletionDate": O,

"Description": "Import an external key"
"HsmClusterId": "cls—-hsm-3dflmo9g",

"KeyId": "93866e69-9755-11ef-8e65-52540089bc41",
"KeyRotationEnabled": false,

"KeyState": "Enabled",

"KeyUsage": "ENCRYPT_DECRYPT",

"NextRotateTime": 1761893927,

"Origin": "EXTERNAL",

"Owner": "user",

"ResourceId": "creatorUin/700001224419/93866e69-9755-11ef-8e65-52540089%bc41",
"Type": 4,

"ValidTo": 0

}

1y

"RequestId": "05278c40-eb6c-473d-ale6-00a8177£9c6a"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET
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¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

InternalError

InvalidParameter
InvalidParameterValue.DuplicatedKeyld
InvalidParameterValue.lnvalidKeyld
ResourceUnavailable.CmkNotFound

UnauthorizedOperation

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Internal error.

Invalid parameter.
Duplicate KeyId .
Invalid KeyId .

The CMK does not exist.

Unauthorized operation.
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DescribeKey

Last updated : 2025-05-14 15:40:29

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This APl is used to get the attribute details of the CMK with a specified KeyId .
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P eter .
aram Required Type Description
Name
Action Yes String Common Params. The value used for this API: DescribeKey.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String Globally unique CMK ID

3. Output Parameters

Parameter

Type Description
Name

KeyMetadata KeyMetadata Specifies the attribute information of the key.
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Requestld String The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Get CMK Attribute Example

This example shows you how to obtain the attribute details of a designated CMK.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeKey

<Common request parameters>

{
"KeyId": "93866e69-9755-11ef-8e65-52540089%bc41"

}

Output Example

{

"Response": {
"KeyMetadata": {
"Alias": "testll-1lzc",

"CreateTime": 1730357927,

"CreatorUin": 700001224419,

"DeletionDate": O,

"Description": "Import an external key"
"HsmClusterId": "cls—-hsm-3dflmo9g",

"KeyId": "93866e69-9755-11ef-8e65-52540089%bc41",
"KeyRotationEnabled": false,

"KeyState": "Enabled",

"KeyUsage": "ENCRYPT_DECRYPT",

"NextRotateTime": 1761893927,

"Origin": "EXTERNAL",

"Owner": "user",

"ResourceId": "creatorUin/700001224419/93866e69-9755-11ef-8e65-52540089%bc41",
"Type": 4,

"ValidTo": O
|
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"RequestId": "5575a949-8eda-497f-bee3-9d8al07763747"
}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidKeyld Invalid KeyId .
ResourceUnavailable.CmkNotFound The CMK does not exist.
UnauthorizedOperation Unauthorized operation.
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Decrypt

Last updated : 2025-05-14 15:40:30

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This API is used to decrypt the ciphertext and obtain the plaintext data.
A maximum of 300 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Action Yes String Common Params. The value used for this API: Decrypt.
Version Yes String Common Params. The value used for this API: 2019-01-18.
Region Yes String Common Params. For more information, please see the list of

regions supported by the product.
CiphertextBlob Yes String The ciphertext data to be decrypted.

JSON string of key-value pair. If this parameter is specified for
i ) Encrypt , the same parameter needs to be provided when
EncryptionContext No String _ _ _
the Decrypt APIlis called. The maximum length is 1,024

bytes.

PEM-encoded public key (2048-bit RSA/SM2 key), which can
EncryptionPublicKey No String be used to encryptthe Plaintext returned. If this field is
left empty, the Plaintext will not be encrypted.

EncryptionAlgorithm No String Asymmetric encryption algorithm. Valid values: sm2
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(C1C3C2 ciphertext is returned), SM2_C1C3C2_ASN1
(C1C3C2 ASNT1 ciphertext is returned),
RSAES_PKCS1_V1_5 , RSAES_OAEP_SHA_1 ,and
RSAES_OAEP_SHA_ 256 . This field is used in combination
with EncryptionPublicKey forencryption. Ifitis left
empty, an SM2 public key will be used by default.

3. Output Parameters

Parameter

Type
Name
Keyld String
Plaintext String

Requestld String

4. Example

Description

Globally unique CMK ID

If EncryptionPublicKey is left empty, a Base64-encoded ciphertext will be
returned. To get the plaintext, you need to decode the ciphertext first.

If EncryptionPublicKey is specified, this field will return the Base64-encoded
ciphertext encrypted with the specified public key. To get the plaintext, you need to
decode the ciphertext and upload the corresponding private key.

The unique request ID, generated by the server, will be returned for every request (if the
request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

Example1 Decrypt APl Example

Decrypt ciphertext.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: Decrypt

<Common request parameters>

{
"CiphertextBlob":

"GPJUsGImPcSjHKIktXGyzn33yestz+7/NteW36M6FuL8hPfJ1xVfdO6Akr8sF69

x3yBXMwto4njumIMIsi9WKow==—k-XqgqalxTyNKIC1rITRePFGQ==-k-GgqsANzNxv7jXhKwJAOY85vxYY
m/2RtsCXRq7Q1iWbCAo0eALtZ",
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"EncryptionContext": "{\"keyl\":\"valuel\"}",
"EncryptionAlgorithm": "SM2"

t

Output Example

{

"Response": {

"KeyId": "93866e69-9755-11ef-8e65-52540089%bc41",
"Plaintext": "dGVzdAo=",

"RequestId": "4c857b16-e977-4086-b33a-532613£f03abd"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

©2013-2025 Tencent Cloud International Pte. Ltd. Page 128 of 217


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/kms/v20190118/kms_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/kms/src/v20190118/KmsClient.cpp
https://www.tencentcloud.com/document/product/1013
https://www.tencentcloud.com/document/api/1030/32201#common-error-codes

@ Tencent Cloud Key Management Service

FailedOperation.EncryptionError Encryption failed.
InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidCiphertext Incorrect ciphertext format
ResourceUnavailable.CmkDisabled The CMK has been disabled.
ResourceUnavailable.CmkNotFound The CMK does not exist.
UnauthorizedOperation Unauthorized operation.
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CreateKey

Last updated : 2025-05-14 15:40:30

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
Create a master key CMK (Custom Master Key) for user management data keys
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P
arameter Required Type Description
Name
Action Yes String Common Params. The value used for this API: CreateKey.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Unique alias that makes a key more recognizable and
. ) understandable. This parameter cannot be empty, can contain 1-60
Alias Yes String . L .
letters, digits, - ,and _ , and must begin with a letter or digit. The
kms— prefix is used for Tencent Cloud products.
Description No String CMK description of up to 1,024 bytes in length
KeyUsage No String Defines the purpose of the key. The valid values are as follows:

ENCRYPT_DECRYPT (default): creates a symmetric
encryption/decryption key; ASYMMETRIC_DECRYPT_RSA_2048 :
creates an asymmetric encryption/decryption 2048-bit RSA key;
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Type

Tags.N

HsmClusterld

No

No

No

Key Management Service

ASYMMETRIC_DECRYPT_SM2 :creates an asymmetric
encryption/decryption SM2 key;

ASYMMETRIC_SIGN_VERIFY_SM2 :creates an asymmetric SM2
key for signature verification; ASYMMETRIC_SIGN_VERIFY_ECC :
creates an asymmetric 2048-bit RSA key for signature verification;

ASYMMETRIC_SIGN_VERIFY_ECDSA384 :createsan
asymmetric ECDSA384 key for signature verification. You can get a
full list of supported key purposes and algorithms using the
ListAlgorithms API.

Specifies the key type. Default value: 1. Valid value: 1 - default type,
indicating that the CMK is created by KMS; 2 - EXTERNAL type,
Integer indicating that you need to import key material. For more information,
please see the GetParametersForImport and
ImportKeyMaterial APl documents.

A
fray Tag list

of Tag

ID of the HSM cluster. This field is only valid for Exclusive and

Strin
9 Managed KMS instances.

3. Output Parameters

Parameter
Name

Keyld

Alias
CreateTime
Description
KeyState

KeyUsage

TagCode

TagMsg

HsmClusterld

Type

String
String
Integer
String
String

String

Integer

String

String

Description

Gilobally unique CMK ID

Alias that makes a key more recognizable and understandable
Key creation time in UNIX timestamp format

Specifies the description of the CMK.

CMK status

CMK usage

Return code of Tag operation. 0 :success; 1 :clsinternal error; 2 :business
processing error.

Response information of Tag operation.

HSM cluster ID (valid only for exclusive or managed version KMS service
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instances).

The unique request ID, generated by the server, will be returned for every request
Requestld String (if the request fails to reach the server for other reasons, the request will not obtain
a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Creating a CMK Example

This example shows you how to create a Custom Master Key (CMK) for user-managed DEKs. Subsequently, you can

call other APls such as creating DEKs and performing encryption and decryption operations.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateKey

<Common request parameters>

{

"Description": "test Description"
"Alias": "test8-1lzc",

"KeyUsage": "ENCRYPT_DECRYPT",
"Type": 1,

"Tags": [

{

"TagKey": "env",

"TagValue": "dev"

}
]
}

Output Example

{

"Response": {

"Alias": "test8-1lzc",

"CreateTime": 1730347170,

"Description": "test description”
"HsmClusterId": "cls—-hsm-3dflmo9g",

"KeyId": "87££f856e-973c-11ef-947b-525400d834e5",
"KeyState": "Enabled",
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"KeyUsage": "ENCRYPT_DECRYPT",

"RequestId": "c44abad4l-015a-45aa-9e55-1a08ac9d1d78",
"TagCode": O,

"TagMSg" . "ok"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
FailedOperation.TaggingError Tagging error.
InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue.AliasAlreadyExists The alias already exists.
InvalidParameterValue.lnvalidAlias Incorrect alias format
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InvalidParameterValue.lnvalidHsmClusterld
InvalidParameterValue.lnvalidKeyUsage
InvalidParameterValue.lnvalidType
InvalidParameterValue.TagKeysDuplicated

InvalidParameterValue.TagsNotExisted
LimitExceeded.CmkLimitExceeded

UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion

©2013-2025 Tencent Cloud International Pte. Ltd.
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Invalid HSM cluster ID.

Incorrect KeyUsage parameter.
Incorrect Type parameter.
Duplicate tag key.

The tag key or tag value does not exist.

The number of CMKs has reached the upper
limit.

Unauthorized operation.
The service is temporarily unavailable.

The encryption method is not supported in
the current region.
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ScheduleKeyDeletion

Last updated : 2025-04-23 14:29:33

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
CMK planned deletion API, used to specify the time of CMK deletion, the optional time interval is [7,30] days
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. . Common Params. The value used for this API:
Action Yes String ,
ScheduleKeyDeletion.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. ) Common Params. For more information, please see the list
Region Yes String ,
of regions supported by the product.
Keyld Yes String Unique CMK ID
PendingWindowInDays Yes Integer Schedule deletion time range. Value range: [7,30]

3. Output Parameters

Parameter

Type Description
Name
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DeletionDate Integer Schedule deletion execution time
Keyld String Unique ID of the CMK scheduled for deletion

The unique request ID, generated by the server, will be returned for every request (if
Requestld String the request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Scheduling deletion

This example shows you how to delete a specified CMK on the 7th day upon schedule deletion.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ScheduleKeyDeletion

<Common request parameters>

{

"PendingWindowInDays": "7",
"KeyId": "\"23e80852-1e38-11e9-b129-5cb9019b4b01\""
}

Output Example

{

"Response": {

"RequestId": "8e8f23a7-50b2-4c8e-bd23-0a98cb643£88",
"DeletionDate": 1559318399,

"KeyId": "23e80852-1e38-11e9-b129-5cb9019b4b01"

}
}

5. Developer Resources

SDK
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TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.CmkUsedByCloudProduct
InternalError
InvalidParameter.IlnvalidPendingWindowInDays
InvalidParameterValue.lnvalidKeyld
ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkShouldBeDisabled

ResourceUnavailable.CmkStateNotSupport

UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

The CMK is being used by a Tencent Cloud product.
Internal error.

The schedule deletion time parameter is invalid.
Invalid KeyId .

The CMK does not exist.

An enabled CMK cannot be scheduled for deletion.

This operation cannot be performed under the current
CMK status.

Unauthorized operation.

The service is temporarily unavailable.
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ImportKeyMaterial

Last updated : 2025-04-23 14:29:38

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This APl is used to import key material into an EXTERNAL CMK. The key obtained through the

GetParametersForImport APIlis used toencryptthe key material. You can only reimport the same key
material into the specified CMK and set a new expiration time. After the CMK key material is imported, it cannot be
replaced. After the key material is expired or deleted, the CMK will remain unavailable until the same key material is
reimported. CMKs are independent, which means that the same key material can be imported into different CMKs, but
data encrypted by one CMK cannot be decrypted by another one.

Key material can only be imported into CMKs in  Enabled and PendingImport status.

A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. , Common Params. The value used for this API:
Action Yes String )
ImportKeyMaterial.
Version Yes String Common Params. The value used for this API: 2019-01-18.
) , Common Params. For more information, please see the list of
Region Yes String ,
regions supported by the product.
EncryptedKeyMaterial Yes String Base64-encoded key material that encrypted with the

PublicKey returned by
GetParametersForImport .Forthe KMS of SM-
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ImportToken Yes String
Keyld Yes String
ValidTo No Integer

3. Output Parameters

Key Management Service

CRYPTO version, the length of the key material should be
128 bits, while for KMS of FIPS-compliant version, the length
should be 256 bits.

Import token obtained by calling

GetParametersForImport .

Specifies the CMK into which to import key material, which
must be the same as the one specified by

GetParametersForImport .

Unix timestamp of the key material's expiration time. If this
value is empty or 0, the key material will never expire. To
specify the expiration time, it should be later than the current
time. Maximum value: 2147443200.

The unique request ID, generated by the server, will be returned for every request (if the

request fails to reach the server for other reasons, the request will not obtain a

Requestld). Requestld is required for locating a problem.

Parameter -
Type Description
Name
Requestld String
4. Example

Example1 Importing key material

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ImportKeyMaterial

<Common request parameters>

{

"ValidTo": "0O",
"KeyId": "23e80852-1e38-11e9-b129-5cb9019b4b01",
"ImportToken": "Sy+GF4f+XxUanlsfSBfqWOmyJeVO30wcqgLEMOWAREPpxBAPJIqYG9zc370M0Z3gT /mv

LofzM3hwVJSTzIITcA0o6ew3Lid0OJI3nwNoVNOM2wnrL+g9puwPO0GpbbSwTd16X9E",

©2013-2025 Tencent Cloud International Pte. Ltd.

Page 139 of 217



@ Tencent Cloud Key Management Service

"EncryptedKeyMaterial": "dggtAzLde+xsR5g3kwOsWudbst7FaE4sbhhf1OHCMujhjTITnFGEuUbKo
WVFNFC96e2vUvO5fwGvEiNcPIDkg6q7iuFviM0BepCmF 9Fyk3t1udJVRE/NvBFCccANXmsZDPxt SHdAcD0OO/
dQg1i2BIalLMP3/VFBDVEK7AzRh1TkrNiout4pavGSCAF+uBR12Vmng6fF4DT37B0Q0WQ4ANy fUWDCSROVSF
9vwgommhudJUhv4+21xHMgUCdbFvVoOmZP /Md5Sb4rbMbWi5gRpLusi 8W3KKTyJ8onp7UC+0gi6DTw4XC
q4UPniFNJXIxUOSVXpZHQKFCJIXr6/cxNAci8eMTTwfA=="

}

Output Example

{

"Response": {
"RequestId": "1b580852-1e38-11e9-b129-5cb901904b00"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
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InternalError
InvalidParameter
InvalidParameter.DecryptMaterialError

InvalidParameterValue.lnvalidKeyld
InvalidParameterValue.MaterialNotMatch
ResourceUnavailable.CmkNotFound
ResourceUnavailable.CmkStateNotSupport
ResourceUnavailable.TokenExpired
UnsupportedOperation.NotExternalCmk

UnsupportedOperation.ServiceTemporaryUnavailable
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Internal error.

Invalid parameter.

Decryption of EncryptedKeyMaterial failed.
Invalid KeyId .

The key material is different from the one previously
imported.

The CMK does not exist.

This operation cannot be performed under the current
CMK status.

Token has expired.

Incorrect CMK type. Only External CMKsare
supported.

The service is temporarily unavailable.
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GetParametersForlmport

Last updated : 2025-04-23 14:29:40

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This APl is used to obtain the parameters of the material to be imported into a CMK. The returned Token is used
as one of the parameters to execute ImportKeyMaterial ,andthereturned PublicKey isused toencrypt
the key material. The Token and PublicKey are valid for 24 hours. If they are expired, you will need to call the

APl againtogetanew Token and PublicKey .
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String
GetParametersForimport.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. ) Common Params. For more information, please see the list of
Region Yes String

regions supported by the product.

Unique ID of a CMK. The CMK for which to get the key
Keyld Yes String parameters must be of the EXTERNAL type,i.e., Type =2
when the CMK is created by the CreateKey APL

WrappingAlgorithm Yes String Specifies the algorithm for key material encryption. Currently,
RSAES_PKCS1_V1_5 , RSAES_OAEP_SHA_1 ,and
RSAES_OAEP_SHA_256 are supported.
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Specifies the type of wrapping key. Currently, only RSA_2048

WrappingKeySpec Yes Strin
PPINgReysp 9 is supported.

3. Output Parameters

Parameter Name Type Description

Unique ID of a CMK, which is used to specify the CMK into which to import

Keyld Strin
y 9 key material.

. The token required for importing key material, which is used as a parameter
ImportToken String :
for ImportKeyMaterial

The Base64-encoded RSA public key used to encrypt key material before

PublicKey String . S ,
importing it with  ImportKeyMaterial

Validity period of the token and public key. A token and public key can only be
imported when they are valid. If they are expired, you will need to call the

ParametersValidTo Integer : .
g GetParametersForImport APl againto geta new token and public

key.

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Getting the parameters of the key material imported to a CMK

Input Example

https://kms.intl.tencentcloudapi.com/?Action=GetParametersForImport
&§KeyId=1£f£f78c0d-c54b-11e9-9cc9-5254006d0810
&WrappingAlgorithm=RSAES_OAEP_SHA_1

&WrappingKeySpec=RSA_2048

&<Common request parameters>

Output Example

{

"Response": {
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"KeyId": "1££78c0d-c54b-11e9-9¢cc9-525400640810",

"ImportToken": "Sy+GF4f+XxUanlsfSBEfgqWQOmyJeVO30wcgLEMoW4REpw3adjEFXyCP2yqzV8xdD5GM
Y49IZoDfJ33SnnbxDMRND81zh4mZjzFNM8PsjhYrgVSxIiJOCHuUpzZvD4QcoGco8",
"PublicKey": "MIIBIjANBgkghkiG9wOBAQEFAAOCAQS8AMIIBCGKCAQEALIjpYRUbLNKNn971PU0/eR8UB

avVllglfQLNglub+YspXwBsvVgcnSvu5c8GoLTEYGSTVbvsREDCg6VEFoSeoIgbv8aWukxbPGWgIlnu550
cvIWwthzROFASUPGC8LOUHOftZ5Z27cIaigEenS3ngfodMYTJItg6/Bl1JJVIWvinKzgswsZeFclSURedSXUc
MxfSI344s6I17DTNAQ/vQQyjFGIyo2+JctaxV1Y2XuBZf7tPimNdoxAoJ140xA11gQGu959xnRI4rwzbx
sk1InEivQqTBeFIiv3KTzFJS6bkz2eqRJ1p4 JTBDWbHEWTVt 6tdXPj4+4D21RFGAt3706vEi4PIrwIDAQA
B",

"ParametersValidTo": 1566614716,

"RequestId": "5e137679-519f-409f-9a99-579a034cc320"

}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.
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InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidKeyld Invalid KeyId .
ResourceUnavailable.CmkNotFound The CMK does not exist.

Incorrect CMK type. Only External CMKs are

UnsupportedOperation.NotExternalCmk
supported.

UnsupportedOperation.ServiceTemporaryUnavailable The service is temporarily unavailable.
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GenerateRandom

Last updated : 2025-04-23 14:29:42

1. API Description

Key Management Service

Domain name for API request: kms.intl.tencentcloudapi.com.

This API is used to generate a random number.

A maximum of 150 requests can be initiated per second for this API.

We recommend you to use API Explorer

Tryit

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Required Type

Parameter

Name

Action Yes
Version Yes
Region Yes

NumberOfBytes Yes

String

String

String

Integer

3. Output Parameters

Parameter

Type
Name yp

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Description

Common Params. The value used for this APl: GenerateRandom.
Common Params. The value used for this APIl: 2019-01-18.

Common Params. For more information, please see the list of
regions supported by the product.

Length of the random number. Minimum value: 1. Maximum value:
1024
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Plaintext String Base64-encoded plaintext of the randomly generated number. You need to Base64-
decode it to get the plaintext.

The unique request ID, generated by the server, will be returned for every request (if the
Requestld String request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Generating a random number

This example shows you how to generate a random number.

Input Example

https://kms.intl.tencentcloudapi.com/?Action=GenerateRandom
&NumberOfBytes=16

&<Common request parameters>

Output Example

{

"Response": {
"Plaintext": "17mvQgM10sbM70AJ7fpLsA==",
"RequestId": "6010cd3d-a85a-4e00-b37b-22606d017420"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET
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¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
InternalError Internal error.
InvalidParameter Invalid parameter.
UnauthorizedOperation Unauthorized operation.
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DeletelmportedKeyMaterial

Last updated : 2025-04-23 14:29:50

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This API is used to delete the imported key material. It is only valid for EXTERNAL CMKs. Specifically, it puts a CMK

into PendingImport statusinstead of deleting the CMK, so that the CMK can be used again after key material is

reimported. To delete the CMK completely, please call the ScheduleKeyDeletion API.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter -
ara Required Type Description
Name
. , Common Params. The value used for this API:
Action Yes String ,
DeletelmportedKeyMaterial.
Version Yes String Common Params. The value used for this API: 2019-01-18.
) , Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String Specifies the EXTERNAL CMK for which to delete the key material.

3. Output Parameters

Parameter Type Description
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Name

The unique request ID, generated by the server, will be returned for every request (if the
Requestld String request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Deleting the imported key material

Input Example

https://kms.intl.tencentcloudapi.com/?Action=DeletelImportedKeyMaterial
&§KeyId=23e80852-1e38-11e9-b129-5cb9019b4b01

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "1b580852-1e38-11e9-b129-5cb901904b00"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

©2013-2025 Tencent Cloud International Pte. Ltd. Page 150 of 217


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/kms/v20190118/kms_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/kms/src/v20190118/KmsClient.cpp

&2 Tencent Cloud

¢ Tencent Cloud CLI 3.0

6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.CmkUsedByCloudProduct
InternalError

InvalidParameter
InvalidParameterValue.lnvalidKeyld

ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkStateNotSupport

UnsupportedOperation.NotExternalCmk

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

The CMK is being used by a Tencent Cloud product.
Internal error.

Invalid parameter.

Invalid KeyId .

The CMK does not exist.

This operation cannot be performed under the current
CMK status.

Incorrect CMK type. Only External CMKsare
supported.

The service is temporarily unavailable.
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CancelKeyDeletion

Last updated : 2025-04-23 14:29:52

1. API Description

Key Management Service

Domain name for API request: kms.intl.tencentcloudapi.com.

Cancel the scheduled deletion of CMK

A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer

Tryit

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Required Type

Parameter

Name

Action Yes
Version Yes
Region Yes
Keyld Yes

String

String

String

String

3. Output Parameters

Parameter

Type
Name
Keyld String

Description

Description

Common Params. The value used for this API: CancelKeyDeletion.
Common Params. The value used for this API: 2019-01-18.

Common Params. For more information, please see the list of regions
supported by the product.

Unique ID of the CMK for which to cancel schedule deletion

Unique ID of the CMK for which the schedule deletion is canceled
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Requestld String The unique request ID, generated by the server, will be returned for every request (if the
request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Canceling a scheduled deletion task

This example shows you how to cancel a scheduled deletion task of a CMK.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: CancelKeyDeletion

<Common request parameters>

{
"KeyId": "23e80852-1e38-11e9-b129-5cb9019b4b01"
}

Output Example

{

"Response": {

"RequestId": "8e8f23a7-50b2-4c8e-bd23-0a98cb643£88",
"KeyId": "23e80852-1e38-11e9-b129-5cb9019b4b01"

}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java
e Tencent Cloud SDK 3.0 for PHP

©2013-2025 Tencent Cloud International Pte. Ltd. Page 153 of 217


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php

&2 Tencent Cloud

Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
InternalError
InvalidParameterValue.lnvalidKeyld

ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkNotPendingDelete

UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Description
Internal error.
Invalid KeyId .

The CMK does not exist.

As the CMK is not scheduled for deletion, you cannot

cancel the schedule deletion.
Unauthorized operation.

The service is temporarily unavailable.
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ListAlgorithms

Last updated : 2025-04-23 14:30:16

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This API is used to list the encryption methods supported in the current region.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter L
Required Type Description
Name
Action Yes String Common Params. The value used for this API: ListAlgorithms.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String

supported by the product.

3. Output Parameters

Parameter Name Type Description

Array of

SymmetricAlgorithms ,
AlgorithmInfo

Symmetric encryption algorithms supported in this region

AsymmetricAlgorithms Array of Asymmetric encryption algorithms supported in this
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AlgorithmlInfo

Array of

AsymmetricSignVerifyAlgorithms
y 9 yAig AlgorithmlInfo

Requestld String

4. Example

Key Management Service

region

Asymmetric signature verification algorithms supported in
the current region

The unique request ID, generated by the server, will be
returned for every request (if the request fails to reach the
server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

Example1 Listing encryption methods supported in the current region

Input Example

https://kms.intl.tencentcloudapi.com/?Action=ListAlgorithms

§<Common request parameters>

Output Example

{

"Response": {

"RequestId": "460fe7ff-f4db-4509-9020-208badcfb915",

"SymmetricAlgorithms": [

{

"KeyUsage": "ENCRYPT_DECRYPT",
"Algorithm": "SM4"

}

I

"AsymmetricAlgorithms": [

{

"KeyUsage": "ASYMMETRIC_DECRYPT_SM2",
"Algorithm": "SM2"

b

{

"KeyUsage": "ASYMMETRIC_DECRYPT_RSA_2048",
"Algorithm": "RSA_2048"

}

]

}

}

©2013-2025 Tencent Cloud International Pte. Ltd.
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5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
InternalError Internal error.
UnauthorizedOperation Unauthorized operation.
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UnbindCloudResource

Last updated : 2025-05-14 15:40:23

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This API is used to unbind a key with a Tencent Cloud resource, indicating that the Tencent Cloud resource will not

use the key any longer.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter i
@ Required Type Description
Name
Action Yes String Common Params. The value used for this API: UnbindCloudResource.
Version Yes String Common Params. The value used for this API: 2019-01-18.
) ) Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String CMKID
Productld Yes String Unique ID of a Tencent Cloud service
R /inst ID, which is stored as a string and defined by the
Resourceld Yes String esoureefinstance 1, which | N9 y

caller based on the Tencent Cloud service's features.

3. Output Parameters
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Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every request (if the
Requestld String request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Unbinding a CMK with a Tencent Cloud resource

Input Example

https://kms.intl.tencentcloudapi.com/?Action=UnbindCloudResource
&KeyId=23e80852-1e38-11e9-b129-5cb9019b4b01

&ProductId=ssm

&Resourceld=resourceld

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "fellaa29-0cc2-4204-bfea-6ebb30cc00d7"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET
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Key Management Service

&2 Tencent Cloud

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidKeyld Invalid KeyId .

The CMK is not bound with the Tencent Cloud
resource

ResourceUnavailable.CloudResourceBindingNotFound

ResourceUnavailable.CmkNotFound
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable
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The CMK does not exist.
Unauthorized operation.

The service is temporarily unavailable.
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BindCloudResource

Last updated : 2025-05-14 15:40:31

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This API is used to bind a key with a Tencent Cloud resource. If the key has been set to be expired automatically, the
setting will be canceled to ensure that the key will not be invalid automatically. If the key and the resource has already

been bound, the call will still be successful.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter .
Required Type Description
Name
Action Yes String Common Params. The value used for this API: BindCloudResource.
Version Yes String Common Params. The value used for this API: 2019-01-18.
) ) Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String CMKID
Productld Yes String Unique ID of a Tencent Cloud service
R /inst ID, which is stored as a string and defined by the
Resourceld Yes String esoureerinstance 1, which | 9 y

caller based on the Tencent Cloud service's features.
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every request (if the
Requestld String request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Binding a key with a Tencent Cloud resource

This example shows you how to bind a key with a Tencent Cloud resource.

Input Example

https://kms.intl.tencentcloudapi.com/?Action=BindCloudResource
&KeyId=23e80852-1e38-11e9-b129-5cb9019b4b01

&ProductId=ssm

&Resourceld=resourceld

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "fellaa29-0cc2-4204-bfea-6ebb30cc00d7"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java
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» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.CmkUsedByCloudProduct
InternalError

InvalidParameter
InvalidParameterValue.lnvalidKeyld

ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkStateNotSupport

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

The CMK is being used by a Tencent Cloud product.
Internal error.

Invalid parameter.

Invalid KeyId .

The CMK does not exist.

This operation cannot be performed under the current
CMK status.

The service is temporarily unavailable.
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GetRegions

Last updated : 2025-05-14 15:40:27

1. API Description

Key Management Service

Domain name for API request: kms.intl.tencentcloudapi.com.

This API is used to return all regions support KMS service.

A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer

Tryit

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t

arameter Required Type
Name
Action Yes String
Version Yes String
Region Yes String

3. Output Parameters

Description

Common Params. The value used for this API: GetRegions.
Common Params. The value used for this API: 2019-01-18.

Common Params. For more information, please see the list of regions
supported by the product.

Parameter -
Type Description

Name
Array

Regions of Available region list.
String
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Requestld String The unique request ID, generated by the server, will be returned for every request (if the
request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Querying the list of supported regions

Input Example

https://kms.intl.tencentcloudapi.com/?Action=GetRegions
&<Common request parameters>

Output Example

{

"Response": {

"Regions": [

"ap—-hongkong",

"ap—-guangzhou"

I

"RequestId": "1b580852-1e38-11e9-b129-5cb9019b4b00"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

e Tencent Cloud SDK 3.0 for C++
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.
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@ Tencent Cloud Key Management Service

CancelKeyArchive

Last updated : 2025-04-23 14:30:20

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This API is used to unarchive keys. If a key is unarchived, its status willbe Enabled .
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter .
@ Required Type Description
Name
Action Yes String Common Params. The value used for this API: CancelKeyArchive.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String Unique CMK ID

3. Output Parameters

Parameter

Type Description
Name

Requestld String The unique request ID, generated by the server, will be returned for every request (if the
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request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Unarchiving keys

Input Example

https://kms.intl.tencentcloudapi.com/?Action=CancelKeyArchive
§KeyId=23e80852-1e38-11e9-b129-5cb9019b4b01
&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "1b580852-1e38-11€9-b129-5cb9019b4b0Q"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

« Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0
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6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

InternalError

InvalidParameter
InvalidParameterValue.lnvalidKeyld

ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkStateNotSupport

UnauthorizedOperation
UnsupportedOperation.NotUserCreatedCmk

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Internal error.

Invalid parameter.
Invalid KeyId .

The CMK does not exist.

This operation cannot be performed under the current
CMK status.

Unauthorized operation.
You can only update the CMKs created by you.

The service is temporarily unavailable.
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ArchiveKey

Last updated : 2025-04-23 14:29:54

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This API is used to archive keys.The archived keys can only be used for decryption but not encryption.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter , L
Required Type Description
Name
Action Yes String Common Params. The value used for this API: ArchiveKey.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String Unique CMK ID

3. Output Parameters

Parameter

Type Description
Name

Requestld String The unique request ID, generated by the server, will be returned for every request (if the
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request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Archiving keys

Input Example

https://kms.intl.tencentcloudapi.com/?Action=ArchiveKey
§KeyId=23e80852-1e38-11e9-b129-5cb9019b4b01
&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "1b580852-1e38-11€9-b129-5cb9019b4b0Q"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0
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6. Error Code

Key Management Service

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.
Error Code
FailedOperation.CmkUsedByCloudProduct
InternalError
InvalidParameter
InvalidParameterValue.lnvalidKeyld

ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkStateNotSupport

UnauthorizedOperation
UnsupportedOperation.NotUserCreatedCmk

UnsupportedOperation.ServiceTemporaryUnavailable

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

The CMK is being used by a Tencent Cloud product.
Internal error.

Invalid parameter.

Invalid KeyId .

The CMK does not exist.

This operation cannot be performed under the current
CMK status.

Unauthorized operation.
You can only update the CMKs created by you.

The service is temporarily unavailable.
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PostQuantumCryptoEncrypt

Last updated : 2025-05-14 15:40:24

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This API is used to encrypt using PQC. It supports up to 4 KB of data. It is applicable for encryption of database

passwords, RSA keys, or other sensitive information. You can also apply DataKey generated by API

GenerateDataKey toencryptor decrypt your local data.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t
arameter Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String
PostQuantumCryptoEncrypt.
Version Yes String Common Params. The value used for this API: 2019-01-18.
) ) Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
) Globally unique ID of the CMK generated by calling the CreateKey
Keyld Yes String
API
E lai . This fiel B 4- .Th
PlainText Yes String ncrypted plaintext data. This field must be Base64-encoded. The

maximum size of the original data is 4 KB.
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3. Output Parameters

Parameter

Type Description
Name

Key Management Service

Base64-encoded ciphertext after encryption. This field contains the information of
CiphertextBlob String ciphertext and keys. It is not the result of encrypting the plaintext. To get the
plaintext, you need to pass in this field to the PostQuantumCryptoDecrypt API.

Keyld String Globally unique ID of the CMK used for encryption

The unique request ID, generated by the server, will be returned for every request
Requestld String (if the request fails to reach the server for other reasons, the request will not obtain

a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Encrypting Data with a Post-Quantum Cryptography Algorithm Key

This example shows you how to encrypt data using a PQC key.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: PostQuantumCryptoEncrypt

<Common request parameters>

{

"KeyId": "23e80852-1e38-11e9-b129-5cb9019b4b01",

"PlainText": "dGVzdAo="
s

Output Example

{

"Response": {

"CiphertextBlob": "ZHNhZHNpbzEyMW5uazlgb2lgMm* ****xx*x*x**TTxpbWExcwo="",

"KeyId": "23e80852-1e38-11e9-b129-5cb9019%b4b01",
"RequestId": "403150d4-1736-4e61-9259-d70bb7799620"

}
}

©2013-2025 Tencent Cloud International Pte. Ltd.
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5. Developer Resources

SDK

Key Management Service

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

InternalError

InvalidParameter
InvalidParameterValue.InvalidKeyld
InvalidParameterValue.InvalidPlaintext
ResourceUnavailable.CmkArchived
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound

UnauthorizedOperation

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Internal error.

Invalid parameter.

Invalid KeyId .

Invalid Plaintext .

The CMK has been archived.
The CMK has been disabled.
The CMK does not exist.

Unauthorized operation.
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PostQuantumCryptoDecrypt

Last updated : 2025-05-14 15:40:25

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This API is used to decrypt ciphertext using post-quantum cryptography (PQC) algorithm, and return the plaintext.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. . Common Params. The value used for this API:
Action Yes String
PostQuantumCryptoDecrypt.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. ) Common Params. For more information, please see the list of
Region Yes String ,
regions supported by the product.
CiphertextBlob Yes String The ciphertext data to be decrypted.

PEM-encoded public key (2048-bit RSA/SM2 key), which can
EncryptionPublicKey No String be used to encryptthe Plaintext returned. If this field is
left empty, the Plaintext will not be encrypted.

EncryptionAlgorithm No String Asymmetric encryption algorithm. It is used in combination with
EncryptionPublicKey toencryptthe returned data.
Values: smM2 (Return the ciphertext in the format of
"C1C3C2"), sm2_c1c3c2_AsN1 (Return the ciphertext in
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the format of "C1C3C2 ASN1"), RSAES_PKCS1_V1_5 ,
RSAES_OAEP_SHA_1 , RSAES_OAEP_SHA_256 .t
defaults to sm2 if it's not specified.

3. Output Parameters

B t -
arameter Type Description
Name
Keyld String Globally unique CMK ID

If EncryptionPublicKey is left empty, a Base64-encoded ciphertext will be
returned. To get the plaintext, you need to decode the ciphertext first.
If EncryptionPublicKey is passed in, this field contains the Base64-encoded
PlainText String ciphertext after asymmetric encryption by using the public key in
EncryptionPublicKey To getthe plaintext, you need to first decode the Base64
format, and then decrypwith the private key corresponding with the public key. The
private key is uploaded by the user.

The unique request ID, generated by the server, will be returned for every request (if the
Requestld String request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Decrypting with Post-Quantum Cryptography Algorithm

This example shows you how to decrypt using PQC.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: PostQuantumCryptoDecrypt

<Common request parameters>

{

"CiphertextBlob": "Ade234dasdeEWdGVzdCUyMHBsYW1JJ1IHL",
"EncryptionPublicKey": "-————- BEGIN PUBLIC KEY-———-— MFkWEWYHKOZIz30CAQYI******Vi{hj
H2dhziiH/NWCkk3FjIhjIwgjmnWhmUTg== ————- END PUBLIC KEY-——-- 2
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"EncryptionAlgorithm": "sSM2"
}

Output Example

{

"Response": {

"KeyId": "23e80852-1e38-11e9-b129-5cb9019b4b01",
"PlainText": "dGVzdCUyMHBsYWluJTIwdGV4dA==",
"RequestId": "cc8f9b3c-620d-4a25-9fb5-decd94357bd8"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

o Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

FailedOperation.EncryptionError Encryption failed.
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InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue.InvalidCiphertext Incorrect ciphertext format
ResourceUnavailable.CmkDisabled The CMK has been disabled.
ResourceUnavailable.CmkNotFound The CMK does not exist.
UnauthorizedOperation Unauthorized operation.
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Asymmetric Key APls
GetPublicKey

Last updated : 2025-04-23 14:30:24

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This API is used to get the public key of an asymmetric KMS key (which must be enabled). With the public key, you

can encrypt messages and verify signatures.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter .
ara Required Type Description
Name
Action Yes String Common Params. The value used for this API: GetPublicKey.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String Unigue CMK ID.

3. Output Parameters

Parameter Type Description
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Name
Keyld String Unigue CMK ID.
PublicKey String Base64-encoded public key content.

PublicKeyPem String Public key content in PEM format.

The unique request ID, generated by the server, will be returned for every request
Requestld String (if the request fails to reach the server for other reasons, the request will not obtain
a Requestld). Requestld is required for locating a problem.

4. Example
Example1 Getting the public key of an asymmetric key
Input Example

https://kms.intl.tencentcloudapi.com/?Action=GetPublicKey
&§KeyId=554ef4b3-3071-11ea-a86a-5254006d0810

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "8918bd5b-e189-4e2d-b718-01c9f99%acd45",

"KeyId": "554ef4b3-3071-11ea-a86a-5254006d40810",

"PublicKey": "MIIBIjANBgkqhkiG9wOBAQEFAAOCAQS8AMIIBCGKCAQEAZOOTVMh28VCjOE5DM1BM8a2

9qIjgipYByb7WE/GyTRLUiIGDUQ44VIMS£NI9nVeIf2D+4pIiU0s4LUYNLxkGCcFKUVIWkz3nubUzbNdSHRb
NjKhbFyyRGT6YYxXxgqMEfvCmNXMA3OES6EmvsWUIVWVXRPOFTaODCx8bRA+R60+Aho9GaRfwLKHt 1X7doch
dDs9SWC61iybRISgpLEh4tvzcS1BemEuyx5U/X/BoL+sVnSsC/XT8J9w0EVIVHZaBW70hIbBOolhzWTF8T
PL/7ncZZUbt fP4SrAkvKgoEIEfRhv5vhS5LfSx1S22QzIShrT6JYghS5IgDIHTACcPiYmTsk/1mM2wIDAQA
B",

"PublicKeyPem": "—-———- BEGIN PUBLIC KEY—-———-— \nTU1JQk1gQU5CZ2txaGtpRz13MEJBUUVGQUFP
QOFROEFNSU1CQ2dLQOFRRUF 6ME9U\NVk10oMThWQ2pPRTVETWXxCTThhMnFJamdpcF1CeWI3VOUVR31UUkx
VaUlHRFVXNDRW\NSUO1Zk5JOWSWZUImMkQrNHBJaVUwczRMVV1UuTHhrR2NGS1VWV2t 6M251Y1V6Yk5k\n
UO0hSYk59gS2hiRn15UkdUN11ZeHFNZnZDbUSYTUEZTOUINKVEANNXVT1IWA1ZYcVIQ\nTO0ZUYU9EQ3g4Y1lJd
kK1I2TytBaG85R2FSZndMS0h0bFg3Z2G9jaGREcz1TVOM2aX1i\nUk1TZ3BMRWgOdHZ6Y1INSQmVtRXV5eD
VVL1gvQmIMK3NWb1INzQy9YVDhKOXcwRXZK\nVkhaYUJXNO90SWICT29saHpXVEY4VHBMLzduY1paVWJ0Z
1AQ0U3JBa3ZLz29FSUVM\nUmh2NXZoNUxmU3hpUzJ6UXpJU2hyVDZKWXFoNUINRE1IVGRDY1BpWW1Uc2sv
bGIN\nMndJREFRQUI=\n————— END PUBLIC KEY-———- \n"

}

}
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5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidKeyld Invalid KeyId .
ResourceUnavailable.CmkNotFound The CMK does not exist.

This operation cannot be performed under the current CMK

ResourceUnavailable.CmkStateNotSupport
status.

UnauthorizedOperation Unauthorized operation.
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AsymmetricSm2Decrypt

Last updated : 2025-05-14 15:40:34

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This API is used to decrypt data with the specified private key that is encrypted with SM2 asymmetric cryptographic
algorithm. The ciphertext must be encrypted with the corresponding public key. The asymmetric key must be in

Enabled state for decryption. The length of the ciphertext passed in cannot exceed 256 bytes.
A maximum of 200 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P eter )
aram Required Type Description
Name
Action Yes String Common Params. The value used for this API: AsymmetricSm2Decrypt.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String Unique CMK ID

Specifies that the ciphertext encrypted with PublicKey is Base64
Ciphertext Yes String encoded. the original ciphertext format needs to be C1C3C2_ASNT1. the
length of the original ciphertext cannot exceed 256 bytes.
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3. Output Parameters

Parameter .
Type Description
Name
Keyld String Unique CMK ID
Plaintext String Base64-encoded plaintext after decryption

The unique request ID, generated by the server, will be returned for every request (if the
Requestld String request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Asymmetric Key Sm2 Decryption

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: AsymmetricSm2Decrypt

<Common request parameters>

{

"KeyId": "fcel015e-9735-11ef-be86-6abd61583d2d",

"Ciphertext": "MGOCICuRefogE7gbbpsZNYg+9d909cZ17nFuYFHiDhOgz8GAAIiEA4lgmt 3nGgpbulqg
hbWsStkexXA2cAl2nVWIigruFPSWKKkEIG6JwYe Jm9gEr 7CPOOhbirsGhga3wW7J6C7kwdmf 6VebRBATH1 02
G"

}

Output Example

{

"Response": {
"KeyId": "fcel015e-9735-11ef-be86-6abd61583d24d",
"Plaintext": "dGVzdA==",

"RequestId": "e2e0945e-7e90-421a-bfc8-64999d789283"
}
}
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5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
FailedOperation.DecryptError Decryption failed.

InternalError Internal error.

InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidKeyld Invalid KeyId .
InvalidParameterValue.lnvalidkeyUsage Incorrect KeyUsage parameter.
ResourceUnavailable.CmkNotFound The CMK does not exist.

This operation cannot be performed under

ResourceUnavailable.CmkStateNotSupport
the current CMK status.

UnauthorizedOperation Unauthorized operation.

UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion The encryption method is not supported in
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the current region.
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AsymmetricRsaDecrypt

Last updated : 2025-05-14 15:40:34

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This API is used to decrypt data with the specified private key that is encrypted with RSA asymmetric cryptographic
algorithm. The ciphertext must be encrypted with the corresponding public key. The asymmetric key must be in

Enabled state for decryption.
A maximum of 200 requests can be initiated per second for this API.

We recommend you to use AP| Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter .
Required Type Description
Name
Action Yes String Common Params. The value used for this API: AsymmetricRsaDecrypt.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Keyld Yes String Unique CMK ID
Ciphertext Yes String Base64-encoded ciphertext encrypted with PublicKey

Corresponding algorithm when a public key is used for encryption. Valid
Algorithm Yes String values: RSAES PKCS1_V1 5, RSAES OAEP_ SHA 1,
RSAES_OAEP_SHA_256
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3. Output Parameters

Parameter -
Type Description
Name
Keyld String Unique CMK ID
Plaintext String Base64-encoded plaintext after decryption

Key Management Service

The unique request ID, generated by the server, will be returned for every request (if the
Requestld String request fails to reach the server for other reasons, the request will not obtain a

Requestld). Requestld is required for locating a problem.

4. Example

Example1 Asymmetric Key RSA Decryption

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: AsymmetricRsaDecrypt

<Common request parameters>

{
"KeyId": "edf72al11-69d0-11ef-9841-52540089%bc41",

"Ciphertext": "vlnJ/RrQEOmXiHGoya/xpKQJHkd5ImvdXug306BreYL60Kb8ucgQleurf5mX/mKZDS
TGr8FDVK8b4HOop ] 7xuDQIzegObtvK2VGbXSaihI/fNDkmoWcgBF/V91lscYJtrkwoISnvgsxcl INeAp+H
2A6E3vTiDpQK50Vhb30TG39FoYEVELRNfef+iukiRigOL7VGSPmx1nThi 6Cd4XGBFzBOtvtmP2SnZhZuzr
vJ+JnHVAZ2bTuYP8M40JYkk 5SmuuACWXLGLQj5sh2FqIpbzT4dnti4f0OD4ieHnf/gCw/9yyiWUED670elFK

aBJEWGO3PT7bGtH4Sxx8SKx2BCBsR95sA==",
"Algorithm": "RSAES_OAEP_SHA_256"
s

Output Example

{

"Response": {

"KeyId": "edf72al11-69d0-11ef-9841-52540089bc41",
"Plaintext": "dGVzdAo=",

"RequestId": "8e7c44ba-917c-4e85-a626-a07806e9b7c9"
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5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
FailedOperation.DecryptError Decryption failed.

InternalError Internal error.

InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidKeyld Invalid XKeyId .
InvalidParameterValue.lnvalidKeyUsage Incorrect KeyUsage parameter.
ResourceUnavailable.CmkNotFound The CMK does not exist.

ResourceUnavailable.CmkStateNotSupport This operation cannot be performed under the current CMK
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status.

UnauthorizedOperation Unauthorized operation.
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VerifyByAsymmetricKey

Last updated : 2025-05-14 15:40:32

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This APl is used to verify a signature with an asymmetric key.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t I
arameter Required Type Description
Name
, ) Common Params. The value used for this API:
Action Yes String , )
VerifyByAsymmetricKey.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of
Region Yes String ,
regions supported by the product.
Keyld Yes String Unique ID of a key
SignatureValue Yes String Signature value, which is generated by calling the KMS signature

API.

Full message or message abstract. Before Base64 encoding, an
Message Yes String original message can contain up to 4,096 bytes while a message
abstract must be 32 bytes.

Algorithm Yes String Signature algorithm. The valid values include sM2Dsa
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ECC_P256_R1 , RSA_PSS_SHA_ 256 ,and
RSA_PKCS1_SHA_256 ,etc. You can get a full list of supported
algorithms using the ListAlgorithms API.

Message type. Valid values: RaW (indicating an original message;

MessageType No String , . .
used by default if the parameter is not passed in) and DIGEST .

3. Output Parameters

Parameter -
Type Description
Name
Whether the signature is valid. true :the signature is valid; false :the

SignatureValid Boolean , o ,
signature is invalid.

The unique request ID, generated by the server, will be returned for every request
Requestld String (if the request fails to reach the server for other reasons, the request will not
obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Use Asymmetric Key for Signature Verification

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: VerifyByAsymmetricKey

<Common request parameters>

{
"KeyId": "d79e97e5-69dl1-11lef-bc87-02ac442a5alf",

"SignatureValue": "MEUCIQDuUNwSPZuSVI6IPX2xxdcebohrm9Rt 8KBgpMr6yogDbdgIgVygC0iOs90
Vb/ frwglpg+43QXMMRNFKmBA5VNpS4A/o=",

"Message": "dGVzdAo=",

"MessageType": "RAW",

"Algorithm": "SM2DSA"

}

Output Example
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{

"Response": {
"RequestId": "020b75ba-22£8-4f53-abl6-46ae5120711a",
"SignatureValid": true

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.InvalidKeyld Invalid KeyId .
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ResourceUnavailable.CmkNotFound The CMK does not exist.

This operation cannot be performed under the current CMK

ResourceUnavailable.CmkStateNotSupport
status.
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SignByAsymmetricKey

Last updated : 2025-05-14 15:40:32

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.

This API is used to generate a signature with an asymmetric key.

Note that only when KeyUsage is ASYMMETRIC_SIGN_VERIFY_S${ALGORITHM} (e.g.,

ASYMMETRIC_SIGN_VERIFY_SM2 and ASYMMETRIC_SIGN_VERIFY_ECC ), the key can be used for signing.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. , Common Params. The value used for this API:

Action Yes String ) )
SignByAsymmetricKey.

Version Yes String Common Params. The value used for this API: 2019-01-18.

) , Common Params. For more information, please see the list of regions

Region Yes String
supported by the product.
Signature algorithm. The valid values include sM2Dsa

, , ECC_P256_R1 , RSA_PSS_SHA_256 ,and
Algorithm Yes String ,
RSA_PKCS1_SHA_256 , etc. You can get a full list of supported

algorithms using the ListAlgorithms API.

Message Yes String Full message or message abstract. Before Base64 encoding, an

original message can contain up to 4,096 bytes while a message
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abstract must be 32 bytes.

Keyld Yes String Unique ID of a key

Message type. Valid values: Raw (indicating an original message;

MessageType No Strin
gelyp 9 used by default if the parameter is not passed in) and DIGEST .

3. Output Parameters

Parameter

Type Description
Name

Signature String Base64-encoded signature

The unique request ID, generated by the server, will be returned for every request (if the
Requestld String request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Asymmetric Key Signature

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: SignByAsymmetricKey

<Common request parameters>

{
"Algorithm": "SM2DSA",
"Message": "dGVzdAo=",

"KeyId": "d79e97e5-69d1-11lef-bc87-02ac442a5alf",
"MessageType": "RAW"
}

Output Example

{

"Response": {

©2013-2025 Tencent Cloud International Pte. Ltd. Page 196 of 217



@ Tencent Cloud Key Management Service

"RequestId": "f60b4087-ab02-4c5b-bf50-956e591ccbcd",

"Signature": "MEYCIQDFunV6ujrE9k4IMOEeH4J0uwENYSf1JH2DI01glFWKkwIhAMiv6S2s3VsLtM
F/+4rDEiF3IyE3zfRGq5B+k 7ThHEGoQ"

s

I3

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

AuthFailure CAM signature/authentication error

InternalError Internal error.

InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidKeyld Invalid KeyId .

MissingParameter Missing parameters. Please check and try again.
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ResourceUnavailable.CmkNotFound The CMK does not exist.

This operation cannot be performed under the current CMK

ResourceUnavailable.CmkStateNotSupport
status.
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PostQuantumCryptoVerify

Last updated : 2025-05-14 15:40:33

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This API is used to verify a signature using PQC.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P
arameter Required Type Description
Name
, ) Common Params. The value used for this API:
Action Yes String ,
PostQuantumCryptoVerify.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of
Region Yes String ,
regions supported by the product.
Keyld Yes String Unique ID of a key
_ _ Signature value, which is generated by calling the
SignatureValue Yes String :
PostQuantumCryptoSign APIL
Original message text before Base64 encoding. It cannot exceed
Message Yes String 9 getex g X

4096 bytes.
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3. Output Parameters

Parameter

Type Description
Name

Verify whether the signature is valid. true :The signatureis valid. false :

SignatureValid Boolean ) o )
The signature is invalid.

The unique request ID, generated by the server, will be returned for every request
Requestld String (if the request fails to reach the server for other reasons, the request will not
obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 PQC Signature Verification

PQC Signature Verification

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: PostQuantumCryptoVerify

<Common request parameters>

{

"KeyId": "b2b90f78-df57-11ed-979b-525400cf6ac4",

"SignatureValue": "wb8uS5CM+MnlZz2t1DCxwT80mhslNZ8rMGCDC781JJe8FA6eZKmxcIMSMVGh6TgF
U53gq0adc7f00jR4DT14PplMcrr6aFywlbVErnakF8G8g6iBVGNZ520+b8H+kFuySy6xWMcEUTKnaZREF1MU
566d0TgLX1gntR6410P0X9UuzHVPMARYKorg5IDPg3x5aWOtRIsyDBG7Pa6X7+X0dEL+uWbz jP4bOC1m+
Q/f13KPdchbICxEuDvidblqdR4gBZ4uy5bG7JE1k0z+NpKcpxiaFz4RaHJO8064FFyD2F3A6rrKY5jkudl
13kXbklY1WI3KKGGNJII9sEagSQjETeLgwPaQECQBByYyPyzD+fYes9tvUbttQuzl8frl2bnmlCvFzpeigl?
nzznxByFSYGBefNjnuzzTX26zUhy54I+sNijYzJIyur/nKXXnX61tcOLYBDke06bjPaPW73HryD1WesWgr
L4m0kKoyIy8TdGDVbI5sGNmSOvOBvcecMQ7b/jD2DWoVh7dGWIcLiroI TUFUQLVKp710GEKXKwTpeH1PFw
FVTSz+F5zXA1lTpvcF9h3Ao4e/ fpB+zwR1Z1KQQ3TAeCIXdnE3Qqos83Xd804kQ+Y/17vERwW//OJ6YIEWZ
xkcycTUbqgi/DHIOexppQFMulpPnt 1U32u+NASkgxpyE4EEp62T/rU2kYcn8eoHYCAVMU 6mxoNsHsLZnt 3
DIcxc4VOby/ruSznQ/BPextecELaaKPA2ARN4Tb2aUUft1DYgYW4AM/p3TEJXLO4LPCMIHPPpNP3Gj9stsT
4r1wvkw9ZYYMaR4IdBjJhd0Lod71G5HzMi JC1D5KL4AUGLIPN8b ] £X+22U+gN0sVG91ruOh03/epnsDPvD
zoVt YHgkWX7a3XMhgoNxJxr0/KRFFEH10gn250qwXg/czgEz1EN/obCKvkRHLAzU21iIJujAkUZb4Z0J7G
1Yznd8GGUOt raDgeKDEnAukU4L5PDVM4 jYdrzAF10F 7SNAyePdnNLnWiWp8RJINKkFDoCZS/eBawg3vYa9av
£3++5kwU+BSVBXigqQDmv1VYr1lVTHeX 7POoEYNpSWwNVIWSXVwIrTblI/ekdpainANi+QcWJdjVe+z29J5VDp
uvrcSONzlep2zMItocxZRxr6VIslFQLsS7McN66enolxJfl/yIaRAKP4KxdBI1Dt+P2tH+Mgkl1NhvgCAfwm
0f7LoDFWQ6ecAQ/8Pj9gAlbcO0Tpg9wLvumS5qmVmTxySr0p5zvISNN71ImYKAEUzuT/AyKKPHKT /F61EJd
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5eWG4njUL128bjaENuDBD12BLxAWMBX1iKCrEqCrkGIbKdA/VQ8KTc7PDCHL15/R79XvnuldtEXck fpULcvC
8Krfsutf5edDMOy0VossBpiyzBmfDOiGX4jxYpgbdK17vQ9q/+Ms/ORR5SUA+TTOWI1KzRwfr7sNR1D1c
gg4+4Ma8WxZOKxPHEPWC7azKLZYmuWWYx74gqdnyOyUa2r2KY1x1biPi3Jgk91£GyVXoMVucnW2i0X2rtj
vVT7KZ2MWDBXOkxmDvs 6uWMipPO3X6Co3ab6VWpuzT+5v19gswHIWIEaN+ovmpBYm570ZxZThfkJF£+Tt17Z
AnknO7Q2F7uERQZr8yMM+nOMUNO4 SNubavm75NaL/mlnNpSrr0pa6IT9iMOYw/Q6HYyVMpWEI z5vBOpTKS
IAEd/8coDcvSeN9e/dokzhfSTtzgfEX6m4vGefPLILr2u7BwkyJRgme fCq6MWCxPAOUO89x80ar0PS2tF
5PgwlKI/ypzkVQiehLUCIMbTNQIgMXtdaiGrWIbZ8007BkWkFWzoQ08tbWK7QbhxhNO3bZXkOwkiobFWB
REAO3NzL4vRcXI47BMOdygbTd9KmrOK425hN08rfDeO7PfNWYTajtPtF/alsk1JInnd4dMdHooQDsFJJI5dNT
CY+menl3ukgmujn5WZERJ+WXV/7X3J0tajb3CXbYclnVUMt1ly5/B7KOMCS3+8uC46i2I2UgXbfKM4D38Dm
RscxmGtuaxuSyZE/XEgPcOaFsVEHaUuGmupaoUnxGgSrXp0rR+xmT1YNt 95TPkwQmQOms8R/PmmdXczksr
ERD6e5grFgzouMgjZP/kmbE4SS1tBDAZDSQfg8DCTQcTm)Qd5pu/V1/I12xIy3qUEgLOQE+0z4g4B048DN
Himo+w5W2MbWZAigwCsBwwYIL+xZE1zUlrE7znd2/ua3WzYB+cD/Di0PJ4sD1zcOnlVy2tEM7tIPS90H1
A8NYX6gLGU18egb6BC3GNLr+RR/OKNffuTEBMTac36Dk+Wo+1HD3CgNwtWpzSJUS9pgnvTWkCEG4bieFAl
NrbK9zPnI1PFbAd8ilpFgvIsLGzQpEBS7Z2RsM4bIPcje2BTvdcb9k2sG9Gj7BQ1RCeIS0o7/mSL04eb4d0B
18JugGhN1shAcK5ts/n/Di5Jk9aBCteGwZ rkAwx OWBEXy 9rFFNYug4 1RH345C6gV+LexrZWBEQnSx3jvG
FRB+Krullb3Hfw4dnd+pwZZ10/ER3LrviWMg+wiWhgPBAQCKNnG/Mrc7bl1JGUu2us2W1HViPxXEQhyiViNzJan
Bk47RvACgEAXND8hx+mlrzKwIY¥Zer0aQCtEnvFpgVoHxKbQKXS7XAY3DXI9TF31uCFQegsaXF6IehJAfL4
yoTeJR1/+TNKHUr+D2AMu3VL35H60FbMIVPBiP jFaJpVUXrOH31ACP+YymHmvRBAhbVSXBAFkt JM7my 7
AzuCGRcO2wrSzpJ5vR7Clrzgldg+9Rgt /iwrESFwt LBRVWICgDozIAfeAhPLMAYs8GehIHK7n6AXXX3 /R
LRI9RZ30j4EQt5FYCVKkUIBf9ig6sl 7THYy++MLHOWSW+N5avdVxavV4aJtwIPyYzOTzRWfnelL.Yt /r+2/9MYRT
JSPPt4TEtvc+q7/md4eC8750s2aZlvHnxahPeodf YMMht RFQONUEYJ2Xei1+CORbMuP03PyWbApjeDf9C27Ku
ONNZX81pPltVQYuoIS8nGJIJRPksPROXOCD58BP4/FT4VIWZ365qnIAOrNOp9HTjjFhOlwAIeUYfLc0gZAMR
QWOy3ye/110hSx27Vp4L1lnXZsIuR2Y34379T0arKUiCZW75myDvL5i1Ugq3z4RDUvsCGOWESBmVZz1zJtGCO
Pp4iu2HByZkI8GsDsGQ/GiSJIqRzDZdQzgSIHX8t /gCp3ZZZpBbD7YWCKLEYt123h0y+y8sShKhJkGlhiJ
HpYCMFP5x0EnSRkuujoAmLI4pzyVhRgGXKgCagwb6p+OWX1rVsweGPyLvVQzjgQsylAe5EmbOnzaIKY1lnd
v8PNYqSN8BbtmX6m0 jqrUNKFJIJdpm8 YWMt wFn+HJwV7ONMzcG8R5PygBOCGMXPNZbiSrr/00dI8qgInyrUb
FnFO0j76mBkudftUKrMVm+gdvTWSfUCPkDkY/JRfNsxk6BJ44y78RXAR8QswxhW6cbP6S9Tuz2hHT29wKE
1gK0UanoUACtzQevICVE8YCaPI6yLKT/JopiJI6ubIlzxOhzttsRO1t+X1XXRNONCGYWA+6IpIrp8WK+WJ
B91TWDeOWsKtzzbNzmZkkwB6ubvEsbJs2phv3fZjHa7njzEv7Lb+7QqbRPyEZTw6Hfpjr+zH2PDKiDXO0j
2PiogYgMB41lrmanZunP0bHY2Q70N0IEYe5ZHKaHoaJHveL45drtOAMRDI /HO1zKyCrgrdWZKjmjaLLcx7
qIk4N/CzAdxPiNkYVunOpkZXXuVZ1lF9axy7RojOzmcAXquYpBvTdxuxi400KGNQogBh/7HInYQPYHb+k8
TMv5CTVgj1Xgyu/ujvO0BUePUbXMA1xxgNK8WfBYLzY1OH9k3BzMrhwditgtalBUNplpR62w5xxFNN7pn8
GQVD/RQW5PIxDud4X1FyR3Yx40d9tuvLIbUSGDCmsHMcNg60A2S/NztiG6gjFKmMF9VAZ5KsiRL8s+HZwMK
bAINDBMJIAK jIpeMOwvMk rilgew 6UFmMRHSvxLG14hMRe0Y3Ny1SfdPRLMMYppM+UpDtemx30d7Cre0ikz0V
U073 /8EQiY3gqzQOBlrPKOk1JKKvOME+5L5EB /bVtm7Hv3SUz1jugRETc3jUW5CONiL26tnHZ9IsCrkKiD
Tb+7kov+0ycx112089zjxKaixW+fwFKIMEAI1xBBHpPROb+KeudypL8hDZ4wMDHYuHhHiELixMaEJYABa
a8xZJU0I9WNMmJINt TcNXOQR/1HGLKPRTDGLGcibPtKjF11MjKSIpzq71WrxSJISBI29ZwPnDqJ8yEV1148
HkoiWtCjVG]j7g80oyP4rDNv1osb8U7nNg41UkKzA4gqESzcCl1QoEsUxraVyMjG2e3sv+A7D6Pxs3hTT4W3s
VHWHg+EQuUCPBUNOmYyeH2GYfUCCpEPgoliQVdBngldyn075nv1gKM72unWxWJIWiczrPO/VoVy1WKxGTS1
qiuhxx66+RfbkbX9Im4FuGei6Zhw+Gxa5JwRYKRQt 9vubOVYbxr2W6001068S5G+IMhVUthQ10/WVHZZw1
dPJ5NwkgrOads/xiA0/4dGh0898J627G6sQlpm44s1wIKGc7098FVeFHkRnXdXeAdh+vkm+7kOmogpG5W
3691BAHeIMbVVXmGzipRS1W/S60R1IDOJGXGHUCIN4PnhnzZVBHgP Suas0BOrZvhmLedbej8efn7IXmEy /
swrUY/g9sCjVrTS/aQGUxROQ1IRgjxct3sj08akM5TkEOMEgb3RHTKOMSWKJIABAL18TaxPXwWX6+ZYYIDN

3/NTx0zdaXqgsVeF2LH]jGNZRvvzuod 7uG9Ivp5ERBapdR6We2PdnImko jvilgQmuVxkQ7dM8qjJgqidgnGrD
K1BgM+PKhZcN14dKf4CGRwWQa5KN7h5Rm6TS6DENInVu+hIe2VTSnyS9YxkJ4z2kbPVkzLrmijr/ZN21vw
PFyrZRb/win/S61oBKt f+imWInNnLVKArwymQnbA jbyOtWNdr2KrlfAaeplwlgHvvxglS6KQXJETglkCXp

y/1hJID8rMmsHVF3Z0ozmRVNOYFMETIgREYtKG1+7xW25pmKXXgdZgNz7H301gPTIbOty0K8ZCv8zxtnckEFN
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JE£405gRwWW02/0090C£79nzcl1CKzN1BLsNnQpk1UR3pfinMuYSednc/E1WH81fsisUa8ub7rH85SSD37tG
3Ufe+bIDdSigYdS/mX5GZ9d42m7G3FupviPsVMRvsBuyO0POhplIOW1IJWTGIvrrPlgbnC36uiW72GveRqy
DCG5SUmM9HP30KFAZrAYf8kbz5M0Sn76TI9SX1LUUuHCJWHSUnDsi1i+fL1AHkbouSoKHj8X0YxUrSrkpPLbJd
PREE6OAINAOPWEFttSays7b9IsMWDxgES5VIQx2vsrUfSEX8pTdLxqaMCQTbO6eSgoDL5g8NMw3n/FDW5xRE
BcJIsCxIvXVHAYXoSpEBPgdkS3B1203Y6wARwWsp+VAkrDWgbdk jhdv2xECzVyrPcTEONmp+AyoofZwh7xFE
1n//gzZv22xtQpEbsayAsJIdibma2gF1C+Bc7NwNHCRy3sTB+qb7I61ZTIDF66yXEI3RvJIvoADUjdvBDQY
2mXBENGi2kUbuUtJedEF8Yz/x64f7hnfytz+0puqCUvn2Hp6BZevQldvQySloijUcrdnkL/9JR5VLK/Iv
ksngQ60subI8TSGsJIgO0KIMh9+dIMaUxPxFXTLpcFxy346FrBls6vXTWIPVY2 /NGmDk jboypHDDxWAdL IVm
g2g0g7Ksm6V14/7aMsRZPcJPFjc2dtytgalWbSqYxGGVifPtFk7SpJd8VYtU60T4NH/Mg8Y1YMg7rXngCE
VXdfeodKY/CO5AUOQauF6WZYNn5HWIRSNO1A+uAbRSZVC5ggAiDlegP+BblymgNpbTYoZKD9jiZ1Z JKkrPS
PI9DR/B0e29/NcWp8zsnnpbBRV2x1Ytbz557Y7h8/7gyjd43CZnYxCG3Rr708r76dXIVmgBrb9P8mvOzDg
RZBaY1lwEalKBZLeJhmO9MOMeUkA+6DYwiupbypPwa7INz1hi KLOSOUBcHWLPp 7naOmafrOT9YY6cqgLEMOF
h1lm9vtKDM3VbHZ /EaBp20mxgAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACABVGiEOKY4=",
"Message": "dGVzdAo="

}

Output Example

{

"Response": {

"RequestId": "e9%elOlbf-1bed-43d7-bc27-df198a52eefl",
"SignatureValid": true

}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface
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¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.
InvalidParameter Invalid parameter.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.lnvalidKeyld Invalid KeyId .
ResourceUnavailable.CmkNotFound The CMK does not exist.

This operation cannot be performed under the current CMK

ResourceUnavailable.CmkStateNotSupport
status.
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PostQuantumCryptoSign

Last updated : 2025-05-14 15:40:33

1. API Description

Domain name for API request: kms.intl.tencentcloudapi.com.
This API is used to sign using PQC.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter . .
@ Required Type Description
Name
) , Common Params. The value used for this API:
Action Yes String ,
PostQuantumCryptoSign.
Version Yes String Common Params. The value used for this API: 2019-01-18.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Original message text before Base64 encoding. It cannot exceed 4096
Message Yes String 9 g g
bytes.
Keyld Yes String Unique ID of a key

3. Output Parameters
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Parameter Type Description
Name

Base64-encoded signature You can use PostQuantumCryptoVerify to verify the

Signature String _
signature value.

The unique request ID, generated by the server, will be returned for every request (if the
Requestld String request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 PQC Signature

Generate a signature using PQC.

Input Example

POST / HTTP/1.1

Host: kms.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: PostQuantumCryptoSign

<Common request parameters>

{
"Message": "dGVzdAo=",
"KeyId": "b2b90f78-df57-11ed-979b-525400cf6acs"

}

Output Example

{

"Response": {
"RequestId": "5a3e2a73-73c3-480c-9e32-36a263803eec",
"Signature": "wb8ubCM+MnlZ2t1DCxwT80mhslNZ8rMGCDC781JJe8FA6eZKmxcIMOMVGh6TgFU53g0

adc7f00jR4DT14PplMcrr6aFywlbVErnaF8G8g6iBVGNZ520+b8H+kFuySy 6xWMcEUTKnaZRF1MU566d0
TgLX1gntR6410P0X9UuzHvPMdRYKorg5IDPg3x5aWOtRIsyDBG7Pa6X7+X0dEL1+ulWbz jP4b0OCIm+Q/£13
KPdcbICxEuDvidblgdR4gBZ4uy5bG7JE1k0z+NpKcpxiaFz4RaHJO8064FFyD2F3A6rrKY5jkudI13kXb
k1Y1IWO93KKGGNnJII9sEagSQjETeLgwPaQECQOBByPyzD+fYes9tvUbttQuzl8frl2bnmlCvFzpeigl7nzznx
ByFSYGBefNjnuzzTX26zUhy54I+sNijYzJyur/nKXXnX61ltcOLYBDke06bjPaPW73HryD1WesWgrL4mOk
KoyIy8TdGDVbI5sGNmSOvOBvccMQ7b/ JD2DWoVh7dGWIcLiroITUfUQLVKp710GEkXKwTpeH1PFWEVTSz
+F52zXA1TpvcF9h3Ao4de/ fpB+zwR1Z1KQQ3TAeCIXdnE3Qqos83Xd804kQ+Y/17vERwW//0J6YIEWzxkcycC
TUbqgi/DHJIOexppQFMulpPnt 1U32u+NASKkgxpyE4EEp62T/rU2kYcn8eoHYCAVMU6b6mxoNsHsLZnt3DIcxc
4VOby/ruSznQ/BPextecELaakKPA2ARN4Tb2aUUft1DYgYW4M/p3TEIJXxLO4LPCMIHPpNPp3Gj9stsT4rlwy

©2013-2025 Tencent Cloud International Pte. Ltd. Page 205 of 217



@ Tencent Cloud Key Management Service

kw9ZYYMaR41dBjJhd0Lod71G5HzMi1JC1D5KLAUGLIPpN8bjfX+22U+gN0sVG91ruOh0O3/epnsDPvDzoVtY
HgkWX7a3XMhgoNxJxr0/KRFFEH10gn250qwXg/czgEz1EN/obCKvkRHLAzU21iIJujAkUZb4Z0J7G1lYznd
8GGUOtraDgeKDENAukU4L5PDVM4 jYdrzAF 10F 7SNAyePdnNLnWWp8RJINKFDoCZS/eBawg3vYa9avt3++5
kwU+BSVBX1igQDmv1VYr1VTHeX7PoEYNPpSWNVIWSXVwIrTblI/ek4painANi+QcWIdjVe+z29J5VDpuvrcs
ONzlep2zMItocxZRxr6VIslFQLs7McN66enolxJfl/yIaAKP4AKxdB1Dt+P2tH+Mgkl1NhvgCAfwmOf7Lo
DFWQ6ecAQ/8Pj9gAlbc0Tpg9wLvumS5gmVmTxySr0p5zvI5NN7ImYKAEUzuT /AyKKPHKT /F6iEJd5eWG4
njUL128bjaENuDBD12BLxAWMBXiKCrEqQCrkGIbKd/VQ8KTc7PDCH15/R79Xvnul4tEXck fpULcvC8Krfs
ut £5edDMOy0VossBpiyzBmfDOiGX4 jxYpg5dK17vQ9q/+Ms/ORR5SUA+TTOWI1KzRwfr7sNR1D1cggd+4
Ma8WxZOKxPHEPWC7azKLZYmuWWYx74qdnyOyUa2r2KY1x1biP1i3Jgk91£GyVXoMVucnW2i0X2rt jvV7KZ
2MWDBXOkxmDvs 6uWMipPO3X6Co3a6VWpuzT+5v19gswHIwIEaN+ovmpBYm570ZxZThfkJF£+Tt1ZAnknO
7Q2F 7TUERQZr 8 yMM+nOMUNO4 SNubavm75NaL/mlnNpSrrO0pa6IT9iMOYw/Q6HYyVMpWE I z5vBOpTKsIAEd/
8coDcvSeN9e/dokzhfSTtzgfEX6m4vGefPL1Lr2u7BwkyJRgme fCq6MWCxPAQOUO89x80ar0PS2tF5Pgwl
KI/ypzkVQiehLUCIMbTNQIgMXtdaiGrWIbZ8007BkWkFWzoQ08tbWK7QbhxhNO3bZXkOwkiobFWBREAO3
NzL4vRcXI47BMOdygbTd9KmrOK425hN08rfDeO7PfNWYIajtPtF/alskl1Inn4MdHooQDsFJJS5ANECY+me
nl3ukgmujn5WZERJ+WXV/7X3J0tajb3CXbYclnVUMt1ly5/B7KOMCS3+8uC4612T2UgXbfKM4D8DmRScxm
GtuaxuSyzE/XEgPcOaFsVEHaUuGmupaoUnxGgSrXpO0rR+xmT1YNt 95IPkwQOmQms8R/PmmdXczksrERD6e
5grFgZouMgjZP/kmbE4SS1tBDAZDSQfg8DCTQcTmjQd5pu/V1/I2xIy3qUfgLOQE+0z4g4B048DNHimo+
WHW2MbWZA1gwCsBwwYIL+xZE1zUlrE7znd2/ua3WzYB+cD/Di0PJ4sD1zcOnlVy2tEM7tIPS90H1A8NYX
6gLGU18eg6BC3GNLr+RR/OKNffuTEBMTac36Dk+W9+1HD3CgNwtWpzSJUS9pgnvTWkCEG4bieFAINrbK9
zPnI1PFbAd8ilpFgvIsLGzQpEBS7ZRsM4bIPcje2BTvdcb9k2sG9Gj7BQIRCeIS0o7mSL04eb4d0B18Jug
GhN1shAcK5ts/n/Di5Jk9aBCteGwZrkAwx 9IWSEXy 9rFFNYuq41RH345C6qV+Lexr ZWBEQnSx3jvGFRB+K
rullb3Hfwidnd+pwzZ10/ER3LrviWMg+wiWhgPBAQCKNG/Mrc7b1JGUu2us2W1lHViPxEQhyiViNzJanBk4 7R
vACgEAXND8hx+mlrzKwIYZer0aQCtEnvEpgVoHxKbQKXS7XAY3DXI9TF31uCFQegsaXF6IehJAfL4yoTed
R1/+TNKHUr+D2AMu3VL35H60FbMJVPBiP jFaJpVUXrOH31ACP+YymHMvRBAhbVSXBAFkt JM7my j7AzuCG
RcO2wrSzpJ5vR7Clrzgldg+9Rgt /iwrES5Fwt LBRVWICgDozIAfeAhPLMAYS8GehIHK7n6AXXX3/RLRIRZ
30j4Egt 5SFYCVKU9Bf9ig6s17HYyy++MLHOWSW+N5avdVxaV4JtwIPyYzOTzRWfneLYt /r+2/9MYRTJISPPt
4TEtvc+g7m4eC8750s2aZzlviHnxahPeodfYMMht REQNUEYJ2Xei1+CORbMuUPO03PyWbApjeDf9C27KuONNZX
81lpPltVQYuoIS8nGJRPksPROX0OCD58BP4/FT4VWZ365gnIAOrNOp9H]JjFhOlwATIeUYfLcOgZAMRQWOyY 3
ye/110hSx27Vp4L1lnXZsIuR2Y34jgT0arKUiCZW75myDvL5iUgq3z4RDUVSCGOWESBmVZz1zJtGCOPp4iu
2HByZkI8GsDsGQ/GiSJIqRzDZAQzgSJIHX8t /gCp3ZZZpBbD7YWCKLEYt123h0y+y8sShKhJkGlhiJHpYCM
FP5x0EnSRkuujoAmLI4pzyVhRgGXKgCagwbop+OWX1rVsweGPyLvVQzjgQsylAe5EmbOnzalKY1ndv8PNY
gSN8BbtmX6m0jqrUNkKkFJIJdpm8 YWMt wEn+HJwV70NMzcG8R5PygBOCgMXPNZbiSrr/00dI8gInyrUbFnF 0]
76mBkudftUKrMVm+gdvTWS fUCPkDkY/JRfNsxk6BJ44y78RXAR8QswxhW6cbP6S9TuZ2hHT29wKEigK0OU
anoUACtzQev9ICVEBYCaPI6yLKT/JopiJI6u6IzxOhzttsRO1It+X1XxXxRNONCGYWA+6IpIrp8WK+WIBO1TW
DeOWsKtzzbNzmZkkwB6uSvEsbJs2phv3fZjHa7/njzEv7Lb+7Q0gbRPyEZTwoHfpjr+zH2PDKiDX0j2Piog
YgMB41lrmanZunPObHY2Q70NOIEYe5ZHKaHoaJHveL45drtOAMRDI /HO1zKyCrgrdWZKjmjaLLecx7qIlk4

N/CzAdxPiNkYVunOpkZXXuVZ1F9axy7RojOzmcAXquYpBvTdxuxi400KGNQogBh/7HInYQPYHb+k8TMv5
CTVgjlXgyu/ujv0BUePUbLXMA1lxxgNKSWEBYLzY10OH9k3BzMrhwditgtaLBUWplpR62w5xxFNN7pn3GQV

D/RQW5PIxDu4X1FyR3Yx40d9tuvLIbUSGDCmsHMcNg60A2S/NztiG6gjFKmMF 9VAZ5KsiRL8s+HZwMKbA 1
NDBMJdAKjJpeMQwvMkriWwgewb6UFmRHsvxLG14hMReO0Y3Ny1lSEfdPRLMMYppM+UpDtemx30d7Cre0ikz0VUO

3/8EQiY3gqZQBlrPKOk1JKKvOMf+5L5EB] /bVtm7Hv3SUz1jugRETc3jUWS5CONiL26tnHZ9JsCrkKjD7b
+7kov+0ycx112089zjxKqixW+fwFKIMEAI1xBBHpPRQb+KeudypL8hDZ4wMDHYuHhHiELixMaEJYABaa8
xZJUO0TI 9WNMmMJINt TcNXOgR/ iHGLKPRTDQLGcibPtKjF11MjKSJpzq7iWrxSJI5BI29ZwPnDqJ8yEV1148Hk
0iWtCjVG])7980yP4rDNv1osb8U7nNg41UkKzA4gESzcClQoEsUxraVyMjG2e3sv+A7D6Pxs3hTT4W3sVH
wHg+EQUCPBUNOmYyeH2GYfUCCPpEPgoliQVdBngldyn075nv1gKM72unWxWIWiczrPO/VoVy1WKxGTS1gi
uhxx66+RfbkbX9Im4FuGei6Z2hw+Gxa5IJwRYKRQt 9vubOVYbxr2W6001068S5G+IMhVUthQ10/WVHZZw1dP
J5NwkgrOads/x1iA0/4dGh0898J627G6sQ1pm44s1wIKGc7098FVeFHkRnXdXeAdh+vkm+7kQmogpG5W36
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91BAHeIMbVVXmGzipRS1W/S60R1IDOJGXGHUCINn4PnhnzZVBHgPSuas0BOrZvhmLcdbej8efn7IXmEy/sw
rUY/g9sCivVrTS/aQGUxROQIRgjxct 3sj08akM5TkEOMEgb3RHTKOMSWKJIABAL 8 IaxPXwWX6+ZYYIbLN3 /N
Tx0zdaXgsVeF2LHJGNZRvvzuo47uG9IvpS5ERBapdR6We2PdnImko jviigOmuVxkQ7dM8gjJdqi4gnGrDK1B
qM+PKhZcN14dKf4CGRwQa5KN7h5Rm6TS6DENINVu+hIe2VTSnyS9YxkJ4z2kbPVkzLrmi jr/ZN21vwPFEy
rZRb/win/S61o0BKt f+imWInLVKArwymQnbA jbyOtWNdr2KrlfAaeplwlgHvvxglS6KQXJETglkCXpy/1h
JD8rMmsHVF3Z0ozmRVNOYFMfTIgREYtKG1+7xW25pmKXXgdZgNz7H301gPTIbOty0K8ZCv8zxtncFNjf40
5gRwW02/0090Cf79nzcl1CKzN1BLsNnQpkl1UR3pfinMuYSednc/E1WH81fsisUa8ub7rH85SSD37tG3Ufe
+bIDdSigYdS/mX5GZ9d42m7G3FupviPsVMRvsBuyOPOhplIOW1JWTGIvrrP1lgbnC36uiW72GveRqyDCG5
SUM9HP30KFAZrAYf8kbz5M0Sn76TI9SX1LUUUHCJWHSUnDsi+fL1AHkbouSoKHj8X0YxUrSrkpPLbJpREE
60A1IN4AOPWFttSays7b9sMWDxgE5VIQx2vsrUfSEX8pTdLxgaMCQTb06eSgoDL5g8NMw3n/FDW5xXRfBcJs
CxIVXVHAYX0SpEBPgdkS3B1203Y6wARwWsp+VAkrDWgbdk jh4v2xECzVyrPcTEONmp+AyoofZwh7xFin//
gZv22xtQpEbsayAsJIdibma2gF1C+Bc7NwNHCRy3sTB+qb7I61ZTJIDF66yXEI3RvIvoADUjdvBDQI2mXB
EnGi2kUbuUtJedEF8Yz/x64f7hnfytz+OpuqCUvn2Hp6BZevQldvQySloijUcrdnkL/9JR5VtK/Ivksng
060subI8TSGsIq0KIMh9+dIMaUxPXFXTLpcFxy346FrBls6vX7WIPVY2/NGmDk jbypHDDXxWAdL IVmg2g0
g7Ksm6V14/7aMsRZPcIPFjc2dtytgalWbSqYxGGVifPtFk7SpJ8VYtU60T4ANH/Mg8Y1YMg7rXngqCEVXdE
€04KY/CO5AUO0auF 6WZYN5SHWIRSNO1A+uAbRSZVC5ggAiDleqP+BblymgNpbTYoZKD951Z1Z jKk rPSP 9D
R/B0e29/NcWp8zsnnpbBRV2x1YtbZz557Y7h8/7gyjd43CZnYxCG3Rr7Q8r76dXIVmngBrb9P8mVOzDgRZB
aY¥1lwEalKBZLeJhmO9MOMeUkA+6DYwiup6bypPwa7INz1hiKLOSOUBcHWLp7naOmafrOT9YY6cgLEmMOFhlm
9vtKDM3VbHZ/EaBp20mxgAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACABVGiEOKY4="

}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code
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The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

AuthFailure CAM signature/authentication error

InternalError Internal error.

InvalidParameter Invalid parameter.
InvalidParameterValue.lnvalidKeyld Invalid KeyId .

MissingParameter Missing parameters. Please check and try again.
ResourceUnavailable.CmkNotFound The CMK does not exist.

This operation cannot be performed under the current CMK

ResourceUnavailable.CmkStateNotSupport
status.
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Data Types

Last updated : 2025-05-14 15:40:35

Algorithminfo

Algorithm name and ID

Used by actions: ListAlgorithms.

Name Type
KeyUsage String
Algorithm String

DeviceFingerprint

Device fingerprint

Key Management Service

Description
Algorithm ID

Algorithm name

Used by actions: DescribeWhiteBoxDeviceFingerprints, OverwriteWhiteBoxDeviceFingerprints.

Name Type Required Description

Fingerprint information collected by device fingerprint collector. Its format
Identity String Yes must be in the following regular expression: *0-9a-f|{8}[-][0-9a-f|{14}[-]
[0-9a-f[{14}[-][0-9a-f]{14}[-][0-9a-f]{16}$

Description String No

ExclusiveHSM

Exclusive edition cluster.

Used by actions: GetServiceStatus.
Name Type
HsmClusterld String
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Description information, such as IP and device name, with a maximum of
1024 bytes.

Description

Dedicated cluster Id.
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HsmClusterName

Key

Returned CMK list information

Used by actions: ListKeys.

Name Type

Keyld String

KeyMetadata

CMK attribute information

String

Description

Globally unique CMK ID.

Used by actions: DescribeKey, DescribeKeys, ListKeyDetail.

Name Type
Keyld String
Alias String
CreateTime Integer
Description String
KeyState String
KeyUsage String
Type Integer
CreatorUin Integer
KeyRotationEnabled Boolean
Owner String

Description

Globally unique CMK ID

Key Management Service

Dedicated cluster name.

Alias that makes a key more recognizable and understandable

Key creation time

CMK description

CMK status. Valid values: Enabled, Disabled, PendingDelete,

Pendinglmport, Archived.

CMK purpose. Valid values: ENCRYPT_DECRYPT ,
ASYMMETRIC_DECRYPT_RSA_2048 ,

ASYMMETRIC_DECRYPT_SM2

’

ASYMMETRIC_SIGN_VERIFY_SM2 ,

ASYMMETRIC_SIGN_VERIFY_RSA_2048 ,and
ASYMMETRIC_SIGN_VERIFY_ECC .

CMK type. 2: FIPS-compliant; 4: SM-CRYPTO

Creator

Whether key rotation is enabled

CMK creator. The value of this parameteris user
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if the CMK is created
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NextRotateTime

DeletionDate
Origin
ValidTo
Resourceld

HsmClusterld

RotateDays

LastRotateTime

Tag

Tag key and tag value

Integer

Integer

String

Integer

String

String

Integer

Integer

Key Management Service

by the user, or the corresponding service name if it is created automatically
by an authorized Tencent Cloud service.

Time of next rotation if key rotation is enabled
The time when scheduled deletion occurs.

CMK key material type. the type created by KMS is TENCENT_KMS. the
user-imported type is EXTERNAL.

Valid when Origin is EXTERNAL. indicates the validity date of the key
material. 0 means no expiration.

Resource ID in the format of creatorUin/S$creatorUin/SkeyId .

HSM cluster ID (valid only for exclusive or managed version KMS service
instances).

Key rotation period (days).

Last disorderly rotation time (Unix timestamp).

Used by actions: CreateKey, CreateWhiteBoxKey.

Name
TagKey

TagValue

TagFilter

Tag filter

Type
String

String

Required Description
Yes Tag key
Yes Tag value

Used by actions: DescribeWhiteBoxKeyDetails, ListKeyDetail.

Name

TagKey

Type

String

Required Description

Yes Tag key
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TagValue Array of String No Tag value

WhiteboxKeylInfo

White-box key information

Used by actions: DescribeWhiteBoxKey, DescribeWhiteBoxKeyDetails.
Name Type Description
Keyld String Globally unique white-box key ID

Unique alias that makes a key more recognizable and understandable.
Alias String This parameter cannot be empty, can contain 1 to 60 letters, digits,
hyphens (-), and underscores (_), and must begin with a letter or digit.

CreatorUin Integer Creator

Description String Key description information

CreateTime Integer Key creation time in Unix timestamp

Status String White-box key status. Valid values: Enabled, Disabled

OwnerUin Integer Creator

Algorithm String Key algorithm type

EncryptKey String Base64-encoded white-box encryption key

DecryptKey String Base64-encoded white-box decryption key

Resourceld String Resource ID in the format of creatorUin/$creatorUin/SkeyId

DeviceFingerprintBind Boolean Specifies whether there is a device fingerprint bound to the current key.
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Error Codes

Last updated : 2024-07-22 16:01:15

Feature Description

If there is an Error field in the response, it means that the API call failed. For example:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your si

gnature is correct."

t
"RequestId": "ed93f3cb-£f35e-473f-b9f3-0d451b8b79c6"

}
}

Code in Error indicates the error code, and Message indicates the specific information of the error.

Error Code List

Common Error Codes

Error Code Description

ActionOffline This API has been deprecated.
AuthFailure.InvalidAuthorization Authorization inthe request header is invalid.
AuthFailure.InvalidSecretld Invalid key (not a TencentCloud API key type).
AuthFailure.MFAFailure MFA failed.

Key does not exist. Check if the key has been
deleted or disabled in the console, and if not, check
if the key is correctly entered. Note that whitespaces
should not exist before or after the key.

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire Signature expired. Timestamp and server time
cannot differ by more than five minutes. Please
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AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunQperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion
RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.|PLimitExceeded

RequestLimitExceeded.UinLimitExceeded
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Key Management Service

ensure your current local time matches the standard
time.

Invalid signature. Signature calculation error. Please
ensure you’ve followed the signature calculation
process described in the Signature API
documentation.

Token error.

The request is not authorized. For more information,
see the CAM documentation.

DryRun Operation. It means that the request would
have succeeded, but the DryRun parameter was
used.

Operation failed.

Internal error.

The API does not exist.

Incorrect parameter.

Invalid parameter value.

The multipart format of the request body is incorrect.
Your IP is in uin IP blacklist.

Your IP is not in uin IP whitelist.

Quota limit exceeded.

A parameter is missing.

The product does not exist.

The API version does not exist.

The number of requests exceeds the frequency limit.
Uin exceeds the frequency limit.

The number of ip requests exceeds the frequency
limit.

The number of uin requests exceeds the frequency
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RequestSizeLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

Service Error Codes
Error Code

AuthFailure
FailedOperation.CmkUsedByCloudProduct

FailedOperation.DecryptError
FailedOperation.EncryptionError

FailedOperation.TaggingError

InvalidParameter.DecryptMaterialError

InvalidParameter.InvalidPendingWindowInDays

InvalidParameterValue.AliasAlreadyExists
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Key Management Service

limit.

The request size exceeds the upper limit.
Resource is in use.

Insufficient resource.

The resource does not exist.

Resource is unavailable.

The response size exceeds the upper limit.
Service is unavailable now.
Unauthorized operation.

Unknown parameter.

Unsupported operation.

HTTP(S) request protocol error; only GET and
POST requests are supported.

API does not support the requested region.

Description
CAM signature/authentication error

The CMK is being used by a Tencent Cloud
product.

Decryption failed.
Encryption failed.
Tagging error.

Decryption of EncryptedKeyMaterial
failed.

The schedule deletion time parameter is
invalid.

The alias already exists.
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InvalidParameterValue.DuplicatedKeyld
InvalidParameterValue.lnvalidAlias
InvalidParameterValue.lnvalidCiphertext
InvalidParameterValue.InvalidHsmClusterld
InvalidParameterValue.lnvalidKeyld
InvalidParameterValue.lnvalidKeyUsage
InvalidParameterValue.lnvalidPlaintext

InvalidParameterValue.lnvalidType
InvalidParameterValue.MaterialNotMatch

InvalidParameterValue.TagKeysDuplicated

InvalidParameterValue.TagsNotExisted

LimitExceeded.CmkLimitExceeded
LimitExceeded.FingerprintsLimitExceeded

LimitExceeded.KeyLimitExceeded

ResourceUnavailable.CloudResourceBindingNotFound

ResourceUnavailable.CmkArchived
ResourceUnavailable.CmkDisabled

ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkNotPendingDelete

ResourceUnavailable.CmkShouldBeDisabled

ResourceUnavailable.CmkStateNotSupport
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Key Management Service

Duplicate KeyId .

Incorrect alias format

Incorrect ciphertext format

Invalid HSM cluster ID.

Invalid KeyId .

Incorrect KeyUsage parameter.
Invalid Plaintext .

Incorrect Type parameter.

The key material is different from the one
previously imported.

Duplicate tag key.
The tag key or tag value does not exist.

The number of CMKSs has reached the upper
limit.

The number of device fingerprints exceeded
the limit.

The number of created keys exceeded the
limit.

The CMK is not bound with the Tencent
Cloud resource

The CMK has been archived.
The CMK has been disabled.
The CMK does not exist.

As the CMK is not scheduled for deletion,
you cannot cancel the schedule deletion.

An enabled CMK cannot be scheduled for
deletion.

This operation cannot be performed under
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ResourceUnavailable.KeyDisabled

ResourceUnavailable.KeyPendingDelete

ResourceUnavailable.NotPurchased

ResourceUnavailable.TokenExpired

UnsupportedOperation.ExternalCmkCanNotRotate

UnsupportedOperation.NotExternalCmk

UnsupportedOperation.NotUserCreatedCmk

UnsupportedOperation.ServiceTemporaryUnavailable

UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion
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Key Management Service

the current CMK status.
The key has been disabled.

The key is not available as it’s pending
deleted.

The white-box key service has not been
activated.

Token has expired.
External CMKs cannot be rotated.

Incorrect CMK type. Only External
CMKs are supported.

You can only update the CMKs created by
you.

The service is temporarily unavailable.

The encryption method is not supported in
the current region.
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