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Copyright Notice
©2013-2025 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or distribute

in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior written consent.

Trademark Notice

2y Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group, including
its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third parties referred to in this

document are owned by their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and services
only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or services are
subject to change. Specific products and services and the standards applicable to them are exclusively provided for in

Tencent Cloud's applicable terms and conditions.
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Server APls
History

Last updated : 2025-06-27 15:03:02

Release 39

Release time: 2025-06-27 15:02:41
Release updates:

Improvement to existing documentation.
Modified data structures:

o Wordltem

o Modified members: DetectedText, Coord

Release 38

Release time: 2025-06-25 11:48:34
Release updates:

Improvement to existing documentation.
New APls:

» RecognizeMexicoVTID

Release 37

Release time: 2025-05-13 14:42:29
Release updates:

Improvement to existing documentation.
Modified APls:

¢ PermitOCR

o New input parameters:CropPortrait
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https://www.tencentcloud.com/document/api/1005/37316#WordItem
https://www.tencentcloud.com/document/api/1005/70545
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@ Tencent Cloud Optical Character Recognition

o New output parameters:Portraitimage, Type

Release 36

Release time: 2025-04-28 16:23:15
Release updates:

Improvement to existing documentation.
New APls:

» RecognizeBrazilRNMOCR

Release 35

Release time: 2025-04-18 15:03:54
Release updates:

Improvement to existing documentation.
New APls:

» RecognizeBrazilRNEOCR

Release 34

Release time: 2025-03-21 14:48:12
Release updates:

Improvement to existing documentation.
New APls:

» RecognizeBrazillDCardOCR

Release 33

Release time: 2025-03-19 19:38:02

Release updates:
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https://www.tencentcloud.com/document/api/1005/69510
https://www.tencentcloud.com/document/api/1005/69308
https://www.tencentcloud.com/document/api/1005/68755

&2 Tencent Cloud

Improvement to existing documentation.
Modified APls:

» RecognizeThaiPinkCard

o New output parameters:WarnCardInfos

Release 32

Release time: 2025-02-27 16:28:55
Release updates:

Improvement to existing documentation.
Modified APlIs:

» RecognizeThaiPinkCard

o New output parameters:ThaiSurName

Release 31

Release time: 2025-02-19 11:58:21
Release updates:

Improvement to existing documentation.
New APls:

» RecognizeBrazilDriverLicenseOCR

Release 30

Release time: 2025-01-21 16:29:34
Release updates:

Improvement to existing documentation.
New APls:

» RecognizeThaiPinkCard
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https://www.tencentcloud.com/document/api/1005/67826
https://www.tencentcloud.com/document/api/1005/67826
https://www.tencentcloud.com/document/api/1005/68136
https://www.tencentcloud.com/document/api/1005/67826

@ Tencent Cloud Optical Character Recognition

Release 29

Release time: 2025-01-17 10:26:07
Release updates:

Improvement to existing documentation.
Modified APls:

* RecognizeThailDCardOCR
o New input parameters:BacklmageBase64, BacklmageUrl

o New output parameters:LaserID

Release 28

Release time: 2025-01-07 11:09:58
Release updates:

Improvement to existing documentation.
New APls:

e SmartStructuralPro

Release 27

Release time: 2024-12-10 20:42:14
Release updates:

Improvement to existing documentation.
Modified APls:

o MLIDCardOCR
o New input parameters:BacklmageBase64, BacklmageUrl

o New output parameters:MyKadNumber

Release 26

Release time: 2024-11-25 16:28:06
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https://www.tencentcloud.com/document/api/1005/55626
https://www.tencentcloud.com/document/api/1005/70567
https://www.tencentcloud.com/document/api/1005/34683

&2 Tencent Cloud

Release updates:
Improvement to existing documentation.
Modified APls:

» RecognizeThailDCardOCR

o New output parameters:AdvancedInfo

Release 25

Release time: 2024-10-29 19:02:20
Release updates:

Improvement to existing documentation.
Modified APls:

» RecognizeMacaolDCardOCR

o New input parameters:BacklmageUrl, BackimageBase64

o New output parameters:ResidentType, WarnCardInfos

Release 24

Release time: 2024-09-26 16:46:37
Release updates:

Improvement to existing documentation.
Modified APls:

» MLIDPassportOCR

o New output parameters:WarnCardInfos

Release 23

Release time: 2024-08-02 15:56:23
Release updates:

Improvement to existing documentation.
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https://www.tencentcloud.com/document/api/1005/55626
https://www.tencentcloud.com/document/api/1005/62724
https://www.tencentcloud.com/document/api/1005/34682

@ Tencent Cloud Optical Character Recognition

New APIs:

* RecognizeMacaolDCardOCR

Release 22

Release time: 2024-06-13 18:18:10
Release updates:

Improvement to existing documentation.
Modified APls:

» RecognizelndonesialDCardOCR

o New output parameters:WarnCardInfos

Release 21

Release time: 2024-06-13 18:17:11
Release updates:

Improvement to existing documentation.
Modified APls:

» RecognizeThailDCardOCR

o New output parameters:EnlssueDate, EnExpirationDate, EnBirthday, Religion, SerialNumber, WarnCardInfos

Release 20

Release time: 2024-06-13 18:13:54
Release updates:

Improvement to existing documentation.
Modified APls:

e MLIDCardOCR
o New output parameters:WarnCardInfos

o Deprecate output parameters: Warn
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https://www.tencentcloud.com/document/api/1005/62724
https://www.tencentcloud.com/document/api/1005/54654
https://www.tencentcloud.com/document/api/1005/55626
https://www.tencentcloud.com/document/api/1005/34683

&2 Tencent Cloud

Release 19

Release time: 2024-06-13 18:05:53
Release updates:

Improvement to existing documentation.
New APls:

» RecognizeSingaporelDCardOCR

Modified APIs:

» HKIDCardOCR

Modified input parameters: DetectFake

[e]

[o]

o

New output parameters:WarnCardInfos

o

Release 18

Release time: 2024-05-16 17:00:17
Release updates:

Improvement to existing documentation.
New APls:

» RecognizeMainlandIDCardOCR

Release 17

Release time: 2024-04-08 16:35:36
Release updates:

Improvement to existing documentation.
Modified APlIs:

» MLIDPassportOCR

o New input parameters:lmageUrl

©2013-2025 Tencent Cloud International Pte. Ltd.
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https://www.tencentcloud.com/document/api/1005/60770
https://www.tencentcloud.com/document/api/1005/37837
https://www.tencentcloud.com/document/api/1005/60420
https://www.tencentcloud.com/document/api/1005/34682
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o Modified input parameters: ImageBase64

o New output parameters:Type, PassportRecognizelnfos

New data structures:

o PassportRecognizelnfos

Release 16

Release time: 2023-06-25 15:59:03
Release updates:

Improvement to existing documentation.
New APls:

» HmtResidentPermitOCR

» IDCardOCR

» LicensePlateOCR

» MainlandPermitOCR

o PermitOCR

» RecognizeGenerallnvoice

» RecognizeTableAccurateOCR
» RecognizeThailDCardOCR

» SealOCR

» VinOCR

New data structures:

« AirTransport

« Buslnvoice

« Flightltem

» GeneralMachineltem
 Invoiceltem

» LicensePlatelnfo

« MachinePrintedInvoice
» Medicallnvoice

» MotorVehicleSalelnvoice
» NonTaxIlncomeBill

o NonTaxltem
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https://www.tencentcloud.com/document/api/1005/37316#PassportRecognizeInfos
https://www.tencentcloud.com/document/api/1005/55630
https://www.tencentcloud.com/document/api/1005/#
https://www.tencentcloud.com/document/api/1005/#
https://www.tencentcloud.com/document/api/1005/55628
https://www.tencentcloud.com/document/api/1005/55627
https://www.tencentcloud.com/document/api/1005/#
https://www.tencentcloud.com/document/api/1005/#
https://www.tencentcloud.com/document/api/1005/55626
https://www.tencentcloud.com/document/api/1005/#
https://www.tencentcloud.com/document/api/1005/55620
https://www.tencentcloud.com/document/api/1005/37316#AirTransport
https://www.tencentcloud.com/document/api/1005/37316#BusInvoice
https://www.tencentcloud.com/document/api/1005/37316#FlightItem
https://www.tencentcloud.com/document/api/1005/37316#GeneralMachineItem
https://www.tencentcloud.com/document/api/1005/37316#InvoiceItem
https://www.tencentcloud.com/document/api/1005/37316#LicensePlateInfo
https://www.tencentcloud.com/document/api/1005/37316#MachinePrintedInvoice
https://www.tencentcloud.com/document/api/1005/37316#MedicalInvoice
https://www.tencentcloud.com/document/api/1005/37316#MotorVehicleSaleInvoice
https://www.tencentcloud.com/document/api/1005/37316#NonTaxIncomeBill
https://www.tencentcloud.com/document/api/1005/37316#NonTaxItem

&2 Tencent Cloud

» Otherlnvoice

» Otherlnvoiceltem

o OtherlnvoiceList

» Quotalnvoice

» Rect

» Seallnfo

« Shippinglnvoice

« Singlelnvoiceltem

» TableCelllnfo

» Tablelnfo

o TaxiTicket

» Tollinvoice

« TrainTicket

» UsedCarPurchaselnvoice
» VatElectroniclnfo

» VatElectroniclteminfo
» Vatlnvoicelnfo

» VatlnvoiceltemInfo

« VatlnvoiceRoll

+ VatRollltem

Release 15

Release time: 2023-05-31 11:02:19
Release updates:

Improvement to existing documentation.
New APls:

» RecognizePhilippinesUMIDOCR

Release 14

Release time: 2023-05-29 10:10:53
Release updates:

Improvement to existing documentation.
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https://www.tencentcloud.com/document/api/1005/37316#OtherInvoice
https://www.tencentcloud.com/document/api/1005/37316#OtherInvoiceItem
https://www.tencentcloud.com/document/api/1005/37316#OtherInvoiceList
https://www.tencentcloud.com/document/api/1005/37316#QuotaInvoice
https://www.tencentcloud.com/document/api/1005/37316#Rect
https://www.tencentcloud.com/document/api/1005/37316#SealInfo
https://www.tencentcloud.com/document/api/1005/37316#ShippingInvoice
https://www.tencentcloud.com/document/api/1005/37316#SingleInvoiceItem
https://www.tencentcloud.com/document/api/1005/37316#TableCellInfo
https://www.tencentcloud.com/document/api/1005/37316#TableInfo
https://www.tencentcloud.com/document/api/1005/37316#TaxiTicket
https://www.tencentcloud.com/document/api/1005/37316#TollInvoice
https://www.tencentcloud.com/document/api/1005/37316#TrainTicket
https://www.tencentcloud.com/document/api/1005/37316#UsedCarPurchaseInvoice
https://www.tencentcloud.com/document/api/1005/37316#VatElectronicInfo
https://www.tencentcloud.com/document/api/1005/37316#VatElectronicItemInfo
https://www.tencentcloud.com/document/api/1005/37316#VatInvoiceInfo
https://www.tencentcloud.com/document/api/1005/37316#VatInvoiceItemInfo
https://www.tencentcloud.com/document/api/1005/37316#VatInvoiceRoll
https://www.tencentcloud.com/document/api/1005/37316#VatRollItem
https://www.tencentcloud.com/document/api/1005/#

&2 Tencent Cloud

New APIs:

» RecognizeKoreanDrivingLicenseOCR
» RecognizeKoreanIDCardOCR

Modified data structures:

* Key

o New members:ConfigName

Release 13

Release time: 2023-05-19 14:59:13
Release updates:

Improvement to existing documentation.
New APls:

e SmartStructuralOCRV?2

New data structures:

» Grouplnfo
» lteminfo
* Key
 Linelnfo
» Polygon
» Value

» Wordltem

Release 12

Release time: 2023-04-23 15:20:02
Release updates:

Improvement to existing documentation.
New APls:

» RecognizelndonesialDCardOCR
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https://www.tencentcloud.com/document/api/1005/#
https://www.tencentcloud.com/document/api/1005/#
https://www.tencentcloud.com/document/api/1005/37316#Key
https://www.tencentcloud.com/document/api/1005/55083
https://www.tencentcloud.com/document/api/1005/37316#GroupInfo
https://www.tencentcloud.com/document/api/1005/37316#ItemInfo
https://www.tencentcloud.com/document/api/1005/37316#Key
https://www.tencentcloud.com/document/api/1005/37316#LineInfo
https://www.tencentcloud.com/document/api/1005/37316#Polygon
https://www.tencentcloud.com/document/api/1005/37316#Value
https://www.tencentcloud.com/document/api/1005/37316#WordItem
https://www.tencentcloud.com/document/api/1005/54654

&2 Tencent Cloud

RecognizePhilippinesDrivingLicenseOCR

RecognizePhilippinesSssIDOCR

RecognizePhilippinesTinIDOCR

RecognizePhilippinesVoteIDOCR

New data structures:

o TextDetectionResult

Release 11

Release time: 2023-03-21 17:20:44
Release updates:

Improvement to existing documentation.
Modified APlIs:

» MLIDPassportOCR

o New output parameters:Surname, GivenName

Release 10

Release time: 2022-08-19 11:15:22
Release updates:

Improvement to existing documentation.
New APls:

e MLIDCardOCR

Release 9

Release time: 2022-08-02 10:32:11
Release updates:
Improvement to existing documentation.

Deleted APIs:

©2013-2025 Tencent Cloud International Pte. Ltd.
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https://www.tencentcloud.com/document/api/1005/#
https://www.tencentcloud.com/document/api/1005/#
https://www.tencentcloud.com/document/api/1005/#
https://www.tencentcloud.com/document/api/1005/#
https://www.tencentcloud.com/document/api/1005/37316#TextDetectionResult
https://www.tencentcloud.com/document/api/1005/34682
https://www.tencentcloud.com/document/api/1005/34683

&2 Tencent Cloud

« MLIDCardOCR

Release 8

Release time: 2022-04-01 10:12:28
Release updates:

Improvement to existing documentation.
Modified APlIs:

» MLIDPassportOCR

o New output parameters:CodeSet, CodeCrc

Release 7

Release time: 2021-11-19 18:46:19
Release updates:

Improvement to existing documentation.
Modified APls:

e GeneralAccurateOCR

o New input parameters:IsPdf, PdfPageNumber

Release 6

Release time: 2021-10-13 16:08:36
Release updates:

Improvement to existing documentation.
Modified APlIs:

e GeneralAccurateOCR

o New input parameters:EnableDetectSplit

Release 5

©2013-2025 Tencent Cloud International Pte. Ltd.
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Release time: 2021-07-07 11:25:32
Release updates:

Improvement to existing documentation.
Modified APls:

» BankCardOCR
o New input parameters:EnableQualityValue
o New output parameters:QualityValue

» GeneralAccurateOCR
o New input parameters:IsWords

» GeneralBasicOCR

o New input parameters:IsWords
New data structures:
e DetectedWordCoordPoint

o DetectedWords

Modified data structures:

¢ TextDetection

o New members:Words, WordCoordPoint

Release 4

Release time: 2021-01-27 15:26:16
Release updates:

Improvement to existing documentation.
Modified APIs:

« BankCardOCR

o New output parameters:CardType, CardName, BorderCutimage, CardNolmage, WarningCode

Release 3

Release time: 2021-01-18 15:18:26
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https://www.tencentcloud.com/document/api/1005/#
https://www.tencentcloud.com/document/api/1005/38268
https://www.tencentcloud.com/document/api/1005/37315
https://www.tencentcloud.com/document/api/1005/37316#DetectedWordCoordPoint
https://www.tencentcloud.com/document/api/1005/37316#DetectedWords
https://www.tencentcloud.com/document/api/1005/37316#TextDetection
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&2 Tencent Cloud

Release updates:
Improvement to existing documentation.
Modified APlIs:

« BankCardOCR

Optical Character Recognition

o New input parameters:RetBorderCutimage, RetCardNolmage, EnableCopyCheck, EnableReshootCheck,

EnableBorderCheck

Release 2

Release time: 2020-09-10 17:01:40
Release updates:

Improvement to existing documentation.
New APls:

o GeneralAccurateOCR
e TableOCR

Modified APlIs:

¢ GeneralBasicOCR

o New input parameters:IsPdf, PdfPageNumber

o New output parameters:PdfPageSize
e MLIDCardOCR

o New output parameters:Birthday

New data structures:

o TextTable

Existing Release

Release time: 2020-08-06 19:48:59
Existing APls/data structures are as follows:
Improvement to existing documentation.

Existing APls:

©2013-2025 Tencent Cloud International Pte. Ltd.
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» BankCardOCR
» GeneralBasicOCR
» HKIDCardOCR
» MLIDCardOCR
+ MLIDPassportOCR

Existing data structures:

« Coord
e [temCoord

o TextDetection
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@ Tencent Cloud Optical Character Recognition

Introduction

Last updated : 2024-04-08 16:35:42

Based on Tencent Cloud's self-developed deep learning technology and massive data, Optical Character Recognition
(OCR) offers text recognition service for various cases, where printed and handwritten text on cards and documents
can be recognized and custom templates are available, greatly improving the information input efficiency and reducing

users' costs.
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API| Category

Last updated : 2025-06-27 15:03:01

Smart Structured Information OCR APlIs

Frequency Limit (maximum requests per
second)

API Name Feature

Inf i R
SmartStructuralOCRV2 \S/rznart Structured Information OC )

Smart Structured Information OCR
SmartStructuralPro Pro .

Industry-Specific Document OCR APIs

Frequency Limit (maximum requests
per second)

API Name Feature

GeneralBasicOCR Recognizes general print. -

R [ | orint (high-
GeneralAccurateOCR ecognizes genera print (hig )
precision)

RecognizeTableAccurateOCR Recognizes a table (v3) -

Card and Document OCR APIs

Frequency Limit

APl Name Feature (maximum requests
per second)

IDCardOCR Recognizes an ID card -

RecognizeMainlandIDCardOCR Mainland ID Card OCR 20

BankCardOCR Recognizes a bank card -

MainlandPermitOCR Recognizes a mainland travel permit for -

©2013-2025 Tencent Cloud International Pte. Ltd. Page 21 of 268
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&2 Tencent Cloud

HmtResidentPermitOCR
HKIDCardOCR

MLIDPassportOCR

PermitOCR

TableOCR

MLIDCardOCR

RecognizeKoreanDrivingLicenseOCR

RecognizeKoreanIDCardOCR

RecognizePhilippinesDrivingLicenseOCR

RecognizePhilippinesSssIDOCR

RecognizePhilippinesTinIDOCR
RecognizePhilippinesUMIDOCR
RecognizePhilippinesVoteIDOCR
RecognizeMacaolDCardOCR
RecognizelndonesialDCardOCR
RecognizeSingaporelDCardOCR
RecognizeThailDCardOCR
RecognizeBrazillDCardOCR
RecognizeBrazilRNEOCR

RecognizeBrazilRNMOCR

©2013-2025 Tencent Cloud International Pte. Ltd.

Hong Kong, Macao, or Taiwan residents

Recognizes a residence permit for Hong
Kong, Macao, or Taiwan residents

Recognizes Hong Kong (China) identity
card

Recognizes a non-Mainland China
passport

Recognizes an exit/entry permit for
traveling to and from Hong Kong,
Macao, or Taiwan

Form OCR (v1)
Recognizes a Malaysian identity card

Recognizes a South Korean driver's
license

Recognizes a South Korean ID card
Recognizes a Philippine driver's license

Recognizes a Philippine SSSID/UMID
card

Recognizes a Philippine TIN ID card
Recognizes a Philippine UMID card
Recognizes a Philippine voters ID card
Recognizes Macao (China) identity card
Recognizes an Indonesian identity card
Singapore Card OCR

Recognizes a Thai identity card

Brazil ID card OCR

Brazil RNE ID OCR

Brazil RNM OCR

20

20

20

20

20

20

20

20

20

20

20

Optical Character Recognition
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https://www.tencentcloud.com/document/api/1005/55630
https://www.tencentcloud.com/document/api/1005/37837
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https://www.tencentcloud.com/document/api/1005/55626
https://www.tencentcloud.com/document/api/1005/68755
https://www.tencentcloud.com/document/api/1005/69308
https://www.tencentcloud.com/document/api/1005/69510

&2 Tencent Cloud

RecognizeThaiPinkCard
RecognizeMexicoVTID

RecognizeBrazilDriverLicenseOCR

Invoice and Ticket OCR APIs

API Name Feature

Recognizes a general invoice

RecognizeGenerallnvoice
(advanced)

Vehicle Scene OCR APIs

API Name Feature

LicensePlateOCR Recognizes a vehicle license plate

VinOCR Recognizes a vehicle identification number
(VIN)

SealOCR Recognizes a seal

©2013-2025 Tencent Cloud International Pte. Ltd.

Brazil Driver License

Optical Character Recognition

Recognizes a Thai pink card 20

Mexican Voter ID Card OCR 20

20

Frequency Limit (maximum requests per
second)

Frequency Limit (maximum requests per
second)

10
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@ Tencent Cloud Optical Character Recognition

Making AP| Requests
Request Structure

Last updated : 2025-06-25 11:48:44

1. Service Address

The API supports access from either a nearby region (at ocr.intl.tencentcloudapi.com) or a specified region (at ocr.ap-

guangzhou.tencentcloudapi.com for Guangzhou, for example).

We recommend using the domain name to access the nearest server. When you call an API, the request is
automatically resolved to a server in the region nearest to the location where the APl is initiated. For example, when
you initiate an API request in Guangzhou, this domain name is automatically resolved to a Guangzhou server, the

result is the same as that of specifying the region in the domain like "ocr.ap-guangzhou.tencentcloudapi.com".
Note: For latency-sensitive businesses, we recommend that you specify the region in the domain name.

Tencent Cloud currently supports the following regions:

Hosted region Domain name

Local access region (recommended, only for non-financial availability . ,
ocr.intl.tencentcloudapi.com

zones)

South China (Guangzhou) Zz;:gzhou.tencentcloudapi.com
East China (Shanghai) ocr.ap-shanghai.tencentcloudapi.com
East China (Nanjing) ocr.ap-nanjing.tencentcloudapi.com
North China (Beijing) ocr.ap-beijing.tencentcloudapi.com
Southwest China (Chengdu) ocr.ap-chengdu.tencentcloudapi.com

ocr.ap-

Southwest China (Chongqin
( 9qing) chongging.tencentcloudapi.com

ocr.ap-

Hong Kong, Macao, Taiwan (Hong Kong, China) hongkong.tencentaloudapi.com

ocr.ap-

Southeast Asia (Singapore
(Singapore) singapore.tencentcloudapi.com
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Southeast Asia (Jakarta) ocr.ap-jakarta.tencentcloudapi.com
Southeast Asia (Bangkok) ocr.ap-bangkok.tencentcloudapi.com
Northeast Asia (Seoul) ocr.ap-seoul.tencentcloudapi.com
Northeast Asia (Tokyo) ocr.ap-tokyo.tencentcloudapi.com
U.S. East Coast (Virginia) ocr.na-ashburn.tencentcloudapi.com

ocr.na-

U.S. West Coast (Silicon Valle
( y) siliconvalley.tencentcloudapi.com

South America (Séo Paulo) ocr.sa-saopaulo.tencentcloudapi.com

Europe (Frankfurt) ocr.eu-frankfurt.tencentcloudapi.com

2. Communications Protocol

All the Tencent Cloud APIs communicate via HTTPS, providing highly secure communication tunnels.

3. Request Methods

Supported HTTP request methods:

o POST (recommended)
« GET

The Content-Type types supported by POST requests:

» application/json (recommended). The TC3-HMAC-SHA256 signature algorithm must be used.
« application/x-www-form-urlencoded. The HmacSHA1 or HmacSHA256 signature algorithm must be used.

» multipart/form-data (only supported by certain APIs). You must use TC3-HMAC-SHA256 to calculate the signature.

The size of a GET request packet is up to 32 KB. The size of a POST request is up to 1 MB when the HmacSHA1 or
HmacSHA256 signature algorithm is used, and up to 10 MB when TC3-HMAC-SHA256 is used.

4. Character Encoding

Only UTF-8 encoding is used.
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Common parameters are used for all APIs authenticating requestors. Common parameters must be included in all API

requests, and they will not be described in individual APl documents.

The exact contents of the common parameters will vary depending on the version of the signature method you use.

Common parameters for Signature Algorithm v3

When the TC3-HMAC-SHA256 algorithm is used, the common parameters should be uniformly placed in the HTTP

request header, as shown below:

Parameter

Type
Name yp

X-TC-Action String

X-TC-

) String
Region
X-TC- Int

nteger

Timestamp g
X-TC-

(_; String
Version

Authorization String

Required

Yes

Yes

Yes

Yes

Yes

Description

The name of the API for the desired operation. For the specific value, see
description of common parameter Action inthe input parametersinr
documentation. For example, the API for querying the CVM instance list i

DescribeInstances .

Region parameter, which is used to identify the region to which the data y
work with belongs. For values supported for an API, see the description ¢
parameter Region inthe input parameters in related APl documentati
parameter is not required for some APIs (which will be indicated in relate
documentation), and will not take effect even it is passed.

The current UNIX timestamp that records the time when the API request
for example, 1529223702. Note: If the difference between the UNIX time:
server time is greater than 5 minutes, a signature expiration error may oci

API version of the action. For the valid values, see the description of the ¢
parameter version inthe APl documentation. For example, the versi
2017-03-12.

The HTTP authentication request header, for example:
TC3-HMAC-SHA256 Credential=AKID*******/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc96317
Here:

- TC3-HMAC-SHA256: Signature method, currently fixed as this value;

- Credential: Signature credential; AKID******* is the Secretld; Dateisa d
time, and this value must match the value of X-TC-Timestamp (a commo
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UTC time format; service is the name of the product/service, and is genel
name prefix. For example, a domain name cvm.tencentcloudapi.com refe
product and the value would be cvm;

- SignedHeaders: The headers that contains the authentication informatic
type and host are the required headers;

- Signature: Signature digest.

The token used for a temporary certificate. It must be used with a tempor:

X-TC-Token String No can obtain the temporary key and token by calling a CAM API. No token i

a long-term key.

Assuming you want to query the list of Cloud Virtual Machine instances in the Guangzhou region, the request structure

in the form of request URL, request header and request body may be as follows:

Example of an HTTP GET request structure:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID* ***H&kkhxkdxkkdkhdrkhthktrksxrs/2(

18-10-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993
£f0614b047e5d£4582db9%e9bf4672ba50567dbalbceccfl74c474

Content-Type: application/x-www—form-urlencoded

Host:

X-TC-
X-TC-
X-TC-
X-TC-

cvm.tencentcloudapi.com
Action: DescribelInstances
Version: 2017-03-12
Timestamp: 1539084154

Region: ap-guangzhou

The following example shows you how to structure an HTTP POST (application/json) request:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*******kkkkhhhdhhdhdhdhdhdhdhdhdhddddddss /00
18-05-30/cvm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5
924a6£2b5d7d672d79¢c15b13162d927900855cfba678%a8edb4dc

Content-Type: application/json

Host:

X-TC—-
X-TC-
X-TC—-
X-TC-

cvm.tencentcloudapi.com
Action: Describelnstances
Version: 2017-03-12
Timestamp: 1527672334

Region: ap-guangzhou

{"Offset":0,"Limit":10}

Example of an HTTP POST (multipart/form-data) request structure (only supported by specific APIs):
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https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*******kkkkhdhhddhhddddddddddsss /D)
18-05-30/cvm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5
924a6£2b5d7d672d79c15b13162d927900855cfba6789%a8edbdc

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

——-58731222010402

Content-Disposition: form-data; name="Offset"

0
—-58731222010402

Content-Disposition: form-data; name="Limit"

10
—-58731222010402--

Common parameters for Signature Algorithm v1

To adopt the HmacSHA1 and HmacSHA256 signature methods, common parameters must be put into the request

string, as shown below:

Parameter Name Type Required Description

The name of the API for the desired operation. For the specific
value, see the description of common parameter Action inthe

Action String Yes input parameters in related APl documentation. For example, the
API for querying the CVM instance list is

DescribeInstances

Region parameter, which is used to identify the region to which
the data you want to work with belongs. For values supported for
an API, see the description of common parameter Region in

Region String Yes the input parameters in related API documentation. Note: This
parameter is not required for some APIs (which will be indicated in
related APl documentation), and will not take effect even if it is
passed.
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Timestamp Integer Yes The current UNIX timestamp that records the time when the API
request was initiated, for example, 1529223702. If the difference
between the value and the current system time is too large, a
signature expiration error may occur.

A random positive integer used along with Timestamp to
Nonce Integer Yes
prevent replay attacks.

The identifying Secretld obtained on the Cloud AP| Key page. A
Secretld String Yes Secretld corresponds to a unique SecretKey which is used to
generate the request signature (Signature).

Request signature used to verify the validity of this request. This is
calculated based on the actual input parameters. For more

Signature String Yes , , e
information about how this is calculated, see the API
authentication documentation.
APl version of the action. For the valid values, see the description
Version String Yes of the common input parameter Version inthe API

documentation. For example, the version of CVM is 2017-03-12.

Signature method. Currently, only HmacSHA256 and HmacSHA1
are supported. The HmacSHA256 algorithm is used to verify the
signature only when this parameter is specified as HmacSHA256.
In other cases, the signature is verified with HmacSHA1.

SignatureMethod String No

The token used for a temporary certificate. It must be used with a
Token String No temporary key. You can obtain the temporary key and token by
calling a CAM API. No token is required for a long-term key.

Assuming you want to query the list of Cloud Virtual Machine instances in the Guangzhou region, the request structure

in the form of request URL, request header and request body may be as follows:

Example of an HTTP GET request structure:

https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Version=2017-03-12&Sign
atureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4£fde00b0ac9bd9eadeb4’
9blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23823223&SecretId

:AKID************7&/*******************

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form—-urlencoded

Example of an HTTP POST request structure:
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https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=

1527672334&Signature=37ac2f4£fde00b0ac9bd9eadeb4d59blbbee224158d66e7aeb5fcadb70b2d18

1d02&Region=ap-guangzhou&Nonce=23823223&Secret TA=AKTID* * * % % & & sk sk s s s s oo ok
* Kk Kk Kk
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Signature v3

Last updated : 2025-01-07 11:10:07

TencentCloud API authenticates every single request, i.e., the request must be signed using the security credentials in
the designated steps. Each request has to contain the signature information (Signature) in the common request

parameters and be sent in the specified way and format.

Applying for Security Credentials

The security credential used in this document is a key, which includes a Secretld and a SecretKey. Each user can

have up to two pairs of keys.

» Secretld: Used to identify the API caller, which is just like a username.
» SecretKey: Used to authenticate the API caller, which is just like a password.
* You must keep your security credentials private and avoid disclosure; otherwise, your assets may be

compromised. If they are disclosed, please disable them as soon as possible.

You can apply for the security credentials through the following steps:

1. Log in to the Tencent Cloud Console.
2. Go to the TencentCloud API Key console page.
3. On the TencentCloud API Key page, click Create to create a Secretld/SecretKey pair.

Using the Resources for Developers

TencentCloud API comes with SDKs for seven commonly used programming languages, including Python, Java,
PHP, Go, NodeJS and .NET. In addition, it provides AP| Explorer which enables online call, signature verification, and

SDK code generation. If you have any troubles calculating a signature, consult these resources.

TC3-HMAC-SHA256 Signature Algorithm

Compatible with the previous HmacSHA1 and HmacSHA256 signature algorithms, the TC3-HMAC-SHA256
signature algorithm is more secure and supports larger requests and JSON format with better performance. We
recommend using TC3-HMAC-SHA256 to calculate the signature.

TencentCloud API supports both GET and POST requests. For the GET method, only the Content-Type:

application/x-www-form-urlencoded protocol format is supported. For the POST method, two protocol formats,
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Content-Type: application/json and Content-Type: multipart/form-data, are supported. The JSON format is supported
by default for all business APIs, and the multipart format is supported only for specific business APIs. In this case, the
API cannot be called in JSON format. See the specific business APl documentation for more information. The POST
method is recommended, as there is no difference in the results of both the methods, but the GET method only

supports request packets up to 32 KB.

The following uses querying the list of CVM instances in the Guangzhou region as an example to describe the steps of

signature splicing. We chose this API because:

1. CVM is activated by default, and this APl is often used;
2. It is read-only and does not change the status of existing resources;
3. It covers many types of parameters, which allows it to be used to demonstrate how to use arrays containing data

structures.

In the example, we try to choose common parameters and API parameters that are prone to mistakes. When you
actually call an API, please use parameters based on the actual conditions. The parameters vary by API. Do not copy

the parameters and values in this example.

Assuming that your Secretld and SecretKey are AKID** x** xkxx kkk xkkxkkx xkkxkkxxxx k%% gnd
koK ok ok ok ok ok ok ok ok ok ok ok ok ok ok kk ok ok kk ok ok xRk ke okkok - ragpectively, if you want to view the status of the instance in the

Guangzhou region whose CVM instance name is "unnamed" and have only one data entry returned, then the request

may be:

curl -X POST https://cvm.tencentcloudapi.com \

=i YAuthorizaciliems TCI=EMAC=SIEAZ256 Creel@mical@ L=/ IIID)% oo is i of oF i or oF i or e oy of b of vy i of 25 s of 25 o 25 vy o
*/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;host, Signature=a7b85514
48762bd123d6£79e81815e31a92013640a6cef36a08ad4db292a4d2f2" \

—-H "Content-Type: application/json; charset=utf-8" \

—-H "Host: cvm.tencentcloudapi.com" \

-H "X-TC-Action: DescribelInstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

—-H "X-TC-Region: ap—-guangzhou" \

-d '"{"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-name"}]}'

The signature calculation process is explained in detail below.

1. Concatenating the CanonicalRequest String

Concatenate the canonical request string (CanonicalRequest) in the following pseudocode format:

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +
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CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

Field Name Explanation
HTTPRequestMethod HTTP request method (GET or POST). This example uses POST .
CanonicalURI URI parameter. Slash (/") is used for API 3.0.

The query string in the URL of the originating HT TP request. This is always an empty s
“» for POST requests, and is the string after the question mark (?) for GET requests. Fc
example: Limit=10&0Offset=0,

Note: CanonicalQueryString mustbe URL-encoded, referencing RFC3986, the
UTF8 character set. We recommend using the programming language library. All speci.
characters must be encoded and capitalized.

CanonicalQueryString

Header information for signature calculation, including at least two headers of host
content-type .Custom headers can be added to participate in the signature proce
improve the uniqueness and security of the request.

Concatenation rules:

1. Both the key and value of the header should be converted to lowercase with the lead
and trailing spaces removed, so they are concatenated in the format of key:value\n
format;

2. If there are multiple headers, they should be sorted in ASCII ascending order by the

CanonicalHeaders
header keys (lowercase).

The calculation result in this example is content-type:application/json;

charset=utf-8\nhost:cvm.tencentcloudapi.com\n .

Note: content-type mustmatch the actually sent content. In some programming

languages, a charset value would be added even if it is not specified. In this case, the

request sent is different from the one signed, and the sever will return an error indicating
signature verification failed.

Header information for signature calculation, indicating which headers of the request
participate in the signature process (they must each individually correspond to the heac
in CanonicalHeaders). Content-type and host are required headers.
Concatenation rules:
SignedHeaders 1. Both the key and value of the header should be converted to lowercase;
2. If there are multiple headers, they should be sorted in ASCII ascending order by the
header keys (lowercase) and separated by semicolons (;).

The value in this example is content-type;host

HashedRequestPayload Hash value of the request payload (i.e., the body, suchas {"Limit": 1, "Filter
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[{"Values": ["unnamed"], "Name": "instance-name"}]} inthisexampl
The pseudocode for calculation is
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) by SHA256 hashing the pay
of the HTTP request, performing hexadecimal encoding, and finally converting the encc
string to lowercase letters. For GET requests, RequestPayload is always an empt
string. The calculation result in this example is
99d58dfbc6745£6747£36bfcal7dee5e6881dc0428a0a36£96199342bc5b4!

According to the rules above, the CanonicalRequest string obtained in the example is as follows:

POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content-type; host

99d58dfbc6745£f6747£36bfcal7dee5e6881dc0428a0a36£96199342bc5b4907

2. Concatenating the String to Be Signed

The string to sign is concatenated as follows:

StringToSign =
Algorithm + \n +

RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

Field Name

Algorithm

RequestTimestamp

CredentialScope

©2013-2025 Tencent Cloud International Pte. Ltd.

Explanation
Signature algorithm, which is currently always TC3-HMAC-SHA256 .

Request timestamp, i.e., the value of the common parameter X-TC-Timestamp it
request header, which is the UNIX timestamp of the current time in seconds, such as
1551113065 in this example.

Scope of the credential in the format of Date/service/tc3_request , including
date, requested service and termination string (ic3_request). Date is a datein U
time, whose value should match the UTC date converted by the common
parameter X-TC-Timestamp ; service isthe product name, which should v
the domain name of the product called. The calculation result in this exampleis 201
25/cvm/tc3_request .
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HashedCanonicalRequest Hash value of the CanonicalRequest string concatenated in the steps above. The
pseudocode for calculation is Lowercase(HexEncode(Hash.SHA256(CanonicalRequ
The calculation result in this example is
2815843035062fffda5fd6f2a44ea8a34818b0dc46£024b8b3786976a3ad

Note:

1. Date has to be calculated from the timestamp "X-TC-Timestamp" and the time zone is UTC+0. If you add
the system's local time zone information (such as UTC+8), calls can succeed both day and night but will
definitely fail at 00:00. For example, if the timestamp is 1551113065 and the time in UTC+8 is 2019-02-26
00:44:25, the UTC+0 date in the calculated Date value should be 2019-02-25 instead of 2019-02-26.

2. Timestamp must be the same as your current system time, and your system time and standard time must be
synced; if the difference between Timestamp and your current system time is larger than five minutes, the
request will fail. If your system time is out of sync with the standard time for a while, the request will fail and

return a signature expiration error.

According to the preceding rules, the string to be signed obtained in the example is as follows:

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
2815843035062fffdabfd6f2a44ea8a34818b0dc46£f024b8b3786976a3adda’a

3. Calculating the Signature

1. Calculate the derived signature key with the following pseudocode:

SecTetKey = Mkt ko ko ko ko ko ko ok ok ok kK ko ko Kok Kok k1
SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256 (SecretDate, Service)
SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

Field Name Explanation
SecretKey Theorigina| SecretKey, i_e_’ hkkkkhkhkhhkhkkxrhkhhkkkrrhkhkhkkkkrxhk
Date The Date field informationin Credential ,suchas 2019-02-25 inthisexample.
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Service Value in the Service field in Credential ,suchas cvm inthis example.

2. Calculate the signature with the following pseudocode:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

4. Concatenating the Authorization

The Authorization is concatenated as follows:

Authorization =
Algorithm + ' ' +
'Credential=' + SecretlId + '/' + CredentialScope + ', ' +
'SignedHeaders=' + SignedHeaders + ', ' +
'Signature=' + Signature
Field Name Explanation
Algorithm Signature algorithm, which is always TC3-HMAC-SHA256
Secretld The Secretld in the key pair, i.., AKTI D * * % s s s o sk s ok ok sk ok ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok o
. Credential scope (see above). The calculation result in this example is 2019-02-
CredentialScope
25/cvm/tc3_request
. Header information for signature calculation (see above), suchas content-type;host
SignedHeaders o
in this example.
_ Signature value. The calculation result in this example is
Signature

a7b8551448762bd123d6£79e81815e31a92013640a6cef36a08addb292a4d2f2

According to the rules above, the value obtained in the example is:

TC3-HMAC-SHA256 Credential=AKID*****kkkkkkkkkkkkdkkkkkkkkkkkkkk**/2019-02-25/cvm/tc

3_request, SignedHeaders=content-type;host, Signature=a7b8551448762bd123d6£79e818
15e31a92013640a6cef36a08ad4b292a4d2f2

The following example shows a finished authorization header:

POST https://cvm.tencentcloudapi.com/

Authorization:

TCS_HMAC_SHA256 CredentialeKID***‘k‘k**‘k‘k**‘k********************/20

19-02-25/cvm/tc3_request, SignedHeaders=content-type;host, Signature=a7b855144876
2bd123d6£79e81815e31a92013640a6cef36a08ad4b292a4d2£2

©2013-2025 Tencent Cloud International Pte. Ltd. Page 36 of 268



@ Tencent Cloud Optical Character Recognition

Content-Type: application/json; charset=utf-8
Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-name"}]}

5. Signature Demo

When calling API 3.0, you are recommended to use the corresponding Tencent Cloud SDK 3.0 which encapsulates
the signature process, enabling you to focus on only the specific APIs provided by the product when developing. See

SDK Center for more information. Currently, the following programming languages are supported:

» Python
» Java

o PHP

« Go

* NodedS
o« NET

To further explain the signing process, we will use a programming language to implement the process described
above. The request domain name, AP| and parameter values in the sample are used here. This goal of this example is

only to provide additional clarification for the signature process, please see the SDK for actual usage.

The final output URL might be: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secretld=AK]|D******xxxx*x “**&Signature=ElIP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12.

Note: The key in the example is fictitious, and the timestamp is not the current time of the system, so if this URL is
opened in the browser or called using commands such as curl, an authentication error will be returned: Signature
expired. In order to get a URL that can work properly, you need to replace the Secretld and SecretKey in the example

with your real credentials and use the current time of the system as the Timestamp.

Note: In the example below, even if you use the same programming language, the order of the parameters in the URL
may be different for each execution. However, the order does not matter, as long as all the parameters are included in

the URL and the signature is calculated correctly.

Note: The following code is only applicable to API 3.0. It cannot be directly used in other signature processes. Even
with an older API, signature calculation errors may occur due to the differences in details. Please refer to the

corresponding documentation.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 37 of 268


https://www.tencentcloud.com/document/product/494
https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en

@ Tencent Cloud Optical Character Recognition

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {
private final static Charset UTF8 = StandardCharsets.UTF_8;

private final static String SECRET_ID = "AKID*X**kXxxkkkkkkkkkxhkkkhkkkhhx ki kW,
prlvate flnal Statlc Strlng SECRET_KEY = H********************************";
private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256 (byte[] key, String msg) throws Exception {
Mac mac = Mac.getInstance ("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;
}

public static String sha256Hex (String s) throws Exception {
MessageDigest md = MessageDigest.getInstance ("SHA-256");
byte[] d = md.digest (s.getBytes (UTF8));

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

}

public static void main (String[] args) throws Exception {

String service = "cvm";

String host = "cvm.tencentcloudapi.com";
String region = "ap-guangzhou";

String action = "DescribeInstances";
String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1551113065";

//String timestamp = String.valueOf (System.currentTimeMillis () / 1000);
SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd") ;

// Pay attention to the time zone; otherwise, errors may oOCCUr
sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String date = sdf.format (new Date (Long.valueOf (timestamp + "000")));

[/ KAFAAAAAAAAAA Step 1: Concatenate the CanonicalRequest String *****xx#xxixx
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String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "hos
t:" 4+ host + "\n";

String signedHeaders = "content-type;host";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"], \"Name
\": \"instance—-name\"}]}";

String hashedRequestPayload = sha256Hex (payload);

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canoni
calQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

J EErEnrsRiiiaiiit Sitgp 28 Concatemnate the Strimeg te Sigm it

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = sha2b56Hex (canonicalRequest) ;

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope +
"\n" + hashedCanonicalRequest;

System.out.println(stringToSign) ;

Jy EEEniLnarney Giep J Colcwlate the SigRatuEze Wwiwiri i iy

byte[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);

byte[] secretService = hmac256 (secretDate, service);
byte[] secretSigning = hmac256 (secretService, "tc3_request");
String signature = DatatypeConverter.printHexBinary (hmac256 (secretSigning, string

ToSign) ) .toLowerCase () ;

System.out.println (signature) ;

1/ ke e e s e pidi AN G on catlenat el the VAUt hioRT Zait omI AR R b

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.println (authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put ("Authorization", authorization);

"Content-Type", CT_JSON) ;

"Host", host);

headers.put (
(
headers.put ("X-TC-Action", action);
(
(
(

headers.put

headers.put ("X-TC-Timestamp", timestamp);
headers.put ("X-TC-Version", version);
headers.put ("X-TC-Region", region);

StringBuilder sb = new StringBuilder ();

sb.append ("curl -X POST https://") .append (host)
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.append (" -H \"Authorization: ") .append(authorization) .append("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")
.append (" -H \"Host: ") .append (host) .append ("\"")
.append (" -H \"X-TC-Action: ") .append(action) .append("\"")
.append (" -H \"X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" -H \"X-TC-Version: ") .append(version) .append("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append ("\"")
.append (" —-d '").append(payload) .append("'");
System.out.println(sb.toString());
I3
}

Python

# —*— coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time

from datetime import datetime

# Key Parameters

Secret ld = ”AKID********************************H

Secret:key = Tk ks hhhbbhbbbhbbb bbb hbbbhA bbbt

service = "cvm"

host = "cvm.tencentcloudapi.com"

endpoint = "https://" + host

region = "ap-guangzhou"

action = "DescribelInstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int (time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%m—-%d")
params = {"Limit": 1, "Filters": [{"Values'": ["unnamed"], "Name'":
1}

"instance—name"

§ FrFxKAAAxXxKkAK Step 1: Concatenate the CanonicalRequest sString *H**xAtxriiix

http_request_method = "POST"
canonical_uri = "/"
canonical_querystring = """

ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:$%$s\nhost:%$s\n" % (ct, host)

signed_headers = "content-type;host"

hashed_request_payload = hashlib.shalZb6 (payload.encode ("utf-8")) .hexdigest ()

canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

©2013-2025 Tencent Cloud International Pte. Ltd.
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canonical_guerystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)

print (canonical_request)

§ FxkxKkkkxkxkx Step 2: Concatenate the string to sign ***xixxsxksxktix

credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.shal256 (canonical_request.encode ("utf-8")) .hexd
igest ()

string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)

print (string_to_sign)

h Wwndwhwiwwtyey Step Je Calculate the SUgmEtuum@ s ir iy i

# Function for computing signature digest

def sign(key, msqg):

return hmac.new (key, msg.encode ("utf-8"), hashlib.sha256).digest ()
secret_date = sign(("TC3" + secret_key).encode ("utf-8"), date)

secret_service = sign(secret_date, service)
secret_signing = sign (secret_service, "tc3 request")
signature = hmac.new (secret_signing, string to_sign.encode ("utf-8"), hashlib.shaZ2

56) .hexdigest ()

print (signature)

f wwndwivhstdes Stgp 4e Concacemace the AUCNOrizZaiCiom i i

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

print ('curl -X POST ' + endpoint

+ ' -H "Authorization: ' + authorization + '"'

+ ' -H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + host + '"'

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + str(timestamp) + '"'

+ ' -H "X-TC-Version: ' + version + '"'

+ ' -H "X-TC-Region: ' + region + '"'

+ " -d '" + payload + "'")

Golang
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package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
"fmt"

"time"

)

func sha256hex (s string) string {
b := sha256.S5um256 ([]byte(s))
return hex.EncodeToString(b[:])

}

func hmacsha256 (s, key string) string {

hashed := hmac.New(sha256.New, []byte (key))

hashed.Write ([]byte(s))

return string (hashed.Sum(nil))

}

func main () {

SeCretId = "AKID********************************"
secretKey e = Mk hkhkkhhkhhkkhkhkhhkkhkhkhkhkkhkhrkhkkhkhkrhkhkhrrxkhkhkrxkkN
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "DescribeInstances"

region := "ap-guangzhou"

//var timestamp int64 = time.Now().Unix ()

var timestamp int64 = 1551113065

// step 1: build canonical request string

httpRequestMethod := "POST"
canonicalURI := "/"

canonicalQueryString :=

canonicalHeaders := "content-type:application/json;

host + "\n"

signedHeaders := "content-type;host"

payload := " {"Limit": 1, "Filters":

me"}]}°

hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%$s\n%$s\n%$s\n%s\n%s",
httpRequestMethod,

canonicalURTI,

©2013-2025 Tencent Cloud International Pte. Ltd.
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canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)
fmt.Println (canonicalRequest)

// step 2: build string to sign

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%$s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.Println(string2sign)

// step 3: sign string

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString ([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

// step 4: build authorization

authorization := fmt.Sprintf ("$s Credential=%s/%s, SignedHeaders=%s, Signature=%
s",

algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (' curl -X POST https://%s\

—-H "Authorization: %s"\

—-H "Content-Type: application/json; charset=utf-8"\

-H "Host: %s" -H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\

-d '%s'', host, authorization, host, action, timestamp, version, region, payload)
fmt.Println (curl)

}

PHP

©2013-2025 Tencent Cloud International Pte. Ltd. Page 43 of 268



@ Tencent Cloud Optical Character Recognition

<?php

$SeCretId = "AKID********************************";
$SecretKey = "********************************"’-
Shost = "cvm.tencentcloudapi.com";

Sservice = "cvm";

Sversion = "2017-03-12";

Saction = "Describelnstances";

Sregion = "ap-guangzhou";

// Stimestamp = time();
Stimestamp = 1551113065;
Salgorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string

ShttpRequestMethod = "POST";

ScanonicalUri = "/";

ScanonicalQueryString = "";

ScanonicalHeaders = "content-type:application/json; charset=utf-8\n"."host:".Shos
t. H\n";

$signedHeaders = "content-type;host";

Spayload = '"{"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-na
me"}]}";

ShashedRequestPayload = hash ("SHA256", S$payload);
ScanonicalRequest = S$httpRequestMethod."\n"
.ScanonicalUri."\n"

.$canonicalQueryString."\n"
.ScanonicalHeaders."\n"

.$signedHeaders."\n"

.ShashedRequestPayload;

echo S$ScanonicalRequest.PHP_EOL;

// step 2: build string to sign

Sdate = gmdate ("Y-m-d", Stimestamp);

ScredentialScope = S$date."/".S$service."/tc3_request";
ShashedCanonicalRequest = hash ("SHA256", S$canonicalRequest) ;
$stringToSign = Salgorithm."\n"

.Stimestamp."\n"

.ScredentialScope."\n"

.$hashedCanonicalRequest;

echo $stringToSign.PHP_EOL;

// step 3: sign string

SsecretDate = hash_hmac ("SHA256", S$date, "TC3".SsecretKey, true);
SsecretService = hash_hmac ("SHA256", $service, S$secretDate, true);
SsecretSigning = hash_hmac ("SHA256", "tc3_request", S$secretService, true);
S$signature = hash_hmac ("SHA256", S$stringToSign, S$secretSigning);

echo S$signature.PHP_EOL;
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// step 4: build authorization

Sauthorization = $algorithm

." Credential=".S$secretId."/".ScredentialScope

echo $Sauthorization.PHP_EOL;

, SignedHeaders=content-type;host,

Signature=".S$signature;

Scurl = "curl -X POST https://".Shost

.'" —H "Authorization: '.Sauthorization.'"'

.'" —-H "Content-Type: application/json;

.' —-H "Host: '.S$host.'"'

.'" -H "X-TC-Action: '.Saction.'"'

.'" -H "X-TC-Timestamp: '.S$timestamp.
.'" -H "X-TC-Version: '.S$version.'"'
.'" -H "X-TC-Region: '.$region.'"'

‘" _d l"-spayload."l";
echo S$Scurl.PHP_EOL;

Ruby

# —*— coding: UTF-8 —*-
# require ruby>=2.3.0
require 'digest'
require 'json'

require 'time'

require 'openssl'

# Key Parameters

SeCret_id = IAKID********************************V
Secret_key = T hhhdbrdbbrhbbbrbbbrbbbrbbbrbbbrttl
service = 'cvm'

host = 'cvm.tencentcloudapi.com'

endpoint = 'https://' + host

region = 'ap-guangzhou'

action = 'DescribelInstances'

version = '2017-03-12"

algorithm = 'TC3-HMAC-SHA256'

# timestamp = Time.now.to_1i

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime('3Y-%m—3d

$ FARAAAFAAAAAAAL Step 1: Concatenate the CanonicalRequest

http_request_method = 'POST'
canonical_uri = '/’

canonical_querystring = '’

©2013-2025 Tencent Cloud International Pte. Ltd.
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canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}
\n"

signed_headers = 'content-type;host'

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name', 'Values' =>
[ "unnamed'] }] }

# payload = JSON.generate (params, { 'ascii_only' => true, 'space' => ' ' })

# json will generate in random order, to get specified result in example, we hard
—code it here.

payload = '{"Limit": 1, "Filters'": [{"Values'": ["unnamed'"], '"Name'": "instance—nam
e} ]}

hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

§ AFAAAAAAAAAAISA Step 2: Concatenate the sString to Sign ****Aisiiidistst
credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string to_sign

# *kkkkhkkhkkhkkkkKk kKK Step 3_- Calculate the Signatufe Kk ok k k ok kk k ok ok kA

digest = OpenSSL::Digest.new('sha256"')

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string to_sign)

puts signature

§ AAFA A A AL ALK Step 4: Concatenate the Authorization **#*##kkiiiisk
authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, Signed
Headers=#{signed headers}, Signature=#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \
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+ ' —-H "Authorization: ' + authorization + '"' \

+ ' —-H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + host + '"' |\

+ ' -H "X-TC-Action: ' + action + '"' \

+ ' -H "X-TC-Timestamp: ' + timestamp.to_s +

+ ' -H "X-TC-Version: ' + version + '"' \

+ ' -H "X-TC-Region: ' + region + '"' |\

+ " -d '"" + payload + "'"

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class Application

{

public static string SHA256Hex (string s)
{

using (SHA256 algo = SHA256.Create())

{

rm

\

\

Optical Character Recognition

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));

StringBuilder builder = new StringBuilder ();
for (int i = 0; i < hashbytes.Length; ++1i)

{

builder.Append (hashbytes[i].ToString ("x2"));
s

return builder.ToString();

s

I

public static byte[] HmacSHA256 (byte[] key, byte[] msg)

{

using (HMACSHA256 mac = new HMACSHA256 (key))
{

return mac.ComputeHash (msg) ;

}

}

public static Dictionary<String, String> BuildHeaders (string secretid,

string secretkey, string service, string endpoint,

string action, string version, DateTime date,
{

string datestr = date.ToString ("yyyy-MM-dd");
DateTime startTime = new DateTime (1970, 1, 1,

string region,

string requestPayload)

0,

0,

0,

DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, Mi

©2013-2025 Tencent Cloud International Pte. Ltd.
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dpointRounding.AwayFromZero) / 1000;

/) FrARAAAAXAALALA Step 1: Concatenate the CanonicalRequest string F*Ax#xAxAxxsx

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n" +

"host:" + endpoint + "\n";

string signedHeaders = "content-type;host";

string hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

Console.WriteLine (canonicalRequest) ;

Console.WritelLine("-———-——""""""""~"""~"—"~"—"—"—"——————————— ) g

[/ FEAEIAAKAAAASL Step 2: Concatenate the string to sign *H**FFALxHkAAs

string credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
string stringToSign = algorithm + "\n" + requestTimestamp.ToString() + "\n" + cre

dentialScope + "\n" + hashedCanonicalRequest;
Console.WriteLine (stringToSign) ;

Console.WritelLine("--———————-—-—------—--- - ———— W g

// Kk ok ok ok ok ok ok ok ok kX A Step 3: Calculate the Slgnatufe k& Kk ko A ok k ok Ak kX

byte[] tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

byte[] secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
byte[] secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
byte[] secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_requ
est"));

byte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringTo
Sign));

string signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower

();

Console.WritelLine (signature) ;

Console.WritelLine("-———-—""""""""""""~"~"—"—"—"——————————— ) g

[/ F*AAEAAFAAA XK Step 4: Concatenate the Authorization *******xskkkAx
string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;

Console.WriteLine (authorization) ;
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Congele .WrlteLlng (Vo= Th g

Dictionary<string, string> headers = new Dictionary<string,

headers.Add ("Authorization", authorization);
headers.Add
headers.Add
headers.Add
headers.Add
headers.Add

"Host", endpoint);

(
(
(
("X-TC-Version", version);
("X-TC—-Action", action);
headers.Add ("X-TC-Region", region);
return headers;

}

public static void Main (string|[] args)
{

// SecretID and SecretKey

string SECRET_ID = "AKID********************************";
string SECRET_KEY = "********************************",-
string service = "cvm";

string endpoint = "cvm.tencentcloudapi.comn";

string region = "ap-guangzhou";

string action = "DescribeInstances";

string version = "2017-03-12";

// The timestamp ~2019-02-26 00:44:25° used here is only for reference.

ect, use the following parameter:

// DateTime date = DateTime.UtcNow;

string> () ;

"Content-Type", contentType + "; charset=utf-8");

"X-TC-Timestamp", requestTimestamp.ToString());

Optical Character Recognition

In a proj

// Enter the correct time zone. We recommend using UTC timestamp to avoid errors.

DateTime date = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds

(1551113065) ;

string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\":

\"Name\": \"instance—-name\"}]}";

Dictionary<string, string> headers = BuildHeaders (SECRET_ID,
, endpoint, region, action, version, date, requestPayload);

Console.WritelLine ("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WritelLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}

©2013-2025 Tencent Cloud International Pte. Ltd.
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NodedS
const crypto = require('crypto');
function sha256 (message, secret = '', encoding) {
const hmac = crypto.createHmac ('sha256', secret)

return hmac.update (message) .digest (encoding)

}

function getHash (message, encoding = 'hex') {
const hash = crypto.createHash('sha256")

return hash.update (message) .digest (encoding)

}

function getDate (timestamp) {

const date = new Date (timestamp * 1000)

const year = date.getUTICFullYear ()

const month = ('0' + (date.getUTCMonth () + 1)) .slice(-2)
const day = ('0' + date.getUTCDate()).slice(-2)
return "~ ${year}-${month}-${day}"

}

function main () {

const SECRET ID = "AKID********************************"
const SECRET KEY = WhhkhkhkhhkhhhhkkhhrhkhkhkrhkkhkhkrhkkhkhkrxhkkhkrxkkhxN
const endpoint = "cvm.tencentcloudapi.com"

const service = "cvm"

const region = "ap-guangzhou"

const action = "DescribelInstances"

const version = "2017-03-12"

//const timestamp = getTime ()
const timestamp = 1551113065

const date = getDate (timestamp)

[/ KEAAAAKAAAAALA Step 1: Concatenate the CanonicalRequest sString **xAxrkAttx44

const signedHeaders = "content-type;host"
const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"], \"Name
\": \"instance—-name\"}]}"

const hashedRequestPayload = getHash (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "hos

t:" + endpoint + "\n"

const canonicalRequest = httpRequestMethod + "\n"
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canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"

signedHeaders + "\n"

+ 4+ o+ + o+

hashedRequestPayload
console.log(canonicalRequest)

console.log("-——="—"""""""""""""""""—"—""—— ")

Jy ErEnsbiiait Sitgp 28 Concatemnate the Strimeg te Sigm ittt

const algorithm = "TC3-HMAC-SHA256"

const hashedCanonicalRequest = getHash (canonicalRequest) ;

const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +

timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest
console.log(stringToSign)

console.log("-—————""""—""""————————————— ")

// Kk Kk ok kK ok kA ok kA kA Step 3: Calculate the Signatufe Kok kK ok ok ko kA kA X
const kDate = sha256 (date, 'TC3' + SECRET_KEY)

const kService = sha256(service, kDate)

const kSigning = sha256('tc3_request', kService)

const signature = sha256(stringToSign, kSigning, 'hex')
console.log(signature)

console.log("-——"—""""""""""""""""—"~————— ")

J) FHEREEFEEEFEEE Grap ds Concatenate the AUtherlZatilom w S S EEE i

const authorization = algorithm + " " +

"Credential=" + SECRET_ID + "/" + credentialScope + ", " +
"SignedHeaders=" + signedHeaders + ", " +

"Signature=" + signature

console.log (authorization)

console.log("-——————""——————————————————— ")

const Call Information = 'curl -X POST ' + "https://" + endpoint
+ ' —-H "Authorization: ' + authorization + '"'

+ ' -H "Content-Type: application/json; charset=utf-8"'

+ ' -H "Host: ' + endpoint + '"'

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + timestamp.toString() + '"'

+ ' -H "X-TC-Version: ' + version + '"'

+ ' -H "X-TC-Region: ' + region + '"!'

+ " -d '" + payload + "'"

console.log(Call_Information)

}

main ()
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C++

#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>
using namespace std;

string get_data (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

// time_t timenow;

struct tm sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "$Y-%m-%d", &sttime);

utcDate = string(buff);

return utcDate;

}

string int2str (int64_t n)

{

std::stringstream ss;

ss << nj;

return ss.str();

}

string sha256Hex (const string &str)
{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha256);

SHA256_Update (&sha256, str.c_str (), str.size());

SHA256_Final (hash, &sha256);
std::string NewString = "";

for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

{

snprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;

I

return NewString;
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}
string HmacSha256 (const string &key, const string &input)

{

unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

#else

h = HMAC_CTX_new() ;

#endif

HMAC_Init_ex (h, &key[0], key.length(), EVP_sha256(), NULL);

HMAC_Update (h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;
HMAC_Final (h, hash, é&len);

#if OPENSSL_VERSION NUMBER < 0x10100000L
HMAC_CTX_cleanup (h) ;

#else

HMAC_CTX_free (h);

#endif

std::stringstream ss;

ss << std::setfill('0");

for (int i = 0; i < len; i++)
{

ss << hash([i];

}

return (ss.str());

}

string HexEncode (const string &input)

{

static const char* const lut = "012345678%abcdef";
size_t len = input.length();

string output;

output.reserve (2 * len);

for (size_t i = 0; i < len; ++1i)
{

const unsigned char c = input[i];
output .push_back (lut[c >> 4]);
output .push_back (lut[c & 15]);

}
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return output;

}

int main ()

{

String SECRET_ID = "AKID********************************";
String SECRET_KEY = "**************‘k*****************";
string service = "cvm";

string host = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "DescribelInstances";

string version = "2017-03-12";

int64_t timestamp = 1551113065;
string date = get_data (timestamp) ;

[/ FEAAAAAAAAAAAA Step 1: Concatenate the CanonicalRequest sString *****AAkAkkis

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string canonicalHeaders = "content-type:application/json; charset=utf-8\nhost:" +

host + "\n";

string signedHeaders = "content-type;host";
string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"], \"Name
\": \"instance—-name\"}]}";

string hashedRequestPayload = sha256Hex (payload);

string canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canoni
calQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

cout << canonicalRequest << endl;

cout << "-—mm " << endl;

[/ FERAEAAAALAAAAAL Step 2: Concatenate the string to sign ****#AAAAAAAA

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScop

e + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;
cout <« " —————— " << endl;

// LR b i b b b b g g b 4 Step 3: calculate the Signatufe F g i b b g b b b b i b b 2 4

string kKey = "TC3" + SECRET_KEY;
string kDate = HmacSha256 (kKey, date);
string kService = HmacSha256 (kDate, service);

string kSigning = HmacSha256 (kService, "tc3_request");
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string signature = HexEncode (HmacSha256 (kSigning, stringToSign));
cout << signature << endl;

cout <<« " ————— " << endl;

/) FEREAEAAAALAAAAA Step 4: Concatenate the Authorization *****xAAAAAAA

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

cout << "———————————————————— " << endl;

string headers = "curl -X POST https://" + host + "\n"

+ " -H \"Authorization: " + authorization + "\n"

+ " —-H \"Content-Type: application/json; charset=utf-8\"" + "\n"
+ " -H \"Host: " 4+ host + "\n"

+ " -H \"X-TC-Action: " + action + "\n"

+ " -H \"X-TC-Timestamp: " + RequestTimestamp + "\n"

+ " -H \"X-TC-Version: " + version + "\n"

+ " -H \"X-TC-Region: " + region + "\n"

+ " -d '" + payload;

cout << headers << endl;

return 0;

bi

Signature Failure

The following situational error codes for signature failure may occur. Please resolve the errors accordingly.

Error Code Description

Signature expired. Timestamp and server time cannot differ by more than five

AuthFailure.SignatureExpire ;
minutes.

The key does not exist. Please go to the console to check whether it is
disabled or you copied fewer or more characters.

AuthFailure.SecretldNotFound

Signature error. It is possible that the signature was calculated incorrectly, the

AuthFailure.SignatureFailure signature does not match the content actually sent, or the SecretKey is
incorrect.

AuthFailure.TokenFailure Temporary certificate token error.

AuthFailure.InvalidSecretld Invalid key (not a TencentCloud API key type).
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Signature

Last updated : 2025-01-07 11:10:08

Tencent Cloud API authenticates each access request, i.e. each request needs to include authentication information
(Signature) in the common parameters to verify the identity of the requester.

The Signature is generated by the security credentials which include Secretld and SecretKey. If you don't have the
security credentials yet, go to the TencentCloud API Key page to apply for them; otherwise, you cannot invoke the
TencentCloud API.

1. Applying for Security Credentials

Before using the TencentCloud API for the first time, go to the TencentCloud AP| Key page to apply for security
credentials.

Security credentials consist of Secretld and SecretKey:

» Secretld is used to identify the APl requester.
» SecretKey is used to encrypt the signature string and verify it on the server.

* You must keep your security credentials private and avoid disclosure.

You can apply for the security credentials through the following steps:

1. Log in to the Tencent Cloud Console.
2. Go to the TencentCloud API Key page.
3. On the APl Key Management page, click Create Key to create a Secretld/SecretKey pair.

Note: Each account can have up to two pairs of Secretld/SecretKey.

2. Generating a Signature

With the Secretld and SecretKey, a signature can be generated. The following describes how to generate a signature:

Assume that the Secretld and SecretKey are:

° Secretld AKTD* * K K 5k 5k 5k 5k 5k ok ok ok ok ok ok 5 o ok ok ok ok ok ok ok ok ok ok ok k ok ok ok

o SecretKey R i I e A b b b b S A A b b B i i A A b b b i e i i g 4

Note: This is just an example. For actual operations, please use your own Secretld and SecretKey.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 56 of 268


https://console.tencentcloud.com/capi
https://console.tencentcloud.com/capi
https://console.tencentcloud.com/
https://console.tencentcloud.com/capi
https://console.tencentcloud.com/capi

&2 Tencent Cloud

Optical Character Recognition

Take the Cloud Virtual Machine's request to view the instance list (Describelnstances) as an example. When you

invoke this API, the request parameters may be as follows:

Parameter _—
Description

name
Action Method name
Secretld Key ID
Timestamp Current timestamp
Nonce Random positive integer

. Region where the instance is
Region

located

Instancelds.O ID of the instance to query

Offset Offset
Limit Allowed maximum output
Version API version number

2.1. Sorting Parameters

Parameter value

Describelnstances
AKID********************************
1465185768

11886

ap-guangzhou

ins-09dx96dg
0
20

2017-03-12

First, sort all the request parameters in an ascending lexicographical order (ASCII code) by their names. Notes: (1)

Parameters are sorted by their names instead of their values; (2) The parameters are sorted based on ASCII code, not

in an alphabetical order or by values. For example, Instancelds.2 should be arranged after Instancelds.12. You can

complete the sorting process using a sorting function in a programming language, such as the ksort function in PHP.

The parameters in the example are sorted as follows:

{
'"Action' 'Describelnstances’,

'InstanceIds.O’' 'ins-09dx96dg",

'Limit"' : 20,

'Nonce' 11886,

'Offset!' : O,

'Region' 'ap-guangzhou',

'Secret1d| 'AKID*********************‘k**********' o
'Timestamp’ 1465185768,

'Version': '2017-03-12",

}
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When developing in another programming language, you can sort these sample parameters and it will work as long as

you obtain the same results.

2.2. Concatenating a Request String

This step generates a request string.

Format the request parameters sorted in the previous step into the form of "parameter name"="parameter value". For
example, for the Action parameter, its parameter name is "Action" and its parameter value is "Describelnstances”, so it
will become Action=Describelnstances after formatted.

Note: The "parameter value" is the original value but not the value after URL encoding.

Then, concatenate the formatted parameters with "&". The resulting request string is as follows:

Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0
&Region=ap-guangzhou&Secret Id=AKID** ¥ ¥ &k hhkxxdkhdhxxrhdkhrxdkhkrrxxsr*gTimestamp=1465

185768&Version=2017-03-12

2.3. Concatenating the Signature Original String

This step generates a signature original string.

The signature original string consists of the following parameters:

1. HTTP method: POST and GET modes are supported, and GET is used here for the request. Please note that the
method name should be in all capital letters.

2. Request server: the domain name of the request to view the list of instances (Describelnstances) is
cvm.tencentcloudapi.com. The actual request domain name varies by the module to which the API belongs. For
more information, see the instructions of the specific API.

3. Request path: The request path in the current version of TencentCloud API is fixed to /.

4. Request string: the request string generated in the previous step.

The concatenation rule of the signature original string is: Request method + request host + request path + ? + request

string
The concatenation result of the example is:
GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=1ns-09dx96dg&L

imit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret ITA=AKTID* * * *x & &k kx &k kokxx %
ArFxFAAAx*F A AR gTimestamp=1465185768&Version=2017-03-12

2.4. Generating a Signature String

This step generates a signature string.

First, use the HMAC-SHA1 algorithm to sign the signature original string obtained in the previous step, and then
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encode the generated signature using Base64 to obtain the final signature.

The specific code is as follows with the PHP language being used as an example:

SsecretKey = "*kkkkkkdkkokokkdhkokokkdhkkokkdhkkkox 1

SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=1ins
-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID****x***%

*hkkkkkkkkkkkhhkkkkkkhkkx*xsTimestamp=1465185768&Version=2017-03-12";
$signStr = base64_encode (hash_hmac ('shal', S$srcStr, S$secretKey, true));

echo $signStr;

The final signature is:

TRAM2x fNMO9EiVTNmPg06MRnCvQ=

When developing in another programming language, you can sign and verify the original in the example above and it
works as long as you get the same results.

3. Encoding a Signature String

The generated signature string cannot be directly used as a request parameter and must be URL encoded.

For example, if the signature string generated in the previous step is 7RAM2xfNMO9EIVTNmMPg06MRnCvQ=, the
final signature string request parameter (Signature) is 7RAM2xfNMO9EiIVTNmMPg06 MRnCvQ%3D, which will be used

to generate the final request URL.

Note: If your request method is GET, or the request method is POST and the Content-Type is
application/x-www-form-urlencoded, then all the request parameter values need to be URL encoded
(except the parameter key and the symbol of =) when sending the request. Non-ASCII characters need to
be encoded with UTF-8 before URL encoding.

Note: The network libraries of some programming languages automatically URL encode all parameters, in
which case there is no need to URL encode the signature string; otherwise, two rounds of URL encoding
will cause the signature to fail.

Note: Other parameter values also need to be encoded using RFC 3986. Use %XY in percent-encoding for
special characters such as Chinese characters, where "X" and "Y" are hexadecimal characters (0-9 and

uppercase A-F), and using lowercase will cause an error.

4. Signature Failure
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The following situational error codes for signature failure may occur. Please resolve the errors accordingly.

Error code Error description

AuthFailure.SignatureExpire The signature is expired
AuthFailure.SecretldNotFound The key does not exist
AuthFailure.SignatureFailure Signature error

AuthFailure. TokenFailure Token error

AuthFailure.InvalidSecretld Invalid key (not a TencentCloud API key type)

5. Signature Demo

When calling API 3.0, you are recommended to use the corresponding Tencent Cloud SDK 3.0 which encapsulates
the signature process, enabling you to focus on only the specific APIs provided by the product when developing. See

SDK Center for more information. Currently, the following programming languages are supported:

» Python
» Java

o PHP

» Go

» NodedS
o NET

To further explain the signing process, we will use a programming language to implement the process described
above. The request domain name, APl and parameter values in the sample are used here. This goal of this example is

only to provide additional clarification for the signature process, please see the SDK for actual usage.

The final output URL might be: https://cvm.tencentcloudapi.com/?
Action=DescribeInstances&Instancelds.O=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret TA=AKID* * * K Kk k% % % % % % & % * % * k k k kkkk*k*****§Sjgnature=7RAM2x fNMO9E i VTNmP

g06MRNCvQ%3D&Timestamp=1465185768&Version=2017-03-12

Note: The key in the example is fictitious, and the timestamp is not the current time of the system, so if this URL is
opened in the browser or called using commands such as curl, an authentication error will be returned: Signature
expired. In order to get a URL that can work properly, you need to replace the Secretld and SecretKey in the example

with your real credentials and use the current time of the system as the Timestamp.
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Note: In the example below, even if you use the same programming language, the order of the parameters in the URL
may be different for each execution. However, the order does not matter, as long as all the parameters are included in

the URL and the signature is calculated correctly.

Note: The following code is only applicable to API 3.0. It cannot be directly used in other signature processes. Even
with an older API, signature calculation errors may occur due to the differences in details. Please refer to the

corresponding documentation.

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign (String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance (method);

SecretKeySpec secretKeySpec = new SecretKeySpec (key.getBytes (CHARSET), mac.getAlg
orithm());

mac.init (secretKeySpec) ;

byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

}

public static String getStringToSign (TreeMap<String, Object> params) {
StringBuilder s2s = new StringBuilder ("GETcvm.tencentcloudapi.com/?");
// When signing, the parameters need to be sorted in lexicographical order. TreeM

ap 1s used here to guarantee the correct order.

for (String k : params.keySet ()) {

s2s.append (k) .append ("=") .append (params.get (k) .toString ()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

}

public static String getUrl (TreeMap<String, Object> params) throws UnsupportedEnc
odingException {

StringBuilder url = new StringBuilder ("https://cvm.tencentcloudapi.com/?");

// There is no requirement for the order of the parameters in the actual request
URL.

for (String k : params.keySet ()) {
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// The request string needs to be URL encoded. As the Key is all in English lette
rs, only the value is URL encoded here.

url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHAR
SET) ) .append ("&") ;

}

return url.toString () .substring (0, url.length() - 1);

}

public static void main (String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMap enable
s automatic sorting

// A random number should be used when actually calling, for example: params.put
("Nonce'", new Random () .nextInt (java.lang.Integer.MAX VALUE) ) ;

params.put ("Nonce", 11886); // Common parameter

// The current time of the system should be used when actually calling, for examp
le: params.put ("Timestamp'", System.currentTimeMillis() / 1000);

params.put ("Timestamp", 1465185768); // Common parameter

params.put ("SecretId", "AKID***x**kxkkkrdkkkkkxkhkrkkkhkxkkxxaW) . // Common paramet
er

params.put ("Action", "DescribelInstances"); // Common parameter

params.put ("Version", "2017-03-12"); // Common parameter

params.put ("Region", "ap-guangzhou"); // Common parameter

params.put ("Limit", 20); // Business parameter

params.put ("Offset", 0); // Business parameter

params.put ("InstancelIds.0", "ins-09dx96dg"); // Business parameter

params.put ("Signature", sign(getStringToSign (params), " *xFxxHExxdkxkkxkkrkkxkkxxx
AAAAAAN - "HmacSHAL")); // Common parameter

System.out.println (getUrl (params)) ;

}

}

Python

Note: If running in a Python 2 environment, the following requests dependency package must be installed first: pip

install requests

# —*— coding: utf8 —*-
import base64

import hashlib

import hmac

import time

import requests

secret ld = "AKID********************************"

Secret_key LI B 2 b b b b b 2 A I b i i e S A b i b i S A dh i e
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def get_string_to_sign (method, endpoint, params) :
s = method + endpoint + "/2"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str

def sign_str (key, s, method):
hmac_str = hmac.new (key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64d.bb6dencode (hmac_str)

if name == '__main_':

endpoint = "cvm.tencentcloudapi.com"
data = {

'Action' : 'DescribelInstances',
'"InstancelIds.0' : 'ins-09dx96dg’,
'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap—-guangzhou',

'SecretId' : secret_id,

'Timestamp' : 1465185768, # int (time.time())
'Version': '2017-03-12"

}

s = get_string_ to_sign ("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib.shal)

print (data["Signature"])

# An actual invocation would occur here, which may incur fees after success
# resp = requests.get ("https://" + endpoint, params=data)

# print (resp.url)

Golang

package main

import (

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
"fmt "

"sort"

)

func main () {

SeCIetId = "AKID********************************"

SecretKey e= Mokkkkkkkkkkkkkkkkkhkkhkkhkkhkkhkkhkkhkhkhkkhkhkhkhkhrxn
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params := map[string]string{
"Nonce": "11886",
"Timestamp": "1465185768",
"Region": "ap-guangzhou",

"SecretId": secretld,

"Version": "2017-03-12",
"Action": "DescribelInstances",
"InstancelIds.O0": "ins-09dx96dg",
"Limit": "20",

"Offset": "O",

}

var buf bytes.Buffer

buf.WriteString ("GET")

buf.WriteString ("cvm.tencentcloudapi.com")
buf.WriteString ("/")

buf.WriteString ("?")

// sort keys by ascii asc order

keys := make([]string, 0, len (params))
for k, _ := range params {

keys = append (keys, k)

}

sort.Strings (keys)

for i := range keys {

k := keys[i]
buf.WriteString (k)
buf.WriteString("=")
buf.WriteString (params[k])
buf.WriteString("&")

s
buf.Truncate (buf.Len() - 1)
hashed := hmac.New(shal.New, []byte(secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

3

<?php

$secretId =] "AKID********************************";
$SecretKey = "********************************";

S$param["Nonce"] = 11886;//rand();
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Sparam["Timestamp"] = 1465185768;//time () ;

[
Sparam["Region"] = "ap-guangzhou";
Sparam["SecretId"] = S$secretld;
Sparam["Version"] = "2017-03-12";
Sparam["Action"] = "Describelnstances";
Sparam["InstancelIds.0"] = "ins-09dx96dg";
Sparam|["Limit"] = 20;
Sparam["Offset"] = 0;

ksort ($param) ;

$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( $param as Skey => Svalue ) {

$signStr = $signStr . $key . "=" . Svalue . "&";
}

SsignStr = substr($signStr, 0, -1);

Ssignature = base64_encode (hash_hmac ("shal", $signStr, S$secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// Sparam["Signature"] = S$signature;

// Surl = "https://cvm.tencentcloudapi.com/?".http_build_query (Sparam) ;
// echo S$url.PHP_EOL;

// S$Sch = curl_init ();

// curl_setopt ($ch, CURLOPT_URL, S$Surl);

// Soutput = curl_exec ($Sch);

// curl_close($Sch);

// echo Jjson_decode (Soutput) ;

Ruby

# —*— coding: UTF-8 —*-
# require ruby>=2.3.0
require 'time'

require 'openssl'

require 'base64'

SeCret ld = "AKID********************************"
Secret_key = MhkkhkkhkhhkhhhhkkhkhhhhrhkhkkhkhhhrhrhrhhkkhkkhkArrhhkW
method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'

data = {

'Action' => 'DescribelInstances',

'Instancelds.0' => 'ins-09dx96dg’',
'Limit' => 20,
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'Nonce' => 11886,

'Offset' => 0,

'Region' => 'ap-guangzhou',
'SecretId' => secret_id,
'Timestamp' => 1465185768, # Time.now.to_ i
'Version' => '2017-03-12",

}

sign = method + endpoint + '/?2'
params = []

data.sort.each do |item|

params << "#{item[O0] }=#{item[1]}"
end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

Optical Character Recognition

data['Signature'] = Base64.encode64 (OpenSSL::HMAC.digest (digest, secret_key, sig

nj)
puts data['Signature']

# require 'net/http'
# uri = URI('https://'" + endpoint)
# uri.query = URI.encode_www_form(data)
# p uri
# res = Net::HTTP.get_response (uri)
# puts res.body
DotNet

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class Application {
public static string Sign(string signKey, string secret)

{
string signRet = string.Empty;

using (HMACSHA1l mac = new HMACSHAI (Encoding.UTF8.GetBytes (signKey)))

{

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash);
}

return signRet;

}

public static string MakeSignPlainText (SortedDictionary<string, string> requestPa

rams, string requestMethod, string requestHost, string requestPath)

©2013-2025 Tencent Cloud International Pte. Ltd.
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{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

string v = "";

foreach (string key in requestParams.Keys)
{

v += string.Format ("{0}={1}&", key, requestParams]lkey]);
}

retStr += v.TrimEnd('&"');

return retStr;

}

public static void Main (string[] args)
{

String SECRET_ID = "AKID********************************";
string SECRET_KEY = "***‘k****************************";
string endpoint = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "DescribeInstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

// long timestamp = ToTimestamp () / 1000;

// string requestTimestamp = timestamp.ToString();
Dictionary<string, string> param = new Dictionary<string, string> ();
param.Add ("Limit", "20");

param.Add ("Offset", "O");

param.Add ("InstanceIds.0", "ins-09dx96dg") ;

param.Add ("Action", action);

param.Add ("Nonce", "11886");

// param.Add ("Nonce'", Math.Abs (new Random () .Next ()).ToString());

param.Add ("Timestamp", RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string> (p
aram, StringComparer.Ordinal);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");
Console.Writeline (sigInParam);

string sigOutParam = Sign (SECRET_KEY, sigInParam);
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Console.WriteLine ("GET https://cvm.tencentcloudapi.com") ;

foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WritelLine ("Signature" + ": " + WebUtility.UrlEncode (sigOutParam)) ;

Console.WriteLine();

string result = "https://cvm.tencentcloudapi.com/?";

foreach (KeyValuePair<string, string> kv in headers)

{

result += WebUtility.UrlEncode (kv.Key) + "=" + WebUtility.UrlEncode (kv.Value) +
n&u;
}
result += WebUtility.UrlEncode ("Signature") + "=" + WebUtility.UrlEncode (sigOutPa
ram) ;
Console.WriteLine ("GET " + result);
}
}
NodedS
const crypto = require('crypto');

function get_req url (params, endpoint) {

params|['Signature'] = escape (params|['Signature'l]);

const url_strParam = sort_params (params)

return "https://" + endpoint + "/?" + url_strParam.slice(1);

}

function formatSignString(regMethod, endpoint, path, strParam) {

let strSign = regMethod + endpoint + path + "?" + strParam.slice(l);
return strSign;

}

function shal (secretKey, strsign) {

let signMethodMap = {'HmacSHAl': "shal"};

let hmac = crypto.createHmac (signMethodMap|['HmacSHAL1'"'], secretKey || "");
return hmac.update (Buffer.from(strsign, 'utf8')).digest ('base6d")

}

function sort_params (params) {
let strParam = "";

let keys = Object.keys (params);
keys.sort () ;

for (let k in keys) {

//k = k.replace(/_/qg, '.");
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strParam += ("&" + keys[k] + "=" + params|keys[k]]);
}

return strParam

}

function main () {

Optical Character Recognition

const SECRET_ID = "AKID********************************ll
Const SECRET_KEY = Whkhkhkhrhhkkhkkhhhkhrhrhhkkhkhhhrrhkkhkkhkkhkhtrrrhkkh%kN
const endpoint = "cvm.tencentcloudapi.com"

const Region = "ap-guangzhou"

const Version = "2017-03-12"

const Action = "DescribelInstances"

const Timestamp = 1465185768

// const Timestamp = Math.round (Date.now() / 1000)
const Nonce = 11886

//const nonce = Math.round (Math.random() * 65535)

let params = {};
params|['Action'] = Action;
params|['Instancelds.0'] = 'ins-09dx96dg’';
params|['Limit'] = 20;
params|['Offset'] = 0;
params [ 'Nonce'] = Nonce;
params|['Region'] = Region;
params|['SecretId'] = SECRET_ID;
params|['Timestamp'] = Timestamp;
params|['Version'] = Version;
strParam = sort_params (params)
const regMethod = "GET";

const path = "/";

strSign = formatSignString(regMethod, endpoint, path,
console.log(strSign)

EOMBOLE ; Log] (Vom—m——eeeemeeeeeeee=—a= "

params|['Signature'] = shal (SECRET_KEY, strSign)
console.log(params|['Signature'])

console.log("-——-—"—""""""""""—"———— ")

const reqg url = get_req_url (params, endpoint)
console.log(params|['Signature'])
console.log("-———""""""""""""""""——- ")
console.log(req_url)

}

main ()
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Responses

Last updated : 2024-04-08 16:35:47

Response for Successful Requests

For example, when calling CAM API (version: 2017-03-12) to view the status of instances (DescribelnstancesStatus),

if the request has succeeded, you may see the response as shown below:

{

"Response": {

"TotalCount": O,

"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42f-595cc34b6clc"”
}

}

e The APl will return Response , which contains RequestId , aslong as it processes the request. It does not
matter if the request is successful or not.

» Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

» Except for the fixed fields, all fields are action-specified. For the definitions of action-specified fields, see the
corresponding APl documentation. In this example, TotalCount and InstanceStatusSet are the fields
specified by the APl DescribeInstancesStatus .0 TotalCount means thatthe requester owns 0 CVM

instance sothe InstanceStatusSet isempty.

Response for Failed Requests

If the request has failed, you may see the response as shown below:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please ensure your s

ignature is correct."

b

"RequestId": "ed93f3cb-£35e-473f-b9£f3-0d451b8b79c6"
}

}
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The presence of the Error field indicates that the request has failed. A response for a failed request will include

Error , Code and Message fields.

Code is the code of the error that helps you identify the cause and solution. There are two types of error codes

so you may find the code in either common error codes or API-specified error codes.

Message explains the cause of the error. Note that the returned messages are subject to service updates. The

information the messages provide may not be up-to-date and should not be the only source of reference.

Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

Common Error Codes

If there is an Error field in the response, it means that the API call failed. The Code field in Error indicates the error

code. The following table lists the common error codes that all actions can return.

Error Code
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunQperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded

MissingParameter

Description

Invalid key (not a TencentCloud API key type).
MFA failed.

The key does not exist.

Signature expired.

Signature error.

Token error.

The request does not have CAM authorization.

DryRun Operation. It means that the request would have succeeded, but
the DryRun parameter was used.

Operation failed.
Internal error.

The API does not exist.
Incorrect parameter.
Invalid parameter value.
Quota limit exceeded.

A parameter is missing.
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NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion
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The API version does not exist.

The number of requests exceeds the frequency limit.
Resource is in use.

Insufficient resource.

The resource does not exist.

Resource is unavailable.

Unauthorized operation.

Unknown parameter.

Unsupported operation.

HTTPS request method error. Only GET and POST requests are
supported.

API does not support the requested region.
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Smart Structured Information OCR APlIs
SmartStructural OCRV2

Last updated : 2025-06-27 15:03:04

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This API is used to recognize fields from cards, documents, bills, forms, contracts, and other structured information. It
is flexible and efficient to use, without any configuration required. This APl is suitable for recognizing structured

information.
A maximum of 10 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t . -

arameter Required Type Description
Name
Action Yes Strin Common Params. The value used for this API:

9 SmartStructural OCRV2.

Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.
ImageUrl No String The URL of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is currently
not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 74 of 268


https://console.tencentcloud.com/api/explorer?Product=ocr&Version=2018-11-19&Action=SmartStructuralOCRV2
https://www.tencentcloud.com/document/api/1005/34677
https://www.tencentcloud.com/document/api/1005/34677
https://www.tencentcloud.com/document/api/1005/34677
https://www.tencentcloud.com/document/api/1005/34677

&2 Tencent Cloud

ImageBase64

IsPdf

PdfPageNumber

ltemNames.N

ReturnFull Text

No

No

No

No

No

String

Boolean

Integer

Array of
String

Boolean

3. Output Parameters

Parameter
Name

Angle

StructuralList

WordList

©2013-2025 Tencent Cloud International Pte. Ltd.

Type

Float

Array of
Grouplnfo

Array of

Description

Optical Character Recognition

We recommend that you store the image in Tencent Cloud for
higher download speed and stability.

The download speed and stability of non-Tencent Cloud URLs
may be low.

The Base64-encoded value of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is currently
not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

Either ImageUrl or ImageBase64 ofthe image mustbe
provided. If both are provided, only ImageUrl is used.

Whether to enable PDF recognition. Default value: false .If
you enable this feature, both images and PDF files can be
recognized.

The number of the PDF page that needs to be recognized. Only
one single PDF page can be recognized. This parameter is valid
if the uploaded file is a PDF and the value of IsPdf is

true .Defaultvalue: 1 .

The names of the fields you want to return for the structured
information recognition.

For example, if you want to return only the recognition result of
the "Name" and "Gender" fields, set this parameter as follows:
ltemNames=["Name","Gender"]

Whether to enable recognition of all fields.

The rotation angle (degrees) of the text on the image. 0: The text is horizontal.
Positive value: The text is rotated clockwise. Negative value: The text is rotated
counterclockwise.

The structural information (key-value).

The recognized text information.
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Wordltem

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request will
not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Recognizing structured information

This example shows you how to use the new API for smart structured information OCR.

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: SmartStructuralOCRV2

<Common request parameters>

{

"ImageUrl": "https://ocr—-demo—-1254418846.cos.ap-guangzhou.mygcloud.com/document/S
martStructuralOCR/SmartStructuralOCRV2. jpg"

}

Output Example

{

"Response": {
"Angle": O,
"StructurallList": [
{

"Groups": [

{

"Lines": [

{

"Key": {
"AutoName": "abc"
b

"Value": {
"AutoContent": "abc",
"Coord": {
"LeftTop": {

"X": O,

©2013-2025 Tencent Cloud International Pte. Ltd. Page 76 of 268


https://www.tencentcloud.com/document/api/1005/37316#WordItem

&2 Tencent Cloud

"y": 0

b

"RightTop": {
"X": O,

"Y": 0

b
"RightBottom": {
"X": O,

"Y": 0

4

"WordList": [

{

"DetectedText": "abc",
"Coord": {}

}

I
"RequestId": "abc"

}
}

5. Developer Resources

SDK

Optical Character Recognition

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
o Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

©2013-2025 Tencent Cloud International Pte. Ltd.
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.DownLoadError

FailedOperation.ImageDecodeFailed

FailedOperation.OcrFailed

FailedOperation.UnKnowError
FailedOperation.UnOpenError
InvalidParameterValue.lnvalidParameterValueLimit
LimitExceeded.TooLargeFileError
ResourceUnavailable.InArrears
ResourceUnavailable.ResourcePackageRunOut

ResourcesSoldOut.ChargeStatusException

©2013-2025 Tencent Cloud International Pte. Ltd.

Description
File download failed.
Image decoding failed.

OCR failed. This error may be caused by unstable
network connections,service anomalies or other issues.

Unknown error.

The service is not activated.

Incorrect parameter value.

The file is too large.

The account is in arrears.

The account resource package is exhausted.

Exceptional billing status.
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SmartStructuralPro

Last updated : 2025-06-27 15:03:03

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This API is used to recognize fields from cards, documents, bills, forms, contracts, and other structured information. It

is flexible and efficient to use, without any configuration required. This APl is suitable for recognizing structured

information.
A maximum of 10 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String
SmartStructuralPro.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.
ImageUrl No String The URL of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is currently
not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

We recommend that you store the image in Tencent Cloud for
higher download speed and stability.
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The download speed and stability of non-Tencent Cloud URLs
may be low.

The Base64-encoded value of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is currently
not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

Either ImageUrl or ImageBase64 oftheimage mustbe

ImageBase64 No String

provided. If both are provided, only ImageUrl is used.

The number of the PDF page that needs to be recognized. Only
PdfPageNumber No Integer one single PDF page can be recognized. This parameter is valid
if the uploaded fileisa PDF . Default value: 1.

The names of the fields you want to return for the structured
information recognition.

Array of
IltemNames.N No Striny For example, if you want to return only the recognition result of
g the "Name" and "Gender" fields, set this parameter as follows:
ltemNames=["Name","Gender"]
ReturnFullText No Boolean Whether to enable recognition of all fields.
Configuration ID support: General
-- General scenarios; InvoiceEng
-- Ocean bill of lading, international invoice template;
Configld No String -- Ocean shipment order template; WayBIllEng
-- CustomsDeclaration
-- WeightNote
-- MedicalMeter
EnableCoord No Boolean Enable recognition of coordinate values in full-text fields

3. Output Parameters

Parameter

Type Description
Name
The rotation angle (degrees) of the text on the image. 0: The text is horizontal.
Angle Float Positive value: The text is rotated clockwise. Negative value: The text is rotated
counterclockwise.
StructuralList Array of The structural information (key-value).
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Grouplnfo

Array of
Wordltem

WordList The recognized text information.

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request will
not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Smart Structured Information OCR Pro

Smart Structured Information OCR Pro

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: SmartStructuralPro

<Common request parameters>

{

"ImageUrl": "https://ocr-demo-1254418846.cos.ap—guangzhou.mygcloud.com/document/S
martStructuralOCR/SmartStructuralProl.png"

}

Output Example

{

"Response": {
"Angle": O,
"Structurallist": [
{

"Groups": [

{

"Lines": [

{

"Key": {
"AutoName": "abc"
b

"Value": {

"AutoContent": "abc",
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"Coord": {
"LeftTop": {
"Xll: O’

"Y": O

by
"RightTop": {
"X": O,

"Yll: O

b
"RightBottom": {
nYw. O,

"Yll: O

r

"WordList": [

{

"DetectedText": "abc",
"Coord": {}

I

I
"RequestId": "abc"

}
}

5. Developer Resources

SDK

Optical Character Recognition

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.DownLoadError

FailedOperation.ImageDecodeFailed

FailedOperation.OcrFailed

FailedOperation.UnKnowError
FailedOperation.UnOpenError
InvalidParameterValue.InvalidParameterValueLimit
LimitExceeded.TooLargeFileError
ResourceUnavailable.InArrears
ResourceUnavailable.ResourcePackageRunOut

ResourcesSoldOut.ChargeStatusException

©2013-2025 Tencent Cloud International Pte. Ltd.

Description
File download failed.
Image decoding failed.

OCR failed. This error may be caused by unstable
network connections,service anomalies or other issues.

Unknown error.

The service is not activated.

Incorrect parameter value.

The file is too large.

The account is in arrears.

The account resource package is exhausted.

Exceptional billing status.
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SmartStructuralPro

Last updated : 2025-01-07 11:10:18

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This API is used to recognize fields from cards, documents, bills, forms, contracts, and other structured information. It

is flexible and efficient to use, without any configuration required. This APl is suitable for recognizing structured

information.
A maximum of 10 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String
SmartStructuralPro.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.
ImageUrl No String The URL of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is currently
not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

We recommend that you store the image in Tencent Cloud for
higher download speed and stability.
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The download speed and stability of non-Tencent Cloud URLs
may be low.

The Base64-encoded value of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is currently
not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

Either ImageUrl or ImageBase64 oftheimage mustbe

ImageBase64 No String

provided. If both are provided, only ImageUrl is used.

The number of the PDF page that needs to be recognized. Only
PdfPageNumber No Integer one single PDF page can be recognized. This parameter is valid
if the uploaded fileisa PDF . Default value: 1.

The names of the fields you want to return for the structured
information recognition.

Array of
ltemNames.N No Striny For example, if you want to return only the recognition result of
g the "Name" and "Gender" fields, set this parameter as follows:
ltemNames=["Name","Gender"]
ReturnFullText No Boolean Whether to enable recognition of all fields.
Configuration ID support: General
-- General scenarios; InvoiceEng
-- Ocean bill of lading, international invoice template;
Configld No String -- Ocean shipment order template; WayBIllEng
-- CustomsDeclaration
-- WeightNote
-- MedicalMeter
EnableCoord No Boolean Enable recognition of coordinate values in full-text fields

3. Output Parameters

Parameter

Type Description
Name
The rotation angle (degrees) of the text on the image. 0: The text is horizontal.
Angle Float Positive value: The text is rotated clockwise. Negative value: The text is rotated
counterclockwise.
StructuralList Array of The structural information (key-value).
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Grouplnfo

Array of
Wordltem

WordList The recognized text information.

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request will
not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Smart Structured Information OCR Pro

Smart Structured Information OCR Pro

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: SmartStructuralPro

<Common request parameters>

{

"ImageUrl": "https://ocr-demo-1254418846.cos.ap—guangzhou.mygcloud.com/document/S
martStructuralOCR/SmartStructuralProl.png"

}

Output Example

{

"Response": {
"Angle": O,
"Structurallist": [
{

"Groups": [

{

"Lines": [

{

"Key": {
"AutoName": "abc"
b

"Value": {

"AutoContent": "abc",
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"Coord": {
"LeftTop": {
"Xll: O’

"Y": O

by
"RightTop": {
"X": O,

"Yll: O

I
"RightBottom": {
nYw. O,

"Yll: O

14

"WordList": [

{

"DetectedText": "abc",
"Coord": {}

I

1,
"RequestId": "abc"

}
}

5. Developer Resources

SDK

Optical Character Recognition

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js

©2013-2025 Tencent Cloud International Pte. Ltd.
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¢ Tencent Cloud SDK 3.0 for NET
¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

FailedOperation.DownLoadError
FailedOperation.ImageDecodeFailed
FailedOperation.OcrFailed
FailedOperation.UnKnowError
FailedOperation.UnOpenError
InvalidParameterValue.lnvalidParameterValueLimit
LimitExceeded.ToolLargeFileError
ResourceUnavailable.InArrears
ResourceUnavailable.ResourcePackageRunOut

ResourcesSoldOut.ChargeStatusException

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

File download failed.

Image decoding failed.

OCR failed.

Unknown error.

The service is not activated.

Incorrect parameter value.

The file is too large.

The account is in arrears.

The account resource package is exhausted.

Exceptional billing status.
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Card and Document OCR APIs
RecognizeMainlandIDCardOCR

Last updated : 2025-03-11 22:55:02

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This interface supports the identification of all fields on the front and back of the second-generation ID card for
mainland Chinese residents.Including name, gender, ethnicity, date of birth, address, citizen ID number, issuing
authority, and validity period, the identification accuracy reaches more than 99%.In addition, this interface also
supports a variety of value-added capabilities to meet the needs of different scenarios. Such as the cropping function
of ID card photos and portrait photos, and also has 5 alarm functions.

As shown in the table below.

Value-added ability Ability items
ID card copy warning
ID card copy warning

Alarm function Alarm for occlusion in the ID card frame
ID card reflective warning

Blurry picture warning

Default interface request frequency limit: 20 times/second
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API| Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters
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The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter
Name

Action

Version

Region

ImageBase64

ImageUrl

CardSide

CropPortrait

CropldCard

Required

Yes

Yes

No

No

No

No

No

No

Type

String

String

String

String

String

String

Boolean

Boolean

3. Output Parameters

Parameter
Name

Type

Description

Description

Common Params. The value used for this API:
RecognizeMainlandIDCardOCR.

Common Params. The value used for this API: 2018-11-19.
Common Params. This parameter is not required for this API.

The Base64 value of the image. The image is required to be no
larger than 7M after Base64 encoding, and the resolution is
recommended to be 500*800 or above. PNG, JPG, JPEG, and BMP
formats are supported. It is recommended that the card part
occupies at least 2/3 of the picture. One of ImageUrl and
ImageBase64 of the image must be provided. If both are provided,
only ImageUrl will be used.

The URL address of the image. The image is required to be no
larger than 7M after Base64 encoding, and the resolution is
recommended to be 500800 or above. PNG, JPG, JPEG, and BMP
formats are supported. It is recommended that the card part
occupies at least 2/3 of the picture. It is recommended that images
be stored in Tencent Cloud to ensure higher download speed and
stability.

FRONT: The side of the ID card with the photo (portrait side),
BACK: The side of the ID card with the national emblem (national
emblem side). If this parameter is not filled in, the front and back of
the ID card will be automatically determined for you.

Whether to return the ID card portrait, the default is false

Whether to enable ID card photo cropping (removing excess edges
outside the ID, automatically correcting the shooting angle), the
default value is false
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Name String Name((portrait side))

Sex String Sex((portrait side))

Nation String Nation((portrait side))

Birth String Brithday((portrait side))

Address String Address(portrait side)

[dNum String ID number (portrait side)

Authority String Card authority(national emblem side)
ValidDate String Card valid date (national emblem side)

Card Warning Information

-9101 Alarm for covered certificate,
Array -9102 Alarm for photocopied certificate,
WarnCardInfos of -9103 Alarm for photographed certificate,
Integer -9104 Alarm for PS certificate,
-9107 Alarm for reflective certificate,
-9108 Alarm for blurry image,
-9109 This capability is not enabled.

Portraitimage String Portrait image base64
IdCardlmage String ID card photo cropping results base64

The unique request ID, generated by the server, will be returned for every request
Requestld String (if the request fails to reach the server for other reasons, the request will not
obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Example of a Chinese Mainland ID Card

Example of a Chinese mainland ID card.

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: RecognizeMainlandIDCardOCR
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<common request parameters>

{

"ImageBase64": "/97/4AAQSkZJIRGABAQEAAQABAAD/2wBDAAGGBgcGBQgHBWcICQgKDBONDASLDBkSE
w8UHROfHh0aHBwgJC4nICIsIxwcKDcpLDAXNDQOHYyc5PTgyPC4zNDL/2wBDAQkJCQWLDBgNDRgy IRwhM
IyMjIyMiIyMjIyMjIyMIIyMjIyMiIyMjIyMjIyMIIyMjIyMjIyMjIyMjIyMjIyMjL/wgARCAEAAYSDAST
AAhEBAXEB/8QAGWAAAgGMBAQEAAAAAAAAAAAAAAQIAAWQFBgL /xAAYAQEBAQERBAAAAAAAAAAAAAAAAAQID
BP /aAAwWDAQACEAMQAAAB7JcaiFgAlyoWKBbwVywCRhNLGEpDqlCJAJFUjgUsbFDWWEGJF IHRADEELXNZC
JWXczmwlEOAzZi+FF4MM40OpIQQEQFKhYAMOQS0aYrJbACODJIKzK6BLEIWAOVgKy1IFCCgSLLHisySpsjKo
SWOWAGQ1FJAXBqU28rU6Fn0O6BVbx+pVnNM6ovHXx0JXVE6Xne 7LRXJtX07CxpY8WQEUFJZCOMsROIoBgLDEQ
rVZec+dnoz jLXbnE2JVvKNFiNAhXpQa5GsR7FDraHDFMdRgmaK1uMuW28LhTfJolQt srKmLJXgiGBhYwEh
BIFpknIuaeDnTWANVYRyhGuzk9X2fn/so6kR4kIEVAkdTgHHr5+pouw61i31760c/fwOeuhl0OB25TaoWg
qurc30a0PnXVgGaXTs4XdzpmgpoAKhVRIOAWMX jvT+S11ijSnejmd /Uce65UIvNoVG6XLaPotvP6MpVhYo
KyRhNROYUgsgRWWVarWloOVmLJU6sg2rItk0c2iLTehCFEr1HGit SwgKtGenhffeF1LfScvs56AF5rzPN
95zNc/LHUPZ51lut zmfa9HPggQgkRORJBOMW/m6j206DBswdETNgyc9VTFtibuP11Cmrc35b+Fjfo81+Sy
6tsK36+J0pX08vg61lgLY2sZUDRrK/Iex5VVaDfnpztNSDRARLJO0V15XaruezbW/71BK7LFEkjSbih0IXU
VLU1IUOIR1dQSVVLVIUMFEJBGCgMIhkVmrZCIKYhkmXWi5rFM2yyoNAralOvQZEevXZpsEVESFEFV1IGIm8nFE
sb5upgsy6SnRyusDB0eFz1gqz85fR04cMd6rImXtLy1XsUl14zrjDTL152100eUTdb5remvX5LvHZdDa4Ci
15mm71Whg6gmt riWKizp34N152xSwVMsCWVyMQdyBl1QrJREErUP56Xt18tZexVhxx22xcdr055WQI9KuWwt
gSpdc4HoZar7GrFZghmueIldXm7e5kyZZ2309D5v0cx00Zy1FgHzrWmHveU6F16y3xm68fSnPcwywSFks3
kgxEhgBAD1 9wTXLXrSXjZPRNLyOf6eHGP IAVKW6GXEM6HNO7alkkVyrUIAZeD3POTvbmS5vL2sN98/STJ
pha786t JKWYHcTenBO0b7u/Fs142UqybKrNSEMQsgpW4gXVuoFiSqQZSpVWUxowFRCIKAQCVFzLYRXSsP
k/Zc2d0b0o07UW6bb5+£f17MueKvdByreipxKuxX0/H1X6626Ue+QKQOyHVgjgRhJIS1CGgI0AmgyhVaLKVZ
WpYkgkQiMABiR1iusl1gR5AIZGihHAWY00oAlC1kWDKXArrrKo6wiWWUc 9/NIN2cYdTpVJIhOzRngXrYzzzrl
UZJe21VvLoMtnnbe42YEub5lgbs2XMdy3Bctx51lgbc2clvmHOb+h5£SdzNioTtHmOp2hxeoPZhynfTkhO6
6tQhFiRqoJKykQ2RXBWLStUcoKrQoSyZ0skmpVoURLovP03MgybCY7bmMxvipTodmelrOTplQwbusGec7X
SygXsldOkmSaiNAbLbCFMrUsoG6FcYmlwyDYt ZTQWKRCTMNYXLNcXI941znQChdaS550VabcCuXQpNwqgo2A
rW2JTLIUGWWIGJMZZYWi jhhCMDQEAt46sf/EACSQAAEEAAYDAATIBBQEBAAAAAAEAAGMRBBASE ZFBFCAKhT
JAJIDIZNEJARE/aAAgGBAQABBOKgOdAfOzkMEOVZOGVK1S75VLpcZAZUgVelLtdgl SpUqCOhaAt DUWNMW3G
ttiZ+CtDhHmhn/ANX8CKrM5BdhdKvuVLr36P30viNs69Ah8PZR4zv7atWigRKGEXVEe8u8g++nS6z+597d
+tZHi1i0EF2cirVo/c7QV58kczc585Wr90vXvr 9BQQ+Hgl1 90D9S6MrbuwsRI 9gZidSErxhhi ZAyMuRxE1gx
bi5voF3mPTvIfxdLj1IXXyrsSj+SFtP6064z+KxdOUbDR/02sWHYAqQUTCNIeOBn316jK/vgXtC3AnYmNi
86NedGvNYo52SrrM598HhFUglFaGlAClpCdEH jaboZAwIRgLx4yImEiaSWroby4Ve71licXpTpibbpVgs2
VvLHYfF7iafcfVady4XCPpyqylK/wBFKsuUMulznip9LX0s+4JBws27H6HLhcrp0zWujla9EON8W11hTYo
RPhx04+/g5UkgaGyguiW60IPDk+drHMXDHUt X6FFFc5zSi00V5eVHGXJONAhFDOwku3K371WRyGVKVg3IO
XHB8WsUX9nWLYS/Ds25ggWql021G3bf8AKe3800Q0dDg3cKAT8rXWXSrPGsLmH1rbMcdNO/J4tPqU1YR+uHM
SATJKgySXWW23W2NrD3aFFFUUFQQATOoGOWO02 /nufnpN/Y7nDN1SAKk6PUJS8KWHT6BYRumD1r7£0FOVr6u
F7WuTfwKvOBdK/SQamyDS/Bx/ jXwo6gmkotD1ThWFeJ90FCdhUl1v5xCmen0ZUsulMk1E8Ce3Zb4EhxOkux
GhHEOh9EkmgMk1kI4kBykkOujfrEk7WE41gQdgG9+I+0exHzGRINh21CTSfK5qaUEVI97VblXyBg8pvv2
VKxxMbDgI+aHax/bSkYd6SNaCzzZmk0jjOxyR61FGAG1lp0IcFpfJCKZM8bjwGOgaWwaP428e8kQe6IUzSt
C05d0i3JkYtudqg/Tusqyo5UVQy05EK1SrOpUFSA/S8IZnJI3IPxFM569B+g/VStUryvI/wDicL9CmucnFx
cMud?2/pKMwD2Saxqobw0jg8GYgt xGpxxgamzh60KaEMS1zPKCZPrj8hg32aWdyM107Wt jna80lal0xyh7Z
JRGOSAreAc2Q0YcbGDHM2T1d6WiRNGPy9eE fuXxFPb/JCKDxbdBCbwQnR6zAZzS+VhJw7fxe07kbv6cMcx
fThtktLgRhtO1l+J+P/71icZMKxwbio30dhrILQ5+EAQT6/A3t52ppwxB3y04ErbTmIfBaicFf/g+NQawl
NagxrRtMQalglaUWtrQOoNAAJaC6Nr jtMvINaGtdAx76TsNGS5CFgcYWmSsi8BOxLU6ckPfuOYfxyO0LRk5S
1CKY6mYgJdrwVitefGZykxB3sNI7U3EuU3WSyE78mkSufD5Mut8r24V07y58rm4d0rhDuu8fevDjEPTTY 9p
nFsdveQlSulE8s/t4QkC3QJKEX2n/AOPhNNt 1P jMePTH625)9MmH/ACJggRmMHDTHGArx5LZC4AxeG4dyvwt
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YUwWFGL+Dbdst ZUDYf4HQBpaAOZUusp/8Y+qSSgBQYNT4X /FpBWOFOAVKZ6A/KP8AFxCezScJ/r9rdu/al
fylSIVKKFX5HLhWih116X1IMf4nvpN/MudhYnNTZSEJAVac50ktBiLalkFFv5MItYdtQ5d+12d9UguzwO0
6V11WXfaPxXS1K88SagpO0iAoVaYPwOosWOtt 6EJQIpaVKXEWITScPSP+LI8+xy5y6XZ2zvKs+RyMrt1ZX1
KzXH49g8UrxjOhIGOtorYWwthbK2Sn47ZxXivXiSNeIHUxulpyv7nedgkMjl31lz6chd8LjKvvocgytalatD
3r7xkVVoexRQQ/QPQ5DK1efXedX6B3zLrn34QyKM10ZJIJgBnUcmt OxADw+2b3x26Z25CdLoG/S5GTZWukl1ln
ZC0SgxsxbX01lxAi1UUTHt 8xhdJiWxgOVsrRiIzLLiGQgPEMlacbEFJO2NRTtkHmRay74yVr2 jGxF8kzY2x
zt1G+wOfOyMR4hkh3mB2gkx7Xnt HLNK83UHx09xZrUZo0aS6NhOHOOhH/DtFikB0kO0s/tUlhkMj4pMSw
GKEhuEjBnfiWuDoGP8cn+inlLVh4ddgPbazHYmNwdgwdgt /FYhhvC6nD/52JLnDDveHf7TsTG/VhNT5H%B
mK1cGRYWLS2aIMxWMc7RhSWvqwgryN58rSqpVSpFt JT80NyLGl1IsaViwe2 0uLNQ22 6WYWF jnRMkVEBhIW
ukwOcjo4hE3bazZdImyt00mxNazZIWyMOgA40LVLA2VseHbEBhGML4g9gaGtdEHPk JErOBJE2R0kI1bBh2x
G6V/bRKJ+Xf6r/AE19pV1fpz6VZ2zvMK6y0OQ4XZR+gH5g9bVrrK8iPTpd51nz7d3116X1aBRggr+1336gr
X/TG6nOwg8V687687687268aRePIvGkXjyrx5V48i8aRePItiRePItiStiRbEiI2XrYkWzItiRbL1tSLaeh
E9bbr2nrQ99bbltviW25bbkWOWhyO0FaHLQ5U5U5UVS0or6319X2wxzjFFt j/8QAThEAAGICAGICAWAAAAAAA
AAAAAECERAgGIUASMTBQAYJB/90ACAEDAQE/AftU/p7+Ky80VvkbE+N2RV]j12RwidnixrV4AWnN4YnhaJWLR
g+ong9xXhPe82X1YrEumotnioj0X7eyUafx0UVr+P0LkfsvMfVko+SHOY1/TziN14shKNCmkSfPdssssti
0vs1170v5P//EACARAQACAQQCAWAAAAAAAAAAAAEAEQIQIDFAIVASMGD/2gATIAQIBATEBRIMESONerdudE
8xI6gVMS487zS+uR0GXuI8zKtnitMY86IfSAd7GPMyK/CnWv0BKIBPiQCGJI1bl9m+t//EADEQAAEDAGMHA
gYCAWEAAAAAAAEAAhREhRMRASQQOMgI JAYUWFxkRNAQ1CBobHhM1JgI//aAAgBAQAGPWKmM7b7JYKysPZdI 9ol
032XQPZdLfZdDVS2/bmThHzs4z/wBNTCJE45WAzohwkSYWe5RnKSPgRnaBydLWOMaoB2uv2cimBmglBKB
tgGj/ACaLZ0j4ZqmWPZZYu7t 5SWOOUdRTwOf16aS0+3y1SrrgG5T1yFMYmgUKF5RDghZAKIQOCNKfKJIIC
kA+/yUrK0g6vuyF1NDz5U43+QjevyvOvKggqMLFArwssadl1iNdzVZYOBrbCHGF1BrzJRnleDyLKy/CNde
yOArgaVNBVOW3Hfcaq/wijCgnCTBFfC4tBAS1INN2dNOp5F sbjDRXRfFe6lrRXkyReygYgLecwo7vjebvxH
5+fKIU4130Q5E004Cn6U4DZ61Hh4QYJIXQ6EeEWL+FRQKkg2EVMa4RT3UgIM+FgfRTopylTyCm4dO5SwtVR
hW080gC6PDC70HK/3VcNn2gn7/NuYSemEORwtEp7QSM2kXQB7IKaD8YPq74mbhGBNRg5khnco5HxRNBvC6
Xe/JdKHJI9Tzbb9Mbfaabt fmgg30hWUoHE/8AmT5Cy5XD1Q4XX 7Kk /kK1piUSJIpoul091miEPSUCTE08UQ
sxIQrU6IAm6kagVROHYILMv6VD+vmDRItEOr8001AZPbF 7TWNOoHBEUOOIkN+06J4t ZESTIRL60Z2mrpVbAQ
8qMxnJKZHhO4 jOcBbLpF 7pn+Pg+1ZsrXCKSUw/Cb60ZRb6s1keGGfyj0Ce2ie8NraApi 7kREVV 9ypxuuo
gbx88y28YESrD2XCAET1FfCgCAVTCSo0WaK3QJAMIHKKYQLKXCcO01ZstUl3bcpVeF4CG/5VeVbC60WmGO
bUQP91Ds2byVtKW0OzLacJd/JRb3f/ALJzulTOnZZyZP8ACFXhusQswaSYWcNkxog/LJiYCDzQkIcZnOHIJ
XEVAWQING+VOEtK4wpGuOnKf1ZM2TiRoACtpLaLlacJE21ZcjatiRovhOGWNRgiJsLwstSQtr1YbR60o 7NV
aAsusQgzXLCald4gAsjA+£Sigb5w8KAUSRrvZQiER1z05eny71Gik2GEgi4dtymIcvROmM+n2JIxXJEYOV1EE
HDOU6IY3+ajdIXUupX50i0U0hQYhD/po3cuBEfvCFKt SWhwuk+6kqgx3C2stuszjCz6RKDS1zZtIQBkk6A
TkaX1CjoOsIAgmewWZg+GDxITrYBEjRa+ylyJaonxbCW1Cy5v0pcoFLXIMzcROXEYXCZQYTU6YUJO7071
zVudouFDgnReZsjBB/EIm891UrgPTVASVXCPZNGTVTW20QwcW3Ca0sdxVdIT3agFMJ0am7R9Gjpaht2kc
Igytg93U+g2Q1kJrNmJe5RMk 1IJTQB9ITdsI4e6ftXCMI9kRIGz /AJTAg20HRbXbGmMa2Gz2YMZ7102Lo0Xs
srBGzab90x7ROTRbTaxANFsiLkpz JWFndlviWydg56ax1C8wvgkNoJpz fVRFFCthJAwgBUBOVCLSsscPZA
htVxNkDDMGVWZ4gobZDaRxWWVyhOcPgNV1cgFMG/dQ5GNVRz /dZSSAeyDW0Ca83b2Tmmx7IBNcZ4TKg/h
E1J0p+y1+Sj7nC4StFotF/a/takw9lYe6t+1ZWV1ZWV1ZWVirLpViuldJdXSVYrpPsrFdJ91Y+y6Suk+ys
fZWV1ZWwtygBVuv//EACYQAAMAAGICAWEAAWEBAQAAAAABESEXQVFhcRCBkaHBOeHwsfH/2gATAQEAATS
hWIQgeCEcBJUJrkg/901W1BM11UaTY1g0ksCSexprdZcGkSGthOhEzFCbMIaUOhIQ3s9HU/0We2YTLGsO
NO1XNJLyPRS5pr2IrlvJLhgaWI8js0ylkXgh/6hXh+D1y+g02fgPK/Q/4kN2P5B3x+ELbN+Foka7LFjZku
GNCs5HrDFrISen9HyJnp8Ilaw8DeBfBYNhgS5CS7FRjwxlgbeeDmnYWaWh4Q0g9IaYsoSjhrTHmwgXTIailj9
Gv4aOkxieyNLx5EOvs9fweD4EqlkirZHfBFHS5Ep0ZgqeCkIYVLWNkiEfDyWgR5FOUKd/ASMEANCRUSZS0X
Jsgf+IedDcXZ1NyR6siBP/ES55I55P6G8zgRs8mh6MjX0cL/BuN1XIaxsn/kaPLKE2tr7F1TnBX1jajMD
DSyNKYGUMYEsSm3Bo8GJgawzLQzak0YVCw3k j9HMZmMR30yULDOBkxfr0JtvaglmSdOpsbylz0WtJb6I8m
DBgR1Ja8jceTGRi1Gt stdQxPBz+GbkOWIJQkRNTyV6Ym2pNDkyzwQ7nwNLngixwKP7JuD7rMidXsaysaEWu
REsMZMQ36GL1yxexOGagozgiynfwxZv+isy5gh6XvRvHNn/AOCy+hltzkVGAYPGWKImDOksIw3QlJsRPae
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Ju8IRzuidvQtl/onhiRIm2x6xyTODkaorpKdF0SMs0Tz5KZ10z0]jGy5yxNNaM3L4FNb+/hFwIiCwvIM8
Z6E2noRJyPO2RNsNjwOSyprjL69iFHPhmU3Y4MVWE ZRPBrgbdg5G3Pedrz6IbIxX64FTxsuytyWahzJ8+
WR8VRVLSNJIWNnGri3e/RIKrzw+6JcGYLOLCGNGGsNFSDZS5g1VgvBSedDwVgsGvCMtC/pBt jDAKOkHWaDx
5L9k3wPGMV6E10Ju8G+CYOGficrnQxorwVaGT/AEHe ]/Y11JX0JjDY81R7FFRJeC4GRUIIKbOCUiFEJCO
0kcCNUpTbGt fhOxGVNZWZ1B4eTJSZH1/S5bEtcGMvkg2ZedjjI8goeqgxzls57Y¥Ymso08IazcCayuxnkRUu
Dt2m2xvAmLz40JmI4KXBZ6PY00oXHkKkT55JQSWROV/WHV6J2GtiN7TE+ESGlhaxblBZbayPlwEQjCnkJrzi7
0XJfJdFwyli/snJIGtbMIdHs5CxDHVAQ80iPQ3/5F1L8DrvkmSGRQt XxRaacYhLemAhcM834gdkalDKYGn
1dDd2Gplio8dcmUjgsKSapNFgbee38HZme2iESt 5GhwKxrIIVIN9IWs JOOVMb/AKTFFTvoZgEtnBKBur0
StITcIV6E8msobnoaxrgXmvn9DT/6VocH3whpDkY1ZkBPhgx8TK51Y0I3g04FrSEkwj6VEqQymWOCr YEWD
5qgy5pkt 7t IMY3x0MTely6t ZMFOE9YHEydOhg7n9Ggj256£f0d6NP JpMA+29XjoRnpV47I0kNjS5S/ggyya
w1l5MxzFHOUW1 ful 2KMWPwOHBOYycEQOYmpBw6izZwJ/ZWokQV2SsZRODWB6wr8F snkmfgzUGNOoSkvo4mBi
pdDud+yCs/ospYD1YO3U/A8Fg9CH fXkuJ9BvhoJcDiHFQIMKEZYH)J1CcEZhMo5G1hnINYZTLRSDXNyM7
KvpyuhcR7H4E+UX1Ub1g51syUXnY4/JOIY2XBveSJ4EpCVPwIYvOc2kHBCOkrNxC/11+WsQltmFRD1eT8
Dco03n0ez9JFTCxR70v8IaxcFrk/hXZjJ8ES5K0kNIMUfPI9Gy40R401DWpaRoYLjDG7/wsXaHnTJeRODcC8
tDfXwWZcGXXCe7UPGbMx+TKEQSX4 1RGOt QSLBVEfkyYwfsQnel8/Xw0JJhGPHA4YPYwzagVVYpINRTTGWT
n2yY¥cJp8mJ2Rhoec39G1M9QrIvoFMudcnKkfoRtd1ITZsHoOATIZszKzBp9f0blSmjRVIWhsCyVzAxuiT70
wvEg5sXkcYOVtbERUabaaEzbG90obDSmjENZRODwcH3BL1 5yI 9AhJuWdDmsgGhsxgsiZo6uBOKMABMEHGL
ro¥8sx0OWRcGSFGWkw2zMIxTkValdD6ohKmS9j16HmM55H1gc3TeI fmO9H+TYPgaavL04£fAhkykQ1Ywk71UQ
0z018pv8MiyV2iTzgZ7rJUSEovIx1uW90aUlrrLOf7TEThWt TVUOBE2CVciZNt JjOExXr4SyayceSz7+HZk
7C6Ir6MnoaChCo8FH1glgSvmgkQzjZdlgh50VrKYt9j+j9eh82cxmrej0HsujEOYVBISbXQIm9DSmAYZf
ANfJ6DBvVSG/P4hbWyY0yW60Pgq0YaIGUxFGeRCHIMWiKL5eIVZiLBuUG5gE3U18/D80oihpZWCHNngsnnsa5R
rL/p5FFvY86Pe/gQkVpDWEFw2JYD4w2snKF fox0y5QvZ9fKxs4LnPwsDOfhTHwpBa+KOZLVJIcQSJIgYIbMu
D1Y1giMjO0fO0wmXORJIXDGz1DutcVczCNy2NGNwPyi0ex7XZ5heRLUHStULO00K4ZUWXQocLPEQVLNriWTzxg
edLLSw7EZZM78CYts/mNSfOqitaU5e/Qgwmgs7GtC7GTIi0F1s6FMrekuWOMs 6a3B6wzN/+9CTamrOkKy
rdc2wKdyXkhfdFrRkZoJjZVCCwuPihQiGiVUyleRBWUBZYwxGZ0SazZ5Mak4x6D0OVaQ3mthJOMbJ1LX4Y1
VVR14b50x%260])sy8FLmBvLkdHZj04UtVorxjoti9aeNroQIgkVvEePaJCzUlKNOPsaDDfR2ihpZx5Nfpi
70Lsfg6PO+OmMTBkwBAEKavI5cqdAVKUuAuUbSdESyVNOGF Tg8ArgqZMHZxkTZ4 fwomPHgXwEO1lkzQp41IEru
F5vi63kIJ0ObwbNHASZENKMZSyqOTpk4TRKs JFuUYmOLD4Gk0TAIPoauts20tsSxsd9hniPOFsTWlrabgm
FVLgiNpNtVjkYS551yNhoVan0LsYaHhEp7HDjF4HtG1TgpgLS4h9ehvH4JUokhGk01idwSOJ1WMDUL 3VXA
1Swh/optSFsE2PQZdsvXwTJRpzSEPHJUNR1rsTJfVi/DpkcovslwXtouEbPOuy+oMfYvOLzQmcIca/og5
gNaf9LCcFeXHGCSfFowVPASR60NYG4AVazZ0KgrVi3YY1fAVMYtglaxGlwXsS1VUbX9FnYO0bwNyNeQ8FMCq
rglmfagaF5yZpZzXaOhEJnrye8ei48C77SpmmQc/CbG61lcihalV+ogPs02MxQs74Zw75MIvaMxUuUPUX21T
Uh1SCsHXtCDY2b6MQbz6L5yfjMIDKWCI6LcI1bnOTgD5DrMENV41c3GRt0zSekG3UKOF /OMPALCWEPAN L
MpPVnkWUBR7LkVNSrIOAX+kPfapHOY+NDil/iPr/AELGBawc+PhcqK+Rz4MfZ40hbd0tsU1LCa8mfbFLO
11XEGkzpDZp/GQouQycajxkyzhmp0xFkCaUYGWuDKSOnsW4dghr8E10OnyRT /AODXn+jy2I+wktFkUwhxwd
EhNnRwjWOWDOwTwIRQRNT4cZ2JtcUzJCs2y1/nQpw3CWHhsviwbkTTjZy7C0aHID8kIXIzAvvnsY7yQH]
ZxtieoZrB+CdWzW38J2jz1iG2+08JT6X6LXEHGh5UngwdEpJaWGVmjzPwYYIW/ fgeAtDKmNHoseR4rgs 97
XJyIzGIjdDhSEFWWAHHTQ2y40OM4KYhgqMb3L4DDroToYmo7+PdxzgycNsoW4eBKYipp8CMPo8z6FNxe jN/ +
140NdFKCaEgR/j4eYJ54NehNNdjxkx3jyVUXQsfkffI0LCpovZDOQ1FEcBzJ5JFK0/Ci0/DUn8JKrBXal
cldlTaE1wOUtZMvBD4EF/sYjk3kV1Zi0TsRDWzDXkXQJpPJF 9v+CUXIsCKYNdwaOnR7YsordXJTxNm0OJQ
NVd1li4QmgOuCPexPHXwJI8JCxk6bQy14GkleTm5EMQxV2ceBMeC/BYXMEgsn5Fm+jJwRtCavVgK3RPGY+ i
0fgtQUOYyF1ox0hY61hmOYNsjtyZvBc5KX/hxRKINZUGz1D7MzY1G8CbkIjlknLyz2LXBLDrG70yyONGWz
WtGhsW/Z5PTIb9B5fR45Mro8hM600fg+GcCDm8mMMebRMMi zgimy LNKpHsWpDN4EucEQUSEL /pBybar8CH
d2ToTUauaIgbSkc2YCbm3NC4dS01061h4EtZ4VDjODuBGU]j6VGId+XVr4NMbEvr6BiCdcs123A0eG+VHY
WngbMKe 1 YNChUuifBjFh5SxfmNdDpbNaQgg62BWxj74NNRr6GiTcWbiZMecJLNG4aconsWE55aX2RZ3HJ
cfAQTnFeRj2XHkeKEnn/AKY2cHYUmnhkc01lkuCGKAEIwONMsph8ix4MwmNHet jyk1lsdVaG+RcmLHBIPsf
NEz9Dog6GE4fTNqTR4Ay57FpTFZoIaTNct fcIFka/DY5b/4IbDmXOfocFW8IceKWckFowvIBm2v1Vkz7GT
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FQ4uy4872DY511z6NCSX/CXTF/zMW44TGoaVSqL6FNbggDLhF012xjXoewYL1b+1gTVINMCVKCjwjPswx
2J9Z3WcwQhwp3DHvE7Tgvng6MKBUaTDGmnJ 1 zmOhhGdg2cpxWyeYIWrbb+haKRKewh+0kb0ZDb8C30I6H
q4pHzF+EUayMolyJES5fRY35ySdHWNnoT/ABEDrPLEuaRgl5Jy5nbAnCeBKSEINCg1P4aXUEBwlydmYhheR
Ki0i/8AMeglE/YpJdgajH48noIbpNZYoSoKTjJ8E1ZI6s6F6hFLYSVNt ObgwrLwLFWrWk5RIKLCAFg50Mi
J4cJ6kktJTI4cZSoIiNZTWIKpc7V1sVJUnYi3bgNhaSRJAMROGCc3yMIJJRMEDDk6E/SsssNMonfOrFRo/E
aJpmRNCFNCk/2WCW1R7xyc4uCvGuzsuVsxkcTS5F170SKjSRMbIzTRE2YnwZ IThIwLpki5LX0OC)jCFZWNYS
WzB4TkYkm6Y/4PgRrI2vXkWZuxwlkSnhjVpT8KMuyFadl9mUg2KMmciBh2Ygm8HHN2XDcNNCw2bFb5DES
h/BK4IFeOBpwyO8kNrGzWwsrJzGZ3wPBkpUkX6D4mBvGNiwsbHIk JbSZ4HIWrdn9Dwsmyz0Rb4MpORX /g
4/0dyhTKDYwyKuzUTyPBrAzSOQmOXfiDZBvB91i7f2Pv/Rr/wAh+BjFMBzwv0OOAKcZEh6wN8Nn9IfB/S0O3
+kKf+6P8Aiwf/ALgMpg2 7HvCNP8NmMX4f/AIxn2/By/DAlb/Aocz+7ZcDJIf5CzN/oMf+YYP8DH/1Q7/5gnz/
ABmLbPhnl/jGz1+HJH+HmfgnXDfGUS4+1i29NZ0xCSM2y JLWxbxLIOWGVLYqrV9s//90ADAMBAATAAWAAA
BBS45rrHa+S/b40F2BHSXOgoDwfVODCQ/z91i7tpBrgTYxsgTYICcOIHESQVGDPSy7y9RiaKeKnlcA/ORmQ
ZavV7E160v+dSkzmCIEW6GX/dwGL50eF 7RnSEwW jOx1ACRBA3BNqCVv6HUYHZvwT1FQBu7XDe 9xCLyGeoMh+
gxBLbh3Lc070pTvhUFyqChLAmMRt 7cB3gAlieS2rzxBmG6hFmzUg9ue+/af3tPToBfDMyIjQ/ATPX5BFvk
Aty1INCwR+bP92Q0Q0+0k17vgS6E/cd5vp7mFIZBDr65zCYKRY1IXYpEQPrVesLZRIniWnzONnVIgL4e2jO4
gqGs1MPpBOS9pKte5flygGlrZ/befLV1hOlobcCu9HgZk JNE2rRmZge7yYdCSxVEzAYCJVCg+2FujSX/xA
AfEQADAQEAAGMBAQAAAAAAAAAAAREQISAXQVFhcTD/2gATAQMBAT8QVvT48EIQtpfJ+HrEesnghCx57xa

x/4N/QnSJ6LEJiLnT++DGNZMfgt RRCFVPFJFLAPW2hUuir2IQ04xuoHr0UoTG/ rE8bxUSHr2HvoxYhfoo
hCxZD+6SIfSvrJgGPPWENBWxThCB6KnDgUdAt 91rwSExXNE31i1ierFnBKYy JJPEsg0Qx60F 9 jm+nyfO0uE3S
9hQgl1W10RP2Mg4 9eUXdpc4JpkIiDGISnesbv71Y2TknsMkxiz2TEQSJJ8H2E0oUINT1hF18DAMQo3ROfoL,
18iTh+nyLELEIX6fzGsWPEbhJS1aQVCQS1sRW+1jJNC/dmrU/HpS4/FvPeNwbQqcGw2GjFhelZXsvSso2U
pPS18FsIsgkLIiLEIQhEQf+UJiZS0oSF/SoqIKUYx4/WfO//xAAeEQADAAMBAQEBAQAAAAAAAAAAAREQICE
xQTBRcf/aAAgBAgGEBPXBLgliE/pCDJpCElmrR7+b2gswmIIU/RSECTg/xWalxprSip/mK8QebmEyunnhR
FEJJj4JCG+11wKS5gujVOp9FehZC38D4KtPp8xRfzVnTv4eR6zwT9IEXx9eU6S30jwQ82EV6c8CQouadwip
wXpRpi16taP8niYSFhnwRPORKBCcGEPXWWOMkGIWXwpS402LRJes/WAGPRK+btbXVnh8IR1X9H7Bo8QXn4
VRZME80QX8Hm5eX1+7KHD/AHKWw+YVPgrOjTdF0G7RhDWOOhCEZzBnwTwopWVjeLil0uLt RMpcKUqw81kzX
rS15in//EACYQAQACAgICAgIDAQEBAAAAAAEAESEXQVFhcYGROLHBOfDh8RD/2gATIAQEAAT8Q1AbWs VUK
mSzgjBdX1DgAfiNaKs1lUvzTOxbtL1UlhVvcuheUC4sNjuPBvsZbKMogY90mAocudBGwrulob5Xz1LgIl+YXc
PUapZiDikgFkX9wM3b9zGda9kqggLFi7Bd817ii7vabeavXuKrKJ0skopZ8xFgD4YIHYFWONXtB1ZXVyrdJd
k7mdyvdjSQA+WAC10b31I22w8XONGiBA/AQWQbOKFZVTUeBCqYzgLAUsr1HORAVEzclat +P9VNxO1i /9Eo
Lfv8AgjvwpX2RMPKcEotuHEOF jZCkpzrFwWGgagt IMAEtkgcrTzBdVSOhOwlXWEQqSKiZi531s1KBbv7IsU
PSskQ7Y28S5Q2HZ3KFBWIEXSY1A0dO/DESVZPORLE1IW8G4iYFuU6emIYBKLRRgeWVaVpwH7gkKVIWoKg+XM
QWKDJOgXz41gzTqCwaAjMULIA51001CdO4huVecygPmWbK/Z14K26dH9xy1XrcaalcuYX29imZYKUZYIVS
YeMoe37ZJURriNS53rMLTIDtFfcMxwlgYI10hX6iayZxfUYfpxGwzbmdcjl9wGFE2HqJIJSsy8HJzMTVKA
SwlBxxCvZ81iSjTOyK7a0SE2vJIsiNtR5JRLL68wDbb7cwd4lscGyIw+jzLeTLglg29kVEKrnmMg6ajCu7Nx
FOluIgAlpEDusviYtmPDxCjXf1ChTrudEheoiVHEVP4c3BrgDpRTF£1C5QVVMLU80j3F7MXvRSUgTP8AU
ToMwNnBCgSuP 6xBaF+MrBaKDTWLZQhjTiBKttQazx6gEu/bKRQcdxH5G09XT3HYrLQzClAcOwKF6glsrw
Sz084Ys2YZitSifzMF7f3EEaawupVYsIs7gAGO08QCyvd3cEjVcpKBY4cxakP3heDx/TOC1vEi8AcoQK8um
I1W24XpK1UUdgV8zMDbuIJINkZRHIRXVIwcBmMUOOHVXAX1kkEFDN8ogBt 5CDRoormChS+I8vuiAeDCYO5b
Yv4/iWtGx+fgPMP85g+UL50ZQSXsVIRZbnrmZpWed LLUuJZbXTi00nLARLZ1XcKuQrAVAt3KrHcsbXOUS
D5fCBcBikDHLxOYgliAZC8/8gJV+imFEULjwbY1d52z6T/yNkovb+pUQW610BNELKzcwDJHLscKvVP8AHC
LVXIGwWLT7QIkkolWzg4dJW8uZVRVgGabgc+scg8GeoRRVCKLAExNnowrQr4+IGzlwl 9S0kUYGskAVIFAIB
b1XDUpV3WrlhvA4hbaOlxZoDgI3c40ERLOauUhC/MCH+44MPmbLXMTMNURtNt pnwTZpHCv51ijN4fuaCwl
cbcF2s4Usc8RFefpgAr7Y04nSPAhWmKWOF 7g2A301zzhAjRy87hQWXm2iVRLb/AhQO0ti3ESZ9GeYbJ1luA
sFTO4TaChc5Y07glnhTmg76DiGJiAVXR8Rrdi0CrfEQFgDcudlviV4NALCZ+vTUEE7nd8u00Q3y222V5

u/mANjUZJIXDVRUVob8g4DUvwQILwYvrxMIeTWCmx4Y8ysCDUMS+n6hWjVadhoM3y5+ZkULVp3LB5PDxKC
n5Rgtul7iglYD616W7HVEYGnqdMPEzyzXUXBLEVUUMzQzDcXkmhlCMBCGPyWULLvy4 jmw+Z6UMss JE6Sa
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XHB1IhHLI9RBt+4YVS+ZjJAVLIiK2HWZU1YuoLZcDcS50NrBnQ3yS0LaR1XEaZzPggXJGt+57I1xDMZXITXFNL
xDSLEz4QtPGkFssv2vcvnKCF3KOdhHEUqleQgWEWQUgO+pg7Q0rHz1UeZrMBgEPELxO5S+GBpVMs0zzhh8
T+Ypw8KB+ZRfJtazMxv25/7H14YnDkt f9Qtopiul jz5e5VMFub3D1QrdSg2grgADCuTxLm+ZegqA8yrit3
Lig05dRxdeTxFdHUyhZ fPUp2X5Z2Imx4YssDy3BRCJuULZtEOvCHCY71DmGNOK ] jA6eGWK33xANRvrzPBY1
793e3dkvC7XnxGiWzplApVy6LZUJanAqYQhXaPHRb8QxNgdpxKD/LUValhnzAzhmcRvYRxCXdx+IzASx1
JWalpdkaNN4xGS5FZ8ypkG+4vS1leI2SYdmNDV8pmN64P TuXv+WmEF+EiwLdaNMSjFPDcGt1zBt5jYwu31l£f3
K5sp3AbVw9zabvuWG080Vt0Z8soBFeDfzKxsXxgSqwdLhFCbRrg5jhuAOcRCxjjGIrbcIJgDmmLpgHgN3/
GoSkqu4WlMnReIKrp6057CgkmWBKsvuDYp9yipNrGE11r1M4Jp9cVANdKBykC6xvcVQECW5ahiI1G202zU
CibgVligxwM4y51Lo6thz40+4qUUv4jfpbvgOaful 6BOXMSx1WrUX4wUSmNKoOA8IRsSQG2GABVEAGsTBmMAU
2PkzxNiCHkgiabCfuFa/1ljSoM8RFKnYmw/KoAhgUFOf0gXvw38RFkfW1l+Y6pw8sfNc3XUKeyylcG5TAOD
NuVKSoQFFsGIIMYZrvMHGexwrQ/inevUQIyvcPIWHQs8yoAO6mmr4Kt HAwwOTFQ6KpgBAPZgorHxAKegO
TzcA11ZLWQAUHMQC1Zr8TXpuHlCughpWJBiAfxM77jgt XHGB1vKXbOGtbxGnKmbUhumeeLhId1U/GgulLa
GaZwyOH19SxcukrNgDzhjIXhKqU7YbgoXM+Lvi84jDo9mFevkr615wCHS51EHNBCC4ivXEWDcs7665ha8/
cwwsYt JmI9GF 71 fgOvcHprz3KERBrgIpEOBIC30Ip71SubmfJL3ceduyLZGi7bmOEy8uph2zGVRuJ5ZmRVz
PdQsHEcC1YG2DX7hAgsY8RyMmMOy+0DAtRbEL7iWQV5gXWOmM+EIxoCgJIxbmhF /5GI3Sd3FJyFLa6mOoftz
AMkKDAIRa3kOZYPZLzLpWF6ZdS2QYRWIYggBd+MMBYfO9R90jJVKFFInjUWS5cxn/AI8QU7aipnFXbH1QXog
HFwBNQUEUVeo0lilUHA26Kg0Y7UWWGVB1lhFazHiiCsjvTtMvDrKGXnmMRytMrCVwlgZOEiKtPmCxCxZFIO
ILJOVL+adWqagqdltS9Bt11CtwLUh5ggonOYVIQKgs IpYtCuyXQiRkIMbzYhNwK2kg2 9vPaLcKWYgXsXeYS
wIkt0GioYkCuRm6IPMCgBxsJZkImtMXbIazZYQqXb1KZgeMQKSKvmEFQAPMMrRKS5gl1PYcTRkbavxFjfMTbT
jJEu2ro0i558JefhcLeXm5Vztg70edzJQpzc8p0Wg7CUBZ/SFaoHmCsI7Th6pbMRrgkku8T75EHevhLtgidp
ningVPxKKu8wt OGIgbVBC8Iww203LKWEKUJR6hORQ/MK1C4096iRtxeTqHVQOM3gPMRBCcVWHipSSuFsl1lU9
W1gFQlcForzFJpSg8jnhjsVgvsOtrzj8zgl9Tus9clHmxafEE1IEUvSbh6wzH/pEGQwxiqdS+6Za+1+2Vr
Y2bnamelLmuoZgYEM1bbiog/nd7f£3K6gDUgaXgGHpegk000zQfMWheDcVD52zROv8zIVENBpc3EVKVNPgao
Z1GB4RcynhBQPKBabSmZuYwOzo6unc6Y 7wMeb9VwOuOKgFZH7x0e+JUHRLrgDkPpUrxgswCu5QCg7YUaAsa
SAtVMgyXwwiWCQorvcTlzpOc3M/emblemDGgJInjOpQBhglb+IbVerngZdB4nAxsKDyiljjyhdR355TOMsy
igpktL4Di/UaGsXyEurQUyn71uP0DuK5PkhTygBoclaRvNyiMH4 JNxNVEZz8SnAwmprhYaErlwaHgNWx 9
WOLHLWIprLGjOwYWYZKzfEcCRvgyrU4ubT+olXB4go7DtogssLyiYxVwajjqUdGm/ExHgP2iNCUMInSQGT
fmEDmMP50GOCGDR4ZTSNgXdAMI9KAzSKZY1xKS503ANx6XNAbOwVSkPLxAeXrARUQrbSP5gLRnisxDiAaib

K/hKM7v510oPgI7tncwMvhEK7fMwIy5eIEqk 7MRS/zVRIKDTFkW314HY j5gHOTMBOTfkgsHycTOmoV7u+S
UizhjxHITBWE2GjgQ/EupQQg28zI9%9a8xG++INbKwVndvMoubIMOKUId1IQ1XEwl iVmWnMuQ59QgGAHMzZWS
gONzcwb7FEWgzuAboK511rZbR8CA6GTgjUnDsxSdnlp+ItaKfpEbDnw6iFMYeHDi4ANXWt sxJDD1IMC4b3x
HIXfbFwiWndsyagt8Tsl/EB5nxgqdmé+o0ihX4ipv4Tddo+Y31BMjKt JTTywXxADxceamRMvU/TWI1vZ8VBb
27ZdRdrzWYgzWobdkFbo+5YCGzE6DAlalBrPEUtxuB7gDfmbMdAefZPIZbg4gcpWpVRiDPEC6yxFzcBXuW
JrpfUXsMSUPjOSCC/7IvIrdceZYyWoQuCviKkwFhGvuWUV1THWhbydCgBRKNEbJcGDxLFayQGt 2Vm8THuU
FOoL0+GZucCgvid+oPsg2j7YbYL1kZKHkKgCdgxZB015hgX1BFdNviXArYMVNoyUbSVT /wBagvkSef8As
wFpvAOlAgrg0B471c+iIvowSI6Fa0QGiF jch6hgONDKVAR/1G1ZdNR5LQ4iN6+0d152y0XxzAEwW/nPH1J
rgNvAFxFg2UVC1 juWsr jxGAVmMDcK/+Gy 9RyOphxVwe 4MRkZuLjgADV1AJ5gozEOtRxc3MxK3+IGgINbLf
EHOWHNkdI36Jk03znEpBdOXY8kvSQiH6EDGAUHMLKkAltizGwadifpCRrEtD2D1/8AhfmIJEGpof 1IFDXWW
tgZvZxAAQES5F4blI8xrWDgVKMoc90YV8TLhROFYx4CGZgBgIATNEMZprAN4AVEG5eK7211S43AmMRByy4z
hl1AuLhNvXfgD+JZnUdcrVbilORo+1VLi/i1zR/MNUBuvyPLgU4J1mO+cums+4WY6QyUBrPLrxBgIKNbzf
MPDcPKP610bRxvUpRtmCg+5VoIGsWhRDSZEFkcSVWR8QB1vgLEIJDAWEcbQCr4XD2ShELbSCELiIFTP8S7t
85mSi111Km2mKYulv2zhvD1G+fObjiWUSgFDHw6ha/xallAay3ZPmY6rLg2eWKFppHkYvgmHytd/cD1WxT
aWw0eWOvmHZOMNF 9wsnIv+OYAnFoNvalh3aGbcRTIMBwWILJFt TrHWuJkhBGRbD1GCFBAp+IMm6cJBO4 IXm
WDMgnP8UrzBxWoI020g3ym/mUN7H+BCOkX073s+Z2UyLNwll1bblkFO2IWK7NS9ZN6xS7eZkNIfgqA6Zwdzn
k+45Rfy3DVi78EwDbrl15ItBLOLBCZ7GHDVRci46mXYjw0ed434E1Kz44gFgQGt5cMzC3L0yynPmIXFdsku
bHsiPIc9TXAVioxdIKrpalelLYxFvruGLZp+F9ylzsaBmrxzn3K0laaBQ/6nCDpGlL8NUe5ulOAoeSvqLV5
v0ZgP7DedafuOwwCRwD0z351nMnFUbV/q0zYsgcrI9Rpdardt 6gFFWIdhxed TMA78HJI 7hXomTJ+Zwr91 /M
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yaz10aKNTCmKaBuNXZy5mxYyOGE7Sw3Cinre59yHUIeVHBANC7 fEFwYWSgxFnccpUv5kQ7TFteY2RtgMam
Iu04/4T9ROTML+KZHgDGBVtYho/ZBSCOm8ny3G7LZrUMGK+YGRJtM0O655mUwgfliWybeOochhBFgqnrUHD
GWwPJX1cVhzlncCCTWALB/Ywpdzeqgi/gqIgqlB7Rm3vwiFKKYnlu/iBgal2IdGec8wt zNaNawdRYZ1INXhXgs
TDINtApglxJIDc8419yvHO0g4Ssrc2AIVHA2UrC3N01n8SmSmhSvxDCOWS4gl2/E3J441IX2mWt1xGU8Inh
D219y+YZuj100BD15ip2r4iZ2VaioICBi+YBmOxaPZCKAWwT jUBal 7qfDFkXYXTI1KuQLmWt xeI JYfKARsd
yUuTHU4EQfrcBAfSFspThQlml ZuyWGFgcexFPJRJ3P1IMGCnezKKfUyi30Ivh9TH2 /wBTECyH1YeCEB35IeT
yzLDeD5huwUpeYDhXvLLvurlBcflog2aM5jhKLN9RYwxZ1iUoNpgLh8AdzLODVcwebeZaF fMduDuOK4 fuh
BulZgRz02P169sSaEudDyYhsO8rDfBIUULh7IbcfEWWILLRc7wI9JfaluuEIpzKzyQ3JHmMU6yhFoxX1Gyg
+IVzL4jIH8moF1UDi9wLVGF24RGa0OiMuh27iMGuisvUMa2cgS1g371LZSmECEXCwW8mYCoC3xHRVjzw3LA
YIhtXKLKYOr3HWh72w/rc/MGtB54gqqg8XawhrCxU+Py8yrOt 8dQW2 9IxIKOOVMNA4AJRHWCVENEUFdj471
FGKRuUnZjzKsABQCLKEOYGRLiNfM42HEddB61GCxRCcBKGNTMY fEwFJ6JW7RB1Vhwk fd1Q7JTjErPPnxKdg
HMb2ZRFgRFRSX51XSx6Q5XBftMDiulxsjFc8wctCz6gIl4quedSvGQCHALtOGHKZ TVWUWXUME 2xLb11KDfw
13TA9FygsUT7c+or08u2A4yvij+2CgMjZxHYCnncsL2fU4+YZwb5JpVDouAKNOS £XDWCL4 zgmGmJZagNgam
SQDt14PSKGIGFagfMEMaMt 1Z251XS/EALrB5BgmbI18beYhhQedgxAcgs5KrAzfOuScogl69ThYDncdgl?
I1gGncERTHiYLQ5ghuuCCLR48QglWVZEF1+Q7ZagbWp9xGz7jUqOSK6JVc8TCOP4RbI %001 Syyd53AQu3F
WwTF+AhGq02GzQ8v8SqvRbt iGzxT1i7cFalF0B31DaJ/CLYKp5j3S3NbMDCc8q61ifUGImVuXSULOQMTmXW
2U4M6z/ADGhV0S/I+0Ea8rVSrAIsVEopyxiLopWmXQt xxCCEKBr61LyOEt+s2ucwz4gsowBM+DcrEgWg4
gF/skSKt 9ROKkGb4XFRALtm9/iCKC12k0OC774TJhQcxZYaCjzByd6vzABOMwB4z 751 0wc+phhShC6EHgDk
Hm2AVgr 7/mGOPmWr jO5WglOT8BL5VTIRXGXdspyCREUH3gAA9+MR804rUt cMg95dpQrWWZ 6UHLLCmy 3GpS
8Kghl1DAaY/MZHyTuAD1svP3LGrV7YhRw8kAAWXY6hQ2WuyUXzyrcRoxeeWEYMunMs0+0rEvjDD1Q8cwRN
8EyUadwSy2xo0ZbShnfUVeTkBEttgjx60ReYLIXgymlomhZcKhbQ9w9i0xcIcXJ0/wCxIALmm8P13Luly+
x8sRXF8Q2/DEzK2pojic/eZ+4PBkPp214zU81QS1sf+C4BHWURMJgEoywXBb1tN041gOF8ahi3dGZQ+AV
KC8X3GI9pwHKHRB1xRDZgphRzSPWBYhccN+0i1iTY5Im7Jz4r9QgNIWk /iHnOSxYTY+0IUlkgrzDnAlgPBMw
Gti/MCg8gM+4PsVGUVBE6rYssuhEJPFAILB7k17ZhxXLjHTzMJIy2kB90AsdEZVIRuUYMOAKTO04iohgRz /A
EgphsLaX1Mu/QuI3hUWFhUCKs1uUyJY60WYLHaAxgqOK5gCHWEeZdICBQyPM1LVNFQHCDxcChbo9VLpzRt i
b1KJTTQf8ACWONEFVIpLbsPTYOz9RCBigLA1IgEM3NCEJSH+G5gAaPGIrOQEoxAwci 6bHB4 1xwQybV2Su6Q
YL3ubL4K3TIu4TNJAFGS8dfMTwDwl OXRF2rBDuWDKayeCXZ7L7HEdnNeaCHuVFc+z+IiKWzCeeduUppoEE
fG6IJtdw2NhTgW4 IChbpVabhwdw2rsysUGvL6e4YmyHVEXGw1d0O936hW6YGUZRBVCQQKPAOfMVrurF1FC19
19D+0EUSHF G4 1CkXgyFwP3EVAWAT 9kWo6DNtnzGuL71eB6mJJG1+K/UtkNCYA5SD0QL243LWgeJbhQ66¢C
wXrTcNZ83Dz1lr+UrUHnEG1Kbml1XhBEQBYLCkglzTEhXhmWF1cATI45uWG+TdS0gdpVs1DG7GrhSBE0299
x8101zD8QpyaHhl1UFZB45ROEIMImY9LCNEfMbVk4P+TahWgsv+WUZnOE /uJb8Y1izaGP8gNggOeGODG4DpI
ElbacYVUcOtrAfmalOnV9pz8xxFgNdJnUQUi8F1EUOQOh8RBkLRSvV2y6gseTxAopkHyeIUCEUMUSpJuVv2
6geul0szPfiAr1XATIr3bPgSktu2svCRbvO+4zY1FAT710JgAL7hoapbFQ+VSrCpWYNPWYGMS5WKK1 JmconG
razL/RBvyAwdYNiw490snQ20Q0G210Q+uNMsCW12TUI9S+0ogqsML6IZgUEDLbSrguAwX1ivBDba7dQxkoEvY
hbo3ADDIGVD5SmHGGf911gxh618QHCVDb+5%s/U/UdxQX3iXpLf2+4IWF9dQogxm7jZI1ReXLKANZ6gp T
eXiG2brFy9wQkEu3keKmnyNylmWv1LFMhy TDTYWWxbLILMISTWQYECMVCS8PETimuO420FCAA2 9bCBBWOYe
SOBtzyJSzDplETM/B1As700C1gqzCeEadcMONNYQPFOXEDLS7xiV3CI3BOMjglGN+cShbPBiZHUclyjC7gA
Y79z0JRNMQS5VARZ2K2k2KVRUGkaTCeISUpvimIGsC8GWBbhejcerbRrOJsadG/iISUJy6gUW1 fH+xKMs
HBogxYX+YiCO0scTJ0zgILOMVgIgT6rmYuvBIMBytZglo5xL2AreITAPRYIK7mm8sZgQODbzHIkDMCw8IgE
yxyFpmMFpbjLsms JK5VQZTcakWuVRxV0q/710J6Q06a0zYwcNPO1L1cSEL4hAMZ0oZVVSnUDCIyXGkYtm4R
LYxiF2ueKimm9dVzAlt71WK/wDI5SVZwGvySiCR4f9R903++IWIJHzv8AgLg7KT/Kgt 1ghypHgxq4GBjHGe
BmFb7YCMUccsgDat3n+6XfwdPzMJgfZ+YsF8eX9011696PzGrmnLj+4FT23WP718Fx4P7nKEvgf3BgIlj]j
y/MABPUWUF /hQ+LsL5s085auNrOXi08ZQBA/C4qgf46gSQVA0fiXA/wB3gqY5g8N/EoLg7/wCELtKXH+sSs
b160PZSXaP4sQLC26F /ULcL5TBRQ7z1Y8AMCNPU4ULhdh4iBQ+EncBMjqVQ1vDCpVX3PCHeCygtaGAjXd
V+Yz4L3Ho8T/%k="

}
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Output Example

{

"Response": {

"Name": "abc",

"Sex": "abc",
"Nation": "abc",
"Birth": "abc",
"Address": "abc",
"IdNum": "abc",
"Authority": "abc",
"ValidDate": "abc",
"WarnCardInfos": [

0

1,

"PortraitImage": "abc",
"IdCardImage": "abc",
"RequestId": "abc"

}

}

5. Developer Resources

SDK

Optical Character Recognition

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

©2013-2025 Tencent Cloud International Pte. Ltd.
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The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code
FailedOperation.CardSideError
FailedOperation.DownLoadError

FailedOperation.EmptylmageError

FailedOperation.ldCardInfolllegal

FailedOperation.ldCardTooSmall

FailedOperation.ImageBlur
FailedOperation.ImageDecodeFailed

FailedOperation.ImageNoldCard

FailedOperation.ImageSizeToolLarge

FailedOperation.MultiCardError

FailedOperation.OcrFailed

FailedOperation.UnKnowError
FailedOperation.UnOpenError
FailedOperation.WarningServiceFailed

InvalidParameter.ConfigFormatError

InvalidParameterValue.InvalidParameterValueLimit

LimitExceeded.TooLargeFileError

ResourceUnavailable.InArrears

Description

The CardSide type of the ID card is incorrect.
File download failed.

The image is empty.

The ID card information (ID number, name, etc.) is
invalid.

The resolution of the image is too low or the proportion of
the ID card in the image is too small.

The image is blurry.
Image decoding failed.
No ID card is detected in the image.

The image is too large. Please see the description of
image size limit in the output parameters.

There are multiple cards in the photo.

OCR failed. This error may be caused by unstable
network connections,service anomalies or other issues.

Unknown error.

The service is not activated.
Warning service error.

Config is not in valid JSON format.
Incorrect parameter value.

The file is too large.

The account is in arrears.

ResourceUnavailable.ResourcePackageRunOut The account resource package is exhausted.

ResourcesSoldOut.ChargeStatusException Exceptional billing status.
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MainlandPermitOCR

Last updated : 2023-06-25 16:08:55

1. API Description

Domain name for API request: ocr.tencentcloudapi.com.

This APl is used to recognize all fields on the front of a mainland travel permit for Hong Kong, Macao, or Taiwan
residents: name in Chinese, name in English, gender, date of birth, issuing authority, validity period, document

number, place of issuance, number of issues, and document type.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String ) )
MainlandPermitOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required for this API.
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Parameter
Name

ImageBase64

ImageUrl

RetProfile

Required

No

No

No

Type

String

String

Boolean

3. Output Parameters

Parameter
Name

Name
EnglishName
Sex

Birthday
IssueAuthority
ValidDate

Number

Type

String
String
String
String
String
String

String

Description

Optical Character Recognition

Description

The Base64-encoded value of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is currently
not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

Either ImageUrl or ImageBase64 oftheimage mustbe
provided. If both are provided, only ImageUrl is used.

The URL of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is currently
not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

We recommend that you store the image in Tencent Cloud for higher
download speed and stability.

The download speed and stability of non-Tencent Cloud URLs may
be low.

Whether to return the ID photo. By default, the ID photo is not
returned.

Name in Chinese
Name in English
Gender

Date of birth
Issuing authority
Validity period

ID number

©2013-2025 Tencent Cloud International Pte. Ltd.

Page 101 of 268



&2 Tencent Cloud

Parameter
Name

IssueAddress

IssueNumber

Type

Profile

Requestld

4. Example

Type

String
String

String

String

String

Optical Character Recognition

Description

Place of issue
Number of issues
Document type

Base64-encoded profile photo, which is returned only when RetProfile is set
to True

The unique request ID, which is returned for each request. Requestld is required for
locating a problem.

Example1 Recognizing a mainland travel permit for Hong Kong, Macao, or Taiwan residents

This example shows you how to recognize a mainland travel permit for Hong Kong, Macao, or Taiwan residents.

Input Example

POST / HTTP/1.1

Host: ocr.tencentcloudapi.com

Content-Type: application/json
X-TC—-Action: MainlandPermitOCR

<Common request parameters>

{

"ImageUrl": "https://xx/a.jpg",
"RetProfile": "False"
}
Output Example
{
"Response": {
"Name n B nmn ,
"EnglishName": "LIMING",
"Number": "CO00OOOOOQO",
"SeX": " ",
"ValidDate": "2018.10.09-2028.10.08",
"IssueAuthority": "",
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"IssueAddress": "",

"Birthday": "1981.08.03",

"IssueNumber": "02",

"Type": "",

"Profile": "",

"RequestId": "3090debe-3662-4ef1-8784-6ef2fb59f75e"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for NodeJS
» Tencent Cloud SDK 3.0 for .NET

e Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
FailedOperation.DownLoadError File download failed.
FailedOperation.ImageDecodeFailed Image decoding failed.
FailedOperation.OcrFailed OCR failed.
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Error Code

FailedOperation.UnKnowError
FailedOperation.UnOpenError
InvalidParameterValue.InvalidParameterValueLimit
LimitExceeded.TooLargeFileError

ResourcesSoldOut.ChargeStatusException

©2013-2025 Tencent Cloud International Pte. Ltd.
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Description

Unknown error.

The service is not activated.
Incorrect parameter value.
The file is too large.

Exceptional billing status.
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HmtResidentPermitOCR

Last updated : 2023-06-25 16:07:26

1. API Description

Domain name for API request: ocr.tencentcloudapi.com.

This API is used to recognize key fields on the front and back sides of a residence permit for Hong Kong, Macao, or
Taiwan residents, including name, gender, date of birth, address, ID number, issuing authority, validity period, number
of issues, and permit number. It can be used for residence permit OCR in scenarios such as bank account opening

and user registration.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use AP| Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P eter -
aram Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String , )
HmtResidentPermitOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required for this API.
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Parameter

Required
Name

ImageBase64 No

ImageUrl No

CardSide No

Optical Character Recognition

Type Description

The Base64-encoded value of the image.
Supported image formats: PNG, JPG, and JPEG. GIF is currently not
supported.

String Supported image size: The downloaded image after Base64 encoding
can be up to 7 MB. The download time of the image cannot exceed 3s.
Either ImageUrl or ImageBase64 oftheimage mustbe
provided. If both are provided, only ImageUrl is used.

The URL of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is currently not

supported.

Supported image size: The downloaded image after Base64 encoding
String can be up to 7 MB. The download time of the image cannot exceed 3s.

We recommend that you store the image in Tencent Cloud for higher

download speed and stability.

The download speed and stability of non-Tencent Cloud URLs may be

low.

FRONT : The side with the profile photo.
String BACK : The side with the national emblem.
If this parameter is not specified, the system will automatically

determine the ID card side.

3. Output Parameters

Parameter

Name Type
Name String
Sex String
Birth String
Address String
IdCardNo String
CardType Integer

Description

Name

Gender

Date of birth
Address

ID card number

0: Front side.
1: Back side.
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Parameter I
Type Description
Name
ValidDate String Validity period
Authority String Issuing authority
VisaNum String Number of issues
PassNo String Permit number
The uni ID, which i f h t. R tld i ired f
Requestld String el.Jnlque request ID, which is returned for each request. Requestld is required for
locating a problem.
4. Example

Example1 Recognizing a residence permit for Hong Kong, Macao, or Taiwan residents

This example shows you how to recognize a residence permit for Hong Kong, Macao, or Taiwan residents.

Input Example

POST / HTTP/1.1

Host: ocr.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: HmtResidentPermitOCR

<Common request parameters>

{

"ImageUrl": "https://xx/a.]jpg",
"CardSide": "FRONT"

}

Output Example

{

"Response": {

"Name": "",

"Sex": "",

"Birth": "1997/6/2",

"Address": "",

"IdCardNo": "830000199706020042",
"CardType": O,

"ValidDate": "",
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"Authority": "",

"VisaNum": "0O",

"PassNo": "00O",

"RequestId": "f72e7048-f1e0-42f3-b0bf-£8730d48bb5c"

}
}

Example2 Recognizing a residence permit for Hong Kong, Macao, or Taiwan residents

This example shows you how to recognize a residence permit for Hong Kong, Macao, or Taiwan residents.

Input Example

POST / HTTP/1.1

Host: ocr.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: HmtResidentPermitOCR

<Common request parameters>

{
"ImageUrl": "https://xx/a.jpg"
}

Output Example

{

"Response": {

"Name": "",

"Sex": "",

"Birth": "",

"Address": "",

"IdCardNo": "",

"CardType": 1,

"ValidDate": "2018.09.06-2023.09.06",
"Authority": "",

"VisaNum": "O",

"PassNo": "00O0",

"RequestId": "182abb0c-b0bd-403a-abll1-3dba21ae89d0"
}

}

5. Developer Resources
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SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for NodeJS
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
FailedOperation.DownLoadError File download failed.
FailedOperation.EmptylmageError The image is empty.
FailedOperation.ImageDecodeFailed Image decoding failed.
FailedOperation.ImageNoText No text is detected in the image.
FailedOperation.OcrFailed OCR failed.
FailedOperation.UnKnowError Unknown error.
FailedOperation.UnOpenError The service is not activated.
InvalidParameterValue.lnvalidParameterValueLimit Incorrect parameter value.
LimitExceeded.ToolLargeFileError The file is too large.
ResourcesSoldOut.ChargeStatusException Exceptional billing status.
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HKIDCardOCR

Last updated : 2024-11-13 11:04:09

1. API Description

Domain name for API request: ocr.tencentcloudapi.com.

This API is used to recognize key fields on the photo side of a Hong Kong (China) identity card, including name in
Chinese, name in English, telecode for name, date of birth, gender, document symbol, date of the first issue, date of

the last receipt, identity card number, and permanent residency attribute.
This API is not fully available for the time being. For more information, please contact your Tencent Cloud sales rep.
A maximum of 5 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Action Yes String Common Params. The value used for this API: HKIDCardOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.
ReturnHeadlmage  Yes Boolean Whether to return identity photo.

Base64 string of the image

Supported image formats: PNG, JPG, JPEG. GIF is not
supported yet.

Supported image size: The downloaded image cannot exceed 7
MB after being Base64-encoded, and it cannot take longer than
3 seconds to download the image.

ImageBase64 No String
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ImageUrl No String URL address of image. (This field is not supported outside
Chinese mainland)
Supported image formats: PNG, JPG, JPEG. GIF is currently
not supported.
Supported image size: the downloaded image cannot exceed 3
MB after being Base64-encoded. The download time of the
image cannot exceed 3 seconds.
We recommend you store the image in Tencent Cloud, as a
Tencent Cloud URL can guarantee higher download speed and

stability.
The download speed and stability of non-Tencent Cloud URLs
may be low.
3. Output Parameters

Parameter Name Type Description

CnName String Name in Chinese

EnName String Name in English

TelexCode String Telecode for the name in Chinese

Sex String Gender. Valid values: Male, Female

Birthday String Date of birth

Permanent identity card.
0: non-permanent;

Permanent Integer 1: permanent:
-1: unknown.

IdNum String Identity card number
Symbol String Document symbol, i.e., the symbol under the date of birth, such as "**AZ"
FirstlssueDate String First issue date
CurrentlssueDate String Last receipt date
Headimage String ﬁzf:i:: ;Z(I)cjcj ?aff;tmitcﬁndicating that no valid values can be obtained.
WarnCardInfos Array Card Warning Information

of

©2013-2025 Tencent Cloud International Pte. Ltd. Page 111 of 268



@ Tencent Cloud Optical Character Recognition

Integer -9101 Alarm for covered certificate,
-9102 Alarm for photocopied certificate,
-9103 Alarm for photographed certificate,
-9104 Alarm for PS certificate,
-9107 Alarm for reflective certificate,
-9108 Alarm for blurry image,
-9109 This capability is not enabled.

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Recognizing Hong Kong (China) identity card

Input Example

POST / HTTP/1.1

Host: ocr.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: HKIDCardOCR

{

"ReturnHeadImage": "false",
"ImageUrl": "https://xx/a.jpg"
}

Output Example

{

"Response": {

"CnName": "",

"EnName": "SAN, Nan",
"TelexCode": "300000000000",
"Sex": "",

"Birthday": "01-01-2001",
"Permanent": 1,

"IdNum": "COQ0OOOQO(E)",
"Symbol": "*x*Az",
"FirstIssueDate": " (09-99)",
"CurrentIssueDate": "23-09-10",
"HeadImage": "",

"WarnCardInfos": [
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-9104

I

"RequestId": "fbalc9%ad-aeb3-4418-9ecf-80ablb5fc875"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
FailedOperation.DownlLoadError File download failed.
FailedOperation.ImageDecodeFailed Image decoding failed.
FailedOperation.NoHKIDCard Not a Hong Kong identity card.
FailedOperation.OcrFailed OCR failed.
FailedOperation.UnKnowError Unknown error.
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FailedOperation.UnOpenError The service is not activated.

FailedOperation.WarningServiceFailed

InvalidParameterValue.InvalidParameterValueLimit Incorrect parameter value.
LimitExceeded.TooLargeFileError The file is too large.
ResourceUnavailable.InArrears The account is in arrears.
ResourcesSoldOut.ChargeStatusException Exceptional billing status.
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MLIDPassportOCR

Last updated : 2025-03-26 14:50:04

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This APl is used to recognize a passport issued in Hong Kong/Macao/Taiwan (China) or other countries/regions.
Recognizable fields include passport ID, name, date of birth, gender, expiration date, issuing country/region, and
nationality. It has the features of cropping identity photos and alarming for photographed or photocopied documents.
This interface supports regional scope: countries with machine-readable passports

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Zz:;neter Required Type Description

Action Yes String Common Params. The value used for this API: MLIDPassportOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.

Region No String Common Params. This parameter is not required.

Base64-encoded value of image. The image cannot exceed 7 MB in
size after being Base64-encoded. A resolution above 500x800 is

ImageBase64 No String recommended. PNG, JPG, JPEG, BMP, and PDF formats are
supported. It is recommended that the card part occupies more than
2/3 area of the image.

Whether to return an image.

Retlmage No Boolean
g Default value: false.

ImageUrl No String URL address of image. (This field is not supported outside Chinese
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mainland)

Supported image formats: PNG, JPG, JPEG, BMP, PDF.
Supported image size: the downloaded image cannot exceed 7 MB
after being Base64-encoded. The download time of the image
cannot exceed 3 seconds.

We recommend you store the image in Tencent Cloud, as a Tencent
Cloud URL can guarantee higher download speed and stability.

The download speed and stability of non-Tencent Cloud URLs may

be low.
3. Output Parameters
Parameter Name Type Description
ID String Passport ID
Name String Name
DateOfBirth String Date of birth
Sex String Gender (F: female, M: male)
DateOfExpiration String Expiration date
IssuingCountry String Issuing country
Nationality String Country/region code
Alarm codes
-9102 Alarm for photocopy on a paper document
Warn Array of Integer (including black & white and color ones)
-9103 Alarm for photocopy on an electronic device
-9106 Alarm for covered card
Image String Identity photo
Advancedinfo String Extended field:
{
ID:{
Confidence:0.9999
2
Name:{
Confidence:0.9996

}
}
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The first row of the machine-readable zone (MRZ) at

CodeSet String
the bottom

CodeCrc String The second row of the MRZ at the bottom

The surname.
Surname String Note: This field may return null, indicating that no valid
values can be obtained.

The given name.
GivenName String Note: This field may return null, indicating that no valid
values can be obtained.

Type String Type (in Machine Readable Zone)
PassportRecognizelnfos PassportRecognizelnfos Document content in Information Zone

Card Warning Information

-9101 Alarm for covered certificate,

-9102 Alarm for photocopied certificate,
WarnCardInfos Array of Integer -91083 Alarm for photographed certificate,

-9104 Alarm for PS certificate,

-9107 Alarm for reflective certificate,

-9108 Alarm for blurry image,

-9109 This capability is not enabled.

The unique request ID, generated by the server, will be
returned for every request (if the request fails to reach

Requestld String the server for other reasons, the request will not obtain
a Requestld). Requestld is required for locating a
problem.
4. Example
Example1

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: MLIDPassportOCR

<common request parameters>
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{

"ImageBase64": "https://ocr-demo-1254418846.cos.ap—guangzhou.mygcloud.com/card/ML
IDPassportOCR/MLIDPassportOCR1.png"

}

Output Example

{

"Response": {

"AdvancedInfo": "",

"CodeCrc": "4567123452USA9004117F2107268713843748<708026",
"CodeSet": "P<USACARTER<K<KESTHER<<K<<<LLLCLLLLLLLLLLLLLKLLLLN,
"DateOfBirth": "19900411",
"DateOfExpiration": "20210726",
"GivenName": "ESTHER",

"ID": "456712345",

"Image": "",

"IssuingCountry": "USA",

"Name": "CARTER ESTHER",

"Nationality": "USA",
"PassportRecognizeInfos": {

"DateOfBirth": "11 Apr 1990",
"DateOfExpiration": "26 Jul 2021",
"DateOfIssuance": "27 Jul 2011",
"GivenName": "ESTHER",

"IssuePlace": "",

"IssuingAuthority": "",

"IssuingCountry": "USA",

"Name": "",

"Nationality": "UNITED STATES OF AMERICA",
"PassportID": "456712345",

"Sex": "F",

"Signature": "",

"Surname": "CARTER",

"Type": "P"

by

"RequestId": "dad946b2-1288-4df9-albd4d-6abfabalel70",
"Sex": "F",

"Surname": "CARTER",

"Type": "P",

"Warn": [

-9108,

-9102

1y

"WarnCardInfos": [
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-9109

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
FailedOperation.DownLoadError File download failed.
FailedOperation.FieldException

FailedOperation.ImageDecodeFailed Image decoding failed.
FailedOperation.InconsistencyBetweenMRZAndVRZ
FailedOperation.NoPassport Not a passport.

FailedOperation.OcrFailed OCR failed. This error may be caused by unstable

©2013-2025 Tencent Cloud International Pte. Ltd. Page 119 of 268


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/ocr/v20181119/ocr_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/ocr/v20181119/OcrClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Ocr/V20181119/OcrClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/ocr/v20181119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/ocr/v20181119/ocr_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Ocr/V20181119/OcrClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/ocr/src/v20181119/OcrClient.cpp
https://www.tencentcloud.com/document/product/1013
https://www.tencentcloud.com/document/api/1005/34684#common-error-codes

@ Tencent Cloud Optical Character Recognition

network connections,service anomalies or other issues.

FailedOperation.UnKnowError Unknown error.
FailedOperation.UnOpenError The service is not activated.
FailedOperation.WarningServiceFailed Warning service error.
InvalidParameterValue.lnvalidParameterValueLimit Incorrect parameter value.
LimitExceeded.TooLargeFileError The file is too large.
ResourceUnavailable.InArrears The account is in arrears.
ResourceUnavailable.ResourcePackageRunOut The account resource package is exhausted.
ResourcesSoldOut.ChargeStatusException Exceptional billing status.
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PermitOCR

Last updated : 2025-05-13 14:42:50

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This APl is used to recognize the fields on an exit/entry permit (card) for traveling to and from Hong Kong, Macao, or
Taiwan, including place of issuance, issuing authority, validity period, gender, date of birth, name in English, name in

Chinese, and document number.
A maximum of 10 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description

Name
Action Yes String Common Params. The value used for this API: PermitOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.

The Base64-encoded value of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is currently

not supported.

) Supported image size: The downloaded image after Base64

ImageBase64 No String

encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

Either ImageUrl or ImageBase64 oftheimage mustbe
provided. If both are provided, only ImageUrl is used.
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ImageUrl No String The URL of the image.
Supported image formats: PNG, JPG, and JPEG. GIF is currently
not supported.
Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.
We recommend that you store the image in Tencent Cloud for higher
download speed and stability.
The download speed and stability of non-Tencent Cloud URLs may
be low.

CropPortrait No Boolean Whether to return the profile photo, default is false.

3. Output Parameters

Parameter -
Type Description

Name

Name String Name

EnglishName String Name in English

Number String ID number
Sex String Gender
ValidDate String Validity period

IssueAuthority String Issuing authority

IssueAddress String Place of issue

Birthday String Date of birth
Portraitimage String Base64 of profile picture
Type String return type

The unique request ID, generated by the server, will be returned for every request (if
Requestld String the request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example
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Example1 Recognizing an exit/entry permit for traveling to and from Hong Kong, Macao, or
Taiwan

This example shows you how to recognize an exit/entry permit for traveling to and from Hong Kong, Macao, or
Taiwan.

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: PermitOCR

<Common request parameters>

{
"ImageUrl": "https://xx/a.jpg "
}

Output Example

{

"Response": {

"Name": "",

"EnglishName": "LIMING",

"Number": "C00000000",

"Sex": "",

"ValidDate": "2018.10.09-2028.10.08",
"IssueAuthority": "",

"IssueAddress": "",

"Birthday": "1981.08.03",

"RequestId": "3090debe-3662-4ef1-8784-6ef2fb59f75e"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java
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» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.DownLoadError

FailedOperation.ImageDecodeFailed

FailedOperation.OcrFailed

FailedOperation.UnKnowError
FailedOperation.UnOpenError
InvalidParameterValue.lnvalidParameterValueLimit
LimitExceeded.TooLargeFileError
ResourceUnavailable.InArrears

ResourcesSoldOut.ChargeStatusException

©2013-2025 Tencent Cloud International Pte. Ltd.

Description
File download failed.
Image decoding failed.

OCR failed. This error may be caused by unstable
network connections,service anomalies or other issues.

Unknown error.

The service is not activated.
Incorrect parameter value.
The file is too large.

The account is in arrears.

Exceptional billing status.
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MLIDCardOCR

Last updated : 2025-03-11 22:55:04

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This API is used to recognize a Malaysian identity card, including identity card number, name, gender, and address. It

is also used to crop identity photos and give alarms for photographed or photocopied certificates.
This API is not fully available for the time being. For more information, contact your Tencent Cloud sales rep.
A maximum of 5 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes Strin
' "9 MLIDCardOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.
The Base64-encoded value of an image.
Supported image formats: PNG, JPG, and JPEG. GIF is
I ted.
ImageBase64 No String currently no.t suppo.r © .
Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.
BacklmageBase64 No String Base64 value of the image on the back of the card. Supported

image formats: PNG, JPG, JPEG, GIF format is not supported
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ImageUrl No
BacklmageUrl No
Retlmage No

String

String

Boolean

3. Output Parameters

Parameter
Type

Name

ID String
Name String
Address String
Sex String
Image String

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

ID number
Full name
Address
Gender

Identity photo

Optical Character Recognition

yet. Supported image size: The downloaded image cannot
exceed 7M after Base64 encoding. The image download takes
no more than 3 seconds. One of ImageUrl and ImageBase64
of the image must be provided. If both are provided, only
ImageUrl will be used.

The URL of an image. (This field is not available outside the
Chinese mainland.)

Supported image formats: PNG, JPG, and JPEG. GIF is
currently not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

We recommend that you store the image in Tencent Cloud for
higher download speed and stability.

For a non-Tencent Cloud URL, the download speed and
stability may be low.

The URL address of the image on the back of the card.
Supported image formats: PNG, JPG, JPEG, GIF format is not
supported yet. Supported image size: The downloaded image
does not exceed 7M after Base64 encoding. The image
download takes no more than 3 seconds. Storing images in
Tencent Cloud URLs can ensure higher download speed and
stability. It is recommended that images be stored in Tencent
Cloud. The URL speed and stability of non-Tencent cloud
storage may be affected to a certain extent.

Whether to return an image. Default value: false .
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AdvancedInfo

Type

Birthday

MyKadNumber

WarnCardInfos

Requestld

4. Example

String

String

String

String

Array
of
Integer

String

This is an extended field,

Optical Character Recognition

with the confidence of a field recognition result returned in the following format.

{

Field name:{
Confidence:0.9999

}
}

Certificate type

MyKad ID card

MyPR Permanent resident card
MyTentera Military identity card
MyKAS Temporary ID card
POLIS Police card

IKAD Work permit

MyKid Kid card

Date of birth. This field is available only for work permits (i-Kad) and ID cards

(MyKad).

Number on the back of Malaysia ID card

Card Warning Information

-9101 Alarm for covered certificate,
-9102 Alarm for photocopied certificate,
-9103 Alarm for photographed certificate,

-9104 Alarm for PS certificate,

-9107 Alarm for reflective certificate,

-9108 Alarm for blurry image,

-9109 This capability is not enabled.

The unique request ID, generated by the server, will be returned for every request
(if the request fails to reach the server for other reasons, the request will not
obtain a Requestld). Requestld is required for locating a problem.

Example1 MLIDCardOCR Call

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com

©2013-2025 Tencent Cloud International Pte. Ltd.
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Content-Type: application/json
X-TC-Action: MLIDCardOCR

<common request parameters>

{
"ImageUrl": "https://ocr—-demo-1254418846.cos.ap-guangzhou.mygcloud.com/***/fakeur

1.jpg"
}

Output Example

{

"Response": {

"Name": "KAVIN ONG KHI MN",

"ID": "710716-08-6085",

"Address": "NO 11 PERSIARN PERAJRIT 4 TAMA PERAK 31400 IPOH ERAK",

"Sex": "LEAKI",

"Birthday": "",

"Warn": [],

"Image": "/9j/4AAQSkZJRg. . ... s97n//2Q==",

"AdvancedInfo": "{\"ID\":{\"Confidence\":\"1.0000\"}, \"Name\":{\"Confidence

\":\"0.9996\"}, \"Address\": {\"Confidence\":\"0.9997\"},\"Sex\":{\"Confidence
\":\"0.9999\"}}",

"Type": "MyKad",

"RequestId": "c969da05-54e3-4d0a-a55d-b3ef90d4ebfb"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.DownLoadError
FailedOperation.ImageDecodeFailed

FailedOperation.NoMASIDCard

FailedOperation.OcrFailed

FailedOperation.UnKnowError
FailedOperation.UnOpenError
FailedOperation.WarningServiceFailed
InvalidParameter.EnginelmageDecodeFailed
InvalidParameterValue.InvalidParameterValueLimit
LimitExceeded.TooLargeFileError
ResourceUnavailable.ResourcePackageRunOut

ResourcesSoldOut.ChargeStatusException

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

File download failed.
Image decoding failed.
Non-Malaysian ID cards.

OCR failed. This error may be caused by unstable
network connections,service anomalies or other issues.

Unknown error.

The service is not activated.

Warning service error.

Image decoding failed.

Incorrect parameter value.

The file is too large.

The account resource package is exhausted.

Exceptional billing status.
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RecognizeMacaolDCardOCR

Last updated : 2024-11-15 10:53:04

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This API is used to recognize key fields on the photo side of a Macao (China) identity card, including name in Chinese,
name in English, telecode for name, date of birth, gender, document symbol, date of the first issue, date of the last

receipt, identity card number, and permanent residency attribute.
This API is not fully available for the time being. For more information, please contact your Tencent Cloud sales rep.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes Strin
9 RecognizeMacaolDCardOCR.

Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.

The URL address of the image.

Supported image formats: PNG, JPG, JPEG. Not support GIF

yet.

Supported image size: The downloaded image should not
ImageUrl No String exceed 7M. The image download takes no more than 3

seconds.Storing images in Tencent Cloud URLs can ensure
higher download speed and stability. It is recommended that
images be stored in Tencent Cloud. The URL speed and stability
of non-Tencent cloud storage may be affected to a certain extent.
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BacklmageUrl No String The URL address of the image on the back of the card.
Supported image formats: PNG, JPG, JPEG. The GIF format is
not supported yet. Supported image size: The downloaded image
does not exceed 7M after Base64 encoding. The image
download takes no more than 3 seconds. Storing images in
Tencent Cloud URLs can ensure higher download speed and
stability. It is recommended that images be stored in Tencent
Cloud. The URL speed and stability of non-Tencent cloud
storage may be affected to a certain extent.

Base64 value of the image.Supported image formats: PNG, JPG,

JPEG. Not support GIF yet.

Supported image size: The downloaded image should not
ImageBase64 No String exceed 7M after Base64 encoding. The image download takes

no more than 3 seconds.

One of ImageUrl and ImageBase64 of the image must be

provided. If both are provided, only ImageUrl will be used.

Base64 value of the image on the back of the card. Supported
image formats: PNG, JPG, JPEG. The GIF format is not
supported yet. Supported image size: The downloaded image

BacklmageBase64 No String does not exceed 7M after Base64 encoding. The image
download takes no more than 3 seconds. One of ImageUrl and
ImageBase64 of the image must be provided. If both are
provided, only ImageUrl will be used.

The following optional fields are of string type and are empty by
default:

Retlmage: whether to return the processed image (base64
encrypted string); the value and meaning of Retlmage are as
follows: 1.portrait Return portrait image data 2."" Do not return
image data SDK setting method reference: Config =
Json.stringify({"Retlmage":"portrait"}) API 3.0 Explorer setting
method reference: Config = {"Retlmage":"portrait" }

Config No String

3. Output Parameters

Parameter Name Type Description
CnlLastName String Chinese last name
EnLastName String English last name
LastNameCode String Last name code
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CnFirstName String Chinese first name

EnFirstName String English first name
FirstNameCode String First name code

ID String ID Number

Birthday String Birthday(DD-MM-YYYY)

Sex String gender

FirstlssueDate String First issue Date (DD-MM-YYYY)

CurrentlssueDate String Issue date (DD-MM-YYYY)

ValidityPeriod String Validity period (DD-MM-YYYY)
Symbol String ID symbol

Height String Height (unit: meters)

Retlmage String Processed image (Base64)

Image rotation angle, the horizontal direction of the text is 0, clockwise is

Angle String . . .
positive, counterclockwise is negative
ResidentType String Resident type.
Card Warning Information
-9101 Alarm for covered certificate,
Array -9102 Alarm for photocopied certificate,
WarnCardInfos of -9103 Alarm for photographed certificate,

Integer -9104 Alarm for PS certificate,
-9107 Alarm for reflective certificate,
-9108 Alarm for blurry image,
-9109 This capability is not enabled.

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Recognizes Macao (China) identity card
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Recognizes Macao (China) identity card

Input Example

Optical Character Recognition

https://ocr.intl.tencentcloudapi.com/?Action=RecognizeMacaoIDCardOCR

&ImageUrl=https://xx/a. jpg
&Config={\"RetImage\":\"preprocess\"}

&<public parameters>

Output Example

{

"Response": {

"Angle" . "O",

"CnLastName": "",

"EnLastName": "HO",
"LastNameCode": "0149",
"CnFirstName": "*",
"EnFirstName": "CHAN YOU",
"FirstNameCode": "37***x*x27",
"ID" . "15****0 (4) ",

"Birthday": "22-04-1997",
"Sexll: "F",

"FirstIssueDate": "06-05-2011",
"CurrentIssueDate": "01-08-2014",
"ValidityPeriod": "01-08-2024",
"Symbol" . IIC"’

"Height": "1.64",

"RetImage": "",

"RequestId": "68f8fcbf-9314-6112a-acl1l8-6£1a9308£s100mab"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java

©2013-2025 Tencent Cloud International Pte. Ltd.
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» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

FailedOperation.DownLoadError
FailedOperation.EmptylmageError
FailedOperation.ImageDecodeFailed
FailedOperation.OcrFailed
FailedOperation.UnKnowError
FailedOperation.UnOpenError
FailedOperation.WarningServiceFailed
InvalidParameter.ConfigFormatError
InvalidParameterValue.InvalidParameterValueLimit

LimitExceeded.ToolLargeFileError

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

File download failed.
The image is empty.
Image decoding failed.
OCR failed.

Unknown error.

The service is not activated.

Config is not in valid JSON format.

Incorrect parameter value.

The file is too large.
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Optical Character Recognition

RecognizelndonesialDCardOCR

Last updated : 2025-04-29 10:51:02

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This APl is used to recognize an Indonesian identity card.

The API request rate is limited to 20 requests/sec by default.

We recommend you to use API Explorer
Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type

Action Yes String
Version Yes String
Region Yes String
ImageBase64 No String

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Common Params. The value used for this API:
RecognizelndonesialDCardOCR.

Common Params. The value used for this API: 2018-11-19.

Common Params. For more information, please see the list of
regions supported by the product. This API only supports: ap-
jakarta, ap-singapore.

The Base64-encoded value of an image.

Supported image formats: PNG, JPG, and JPEG. GIF is
currently not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

Either the ImageUrl or ImageBase64 of theimage must
be provided. If both are provided, only ImageUrl will be
used.
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ImageUrl No String The URL of the image.
Supported image formats: PNG, JPG, and JPEG. GIF is
currently not supported.
Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.
We recommend that you store the image in Tencent Cloud for
higher download speed and stability.
For a non-Tencent Cloud URL, the download speed and
stability may be affected.

ReturnHeadlmage No Boolean Whether to return the identity photo.
The scene, which defaultsto v1 .
Valid values:

Scene No String ald vales
V1
V2

3. Output Parameters

Parameter Name Type Description

NIK String The Single Identity Number.

Nama String The full name.

TempatTglLahir String The place and date of birth.

JenisKelamin String The gender.

GolDarah String The blood type.

Alamat String The address.

RTRW String The street.

KelDesa String The village.

Kecamatan String The region.

Agama String The religion.

StatusPerkawinan String The marital status.

Perkerjaan String The occupation.

©2013-2025 Tencent Cloud International Pte. Ltd.
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KewargaNegaraan
BerlakuHingga
IssuedDate

Photo

Provinsi

Kota

WarnCardlInfos

Requestld

4. Example

Example1

Input Example

POST / HTTP/1.

String
String
String
String
String

String

Array
of
Integer

String

1

Optical Character Recognition

The nationality.

The expiry date.

The issue date.

The photo.

The province, which is supported when the value of Scene is V2 .
The city, which is supported when the value of Scene is v2 .

Card Warning Information

-9101 Alarm for covered certificate,
-9102 Alarm for photocopied certificate,
-9103 Alarm for photographed certificate,
-9107 Alarm for reflective certificate,
-9108 Alarm for blurry image,

-9109 This capability is not enabled.

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

Host: ocr.intl.tencentcloudapi.com

Content-Type:

application/json

X-TC-Action: RecognizeIndonesiaIDCardOCR

<common request parameters>

{

"ReturnHeadImage": "false",
"ImageUrl": "https://ocr-demo-1254418846.cos.ap-guangzhou.mygcloud.com/***/fakeur
1.3pg"

}

Output Example
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{

"Response": {

"Agama": "ATHOLIK",

"Alamat": "BANJARSARI",
"BerlakuHingga": "SEUMUR HIDUP",
"GolDarah": "O",

"IssuedDate": "15-05-2015",
"JenisKelamin": "LAKEI AKI",
"Kecamatan": "",

"KelDesa": "PAKEMBINANGUN",
"KewargaNegaraan": "INM",

"NIK": "360000000006",

"Nama": "",

"Perkerjaan": "KARYAWAN SWASTA",
"Photo": "",

"RTRW": "00/000",
"RequestId": "0000-0000-0000-0001",
"StatusPerkawinan": "KAWEN",

"TempatTglLahir": "JAKARTA 13-01-1987",

"Provinsi": "DKI JAKARTA",
"Kota": "DKI JAKARTA"

}

}

5. Developer Resources

SDK

Optical Character Recognition

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

©2013-2025 Tencent Cloud International Pte. Ltd.
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6. Error Code

Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.DownLoadError

FailedOperation.ImageDecodeFailed

FailedOperation.OcrFailed

FailedOperation.UnKnowError
FailedOperation.UnOpenError
FailedOperation.WarningServiceFailed
InvalidParameter.EnginelmageDecodeFailed
InvalidParameterValue.InvalidParameterValueLimit
LimitExceeded.TooLargeFileError

ResourcesSoldOut.ChargeStatusException

©2013-2025 Tencent Cloud International Pte. Ltd.

Description
File download failed.
Image decoding failed.

OCR failed. This error may be caused by unstable
network connections,service anomalies or other issues.

Unknown error.

The service is not activated.
Warning service error.
Image decoding failed.
Incorrect parameter value.
The file is too large.

Exceptional billing status.
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RecognizeSingaporelDCardOCR

Last updated : 2025-03-25 16:31:22

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This interface supports the identification of all fields on the front side of ID card for Singapore residents.The
identification accuracy reaches more than 99%.In addition, this interface also supports a variety of value-added
capabilities to meet the needs of different scenarios. Such as the cropping function of ID card photos and portrait
photos, and also has 5 alarm functions.

As shown in the table below.

Value-added ability Ability items
ID card copy warning
ID card copy warning

Alarm function Alarm for occlusion in the ID card frame
ID card reflective warning

Blurry picture warning

Default interface request frequency limit: 20 times/second
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

©2013-2025 Tencent Cloud International Pte. Ltd. Page 140 of 268


https://console.tencentcloud.com/api/explorer?Product=ocr&Version=2018-11-19&Action=RecognizeSingaporeIDCardOCR
https://www.tencentcloud.com/document/api/1005/34677

&2 Tencent Cloud

Action
Version

Region

ImageBase64

ImageUrl

ReturnHeadlmage

Yes

Yes

Yes

No

No

No

String

String

String

String

String

Boolean

3. Output Parameters

Parameter Name
ChName
EnName

Sex
CountryOfBirth
Birthday
Address

ID

Type

String
String
String
String
String
String

String

Description
Chinese name
English name
gender

Birth Country

Brithday

Optical Character Recognition

Common Params. The value used for this API:
RecognizeSingaporelDCardOCR.

Common Params. The value used for this API: 2018-11-19.

Common Params. For more information, please see the list of
regions supported by the product. This API only supports: ap-
singapore.

The Base64 value of the image. The image is required to be no
larger than 7M after Base64 encoding, and the resolution is
recommended to be 500800 or above. PNG, JPG, JPEG, and
BMP formats are supported. It is recommended that the card
part occupies at least 2/3 of the picture. One of ImageUrl and
ImageBase64 of the image must be provided. If both are
provided, only ImageUrl will be used.

The URL address of the image. The image is required to be no
larger than 7M after Base64 encoding, and the resolution is
recommended to be 500800 or above. PNG, JPG, JPEG, and
BMP formats are supported. It is recommended that the card
part occupies at least 2/3 of the picture. It is recommended that
images be stored in Tencent Cloud to ensure higher download
speed and stability.

Whether to return portrait photos.

Address(back side)

License number

©2013-2025 Tencent Cloud International Pte. Ltd.
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Race String Nationality(back side)
NRICCode String NRIC code(back side)
PostCode String Post code(back side)

DateOfExpiration String Date of Expiration(back side)
DateOflssue String Date of issue(back side)
Photo String Head image

Card Warning Information

-9101 Alarm for covered certificate,
Array -9102 Alarm for photocopied certificate,
WarnCardInfos of -9103 Alarm for photographed certificate,
Integer -9104 Alarm for PS certificate,
-9107 Alarm for reflective certificate,
-9108 Alarm for blurry image,
-9109 This capability is not enabled.

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request will
not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 RecognizeSingaporelDCardOCR

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: RecognizeSingaporeIDCardOCR

<common request parameters>

{

"ReturnHeadImage": "false",
"ImageUrl": "https://ocr-demo-1254418846.cos.ap—guangzhou.mygcloud.com/***/fakeur
1.3pg"

}
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Output Example

{

"Response": {

"Addressl': " ",

"Birthday": "12/04/1988",
"ChName": ll***",
"CountryOfBirth": "CHINA",
"DateOfExpiration": "",
"DateOfIssue": "",
"EnName": "XIA ***YANG",
"ID" . "57***22}3",
"NRICCode": "™,

"Photoll: " ",

"PostCode": "",

"Race": "CHINESE",
"RequestId": "65b41f06-2759-4a7f-b5dd-639fle676e28",
"Sexll: "M",
"WarnCardInfos": [

-9104

]
}
}

5. Developer Resources

SDK

Optical Character Recognition

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

o Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

©2013-2025 Tencent Cloud International Pte. Ltd.
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6. Error Code

Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.DownLoadError

FailedOperation.ImageDecodeFailed

FailedOperation.OcrFailed

FailedOperation.UnKnowError
FailedOperation.UnOpenError
FailedOperation.WarningServiceFailed
InvalidParameter.EnginelmageDecodeFailed
InvalidParameterValue.InvalidParameterValueLimit

ResourcesSoldOut.ChargeStatusException

©2013-2025 Tencent Cloud International Pte. Ltd.

Description
File download failed.
Image decoding failed.

OCR failed. This error may be caused by unstable
network connections,service anomalies or other issues.

Unknown error.

The service is not activated.
Warning service error.
Image decoding failed.
Incorrect parameter value.

Exceptional billing status.
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RecognizeThailDCardOCR

Last updated : 2025-04-14 10:18:51

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This APl is used to recognize the fields on a Thai identity card, including name in Thai, name in English, address, date

of birth, identification number, date of issue, and date of expiry.
A maximum of 10 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. . Common Params. The value used for this API:
Action Yes String , ,
RecognizeThailDCardOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.

The Base64-encoded value of an image. The image cannot

exceed 7 MB after being Base64-encoded. A resolution above

500 x 800 is recommended. PNG, JPG, JPEG, and BMP
ImageBase64 No String formats are supported. It is recommended that the card part

occupy more than 2/3 area of the image.

Either ImageUrl or ImageBase64 oftheimage must

be provided. If both are provided, ImageUrl is used.

BacklmageBase64 No String Base64 value of the image on the back of the card. Supported
image formats: PNG, JPG, JPEG. GIF format is not supported
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ImageUrl No
BacklmageUrl No
CropPortrait No

Optical Character Recognition

yet. Supported image size: The downloaded image does not
exceed 7M after Base64 encoding. The image download takes
no more than 3 seconds. One of ImageUrl and ImageBase64
of the image must be provided. If both are provided, only
ImageUrl will be used.

The URL of the image. The image cannot exceed 7 MB after

being Base64-encoded. A resolution above 500 x 800 is

recommended. PNG, JPG, JPEG, and BMP formats are
String supported. It is recommended that the card part occupy more

than 2/3 area of the image.

We recommend that you store the image in Tencent Cloud for

higher download speed and stability.

The URL address of the image on the back of the card.
Supported image formats: PNG, JPG, JPEG. GIF format is not
supported yet. Supported image size: The downloaded image
does not exceed 7M after Base64 encoding. The image

String download takes no more than 3 seconds. Storing images in
Tencent Cloud URLs can ensure higher download speed and
stability. It is recommended that images be stored in Tencent
Cloud. The URL speed and stability of non-Tencent cloud
storage may be affected to a certain extent.

Whether to crop the profile photo. The default value is
false , meaning not to return the Base64-encoded value of
the profile photo on the Thai identity card.

3. Output Parameters

Parameter Name Type

ID String
ThaiName String
EnFirstName String
EnLastName String
IssueDate String

Boolean , .
When this parameter is setto true , the Base64-encoded
value of the profile photo on the Thai identity card after rotation
correction is returned.
Description

ID card number
Name in Thai

Name in English
Name in English

Date of issue in Thai

©2013-2025 Tencent Cloud International Pte. Ltd. Page 146 of 268



@ Tencent Cloud Optical Character Recognition

ExpirationDate String Expiration date in Thai
EnlssueDate String Date of issue in English

EnExpirationDate String Expiration date in English

Birthday String Date of birth in Thai
EnBirthday String Date of birth in English

Religion String Religion

SerialNumber String Serial number

Address String Address

LaserID String LaserID in the back of the card.
Portraitimage String Identity photo

Card Warning Information

-9101 Alarm for covered certificate,

WarnCardinfos gfrray -9102 Alarm for photocopied certiﬁf:ate,
Integer -91083 Alarm for photographed certificate,
-9107 Alarm for reflective certificate,
-9108 Alarm for blurry image,
-9109 This capability is not enabled.
AdvancedInfo String Field confidence:

{"ID" { "Confidence™": 0.9999 }, "ThaiName": { "Confidence": 0.9996 } }

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request will
not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: RecognizeThaiIDCardOCR
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<common request parameters>

{
"ImageUrl": "https://ocr—-demo-1254418846.cos.ap-guangzhou.mygcloud.com/***/fakeur

1.jpg"
}

Output Example

{

"Response": {

"Address": "flag 21/19 wiil 3 a.ung¥a 8.1NMBY AL uHNIF",

"AdvancedInfo": "{\"ID\":0.9995814561843872,\"ThaiName\":0.9961479902267456, \"EnF

irstName\":0.9232422113418579, \"EnLastName\":0.943652331829071, \"Birthday\":0.982
8404188156128, \"EnBirthday\":0.92333984375,\"Religion\":1, \"ExpirationDate\":0.99
19084906578064, \"IssueDate\":0.9893275499343872, \"EnExpirationDate\":0.9890950322
151184, \"EnIssueDate\":0.9800618290901184, \"SerialNumber\":0.99956595897674561}",

"Birthday": "14 5.a. 2509",
"EnBirthday": "14 Dec. 1966",
"EnExpirationDate": "13 Dec. 2024",
"EnFirstName": "Mr. Thanakit",
"EnIssueDate": "9 Dec. 2016",
"EnLastName": "Boonyopakron",
"ExpirationDate": "13 #5.a. 2567",
"ID": "3 1020 01968 75 6",
"IssueDate": "9 n.a. 2559",
"PortraitImage": "",

"Religion": "uns",

"RequestId": "d4af8019-08e0-4d8d-a9%86-elfd45efbdabec",
"SerialNumber": "1204-03-12091012",
"ThaiName": "wig sunga yalaninyoi,
"WarnCardInfos": [

-9109

]

}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.
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» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

FailedOperation.DownLoadError File download failed.
FailedOperation.EmptylmageError The image is empty.

FailedOperation.ImageBlur The image is blurry.
FailedOperation.ImageDecodeFailed Image decoding failed.
FailedOperation.ImageNoSpecifiedCard The card in the image is not of the specified type.

OCR failed. This error may be caused by unstable

FailedOperation.OcrFailed . ) . .
network connections,service anomalies or other issues.

FailedOperation.UnKnowError Unknown error.
FailedOperation.UnOpenError The service is not activated.
FailedOperation.WarningServiceFailed Warning service error.
InvalidParameterValue.InvalidParameterValueLimit Incorrect parameter value.
LimitExceeded.TooLargeFileError The file is too large.
ResourcesSoldOut.ChargeStatusException Exceptional billing status.
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RecognizeThaiPinkCard

Last updated : 2025-03-19 19:38:06

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This API is used to recognize the fields on a Thai identity card, including name in Thai, name in English, address, date
of birth, identification number, date of issue, and date of expiry.

Currently, this APl is not generally available. For more information, please contact your sales rep.
A maximum of 5 requests can be initiated per second for this API.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter .
Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String ) .
RecognizeThaiPinkCard.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.
ImageBase64 No String The Base64-encoded value of an image. The image cannot exceed

7 MB after being Base64-encoded. A resolution above 500 x 800 is
recommended. PNG, JPG, JPEG, and BMP formats are supported.
It is recommended that the card part occupy more than 2/3 area of
the image.
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ImageUrl No

CropPortrait No

String

Boolean

3. Output Parameters

Parameter Name
Country
IDNumber
ThaiName
EnName
ThaiSurName
ThaiDOB
EnDOB
PhotoNumber
ThaiAddress
ThaiDateOflssue
DateOflssue

ThaiDateOfExpiry

©2013-2025 Tencent Cloud International Pte. Ltd.

Type

String
String
String
String
String
String
String
String
String
String
String

String

Optical Character Recognition

Either
provided. If both are provided,

ImageUrl or ImageBase64 ofthe image mustbe

ImageUrl is used.

The URL of the image. The image cannot exceed 7 MB after being
Base64-encoded. A resolution above 500 x 800 is recommended.
PNG, JPG, JPEG, and BMP formats are supported. It is
recommended that the card part occupy more than 2/3 area of the
image.

We recommend that you store the image in Tencent Cloud for higher
download speed and stability.

Whether to crop the profile photo. The default valueis false ,
meaning not to return the Base64-encoded value of the profile photo
on the Thai identity card.

When this parameter is setto true , the Base64-encoded value
of the profile photo on the Thai identity card after rotation correction
is returned.

Description

Country

ID number

Name in Thai

Name in English

Surname in Thai

Date of birth in Thai

Date of birth in English

Photo number

Address in Thai

Date of issue in Thai

Date of issue in English

Expiration date in Thai
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DateOfExpiry String Expiration date in English
IssuingAgency String Issuing agency
RefNumber String Ref number
Field confid :
AdvancedInfo String el connigence )
{"ID™ { "Confidence": 0.9999 }, "ThaiName": { "Confidence": 0.9996 } }
Portraitimage String Identity photo
Card Warning Information
Array -9101 Alarm for covered certificate,
WarnCardinfos of -9102 Alarm for photocopied certlﬁf:ate,
-9103 Alarm for photographed certificate,
Integer

-9107 Alarm for reflective certificate,
-9108 Alarm for blurry image,
-9109 This capability is not enabled.

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 RecognizeThaiPinkCard Example

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: RecognizeThaiPinkCard

{
"ImageUrl": "https://ocr-demo-1254418846.cos.ap—-guangzhou.mygcloud.com/***/fakeur

1.jpg"
}

Output Example
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{

"Response": {

Optical Character Recognition

"AdvancedInfo": "{\"DateOfExpiry\":0.6956542730331421,\"EnDOB\":0.6961059570312
5,\"RefNumber\":0.6244140863418579, \"Country\":0.803863525390625, \"PhotoNumber\":
0.7247558832168579, \"ThaiAddress\":0.9462376236915588, \"ThaiName\":0.732459425926
2085, \"IssuingAgency\":0.839324951171875, \"ThaiDateOfIssue\":0.703557789325714
1,\"DateOfIssue\":0.688977062702179, \"IDNumber\":0.6976562738418579, \"EnName\":0.
6729980707168579,\"ThaiDOB\":0.7289484143257141,\"ThaiDateOfExpiry\":0.7133789062

5k",

"Country": "",

"DateOfExpiry": "9 Aug. 2032",
"DateOfIssue": "10 Aug. 2022",
"EnDOB": "14 Feb. 1986",
"EnName": "Mr. *** Tun",
"IDNumber": "00 8401 155063 9",
"IssuingAgency": "",
"PhotoNumber": "8401-0223290",
"PortraitImage": "",
"RefNumber": " (CI) CC744457",
"RequestId": "4706ff76-2e7a-43d1-a697-6db531e33492",
"ThaiAddress": "",

"ThaiDOB": "',
"ThaiDateOfExpiry": "",
"ThaiDateOfIssue": "",
"ThaiName": ""

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.DownLoadError
FailedOperation.EmptylmageError
FailedOperation.ImageDecodeFailed

FailedOperation.ImageNoSpecifiedCard

FailedOperation.OcrFailed

FailedOperation.UnOpenError
InvalidParameterValue.InvalidParameterValueLimit
LimitExceeded.ToolLargeFileError
ResourcesSoldOut.ChargeStatusException

UnknownParameter

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

File download failed.

The image is empty.

Image decoding failed.

The card in the image is not of the specified type.

OCR failed. This error may be caused by unstable
network connections,service anomalies or other issues.

The service is not activated.
Incorrect parameter value.
The file is too large.
Exceptional billing status.

Unrecognized argument.
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RecognizeBrazillDCardOCR

Last updated : 2025-03-21 14:48:20

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This interface supports identification of the front and back of Brazilian ID license. The identification fields include

name, driver's license category, number, validity period, etc.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Action Yes String Commoln Params. The value used for this API:
RecognizeBrazillDCardOCR.

Version Yes String Common Params. The value used for this API: 2018-11-19.

Region No String Common Params. This parameter is not required.

Base64 value of the image. Supported image formats: PNG,
JPG, JPEG, GIF format is not supported yet. Supported image

ImageBase64 No String , .
size: The downloaded image does not exceed 7M after Base64
encoding. Image download time does not exceed 3 seconds.
ImageUrl No String URL address of the image. Supported image formats: PNG,

JPG, JPEG, GIF format is not supported yet. Supported image
size: The downloaded image should not exceed 7M after
Base64 encoding. Image download time should not exceed 3
seconds. URLs of images stored in Tencent Cloud can
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BacklmageBase64

BacklmageUrl

ReturnHeadlmage

No

No

No

String

String

Boolean

3. Output Parameters

Parameter
Name

Nome
MemberShip
DataNascimento
IssuingAgency
Fatorrh
NaturallDade
Observations

CPF

Type

String
String
String
String
String
String
String

String

Description

Name

Family information
Birthday

Issuing agency
blood type

Birth place

Optical Character Recognition

guarantee higher download speed and stability. It is
recommended that images be stored in Tencent Cloud. The
speed and stability of URLs not stored in Tencent Cloud may
be affected to a certain extent.

Base64 value of the image on the back of the card. Supported
image formats: PNG, JPG, JPEG, GIF format is not supported
yet. Supported image size: The downloaded image should not
exceed 7M after Base64 encoding. Image download time
should not exceed 3 seconds. An ImageUrl and ImageBase64
must be provided. If both are provided, only ImageUrl will be
used.

The URL address of the image on the back of the card.
Supported image formats: PNG, JPG, JPEG, GIF format is not
supported yet. Supported image size: The downloaded image
does not exceed 7M after Base64 encoding. The image
download time does not exceed 3 seconds. The URL of the
image stored in Tencent Cloud can ensure higher download
speed and stability. It is recommended to store the image in
Tencent Cloud. The speed and stability of the URL stored
outside Tencent Cloud may be affected to a certain extent.

Whether to return portrait photos.

Additional information

CPF
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DNI String DNI

RegistroGeral String universal registration
DispatchDate String Issue date

Registro String address

Portraitimage String Portrait image

DocOrigem String Original identity information

Optical Character Recognition

The unique request ID, generated by the server, will be returned for every request
Requestld String (if the request fails to reach the server for other reasons, the request will not
obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 RecognizeBrazillDCardOCR Example

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: RecognizeBrazilDriverLicenseOCR
<public parameter>

{

"ImageBase64": "/97/4AAQSkZJIRg..... s97n//2Q=="
"ImageUrl": "",

"BackImageBase64": "/9j/4AAQSkZJIRg. .. .. s97n//2Q==",
"BackImageUrl": "",

"ReturnHeadImage": true

}

Output Example

{

"Response": {

"CPF": "400123456/99",

"DNI": "",

"DataNascimento": "09/09/1999",
"DispatchDate": "21/09/2017",
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"DocOrigem": "XXXX—-SP XXXXX DE XXXXX CN:LV.A91/XXXX.111/N 1111",
"Fatorrh": "",

"IssuingAgency": "XXXX-SP",

"MemberShip": "XXXX XXX XXX/XXXX XXX XXX",
"NaturalIDade": "XXXX- SP",

"Nome": "XXXX XXXX XXX",

"Observations": "",

"PortraitImage": "",

"Registro": "",

"RegistroGeral": "52.111.11-4 2 wvia",

"RequestId": "ace7b820-6476-440f-be2f-0ddlce762562"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

FailedOperation.DownLoadError File download failed.
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FailedOperation.ImageDecodeFailed Image decoding failed.
FailedOperation.UnKnowError Unknown error.
FailedOperation.UnOpenError The service is not activated.
LimitExceeded.TooLargeFileError The file is too large.
ResourceUnavailable.ResourcePackageRunOut The account resource package is exhausted.
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RecognizeBrazilRNEOCR

Last updated : 2025-04-18 15:04:14

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.
Brazil RNE document recognition Default interface request frequency limit: 5 times/second
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. . Common Params. The value used for this API:
Action Yes String , )
RecognizeBrazilRNEOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.

Base64 value of the image. Supported image formats: PNG,
JPG, JPEG, GIF format is not supported yet. Supported image

ImageBase64 No String size: The downloaded image should not exceed 7M after
Base64 encoding. Image downloading time should not exceed
3 seconds.

ImageUrl No String URL address of the image. Supported image formats: PNG,

JPG, JPEG, GIF format is not supported yet. Supported image
size: The downloaded image should not exceed 7M after
Base64 encoding. Image download time should not exceed 3
seconds. URLs of images stored in Tencent Cloud can
guarantee higher download speed and stability. It is
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recommended that images be stored in Tencent Cloud. The
speed and stability of URLSs not stored in Tencent Cloud may
be affected to a certain extent.

Base64 value of the image on the back of the card. Supported
image formats: PNG, JPG, JPEG, GIF format is not supported
yet. Supported image size: The downloaded image should not

BacklmageBase64 No String exceed 7M after Base64 encoding. Image download time
should not exceed 3 seconds. An ImageUrl and ImageBase64
must be provided. If both are provided, only ImageUrl will be
used.

The URL address of the image on the back of the card.
Supported image formats: PNG, JPG, JPEG, GIF format is not
supported yet. Supported image size: The downloaded image
does not exceed 7M after Base64 encoding. The image
BacklmageUrl No String download time does not exceed 3 seconds. The URL of the
image stored in Tencent Cloud can ensure higher download
speed and stability. It is recommended to store the image in
Tencent Cloud. The speed and stability of the URL stored
outside Tencent Cloud may be affected to a certain extent.

ReturnHeadlmage No Boolean Whether to return portrait photos.

3. Output Parameters

Parameter Name Type Description
RNE String RNE

CLASSIFICATION String Classification

VALIDADE String Valid date
NOME String Name
Membership String Family information

NACIONALIDADE String Nationality
NATURALIDADE String Place of Birth
IssuingAgency String Issuing agency

DateOfBirth String Birthday
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Sex String Gender

EntryDate String Date of entry

VIA String VIA

DispatchDate String Dispatch date

MRZ String MRZ

Portraitimage String Portraitimage base64

Optical Character Recognition

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 RecognizeBrazilRNEOCR example

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: RecognizeBrazilDriverLicenseOCR
<public parameter>

{

"ImageBase64": "/9j/4AAQSkZJIRg..... s97n//2Q=="
"ImageUrl": "",

"BackImageBase64": "/97/4AAQSkZJIRg. .. .. s97n//2Q==",
"BackImageUrl": "",

"ReturnHeadImage": false

}

Output Example

{

"Response": {

"CLASSIFICATION": "PERMANENTE",
"DateOfBirth": "01/01/2001",
"DispatchDate": "01/01/2001",
"EntryDate": "01/01/2001",
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"IssuingAgency": "CGPI/DIREX/DPF",
"MRZ": "AAAAA AAAA AAAA 11211121M™,
"Membership": "",

"NACIONALIDADE": "CHINESA",
"NATURALIDADE": "REP.POPULAR DA CHINA",
"NOME" : "XXXX CHEN",

"PortraitImage": "",

"RNE": "G1111-8",

"RequestId": "9681c688-e523-4f7e-9672-238e817bdeb4",
"Sex": "M",

"VALIDADE": "26/10/2025",

"VIA": "1"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

« Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
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FailedOperation.DownLoadError File download failed.
FailedOperation.ImageDecodeFailed Image decoding failed.

OCR failed. This error may be caused by unstable network

FailedOperation.OcrFailed ) ) ] :
connections,service anomalies or other issues.

FailedOperation.UnKnowError Unknown error.
FailedOperation.UnOpenError The service is not activated.
LimitExceeded.TooLargeFileError The file is too large.

ResourceUnavailable.ResourcePackageRunOut The account resource package is exhausted.
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RecognizeBrazilRNMOCR

Last updated : 2025-04-28 16:23:36

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This interface supports identification of the front and back of Brazilian RNM license. The default interface request

frequency limit is 5 times per second.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. . Common Params. The value used for this API:
Action Yes String , )
RecognizeBrazilRNMOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.

Base64 value of the image. Supported image formats: PNG,
JPG, JPEG, GIF format is not supported yet. Supported image

ImageBase64 No String size: The downloaded image should not exceed 7M after
Base64 encoding. Image downloading time should not exceed
3 seconds.

ImageUrl No String URL address of the image. Supported image formats: PNG,

JPG, JPEG, GIF format is not supported yet. Supported image
size: The downloaded image should not exceed 7M after
Base64 encoding. Image download time should not exceed 3
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BacklmageBase64 No

BacklmageUrl No

ReturnHeadlmage No

3. Output Parameters

Parameter Name

SOBRENOME

NOME

DATADENASCIMENTO

SEXO

MEMBERSHIP

NACIONALIDADE

VALIDADE

RNM

Type

String
String
String
String
String
String
String

String

Optical Character Recognition

seconds. URLs of images stored in Tencent Cloud can
guarantee higher download speed and stability. It is
recommended that images be stored in Tencent Cloud. The
speed and stability of URLs not stored in Tencent Cloud may
be affected to a certain extent.

Base64 value of the image on the back of the card. Supported
image formats: PNG, JPG, JPEG, GIF format is not supported
yet. Supported image size: The downloaded image should not

String exceed 7M after Base64 encoding. Image download time
should not exceed 3 seconds. An ImageUrl and ImageBase64
must be provided. If both are provided, only ImageUrl will be
used.

The URL address of the image on the back of the card.
Supported image formats: PNG, JPG, JPEG, GIF format is not
supported yet. Supported image size: The downloaded image
does not exceed 7M after Base64 encoding. The image

String download time does not exceed 3 seconds. The URL of the
image stored in Tencent Cloud can ensure higher download
speed and stability. It is recommended to store the image in
Tencent Cloud. The speed and stability of the URL stored
outside Tencent Cloud may be affected to a certain extent.

Boolean Whether to return portrait photos.

Description
Last name
First name
Date of Birth
Gender

Parents name

Nationality

Expiry Date

RNM
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CPF String CPF
CLASSIFICATION String

PRAZODERESIDENCIA String

ISSUANCE String Issue Date

AMPAROLEGAL String Legal basis

MRZ String Machine readable zone code
Portraitimage String Portraitimage
PortraitimageBack String Portraitimage(Back)

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the
request will not obtain a Requestld). Requestld is required for locating a
problem.

Requestld String

4. Example

Example1 RecognizeBrazilRNMOCR

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: RecognizeBrazilRNMOCR
<public parameters>

{

"ImageBase64": "/9j/4AAQSkZJIRg..... s97n//2Q==",
"ImageUrl": "",

"BackImageBase64": "/97/4AAQSkZJIRg. .. .. s97n//2Q==",
"BackImageUrl": "",

"ReturnHeadImage": false

}

Output Example
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{

"Response": {

"AMPAROLEGAL": "AAAA. 37, XXX.",
"CLASSIFICATION": "AAAA",

"CPF": "111.111.111-11",
"DATADENASCIMENTO": "10/06/1992",
"ISSUANCE": "29/11/2020 XX/XX/XX",
"MEMBERSHIP": "BBBB AAA/XXX XXX",

"MRZ": "I BBBBB 4 00000AAAQ000 6 AAA",

"NACIONALIDADE": "AAAA",
"NOME": "AAAA",

"PRAZODERESIDENCIA": "Indeterminado",

"PortraitImage": "",
"PortraitImageBack": "",
"RNM" . "vj_llll_P",

"RequestId": "50aladdl-1468-4097-ad44d4e-beal39el7bf47",

"SEXO": "",

"SOBRENOME": "XXXX",
"VALIDADE": "07/07/2031"
t

t

5. Developer Resources

SDK

Optical Character Recognition

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0
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6. Error Code

Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.DownLoadError
FailedOperation.ImageDecodeFailed
FailedOperation.UnKnowError
FailedOperation.UnOpenError
LimitExceeded.ToolLargeFileError

ResourceUnavailable.ResourcePackageRunOut

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

File download failed.

Image decoding failed.
Unknown error.

The service is not activated.
The file is too large.

The account resource package is exhausted.
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RecognizeMexicoVTID

Last updated : 2025-06-25 11:48:56

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This interface supports identification of the front and back of Mexican Voter ID Card. The default interface request

frequency limit is 5 times per second.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. , Common Params. The value used for this API:
Action Yes String ) }
RecognizeMexicoVTID.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.

Base64 value of the image. Supported image formats: PNG,
JPG, JPEG, GIF format is not supported yet. Supported image

ImageBase64 No String size: The downloaded image should not exceed 7M after
Base64 encoding. Image downloading time should not exceed 3
seconds.

ImageUrl No String URL address of the image. Supported image formats: PNG,

JPG, JPEG, GIF format is not supported yet. Supported image
size: The downloaded image should not exceed 7M after
Base64 encoding. Image download time should not exceed 3
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seconds. URLs of images stored in Tencent Cloud can
guarantee higher download speed and stability. It is
recommended that images be stored in Tencent Cloud. The
speed and stability of URLs not stored in Tencent Cloud may be
affected to a certain extent.

ReturnHeadlmage No Boolean Whether to return portrait photos.

3. Output Parameters

Parameter -

Name Type Description
Name String Name

Sex String Sex

Address String Address
VotePIN String Vote PIN Code
CURP String Unique Population Registry Code
Birth String Birthday
SECCION String Section Number
IssueDate String IssueDate
ValidDate String ValidDate

State String State

City String City

Locality String Locality
EMISION String Edition

Portraitimage String Portrait image base64

The unique request ID, generated by the server, will be returned for every request (if
Requestld String the request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.
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4. Example

Example1 RecognizeMexicoVTID Example

Input Example

POST / HTTP/1.1
Host: ocr.intl.tencentcloudapi

Content-Type: application/json

.com

X-TC-Action: RecognizeMexicoVTID

<public parameters>

{

"ImageBase64": "/9j/4AAQSkZJIRg
"ImageUrl": "",
"ReturnHeadImage": false

}

Output Example

{

"Response": {
"Address": "C. xxx 3080 xxxx 11111,
"Birth": "19/01/1980",
"CURP": "xxx11112222",
"City": "",

"EMISION": "',
"IssueDate": "2003 01",
"Locality": "",

"Name": "xxxx xxxx",
"PortraitImage": "",

"RequestId": "6e773a78-69d6-4330-8001-d81£1840550b",

"SECCION": "Q0703",

"Sex": "H",

"State": "",

"ValidDate": "2022-2032",
"VotePIN": "xxxxx"

}

}

5. Developer Resources

©2013-2025 Tencent Cloud International Pte. Ltd.
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SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

FailedOperation.DownLoadError File download failed.
FailedOperation.ImageDecodeFailed Image decoding failed.
FailedOperation.UnKnowError Unknown error.
FailedOperation.UnOpenError The service is not activated.
LimitExceeded.TooLargeFileError The file is too large.
ResourceUnavailable.ResourcePackageRunOut The account resource package is exhausted.
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RecognizeBrazilDriverLicenseOCR

Last updated : 2025-02-19 11:58:40

1. API Description

Domain name for API request: ocr.intl.tencentcloudapi.com.

This interface supports identification of the front and back of Brazilian driver's license. The identification fields include

name, driver's license category, number, validity period, etc.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. . Common Params. The value used for this API:
Action Yes String , L ,
RecognizeBrazilDriverLicenseOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required.

The Base64 value of the image. It is required that the image
after Base64 encoding should not exceed 7M, the resolution is
recommended to be 500800 or above, and PNG, JPG, JPEG,

ImageBase64 No String and BMP formats are supported. It is recommended that the
card part occupies at least 2/3 of the picture. One of ImageUrl
and ImageBaseb64 of the image must be provided. If both are
provided, only ImageUrl will be used.

BacklmageBase64 No String The Base64 value of the image. It is required that the image
after Base64 encoding should not exceed 7M, the resolution is
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ImageUrl

BacklmageUrl

CropPortrait

No

No

No

String

String

Boolean

3. Output Parameters

Parameter Name

NOME

CatHab

CNHNumber

VALIDADE

QUALIFICATION

IDENTIDADE

CPF

NASCIMENTO

Type

String
String
String
String
String
String
String

String

Description

Name

Optical Character Recognition

recommended to be 500800 or above, and PNG, JPG, JPEG,
and BMP formats are supported. It is recommended that the
card part occupies at least 2/3 of the picture. One of ImageUrl
and ImageBase64 of the image must be provided. If both are
provided, only ImageUrl will be used.

The URL address of the image. It is required that the image
after Base64 encoding should not exceed 7M, the resolution is
recommended to be 500800 or above, and PNG, JPG, JPEG,
and BMP formats are supported. It is recommended that the
card part occupies at least 2/3 of the picture. It is
recommended that images be stored in Tencent Cloud to
ensure higher download speed and stability.

The URL address of the image. It is required that the image
after Base64 encoding should not exceed 7M, the resolution is
recommended to be 500800 or above, and PNG, JPG, JPEG,
and BMP formats are supported. It is recommended that the
card part occupies at least 2/3 of the picture. It is
recommended that images be stored in Tencent Cloud to
ensure higher download speed and stability.

Picture switch. The default is false, and the base64 encoding
of the avatar photo is not returned. When set to true, the
base64 encoding of the portrait photo is returned.

Driving license type

CNH number

Valid date

Quialification

ID number
CPF

Birthday

©2013-2025 Tencent Cloud International Pte. Ltd.
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MEMBERSHIP String Membership
REGISTRO String Registration number

OBSERVATIONS String Remark

IssueDate String Issue date

LOCAL String Issue location

BackNumber String Number in the back of the card
Advancedinfo String Field confidence

Portraitimage String Portraitimage base64

Optical Character Recognition

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request will
not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 RecognizeBrazilDriverLicenseOCR example

Input Example

POST / HTTP/1.1

Host: ocr.intl.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: RecognizeBrazilDriverLicenseOCR

<public parameter>

{

"ImageBase64": "/97/4AAQSkZJIRg..... s97n//2Q=="

}

Output Example

{

"Response": {

"AdvancedInfo": "{\"NOME\":0.71914065,\"CatHab\":0.46235353, \"CNHNumber\":0.64985
657, \"VALIDADE\":0.73679197, \"QUALIFICATION\":0.7534424,\"IDENTIDADE\":0.768595
4,\"CPF\":0.74205434,\"NASCIMENTO\":0.73850095, \"MEMBERSHIP\":0.8054733, \"REGISTR

O\":0.67544556}",

©2013-2025 Tencent Cloud International Pte. Ltd.
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"CNHNumber": "235****x*x1(Q",

"CPF": "238.550.758-75",

"CatHab": "B",

"IDENTIDADE": "F048055D DIREX EX",
"MEMBERSHIP": "JINJI PAN/WEIHONG CHEN",
"NASCIMENTO": "28/03/1992",

"NOME" : "ZHAOLIN PAN",

"PortraitImage": "",

"QUALIFICATION": "23/05/2012",
"REGISTRO": "07343723357",

"RequestId": "667fbb53-8bf9-46e2-b411-e53ae8cea’el",
"VALIDADE": "07/08/2024"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

« Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
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FailedOperation.DownLoadError File download failed.
FailedOperation.EmptylmageError The image is empty.
FailedOperation.ImageDecodeFailed Image decoding failed.
FailedOperation.OcrFailed OCR failed.
FailedOperation.UnOpenError The service is not activated.
InvalidParameterValue.lnvalidParameterValueLimit Incorrect parameter value.
LimitExceeded.TooLargeFileError The file is too large.
ResourcesSoldOut.ChargeStatusException Exceptional billing status.
UnknownParameter
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Optical Character Recognition

PhilippinesDrivingLicenseOCR

Last updated : 2023-09-05 15:21:12

1. API Description

Domain name for API request: ocr.tencentcloudapi.com.

This API is used to recognize a Philippine driver's license.

A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type

Action Yes String
Version Yes String
Region No String
ImageBase64 No String

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Common Params. The value used for this API:
RecognizePhilippinesDrivingLicenseOCR.

Common Params. The value used for this API: 2018-11-19.
Common Params. This parameter is not required for this API.

The Base64-encoded value of an image.

Supported image formats: PNG, JPG, and JPEG. GIF is
currently not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

Either the ImageUrl or ImageBase64 of theimage must
be provided. If both are provided, only ImageUrl will be
used.
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Parameter Name

ImageUrl

ReturnHeadlmage No

Required

No String

3. Output Parameters

Parameter
Name

HeadPortrait
Name
LastName
FirstName
MiddleName
Nationality
Sex

Address
LicenseNo
ExpiresDate
AgencyCode

Birthday

Type

TextDetectionResult
TextDetectionResult
TextDetectionResult
TextDetectionResult
TextDetectionResult
TextDetectionResult
TextDetectionResult
TextDetectionResult
TextDetectionResult
TextDetectionResult
TextDetectionResult

TextDetectionResult

©2013-2025 Tencent Cloud International Pte. Ltd.

Type

Boolean

Optical Character Recognition

Description

The URL of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is
currently not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

We recommend that you store the image in Tencent Cloud for
higher download speed and stability.

For a non-Tencent Cloud URL, the download speed and
stability may be affected.

Whether to return the identity photo.

Description

The Base64-encoded identity photo.
The full name.

The last name.

The first name.

The middle name.
The nationality.

The gender.

The address.

The license No.
The expiration date.
The agency code.

The date of birth.
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P
arameter Type Description
Name
The uni ID, which i f h t. R tid
Requestld String | eunllque request. which is returned for each request. Reques
is required for locating a problem.
4. Example

Example1 Recognizing a Philippine driver's license

Input Example

POST / HTTP/1.1

Host: ocr.tencentcloudapi.com

Content-Type: application/json

X-TC—-Action: RecognizePhilippinesDrivingLicenseOCR

<Common request parameters>

{

"ReturnHeadImage": "true",
"ImageUrl": "https://xx/a.jpg"
}

Output Example

{
"Response": {
"Address": {

"Polygon": [
{

"X "442m,
"ym". "489"
b

{

"X": "529",
"y". "489"
b

{

"X": "529",
"y": "506"
b

{

"X". "442",
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"y": "506"

}

I

"Value": "28 PAYAPA ST BAGONG DIWA"
b
"AgencyCode": {
"Polygon": [1,
"Value": ""

b

"Birthday": {
"Polygon": [1,
"Value": ""

b
"ExpiresDate": {
"Polygon": [],
"Value": ""

b

"FirstName": {
"Polygon": [],
"Value": ""

b
"HeadPortrait": {
"Polygon": T[],
"Value": ""

b

"LastName": {
"Polygon": [1],
"Value": ""

by

"LicenseNo": {
"Polygon": [],
"Value": ""

b
"MiddleName": {
"Polygon": [],
"Value": ""

b

"Name": {
"Polygon": [],
"Value": ", "
Hy
"Nationality": {
"Polygon": [1],

"Value" : nmnn

|
"RequestId": "1234-1234-1234-1234",
"Sex": {
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"Polygon": [1],
"Value" : nmnnw

}

}

}

5. Developer Resources

SDK

Optical Character Recognition

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

o Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.DownLoadError
FailedOperation.ImageDecodeFailed
FailedOperation.OcrFailed
FailedOperation.UnKnowError

FailedOperation.UnOpenError

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

File download failed.
Image decoding failed.
OCR failed.

Unknown error.

The service is not activated.
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Error Code Description
InvalidParameter.EnginelmageDecodeFailed Image decoding failed.
InvalidParameterValue.InvalidParameterValueLimit Incorrect parameter value.
LimitExceeded.TooLargeFileError The file is too large.
ResourcesSoldOut.ChargeStatusException Exceptional billing status.
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PhilippinesSssIDOCR

Last updated : 2023-09-05 15:21:42

1. API Description

Domain name for API request: ocr.tencentcloudapi.com.
This API is used to recognize a Philippine SSSID/UMID card.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. , Common Params. The value used for this API:
Action Yes String ) o
RecognizePhilippinesSssIDOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required for this API.
ReturnHeadlmage  Yes Boolean Whether to return the identity photo.

The Base64-encoded value of an image.

Supported image formats: PNG, JPG, and JPEG. GIF is

currently not supported.

Supported image size: The downloaded image after Base64
ImageBase64 No String encoding can be up to 7 MB. The download time of the image

cannot exceed 3s.

Eitherthe ImageUrl or ImageBase64 of theimage must

be provided. If both are provided, only ImageUrl will be

used.
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Parameter Name Required Type Description

The URL of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is
currently not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

We recommend that you store the image in Tencent Cloud for
higher download speed and stability.

For a non-Tencent Cloud URL, the download speed and
stability may be affected.

ImageUrl No String

3. Output Parameters

P
arameter Type Description
Name
HeadPortrait TextDetectionResult The Base64-encoded identity photo.

LicenseNumber TextDetectionResult The common reference number (CRN).
FullName TextDetectionResult The full name.
Birthday TextDetectionResult The date of birth.

The unique request ID, which is returned for each request.

Requestld Strin
au "9 Requestld is required for locating a problem.

4. Example
Example1 Recognizing a Philippine SSSID/UMID card
This example shows you how to recognize a Philippine SSSID/UMID card.

Input Example

https://ocr.tencentcloudapi.com/?Action=RecognizePhilippinesSssIDOCR
&ImageUrl=https://xx/a. jpg
&ReturnHeadImage=false

&<Common request parameters>
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Output Example

{

"Response": {
"Birthday": {
"Polygon": [

{

nX": 543,
nyn. 805
|

{

nX": 754,
"Y": 805
|

{

nX": 754,
"ym. 842
Yo

{

mX": 543,
nyn: 842
}

1,
"Value": "JULY 7,1980"
|

"FullName": {
"Polygon": [

{

"X": 540,
"Y' 609
|

{

"X": 1094,
"Yy": 609
|

{

"Y' 1094,
"Y' 664
Yo

{

"YX": 540,
"YT. 664

}

1,
"Value": "JEFFREY"
|

"HeadPortrait": {
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"Polygon": [1],
"Value": ""

b
"LicenseNumber": {
"Polygon": [

{

"X": 533,

"y": 736

b

{

"X": 1014,

"y": 739

b

{

"X": 1014,

"y": 816

b

{

"X": 533,

"y": 813

}

1,

"Value": "33-111111-1"
b

"RequestId": "11111-11111-11111-121221"

}
}

5. Developer Resources

SDK

Optical Character Recognition

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APIs.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for NodedS
o Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

©2013-2025 Tencent Cloud International Pte. Ltd.
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

FailedOperation.DownLoadError
FailedOperation.ImageDecodeFailed
FailedOperation.OcrFailed
FailedOperation.UnKnowError
FailedOperation.UnOpenError
InvalidParameter.EnginelmageDecodeFailed
InvalidParameterValue.InvalidParameterValueLimit
LimitExceeded.TooLargeFileError

ResourcesSoldOut.ChargeStatusException

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

File download failed.

Image decoding failed.
OCR failed.

Unknown error.

The service is not activated.
Image decoding failed.
Incorrect parameter value.
The file is too large.

Exceptional billing status.
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PhilippinesTinIDOCR

Last updated : 2023-09-05 15:22:04

1. API Description

Domain name for API request: ocr.tencentcloudapi.com.
This API is used to recognize a Philippine TIN ID card.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. , Common Params. The value used for this API:
Action Yes String ) o }
RecognizePhilippinesTinIDOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required for this API.
ReturnHeadlmage  Yes Boolean Whether to return the identity photo.

The Base64-encoded value of an image.

Supported image formats: PNG, JPG, and JPEG. GIF is

currently not supported.

Supported image size: The downloaded image after Base64
ImageBase64 No String encoding can be up to 7 MB. The download time of the image

cannot exceed 3s.

Eitherthe ImageUrl or ImageBase64 of theimage must

be provided. If both are provided, only ImageUrl will be

used.
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Parameter Name Required Type

ImageUrl No String

3. Output Parameters

Parameter
Type
Name
HeadPortrait TextDetectionResult

LicenseNumber TextDetectionResult

FullName TextDetectionResult
Address TextDetectionResult
Birthday TextDetectionResult
IssueDate TextDetectionResult
Requestld String

4. Example

Optical Character Recognition

Description

The URL of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is
currently not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

We recommend that you store the image in Tencent Cloud for
higher download speed and stability.

For a non-Tencent Cloud URL, the download speed and
stability may be affected.

Description

The Base64-encoded identity photo.
The tax identification number (TIN).
The name.

The address.

The birth date.

The issue date.

The unique request ID, which is returned for each request.
Requestld is required for locating a problem.

Example1 Recognizing a Philippine TIN ID card

Input Example

https://ocr.tencentcloudapi.com/?Action=RecognizePhilippinesTinIDOCR

&ImageUrl=https://xx/a. jpg
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&ReturnHeadImage=false

&<Common request parameters>

Output Example

{

"Response": {

"Address": {

"Polygon": [1,

"Value": "18 A KATIPUNAN ST."
by

"Birthday": {

"Polygon": [

{

"X": 665,
"y": 737
b

{

"X": 997,
"y": 737
b

{

"X": 997,
"y": 787
b

{

"X": 665,
"y": 787
}

1,
"Value": "August 17,1902"
b

"FullName": {

"Polygon": [],

"Value": "VERGARA,AMALIA ALBIOR"
|

"HeadPortrait": {

"Polygon": [],

"Value " . nmn

I

"IssueDate": {

"Polygon": [

{
iy G55,
B CERET
ty
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{

"X": 997,

"y". 737

b

{

"X": 997,

"y": 787

b

{

"X": 665,

"y": 787

}

1,

"Value": "August 17,1902"
b
"LicenseNumber": {

"Polygon": [

{

"X": 505,
"Y": 522
ty

{

"X": 897,
"y": 522
ty

{

"X": 897,
"y": 572
Hy

{

"X": 505,
"y": 572
}

1,
"Value": "497-881-123-123"
Hy
"RequestId": "11111-11111-11111-11111"
}

}

5. Developer Resources

SDK
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TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for NodeJS
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
FailedOperation.DownLoadError File download failed.
FailedOperation.ImageDecodeFailed Image decoding failed.
FailedOperation.OcrFailed OCR failed.
FailedOperation.UnKnowError Unknown error.
FailedOperation.UnOpenError The service is not activated.
InvalidParameter.EnginelmageDecodeFailed Image decoding failed.
InvalidParameterValue.lnvalidParameterValueLimit Incorrect parameter value.
LimitExceeded.TooLargeFileError The file is too large.
ResourcesSoldOut.ChargeStatusException Exceptional billing status.
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PhilippinesVoteIDOCR

Last updated : 2023-09-05 15:20:43

1. API Description

Domain name for API request: ocr.tencentcloudapi.com.

This APl is used to recognize a Philippine voters ID card. It can recognize fields such as first name, family name, date

of birth, civil status, citizenship, address, precinct, and voter's identification number (VIN).
The API request rate is limited to 20 requests/sec by default.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action ves String RecognizePhilippinesVotelDOCR.

Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required for this API.
ReturnHeadlmage Yes Boolean Whether to return the identity photo.
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Parameter Name

ImageBase64

ImageUrl

3. Output P

Parameter
Name

HeadPortrait
VIN
FirstName
LastName
Birthday
CivilStatus
Citizenship

Address

©2013-2025 Tencent Cloud International Pte. Ltd.

Required Type

Optical Character Recognition

Description

The Base64-encoded value of an image.

Supported image formats: PNG, JPG, and JPEG. GIF is
currently not supported.

Supported image size: The downloaded image after Base64

No String encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.
Eitherthe ImageUrl or ImageBase64 of theimage must
be provided. If both are provided, only ImageUrl will be
used.
The URL of the image.
Supported image formats: PNG, JPG, and JPEG. GIF is
currently not supported.
Supported image size: The downloaded image after Base64
NG String encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.
We recommend that you store the image in Tencent Cloud for
higher download speed and stability.
For a non-Tencent Cloud URL, the download speed and
stability may be affected.
arameters
Type Description

TextDetectionResult The Base64-encoded identity photo.

TextDetectionResult The voter's identification number (VIN).

TextDetectionResult The first name.

TextDetectionResult The last name.

TextDetectionResult The date of birth.

TextDetectionResult The civil status.

TextDetectionResult The citizenship.

TextDetectionResult The address.
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Parameter

Type Description
Name
PrecinctNo TextDetectionResult The precinct.
The unique request ID, which is returned for each request. Requestld
Requestld String ) .q a ) 9 g
is required for locating a problem.
4. Example

Example1 Recognizing a Philippine voters ID card

This example shows you how to recognize a Philippine voters ID card.

Input Example

POST / HTTP/1.1

Host: ocr.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: RecognizePhilippinesVoteIDOCR

<Common request parameters>
{
"ReturnHeadImage": "false",

"ImageUrl": "https://xx/a.jpg"
}

Output Example

{

"Response": {
"Address": {
"Polygon": [
{

"X". "276",
"ym. "337"
b

{

"X": "351",
"y". "337"
b

{

"X": "351",
"y": "357"
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b

{

"X". "276",
"y": "357"

}

1,

"Value": " IPIL, ZAMBOANGA CITY"
b
"Birthday": {
"Polygon": [
{

"X": "406",
"ym. "257"
b

{

"X": "552",
"ym: "257"
b

{

"X": "552",
"y". "279"
b

"X": "406",

"y": "279"

}

1,

"Value": "March 13,1985"
b
"Citizenship": {
"Polygon": [

{

"X": "405",

"y": "311"

b

{

"X": "492",

"ym: "311"

b

{

X" "492",

"y": "331"

Hy

"X": "404",
"Y": "331"
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1y

"Value": "Filipino"
b
"CivilStatus": {
"Polygon": [

{

"Xll: "407"’

"Y": "285"

b

{

"X": "485",

"Yll: "285"

b

{

"X": "485",

"Yll: "304"

b

"X": "407",
"Y": "304"

}

1,

"Value": "Single"
b
"FirstName": {
"Polygon": [

{

"Xll: 11276",
"Y": "173"

b

{

"Xll: "344",
"Yll: "173"

o

{

"X": "344",
"Yll: "195"

b

siio WoaklEul
nymw. miggmn

}

1,

"Value": "ROYO"

|
"HeadPortrait": {

"Polygon": [],
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"Value": ""
b
"LastName": {
"Polygon": [
{

"X": "276",
"y": "214"
b

{

"X": "376",
"y": "213"
b

{

"X": "376",
"ym: "238"
b

"X": ll276||,
"Yll: "239"

s

1y

"Value": "TUDTUD"
|
"PrecinctNo": {
"Polygon": [

{

"X": "459",
"Yll: "415"

|

{

"Xll: "520",
"YH: "415"

|

{

"Xll: 11520",
"Y": "434"

I

"Xll: "459",

"Y": "434"

}

1,

"Value": "0398B"

b

"RequestId": "1234-1234-1234-1234",
"VIN": {

"Polygon": [
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iy IR R
PRV
ty

{

TP MEEAT,
D EERLEV L
Hy

{

"X": "652",
g MG
Hy

{

"X": "253",
Gy D5
t

1,

"Value": "7502-0398B-G0O987ANT10000"

}
}
}

5. Developer Resources

SDK

Optical Character Recognition

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

©2013-2025 Tencent Cloud International Pte. Ltd.
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Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

FailedOperation.DownLoadError
FailedOperation.ImageDecodeFailed
FailedOperation.OcrFailed
FailedOperation.UnKnowError
FailedOperation.UnOpenError
InvalidParameter.EnginelmageDecodeFailed
InvalidParameterValue.lnvalidParameterValueLimit
LimitExceeded.TooLargeFileError

ResourcesSoldOut.ChargeStatusException

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

File download failed.

Image decoding failed.
OCR failed.

Unknown error.

The service is not activated.
Image decoding failed.
Incorrect parameter value.
The file is too large.

Exceptional billing status.
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PhilippinesUMIDOCR

Last updated : 2023-09-05 15:22:27

1. API Description

Domain name for API request: ocr.tencentcloudapi.com.
This APl is used to recognize a Philippine Unified Multi-Purpose ID (UMID) card.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. , Common Params. The value used for this API:
Action Yes String ) o
RecognizePhilippinesUMIDOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required for this API.

The Base64-encoded value of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is
currently not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

Either ImageUrl or ImageBase64 oftheimage mustbe

ImageBase64 No String

provided. If both are provided, only ImageUrl is used.
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Parameter Name Required Type
ImageUrl No String
ReturnHeadlmage No Boolean

3. Output Parameters

Optical Character Recognition

Description

The URL of the image.

Supported image formats: PNG, JPG, and JPEG. GIF is
currently not supported.

Supported image size: The downloaded image after Base64
encoding can be up to 7 MB. The download time of the image
cannot exceed 3s.

We recommend that you store the image in Tencent Cloud for
higher download speed and stability.

The download speed and stability of non-Tencent Cloud URLs
may be low.

Whether to return the identity photo.

Parameter .
Type Description

Name

Surname TextDetectionResult The surname.

MiddleName TextDetectionResult The middle name.

GivenName TextDetectionResult The given name.

Address TextDetectionResult The address.

Birthday TextDetectionResult The date of birth.

CRN TextDetectionResult The common reference number (CRN).
Sex TextDetectionResult The gender.

HeadPortrait TextDetectionResult The Base64-encoded identity photo.

Requestld String

The unique request ID, which is returned for each request. Requestld

is required for locating a problem.

4. Example

Example1 Recognizing a Philippine UMID card

©2013-2025 Tencent Cloud International Pte. Ltd.
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This example shows you how to recognize a Philippine UMID card.

Input Example

POST / HTTP/1.1

Host: ocr.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: RecognizePhilippinesUMIDOCR

<Common request parameters>

{

"ImageBase64": "abc",
"ImageUrl": "abc",
"ReturnHeadImage": true

}

Output Example

{

"Response": {
"Address": {
"Polygon": [
{

nyn. 29,

"Y": 98

by

{

nyxmw. 67,
"Y": 98

by

{

"X": 67,
"y": 103

by

{

nyn. 24,

"y": 102

}

I

"Value": "19 MOLAVE ST. ROSA-ROSARIOH PHL 4023"

b
"Birthday": {

"Polygon": [
{

"X": 41,
"y": 14

©2013-2025 Tencent Cloud International Pte. Ltd.

Optical Character Recognition
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by

{

"X": 91,
"y": 14
b

{

"X": 52,
"y": 98
by

{

"X": 41,
"y": 98

}

I
"Value": "1996/06/20"
by

"CRN": {
"Polygon": [
{

"X": 449,
"y": 73
Hy

{

"X": 653,
"y": 73
by

{

"X": 65,
"y": 754
by

{

"X": 44,
"y": 754
}

I
"Value": "CRN-8884732-0"
by

"GivenName": {

"Polygon": [

{
s 26,
"yn: 81
Hy
{
TRy A
s B
H
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{

"X 41,
mym: 84
Yo

{

"X 26,
nyw: 83
s

1,
"Value": "ARMAINE"
|

"HeadPortrait": {
"Polygon": [

{

"X": 16,
IgwWe 73
|

{

"X". 23,
"y": 73
b

{

nyn. 23’
"Y": lo
|

{

"X": l,
"y": 10
s

1,
"Value": "/97/4AAQSkZp6nI6XG5Dg+oFVdzf32/7600rpSV27n//2Q=="
|

"MiddleName": {
"Polygon": [

{

"X": 29,
"Y": 89
Hy

{

"X": 39,
"Y": 89
by

{

iy 38,
"y": 91
ty

{
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"X": 29,

"Y": 91

}

1,

"Value": "IEGA"
b

"RequestId":
"Sax". {

"Polygon": [

{

"X" :
"Yll :

Hy
{

"X" :
"Y" :

H
{

"Xll :
"Y" .

"X" :
"Yll :

}
1,

35,
95

42,
15

342,
96

25,
96

"value" . "F"

by

"Surname": |

"Polygon": [

{

"X" :
"Yll :

by
{

"X" :
"Y" :

H
{

"Xll :
"Y" :

b

"X" :
"Y" .
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25,
74

44,
74

44,
84

25,
84

"6790280d-02e8-4bf2-8aa6-9e95clabef97",

Optical Character Recognition

Page 208 of 268



@ Tencent Cloud Optical Character Recognition

"Value": "SINO"
}
}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for NodedS
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
FailedOperation.DownLoadError File download failed.
FailedOperation.ImageDecodeFailed Image decoding failed.
FailedOperation.OcrFailed OCR failed.
FailedOperation.UnKnowError Unknown error.
FailedOperation.UnOpenError The service is not activated.
InvalidParameter.EnginelmageDecodeFailed Image decoding failed.
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Error Code Description
InvalidParameterValue.InvalidParameterValueLimit Incorrect parameter value.
LimitExceeded.TooLargeFileError The file is too large.
ResourcesSoldOut.ChargeStatusException Exceptional billing status.
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General Text OCR APlIs
GeneralBasicOCR

Last updated : 2023-03-21 17:37:44

1. API Description

Domain name for API request: ocr.tencentcloudapi.com.

This API is used to detect and recognize characters in an image in the following 20 languages: Chinese, English,
Japanese, Korean, Spanish, French, German, Portuguese, Vietnamese, Malay, Russian, Italian, Dutch, Swedish,
Finnish, Danish, Norwegian, Hungarian, Thai, and Arabic. Mixed characters in English and each supported language

can be recognized together.

It can recognize printed text in paper documents, online images, ads, signboards, menus, video titles, profile photos,

etc.

Strengths: it can automatically recognize the text language, return the text box coordinate information, and

automatically rotate tilted text to the upright direction.
This APl is not fully available for the time being. For more information, please contact your Tencent Cloud sales rep.

We recommend you to use AP| Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P
arameter Required Type Description
Name
. ) Common Params. The value used for this API:
Action Yes String )
GeneralBasicOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.

©2013-2025 Tencent Cloud International Pte. Ltd. Page 211 of 268


https://www.tencentcloud.com/contact-sales
https://console.tencentcloud.com/api/explorer?Product=ocr&Version=2018-11-19&Action=GeneralBasicOCR
https://www.tencentcloud.com/document/api/1005/34677
https://www.tencentcloud.com/document/api/1005/34677
https://www.tencentcloud.com/document/api/1005/34677

&2 Tencent Cloud

Parameter
Name

Region

ImageBase64

ImageUrl

Scene

©2013-2025 Tencent Cloud International Pte. Ltd.

Required

No

No

No

No

Type

String

String

String

String

Optical Character Recognition

Description

Common Params. This parameter is not required for this API.

Base64-encoded value of image/PDF.

The image/PDF cannot exceed 7 MB after being Base64-
encoded. A resolution above 600x800 is recommended. PNG,
JPG, JPEG, BMP, and PDF formats are supported.

URL address of image/PDF. (This field is not supported outside
Chinese mainland)

The image/PDF cannot exceed 7 MB after being Base64-
encoded. A resolution above 600x800 is recommended. PNG,
JPG, JPEG, BMP, and PDF formats are supported.

We recommend you store the image in Tencent Cloud, as a
Tencent Cloud URL can guarantee higher download speed and
stability. The download speed and stability of non-Tencent Cloud
URLs may be low.

Reserved field.
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Parameter

Required Type
Name g yp
LanguageType No String
IsPdf No Boolean
PdfPageNumber No Integer

©2013-2025 Tencent Cloud International Pte. Ltd.

Optical Character Recognition

Description

Language to recognize
The language can be automatically recognized or manually
specified. Chinese-English mix ( zh ) is selected by default.
Mixed characters in English and each supported language can be
recognized together.
Valid values:

zh : Chinese-English mix

zh_rare :supports letters, digits, rare Chinese characters,
Traditional Chinese characters, special characters, etc.

auto

mix :language mix

jap :Japanese

kor :Korean

spa :Spanish

fre :French

ger :German

por :Portuguese

vie :Vietnamese

may : Malay
rus :Russian
ita :ltalian
hol :Dutch
swe :Swedish
fin :Finnish
dan :Danish

nor :Norwegian
hun :Hungarian

tha : Thai
hi : Hindi
ara :Arabic

Whether to enable PDF recognition. Default value: false. After this
feature is enabled, both images and PDF files can be recognized
at the same time.

Page number of the PDF page that needs to be recognized. Only
one single PDF page can be recognized. This parameter is valid
if the uploaded file is a PDF and the value of the Ispdf
parameteris true . Default value: 1.
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P

arameter Required Type Description
Name

Whether to return the character information. Default value:
IsWords No Boolean
false
3. Output Parameters

P

arameter Type Description
Name

Information of recognized text, including the text line content, confidence,

Array of
TextDetections Y , text line coordinates, and text line coordinates after rotation correction. For
TextDetection , , . .
more information, please click the link on the left.
, Detected language. For more information on the supported languages,
Language String - .
please see the description of the LanguageType input parameter.
Image rotation angle in degrees. 0°: The horizontal direction of the text on
Angel Float the image; a positive value: rotate clockwise; a negative value: rotate
counterclockwise.
. Total number of PDF pages to be returned if the image is a PDF. Default
PdfPageSize Integer Pag g
value: 0.
, The unique request ID, which is returned for each request. Requestld is
Requestld String g d g g

required for locating a problem.

4. Example

Example1 Recognizing general print (debugging tool)

This example shows you how to recognize characters in multiple scenarios in any layout.

Input Example

POST / HTTP/1.1

Host: ocr.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: GeneralBasicOCR

<Common request parameters>
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{
"ImageUrl": "https://xx/a.jpg

}

Output Example

{

"Angel": 359.989990234375,

"Language": "zh",

"PdfPageSize": 0,

"RequestId": "0d82dc94-2fc0-43ce-b4db-9a8450ba99e0",
"TextDetections": |

{

"AdvancedInfo": "{\"Parag\":{\"ParagNo\":1}}",
"Confidence": 100,

"DetectedText": "\"Good friends, good books,",

"ItemPolygon": {
"Height": 27,
"Width": 305,

"X": 241,
"y": 93
by
"Polygon": [
{

"X": 241,
"y": 93
by

{

"X": 546,
"y": 95
by

{

"X": 546,
"y": 122
by

{

"X": 241,
"y": 121
}

1y
"WordCoordPoint": [],

"Words": []

b

{

"AdvancedInfo": "{\"Parag\":{\"ParagNo\":1}}",

"Confidence": 100,
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"DetectedText": "and a sleepy conscience:",
"ItemPolygon": {

"Height": 29,

"Wwidth": 279,

"X": 254,
"y": 123
by
"Polygon": [
{

"X": 254,
"y": 123
b

{

"X": 533,
"y": 128
by

{

"X": 533,
"y": 157
by

{

"X": 254,
"y": 152
}

1,
"WordCoordPoint": [],

"Words": []

b

{

"AdvancedInfo": "{\"Parag\":{\"ParagNo\":2}}",
"Confidence": 100,

"DetectedText": "this is the ideal life\"",

"ItemPolygon": {
"Height": 26,
"Width": 218,

"X": 286,
"y": 157
b
"Polygon": [
{

"X": 286,
"y": 157
b

{

"X": 504,
"y": 157
b
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{
"X": 504,
"y": 183
Hy
{
"X": 286,
"y": 183
}
1,

"WordCoordPoint": [],
"Words": []

b

{

"AdvancedInfo": "{\"Parag\":{\"ParagNo\":2}}",

"Confidence": 100,
"DetectedText": "- Mark Twain",
"ItemPolygon": {

"Height": 21,

"Width": 120,

"X": 334,
"y": 188
Hy
"Polygon": [
{

"X": 334,
"y": 188
by

{

"X": 454,
"y": 188
by

{

"X": 454,
"y": 209
b

{

"X": 334,
"y": 209
}

I

"WordCoordPoint": [],
"Words": []

}

]

}
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5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

o Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for NodeJS
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
FailedOperation.DownLoadError File download failed.
FailedOperation.EmptylmageError The image is empty.
FailedOperation.EngineRecognize Timeout Recognition by the engine timed out.
FailedOperation.ImageDecodeFailed Image decoding failed.
FailedOperation.ImageNoText No text is detected in the image.
FailedOperation.LanguageNotSupport The input language is not supported.
FailedOperation.OcrFailed OCR failed.
FailedOperation.UnKnowError Unknown error.
FailedOperation.UnOpenError The service is not activated.
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Error Code Description
InvalidParameterValue.InvalidParameterValueLimit Incorrect parameter value.
LimitExceeded.TooLargeFileError The file is too large.
ResourcesSoldOut.ChargeStatusException Exceptional billing status.
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GeneralAccurateOCR

Last updated : 2023-03-21 17:36:24

1. API Description

Domain name for API request: ocr.tencentcloudapi.com.

This API is used to detect and recognize characters in an image. It can recognize Chinese, English, Chinese-English,

digits, and special symbols and return the text box positions and characters.

It is suitable for scenarios with a lot of characters in complex layouts and requiring high recognition accuracy, such as

examination papers, online images, signboards, and legal documents.

Strengths: compared with general print recognition, it provides higher-precision character recognition services. lts
accuracy and recall rate are higher in difficult scenarios such as a large number of characters, long strings of digits,

small characters, blurry characters, and tilted text.
This API is not fully available for the time being. For more information, please contact your Tencent Cloud sales rep.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes Strin

9 GeneralAccurateOCR.
Version Yes String Common Params. The value used for this API: 2018-11-19.
Region No String Common Params. This parameter is not required for this API.
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Parameter Name

ImageBase64

ImageUrl

IsWords

EnableDetectSplit

IsPdf

PdfPageNumber

3. Output Parameters

Parameter
Name

©2013-2025 Tencent Cloud International Pte. Ltd.

Required

No

No

No

No

No

No

Type

Type

String

String

Boolean

Boolean

Boolean

Integer

Optical Character Recognition

Description

Base64-encoded value of image.

The image cannot exceed 7 MB in size after being Base64-
encoded. A resolution above 600x800 is recommended. PNG,
JPG, JPEG, and BMP formats are supported.

Either ImageUrl or ImageBase64 ofthe image mustbe
provided; if both are provided, only ImageUrl will be used.

URL address of image. (This field is not supported outside
Chinese mainland)

The image cannot exceed 7 MB after being Base64-encoded. A
resolution above 600x800 is recommended. PNG, JPG, JPEG,
and BMP formats are supported.

We recommend you store the image in Tencent Cloud, as a
Tencent Cloud URL can guarantee higher download speed and
stability. The download speed and stability of non-Tencent
Cloud URLs may be low.

Whether to return the character information. Default value:

false

Whether to slice the input image to enhance the recognition
effects for scenarios where the whole image is big, but the size
of a single character is small (e.g., test papers). This feature is
disabled by default.

Whether to enable PDF recognition. Default value: false . If
you enable this feature, both images and PDF files can be
recognized.

Number of a PDF page that needs to be recognized. Currently,

only one single page can be recognized. This parameter takes

effect only if a PDF file is uploaded and IsPdf issetto
true .Defaultvalue: 1

Description
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Parameter
Name

TextDetections

Angel

Requestld

4. Example

Type

Array of
TextDetection

Float

String

Optical Character Recognition

Description

Information on recognized text, including the text line content, confidence,
text line coordinates, and text line coordinates after rotation correction. For
more information, please click the link on the left.

Image rotation angle in degrees. 0°: The horizontal direction of the text on
the image; a positive value: rotate clockwise; a negative value: rotate
counterclockwise.

The unique request ID, which is returned for each request. Requestld is
required for locating a problem.

Example1 Recognizing general print (high-precision) (debugging tool)

This example shows you how to detect and recognize characters in an image as a whole, where the text box positions

and characters are returned.

Input Example

POST / HTTP/1.

1

Host: ocr.tencentcloudapi.com

Content-Type: application/json
X-TC—-Action: GeneralAccurateOCR

<Common request parameters>

{

"ImageUrl": "https://xx/a.jpg"

}

Output Example

{

"Angel": 359.989990234375,

"RequestId": "8c8f6a55-b2ef-42f2-864c-e50a83acc2ad",
"TextDetections": [

{

"AdvancedInfo": "{\"Parag\":{\"ParagNo\":1}}",
"Confidence": 99,

"DetectedText": "\"Good friends, good books,",
"ItemPolygon": {
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"Height": 29,
"width": 306,

"X". 242,
"y": 95
b
"Polygon": [
{

"X". 242,
"y": 95
b

{

"X". 547,
"y": 95
b

{

"X". 547,
"y": 123
b

{

"X": 242,
"y": 123
}

1y

"WordCoordPoint": [],

"Words": []

b

{

"AdvancedInfo": "{\"Parag\":{\"ParagNo\":1}}",
"Confidence": 99,

"DetectedText": "and a sleepy conscience:",
"ItemPolygon": {

"Height": 28,

"Width": 279,

"X": 254,
"y": 128
by
"Polygon": [
{

"X": 254,
"y": 128
by

{

"X": 532,
"y": 128
by

{

"X": 532,
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"Yy": 155
t
{
MRS 25,
"Y": 155
t

1,
"WordCoordPoint": [],
"Words": []

b

{

"AdvancedInfo": "{\"Parag\":{\"ParagNo\":2}}",
"Confidence": 99,

"DetectedText": "this is the ideal life\"",

"ItemPolygon": {
"Height": 27,
"Width": 219,

"X": 287,
"y": 159
b
"Polygon": [
{

"X". 287,
"y": 159
b

{

"X": 505,
"y": 159
by

{

"X": 505,
"y": 185
b

{

"X". 287,
"y": 185
}

1,
"WordCoordPoint": [],

"Words": []

I

{

"AdvancedInfo": "{\"Parag\":{\"ParagNo\":2}}",
"Confidence": 99,

"DetectedText": "- Mark Twain",

"ItemPolygon": {
"Height": 23,
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"Wwidth": 125,

"X": 331,
"y": 189

b
"Polygon": [
{

"X": 331,
"y": 189

b

{

"X": 455,
"y": 189

b

{

"X": 455,
"y": 211

b

{

"X": 331,
"y": 211

}

1,
"WordCoordPoint": [],
"Words": []

}
]
}

5. Developer Resources

SDK

Optical Character Recognition

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APIs.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for NodedS
o Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

©2013-2025 Tencent Cloud International Pte. Ltd.
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Optical Character Recognition

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.DownLoadError
FailedOperation.EmptylmageError
FailedOperation.EngineRecognize Timeout
FailedOperation.ImageBlur
FailedOperation.ImageDecodeFailed

FailedOperation.ImageNoText

FailedOperation.ImageSizeToolLarge

FailedOperation.OcrFailed
FailedOperation.UnKnowError
FailedOperation.UnOpenError
InvalidParameter.EnginelmageDecodeFailed
InvalidParameterValue.lnvalidParameterValueLimit
LimitExceeded.TooLargeFileError

ResourcesSoldOut.ChargeStatusException

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

File download failed.

The image is empty.

Recognition by the engine timed out.
The image is blurry.

Image decoding failed.

No text is detected in the image.

The image is too large. Please see the description of
image size limit in the output parameters.

OCR failed.

Unknown error.

The service is not activated.
Image decoding failed.
Incorrect parameter value.
The file is too large.

Exceptional billing status.
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Vehicle Scene OCR APIs
VinOCR

Last updated : 2024-03-06 15:47:41

1. API Description

Domain name for API request: ocr.tencentcloudapi.com.
This APl is used to recognize the vehicle identification number (VIN) in an image.
A maximum of 10 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

[ t :
arameter Required Type Description

Name

Action Yes String Common Params. The value used for this API: VinOCR.

Version Yes String Common Params. The value used for this API: 2018-11-19.

Region No String Common Params. This parameter is not required for this API.
The Base64-encoded value of the image.
Supported image formats: PNG, JPG, and JPEG. GIF is currently not
supported.

ImageBase64 No String Supported image size: The downloaded image after Base64 encoding
can be up to 7 MB. The download time of the image cannot exceed 3s.
Either ImageUrl or ImageBase64 oftheimage mustbe
provided. If both are provided, only ImageUrl is used.

ImageUrl No String The URL of the image.
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Supported image formats: PNG, JPG, and JPEG. GIF is currently not
supported.

Supported image size: The downloaded image after Base64 encoding
can be up to 7 MB. The download time of the image cannot exceed 3s.
We recommend that you store the image in Tencent Cloud for higher
download speed and stability.

The download speed and stability of non-Tencent Cloud URLs may be

low.
3. Output Parameters
Parameter Type Description
Name
Vin String The detected VIN.

The unique request ID, generated by the server, will be returned for every request (if the
Requestld String request fails to reach the server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

4. Example

Example1 Recognizing a VIN
Input Example
https://ocr.tencentcloudapi.com/?Action=VinOCR

&ImageUrl=https://xx/a.jpg

&<Common request parameters>

Output Example

{

"Response": {
"Vin": "LBV2B25G2E5069977",
"RequestId": "c59d9002-6c8c—-426d-b57f-a8837dee2c7c"

}
}
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5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
FailedOperation.DownLoadError File download failed.
FailedOperation.EmptylmageError The image is empty.
FailedOperation.ImageDecodeFailed Image decoding failed.
FailedOperation.OcrFailed OCR failed.
FailedOperation.UnKnowError Unknown error.
FailedOperation.UnOpenError The service is not activated.
InvalidParameterValue.InvalidParameterValueLimit Incorrect parameter value.
LimitExceeded.TooLargeFileError The file is too large.

ResourceUnavailable.InArrears
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ResourceUnavailable.ResourcePackageRunOut

ResourcesSoldOut.ChargeStatusException Exceptional billing status.
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Data Types

Last updated : 2025-01-07 11:10:09

AirTransport

Itinerary/Receipt of e-ticket for air transportation

Used by actions: RecognizeGenerallnvoice.

Name Type

Title String
Number String
CheckCode String
SerialNumber String
Date String
AgentCode String
AgentCodeFirst String
AgentCodeSecond String
UserName String
UserID String
Issuer String
Fare String
Tax String
FuelSurcharge String
AirDevelopmentFund String
Insurance String
Total String
Kind String

©2013-2025 Tencent Cloud International Pte. Ltd.

Optical Character Recognition

Description

Invoice title

E-ticket No.

Check code

Serial number

Date of issue

Agent code

First line of the agent code
Second line of the agent code
Name

ID card number

Issuer

Fare

Tax

Fuel surcharge

Aviation Development Fund
Insurance

Total amount (in figures)

Invoice type
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DomesticlnternationalTag
DateStart

DateEnd

Endorsement
QRCodeMark

Flightltems

Buslnvoice

Bus ticket

String
String
String
String

Integer

Array of Flightltem

Used by actions: RecognizeGenerallnvoice.

Name

Title

QRCodeMark

Number

Code

Date

TimeGetOn

DateGetOn

StationGetOn

StationGetOff

Total

UserName

Kind

UserID

Province

©2013-2025 Tencent Cloud International Pte. Ltd.

Type
String
Integer
String
String
String
String
String
String
String
String
String
String
String

String

Description

Invoice title

Optical Character Recognition

Domestic or international tag
Not-valid-before date

Not-valid-after date
Endorsements/Restrictions

Whether there is a QR code (0: No, 1: Yes)

ltems

Whether there is a QR code (0: No, 1: Yes)

Invoice number
Invoice code
Date of issue
Departure time

Departure date

Departure station

Destination

Fare

Name

Consumption type

ID card number

Province
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City String City
PlaceGetOn String Departure place
GateNumber String Check-in gate
TicketType String Fare category
VehicleType String Vehicle type
SeatNumber String Seat No.
TrainNumber String Fleet number

Coord

Coordinates

Used by actions: GeneralAccurateOCR, GeneralBasicOCR, RecognizeGenerallnvoice,
RecognizePhilippinesDrivingLicenseOCR, RecognizePhilippinesSssIDOCR, RecognizePhilippinesTinIDOCR,
RecognizePhilippinesUMIDOCR, RecognizePhilippinesVoteIDOCR, RecognizeTableAccurateOCR,
SmartStructuralOCRV2, SmartStructuralPro, TableOCR.

Name Type Description
X Integer Horizontal coordinate
Y Integer Vertical coordinate

DetectedWordCoordPoint

Coordinates of a word’s four corners in a clockwise order on the input image, starting from the upper-left corner

Used by actions: GeneralAccurateOCR, GeneralBasicOCR.

Name Type Description
A f in f a word’s four corners in a clockwise order on the input image,
WordCoordinate rray o Coorldl atesofaw u i Wi input imag
Coord starting from the upper-left corner

DetectedWords
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Information about a character detected, including the character itself and its confidence

Used by actions: GeneralAccurateOCR, GeneralBasicOCR.

Name Type Description
Confidence Integer Confidence. Value range: 0-100
Character String A possible character

Flightltem

Flight items

Used by actions: RecognizeGenerallnvoice.

Name Type Description
TerminalGetOn String Departure terminal
TerminalGetOff String Arrival terminal
Carrier String Carrier
FlightNumber String Flight number
Seat String Class

DateGetOn String Departure date
TimeGetOn String Departure time
StationGetOn String Departure city
StationGetOff String Arrival city

Allow String Baggage allowance
FareBasis String Fare category

GeneralMachineltem

Items of a general machine-printed invoice

Used by actions: RecognizeGenerallnvoice.
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Name Type Description
Name String Item name
Specification String Specification
Unit String Unit
Quantity String Quantity
Price String Unit price
Total String Amount
TaxRate String Tax rate
Tax String Tax amount
Grouplnfo

The sequence number of an element group in the image

Used by actions: SmartStructuralOCRV2, SmartStructuralPro.

Name Type Description
Groups Array of Linelnfo The elements in each line.
Invoiceltem

Recognition information of a single invoice/ticket among multiple types of invoices/tickets

Used by actions: RecognizeGenerallnvoice.

Name Type Description

The recognition result.
OK : Recognition is successful.
FailedOperation.UnsupportedInvoice :Recognition is
Code String not supported.
FailedOperation.UnKnowError :Recognition failed.
For the information about other error codes, see the OCR API
description for each invoice/ticket.
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Type

Polygon

Angle

Singlelnvoicelnfos

Page

SubType

TypeDescription

Cutlmage

SubTypeDescription

ltemCoord

Integer

Polygon

Float

Singlelnvoiceltem

Integer

String

String

String

String

Optical Character Recognition

The type of invoice/ticket to which the recognized image belongs.
-1: Unknown

0: Taxi receipt

1: Quota invoice

2: Train ticket

3: VAT invoice

5: ltinerary/Receipt of e-ticket for air transportation
8: General machine-printed invoice

9: Bus ticket

10: Ship ticket

11: VAT invoice (roll)

12: Car sales invoice

13: Toll receipt

15: Non-tax revenue invoice

16: Fully digitalized electronic invoice

The coordinates of the four vertices of the rotated image.

The rotation angle of the recognized image in the image with
multiple types of invoices/tickets.

The recognized content.

The number of the page on which the recognized invoice is in the
image or PDF file, starting from 1 by default.

The detailed invoice type. See the description of SubType .

The invoice description. See the description of

TypeDescription .

The image file after cropping, encoded in Base64. This is
returned if EnableCutImage issetto true .

The description of the detailed invoice type. See the description
of SubType .

Pixel coordinates of the text line in the image after rotation correction, which is in the format of (X-coordinate of

top-left point,

Y-coordinate of top-left point, width, height)

Used by actions: GeneralAccurateOCR, GeneralBasicOCR.

Name

©2013-2025 Tencent Cloud International Pte. Ltd.

Type

Description
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X Integer X-coordinate of top-left point.
Y Integer Y-coordinate of top-left point.
Width Integer Width
Height Integer Height

ltemInfo

Structured element group

Used by actions: SmartStructuralOCRV2, SmartStructuralPro.

Name Type Description

The key inf tion.
Key Key e key information

Optical Character Recognition

Note: This field may return null, indicating that no valid values can be obtained.

The value information.
Value Value

Note: This field may return null, indicating that no valid values can be obtained.

Key

Key information

Used by actions: SmartStructuralOCRV2, SmartStructuralPro.
Name Type Description
AutoName String The name of the recognized field.

ConfigName String The name of a defined field (the key passed in).

Note: This field may return null, indicating that no valid values can be obtained.

LicensePlatelnfo

Vehicle license plate information

Used by actions: LicensePlateOCR.

©2013-2025 Tencent Cloud International Pte. Ltd.

Page 237 of 268



&2 Tencent Cloud

Name Type
Number String

Confidence Integer

Rect Rect
Color String
Linelnfo
Line number

Description

Optical Character Recognition

The recognized license plate number.

The confidence score (0-100).

The bounding box coordinates of the text line in the original image.

The recognized license plate color, which currently includes "white", "black", "blue",
"green”, "yellow", "yellow-green", and "temporary plate".

Used by actions: SmartStructuralOCRV2, SmartStructuralPro.

Name Type

Lines Array of ltemlInfo

MachinePrintedInvoice

General machine-printed invoice

Used by actions: RecognizeGenerallnvoice.

Name

Title
QRCodeMark
Code

Number

Date

Time
CheckCode

Ciphertext

©2013-2025 Tencent Cloud International Pte. Ltd.

Type
String
Integer
String
String
String
String
String

String

Description

The elements in a line

Description

Invoice title

Whether there is a QR code (0: No, 1: Yes)
Invoice code

Invoice number

Date of issue

Time

Check code

Ciphertext
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Category String Category

PretaxAmount String Amount before tax

Total String Total amount (in figures)

TotalCn String Total amount (in words)

Tax String Tax

IndustryClass String Industry

Seller String Seller's name

SellerTaxID String Seller's taxpayer identification number
SellerAddrTel String Seller's address and phone number
SellerBankAccount String Seller's bank account number

Buyer String Buyer's name

BuyerTaxID String Buyer's taxpayer identification number
BuyerAddrTel String Buyer's address and phone number
BuyerBankAccount String Buyer's bank account number

Kind String Invoice type

Province String Province

City String City

CompanySealMark Integer Whether there is a company seal (0: No, 1: Yes)

Whether it is a general machine-printed invoice issued by

FlectronicMark integer Zhejiang or Guangdong province (0: No, 1: Yes)
Issuer String Issuer

Receiptor String Payee

Reviewer String Reviewer

Remark String Remarks

PaymentInfo String Operator's payment information
TicketPickupUser String Operator-assigned invoice pickup user
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MerchantNumber String
OrderNumber String
Array of

GeneralMachineltems

Operator's merchant number

Operator's order number

ltems

GeneralMachineltem

Medicallnvoice

Used by actions: RecognizeGenerallnvoice.

Name

Title

Code
Number
Total
TotalCn
Date
CheckCode
Place

Reviewer

MotorVehicleSalelnvoice

Motor vehicle sales invoice

Used by actions: RecognizeGenerallnvoice.

Name Type

Title String
Code String
Number String

Type

String
String
String
String
String
String
String
String

String

Description
Invoice title
Invoice code

Invoice number

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

Optical Character Recognition
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Date String
PretaxAmount String
Total String
TotalCn String
Seller String
SellerTaxID String
SellerTel String
SellerAddress String
SellerBank String
SellerBankAccount String
Buyer String
BuyerTaxID String
BuyerID String
TaxAuthorities String
TaxAuthoritiesCode String
VIN String
VehicleModel String
VehicleEngineCode String
CertificateNumber String
InspectionNumber String
MachinelD String
VehicleType String
Kind String
Province String
City String

©2013-2025 Tencent Cloud International Pte. Ltd.

Optical Character Recognition

Date of issue

Amount before tax

Total amount (in figures)

Total amount (in words)

Seller's name

Seller's company code

Seller's phone number

Seller's address

Seller's account opening bank
Seller's bank account number
Buyer's name

Buyer's taxpayer identification number
Buyer's ID number/organization code
Tax authority

Code of the tax authority

VIN

Vehicle model

Engine No.

No. of the certificate of conformity
Inspection No.

Machine No.

Vehicle type

Invoice type

Province

City
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Tax String
TaxRate String
CompanySealMark Integer
Tonnage String
Remark String
FormType String
FormName String
Issuer String
TaxNum String
MaxPeopleNum String
Origin String
MachineCode String
MachineNumber String
QRCodeMark Integer

NonTaxincomeBill

Non-tax revenue

Used by actions: RecognizeGenerallnvoice.

Name Type

Title String
Number String
Code String
CheckCode String
Date String
Total String

©2013-2025 Tencent Cloud International Pte. Ltd.

Optical Character Recognition

Tax

Tax rate

Whether there is a company seal (0: No, 1: Yes)
Tonnage

Remarks

Form type

Form name

Issuer

Tax payment voucher number
Passenger capacity

Origin

Machine-printed invoice code
Machine-printed invoice number

Whether there is a QR code (0: No, 1: Yes)

Description
Invoice title
Invoice number
Invoice code
Check code
Date of issue

Total amount (in figures)
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TotalCn String
Buyer String
BuyerTaxID String
Seller String
SellerCompany String
Remark String
CurrencyCode String
Reviewer String
QRCodeMark Integer
OtherInfo String
PaymentCode String
ReceiveUnitCode String
Receiver String
Operator String
PayerAccount String
PayerBank String
ReceiverAccount String
ReceiverBank String

NonTaxltems Array of NonTaxltem

NonTaxltem

Non-tax revenue items

Used by actions: RecognizeGenerallnvoice.

Name

ltemID

Type

String

©2013-2025 Tencent Cloud International Pte. Ltd.

Optical Character Recognition

Total amount (in words)

Payer's name

Payer's taxpayer identification number
Payee's name

Payee's company name

Remarks

Currency

Reviewer

Whether there is a QR code (0: No, 1: Yes)
Other information

Payment code

Collecting organization's code
Collecting organization's name
Operator

Payer's account

Payer's account opening bank
Payee's account

Payee's account opening bank

ltems

Description

ltem code
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Name Strin
Unit Strin
Quantity Strin
Standard Strin
Total Strin

Otherlnvoice

Other invoices
Used by actions: RecognizeGenerallnvoice.
Name
Title
Total
OtherlnvoiceListltems

OtherlnvoiceTableltems

Otherlnvoiceltem

Iltems of other invoices

Used by actions: RecognizeGenerallnvoice.

Name Type

Name String

Value String
OtherlnvoiceList

Table of other invoices

Optical Character Recognition

g ltem name
g Unit
g Quantity
g Standard
g Amount
Type Description
String Invoice title
String Amount
Array of Otherlnvoiceltem List
Array of OtherlnvoiceList Table
Description
Field name
Field value

©2013-2025 Tencent Cloud International Pte. Ltd.
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Used by actions: RecognizeGenerallnvoice.

Name Type Description

OtherlInvoiceltemList Array of Otherlnvoiceltem List

PassportRecognizelnfos

Used by actions: MLIDPassportOCR.

Name Type Description
Type String
IssuingCountry String
PassportID String
Surname String
GivenName String
Name String
Nationality String
DateOfBirth String
Sex String
DateOflssuance String
DateOfExpiration String
Signature String
IssuePlace String
IssuingAuthority String

Polygon

The coordinates of the four vertices of the text

Note: This field may return null, indicating that no valid values can be obtained.
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Used by actions: RecognizeGenerallnvoice, SmartStructuralOCRV2, SmartStructuralPro.

Name Type Description

LeftTop Coord The coordinates of the upper-left vertex.
RightTop Coord The coordinates of the upper-right vertex.
RightBottom Coord The coordinates of the lower-left vertex.
LeftBottom Coord The coordinates of the lower-right vertex.

Quotalnvoice

Quota invoice

Used by actions: RecognizeGenerallnvoice.

Name Type Description

Title String Invoice title

Code String Invoice code

Number String Invoice number

Total String Total amount (in figures)

TotalCn String Total amount (in words)

Kind String Invoice type

Province String Province

City String City

QRCodeMark Integer Whether there is a QR code (0: No, 1: Yes)

CompanySealMark Integer Whether there is a company seal (0: No, 1: Yes)
Rect

Coordinates
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Used by actions: LicensePlateOCR, SealOCR.

Name Type Description
X Integer X-coordinate of top-left point
Y Integer Y-coordinate of top-left point
Width Integer Width
Height Integer Height

Seallnfo

Seal information

Used by actions: SealOCR.

Name Type Description

SealBody String Seal body information
Location Rect Seal coordinates
OtherTexts Array of String Other text content

Seal shape. Valid values:

0: Round
1: Oval
SealShape String va
2: Rectangle
3: Diamond
4: Triangle
Shippinglnvoice
Ship ticket
Used by actions: RecognizeGenerallnvoice.
Name Type Description
Title String Invoice title
QRCodeMark Integer Whether there is a QR code (0: No, 1: Yes)
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Code String Invoice code
Number String Invoice number
UserName String Name

Date String Date

Time String Time
StationGetOn String Departure station
StationGetOff String Destination
Total String Fare

Kind String Invoice type
Province String Province

City String City
CurrencyCode String Currency

Singlelnvoiceltem

Content of a single invoice/ticket among multiple types of invoices/tickets

Used by actions: RecognizeGenerallnvoice.

Name Type Description

Special VAT invoice
VatSpeciallnvoice Vatlnvoicelnfo Note: This field may return null, indicating that
no valid values can be obtained.

General VAT invoice
VatCommonlnvoice Vatlnvoicelnfo Note: This field may return null, indicating that
no valid values can be obtained.

Electronic general VAT invoice
VatElectronicCommonlinvoice Vatlnvoicelnfo Note: This field may return null, indicating that
no valid values can be obtained.

VatElectronicSpeciallnvoice Vatlnvoicelnfo Electronic special VAT invoice
Note: This field may return null, indicating that
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VatElectroniclnvoiceBlockchain

VatElectroniclnvoiceToll

VatElectronicSpeciallnvoiceFull

VatElectroniclnvoiceFull

MachinePrintedInvoice

Buslnvoice

Shippinglnvoice

Tolllnvoice

Otherlnvoice

MotorVehicleSalelnvoice

UsedCarPurchaselnvoice

VatlnvoiceRoll

Vatlnvoicelnfo

Vatlnvoicelnfo

VatElectronicInfo

VatElectroniclnfo

MachinePrintedInvoice

Buslnvoice

ShippingInvoice

Tolllnvoice

Otherlnvoice

MotorVehicleSalelnvoice

UsedCarPurchaselnvoice

VatlnvoiceRoll

©2013-2025 Tencent Cloud International Pte. Ltd.

Optical Character Recognition

no valid values can be obtained.

Blockchain electronic invoice
Note: This field may return null, indicating that
no valid values can be obtained.

Electronic general VAT invoice (toll)
Note: This field may return null, indicating that
no valid values can be obtained.

Electronic invoice (special)
Note: This field may return null, indicating that
no valid values can be obtained.

Electronic invoice (general)
Note: This field may return null, indicating that
no valid values can be obtained.

General machine-printed invoice
Note: This field may return null, indicating that
no valid values can be obtained.

Bus ticket
Note: This field may return null, indicating that
no valid values can be obtained.

Ship ticket
Note: This field may return null, indicating that
no valid values can be obtained.

Toll receipt
Note: This field may return null, indicating that
no valid values can be obtained.

Other invoice
Note: This field may return null, indicating that
no valid values can be obtained.

Motor vehicle sales invoice
Note: This field may return null, indicating that
no valid values can be obtained.

Used car invoice
Note: This field may return null, indicating that
no valid values can be obtained.

General VAT invoice (roll)
Note: This field may return null, indicating that
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TaxiTicket

Quotalnvoice

AirTransport

NonTaxIncomeGeneralBill

NonTaxIncomeElectronicBill

TrainTicket

MedicalOutpatientinvoice

MedicalHospitalizedlnvoice

TableCelllnfo

Cell data

TaxiTicket

Quotalnvoice

AirTransport

NonTaxIncomeBill

NonTaxIncomeBill

TrainTicket

Medicallnvoice

Medicallnvoice

Used by actions: RecognizeTableAccurateOCR.

Description

Optical Character Recognition

no valid values can be obtained.

Taxi receipt
Note: This field may return null, indicating that
no valid values can be obtained.

Quota invoice
Note: This field may return null, indicating that
no valid values can be obtained.

Itinerary/Receipt of e-ticket for air
transportation

Note: This field may return null, indicating that
no valid values can be obtained.

Non-tax revenue general receipt
Note: This field may return null, indicating that
no valid values can be obtained.

Non-tax revenue unified payment voucher
Note: This field may return null, indicating that
no valid values can be obtained.

Train ticket
Note: This field may return null, indicating that
no valid values can be obtained.

Name Type

ColTI Integer
RowTI Integer
ColBr Integer
RowBr Integer

Column index of the upper-left corner of the cell
Row index of the upper-left corner of the cell
Column index of the lower-right corner of the cell

Row index of the lower-right corner of the cell
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Text String Recognized string text within the cell. If there are multiple lines, they are
separated by "\n".

Type String Cell type
Confidence Float Cell confidence

Array of . . . .
Polygon Four-point coordinates of the cell in the image

Coord

Tablelnfo

Recognized table information

Used by actions: RecognizeTableAccurateOCR.

Name Type Description
Cell content
Cell Array o Note: Thi t t Il, indicating that lid val
ells TableCellinfo ote: .|s parameter may return null, indicating that no valid values can
be obtained.

Type of text in the image. Valid values:
0: Non-table text
1: Text in a bordered table

Type Integer
yp g 2: Text in a borderless table
Note: This parameter may return null, indicating that no valid values can
be obtained.
The coordinates of the four vertices (upper-left, upper-right, lower-right,
A f I -left) of th I :
TableCoordPoint rray o and owelr eft) of the table bodyl o '
Coord Note: This field may return null, indicating that no valid values can be

obtained.

TaxiTicket

Taxi receipt

Used by actions: RecognizeGenerallnvoice.

Name Type Description

Title String Invoice title
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QRCodeMark Integer Whether there is a QR code (0: No, 1: Yes)

Code String Invoice code

Number String Invoice number

Date String Date of issue

TimeGetOn String Start time

TimeGetOff String End time

Price String Unit price

Mileage String Distance

Total String Total amount

Place String Invoice place

Province String Province

City String City

Kind String Invoice type

LicensePlate String License plate number

FuelFee String Fuel surcharge

BookingCallFee String Booking fee

CompanySealMark Integer Whether there is a company seal (0: No, 1: Yes)
TextDetection
OCR result.

Used by actions: GeneralAccurateOCR, GeneralBasicOCR.

Name Type Description

DetectedText String Recognized text line content.

Confidence Integer Confidence. Value range: 0-100.

Polygon Array of Coord Text line coordinates, which are represented as 4 vertex
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Advancedinfo String

ItemPolygon ltemCoord

Words Array of DetectedWords
_ Array of

WordCoordPoint

DetectedWordCoordPoint

TextDetectionResult

Recognition result

Optical Character Recognition

coordinates.
Note: this field may return null, indicating that no valid values
can be obtained.

Extended field.
The paragraph information Parag returned by the
GeneralBasicOcr APIlcontains ParagNo .

Pixel coordinates of the text line in the image after rotation
correction, which is in the format of (X-coordinate of
top-left point, Y-coordinate of top-left
point, width, height)

Information about a character, including the character itself
and its confidence. Supported APIs: GeneralBasicOCR ,

GeneralAccurateOCR

Coordinates of a word’s four corners on the input image.
Supported APIs: GeneralBasicOCR |,

GeneralAccurateOCR

Used by actions: RecognizePhilippinesDrivingLicenseOCR, RecognizePhilippinesSssIDOCR,
RecognizePhilippinesTinIDOCR, RecognizePhilippinesUMIDOCR, RecognizePhilippinesVotelDOCR.

Name Type Description
Value String The recognized text line content.
Polygon Array of Coord The coordinates, represented in the coordinates of the four points.

TextTable

Form recognition result.

Used by actions: TableOCR.

Name Type Description

ColTl Integer Column index of the top-left corner of the cell.

©2013-2025 Tencent Cloud International Pte. Ltd.
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RowTI Integer Row index of the top-left corner of the cell.
ColBr Integer Column index of the bottom-right corner of the cell.
RowBr Integer Row index of the bottom-right corner of the cell.
Text String Cell text
Type String Cell type. Valid values: body, header, footer
Confidence Integer Confidence. Value range: 0-100
Polygon Array of Coord Text line coordinates, which are represented as 4 vertex coordinates.
Advancedinfo String Extended field
Tollinvoice
Toll receipt

Used by actions: RecognizeGenerallnvoice.

Name Type Description

Title String Invoice title

Code String Invoice code

Number String Invoice number

Total String Total amount (in figures)

Kind String Invoice type

Date String Date

Time String Time

Entrance String Entrance

Exit String Exit

HighwayMark Integer Highway mark (0: No, 1: Yes)
QRCodeMark Integer Whether there is a QR code (0: No, 1: Yes)
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TrainTicket

Train ticket

Used by actions: RecognizeGenerallnvoice.

Name

Title

Number
DateGetOn
TimeGetOn
Name
StationGetOn
StationGetOff
Seat

Total

Kind
SerialNumber
UserID
GateNumber
TrainNumber
HandlingFee
OriginalFare
TotalCn
SeatNumber
PickUpAddress
TicketChange

AdditionalFare

©2013-2025 Tencent Cloud International Pte. Ltd.

Type

String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String

String

Description
Invoice title
Invoice number
Departure date
Departure time
Passenger's name
Departure station
Destination

Seat class

Total amount
Invoice type
Serial number

ID card number
Check-in gate
Fleet number
Handling fee

Original ticket price

Total amount (in words)

Seat No.

Ticket pickup address

Ticket change information

Additional fare

Optical Character Recognition
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ReceiptNumber String
QRCodeMark Integer
ReimburseOnlyMark Integer

UsedCarPurchaselnvoice

Used car sales invoice

Used by actions: RecognizeGenerallnvoice.

Name Type
Title String
QRCodeMark Integer
Code String
Number String
Date String
Total String
TotalCn String
Seller String
SellerTel String
SellerTaxID String
SellerAddress String
Buyer String
BuyerID String
BuyerAddress String
BuyerTel String
CompanyName String
CompanyTaxID String

©2013-2025 Tencent Cloud International Pte. Ltd.

Optical Character Recognition

Receipt No.
Whether there is a QR code (0: No, 1: Yes)

Whether it is for reimbursement only (0: No, 1: Yes)

Description

Invoice title

Whether there is a QR code (0: No, 1: Yes)
Invoice code

Invoice number

Date of issue

Total amount (in figures)

Total amount (in words)

Seller's name

Seller's phone number

Seller's company code/personal ID card number
Seller's address

Buyer's name

Buyer's company code/personal ID card number
Buyer's address

Buyer's phone number

Company (used car market) name

Company's taxpayer identification number
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CompanyBankAccount
CompanyTel
CompanyAddress
TransferAdministrationName
LicensePlate
RegistrationNumber
VIN

VehicleModel

Kind

Province

City

VehicleType

Remark

FormType

FormName

CompanySealMark

Value

Value information

String
String
String
String
String
String
String
String
String
String
String
String
String
String
String

Integer

Optical Character Recognition

Company's account opening bank and account number
Company's phone number

Company's address

Name of the transfer-to department of motor vehicles
License plate number

Registration certificate No.

VIN

Vehicle model

Invoice type

Province

City

Vehicle type

Remarks

Form type

Form name

Whether there is a company seal (0: No, 1: Yes)

Used by actions: SmartStructuralOCRV2, SmartStructuralPro.

Name Type

AutoContent String

Coord Polygon

©2013-2025 Tencent Cloud International Pte. Ltd.

Description

The value of the recognized field.

The coordinates of the four vertices.
Note: This field may return null, indicating that no valid values can be obtained.
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VatElectroniclnfo

Return values for an electronic invoice

Used by actions: RecognizeGenerallnvoice.

Name Type Description

Title String Invoice title

Number String Invoice number

Date String Date of issue

PretaxAmount String Amount before tax

Tax String Tax

Total String Total amount (in figures)

TotalCn String Total amount (in words)

Seller String Seller's name

SellerTaxID String Seller's taxpayer identification number
Buyer String Buyer's name

BuyerTaxID String Buyer's taxpayer identification number
Issuer String Issuer

Remark String Remarks

SubTotal String Subtotal amount

SubTax String Subtotal tax

VatElectronicltems Array of VatElectronicltemInfo Detailed items of an electronic invoice

VatElectronicltemInfo

Detailed items of an electronic invoice

Used by actions: RecognizeGenerallnvoice.
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Name Type Description
Name String Item name
Quantity String Quantity
Specification String Specification
Price String Unit price
Total String Amount
TaxRate String Tax rate

Tax String Tax amount
Unit String Unit
VehicleType String Vehicle type
VehicleBrand String Vehicle No.
DeparturePlace String Departure place
ArrivalPlace String Destination

Name of the transported goods. It is returned only for a goods transport

TransportltemsName String L
service invoice.

Location of the construction service. It is returned only for a construction

PlaceOfBuildingService String o
invoice.

Name of the construction project. It is returned only for a construction

BuildingName String o
invoice.
. Property or real estate ownership certificate No. It is returned only for a
EstateNumber String perty , . P L Y
real estate operation and leasing service invoice.
Unit of area. It is returned only for a real estate operation and leasin
AreaUnit String y P ¢

service invoice.

Vatlnvoicelnfo

Return values for a VAT invoice

Used by actions: RecognizeGenerallnvoice.
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Name Type

CheckCode String
FormType String
TravelTax String
BuyerAddrTel String
BuyerBankAccount String

CompanySealContent String

TaxSealContent String
ServiceName String
City String
QRCodeMark Integer
AgentMark Integer
TransitMark Integer
OilMark Integer
Title String
Kind String
Code String
Number String
NumberConfirm String
Date String
Total String
TotalCn String
PretaxAmount String
Tax String
MachineCode String

©2013-2025 Tencent Cloud International Pte. Ltd.

Optical Character Recognition

Description

Check code

Form type

Vehicle and vessel tax

Buyer's address and phone number
Buyer's bank account number

Company seal content

Tax authority seal content

Service type

City

Whether there is a QR code (0: No, 1: Yes)
Whether there is an agent (0: No, 1: Yes)
Whether there is a toll (0: No, 1: Yes)
Whether there is refined oil (0: No, 1: Yes)
Invoice title

Invoice type

Invoice code

Invoice number

Machine-printed invoice number

Date of issue

Total amount (in figures)

Total amount (in words)

Amount before tax

Tax

Machine No.
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Ciphertext String Ciphertext

Remark String Remarks

Seller String Seller's name

SellerTaxID String Seller's taxpayer identification number
SellerAddrTel String Seller's address and phone number
SellerBankAccount String Seller's bank account number

Buyer String Buyer's name

BuyerTaxID String Buyer's taxpayer identification number
CompanySealMark Integer Whether there is a company seal (0: No, 1: Yes)
Issuer String Issuer

Reviewer String Reviewer

Province String Province

VatlnvoiceltemInfos Array of VatlnvoiceltemInfo Information about VAT invoice items
CodeConfirm String Machine-printed invoice code
Receiptor String Payee

ElectronicFullMark Integer

ElectronicFullNumber String

FormName String

VatlnvoiceltemInfo

Information about VAT invoice items

Used by actions: RecognizeGenerallnvoice.

Name Type Description
Name String Item name
Specification String Specification
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Unit
Quantity
Price

Total
TaxRate

Tax
DateStart
DateEnd
LicensePlate

VehicleType

VatlnvoiceRoll

General VAT invoice (roll)

String
String
String
String
String
String
String
String
String

String

Used by actions: RecognizeGenerallnvoice.

Name

Title

Code

Number
NumberConfirm
Date
CheckCode
Seller
SellerTaxID
Buyer

BuyerTaxID
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Type

String
String
String
String
String
String
String
String
String

String

Optical Character Recognition

Unit

Quantity

Unit price

Amount

Tax rate

Tax amount

Start date

End date

License plate number

Vehicle type

Description

Invoice title

Invoice code

Invoice number

Machine-printed invoice number

Date of issue

Check code

Seller's name

Seller's taxpayer identification number
Buyer's name

Buyer's taxpayer identification number
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Category String
Total String
TotalCn String
Kind String
Province String
City String
CompanySealMark Integer
QRCodeMark Integer
ServiceName String
CompanySealContent String
TaxSealContent String
VatRollltems Array of VatRollltem

VatRollltem

Items of a general VAT invoice (roll)

Used by actions: RecognizeGenerallnvoice.

Name Type

Name String

Quantity String

Price String

Total String
Wordltem

The recognized text information.

Optical Character Recognition

Category

Total amount (in figures)

Total amount (in words)

Invoice type

Province

City

Whether there is a company seal (0: No, 1: Yes)
Whether there is a QR code (0: No, 1: Yes)
Service type

Company seal content

Tax authority seal content

ltems

Description
Item name
Quantity
Unit price

Amount

Used by actions: SmartStructuralOCRV2, SmartStructuralPro.

©2013-2025 Tencent Cloud International Pte. Ltd.
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Name Type Description
DetectedText String The text content.
Coord Polygon The coordinates of the four vertices.
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Error Codes

Last updated : 2025-03-26 14:50:04

Feature Description

If there is an Error field in the response, it means that the API call failed. For example:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your si

gnature is correct."

t
"RequestId": "ed93f3cb-£f35e-473f-b9f3-0d451b8b79c6"

}
}

Code in Error indicates the error code, and Message indicates the specific information of the error.

Error Code List

Common Error Codes

Error Code Description

ActionOffline This API has been deprecated.
AuthFailure.InvalidAuthorization Authorization inthe request header is invalid.
AuthFailure.InvalidSecretld Invalid key (not a TencentCloud API key type).
AuthFailure.MFAFailure MFA failed.

Key does not exist. Check if the key has been
deleted or disabled in the console, and if not, check
if the key is correctly entered. Note that whitespaces
should not exist before or after the key.

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire Signature expired. Timestamp and server time
cannot differ by more than five minutes. Please
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AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunQperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion
RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.IPLimitExceeded

RequestLimitExceeded.UinLimitExceeded

©2013-2025 Tencent Cloud International Pte. Ltd.

Optical Character Recognition

ensure your current local time matches the standard
time.

Invalid signature. Signature calculation error. Please
ensure you've followed the signature calculation
process described in the Signature API
documentation.

Token error.

The request is not authorized. For more information,
see the CAM documentation.

DryRun Operation. It means that the request would
have succeeded, but the DryRun parameter was
used.

Operation failed.

Internal error.

The API does not exist.

Incorrect parameter.

Invalid parameter value.

The multipart format of the request body is incorrect.
Your IP is in uin IP blacklist.

Your IP is not in uin IP whitelist.

Quota limit exceeded.

A parameter is missing.

The product does not exist.

The API version does not exist.

The number of requests exceeds the frequency limit.
Uin exceeds the frequency limit.

The number of ip requests exceeds the frequency
limit.

The number of uin requests exceeds the frequency
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RequestSizeLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
UnsupportedProtocol
UnsupportedRegion

Service Error Codes
Error Code
FailedOperation.CardSideError
FailedOperation.DownLoadError
FailedOperation.EmptylmageError

FailedOperation.EngineRecognize Timeout

FailedOperation.FieldException

FailedOperation.ldCardInfolllegal

FailedOperation.ldCardTooSmall

FailedOperation.lllegalBankCardError
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Optical Character Recognition

limit.

The request size exceeds the upper limit.
Resource is in use.

Insufficient resource.

The resource does not exist.

Resource is unavailable.

The response size exceeds the upper limit.
Service is unavailable now.
Unauthorized operation.

Unknown parameter.

Unsupported operation.

HTTP(S) request protocol error; only GET and
POST requests are supported.

API does not support the requested region.

Description

The CardSide type of the ID card is incorrect.
File download failed.

The image is empty.

Recognition by the engine timed out.

The ID card information (ID number, name, etc.) is
invalid.

The resolution of the image is too low or the proportion
of the ID card in the image is too small.

Invalid bank card information.
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FailedOperation.ImageBlur
FailedOperation.ImageDecodeFailed
FailedOperation.ImageNoldCard
FailedOperation.ImageNoSpecifiedCard

FailedOperation.ImageNoText
FailedOperation.ImageSizeToolLarge

FailedOperation.InconsistencyBetweenMRZAndVRZ
FailedOperation.LanguageNotSupport
FailedOperation.MultiCardError
FailedOperation.NoBankCardError
FailedOperation.NoHKIDCard
FailedOperation.NoMASIDCard

FailedOperation.NoPassport
FailedOperation.OcrFailed

FailedOperation.UnKnowError
FailedOperation.UnOpenError
FailedOperation.WarningServiceFailed
InvalidParameter.ConfigFormatError
InvalidParameter.EnginelmageDecodeFailed
InvalidParameterValue.InvalidParameterValueLimit
LimitExceeded.TooLargeFileError
ResourceUnavailable.InArrears
ResourceUnavailable.ResourcePackageRunOut

ResourcesSoldOut.ChargeStatusException
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The image is blurry.

Image decoding failed.

No ID card is detected in the image.

The card in the image is not of the specified type.
No text is detected in the image.

The image is too large. Please see the description of
image size limit in the output parameters.

The input language is not supported.
There are multiple cards in the photo.
No bank card found.

Not a Hong Kong identity card.
Non-Malaysian ID cards.

Not a passport.

OCR failed. This error may be caused by unstable
network connections,service anomalies or other issues.

Unknown error.

The service is not activated.

Warning service error.

Config is not in valid JSON format.

Image decoding failed.

Incorrect parameter value.

The file is too large.

The account is in arrears.

The account resource package is exhausted.

Exceptional billing status.
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