
Web Application Firewall

©2013-2022 Tencent Cloud. All rights reserved. Page 1 of 112

Web Application Firewall

Practical Tutorial

Product Documentation



Web Application Firewall

©2013-2022 Tencent Cloud. All rights reserved. Page 2 of 112

Copyright Notice

©2013-2024 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or distribute

in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior written consent.

Trademark Notice

All trademarks associated with Tencent Cloud and its services are owned by Tencent Cloud Computing (Beijing)
Company Limited and its affiliated companies. Trademarks of third parties referred to in this document are owned by
their respective proprietors.

Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and services
only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or services are
subject to change. Specific products and services and the standards applicable to them are exclusively provided for in
Tencent Cloud's applicable terms and conditions.



Web Application Firewall

©2013-2022 Tencent Cloud. All rights reserved. Page 3 of 112

Contents

Practical Tutorial
WAF CCP Overview
Bot Management

Best Practices of Scenario-Based Bot Configuration
API Security

API Security Practice Tutorial
WAF Working with API Gateway
API Capacity Protection
API Data Security and Enhancement
API Exposure Management
API Behavior Control

Integration
Combined Application of WAF and Anti-DDoS Pro
Applying for and Using Free HTTPS Certificates
Obtaining Real Client IPs
Replacing Certificate

Protection Configuration
Setting CC Protection
Connecting Frontend-Backend Separated Site to WAF CAPTCHA
Setting WAF Exception Alarms in TCOP

Best Practices of Bot Traffic Management Connection



Web Application Firewall

©2013-2022 Tencent Cloud. All rights reserved. Page 4 of 112

Practical Tutorial
WAF CCP Overview
Last updated：2023-12-29 14:52:34

WAF meets the major standards of CCP 2.0. According to Information security technology – Baseline for classified 
protection of cybersecurity (GB/T 22239-2019), WAF meets the security requirements at level 3.

No. CCP Chapter CCP 
No.

CCP Standard Content Feature Description

1 Access 
control

8.1.3.2 
e)

Access control based on application 
protocol and content should be 
implemented for inbound/outbound 
data flows.

Access control policies at the 
application layer are configured 
to implement access control 
based on application protocol 
and content for 
inbound/outbound data flows.

2 Intrusion 
protection

8.1.3.3 
a)

Externally initiated network attacks 
should be detected, prevented, or 
blocked on key network nodes.

WAF is deployed on the 
perimeters to detect and trigger 
alarms for various attacks and 
scans.

3
Intrusion 
protection

8.1.3.3 
c)

Technical measures should be 
adopted to analyze network 
behaviors, especially new types of 
network attack behaviors.

WAF can check and block web 
traffic in real time and supports 
AI + rule dual-engine protection 
to prevent zero-day and other 
new unknown attacks.

4 Intrusion 
protection

8.1.3.3 
d)

When an attack behavior is detected, 
the attack source IP, type, target, 
and event should be logged, and 
alarms should be triggered for 
serious intrusions.

WAF can detect and block 
HTTP and HTTPS traffic 
attacks and log information 
such as attack type, URL, 
content, and source IP, hit rule 
name and ID, risk level, attack 
time, target host, and executed 
action.

5
Malicious 
code 
protection

8.1.3.4 
a)

Malicious code should be detected 
and cleared on key network nodes, 
and the malicious code protection 
mechanism should be upgraded and 
updated promptly.

WAF basic security and rule 
engine modules can implement 
this feature.

6 Security audit 8.1.3.5 Security audit should be performed Intrusion events are audited on 

http://openstd.samr.gov.cn/bzgk/gb/newGbInfo?hcno=BAFB47E8874764186BDB7865E8344DAF
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a) on the network perimeters and key 
network nodes and cover every user 
to audit key user behaviors and 
security events.

the perimeters.

7 Security audit 8.1.3.5 
c)

Audit logs should be protected and 
regularly backed up to prevent 
unexpected log deletion, 
modification, and overwriting.

Logs are retained for at least 
six months, during which 
tenants cannot delete or 
tamper with them.
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Bot Management
Best Practices of Scenario-Based Bot
Configuration
Last updated：2023-12-29 14:52:50

Overview

With bot and application security, you can enable and configure modules in bot management, observe and analyze 
traffic through bot traffic analysis and access logs. Then, you can set refined policies based on the session status to 
protect core website APIs and businesses from bot attacks.

Bot management supports configuration of bot scenario types, client risk identification (browser bot defense module), 
threat intelligence module, AI evaluation module, bot flow statistics module, action score, custom rules, token 
configuration, and legitimate bots. You can configure these modules for refined bot management as shown below: 

Prerequisites

To connect to bot traffic management, you need to purchase a WAF instance extra pack.
On the Bot and application security page, you have selected the target domain name and enabled bot traffic 
management. 

https://intl.cloud.tencent.com/document/product/627/47799#bot-.E6.B5.81.E9.87.8F.E7.AE.A1.E7.90.86.3Ca-id.3D.22bot.22.3E.3C.2Fa.3E
https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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Scenario-Based Bot Configuration

Leveraging Tencent's years of expertise in bot governance, this feature offers client risk identification (browser bot 
defense module), threat intelligence module, AI policy module, bot analytics module, action score, session 
management, legitimate bots, and custom rules specifically for flash sales, price/content crawling, and login scenarios. 
It simplifies configuration and makes everything easy to use.
1. Log in to the WAF console and select Configuration center > Bot and application security on the left sidebar.
2. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 

management.
3. On the Bot management tab, click Create scenario.
4. In the pop-up window, configure parameters and click Create now.
Note: 
 The flash sales, login, or price/content crawling scenario and custom scenario are mutually exclusive.

Parameter description:
Scenario name: Scenario name, which can contain up to 50 characters.
Business scenario type: You can select multiple ones, including flash sales, login, price/content crawling, and 
custom scenarios.
Client type: Type of the client accessing the protected object.

Priority: Scenario execution priority, which is an integer between 1–100. The smaller the value, the higher the priority.
Scope: The scenario scope under the domain name, which can be All scopes or Custom scope.
5. The scenario-based management list will display the data of the created scenario card, which can be further 
configured.

Session Management

This feature allows you to configure the token location of a session to differentiate between access behaviors of 
different users through the same IP. Therefore, you can precisely handle a user with abnormal access behavior 

without affecting other users.

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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1. Log in to the WAF console and select Configuration center > Bot and application security on the left sidebar.
2. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 
management. 

3. In Global settings on the Bot management tab, click Configure now in the Session management module 
section. 

4. On the Session management page, click Add a configuration, configure parameters, and click OK. 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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Parameter description:
Token name: Custom name, which can contain up to 128 characters.
Token description: Custom description, which can contain up to 128 characters.

Token location: It can be HEADER, COOKIE, GET, or POST. Here, GET and POST are HTTP request content 
parameters rather than HTTP header information.
Token ID: Token ID.

Client Risk Identification (Browser Bot Defense Module)

The client risk identification feature uses the dynamic identity verification technology and generates a unique ID for 
each client's business request to detect possible bots and malicious crawlers in the access to websites or HTML5 

pages.
Note: 
This feature does not support CLB-WAF, wildcard domain names, and applications. It applies only to websites 
and HTML5 pages. If non-dynamic verification is involved, the automated API script needs to be first added to the 
allowlist.

Adding to allowlist

The allowlist is mainly used to allow APIs that don't need to be set.

1. Log in to the WAF console and select Configuration center > Bot and application security on the left sidebar.
2. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 
management. 

3. In Global settings on the Bot management tab, click Configure now in the Browser bot defense module 
section.
4. On the Browser bot defense module page, click Add rule. 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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5. In the Add allowlist rule pop-up window, configure parameters and click OK. 

Case 1: A large number of requests from automated scripts

There are a large number of requests from automated scripts. In this case, you can block  CURL ,  SOAPUI , 

 JMETER ,  POSTMAN , and similar requests.

1. Log in to the WAF console and select Configuration center > Bot and application security on the left sidebar.
2. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 
management. 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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3. In Global settings on the Bot management tab, click Configure now in the Browser bot defense module 
section.
4. Click 

 of Automated identification to confirm the allowlist.
5. On the configuration page of a certain scenario, click Browser bot defense module, click 

, and select Block for Defense mode.
6. Below are the results of the  CURL ,  SELENIUM , and  POSTMAN  requests: 
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Case 2: Prohibiting webpage debugging
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Prohibit webpage debugging to avoid targeted crawler writing.
1. Log in to the WAF console and select Configuration center > Bot and application security on the left sidebar.
2. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 

management. 

3. In Global settings on the Bot management tab, click Configure now in the Browser bot defense module 
section.

4. Click 

 of Page anti-debugging to confirm the allowlist.

5. On the configuration page of a certain scenario, click Browser bot defense module, click 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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, and select Block for Defense mode.
6. Below is the result of the Chrome request: 

Threat Intelligence Module

The threat intelligence module feature is built on Tencent's nearly 20 years of experience in cybersecurity and big data 
intelligence. It determines the status of an IP in real time and uses a scoring mechanism to quantify a risk. It precisely 
identifies the access from a malicious dynamic IP and IDC. In addition, it intelligently identifies the features of a 

malicious crawler to cope with risky access requests from malicious crawlers, distributed crawlers, proxies, credential 
stuffing, and bargain hunting.
Note: 
 Before enabling the threat intelligence module feature, you need to check whether the business has IDC traffic 
access, and if so, disable IDC before enabling threat intelligence module.

1. Log in to the WAF console and select Configuration center > Bot and application security on the left sidebar.
2. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 
management. 

3. In Global settings on the Bot management tab, click Configure now in the Threat intelligence module 
section.
4. On the Threat intelligence module page, check whether there is IDC traffic access, and if so, click Disable all of 
IDC network. 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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5. If there is no IDC traffic access, click the configuration page of a certain scenario, click Bot flow statistics 
module, and click 

 in the Threat intelligence module section. 
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AI Evaluation Module

The AI evaluation module feature builds AI evaluation models from AI technologies and Tencent's experiences in 
controlling risks and fighting cybercrimes. Through big data analysis and AI modeling of access traffic, it quickly 
identifies malicious requesters and defends against risky access requests from APT and hidden threat bots.

Note: 
 The AI evaluation module implements automatic learning based on AI modeling and can be directly enabled. If there 
is a false positive, add the URL to the allowlist.

Enabling the AI evaluation module

1. Log in to the WAF console and select Configuration center > Bot and application security on the left sidebar.
2. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 

management. 

3. In Global settings on the Bot management tab, click Configure now in the AI policy module section.

Adding to allowlist

Background

On the AI evaluation module tab, the request is normal but reported as abnormal. 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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Directions

1. Log in to the WAF console and select Configuration center > Bot and application security on the left sidebar.
2. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 
management. 

3. In Global settings on the Bot managementtab, click Configure now in the AI evaluation module section.
4. On the AI evaluation module page, click Add to allowlist, enter the name, description, and URL, and click OK. 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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5. Click the configuration page of a certain scenario, click Bot flow statistics module, and click 

 in the AI policy module section.

Bot Flow Statistics Module

Based on big data analysis, the bot flow statistics module feature automatically classifies customer traffic by feature 
and identifies abnormal and malicious traffic. It automatically adjusts the malicious traffic threshold and handles risky 

access requests from general and high-frequency bots. With auto-adjustment modeling, it resolves most of the bot 
behavior bypasses.
Note: 
 You can directly enable the bot flow statistics module. The smart mode is recommended.
1. Log in to the WAF console and select Configuration center > Bot and application security on the left sidebar.

2. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 
management. 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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3. In Global settings on the Bot management tab, click Configure now in the AI evaluation module section.

Action Policy

The action score feature leverages the threat intelligence module, AI evaluation module, and bot flow statistics module 
to provide a comprehensive score ranging from 0 to 100 for the risk level of an access request to a website. The 
higher the score, the more likely it is from a bot, and the higher the risk level. With the score provided by bot analytics, 
the risk level of an access request is intelligently identified, and you can precisely block a risky access request by 
configuring different action policies, the scope of each action policy, and actions in different score ranges.

Background

When the threat intelligence module, AI evaluation module, or bot flow statistics module identifies a large amount of 
traffic, you can customize actions for configuration analysis, as the default configuration cannot implement precise 
blocking.

Directions

1. Log in to the WAF console and select Bot traffic analysis on the left sidebar.
2. On the Bot traffic analysis page, select the target domain name in the top-left corner, select the target access 

source, and click View details. 

3. In the Basic session info section on the details page, view the region and IP region. 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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4. If the business doesn't have traffic in that region, the score is abnormal. Then, you can customize an action for more 
precise settings.
5. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 
management. 

6. Click the configuration page of a certain scenario, click Bot flow statistics module, and click Add action policy 
in the Action policy module section.
7. On the displayed page, configure parameters and click Publish. 
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Parameter description:
Policy name: Enter name of the action policy.
On/Off: Specify whether to apply the current action policy.
Scope: The scope of the current action policy.

Priority: Action policy execution priority, which is an integer between 1–100. The smaller the value, the higher the 
priority.
Mode: By default, there are loose, moderate, strict, and custom modes. The first three modes are preset, representing 
different recommended categories and handling policies for bots at different risk levels in bot traffic management. 
Once modified, they become the custom mode.
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Score range: A score ranges from 0 to 100. Ten score entries can be added to each range, which is left-closed and 
right-open and cannot be overlapped. You can set a range to null, and then no action will be processed in it.
Action: You can set an action to Trust, Monitor, Redirect (to a certain website URL), CAPTCHA, or Block.

Tag: You can set a tag of Friendly bots, Malicious bots, Normal traffic, or Suspicious bots.
Friendly bots: The bot is friendly and legal for the website by default.
Suspicious bots: The system finds the access source traffic suspicious but cannot determine if it is malicious to the 
website.
Normal traffic: The access traffic is regarded as from a real user.

Malicious bots: The bot has malicious traffic and is unfriendly to the website.

Legitimate Bot

This feature allows legitimate bots (such as search engines and feed bots) to get website data so that the website can 
be normally indexed.
1. Log in to the WAF console and select Configuration center > Bot and application security on the left sidebar.
2. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 
management. 

3. In Global settings on the Bot management tab, click Configure now in the Legitimate bots module section. 

4. On the Legitimate bots page, click 

 to enable the feature. 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig


Web Application Firewall

©2013-2022 Tencent Cloud. All rights reserved. Page 23 of 112

Custom Rule

This feature allows you to precisely handle compliant crawlers and access requests with different features.
Note: 

Currently, when you are creating a scenario-based bot rule, a custom rule set has been preset for the scenario.
This feature analyzes data mainly from bot traffic analysis.
The content is for reference only and cannot be used as the standard business configuration. Web crawlers 
fall into diverse categories and generally vary by business type.

Case details

If requests cannot be blocked by setting an action score, you need to set the abnormal behavior characteristics. After 

identifying the exception in Bot traffic analysis, click Details to view the exception data and compare it with normal 
business data.
For example, if the URL duplication is  1 , the number of sessions is 100 per minute, and User-Agents are misused , 

you need to check whether there are similar requests or proxies in the business, and if not, there is a malicious attack. 
Then, you can view the exception and configure the blocking policy as follows.

Case study

1. Log in to the WAF console and click Bot traffic analysis on the left sidebar.
2. On the Bot traffic analysis page, select the target domain name in the top-left corner and select the target access 
source. You can see that the IP request is fast, there is a single URL, and the threat intelligence is IDC. 

https://console.intl.cloud.tencent.com/guanjia/tea-flowanalysis
https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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3. Click View details. In the Basic session info tab, you can view the average number of sessions per minute and 
the total number of sessions. Then, set the policy accordingly. 

4. On the Threat intelligence tab, check whether the IP has been used by a real user based on the intelligence data. 

5. On the Request feature info tab, view the request details. 
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Policy configuration

1. Log in to the WAF console and select Configuration center > Bot and application security on the left sidebar.

2. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 
management. 

3. Click the configuration page of a certain scenario and click Custom rules.
4. On the Custom rules page, click Add a configuration. Based on the above analysis, set the percentage of 
repeated URLs to a value greater than 0.7 (no other data exceeds this value during the process) and the number of 
sessions per minute to a value greater than 500. Then, click OK. 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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Note: 
 Currently, when you are creating a scenario-based bot rule, a custom rule set has been preset for the scenario.
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API Security
API Security Practice Tutorial
Last updated：2024-09-05 11:40:21

Overview

Users can enable the API security analysis feature on the Access Management Page, and observe and analyze API 
assets and risks by combining features such as API traffic analysis, API asset management, API security, event 
management, and access logs. This allows for targeted policy settings to protect website API assets and businesses 

from network attacks and infringements, preventing the sensitive data leak.

The process of API security practice tutorial is as follows:

Prerequisites

To enable API Security, you need to purchase the instance's version corresponding to WAF.
On the Access Management Page, select the domain name to be protected and enable the API Security switch.

https://console.intl.cloud.tencent.com/guanjia/tea-domain
https://intl.cloud.tencent.com/document/product/627/47799?lang=en&pg=
https://console.intl.cloud.tencent.com/guanjia/tea-domain
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API Traffic Analysis

1. Log in to the WAF Console, and choose Safe and visible > APl Analytics in the left sidebar.
2. On the APl traffic analysis page, select the corresponding domain name from the top left corner. The right side 
shows whether API Security is enabled for the current domain name.

https://console.intl.cloud.tencent.com/guanjia/tea-overview
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Display Instructions:

Field Name Description

API asset overview
Statistics on the total number of API assets under the current 
domain name and the number of assets in corresponding 
statuses.

API security risks overview Statistics on the number of risky APIs, sensitive APIs, and API 
events under the current domain name.

Asset activity status related Statistics on the ranking, quantity, and trends of active APIs and 
inactive APIs under the current domain name.

Sensitive data API related Statistics on the classification, ranking, and proportion 
distribution of sensitive APIs under the current domain name.

API event related
Statistics on the risk proportion of detected API events, ranking 
of related event numbers, event type proportions, number of 
events, and trends under the current domain name.

3. By clicking the text in the chart, you can navigate to the API asset list/API asset details page.
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API Asset Management

Users can manage and mark relevant API assets by changing the API asset status, making it convenient for 
subsequent statistics, analysis, and handling of API assets.
1. Log in to the WAF Console, and choose Asset Center > API Asset Management in the left sidebar.

2. On the API Asset Management page, select the domain name to be protected in the top left corner. The right side 
shows whether the API Security is enabled for the current domain name.

3. On the API Asset Management page, select the API for which you want to change the status, and click Asset 
Status or Status changed for the API asset.

https://console.intl.cloud.tencent.com/guanjia/tea-overview
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4. In the status changed window, modify the relevant parameters, and click Submit.

Description of the Status changed Page:

Field Name Description

Username Default to the current console account name, supporting user customization

Remarks Status note description, up to 100 characters.

Status Cover five statuses: Detected, Confirming, Confirmed, Abolished, and Ignored.
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5. On the API asset management Page, select the API asset details you want to view, and click View details in the 
Operation column.

Description of the TAB details page:

Field Name Description

API overview Access trend, access source distribution, and request feature statistics of the 
current API.

API attack overview Attack trends and statistics of top abnormal requests for the current API.

Parameter example Request data and response data of the current API.

Parameter list Parameters in the request and response data of the current API.

Associated event Associated risk event list of the current API.

Change history Status change history and remarks of the current API assets.

Event Management

Users can manage and mark relevant API assets by changing the API asset status, making it convenient for 
subsequent statistics, analysis, and handling of API assets.
1. Log in to the WAF console, and choose Event Management > API security events in the left sidebar.
2. On the API security events page, select the domain names to be protected in the top left corner. The right side 
shows whether API Security is enabled for the current domain name.

3. In the event overview page, you can view the total number of current events and number of events in each status.

https://console.intl.cloud.tencent.com/guanjia/tea-overview
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4. In the event list page, select the event status you want to change, and click Status or Status changed of the 
event.

5. In the status changed window, modify the relevant parameters, and click Submit.

Description of the Status changed Page:

Field Name Description

Username Default to the current console account name, supporting user customization

Remarks Status note description, up to 100 characters.

Status Detected: Detected and unconfirmed API events.
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Handling: API event with risks being confirmed and related rules being configured. 
This status includes processing suggestions for the event type (CC/access 
control/BOT, etc.), and appropriate rules can be added with one click.
Confirmed: API events with risks confirmed and handling rules added.
Ignored: Confirm as not required to be handled and ignore it.
Disabled: Observe the access traffic and attack traffic situation, confirming that the 
event can be completely closed.

6. On the Event Management page, select the target event, and click View details to enter the Details page.
7. On the Event details page, the information such as the basic information of the event, suggestions, added rules, and 
change history will be displayed.
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Description of the Details Page:

Field Name Description

Basic information Information on the current event including event ID, event type, associated API, domain 
name, occurrence time, update time, and event details.

Suggestions Suggestions for handling the current event type (CC, access control, and bot, etc.).

Added rules Existing access control rules.

Attack source details Details of the attack source and related operations for the current event.
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Change history History of status changes for the current event.
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WAF Working with API Gateway
Last updated：2023-12-29 14:53:05

This document describes how to configure WAF to protect APIs on API Gateway.

Prerequisite

You have activated WAF.
You have published an API on API Gateway as instructed in Getting Started.

Directions

Step 1. Bind a custom domain name in the API Gateway console

For more information about how to bind a custom domain name in the API Gateway console, see Configuring a 
Custom Domain Name .
Note
When a custom domain name is bound to API Gateway, the system will check whether you have configured CNAME 
and resolved it to the service subdomain name. Therefore, you need to configure CNAME and resolve the custom 

domain name to the subdomain name of API Gateway, modify the DNS record, and point the custom domain name to 
the WAF CNAME domain name.

Step 2. Configure WAF

1. Log in to the WAF console and select Connection Management on the left sidebar.
2. On the page that appears, click Add domain name. 

3. Configure required parameters and click OK. 

https://buy.intl.cloud.tencent.com/buy/waf
https://intl.cloud.tencent.com/document/product/628/34889
https://intl.cloud.tencent.com/document/product/628/11791
https://console.intl.cloud.tencent.com/guanjia/tea-overview
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4. The domain name should  now be in the No CNAME records added status. 
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Step 3. Modify the CNAME record

1. Modify the CNAME record at your DNS service provider and resolve the custom domain name to the WAF domain 
name.

2. Log in to the WAF console, select Connection Management on the left sidebar and then the Domain names tab.

https://console.intl.cloud.tencent.com/guanjia/tea-overview
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API Capacity Protection
Last updated：2023-12-29 14:53:17

Why capacity protection is necessary for APIs?

APIs are designed for automated scheduling and thus vulnerable to network attacks caused by automated scheduling.
Attackers attempt to use replays to automatically send volumes of business traffic with different authentication 
credentials, resulting in data leakage.

By using automated tools to launch Layer-7 DDoS attacks, attackers initiate continuous requests and occupy the 
bandwidth of the server and upstream and downstream computing and storage resources, resulting in business 
instability.
Fuzz testing tools can be also used to conduct targeted attacks and bypass security measures.
In addition, attackers can write automated programming tools to perform resource exhaustion attacks.

Given these threats, APIs can be protected by the following modules.
API capacity protection
API security protection
API asset management
API lifecycle management

This article describes how to implement API capacity protection. Note that during the development lifecycle, the API 
system stability can be protected and boosted by using caching, downgrading, and rate limiting measures.
Cache
Degrade
Rate limits

Increase system access speed and system processing capacity.
When the service or the core process is affected, temporarily block the API access, and unblock after the peak time or 
the problem is solved.
The system is protected by limiting the rate of concurrent access requests or the rate of requests within a time 
window. Once the rate limit is reached, services can be denied, queued or waited, and downgraded.

Although these effective protection measures can be implemented in the process of development, operation and 
deployment, they are too cost-consuming and throughout the lifecycle of API security, it is necessary to provide API 
capacity protection for all API assets.
Therefore, adjustments need to be made for each API, leading to exponentially increased workload. You can quickly 
protect the capacity of business APIs with the following methods.
Note

API analytics is currently in beta and only supports 3 domain names. Submit a ticket if you need to use it.

https://console.intl.cloud.tencent.com/workorder/category?step=0&source=14
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How to protect the capacity of APIs?

When protecting API capacity, in addition to the measures described above, you can also use the API capacoty 
module in WAF. This article explains the following 9 methods for target APIs.

Protection Method Description

API content caching Cache static API resources.

API access downgrade Block API exceptional traffic to protect business system stability.

API rate limiting Limit the overall access request rate of the API.

API scheduling rate limiting Limit the access speed of the client scheduling API.

Protection for API sensitive calls Protect sensitive APIs from scheduling abuse and ensure no data 
breach.

Protection for API resources Protect API resources from being overused.

Protection for key APIs Perform 2FA/MFA authentication when key APIs are scheduled.

API signature verification Verify that the client is a real client for access.

API exception scheduling 
protection

Protect the API from being accessed by abnormal resources.

API Content Caching

Public APIs are frequently called to return content using a lot of resources. If the content will not be continuously 

updated for a period of time, the content can be cached to reduce computing and bandwidth resources of the API 
server.
Here you can use the Web tamper protection module in Basic Security to quickly cache the API content.
1. On the page displayed, click Add rule, and the rule adding window will pop up.
2. In the pop-up window, configure relevant fields and click OK. 

https://console.intl.cloud.tencent.com/guanjia/tea-baseconfig
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Field description:
Rule name: The rule name can be up to 50 characters. You can search for rules by name in attack logs.

Page path: Path of the page to be protected from tampering. You need to enter a specific URL rather than a path.
Note
The specified page is limited to static resources such as .html, .shtml, .txt, .js, .css, .jpg, and .png.
After the rule is added, when a user accesses this page for the first time, WAF will cache the page, and subsequent 
access requests will be directed to the WAF-cached page.

3. After the tamper protection rule is added, it will be enabled by default.

API Rate Limiting

API rate limiting involves two parts:

Limiting API speed

If API speed limits are imposed on the server, some clients may be unable to access business. When APIs are 
attacked by a large amount of traffic and the API speed is limited on the backend, most of the access traffic will be 
considered exceptional and blocked. So it is recommended to limit the client calls.

Limiting API calls

The API calls allowed for each client can be restricted through CC protection and bot management.

CC protection settings

With CC protection, you can set the overall access frequency of each client. Once the client exceeds the expected 
limit, it will be handled as configured.
1. On the CC protection page, click Add rule.

https://console.intl.cloud.tencent.com/guanjia/tea-baseconfig
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2. In the Add rule window displayed, configure the parameters and click OK. 
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Bot management settings

Go to Bot management > Bot protection, configure the average session speed to control the continuous access 
speed of each client.
1. In the Scene management module, view the target scene by clicking View configuration.

2. Click Add rule, configure parameters, and click OK. 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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Session settings

With the dramatically growing number of IPv4 IPs in the current network, many IP operators have started using a NAT 
IP, which allows multiple business clients to use one public IP. If rate limits are only enforced on business IPs that 

share one NAT IP, IP rate limiting can be easily triggered with false positives. However, restricting the number of 
requests made will be much less effective if the rate limits are set too high.
Therefore, you can configure session settings, which can automatically distinguish different clients under the 
same IP and impose business rate limits for a single client.
Session settings

1. Log in to the WAF console and select Basic Security on the left sidebar.
2. On the basic security page, select the target domain name in the top-left corner and click CC protection. 

https://console.intl.cloud.tencent.com/guanjia/tea-overview
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3. In the Session settings module, click Set.
4. Configure parameters and click OK. 
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Parameter description:
Session position: Select HEADER, COOKIE, GET, or POST, where GET and POST are HTTP request parameters 

rather than HTTP headers.
Match mode: Except HEADER (only supports position match), all support matching by string pattern or position.
Session ID: The identifier of the session. It can be up to 32 characters.
Start position: Specify the start of the string or the position. It is an integer between 1 and 2048 and only up to 128 
characters can be extracted.

End position: Specify the end of the string or the position. It is an integer between 1 and 2048 and only up to 128 
characters can be extracted.
Conversation settings
1. Navigate to Bot management > Advanced settings, click Configure now. 

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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2. On the session management page, click Add a configuration, configure parameters and click OK.
Note

A token ID should be a continuous tracking ID, such as the value of  set-cookies  after login.

Parameter description:
Token location: Select HEADER, COOKIE, GET, or POST, where GET and POST are HTTP request parameters 

rather than HTTP headers.
Token ID: The identifier of the Token.

Limiting API calls

Each sensitive API should have a limit on the number of calls. For example, if the SMS API service is not rate-limited, 
the APIs could suffer abusive consumption and incur excessive charges. If these sensitive APIs are verified by 
2FA/MFA or other authentication techniques before being called, abnormal API scheduling can be effectively reduced.
You can limit API calls in Bot management > Bot protection.

Performing authentication before sensitive API calls

https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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Limiting the total API calls per client can make within a session



Web Application Firewall

©2013-2022 Tencent Cloud. All rights reserved. Page 50 of 112

How to authenticate the client access to APIs?

There are many ways to verify the client's signature, including but not limited to:
Mutual TLS authentication.

Client signature verification.
Client challenge authentication.
Authentication can be enhanced by applying mTLS and client signature challenges, etc.
Meanwhile, browser bot defence can be enabled in WAF to authenticate API data on the client side. For more details, 
see Client Risk Identification. 

https://intl.cloud.tencent.com/document/product/627/47808
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API Data Security and Enhancement
Last updated：2023-12-29 14:53:30

APIs allow all computer platforms and operating systems to access data in different formats, such as tracking APIs 
that can enable users to track the location of goods purchased online.
Many organizations focus more on fast delivery of APIs and applications rather than safeguarding security, 

contributing to API attacks and data breaches in recent years.
The table lists three API call scenarios:

API Type Description Security Status Quo

Public API

Public APIs are exposed on the 
Internet, allowing anyone to access 
services from anywhere. Callers can 
schedule data and processes by 
passing necessary fields into APIs. 
Such APIs require the highest level of 
security and usability monitoring.

While there are few restrictions on public APIs, such 
as authorization restrictions, loopholes are frequent to 
detect in business authentication logic, and attackers 
prefer to target and bypass these APIs through 
automated fuzz testing and targeted testing.

Internal 
API

Internal APIs are usually deployed and 
operated in a data center or private 
cloud network for internal use, mainly 
for operation management and internal 
services.

Using internal APIs has more restrictions, such as 
authentication restrictions, with low authentication 
and security strength. Such APIs are vulnerable to 
targeted attacks and thus have become the culprit for 
data breaches.

Channel 
API

Channel APIs are usually deployed 
and operated in a data center or 
private cloud network, providing 
specific external partners and 
suppliers with limited access to 
internal APIs to extract and manage 
data. Such APIs are more sensitive to 
data leakage than data extraction.

The access control level is higher than internal APIs 
but lower than external APIs. It’s the same case with 
security control, which is guaranteed mainly through 
API gateway. When supply chain attacks happen, 
channel APIs are easily utilized for data abuse due to 
the lack of monitoring and supervision mechanisms.

Why API Sensitive Data Discovery Matters

According to the Salt Labs State of API Security Report, Q1 2023, 43% considered zombie APIs the most concerning 
API security risk and 22% were worried about account takeover/abuse; 83% lacked confidence in organizations’ API 

inventory.
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Enterprises are so concerned about API assets as security risks are often hidden in the unknown zombie APIs, 
unknown shadow APIs, and unknown sensitive data exposure, all rooted in the lack of comprehensive asset visibility. 

Through such APIs, attackers are likely to launch targeted attacks to extract and expose sensitive data, and even 
expand the attack surface to gain unauthorized access to servers and databases.

Even if enterprises have begun managing zombie APIs, zombie parameters can be easily overlooked and pose a 
huge security threat. Zombie parameters may exist in APIs and can be called by attackers even though they are not 

exposed in the API release. Common zombie parameters include debugging parameters and system property 
parameters configured during the development and testing cycle. Once attackers successfully exploit vulnerabilities 
such as batch allocation to obtain unauthorized responses, enormous amounts of business data and user data can be 
easily collected.

Directions

Step 1: Discover API assets

1. Log in to the WAF console and select API Analytics on the left sidebar.
Notes

API Analytics is currently in beta testing and only supports 3 domain names. To use this feature, submit a ticket.
2. On the page that appears, select a domain name to protect and toggle on the switch 

. 

3. When it's on, you can view related information on the API details page. 

https://console.intl.cloud.tencent.com/guanjia/tea-overview
https://console.intl.cloud.tencent.com/workorder/category?step=0&source=14
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Step 2: Enhance API security

1. On the Basic Security page, select the API security tab and create rules. 

https://console.intl.cloud.tencent.com/guanjia/tea-baseconfig
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2. On the CC protection tab, configure capacity protection settings based on relevant APIs. 

3. On the Access control tab, click Add rule to implement protection for sensitive operations based on relevant 
APIs. 
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4. On the Bot and Application Security page, configure settings to detect API behavior exceptions. 
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Step 3: Manage API lifecycle

1. Keep track of the number and status of APIs. 

2. Detect updates of API parameters. 



Web Application Firewall

©2013-2022 Tencent Cloud. All rights reserved. Page 58 of 112

3. Reprocess APIs when they are no longer in use. 
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API Exposure Management
Last updated：2023-12-29 14:53:43

Background

Though most of today's digital experiences are empowered by APIs, API security remains a top concern for most 
CISOs. With the spread of digital transformation across industries and the rise of malicious threats targeting APIs, 
there is a big gap between API security and actual needs, leaving organizations plagued by incomprehensible attack 

surfaces and a lack of proper security measures.
APIs are now at the center of digital experience, giving support for core features of mobile and web applications, 
micro-service architecture and regulations. According to Akamai's statistics, API requests account for 83% of all 
application requests and the number of hits is expected to reach 42 trillion in 2024. However, APIs have become a 
prime target for attackers as they are more vulnerable to attacks compared with traditional web forms. A prediction 

from Gartner that API abuse would be the most common attack type by 2022 also highlights the seriousness of API 
security issues, which arise from these challenges:

Migrating applications to the cloud increases attack surfaces

As cloud computing has come into widespread use, SaaS applications are increasingly migrated to the cloud and 
reaching more users, exposing APIs to the cloud. Compared with traditional data centers working in a single-point 
mode, both East-West and North-South traffic may become the attack surface of APIs.

API security is neglected to fuel innovation

Agile development is a popular method that focuses on individuals and interactions, working software, customer 

cooperation and response to changes. Although innovation efficiency and flexibility are increased, proper measures to 
ensure API security are ignored when building software.

Attack risks are incurred due to API invisibility

Since APIs are written by programmers, few people realize the existence and maintenance. On the other hand, 
unprotected APIs are vulnerable to attacks that could be triggered by network traffic, reverse code, and security 
vulnerabilities.

Security measures are missing due to underestimation of API risks

The likelihood and impact of API risks are seriously underestimated when running applications and thus APIs 
including third-party APIs are not adequately protected.
To implement API governance, proper management of API assets and attack surface need to be prioritized.
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About API Exposure

API exposure can be classified into two types:

Type Description

Data exposure through APIs

Data exposure occurs through internal APIs.

Data exposure occurs through partner APIs.

Data exposure occurs through zombie APIs.

Data exposure occurs through external APIs.

Data exposure occurs through trial APIs.

Data exposure through parameters
Data exposure occurs through sensitive parameters in APIs.

Data exposure occurs through backend parameters in APIs.

API exposure makes way for attackers to exploit insufficiently protected APIs, leading to unexpected security incidents 

such as data and permission leakage and API abuse.
Meanwhile, sensitive and backend parameters in open APIs can also be easily targeted and utilized by attackers.

Detecting API Exposure

1. Reduce risk exposure by automatic identification of API call relationships and comprehensive and continuous 
inventory of all APIs.
2. Reduce data exposure by continuous monitoring of sensitive data flows and custom sensitive data detection.

3. Identify unsafe operations by continuous sorting of access accounts and multi-dimensional recording of their 
behaviors.

The cornerstone of exposure detection is API discovery, which can be achieved using API Analytics. It enables you to 
discover and manage APIs, monitor exposure surface as well as view comprehensive information about sensitive 
assets (such as tag, risk level and status).

Note
API Analytics is currently in beta testing and only supports 3 domain names. To use this feature, submit a ticket.

https://console.intl.cloud.tencent.com/guanjia/tea-apianalysis
https://console.intl.cloud.tencent.com/workorder/category?step=0&source=14
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API Behavior Control
Last updated：2023-12-29 14:53:54

Background

Thriving in the era where everything can be an API, it is necessary to know how to quickly deliver products and 
services in response to customer needs for digital enterprises. Meanwhile, APIs provide access to increasingly 
complex applications and massive sensitive data, so they’ve become a primary target for hackers.

In recent years, many well-known international enterprises have suffered a huge blow due to negligence with API 
security. There has been a 681% increase in attackers in the past 12 months, and 95% of organizations have 
experienced API security incidents, according to the State of API Security Report Q1 2022 released by Salt Labs. 
However, most organizations are not prepared to deal with these challenges, with over a third (34%) having no API 
security strategy.

Using APIs involves the transfer of large amounts of data. Through WAF, you can secure data access by categorizing 
and desensitizing data, and prevent data theft by identifying data leakage and blocking abnormal access and 
connection.

Exceptional API Behaviors

Launch attacks without obvious features.
Abnormal access to services.
Transfer of large amounts of data.

Access from abnormal sources.
Exploit outdated or zombie APIs.
Overexpose data.

Handling API Exceptions

Detecting and investigating abnormal API access behaviors is the best way to find and fix security vulnerabilities in 
daily security operations. In the WAF console, you can use API Analytics and Bot Analytics to quickly identify API 

exceptions, so as to enable rapid closed-loop security operations
Note
API Analytics is currently in beta testing and only supports 3 domain names. To use this feature, submit a ticket.
Detect and investigate API abnormal access behaviors as follows:

https://console.intl.cloud.tencent.com/guanjia/tea-overview
https://console.intl.cloud.tencent.com/workorder/category?step=0&source=14
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1. Detect exceptional requests.
On the Attack Logs page, identify abnormal access behaviors in logs and track their activity.
On the API Analytics page, identify abnormal APIs, check API logs and track their activity.

On the Bot Analytics page, identify API access requests assigned with abnormal scores and track their activity.
2. Get the unique UUID of the abnormal access request and examine the incident scope by the UUID. 
  After Access Logs is enabled, each log entry has a unique UUID, which allows you to analyze and track user 
activity, API access logs as well as bot behaviors.
3. Identify typical user behavior anomalies. 

 User access behaviors are inconsistent across different APIs. For instance, it is highly likely to cause an exception to 
login APIs when there are too many access attempts.
4. Identify whether there are any exceptions from access. 
 Check whether the access source and login location is abnormal and whether the calls are made from the business 
side.
5. Identify whether there are any exceptions from returned content.

Check whether the accessed parameters (such as body size) are exceptional.
Check whether the returned content is exceptional.
6. Check the relevant API and user information. 
 Handle exceptions after identifying abnormal access behaviors, user and API information.

https://console.intl.cloud.tencent.com/guanjia/tea-attacklog
https://console.intl.cloud.tencent.com/guanjia/tea-pianalysis!ca9a0039575d9fe89f2b7505b7636d42
https://console.intl.cloud.tencent.com/guanjia/tea-flowanalysis
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Integration
Combined Application of WAF and Anti-DDoS
Pro
Last updated：2023-12-29 14:54:08

Scenarios

Web Application Firewall (WAF) is able to defeat CC attacks. WAF can work with Anti-DDoS Pro to provide an all-out 
protection against non-HTTP requests.
With DDoS protection capability of hundreds of Gbps, Anti-DDoS Pro can easily deal with DDoS attacks and ensure 

the availability of your business.
WAF can block web attacks in real time to ensure the security of your business data and information.

Directions

Step 1. Configure WAF

1. Log in to the WAF Console and select Instance Management -> Instance List on the left sidebar to enter the 
instance list.
2. On the page, select an instance, and click Domain Name Connection to add a domain name.

img

3. On the domain name connection page, click Add Domain Name and configure the following parameters as 
needed:
Domain Name Configuration
Domain Name: enter the domain name to be protected.
Web Server Configurations: select a protocol type and port as needed.

Enable HTTP 2.0: select according to your situation.
Server Port: select according to your situation.

https://console.intl.cloud.tencent.com/guanjia/waf/overview
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Origin Server Address: enter the real IP address of the origin server of the website to be protected, which is the public 
IP of the origin server.
Other Configurations

Proxy: select "No". If WAF works with Anti-DDoS Advanced, select "Yes".
Enable WebSocket and Load Balancer: select according to your situation.
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Note: 
 If the real server has multiple intermediate IPs, choose a load balancing strategy as needed. The round-robin strategy 
will distribute requests of the source IP across real servers in order, while the IP hash strategy will forward requests of 

the source IP to the same real server. Round-robin is used by default.
4. After the configuration, click Save.
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Step 2. Configure Anti-DDoS Pro

1. Log in to Anti-DDoS Pro Console and select Anti-DDoS Pro > Service Packs on the left sidebar.
2. Select a region of the target Anti-DDoS Pro instance and click Protected Resource on the right of the instance.

img

3. Select "Web Application Firewall" as the resource type, and set the IP address of the WAF instance.
Note: 
 For a CLB WAF instance, select "Load Balancing" as the resource type, and set the public IP address of the instance.

https://console.intl.cloud.tencent.com/dayu/bgp_v2
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4. After you complete the configuration, click OK.
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Applying for and Using Free HTTPS
Certificates
Last updated：2023-12-29 14:54:19

Prerequisites

WAF supports the configuration and protection of HTTPS access to domain names. If your website has not been 
altered for the HTTPS protocol, you can apply for a DV certificate free of charge in the SSL Certificate Service 
console. After your application is approved, you can associate the certificate in the WAF console and then easily 

implement access and client connection to the entire website over HTTPS without modifying the real server.

Associating HTTPS Certificate

1. Log in to the WAF console and select Instance management > Instance list on the left sidebar.
2. On the Instance list page, select the target instance and click Domain name connection. 

3. On the Domain name connection page, click Add domain name.

4. In Server configuration of the domain name configuration, select HTTPS. In Certificate configuration, click 
Associated certificate.
Note: 
The certificate format should be PEM and the content should be text.

https://console.intl.cloud.tencent.com/ssl
https://console.intl.cloud.tencent.com/guanjia/tea-instance-new
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5. Select Tencent Cloud-managed certificate as the Certificate source. Then, WAF will automatically associate 
an available certificate of the domain name. After the configuration is completed, click Save. 

6. Enable HTTPS forced jump and select the HTTP access protocol above. Select HTTP for HTTPS origin-pull 
method and set other parameters as needed; then, your website will support HTTPS access.
Note: 
 To enable HTTPS forced jump, you need to select both HTTP and HTTPS access protocols.
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Obtaining Real Client IPs
Last updated：2023-12-29 14:54:31

Getting Real Client IP in WAF

WAF uses a reverse proxy to protect your website. When you access a WAF-protected domain name, a  X-

Forwarded-For  record will be added to the HTTP header field to record your real IP, such as  X-Forwarded-

For:user IP . If the accessed domain name has proxies at multiple levels, WAF will record the IP of the proxy 

server just before WAF, for example: 
Scenario 1: User > WAF > real server, with  X-Forwarded-For  recorded as  X-Forwarded-For:user's 

real IP  

Scenario 2: User > CDN > WAF > real server, with  X-Forwarded-For  recorded as  X-Forwarded-

For:user's real IP,X-Forwarded-For:CDN origin-pull address 

Note: 
In scenario 2, you need to select Yes for Use proxy when adding a domain name in WAF. After the proxy is 
connected, the client IP may be forged, but this will not be the case if Tencent Cloud CDN is used, as it will reset the 
 X-Forwarded-For  information and enter only the client IP it has obtained. (If a proxy is used, attackers can 

launch attacks only if they can send requests directly to the WAF VIP address. When the proxy is connected, the WAF 
VIP address cannot be detected by users. Be sure to keep the WAF VIP confidential.)

For more information on CLB WAF connection, see Obtaining Real Client IPs over IPv4 CLBs.
Below are commonly used  X-Forwarded-For  configuration schemes for application servers:

IIS 7 Configuration Scheme
Apache Configuration Scheme
NGINX Configuration Scheme

IIS 7 Configuration Scheme

1. Download and install the F5XForwardedFor plugin module, copy  F5XFFHttpModule.dll  and 

 F5XFFHttpModule.ini  in the  x86\\Release  or  x64\\Release  directory based on your server OS to a 

certain directory (such as  C:\\F5XForwardedFor ), and make sure that the IIS process has read permission to 

this directory.
2. Select IIS Server and double-click Modules.

3. Click Configure Native Modules.
4. In the pop-up box, click Register.
5. Add the downloaded DLL files.

https://console.intl.cloud.tencent.com/guanjia/waf/config/add
https://intl.cloud.tencent.com/document/product/214/3728
https://devcentral.f5.com/s/articles/x-forwarded-for-log-filter-for-windows-servers
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6. After adding the files, check them and click OK.
7. Add the above two DLL files in "ISAPI and CGI Restrictions" and set the restrictions to "Allow".
8. Restart the IIS server for the configuration to take effect.

Apache Configuration Scheme

1. Install the Apache "mod_rpaf" module using the following commands:

wget http://stderr.net/apache/rpaf/download/mod_rpaf-0.6.tar.gz

tar zxvf mod_rpaf-0.6.tar.gz

cd mod_rpaf-0.6

/usr/bin/apxs -i -c -n mod_rpaf-2.0.so mod_rpaf-2.0.c

2. Modify the Apache configuration file  /etc/httpd/conf/httpd.conf  by adding the following to the end of the 

file:
<pre>

LoadModule rpaf_module modules/mod_rpaf-2.0.so
RPAFenable On
RPAFsethostname On
<font color="red">
RPAFproxy_ips IP   // The IP address is the origin-pull IP address of the WAF-protected domain name. You can view 
it in the protected domain name list in the <a href="https://console.intl.cloud.tencent.com/guanjia/waf/config">WAF 

console</a> or in the backend logs of the server. You only need to enter all the IP addresses that need to be viewed.
RPAFheader X-Forwarded-For
</font>
</pr>
3. After adding the above content, restart Apache.

/usr/sbin/apachectl restart

NGINX Configuration Scheme

1. You can use  http_realip_module  to get the real client IP when NGINX is used as the server. However, this 

module is not installed in NGINX by default, so you need to recompile NGINX to add  --with-

http_realip_module . The code is as follows:

wget  http://nginx.org/download/nginx-1.14.0.tar.gz 

tar  zxvf nginx-1.14.0.tar.gz 
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cd nginx-1.14.0

./configure --user=www --group=www --with-http_stub_status_module --without-http-ca

make

make install

2. Modify the  nginx.conf  file.

vi /etc/nginx/nginx.conf

Modify the content in red as shown below:
<div class="code">
<p>

</p>
<pre>  
fastcgi connect_timeout 300;
fastcgi send_timeout 300;
fastcgi read_timeout 300;
fastcgi buffer_size 64k;

fastcgi buffers 4 64k;
fastcgi busy_buffers_size 128k;
fastcgi temp_file_write_size 128k;
<font color="red">
set_real_ip_from IP;   // The IP address is the origin-pull IP address of the WAF-protected domain name. You can 

view it in the connected domain name list in the <a 
href="https://console.intl.cloud.tencent.com/guanjia/instance/domain">WAF console</a>.
real_ip_header X-Forwarded-For;
 </font>
</pre>

</div>
3. Restart NGINX.
<pre>
service nginx restart
</pre>
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Replacing Certificate
Last updated：2023-12-29 14:54:43

Overview

When users visit your website with an expired certificate, there will be a warning sign displayed; if an API has been 
called by your domain name, an error will be reported. To avoid business interruption, update your certificate on the 
console in a timely manner.

Directions

Example 1: External certificate

1. Log in to the WAF console and select Asset center > Domain name list on the left sidebar.
2. On the Domain name list page, select the target domain name and click Edit. 

3. On the Edit domain name page, click Reassociate in Server configuration to pop up the Certificate 
configuration window. 

https://console.intl.cloud.tencent.com/guanjia/tea-domain
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4. In the Certificate configuration pop-up window, select External certificate for Certificate source, enter the 
certificate and private key, and click OK. 
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Example 2: Tencent Cloud-managed certificate

1. On the Domain name list page, select the target domain name and click Edit. 

https://console.intl.cloud.tencent.com/guanjia/tea-domain
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2. On the Edit domain name page, click Reassociate in Server configuration to pop up the Certificate 
configuration window. 



Web Application Firewall

©2013-2022 Tencent Cloud. All rights reserved. Page 79 of 112

3. In the Certificate configuration pop-up window, select Tencent Cloud-managed certificate for Certificate 
source and click OK.
Note: 
 This method only applies to certificates that have been uploaded to SSL Certificate Service.

Certificate Validity Check

You can check the effective and expiration dates of the certificate by accessing the domain name via a browser. If the 
certificate does not take effect, contact us for help.

https://intl.cloud.tencent.com/contact-us
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Protection Configuration
Setting CC Protection
Last updated：2023-12-29 14:55:00

This document describes how to configure CC protection in the WAF console.

Overview

CC protection enables access protection for specified URLs, which supports emergency CC protection and custom 
CC protection policies.

Note: 
 Emergency CC protection and custom CC rules cannot be enabled at the same time.

Directions

Example 1: Emergency CC protection settings

Note: 
Emergency CC protection is disabled by default. Before enabling it, make sure that the custom CC rule feature is 
disabled.

1. Log in to the WAF console and select Basic security on the left sidebar.
2. On the Basic security page, select the target domain name in the top-left corner and click CC protection. 

https://console.intl.cloud.tencent.com/guanjia/tea-overview
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3. In the emergency CC protection module, click 

 on the right of the status and confirm the operation to enable emergency CC protection.

Note: 
After emergency CC protection is enabled, if a website is under massive CC attacks (with a website QPS of 1000 or 
above), the protection will be automatically triggered. If there are no specific protection paths, we recommend enabling 
emergency CC protection. As there may be some false alarms, you can enter the blocklist/allowlist in the console to 
add blocked IPs to the allowlist.

If there are specific protection paths, we recommend using custom CC rules.

Example 2: Access source IP-based CC protection settings

An IP-based CC protection policy can be directly configured without setting SESSION.
1. Log in to the WAF console and select Basic security on the left sidebar.
2. On the Basic security page, select the target domain name in the top-left corner and click CC protection. 

https://console.intl.cloud.tencent.com/guanjia/tea-overview
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3. On the CC protection page, click Add rule. 

4. In the Add rule pop-up window, enter the rule details.
Note: 
If IP is selected as the recognition mode, after the rule is triggered for blocking, the IP will be blocked across the entire 
website (i.e., the IP will be blocked when accessing other URLs). But if SESSION is selected, blocking will not be 
global.
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Parameter description:
Rule name: Custom name, which can contain up to 50 characters.
Identification method: IP or SESSION.

Match method: Equal to, Prefix match, or Include.
Advanced match: Filters access with GET and POST form parameters to control the frequency in a more refined 
manner and increase the hit rate.
Match field: Specifies the request method, which can be GET or POST.
Parameter name: Parameter name in a request field, which can contain up to 512 characters.

Parameter value: Parameter value in a request field, which can contain up to 512 characters. 
  Note: The three test entries for GET request are as follows: a=1&b=11, a=2&b=12, a=&b=13.
If the parameter name of a GET configuration is  a , and the parameter value is  1 , then  1  will be hit.

If the parameter name of a GET configuration is  a , the parameter value is  \\* , then  1 ,  2 , and  3  will be 

hit.
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Access frequency: Set the access frequency based on your business, for which a value 3 to 10 times the common 
number of access requests is recommended. For example, if your website is accessed averagely 20 times per minute, 
you can configure the value to 60 to 200 times per minute or adjust it according to the attack severity.

Action: Observe, CAPTCHA, or Block.
Penalty duration: One minute to one week.
Priority: Enter an integer between 1 to 100. A smaller integer indicates a higher action priority for a rule. When the 
priority is the same, the later a rule is created, the higher its priority.

Example 3: Session-based CC protection settings

CC protection based on session access frequency effectively resolves false positive problems that may occur when 

the same IP egress is used by multiple users in office buildings, stores, supermarkets, and other public Wi-Fi 
networks.
Note: 
SESSION must be set before using the session-based CC protection policy. The step 1 to 4 are SESSION setting 
directions.
1. Log in to the WAF console and select Basic security on the left sidebar.

2. On the Basic security page, select the target domain name in the top-left corner and click CC protection. 

3. In the Session setting module, click Set to set the session dimension information. 

https://console.intl.cloud.tencent.com/guanjia/tea-overview
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4. In the Session setting pop-up window, enter the required information. In this example, a cookie is used as the test 
object, whose Session ID is  security , Session start is  0 , and Session end is  9 . After completing the 

settings, click OK. 
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Parameter description:
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Session location: COOKIE, GET, or POST. Here, GET and POST are HTTP request content parameters rather than 
HTTP header information.
Match: Location match or String match.

Session ID: Session ID of up to 32 characters.
Session start: Location where string or location match starts. It is an integer between 0 and 2048.
Session end: Location where string or location match ends. It is an integer between 1 and 2048 and can contain up to 
128 characters.
GET/POST example: Assume that the complete parameter content in a request is  key_a = 124&key_b = 

456&key_c = 789 , then:

In string match mode, if the session ID is  key_b = , and the end character is  & , then the matched content will be 

 456 .

In location match mode, if the session ID is  key_b , the session start is  0 , and the session end is  2 , then the 

matched content will be  456 .

Cookie example: Assume that the complete cookie content in a request is  cookie_1 = 123;cookie_2 = 

456;cookie_3 = 789 , then:

In string match mode, if the session ID is  cookie_2 = , and the end character is  ; , then the matched content 

will be  456 .

In location match mode, if the session ID is  cookie_2 , the session start is  0 , and the session end is  2 , then 

the matched content will be  456 .

5. Click Test to test the session information. 

6. Go to the SESSION settings page and set the content to  security = 0123456789 . Then, WAF will use the 

10 characters following  security  as the session ID. You can also delete or reconfigure the session information. 
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7. Set a session-based CC protection policy as instructed in Example 2, but select "SESSION" as the recognition 
mode.

Note: 
If GET is selected as the session location in a rule, access with the same session information instead of the IP 
information will be blocked.
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7. After the configuration is completed, the session-based CC protection policy will take effect.
Note: 

If you use session-based CC protection, you cannot view IP blocking information in the IP blocking status section.
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Connecting Frontend-Backend Separated Site
to WAF CAPTCHA
Last updated：2023-12-29 14:55:13

You can connect WAF CAPTCHA to frontend-backend separated sites or app sites to dynamically send CAPTCHAs 
from such sites.
You can connect a frontend-backend separated site to the WAF CAPTCHA process to dynamically verify human 

operations for the site in various scenarios, including custom rule hit, CC attack protection, and bot traffic 
management. Both iOS and Android apps are connected through web frontend HTML5.

Prerequisites

 You have purchased WAF (Premium or higher) and connected to it. 

How to Detect

This feature dynamically checks whether the packets returned from the server contain the CAPTCHA fields delivered 
by WAF, and if so, it will render the CAPTCHA at the top floating layer to connect the frontend-backend separated site 

or app to WAF CAPTCHA.

Directions

Below is the sample code for WAF CAPTCHA connection (with Axios as an example). You can refer to the following to 
connect a frontend-backend separated site to WAF CAPTCHA based on your actual use case:
1. Add interceptors to the Axios response.

  // Regexes related to WAF CAPTCHA `seqid`

const sig_data = /seqid\\s=\\s"(\\w+)"/g

const waf_id_data = /TencentCaptcha\\((\\'\\d+\\')/g

const service = axios.create({ 

 baseURL: '/api',

 timeout: 10000, 

 withCredentials: true

});

https://intl.cloud.tencent.com/document/product/627/47799
https://intl.cloud.tencent.com/document/product/627/18635
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service.interceptors.response.use((response)=>{

 const res = response.data;

 if(res.code === 0){

   return res;

 }else{

   // Capture the error and render the CAPTCHA

   const matches = sig_data.exec(res);

   if(matches){

     // Display the CAPTCHA

     let seqid = matches[1];      

       const wid_matches = waf_id_data.exec(res);

     let wid = wid_matches[1]

     var captcha = new TencentCaptcha(wid, function(res){

       var captchaResult = []

       captchaResult.push(res.ret)

       if(res.ret === 0){

           captchaResult.push(res.ticket)

           captchaResult.push(res.randstr)

           captchaResult.push(seqid)

       }

       var content = captchaResult.join('\\n')

       axios.post(

         "/WafCaptcha",content

       ).then().catch();

     });

     captcha.show()

   }else{

     return res;

   }   

 }

},()=>{});

export default service;

Vue.prototype.$axios = service;

2. Add the Axios response with added interceptors during API call.

getTopic:function(){

this.$axios.get("/api.php").then(res => {

 this.topic = res

});

}

3. Import the CAPTCHA script globally by adding  <script 

src="https://ssl.captcha.qq.com/TCaptcha.js"></script> to public/index.html .
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<!DOCTYPE html>

<html lang="">

<head>

 <meta charset="utf-8">

 <meta http-equiv="X-UA-Compatible" content="IE=edge">

 <meta name="viewport" content="width=device-width,initial-scale=1.0">

 <link rel="icon" href="<%= BASE_URL %>favicon.ico">

 <title><%= htmlWebpackPlugin.options.title %></title>

</head>

<body>

 <noscript>

 <strong>We're sorry but <%= htmlWebpackPlugin.options.title %> doesn't work proper

 </noscript>

 <script src="https://ssl.captcha.qq.com/TCaptcha.js"></script>

 <div id="app"></div>

 <!-- built files will be auto injected -->

</body>

</html>

4. After entering the above code, compile and deploy it on the server.

5. Configure a custom rule in WAF and use an async request to check whether the current page pops up the 
CAPTCHA window. 
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Setting WAF Exception Alarms in TCOP
Last updated：2024-09-05 11:35:52

This document introduces how to configure alarms in Tencent Cloud Observability Platform (TCOP). When a Web 
Application Firewall (WAF) exception occurs, you can be promptly notified.

Prerequisites

You have activated WAF.

You have configured the Domain Name List.

Directions

Step 1: Configuring a Trigger Condition Template

1. Log in to the TCOP Console, and click  Alarm Management > Alarm configuration > Trigger Condition 
Template in the left sidebar.
2. On the trigger condition template page, click  Create Trigger Condition Template , and the creation window 
pops up.

3. In the pop-up window, configure the necessary content, and then click Save to successfully create the trigger 
condition template.

https://buy.intl.cloud.tencent.com/waf
https://intl.cloud.tencent.com/document/product/627/47531?lang=en&pg=
https://console.intl.cloud.tencent.com/monitor/overview
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Parameter Description:
Template Name: Enter the template name.
Remarks: Enter template remarks.

Policy Type: Select WAF.
Apply Preset Trigger Conditions: Select this option to enable the preset trigger conditions for the corresponding 
monitoring item in TCOP.
Trigger Condition:
It supports metric alarm and event alarm. Click Add Metric below to set multiple alarms.

WAF can monitor a range of conditions, including the number of accesses, number of web attacks, number of CC 
attacks, upstream and downstream bandwidth, QPS, number of bot attacks, percentage of web attacks, percentage 
of bot attacks, and percentage of CC attacks.

Step 2: Configuring a Notification Template

1. Log in to the TCOP Console, and click Alarm Management > Alarm configuration > Notification Template in 
the left sidebar.
2. On the notification template page, click Create Notification Template to enter the create notification template 

page.

https://console.intl.cloud.tencent.com/monitor/overview
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3. On the create notification template page, complete the required settings and click Complete to successfully create 
the notification template.
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Parameter Description:
Template Name: Enter the customized template name.
Notification Type:
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Alarm trigger: A notification will be sent when an alarm is triggered.
Alarm recovery: A notification will be sent when an alarm is recovered.
Notification Language: Select Chinese or English.

User Notification:
Recipient object: Select a recipient group or recipient.
Notification period: Define the time period for receiving alarms.
Receiving channel: Email, SMS, WeChat, and phone call are supported.
API Callback: Enter publicly accessible URLs as callback API addresses. You can provide up to 3 alarm callback 

addresses. TCOP will push alarm information to these addresses promptly. If the HTTP returns code 200, the 
verification is successful. For more information on alarm callback fields, see Alarm Callback Description.
Ship to CLS: After it is enabled, alarms will be shipped to the specified log topics of CLS in real time.

Step 3: Configuring an Alarm Policy

1. Log in to the TCOP Console, and click Alarm Management > Alarm configuration > Alarm Policy in the left 
sidebar.
Note

You can add, modify, and copy an alarm policy, and view the alarm history of the policy on the alarm policy page. 
Each policy can be bound to the set Trigger Conditions and Notification Template.
2. On the alarm policy page, click Create Policy to enter the create alarm policy page.

3. On the create alarm policy page, you need to complete the following steps:
3.1 Basic Information: Configure the name, remarks, and other information. Select WAF as the policy type.

https://intl.cloud.tencent.com/document/product/248/38919?lang=en&pg=
https://console.intl.cloud.tencent.com/monitor/overview
https://intl.cloud.tencent.com/document/product/627/64297#CFTJ
https://intl.cloud.tencent.com/document/product/627/64297#CFTJ#TZMB
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3.2 WAF Alarm Object: Select WAF to support monitoring and alarming at the instance level, as well as instance 
group objects, which need to be manually grouped.
Note

Instance ID: The alarm policy is bound to the selected instance.
Instance group: The alarm policy is bound to the selected instance group.
All objects: The alarm policy is bound to all instances the current account has permission on.
3.3 Trigger Conditions: Select the set Trigger Condition Template, or configure it manually.

https://intl.cloud.tencent.com/document/product/627/64297#CFTJ
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3.4 Notification Template: Select the set Notification Template and click OK to save.#LF#

3.5 Advanced Configuration (Optional): Click 

 to enable AS. When the alarm condition is met, the AS policy can be triggered.

4. After the above steps are completed, click Complete to successfully create the alarm policy.

https://intl.cloud.tencent.com/document/product/627/64297#TZMB
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Best Practices of Bot Traffic Management
Connection
Last updated：2023-12-29 14:55:32

This document describes how to quickly connect to the bot traffic management feature and defend against malicious 
traffic during routine operations.

Prerequisites

To connect to bot traffic management, you need to purchase an extra pack of WAF.

Note: 
 Currently, WAF Enterprise and Ultimate users are offered a free trial of the bot traffic management feature to observe 
how bots affect websites.

Parsing CAPTCHA

When you use applications, mini programs, and clients as well as cross-domain scheduling, the CAPTCHA issued by 
the WAF instance cannot be parsed and recognized. Therefore, the bot traffic management feature cannot parse and 

pop up the CAPTCHA for verification. After multiple CAPTCHAs are triggered, the access requests of normal users 
will be blocked, affecting the business.
Therefore, when configuring a CAPTCHA action, you need to modify the frontend/client business accordingly as 
instructed in Connecting Frontend-Backend Separated Site to WAF CAPTCHA.

General Business Connection

1. Log in to the WAF console and select Configuration center > Bot and application security on the left sidebar.
2. On the Bot and application security page, select the target domain name in the top-left corner and click Bot 

management.

https://intl.cloud.tencent.com/document/product/627/47799
https://intl.cloud.tencent.com/document/product/627/47522
https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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Enabling bot traffic analysis

On the Bot management page, click 

 in the Rules section. 
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Setting browser bot defense module

1. In Browser bot defense module on the Bot management page, click 

.

Note: 
Make sure that your client is a WeChat Official Account, HTML5 page, application, mini program, or PC client.
When you only have a browser, WeChat Official Account, or HTML5 page as the client and need cross-domain 
scheduling, enable the browser bot defense module to achieve the best protection.
After the browser bot defense module is enabled, when its protection path is accesses, the system will check whether 

the client is capable of parsing JavaScript. A JavaScript code snippet will be issued to verify whether the client is a 
real browser. For mini programs, applications, and API calls, the query issued by WAF will not be actively parsed, so 
the client cannot perform parsing normally.

2. In the browser bot defense module, click Configure now to configure protection for key pages.
Note: 

For more information, see Bot Management.

https://intl.cloud.tencent.com/document/product/627/15340
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Setting threat intelligence module

1. In Threat intelligence module on the Bot management page, click 

. When the module is enabled for the first time, all recognition items will be enabled. After you enable corresponding 
items, you can recognize the access sources at different malicious levels from the threat intelligence module and IDC.
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2. In the threat intelligence module, click Configure now to set the IDC network and threat intelligence library.
Note: 
The current business callback API is in the IDC domain:

If you are not sure about a source IP, contact us to add the IDC to the allowlist, that is, to disable the IDC option in the 
threat intelligence module for the business.
If you are sure about the current business callback IP, add the source IP to the allowlist in Custom rules. For more 
information, see Precise Allowlist Management.

https://intl.cloud.tencent.com/contact-us
https://intl.cloud.tencent.com/document/product/627/47523
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Enabling AI evaluation module

 In AI evaluation module on the Bot management page, click 

.
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Enabling bot flow statistics module

In Bot flow statistics module on the Bot management page, click 

.
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Setting action score

1. In the Action setting section on the Bot management page, click Action score. 
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2. On the Action setting tab, you can configure the score and action to precisely block risky access requests. 
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Use instructions
Mode: By default, there are loose, moderate, strict, and custom modes. The first three modes are preset, representing 

different recommended categories and handling policies for bots at different malicious levels in bot traffic management. 
Once modified, they become the custom mode.
Score range: A score ranges from 0 to 100. Ten score entries can be added to each range, which is left-closed and 
right-open and cannot be overlapped. You can set a range to null, and then no action will be processed in it.
Action: You can set an action to Trust, Monitor, Redirect (to a certain website URL), CAPTCHA (verification code), 

or Block.
Tag: You can set the tag to Friendly bots, Malicious bots, Normal traffic, or Suspicious bots.
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Friendly bots: The bot is friendly and legal for the website by default.
Suspicious bots: The system finds the access source traffic suspicious but cannot determine if it is malicious to the 
website.

Normal traffic: The access traffic is regarded as from a real user.
Malicious bots: The bot has malicious traffic and is unfriendly to the website.
3. After completing the configuration, click Publish in the bottom-left corner of the page.


