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IFREILS

s
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BITE#HATE: 2025-11-22 09:35:10

T

i

RSEXABE—MSBNSRSEERXBRIVMSRENRS A, RSEXABHRSEX, BEARSARER
REMBNSRSARNAENER. AXEBNTEXFRSEXABTRRSNEXER. AREESEABRIR.
Hix. ABRERE,

s FRPXE: XIFRSHEXABNERSNAIR,

c ABRIN: BNCRSERANRSAXABRAMN,

s ABRHN: RSEXABRBFEHRATATASMRNBNASRS, EUMNRSAXAEHTHBHMLEE,
AR B R AV ARS EX A BB R AT EELEMNERSBXABRIBDEENTHIR.

it

| =RPXE | Aeai | AekE | AefiE | 55X |

I I I [ I |

| #t2it8E | BATCH_QCSLinkedRolelnAcrossService | REZEXxEAE |
acrossservice.batch.cloud.tencent.com | 11551 |

| =HAR%58% | CVM_QCSLinkedRolelnCbsinit | IRSZEXFAE | cbsinit.cvm.cloud.tencent.com | 15713 |

| ZARSS22 | CVM_QCSLinkedRoleInCVMSmartDiagnostic | [RES1EX A |
cvmsmartdiagnostic.cvm.cloud.tencent.com | i¥{&715 |

| B2 MRS 23 | Lighthouse_QCSLinkedRolelnBasic | BRSZ1HX & | basic.lighthouse.cloud.tencent.com
| #1557 |

| RERFAARSSES | Lighthouse_QCSLinkedRoleInCOSANdCI | RZHEXAE |
cosandci.lighthouse.cloud.tencent.com | i¥i&%1% |

| 22N FARSS2S | Lighthouse_QCSLinkedRolelnDnsAndSsl | RSZHEXAE |
dnsandssl.lighthouse.cloud.tencent.com | #1551 |

| B2 M ARRSS2S | Lighthouse_QCSLinkedRolelnLighthouseSmartDiagnostic | IRSHEXAE |
lighthousesmartdiagnostic.lighthouse.cloud.tencent.com | 1157113 |

| Bah1LBIF | TAT_QCSLinkedRolelnCommand | RZ1EX M | command.tat.cloud.tencent.com | i¥1&7
= |
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https://intl.cloud.tencent.com/document/product/598/57185
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| BEh1LBIF | TAT_QCSLinkedRolelnUploadinvocation | [RSZSHEXAE |

uploadinvocation.tat.cloud.tencent.com | #1551 |

CDN5B%FES

| =RPXE | sl | AekE | Aefin | 55X |

|- |- |- |- |- |

| A5 &M% CDN | CDN_QCSLinkedRolelnRecordListDNSPod | [RSZ1EXAE |
recordlistdnspod.cdn.cloud.tencent.com | i¥15%1% |

| £3KEFAANNiE | GAAP_QCSLinkedRolelnCrossBorderCheck | FRZ1EXE & |

crossbordercheck.gaap.cloud.tencent.com | i¥ig§%% |

Ben

| RPXE | Aedii| AekE | AeHN | SE30H |

I— I I— — I— |

| ZREE S HREH0 | TDCC_QCSLinkedRolelnOps | BREZ1EX A | cvm.qcloud.com
ops.tdcc.cloud.tencent.com | 1%15715% |

| Z28BR55 | TKE_QCSLinkedRolelnEIS | RZ1BX A | eis.tke.cloud.tencent.com | 1¥1E%3E |
| Z830R53 | TKE_QCSLinkedRoleInTDCC | fRSB#EXE & | cvm.qgcloud.com
tdcc.tke.cloud.tencent.com | i¥{E%1 |

| 83055 | TKE_QCSLinkedRolelnEKSLog | IR XA E | cvm.qcloud.com
ekslog.tke.cloud.tencent.com | 11573 |

| §230R5S | TKE_QCSLinkedRolelnEtcdService | BRSZHEXAE | cvm.gcloud.com
etcdservice.tke.cloud.tencent.com | i£1E713 |

| Z830R5% | TKE_QCSLinkedRoleInEKSCostMaster | RSZ1EXEE | cvm.qgcloud.com
ekscostmaster.tke.cloud.tencent.com | i¥1E713 |

| Z830R%% | TKE_QCSLinkedRoleInPrometheusService | IRSZH*XEE | cvm.qcloud.com

prometheusservice.tke.cloud.tencent.com | i¥1E51% |

mARSS

| =RPXE | AeER | ARXE | AeHE | S5 |

|-———————- |-———————- |-———————- |-———————- |-———————- |

| 3¥14$44BRS3 | TEM_QCSLinkedRoleInTEMAPI | BR$Z1EXEE | temapi.tem.cloud.tencent.com | i¥15513% |
| 381448 ARSS | TEM_QCSLinkedRoleInTEMLog | BREZ#E% A% | cvm.qcloud.com
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https://intl.cloud.tencent.com/document/product/598/57219
https://intl.cloud.tencent.com/document/product/598/57187
https://intl.cloud.tencent.com/document/product/598/57206
https://intl.cloud.tencent.com/document/product/598/70365
https://intl.cloud.tencent.com/document/product/598/57052
https://intl.cloud.tencent.com/document/product/598/57052
https://intl.cloud.tencent.com/document/product/598/57052
https://intl.cloud.tencent.com/document/product/598/57052
https://intl.cloud.tencent.com/document/product/598/57052
https://intl.cloud.tencent.com/document/product/598/57052
https://intl.cloud.tencent.com/document/product/598/57221
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temlog.tem.cloud.tencent.com | #1555 |

| 3§54 BRSS | TEM_QCSLinkedRolelnAccessCluster | BRSStEX A& | accesscluster.tem.cloud.tencent.com
| #1557 |

| 3 4ERBRSS | TEM_QCSLinkedRolelnAccessResourceService | RBHEXAE |

accessresourceservice.tem.cloud.tencent.com | i¥1&%3 |

Bl iEikss

| ~@PXE | Aeli | AeXE | Aedif | S |
|-— |- |- |- |- |
| = HDFS | CHDFS_QCSLinkedRolelnMetaMgmt | BR531EBX & | metamgmt.chdfs.cloud.tencent.com | ¥

1EHIR |
| ¥ 7ZfE | COS_QCSLinkedRolelnCOSAcc | fRZ1E% & | COSAcc.COS.cloud.tencent.com | 1£15513 |
| 35 7Z6i% | COS_QCSLinkedRoleInCLSAccess | BRE 8% | cosoclsr.cos.cloud.tencent.com | i£1&%1%

|

| 335 776% | COS_QCSLinkedRolelnLighthouseMounting | BRZ1EX A |
Ihmounting.cos.cloud.tencent.com | #1553 |

| #U3EINEEE GooseFS | GooseFS_QCSLinkedRoleinManageCloudService | [REZ1EXAE |

managecloudservice.goosefs.cloud.tencent.com | i¥{§7 |

FhEEIERRSS

| =RPXE | AR | AeXE | Aefin | 53X |
I— I— I— I— I— |
| BERRSS | CLS_QCSRolelnAnonymousSharing | [RSZ#EX A | console-sharing.cls.cloud.tencent.com |

BT |

HiETS

| =@mPXE | AR | AeXE | AeHf | SE X |
I I I I I |
| =iE# | MSP_QCSLinkedRoleInMIGtocos | RSZ1BX A | migtocos.msp.cloud.tencent.com | i¥i551F |

KEADEIRERE
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https://intl.cloud.tencent.com/document/product/598/57221
https://intl.cloud.tencent.com/document/product/598/57221
https://intl.cloud.tencent.com/document/product/598/57221
https://intl.cloud.tencent.com/document/product/598/57192
https://intl.cloud.tencent.com/document/product/598/57192
https://intl.cloud.tencent.com/document/product/598/57195
https://intl.cloud.tencent.com/document/product/598/57195
https://intl.cloud.tencent.com/document/product/598/57195
https://intl.cloud.tencent.com/document/product/598/70548
https://intl.cloud.tencent.com/document/product/598/58617
https://intl.cloud.tencent.com/document/product/598/57213
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| =RPXE | Aeai | AekE | Aesin | 53X |

|- |-—————— |- |[-——————- |-—————— |

| ZE#ERE MySQL | CDB_QCSLinkedRolelnDBLog | fR318X At | DBLog.cdb.cloud.tencent.com | i¥15751
=

| ZE#UEEE MySQL | CDB_QCSLinkedRolelnCdbwan | BRE1E%X A | cdbwan.cdb.cloud.tencent.com | i£{&
HIE |

| Z##EEE MySQL | CDB_QCSLinkedRolelnDBlogDeliver | BREZ1EXAE |
DBLogDeliver.cdb.cloud.tencent.com | i¥1&713 |

| ZERIEEE MySQL | CDB_QCSLinkedRolelnDBLogDeliverCOS | IRB1EXFAE |
DBLogDeliverCOS.cdb.cloud.tencent.com | 11551 |

| TDSQL-C MySQL kR | CynosDB_QCSLinkedRoleInDBLog | IRZEXAE |
DBLog.cynosdb.cloud.tencent.com | i£15515 |

| TDSQL-C MySQL k& | CynosDBMysql_QCSLinkedRolelnKms | FREZHEXAE |
kms.cynosdb.cloud.tencent.com | i¥1E713 |

| TDSQL-C MySQL kR | CynosDBMysql_QCSLinkedRolelnClslog | IRZEXAE |
clslog.cynosdb.cloud.tencent.com | i¥1&513 |

| TDSQL-C MySQL kR | CynosDB_QCSLinkedRoleInDBlogDeliver | RSZ1EXAE |
DBLogDeliver.cynosdb.cloud.tencent.com | i¥i§%% |

| TDSQL-C MySQL k& | CynosDB_QCSLinkedRolelnDBLogDeliverCOS | fREZHEXAE |
DBLogDeliverCOS.cynosdb.cloud.tencent.com | i¥15755 |

| TDSQL-C MySQL k& | CynosDBMysql_QCSLinkedRolelnDtsDataSync | [RZEXAE |
dtsDataSync.cynosdb.cloud.tencent.com | i¥{§%% |

| Z#REEE PostgreSQL | PostgreSQL_QCSLinkedRolelnDBLog | IRZ1EXAE |
DBLog.PostgreSQL.cloud.tencent.com | 11551 |

| ZEHBEE PostgreSQL | Postgres_QCSLinkedRolelnPostgresKms | IRZ1EX A |
postgreskms.postgres.cloud.tencent.com | i¥1551 |

| ZEXHEEE SQL Server | SQLServer_QCSLinkedRolelnKMS | [REHEXAEE |

kms.sqlserver.cloud.tencent.com | i¥1&%1% |

X ABEIERETDSQL

| =@ XE | AeR | AEXE | el | 330 |
I— I— I— I— I— |
| TDSQL MySQL kR | DCDB_QCSLinkedRoleInKMS | fRSZ#EX A& | kms.dcdb.cloud.tencent.com | 1157

= |
| TDSQL MySQL kR | DCDB_QCSLinkedRoleInTSE | fR31HXAE | tse.dcdb.cloud.tencent.com | #1573 |
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https://intl.cloud.tencent.com/document/product/598/58962
https://intl.cloud.tencent.com/document/product/598/58962
https://intl.cloud.tencent.com/document/product/598/58962
https://intl.cloud.tencent.com/document/product/598/58962
https://intl.cloud.tencent.com/document/product/598/58962
https://intl.cloud.tencent.com/document/product/598/58962
https://intl.cloud.tencent.com/document/product/598/57198
https://intl.cloud.tencent.com/document/product/598/57198
https://intl.cloud.tencent.com/document/product/598/57198
https://intl.cloud.tencent.com/document/product/598/57198
https://intl.cloud.tencent.com/document/product/598/57198
https://intl.cloud.tencent.com/document/product/598/57198
https://intl.cloud.tencent.com/document/product/598/57216
https://intl.cloud.tencent.com/document/product/598/57216
https://intl.cloud.tencent.com/document/product/598/66151
https://intl.cloud.tencent.com/document/product/598/57200
https://intl.cloud.tencent.com/document/product/598/57200
https://intl.cloud.tencent.com/document/product/598/57200
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| TDSQL MySQL ki | DCDB_QCSLinkedRolelnDBLog | BR5tE%< A | DBLog.dcdb.cloud.tencent.com | i
1EFIR |

NoSQL EiEEE

| =RPXE | sl | AekE | Aefin | 55X |

|- |- |- |- |- |

| ZEUEE MongoDB | MongoDB_QCSLinkedRolelnKMS | BRSZHEX M | kms.mongodb.cloud.tencent.com
| #1557 |

| ZE#XBEE MongoDB | MongoDB_QCSLinkedRolelnDBlog | RSZHE*AE |
DBLog.mongo.cloud.tencent.com | i¥1E51% |

| ZEXERE MongoDB | MongoDB_QCSLinkedRolelnLogPush | IRSZHExAE |
logpush.mongodb.cloud.tencent.com | i¥1&713 |

#HEEE SaaS RS

| =RPXE | Aeai | AekE | Aefin | 53X |

I— I— I— — I— |

| BiBEEE SEE 3 DBbrain | DBBRAIN_QCSLinkedRolelnRedisAutonomy | IRSZEHXEE |
RedisAutonomy.dbbrain.cloud.tencent.com | i£{&%15% |

| #U3EEZTE | DMC_QCSLinkedRolelnWorkOrderReview | BRZ1EX% A | dmc.cloud.tencent.com | i¥1E7!
= |

P45

| RPXE | Aesii| AEkE | AeHK | SE 30 |

I— I— I— — I |

| 72#514% | CLB_QCSLinkedRolelnUploadCertificate | BRZ1EX A | clb.cloud.tencent.com | #1553 |

| FAFEMLE | VPC_QCSLinkedRolelnEipTat | BRS31HXAE | eiptat.vpc.cloud.tencent.com | i¥15515% |

| FAFBEMLE | VPC_QCSLinkedRolelnSnapshot | RSZHEX A& | snapshot.vpc.cloud.tencent.com | #1553 |
| FAEM4 | VPC_QCSLinkedRolelnVpcflowlog | BRSZHEXAE | vpcflowlog.vpe.cloud.tencent.com | i¥157
=

| FAFBEMLE | VPC_QCSLinkedRolelnPrivateLink | BRSZHX M | privatelink.vpc.cloud.tencent.com | i¥{&%l)
%= |

| FAFMLE | VPC_QCSLinkedRolelnFlowLogAdvanceAnalysis | [RSZHEXAE |

flowlogadvanceanalysis.vpc.cloud.tencent.com | i¥1551% |

©2013-2025 BN GHRIXFRE FE10 #1177


https://intl.cloud.tencent.com/document/product/598/57200
https://intl.cloud.tencent.com/document/product/598/57200
https://intl.cloud.tencent.com/document/product/598/58142
https://intl.cloud.tencent.com/document/product/598/58142
https://intl.cloud.tencent.com/document/product/598/58142
https://intl.cloud.tencent.com/document/product/598/68732
https://intl.cloud.tencent.com/document/product/598/57203
https://intl.cloud.tencent.com/document/product/598/57203
https://intl.cloud.tencent.com/document/product/598/57194
https://intl.cloud.tencent.com/document/product/598/57229
https://intl.cloud.tencent.com/document/product/598/57229
https://intl.cloud.tencent.com/document/product/598/57229
https://intl.cloud.tencent.com/document/product/598/57229
https://intl.cloud.tencent.com/document/product/598/57229
https://intl.cloud.tencent.com/document/product/598/57229
https://intl.cloud.tencent.com/document/product/598/57229
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MBEZE

| =RPXE | Aeai | AekE | Aesin | 53X |

|- |-—————— |- |[-——————- |-—————— |

| =B5:X1& | CFW_QCSLinkedRolelnGetiOAaccess | [RSZHEX & | GetiOAaccess.cfw.cloud.tencent.com |
#1E5IE |

| B REETFES EO | TEO_QCSLinkedRolelnCertlist | IRZHEX A | certlist.teo.cloud.tencent.com | i¥
1B |

| L2 MNEFESE EO | TEO_QCSLinkedRolelnUpstreamgw | IRZ1EXAE |
upstreamgw.teo.cloud.tencent.com | i¥{&713 |

| WERLINIEFES EO | TEO_QCSLinkedRoleInCAMUserGroup | R 1EX A |
camusergroup.teo.cloud.tencent.com | 1¥1551F |

| MR LINFEFES EO | TEO_QCSLinkedRolelnDnspodaccessEO | fREZHEXFE |
DnspodaccesEO.TEO.cloud.tencent.com | i¥{551Z |

| DR EFES EO | TEO_QCSLinkedRolelnRealTimeLogCLS | FRBHEXAE |

realtimelogcls.teo.cloud.tencent.com | 115713 |

HiELE

| FRPXE | Aedi| AEkE | AeHE | S0y |
I— I— I— I— I— |
| BEZR £8P0 | DSGC_QCSLinkedRolelnApiSec | IRSZHEX AT | apisec.dsgc.cloud.tencent.com | i¥15

SR |

NMARZE

| RPXE | AEER | ARXE | ABEK | SE 30 |

I— I— E— — I— |

| Web RzFBAXE | WAF_QCSLinkedRoleIlnCLS | BREZ1Ex A& | cls.waf.cloud.tencent.com | 15713 |

| Web AR AIE | WAF_QCSLinkedRolelnAccess | IRSZHHX A | access.waf.cloud.tencent.com | i¥157%
= |

| Web BzFEEA X% | WAF_QCSLinkedRolelnCKafka | BR$3HBX & | ckafka.waf.cloud.tencent.com | 157l

%= |

22 5 Mk
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https://intl.cloud.tencent.com/document/product/598/59479
https://intl.cloud.tencent.com/document/product/598/57223
https://intl.cloud.tencent.com/document/product/598/57223
https://intl.cloud.tencent.com/document/product/598/57223
https://intl.cloud.tencent.com/document/product/598/57223
https://intl.cloud.tencent.com/document/product/598/57223
https://intl.cloud.tencent.com/document/product/598/57223
https://intl.cloud.tencent.com/document/product/598/60623
https://intl.cloud.tencent.com/document/product/598/60623
https://intl.cloud.tencent.com/document/product/598/57231
https://intl.cloud.tencent.com/document/product/598/57231
https://intl.cloud.tencent.com/document/product/598/57231
https://intl.cloud.tencent.com/document/product/598/57231
https://intl.cloud.tencent.com/document/product/598/57231
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| =RPXE | Aeai | AekE | Aesin | 53X |

|- |-—————— |- |[-——————- |-—————— |

| #25hE#HT HTTPDNS | HTTPDNS_QCSLinkedRoleInClsLog | BRS31EX & | httpdnslog.cloud.tencent.com |
#1E5IE |

| #EhfEHT HTTPDNS | HTTPDNS_QCSLinkedRoleInCustomdns | [REZHEXEE |
customdns.httpdns.cloud.tencent.com | i¥{&713 |

| #AF 1= B4 Private DNS | PrivateDNS_QCSLinkedRolelnPL | [R$Z#EX A | privatedns.cloud.tencent.com
| #1851 |

| #AFB 1T EBT Private DNS | PrivateDNS_QCSLinkedRolelnCls | fRZ1EX A | privatedns.qcloud.com | i¥1E
5% |

| SSL iE# | SSL_QCSLinkedRolelnCertificateWaf | BREZHX A | certificatewaf.ssl.cloud.tencent.com |
#1E5IE |

| SSL iE# | SSL_QCSLinkedRolelnCertificateDependence | BRZEXAE |
certificatedependence.ssl.cloud.tencent.com | 1¥157!5% |

| SSL ¥ | SSL_QCSLinkedRolelnReplacelLoadCertificate | FRZEXABE |
replaceloadcertificate.ssl.cloud.tencent.com | i¥{5%1Z |

| SSL iE# | SSL_QCSLinkedRolelnCertificateCloudMonitor | lRZIEXAE |
certificatecloudmonitor.ssl.cloud.tencent.com | i£157513% |

| SSL iE# | SSL_QCSLinkedRolelnDescribeDeployedResources | lRZEXA R |

describedeployedresources.ssl.cloud.tencent.com | i¥i§%3% |

REE

| ~RPXE | Aedii| AekE | AeHE | SE 30y |

|- |- |- |- |- |

| Bfl= BI | BI_QCSLinkedRolelnDLCDataSource | [RSZ1H% A | dicdatasource.bi.cloud.tencent.com | i¥
B

| B =EEEE TCHouse-C | CDWCH_QCSLinkedRoleInCKCOS | REZtEHXEE |
ckcos.cdwch.cloud.tencent.com | i¥i5%51% |

| BN SEIECE TCHouse-C | CDWCH_QCSLinkedRolelnCdwchClb | BRE#EXEE |
cdwchclb.cdwch.cloud.tencent.com | i¥1&713 |

| RS 2B E TCHouse—-C | CDWCH_QCSLinkedRoleInCKLOGSHOW | FRBiEXAE |
cklogshow.cdwch.cloud.tencent.com | 1¥{&%1% |

| BB SEIE R E TCHouse—P | CDWPG_QCSLinkedRolelnPGCOS | FRBHH*AE |
pgcos.cdwpg.cloud.tencent.com | 115715 |

| B =EEEE TCHouse-P | CDWPG_QCSLinkedRoleInPGKMS | lRZBXAE |
pgkms.cdwpg.cloud.tencent.com | 1157113 |

©2013-2025 BN GHRIXFRE FE12H#177l


https://intl.cloud.tencent.com/document/product/598/57210
https://intl.cloud.tencent.com/document/product/598/57210
https://intl.cloud.tencent.com/document/product/598/57217
https://intl.cloud.tencent.com/document/product/598/57217
https://intl.cloud.tencent.com/document/product/598/57217
https://intl.cloud.tencent.com/document/product/598/57218
https://intl.cloud.tencent.com/document/product/598/57218
https://intl.cloud.tencent.com/document/product/598/57218
https://intl.cloud.tencent.com/document/product/598/57218
https://intl.cloud.tencent.com/document/product/598/57218
https://intl.cloud.tencent.com/document/product/598/73602
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https://intl.cloud.tencent.com/document/product/598/57189
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https://intl.cloud.tencent.com/document/product/598/57189
https://intl.cloud.tencent.com/document/product/598/57190
https://intl.cloud.tencent.com/document/product/598/57190

> Tencent Cloud 5E)EE

| #3E548i1E DLC | DLC_QCSLinkedRolelnCheckDLCResource | REZExAE |
checkdlcresource.dlc.cloud.tencent.com | i¥{57% |

| 314 MapReduce | EMR_QCSLinkedRolelnApplicationDataAccess | [RSZEHXHE |
applicationdataaccess.emr.cloud.tencent.com | 115513 |

| 3844 MapReduce | EMR_QCSLinkedRolelnApplicationCloudResource | lRZHEXAR |
cloudresource.emr.cloud.tencent.com | 11551 |

| Elasticsearch Service | ES_QCSLinkedRolelnAuthCos | IR$ZHEX & | authcos.es.cloud.tencent.com | i¥
1B |

| Elasticsearch Service | ES_QCSLinkedRolelnAccessCos | lRZHX A | acesscos.es.cloud.tencent.com
| #1557 |

| Elasticsearch Service | ES_QCSLinkedRolelnDatalmport | [RZEHXHE |
dataimport.es.cloud.tencent.com | #1573 |

| Elasticsearch Service | ES_QCSLinkedRolelnLogSyncCls | [RZEXAE |
logsynccls.es.cloud.tencent.com | i¥i§%1% |

| Elasticsearch Service | ES_QCSLinkedRolelnVpcOperate | [RSZEHXAE |
vpcoperate.es.cloud.tencent.com | 1£157513% |

| Elasticsearch Service | ES_QCSLinkedRolelnBeatsCollector | lRZHEXAR |
beatscollector.es.cloud.tencent.com | i¥1E71Z |

| BUEFF & QT2 & WeData | Wedata_QCSLinkedRolelInCli | BRS1EXAE |

bundle.wedata.cloud.tencent.com | i¥1E%% |

a4

| ~RPXE | Aedii| AekE | AeHE | SE 30y |

|- |- |- |- |- |

;E 2 PRAFI RabbitMQ KR | RabbitMQ_QCSLinkedRoleInCLBTrigger | IREZHEXEE |
trabbit.cloud.tencent.com | i¥{&71% |

;8 BPRAFI RocketMQ kR | RocketMQ_QCSLinkedRolelnSendSSLcertificate | [REZEXHE |
sendSSLcertificate.rocketmq.cloud.tencent.com | i¥157I% |

;8 BRA%I CKafka kR | cosCkafka_QCSRole | RSBt | ckafka.gcloud.com | i¥i5%13% |

R B &)
| RS | BBET | BEXE | AR | SEXH|

|-——————— |[-——————— |-——————— [-———————- |-——————— |
| LRI B E1-#EhR | LCIC_QCSLinkedRoleinTransfer | lREZHEXAE | transfer.lcic.cloud.tencent.com | 1£i5
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https://intl.cloud.tencent.com/document/product/598/57205
https://intl.cloud.tencent.com/document/product/598/57205
https://intl.cloud.tencent.com/document/product/598/73197
https://intl.cloud.tencent.com/document/product/598/70597
https://intl.cloud.tencent.com/document/product/598/58618
https://intl.cloud.tencent.com/document/product/598/57234
https://intl.cloud.tencent.com/document/product/598/58524

> Tencent Cloud 5E)EE

H)E |

| SERFE= 4055 | TRTC_QCSLinkedRolelnCOSAccess | BRZ 1% | cosaccess.trtc.cloud.tencent.com | i¥
e

| SERFE#55 | TRTC_QCSLinkedRolelntrtcCloudRecording | BRSIEXAE |

trtccloudrecording.trtc.cloud.tencent.com | i¥{5%13 |

A = 1

| R XE | AR | AeXE | AeRN | SE30H |

I I I I I |

| =235 | VOD_LogToCLS | BRZ1E* M | logtocls.vod.cloud.tencent.com | 115713 |

| =53% | VOD_QCSLinkedRolelnHosting | BRSZ1EX A | coshosting.vod.cloud.tencent.com | i¥157I% |

| =548 | VOD_QCSLinkedRoleln_EOacceleration | [RZ1HX & | eoacceleration.vod.cloud.tencent.com |
#1E5IE |

| =54% | VOD_QCSLinkedRolelnManageSSLCertificates | [RSZEXHE |

managesslcertificates.vod.cloud.tencent.com | i¥1&713 |

RIS

| ~@PXE | AelR | AEXE | Aedif | SEXHE |
|-— |- |- |- |- |
| #4403 | MPS_QCSLinkedRolelnVOD | IRSS1HX A | getvod.mps.cloud.tencent.com | 115513 |

E=ES
| EREXE | BEEH | BERE | AEHE | S|

|- |- e |- |- |
| RZFAZ=E# | CAR_QCSLinkedRolelnCloudStorage | lR$51HXMAE | cloudstorage.car.cloud.tencent.com |

MBI |
2% AR 55

| RS | ABEH | MRLT | AEHE | SEXY |
[ [ [ E—— [ |
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https://intl.cloud.tencent.com/document/product/598/58524
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https://intl.cloud.tencent.com/document/product/598/57226
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https://intl.cloud.tencent.com/document/product/598/57464

> Tencent Cloud 5E)EE

| 5% S 18453 % | GME_QCSLinkedRoleinGameMedia | REZIEX A |

gamemedia.gme.cloud.tencent.com | i¥{&715 |

CHREE

| =RPXE | sl | AekE | Aefin | 55X |

I— I— I— — I— |

| EgEm[a) | Advisor_QCSLinkedRolelnCloudDiagnosis | BRSZ31BX & | cd.advisor.cloud.tencent.com | i£1E
SR |

| E8gEmAIa) | Advisor_QCSLinkedRolelnBusinessContinuity | IRSZEHXSE |
businesscontinuity.advisor.cloud.tencent.com | i£1E713 |

| BB =BR A FARSS | TCMPP_QCSLinkedRolelnCOSAccess | RSZHEXAE |
cosaccess.tcmpp.cloud.tencent.com | 1£1E713% |

| BRS8N FAARS | TCMPP_QCSLinkedRolelnUserManage | (RS EXAE |

usermanage.tcmpp.cloud.tencent.com | i£1571% |

AREIR

| =@RPXE | AR | AeXE | Aedif | 33 |
I I I I I |
| =R | CLOUDAPP_QCSLinkedRolelnDeployResource | [REZHEXEE |

deployresource.cloudapp.cloud.tencent.com | i£1E713% |

miz5 %

| RPXE | Aesii| AEkE | AeHK | SE 30 |

|- |- |- |- |- |

| RZFAtEREYS$2 | APM_QCSLinkedRolelnProminstance | (REZHEXAE |
prominstance.apm.cloud.tencent.com | i¥{5%1/3 |

| BZFtERENYEIZ | APM_QCSLinkedRoleInCKafkalnstance | [RZHEX A | ckafka.apm.cloud.tencent.com |
#1EIE |

API 5TH
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https://intl.cloud.tencent.com/document/product/598/57208
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> Tencent Cloud 5E)EE

| =RPXE | Aeai | AekE | Aesin | 53X |

|- |-—————— |- |[-——————- |-—————— |

| i51a) &2 | CAM_QCSLinkedRolelnEkslog | lRZ1EX A | ekslog.cam.cloud.tencent.com | i¥1&715 |
ihia]EH | CAM_QCSLinkedRolelnEkslog002 | RSZHEXAE | ckmlog.cam.cloud.tencent.com | i$15%13 |
| i5i8]EHE | CAM_QCSRole | BRSZ & | cam.cloud.tencent.com | i¥{551F |

| &£EM-SE R | Orgnization_QCSLinkedRoleInCIC | R$31B% A& | cic.organization.cloud.tencent.com | i¥
1B |

| E£FMKS & | Organization_QCSLinkedRolelnDefaultMng | RZEXEE |
defaultmng.organization.cloud.tencent.com | i¥{g§%% |

| £ S & | Orgnization_QCSLinkedRolelnServiceControl | [RSZHEXAE |

servicecontrol.orgnization.cloud.tencent.com | i¥1&7!5% |

HAth 45

| =@ XE | AR | AeXE | Aedif | 33 |
R [ R [ I |
| &2 hity | MESSAGE_QCSLinkedRolelnDescribeDatahubTasksSendMes | [RZHEXAE |

message.cloud.tencent.com | #1551 |
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https://intl.cloud.tencent.com/document/product/598/57232
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> Tencent Cloud

it
P B

BITE#RE: 2025-11-22 09:34:31

BRI EE

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE

. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMA™m®  ABRR

RS CVM_QCSLinkedRoleIlnCbslInit

=R CVM_QCSLinkedRoleInCVMSmartDiagnostic

CVM_QCSLinkedRolelnCbslnit

AEXRE AeHR

ARSS TR cbsinit.cvm.cloud.tencent.c
ﬁ@ . . . *
ARSSHRX cvmsmartdiagnostic.cvm.c
fE e

ERiZR: SABANTRSEHE (CVM) RSBEXAR, ZAEKEEXKRIENNREERIBRENEMTARS

P2 BN
Rk,

TR BREREE

o H¥EMEZFR: QcloudAccessForCVMLinkedRolelnCbsinit

* REEAH:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

L]

1,

"action": [

"tat :RunCommand",
"tat:DescribelInvocations",

"tat:DescribelInvocationTasks",

"tat:DescribeAutomationAgentStatus"

]
}
]
}
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CVM_QCSLinkedRoleInCVMSmartDiagnostic

ERZR: SHABATGERSRE (CVM) RBEXAR, ZABRKEEXRKRBNIIRERALEENEMZIRS

P2

3
N
D3/ o

PR R

o HERRTR: QcloudAccessForCVMLinkedRoleInCVMSmartDiagnostic
o REBAS:

{

"version": "2.0",

"statement": [

{

"action": [
"tat:DescribeAutomationAgentStatus",
"tat :RunCommand",
"tat:DescribelInvocationTasks",
"cwp:DescribeMachineInfo",
"cwp:DescribeMalWareList",
"cwp:DescribeHostLoginList",
"cwp:DescribeBruteAttackList",
"cwp:DescribeRiskDnsList",
"cwp:DescribeBashEvents"

I

"resource": "*",

"effect": "allow"

}

]

I3
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R

=t

2= W AARSS 28

BiRE#RATE: 2025-11-22 09:34:45

BRI EE

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE

. AXHENTBRRRSEXAESNERRIBXNRRIEES.
CAMF=@%  ABAEW

RENARS
2

REMNARS
&

RENARS
8

REMNRRS
8

Lighthouse_QCSLinkedRolelnBasic

Lighthouse_QCSLinkedRolelnBasic

Lighthouse_QCSLinkedRoleInCOSANdCI

Lighthouse_QCSLinkedRoleInDnsAndSsl

Lighthouse_QCSLinkedRolelnLighthouseSmartDiagnostic

AERE

ARSSTEX
2] =]

ARSSHEX
o))

ARSSHEX
o]

ARSStEX
o] =)

A

basic.lighthou:

cosandci.lightl

dnsandssl.ligh

lighthousesms

ERR: LA NRENAMRS: (Lighthouse) BRSBIBXRMAE, %A BIGECKIKRIEMNNRTEAILEE

HEM TSRS FIR.
TR BREREE

o HERBMR: QcloudAccessForLighthouseLinkedRolelnBasic

* REEAA:

{

"version": "2.0",

"statement":
{

"action": [
"vpc:*",
"cvm:*",
"tat:*"

1y

"resource":

"effect": "allow"

}
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Lighthouse_QCSLinkedRoleInCOSANndCI

AR SHAtNBRENAMRSE (Lighthouse) BRSBZBXRAE, %A BIEECKIKRIENNRTEAIALEE
REMTIRS EIR.
PR R

o HEE|/IR: QcloudAccessForLighthouseLinkedRoleInCOSANdCI
c RERAS:

{
"version": "2.0",

"statement": [

{
"action": [
Yaegs®W,

"Ci:*"

1,
"resource": "*",

"effect": "allow"

}
]
}

Lighthouse_QCSLinkedRolelInDnsAndSsl

ER=: HABNRENAMRS: (Lighthouse) BRSBIBXRMAE, %A BIGECKIKRIEMNNRCTEALEE
HEM RS FIR.
R BRERES

o HEZRIR: QcloudAccessForlLighthouseLinkedRolelnDnsAndSsl
c REBAA:

{

"yversion": "2.0",
"statement": [

{

"action": [

"kms:GetServiceStatus",
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"kms:ListKeyDetail",
"kms:CreateKey",
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:BindCloudResource",
"kms :UnbindCloudResource",
"ssl:*",

"tat:*",

"dnspod:*",

"domain:*"

I

"resource": "*",
"effect": "allow"

}

]

}

Lighthouse_QCSLinkedRolelnLighthouseSmartDiagnostic

AR SHABNBRENAMRSE (Lighthouse) IRSBZBXRAE, %A BIEECKIKRIENNRCTEAIALEE
REMTIRS EIR.
PR R

o HEE/IR: QcloudAccessForLighthouseLinkedRolelnLighthouseSmartDiagnostic
o RERAS:

{

"version": "2.0",

"statement": [

{

"action": |
"tat:DescribeAutomationAgentStatus",
"tat :RunCommand",
"tat:DescribelInvocationTasks",
"cwp:DescribeMachineInfo",
"cwp:DescribeMalWareList",
"cwp:DescribeHostLoginList",
"cwp:DescribeBruteAttackList",
"cwp:DescribeRiskDnsList",
"cwp:DescribeBashEvents"

1y

"resource": "*",

"effect": "allow"
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tEitH

BIRE#ATE: 2025-11-22 09:34:16

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMFF=RE AR AEXE AeHEr
22
#HEitE BATCH_QCSLinkedRolelnAcrossService Hﬁg;’fﬁ* acrossservice.batch.cloud.tence

BATCH_QCSLinkedRolelnAcrossService

ERiZR: SABHAIYMEITEBATCHRSEXAE, ZARBECXKKRBNNREERADENEMTIRS

TRBR EREE

o HBRKFR: QcloudAccessForBATCHLinkedRolelnAcrossService
o RIEAB:

{

"version": "2.0",

"statement": [

{

"action": [
"cvm:RunInstances",
"cvm:ModifyInstancesAttribute",
"cvm:ResetInstance",
"cvm:DescribeInstancesStatus",
"cvm:DescribeInstances",
"cvm:TerminateInstances",
"cvm:DescribeImages",
"finance:trade",

"kms :BindCloudResource",

"CVI‘[’[!*"

]I

"resource": "*",
"effect": "allow"

}
]
}
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BznftBnF

BiIRE#ATE: 2025-11-22 09:34:57

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMH=RE Al RAEeXRE A[AeHfk

el TAT_QCSLinkedRoleInCommand ARS51RX command.tat.cloud.tencent.con
BhF )]

BiRz=Ezht SELEES

TAT_QCSLinkedRolelnUploadinvocation uploadinvocation.tat.cloud.tenc

BhF e

TAT_QCSLinkedRoleInCommand

ERiZR: SrABAEBNTAMLEHTF (TAT RSEXAS, ZASBECKIKRBNRCEAAEERNE
GRS HIR.
PR R S

o FEEZIR: QcloudAccessForTATLinkedRolelnCommand
o REASD:

{

"version": "2.0",
"statement": [

{
"action": |
"cvm:Describe*",

"lighthouse:Describe*"

1,

"resource": "*",
"effect": "allow"
}

]

}

TAT_QCSLinkedRolelnUploadinvocation
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ERiZR: SAtABATENHF TATRSEXAR, ZABRKECKIRIEINRIREEA G EIEME
CIRSHEIR.

PR R

o FEME\IR: QcloudAccessForTATLinkedRolelnUploadinvocation
s REENA:

{

"statement": [

{

"action": [
"cos:HeadBucket",
"cos:GetBucket",
"cos:PutObject"
1y

"effect": "allow",
"resource": "*"

}

]I

"version": "2.0"

}
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BITE#RE: 2025-11-22 09:35:02

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMHF&=@E HEIaM REXE AeHE
SRS TKE_QCSLinkedRolelnEIS zzm* eis.tke.cloud.tencent.com

5 cvm.qcloud.com
BEERSS TKE_QCSLinkedRoleInTDCC AR5 HER q

)z =) tdcc.tke.cloud.tencent.com
BaRS TKE_QCSLinkedRolelnEKSLog gz*ﬁ* :\I:g;qgirejfjc;lc;oun;.tencent.com
BRERRSE TKE_QCSLinkedRolelnEtcdService sz* :::;: ::\:ZZ:E: cloud.tencent
NS TKE_QCSLinkedRolelnEKSCostMaster zz*ﬁ* Z‘I::cgz’lc:j:s: ;Tke. cloud.tenc
B2RRS TKE_QCSLinkedRolelnPrometheusService BSHx | ovm.qeloud.com

Re prometheusservice.tke.cloud.

TKE_QCSLinkedRolelnEIS

AR SHEABNTHERS (TKE) RSBEXAE, BTRNTKELRBRNZEEHIERS FaX o HEIRNA
[E] FR PR
PR R

o HFEREIR: QcloudAccessForTKEINEISRole
o RIBAB:

{

"version": "2.0",
"statement": |

{

"effect": "allow",

"action": [
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"cvm:
"cvm:
"tke:
"tke:
"tke
"tke:
"tke:
"tke
"tke:
"tke
"tke:
"tke
"tke:
"tke
"tke:
"tke
"tke:
"tke
"tke:
"tke:
"tke:
"tke:
"cls
"cls
"cls

"cls

ModifyInstancesProject",
DescribelInstances",
InstallAddon",
DescribeAddon",

:DescribeAddonValues",

UpdateAddon",
DeleteAddon",

:AddVpcCniSubnets",

CheckClusterCIDR",

:DescribeClusterKubeconfig",

AcquireClusterKubeConfigForProduct",

:ModifyClusterTags",

ModifyClusterAttribute",

:DisableClusterDeletionProtection”,

DescribeClusterInstances",

:DeleteCluster",

DescribeClusterStatus",

:DescribeClusters",

DescribeExistedInstances",
CreateCluster",
DeleteClusterInstances",

AddExistedInstances",

:Createlogset",
:Describelogsets",
:CreateTopic",

:DescribeTopics",

"monitor:DescribePrometheusInstances",

"monitor:

"monitor:CreatePrometheusClusterAgent",

"monitor:

"monitor:DeletePrometheusClusterAgent",

"monitor:TerminatePrometheusInstances",

"monitor:CreateExporterIntegration",

"monitor:DescribeExporterIntegrations”,

"monitor:CreateExternalCluster",

"monitor:

"vpc:
"tke:
"tke:
"tke
"tke:
"tke
"cvm:
"cvm:
"cvm:
"cvm:

"cvm:

DescribeSubnets",
CreateClusterRelease",

DescribeClusterReleases",

:DescribeClusterPendingReleases",

UninstallClusterRelease",

:DescribelLogSwitches",

DescribeImages",
RebootInstances",
DescribeMarketImages",
ModifyInstancesAttribute",

RunInstances",

©2013-2025 B =hRIRFRE

CreatePrometheusMultiTenantInstancePostPayMode",

DescribePrometheusClusterAgents",

DescribeExternalClusterRegisterCommand",

hEEE
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"cvm:

"cvm:

"cvm:DescribeInstanceTypeConfigs"

"cvm:DescribeZoneInstanceConfigInfos"

1,

ResetInstance",

DescribeZones",

"resource": "*"

}
]
}

TKE_QCSLinkedRoleInTDCC

ERmR:
:'J%;’ ‘o

R BRERE

o REZRR:

* REEAR

{

4

hEEE

LHEABRERIRS (TKE) RSEXAE, ZABRBECXKRIENNREERIBREHNEMTRS

"yversion": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cls:
"cls
"cls:
"cls
"cls
"cls
"cls:
"cls
"cls
"cls
"cls
"cls:
"cls
"cls
"cls
"cls
"cls
"cls

"cls

listTopic",

:getTopic",

createTopic",

:modifyTopic",
:listMachineGroup",

:getMachineGroup",

createMachineGroup",

:modifyMachineGroup",
:deleteMachineGroup",
:getMachineStatus",
:pushLog",

agentHeartBeat",

:getConfig",
:getIndex",
:modifyIndex",
:ApplyConfigToMachineGroup",
:CreateConfig",
:CreateIndex",

:Createlogset",

©2013-2025 B =hRIRFRE
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"cls:CreateMachineGroup",
"cls:CreateTopic",
"cls:DeleteConfig",
"cls:DeleteConfigFromMachineGroup",
"cls:Deletelogset",
"cls:DeleteMachineGroup",
"cls:DeleteTopic",
"cls:DescribeConfigMachineGroups",
"cls:DescribeConfigs",
"cls:DescribelLogsets",
"cls:DescribeMachineGroupConfigs",
"cls:DescribeMachineGroups",
"cls:DescribeTopics",
"cls:ModifyConfig",
"cls:ModifyIndex",
"cls:ModifyMachineGroup",
"cls:ModifyTopic"

I

"resource": [

L]

TKE_QCSLinkedRolelnEKSLog

ERIZR: HuABRNERRS (TKE) RSAL, ZARBECXEKRBNREER RSN EMEIRSSE

PR R

o FERBIR: QcloudAccessForTKELinkedRolelnEKSLog
s REAE:

{

"yversion": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:pushLog",
"cls:agentHeartBeat",

"cls:getConfig"
I

©2013-2025 BN GHRIXFRE FE29 #1177



> Tencent Cloud 5E)EE

"resource": [

L]

]
}
]
}

TKE_QCSLinkedRolelnEtcdService

ERR: HEABNSHRS (TKE) RSAR, ZABBEEXIKRIENMNRCEALRENEMTARS &

PR R

o FHEBEEZIR: QcloudAccessForTKELinkedRolelnEtcdService
o RIRAS:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

L]

1y

"action": [
"cos:DeleteBucket",
"cos:GetBucket",
"cos:PutBucket",
"cos:HeadBucket",
"cos:GetObject",
"cos:HeadObject",
"cos:PutObject",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:ListMultipartUploads",
"cos:AbortMultipartUpload"

]
}
]
}

TKE_QCSLinkedRolelInEKSCostMaster
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ERiZR: SRABANERMKS (TKE) RSAXAE, ZABKECXBKRBNREERBEENEMRTRS

PN
D3 o

PR R

o HEREFR: QcloudAccessForTKELinkedRoleInEKSCostMaster
s REENA:

{

"version": "2.0",

"statement": [

{

"action": [
"monitor:DescribeMidDimensionValueList",
"monitor:DescribeStatisticData",
"monitor:GetMonitorData"

1y

"resource": "*",

"effect": "allow"

h

]

}

TKE_QCSLinkedRolelnPrometheusService

ERiZR: SABANERKS (TKE) RSAR, ZARBECXEKRBIREERGRENEMEIRSE

X PR R

o EERAZIR: QcloudAccessForTKELinkedRoleInPrometheusService
s REEAS:

{

"statement": [

{

"action": [
"cos:DeleteBucket",
"cos:GetBucket",
"cos:PutBucket",
"cos:HeadBucket",
"cos:GetObject",
"cos:HeadObject",
"cos:PutObject",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
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"cos:ListMultipartUploads",
"cos:AbortMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",

"monitor

"monitor:
"monitor:
"monitor:

"monitor:

"monitor

"monitor:

"monitor

"monitor:

"monitor

"monitor:

"monitor

"monitor:

"monitor

"monitor:
"monitor:
:UpdateAlertRuleState",

"monitor:

"monitor

"monitor

"monitor:
"monitor:

"monitor:

"monitor

"monitor:

"monitor

"monitor:

"monitor

"monitor:

"monitor

"monitor:
"monitor:
"monitor:

"monitor:

:DescribePrometheusInstances",

DescribeRecordingRules",
DescribeAlertRules",
DescribeAlarmNotice",

DescribeAlarmNotices",

:DescribeAlarmNoticeCallbacks",

DescribeAlarmHistories",

:CreatePrometheusMultiTenantInstance",

TerminatePrometheusInstances",

:ModifyPrometheusInstanceAttributes",

CreateRecordingRule",

:DeleteRecordingRules",

UpdateRecordingRule",

:CreateAlertRule",

DeleteAlertRules",
UpdateAlertRule",

CreateAlarmNotice",

:DeleteAlarmNotices",

ModifyAlarmNotice",
ModifyAlarmPolicyNotice",
CreateManagedEKSAgent",

:DescribeManagedEKSAgent",

CreateAlertRuleReceiverNotRequired",

:UpdateAlertRuleReceiverNotRequired",

DescribeExporterIntegrations",

:CreateExporterIntegration",

UpdateExporterIntegration",

:DeleteExporterIntegration",

CreateGrafanalInstance",
CreatePrometheusMultiTenantInstancePostPayMode",
BindPrometheusManagedGrafana",

DescribeGrafanalnstances",

"tdcc:DescribeExternalClusters",

"tdcc:DescribeExternalClusterCredential",

"monitor

"monitor:

"monitor

"monitor:

"monitor

"monitor:

"monitor

:UpgradeGrafanaDashboard",

UninstallGrafanaDashboard",

:DescribePrometheusAlertGroups",

CreatePrometheusAlertGroup",

:UpdatePrometheusAlertGroup",

DeletePrometheusAlertGroups",

:UpdatePrometheusAlertGroupState",

"tke:DescribeTKEEdgeExternalKubeconfig",
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"tke:DescribeTKEEdgeClusterCredential",

"tke:DescribeTKEEdgeClusters",
"tke:DescribeClusters",

"tke:DescribeClusterSecurity"

1,

"effect": "allow",
"resource": [

mmn

]

t

1y

"version": "2.0"

}

©2013-2025 B =hRIRFRE

hEEE

I3 H177TT



> Tencent Cloud 5E)EE

CREDHATHL

SR EHE: 2025-11-22 09:34:59

RS (fAX) ABREHBNZRSMENX, KRFRNEHENMARSENTETERSAXASBXAF ZRATHEE
. AXHEMTBRRRSEXAESNERDRIBAXNRRIEES.

CAMH=@# =t =B ABHE

cvm.qcloud.com

CEE SRR TDCC_QCSLinkedRolelnOps RSBZEXAE
ops.tdcc.cloud.tencent.com

TDCC_QCSLinkedRolelnOps

ERR: HABNZRESHASFO (TDCC) RSBEXAE, ABBECKKRIBNNREREAAEE
HEMTARS EIR.
TR PR EREE

o FEREZFR: QcloudAccessForTDCCLinkedRolelnOps
o RIBASR:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": |
"cls:listTopic",
"cls:getTopic",
cls:createTopic",
"cls:modifyTopic",
"cls:1listMachineGroup",
"cls:getMachineGroup",
"cls:createMachineGroup",
"cls:modifyMachineGroup",
"cls:deleteMachineGroup",
"cls:getMachineStatus",
"cls:pushLog",
"cls:agentHeartBeat",
"cls:getConfig",

cls:getIndex",
"cls:modifyIndex",
"cls:ApplyConfigToMachineGroup",

"cls:CreateConfig",
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"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls

"cls

"cam:

"cam:

1,

:CreateIndex",
:Createlogset",
:CreateMachineGroup",
:CreateTopic",
:DeleteConfig",
:DeleteConfigFromMachineGroup",
:Deletelogset”,
:DeleteMachineGroup",
:DeleteTopic",
:DescribeConfigMachineGroups",
:DescribeConfigs",
:Describelogsets”,
:DescribeMachineGroupConfigs",
:DescribeMachineGroups",
:DescribeTopics",
:ModifyConfig",

:ModifyIndex",
:ModifyMachineGroup",
:ModifyTopic",

:GetChart",

:CreateChart",

:GetDashboard",
:ListDashboard",

:ListChart",
:DeleteDashboard",
:DeleteChart",
:CreateDashboard",
:ModifyDashboard",

ListMaskedSubAccounts",

GetUserBasicInfo"

"resource": [

L]

]
}
]
}
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AR SS
SRIERARSS

BITE#HE: 2025-11-22 09:35:00

BRI EE

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE

. AXENTBRFRSEXAENERITERBXNRRIEES.
CAMA™m®  ABRR

SR ARSS TEM_QCSLinkedRoleInTEMAPI

SBMRARS TEM_QCSLinkedRoleInTEMLog

SBMRIARSS TEM_QCSLinkedRolelnAccessCluster
SBMRIARSS TEM_QCSLinkedRolelnAccessResourceService

TEM_QCSLinkedRoleInTEMAPI

=Bt

ARSSHEX
o] =

ARSStEX
2] =)

ARSSHEX
o] =)

ARSSHEX
o] =

ReHE

temapi.tem.cloud.tencen

cvm.qcloud.com
temlog.tem.cloud.tencen

accesscluster.tem.cloud.

accessresourceservice.t

ERZR: SABREERHERS (TEM) RSEXAR, ZABRKEEXBKRBNREEALEENE R

P BN
S&ER,

PR R

o FEMEBIR: QcloudAccessForTEMLinkedRoleInTEMApi
o RIEAEB:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": |

nxn

]I

"action": [

"apm:CreatePAASInstance",
"apm:DescribeApmAgent",

"apm:DescribeTopology",
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TEM_QCSLinkedRoleInTEMLog

ERT=:

b

N

"apm:DeletePAASInstance",

"apm:DescribePAASTopology",

"tcb:CreateCloudBaseRunServerVersionWithMicroService"

]
}
]
}

2
FSEIm .

TR BR R

o REZZBR:

* REEAH:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

mwxn

1y

"action": [
"cls:listTopic",
"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:listMachineGroup",
"cls:getMachineGroup",
"cls:createMachineGroup",
"cls:modifyMachineGroup",
"cls:deleteMachineGroup",
"cls:getMachineStatus",
"cls:pushLog",
"cls:agentHeartBeat",

"cls:getConfig"
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QcloudAccessForTEMLinkedRoleInTEMLog

BRI EE

SEAeRNEMMNRS (TEM) RSBEXAE, ZAERBEEXKRIENMREERIGRENEM TR
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TEM_QCSLinkedRolelnAccessCluster

RS SaAeREERHERS (TEM) RSEXAR, ZABRKEEXRKRBNREEALEENE R

A2 R
FGAUR o

PR R

o HEREFR: QcloudAccessForTEMLinkedRolelnAccessCluster
s REENA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"tse:DescribeSREInstances",
"tse:DescribeSREInstanceAccessAddress",
"tse:DescribeSREGlobalConfigs",
"tke:DescribeClusters",
"tcr:CreateNamespacePersonal",
"tcr:DeleteNamespacePersonal",
"tcr:DescribeRepositoryOwnerPersonal",
"tcr:DeleteRepositoryPersonal",
"tcr:DeleteImagePersonal”,
"tcr:CreateRepositoryPersonal",
"tcr:BatchDeleteRepositoryPersonal",
"tcr:BatchDeleteImagePersonal",
"tcr:CreateInstanceToken",
"tcr:DescribeInstanceToken",
"tcr:DeleteInstanceToken",
"tcr:DescribeRepositories™",
"tcr:PullRepository",
"tcr:PullRepositoryPersonal",
"cls:searchLog",

"cls:getTopic",

"cls:getIndex",

"cls:CreatelIndex",

"cls:modifyIndex",

"cls:DeletelIndex",
"cfs:DescribeCfsFileSystems",
"cfs:DescribeMountTargets",
"vpc:DescribeSubnetEx",
"vpc:DescribeSubnet",
"apm:CreateApmInstance",
"apm:ModifyApmInstance",

"apm:TerminateApmInstance",
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"apm:
"apm:
"apm:
"apm:
"apm:
"apm:
"apm:
"cam:
"tcr:
"tcr
"tcr:
"tcr
"tcr:
"tcr
"tcr:
"tcr
"tcr:
"tcr
"tcr:
"tcr:

"tcr:

CreatePAASInstance",
DeletePAASInstance",
DescribeApmAgent",
DescribeTopologyMetricLineData",
DescribeMetricLineData",
DescribeServiceOverview",
DescribeMetricRecords",
GetRole",

DescribeInternalkEndpoints",

:DescribeInternalEndpointDnsStatus",

CreateInternalEndpointDns",

:DuplicateImagePersonal”,

DescribelInstances",

:CreateInstance",

DescribeNamespaces",

:CreateNamespace",

CreateRepository",

:DescribeRepositories",

ManageInternalEndpoint",
PushRepository",

PushRepositoryPersonal”,

"monitor:DescribePrometheusInstances",

"monitor:UpgradeGrafanaDashboard",

"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:
"vpc:

"cvm:

CreateVpc",
CreateSubnet",
DescribeVpcEx",
DeleteNatGateway",
CreateNatGateway",
CreateRoute",
EnableRoutes",
DeleteRoute",
DescribeNatGateways",
DescribeRouteTable",

ReleaseAddresses",

"monitor:TerminatePrometheusInstances",

"monitor:CreatePrometheusMultiTenantInstancePostPayMode",

"tcr:
"tcr:

1,

DescribeNamespacePersonal",

DescribeApplicationTokenPersonal"

"resource": [

L]

]
}
]
}
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TEM_QCSLinkedRolelnAccessResourceService

EAHR:

A2 R
FGAUR o

PR R

o REgRF:

* REEAT

{

SHeARNEEMNRS (TEM) RSEXAS, ZABRKESXKBRRIENNRTEEAAE

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"tcb:
"tcb:
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tcb:
"tcb:
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tcb
"tcb:
"tcb:
"tcb:
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tcbh:

I

DescribeCloudBaseGWAPI",
DescribeCloudBaseRunServer",
DescribeCloudBaseRunServers",
DescribeCloudBaseRunServerVersion",
DescribeEnvLimit",
DescribeCloudBaseRunPodList",
DescribeICPResources",
DescribePostPackage",
DescribeCloudBaseGWService",
DescribeCurveData",

SearchClsLog",
DescribeCloudBaseRunImages",
DescribeCloudBaseRunServerFlowConf",
CreateCloudBaseRunServerVersion",
CreateCloudBaseGWAPI",
ModifyCloudBaseGWAPIPublicAccess",
ModifyCloudBaseGWAPIAccessType",

ModifyCloudBaseRunServerVersion",

:CreatePostpayPackage",

DeleteCloudBaseRunImageRepo",
DeleteCloudBaseRunServer",
DeleteCloudBaseRunServerVersion",
EstablishCloudBaseRunServer",

ModifyCloudBaseRunServerFlowConf",

RollUpdateCloudBaseRunServerVersion",

DescribeEnvs",
DestroyEnv",
CheckTcbService",
ModifyEnv",

DescribeCloudBaseRunVersionException"
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"resource": |

L]

]
}
]
}
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Btz EIRSS
IRFhE

BRITE#HATE: 2025-11-22 09:34:29

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMF=RE HAel3R AEEE AeFE
. . FELiEES

I RIFHE COS_QCSLinkedRolelInCOSAcc - COSAcc.COS.cloud.tencent.
. . SRS

I RIFHE COS_QCSLinkedRoleInCLSAccess e cosoclsr.cos.cloud.tencent.c
. . . . BRZ1EX% .

N RFE COS_QcCSLinkedRolelnLighthouseMounting -y Ihmounting.cos.cloud.tencer

COS_QCSLinkedRoleInCOSAcc

ERR: SAIARANNREM (COS) RBHEXAR, ZABKECXBKREBIMNRTEEARIENEM RS
PR R

o FHEEZIR: QcloudAccessForCOSLinkedRoleInCOSAcc
o REASD:

{

"statement": [

{

"action": [
"COS:*"

1y

"effect": "allow",
"resource": "*"

s

1,

"version": "2.0"

}
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COS_QCSLinkedRoleInCLSAccess

EAHR:

PR R

o REgRF:

BRI EE

MHRFEARSS (COS) FREPREIFEERRTLATNR: EMEXBERS (CLS) HESR. HEE
@, B, IBMESRA, EBHERRSIMRRERES

QcloudAccessForCOSLinkedRolelnCosoclsr

* REEAB:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls

"cls

:Createlndex",
:ModifyIndex",
:DescribelIndex",
:CreateTopic",
:ModifyTopic",
:DeleteTopic",
:DescribeTopics",
:ModifyLogset",
:Deletelogset”,
:Createlogset",
:Describelogsets",
:DescribeResourceTagsByResourceIds",
:DescribeTagKeys",
:DescribeTagValues",
:DescribeResourceTags",
:TagResources",

:DescribeTags"

"resource": "*"

COS_QCSLinkedRolelnLighthouseMounting

ERR: SEIABNNREM (COSIRSZBXAR, %ABBECKIKRIENMNRCEAILEENEMTIRS E

o
PR SR
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o FEBR{IR: QcloudAccessForCOSLinkedRolelnLighthouseMounting
o REAAB:

{

"statement": [

{

"action": |

"tat :DescribeCommands",

"tat :RunCommand",

"tat :InvokeCommand",
"tat:DescribeInvocations",
"tat:DescribelInvocationTasks",
"tat:DescribeAutomationAgentStatus",
"tat:CancellInvocation",
"tat:DescribeInstancesFeatureStatus"

1,

"effect": "allow",
"resource": "*"

}

1,

"version": "2.0"

}
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Z HDFS

BiRE#RATE: 2025-11-22 09:34:25

BRI EE

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMF=@%  ABAEW

Z=HDFS

CHDFS_QCSLinkedRoleInMetaMgmt

AEXE fAeHid

ARSStEX
Ai

metamgmt.chdfs.cloud.tencent.con

CHDFS_QCSLinkedRoleInMetaMgmt

ERiZR: SHRIABANTHDFS (CHDFS) IRBEXAE, ZABKECXKIKRIBINRREERBRIEHNEM TR

AZ3R3
G

TRBR EREE

o REZZBR:

. HENE:

{

"version": "2.0",

"statement": [

{

"action": [

"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

:GetBucket",
:GetBucketObjectVersions",
:PutObject",
:PutObjectCopy",
:PostObject”,
:AppendObject",
:GetObject",

:HeadObject",
:DeleteObject",
:OptionsObject",
:PostObjectRestore",
:InitiateMultipartUpload",
:UploadPart",
:UploadPartCopy",
:CompleteMultipartUpload",
:AbortMultipartUpload",
:ListMultipartUploads™",
:ListParts",
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"cos:GetBucketLifecycle",
"cos:PutBucketLifecycle",
"cos:DeleteBucketLifecycle",
"cos:PutObjectTagging”,
"cos:GetObjectTagging",
"cos:DeleteObjectTagging”
1y

"resource": "*",
"effect": "allow"

}

]

}
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HIEIN®E2: GooseFS

BiIREATE: 2025-11-22 09:34:40

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMHI=@E AR AEXE fAeRl
R INER ARSStEX

GooseFS_QCSLinkedRolelnManageCloudService managecloudservice.g«

GooseFS )z:) =]

GooseFS_QCSLinkedRolelInManageCloudService

EAZR: HAAEHMIEMEEGooseFS (GooseFS) IRFBIAXAE, %A BEIFEEXKRIEHNREEA A
BREMTRSFIR.
TRBR EREE

o HER\IR: QcloudAccessForGooseFSLinkedRolelnManageCloudService
s RBAS:

{

"version": "2.0",

"statement": [

{

"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeVpcPrivatelIpAddresses",
"vpc:DescribeSubnetEx",
"cvm:RunInstances",
"cvm:TerminateInstances",
"cvm:DescribeInstancesStatus",
"cvm:DescribeInstances",
"cvm:DescribeImages",

"tat :RunCommand",
"tat:DescribelInvocations",
"tat:DescribeAutomationAgentStatus",
"cos:GetBucket",
"cos:GetBucketObjectVersions",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PostObject",
"cos:AppendObject",
"cos:GetObject",
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"cos
"cos
"cos
"cos

"cos

"cos:

"cos
"cos
"cos
"cos
"cos
"cos
"tat

"cvm

"cvm:

"cvm:

"cvm

"cvm:
"cvm:

"cvm:

"cvm

"cvm:
"cvm:
"cvm:

"cvm:

1,

:HeadBucket",
:HeadObject",
:DeleteObject",
:OptionsObject",
:PostObjectRestore",

InitiateMultipartUpload",

:UploadPart",
:UploadPartCopy",
:CompleteMultipartUpload",
:AbortMultipartUpload",
:ListMultipartUploads™",
:ListParts",
:DescribeInvocationTasks",

:DeleteSecurityGroup",

CreateSecurityGroupWithPolicies",

DescribeSecurityGroups",

:DescribeSecurityGroupAssociationStatistics",

DescribeDisasterRecoverGroups",
DescribeDisasterRecoverGroupQuota",

CreateDisasterRecoverGroup",

:ModifyDisasterRecoverGroupAttribute”,

DeleteDisasterRecoverGroups",
CreateSecurityGroup",
CreateSecurityGroupPolicy",
DeleteSecurityGroupPolicy"

"resource": "*",

"effect": "allow"

}I

{

"effect": "allow",
"action": "finance:*",
"resource": "gcs::cvm:::*"

}
]
}
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FIRALIES i
HESARSS

BITE#MTE: 2025-11-22 09:34:28

ARss (HX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSEX AN AR ZRHITIHEE
. AXEMTBRERSBXAENERITIREBRNRREES.

CAMHF=@mE RABRAM =)= Eid RBREIF
SEEIEES console-
Hpp sz i
F=hess CLS_QCSRolelnAnonymousSharing ) ) sharing.cls.cloud.tencent.com

CLS_QCSRolelnAnonymousSharing

ERiZR: SRABRAECLSERD EMHEMIAEN, CLSRRSEAET (HMERT/NREN) NAFRNIE
PR R

o HERRATR: QcloudAccessForClsRolelnSharing

s REBAS:
{
"version": "3.0",
"statement": [
{
"effect": "allow",
"action": [

"cls:SearchLog",
"cls:DescribeTopics",
"cls:DescribeIndex",
"cls:DescribelLogHistogram",
"cls:DescribeDashboards",
"cls:QueryRangeMetric",
"cls:QueryMetric"

1y

"resource": "*"

b

]

}
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FBESTE

BRITE#MTE: 2025-11-22 09:34:49

ARss (HX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSEX AN AR ZRHITIHEE
. AXENTBRAERSEXAENERTRRBXNRRIBES.

CAMH=mE  AERMR AExE REHr
Z
=ik’ MSP_QCSLinkedRolelnMIGtocos b migtocos.msp.cloud.tencent.com

&

MSP_QCSLinkedRolelInMIGtocos

ERiZR: SABANTER (MSPRSHEXAR, ZABRFECKIKRIBINIREERIGREHNEMEIRSH
iRo
PR R

o HEREFR: QcloudAccessForMSPLinkedRolelnMIGtocos
s REENE:

{

"statement": [

{

"action": [
"cos:GetService",
"cos:PutObject",
"cos:GetObject"
1,

"effect": "allow",
"resource": "*"

}

]I

"version": "2.0"

}
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TDSQL-C MySQL kR

BITE#E: 2025-11-22 09:34:32

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMH=m®  ABRW AEXE  AeHf

fD,ngsz ?E CynosDB_QCSLinkedRolelnDBLog gzm* DBLog.cynosdb.cloud.ter
'?D,i(%ff iﬁfi CynosDBMysql_QCSLinkedRoleInKms giim* kms.cynosdb.cloud.tence
ijigEff;CEE CynosDBMysql_QCSLinkedRolelnClslog gz*ﬁ* clslog.cynosdb.cloud.ten:
_?D,if_fff iEE:F CynosDB_QCSLinkedRolelnDBlogDeliver sz* DBLogDeliver.cynosdb.cl
'Z?D,ingf ?E CynosDB_QCSLinkedRolelnDBLogDeliverCOS gzm* DBLogDeliverCOS.cynos:
foﬁs\giff iEE CynosDBMysql_QCSLinkedRolelnDtsDataSync gzm* dtsDataSync.cynosdb.clc

CynosDB_QCSLinkedRolelnDBLog

ERiZR: SRABATRENEE (TDSQL-C) RBEXAR, ZARBECKERBINRCEAAEEMNE
REARSFEIR.
PR R

o HERRTR: QcloudAccessForCynosDBLinkedRolelnDBLog
s REBAS:

{

"version": "2.0",
"statement": |

{

"effect": "allow",

"action": [
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"cls:
"cls:
"cls:
"cls:
"cls:

"cls:

I

ModifyKafkaRecharge",
DescribeKafkaRecharges",
DeleteKafkaRecharge",
CreateKafkaRecharge",
DeleteCloudProductLogTask",
ModifyCloudProductLogTask"

"resource": "*"

}
]
}

CynosDBMysql_QCSLinkedRolelnKms

ERHR:

PR R S

BRI EE

HAIABNERELIERFETDSQL-C (cynosdb) IRSBBXAE, ZABKBECKIKREBINREERL
BRI E MRS FIR .

o FERBIR: QcloudAccessForCynosDBLinkedRolelnKms
s REAE:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"kms:
"kms:
"kms
"kms
"kms
"kms
"kms

1,

GetServiceStatus",
ListKeyDetail",

:CreateKey",
:GenerateDataKey",
:Decrypt",
:BindCloudResource",

:UnbindCloudResource"

"resource": [

mwxn
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CynosDBMysql_QCSLinkedRolelnClslog

ERER: HEABITFEELIEE TDSQL-C (CYNOSDB )RZiEXAE, ZAEBEDXEKRIBIIRCEMN
RIS E M TARS EIR.
PR R

o FEME\IR: QcloudAccessForCynosDBLinkedRolelnClslog
s REENA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:DescribeIndexs",
"cls:DescribeTopics",
"cls:DescribeIndex",
"cls:CreatelIndex",
"cls:DeletelIndex",
"cls:ModifyIndex",
"cls:pushLog",
"cls:Createlogset",
"cls:CreateTopic",
"cls:Describelogsets",
cls:DeleteTopic",
"cls:DeleteLogset"

I

"resource": [

mwxn

CynosDB_QCSLinkedRolelnDBlogDeliver

ERiZR: SABANTHRENRERE (TDSQL-C) RSEXAR, ZARBECKERBNNRCEAAEDEMNE
L =ARS FEIR.
X PR R

o HERBIR: QcloudAccessForCynosDBLinkedRolelnDBLogDeliver
° REBAS:
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{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"ckafka:DescribeTopic",
"ckafka:CreateTopic",
"ckafka:CreateRoute",
"ckafka:DescribeTaskStatus",
"ckafka:DescribeRoute"

I

"resource": "*"

}

]

}

CynosDB_QCSLinkedRolelnDBLogDeliverCOS

ERiZR: SABHANTHEERERE (TDSQL-C) RSBSHEXAR, ZABBECXKRBNNREERAEDEMNE
L EARS ER.
TRBR EREE

o HERBIR: QcloudAccessForCynosDBLinkedRolelnDBLogDeliverCOS
o KEBAS:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": |
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:HeadObject",
"cos:PutBucketLifecycle",
"cos:GetBucketLifecycle",
"cos:DeleteBucketLifecycle"

1,
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"resource": "*"
}
]
}

CynosDBMysql_QCSLinkedRolelnDtsDataSync

FEAGSR: HAABHTEEHIEETDSAQL-C (cynosdb) RBEXAE, ZABKECSXKRIBINNRTEERL
B E MRS FIR .
PR R

o HERRTR: QcloudAccessForCynosDBLinkedRolelnDtsDataSync
s REBAS:

{

"version": "2.0",
"statement": |

{

"effect": "allow",
"action": [
"dts:CreateSyncJdob",
"dts:ConfigureSyncJob",
"dts:CreateCheckSyncJob",
"dts:DescribeCheckSyncJobResult",
"dts:SkipSyncCheckItem",
"dts:StartSyncJdob",
"dts:DescribeSyncJobs",
"dts:IsolateSyncJob",
"dts:DestroySyncJob"

I

"resource": [

]

]

b

{

"action": [
"finance:trade",
"finance:CreateOrders"
1y

"effect": "allow",
"resource": [
"gcs::dbtsor o *"

]

}
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EHERE MySQL

BiRE#ATE: 2025-11-22 09:34:20

BRI EE

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE

. AXHENTBRRRSEXAESNERRIBXNRRIEES.
CAMF=@%  ABAEW

ngf[i CDB_QCSLinkedRolelnDBLog

zl\_/leifl_ﬁ CDB_QCSLinkedRolelInCdbwan

ﬁifl_ﬁ CDB_QCSLinkedRolelnDBlogDeliver
Z'\_A:;’Hifl_ﬁ CDB_QCSLinkedRolelnDBLogDeliverCOS

CDB_QCSLinkedRolelnDBLog

ARSStEX
o] =)

ARSSHEX
o] =)

ARSSHEX
o] =

ARSStEX
o] =)

ABHIE

DBLog.cdb.cloud.tencent.com

cdbwan.cdb.cloud.tencent.con

DBLogDeliver.cdb.cloud.tencei!

DBLogDeliverCOS.cdb.cloud.te

EAHS: HARABNTEHIERE MySQL (TencentDB for MySQL) FRBIEXAE, %A BIGE SR RIEMIINR

SEEABEEREM RS FIR.
TR BREREE

o HEREFR: QcloudAccessForCDBLinkedRolelnDBLog
s REAS:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:DeleteCloudProductLogTask",
"cls:ModifyCloudProductLogTask",
"cls:CreateKafkaRecharge",
"cls:DeleteKafkaRecharge",
"cls:DescribeKafkaRecharges",
"cls:ModifyKafkaRecharge"

I

"resource": "*"

©2013-2025 B =hRIRFRE

57 H177TT



> Tencent Cloud

CDB_QCSLinkedRoleInCdbwan

BRI EE

{ERZE: YRRt NT=EIERE (CDB_QCSLinkedRoleinCdbwan) ERZBHEXAE, ZARIBEDXIFFEIRIIN

FRIEEIRBRIEHEME RS FIR.
TR PR EREE

o HEEEZFR: QcloudAccessForCDBLinkedRoleInCdbwan
s REANA:

{

"statement": [

{

"action": |
"clb:DescribelLoadBalancers",
"clb:CreateLoadBalancer",
"clb:DeletelLoadBalancer",
"clb:ModifylLoadBalancerAttributes",
"clb:ModifyLBOperateProtect",
"clb:CreatelListener",
"clb:DescribelListeners",
"clb:DeletelListener",
"clb:RegisterTargets",
"clb:BatchRegisterTargets",
"clb:DeregisterTargets",
"clb:BatchDeregisterTargets",
"clb:ModifyListener",
"clb:DescribeTaskStatus",

"clb:DescribeTargets"

"effect": "allow",
"resource": [

nxm

]

I

{

"effect": "allow",
"action": "finance:trade",
"resource": "gcs::clb:::*"

}
1,
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"version": "2.0"

b

CDB_QCSLinkedRolelnDBlogDeliver

EAZR: HAARERITEIERE MySQL (TencentDB for MySQL) BRBIEXAE, %A EISECXIXRIBHIINR
SEEABEEHNEM RS FIR.
PR R

o HFEEH/IR: QcloudAccessForCDBLinkedRolelnDBLogDeliver
c RERAS:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"ckafka:DescribeTaskStatus",
"ckafka:DescribeRoute",
"ckafka:CreateRoute",
"ckafka:DescribeTopic",
"ckafka:CreateTopic"

1y

"resource": "*"

}

]

h

CDB_QCSLinkedRolelnDBLogDeliverCOS

EAZSR: HAABRITEIERE MySQL (TencentDB for MySQL) BRBEXA®, %A EISEEXIXRIBHIINR
SEEABEENEM RS FIR.

IR SR g
o FEME{IR: QcloudAccessForCDBLinkedRolelnDBLogDeliverCOS
o RIRASD:

{

"version": "2.0",

"statement": [
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{

"effect": "allow",

"action": [
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:HeadObject",
"cos:PutBucketLifecycle",
"cos:GetBucketLifecycle",
"cos:DeleteBucketLifecycle"

I

"resource": "*"

}

]

}
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= EUEE PostgreSQL

BiRERATE: 2025-11-22 09:34:52

BRI EE

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE

. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMBESE  RESR o g
TEREEE : ARSS AR
PostgreSQL PostgreSQL_QCSLinkedRolelnDBLog i
TEUREE . ARSSHEX
PostgreSQL Postgres_QCSLinkedRolelnPostgresKms -

PostgreSQL_QCSLinkedRolelnDBLog

AeHr

DBLog.PostgreSQL.cloud.tence

postgreskms.postgres.cloud.te

ERER: HEIABINTEIERE PostgreSQL (Postgres) IRBIEXAE, 1ZABIBECXBKRIENNREEANA

BRI E MRS FIR .
PR R S

o FERBIR: QcloudAccessForPostgreSQLLinkedRoleinDBLog
o RERAS:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:ModifyKafkaRecharge",
"cls:DescribeKafkaRecharges",
"cls:DeleteKafkaRecharge",
cls:CreateKafkaRecharge",
"cls:DeleteCloudProductLogTask",
"cls:ModifyCloudProductLogTask"

"resource": "*"
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Postgres_QCSLinkedRolelnPostgresKms

ERZR: SHABRATHIEREPostgreSALIRSZHEXAE, ZABRFKECKERIEIIREEAILRIGHEM IR
SHEIR.

PR R

o HEERTR: QcloudAccessForPostgresLinkedRolelnPostgresKkms
s REBAB:

{

"version": "2.0",
"statement": [

{

"action": [
"kms:Decrypt",
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:BindCloudResource",
"kms :UnbindCloudResource"
I

"resource": "*",
"effect": "allow"

}

]

}
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=EIBEE SQL Server

BiIRE#RATE: 2025-11-22 09:34:54

RS (fAX) ABREHBNZRSMENX, SRFRNEHENMARSENTETHERSAXASBXAF ZRATIHEE
. AXHENTBRRRSEXAESNERDRIBXNRRIEES.

CAMH= @& AER AERE A

— .
SHIER SQL SQLServer_QCSLinkedRoleInKMS ARSSHAX
Server )z:h =)

kms.sqlserver.cloud.tencent.com

SQLServer_QCSLinkedRoleInKMS

ERiZR: SHRIABHSAL ServerlRSBHEXAR, ZABKECKIKRIRINRTERNBRIEHNEMTRSHIR.
X PR R

o EEREIR: QcloudAccessForSQLServerLinkedRoleInKMS
s REEAS:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:BindCloudResource",
"kms :UnbindCloudResource",
"kms:Encrypt",
"kms:DescribeKey"

I

"resource": "*"

b

]

b
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MR EE E

TDSQL MySQL kR

BITE#E: 2025-11-22 09:34:33

BRI EE

ARss (HX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSEX AN AR ZRHITIHEE
. AXENTBRAERSEXAENERTRRBXNRRIBES.

CAMAR/=m &

TDSQL MySQL
hiR

TDSQL MySQL
hR

TDSQL MySQL
hR

ABRMR

DCDB_QCSLinkedRoleInKMS

DCDB_QCSLinkedRoleInTSE

DCDB_QCSLinkedRolelnDBLog

DCDB_QCSLinkedRoleInKMS

ERHR:
Hth AR5 FIR
PR RS

o REZRTR:
* REBAH:

{

"version":

{
"effect":

"resource":

]

1,

"action":

QcloudAccessForDCDBLinkedRoleInKMS

"2‘0"’

"statement":

"allow",

ABxXE

ARSSHEX A
&

ARSstEXMA
1=}

ARSStEX A
&

"kms:GetServiceStatus",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt",

©2013-2025 B =hRIRFRE

ABHr

kms.dcdb.cloud.tencent.com

tse.dcdb.cloud.tencent.com

DBLog.dcdb.cloud.tencent.com

SRifAEJy TDSQL MySQL hk (DCDB) RRSSTAXMAE, %A BEECXIKRIBNNRTEAAEZR
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:EnableKey",
:EnableKeyRotation",
:ListKeyDetail",
:DescribeKey",
:ListKey"

DCDB_QCSLinkedRoleInTSE

ERHR:

BRI RIS

R BRERES

o REZZR:

HATAEND HINEIERE TDSQL MySQLAR (DCDB) RRSBIEXMAE, %A EIEESXIKRIRINR
REMTIRS HR.

QcloudAccessForDCDBLinkedRolelnTSE

c REEAE:

{

"statement": [

{

"action": [

"tse

"tse:

"tse

"tse:

"tse

"tse:

"tse

"tse:
"tse:

"tse:

"tse

"tse:

1,

:CreateGovernanceStrategy",

DescribeGovernanceMainToken",

:DescribeGovernanceInstances",

DescribeGovernanceServices",

:CreateGovernanceInstances",

DeleteGovernancelInstances",

:ModifyGovernanceServices",

DescribeGovernanceStrategies",
DescribeSREInstances",

ModifyGovernanceInstances",

:DescribeGovernanceNamespaces",

DescribeGovernanceAuthStrategies”

"effect": "allow",

"resource": "*"

}
I

"version": "2.0"

}
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DCDB_QCSLinkedRolelnDBLog

ERiZR: SABANSHIANIEREDCDB (dcdb) RSBEXAR, ZABRKEEXIKREENNRTEREAILRIEMN
HittZARS FIR
PR R

o HHEERIR: QcloudAccessForDCDBLinkedRolelnDBLog
s RBAS:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"cls:ModifyKafkaRecharge",
"cls:DescribeKafkaRecharges",
"cls:DeleteKafkaRecharge",
"cls:CreateKafkaRecharge",
"cls:DeleteCloudProductLogTask",
"cls:ModifyCloudProductLogTask"
I

"resource": "x"

}

]

}
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NoSQL §5{ n‘E
=EERE MongoDB

BITE#ATE: 2025-11-22 09:34:47

BRI EE

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMA™m®  ABRR

XS ERHE .
MongoDB MongoDB_QCSLinkedRolelnKMS
X4 EERE -

MongoDB MongoDB_QCSLinkedRolelnDBlog
X4 EHERE _

MongoDB MongoDB_QCSLinkedRolelnLogPush

MongoDB_QCSLinkedRoleInKMS

RBexRE

ARSSHEX
o] =

ARSStEX
As

ARSSHEX
] =)

ABHr

kms.mongodb.cloud.tencent.com

DBLog.mongo.cloud.tencent.com

logpush.mongodb.cloud.tencent.c¢

AR SEABANTEHIERE (MongoDB) IRSBEXAER, ZABRKECKIRIENSIRCERIBRIENEME

RS EH IR
PR R

o HFEE/IR: QcloudAccessForMongoDBLinkedRolelnKMS

. HEBNE:

{

"statement": [

{

"action": [
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:BindCloudResource",
"kms:UnbindCloudResource"
I

"effect": "allow",

"resource": |

L]
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]
}
1,

"version": "2.0"

}

MongoDB_QCSLinkedRolelnDBlog

ERiZR: SABATEIERE (MongoDB) RBEXAR, ZAEBRKAEEXKREENMNRTEERNILRENEMT
RS EHIR.
TR BR R

o HERBMR: QcloudAccessForMongoDBLinkedRolelnDBLog
o REBAS:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"cls:DescribeKafkaRecharges",
"cls:ModifyKafkaRecharge",
"cls:DeleteKafkaRecharge",
"cls:CreateKafkaRecharge",
"cls:DeleteCloudProductLogTask",
"cls:ModifyCloudProductLogTask"
I

"resource": "*"

}

]

}

MongoDB_QCSLinkedRolelnLogPush

ERpR: SAeRIEEERE (MongoDB) RBEXAR, ZABRKECKERIENRCERILRIENEMT
RS EHIR.
TR BREREE

o HEREZFR: QcloudAccessForMongoDBLinkedRolelnLogPush
c RIBAA:
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{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:pushLog"
1y

"resource": "*"
h

]

h
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#IERE SaaS TH
HIEEESEEE 3 DBbrain

BITE#RE: 2025-11-22 09:34:33

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXEMTBRERSAXAENERIIREBRNRREES.

CAMF=@mE RABRAM AEXE Aefl
% 046 &
el DBBRAIN_QCSLinkedRolelnRedisAutonomy e RedisAutonomy.dbbrain.clol

x - o))

DBBRAIN_QCSLinkedRolelnRedisAutonomy

ERiZR: SRABANNIEESEER (dbbrain) RSEXAR, ZABKEEXKREENNREEAILRIENE
L EARS FEIR.
PR R

o HERRTR: QcloudAccessForDBBRAINLinkedRolelnRedisAutonomy
s REBAS:

{

"statement": [

{

"action": [
"redis:DescribelInstances",
"redis:Upgradelnstance",
"redis:UpgradelInstanceVersion",
"redis:InquiryPriceUpgradeInstance",
"redis:DescribeProductInfo",
"redis:DescribelInstanceShardInfo"

I

"effect": "allow",
"resource": "*"

I

{

"action": |

"finance:trade"

1,

"effect": "allow",
"resource": "gcs::redis:::*"

b
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1,

"version": "2.0"

}
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IR EEEF L

SR EHE: 2025-11-22 09:34:35

RS (fAX) ABREHBNZRSMENX, SRFRNEHENMARSENTETHERSAXASBXAF ZRATIHEE
. AXHENTBRRRSEXAESNERDRIBXNRRIEES.

CAMHI=m%E  MABeRM 2 =Bt A

HIEREETE DMC_QCSLinkedRoleInWorkOrderReview  BRZBHExA®E  dmc.cloud.tencent.com

DMC_QCSLinkedRolelnWorkOrderReview

ERSR: SHAAeNMEEERE OMCRSEXAR, ZABKESXIKRIBNREENHEENEMTIRS
:Jéil\o

PR RS

o FHEEEIR: QcloudAccessForDMCLinkedRolelnWorkOrderReview
o REASD:

{

"statement": [

{

"action": [
"cam:ListUsersForGroup",
"cam:ListGroupsForUser",
"cam:DescribeSubAccounts",
"cam:ListGroups",
"cdb:DescribeAccounts",
"dcdb:DescribeAccounts",
"cynosdb:DescribeAccounts”,
"mongodb:DescribeAccountUsers",
"mariadb:DescribeAccounts”,
"postgres:DescribeAccounts",
"sglserver:DescribeAccounts",
"sts:AssumeRole",
"cam:ListAttachedUserAllPolicies",
"cam:GetGroup",
"cam:ListUsers",
"cvm:DescribeInstances",
"vdb:DescribeInstances",
"vdb:DescribeInstanceProperties",
"vdb:DescribeEmbedding",

"redis:DescribelInstances",
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"keewidb:DescribeInstances",

"mongodb:DescribeDBInstances",

"ctsdb:DescribeDBInstances",

"tdach:DescribelInstances",

"cdb:

DescribeInstances",

"sglserver:DescribeDBInstances",

"mariadb:DescribeDBInstances",

"postgres:DescribeDBInstanceAttribute”,

"postgres:DescribeDBInstances",

"dcdb:DescribeDCDBInstanceDetail",
"tdmysqgl :DescribeDBInstanceDetail",

"tbase:DescribelInstanceDetail",

"vpc:
"vpc:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam
"cam:
"cam:
"cam:
"cam:
"cam:
"cdb:
"cdb:

DescribeDirectConnectGateway",

DescribeVpnGateways",
GetAccountSummary",
GetUserPermissionBoundary",
ListCollaborators",
GetUser",

GetPolicy",
ListAttachedGroupPolicies",

:ListAttachedUserPolicies",

ListEntitiesForPolicy",
ListPolicies™",

GetRole",
GetRolePermissionBoundary",
ListAttachedRolePolicies",
CreateAccounts",

DescribeDBInstances",

:ModifyAccountPrivileges"

"effect": "allow",

"resource": "*"

}
1,

"version": "2.0"

}
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Pl 4%
B M

BITE#HATE: 2025-11-22 09:35:06

BRI EE

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE

. AXENTBRFRSEXAENERITERBXNRRIEES.
CAMA™m®  ABRR

ThEME VPC_QCSLinkedRolelnEipTat

FA ML VPC_QCSLinkedRoleInSnapshot

ThEMLE VPC_QCSLinkedRolelnVpcflowlog

ThBEME VPC_QCSLinkedRolelnPrivateLink

ThEME VPC_QCSLinkedRolelnFlowLogAdvanceAnalysis

VPC_QCSLinkedRolelnEipTat

ABexRE

ARSSHEX
o] =)

ARSStEX
o] =)

ARSSHEX
o] =)

ARSSHEX
o] =

ARSS1EX
o] =)

AeHE

eiptat.vpc.cloud.tencen

snapshot.vpc.cloud.tens

vpcflowlog.vpc.cloud.te

privatelink.vpc.cloud.tei

flowlogadvanceanalysis

ERIZR: SRR AENS (VPC) RSEXAR, ZABKEEXIKRIEINNRTENIBRIEHNEMTIRS

TR BREREE

o HEREBFR: QcloudAccessForVpcLinkedRolelnEipTat
o REERA:

{

"statement": [

{

"action": [

"tat :DescribeCommands",
"tat:DescribelInvocations",
"tat:DescribelInvocationTasks",
"tat:CreateCommand",

"tat:DeleteCommand",
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"tat : InvokeCommand",

"tat :RunCommand"

1,

"effect": "allow",
"resource": [

"o

]

}

1y

"version": "2.0"

¥

VPC_QCSLinkedRolelnSnapshot

ERIZR: SHABRTMAENSE (VPC) RSBEXAL, &ABKECXIKRIRINRTERIBRIEINEMTIRS
ﬁil\o

PR R S

o HERBFR: QcloudAccessForVPCLinkedRolelnSnapshot
o REEAR:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cos:GetService",
"cos:HeadBucket",
"cos:GetBucket",
"cos:PutBucket",
"cos:ListMultipartUploads",
"cos:GetObject*",
"cos:HeadObject",
"cos:GetBucketObjectVersions",
"cos:0ptionsObject",
"cos:ListParts",
"cos:DeleteObject",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutObject*",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
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"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:DeleteMultipleObjects",
"cos:AppendObject"
I

"resource": "*x"

I3

]

}

VPC_QCSLinkedRolelnVpcflowlog

ERIZR: SRR AENSE (VPC) RSBEXAR, &ABKECXIKRIRINNRTERIBRIENEMTIRS
:J'%;l\o

R BRERE

o HEREFR: QcloudAccessForVPCLinkedRolelnVpcflowlog
o REERA:

{

"yversion": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

mwxn

1y

"action": |
"ckafka:DescribelInstances",
"ckafka:DescribeTopic",
"ckafka:DescribeRoute",
"ckafka:DeleteRoute",
"ckafka:DescribelInstanceAttributes",
"ckafka:DescribeInstancesDetail",

"ckafka:CreateRoute"

]
}
]
}

VPC_QCSLinkedRolelnPrivateLink
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BRI EE

ERiZR: SABALAENSE (VPC) RBEXAR, ZABRKEEXIKRIENNRETEANIBRIENEMTIRS

PN
D3 o

PR R

o REgRF:

. HBNE:

VPC_QCSLinkedRolelnFlowLogAdvanceAnalysis

ERZS:

N

#HR,

{

"version": "2.0",
"statement": [

{

"action": [
"redis:DescribelInstances",

"cdb:DescribeDBInstances",

"clb:DescribeGatewayLoadBalancers",

"mongodb:DescribeDBInstances"
I

"resource": "*",

"effect": "allow"

}

]

}

PR R

o REERTR:

. HEBNE:

{

"version": "2.0",
"statement": [

{

"action": [
"cls:DescribelLogsets",
"cls:CreatelLogset",
"cls:CreateTopic",
"cls:DescribeTopics",
"cls:DeleteTopic",
"cls:DescribelIndex",

"cls:ModifyIndex",

©2013-2025 B =hRIRFRE
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"cls:CreatelIndex",
"cls:DeletelIndex",
"cls:GetDashboard",
"cls:CreateDashboard",
"cls:DeleteDashboard",
"cls:ModifyDashboard",
"cls:ListDashboard",
"cls:pushLog"

1y

"resource": "*",
"effect": "allow"

}

]

}
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Al

2T EHATE): 2025-11-22 09:34:26

=
LNGLL

&
5

RS (fAX) ABREHBNZRSMENX, SRFRNEHENMARSENTETHERSAXASBXAF ZRATIHEE
. AXHENTBRRRSEXAESNERDRIBXNRRIEES.

CAMHF=@E  ABAEM =) B Aaefn
e CLB_QCSLinkedRolelnUploadCertificate RSZHEXMAE  clb.cloud.tencent.com

CLB_QCSLinkedRolelnUploadCertificate

AR SAARNRHIIECLBRSEXAE, XABBECKIKRIENMNRCEALRENEMTRSE
iR
PR RS

o FHBEEIR: QcloudAccessForCLBLinkedRolelnSSLCert
s REASD:

{

"statement": [

{

"action": [
"ssl:DescribeCertificateDetail",

"ssl:UploadCertificate"
1,

"effect": "allow",
"resource": [

mwxmn

]

}

1y

"version": "2.0"

}
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CDN5 hniE
RAE D &M% CDN

BITERE: 2025-11-22 09:34:21

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMF=m®% AR REXRE  /AeHK

ARSSHEK

A0 KM% CDN_QCSLinkedRolelnRecordListDNSPod vl

recordlistdnspod.cdn.cloud.te

CDN_QCSLinkedRolelnRecordListDNSPod

ERZR: SHABAATSAMEZ (CON) RSEEXAE, ZABKECSXKRIENRIREEAIBRIENEMRET
RS HIR.

PR R

o FEREZHM: QcloudAccessForCDNLinkedRolelnRecordListDNSPod
s REBAS:

{

"version": "2.0",
"statement": [

{

"action": [
"dnspod:DescribeRecordList",
"dnspod:DescribeDomain"

1,

"resource": "*",
"effect": "allow"
}
]
}
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EBKMN ADNE

SR EHE: 2025-11-22 09:34:39

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMHI=@E AR AEXE fAeHf

ARSStEX

£BRE A INE GAAP_QCSLinkedRolelnCrossBorderCheck e

crossbordercheck.gaap.clou

GAAP_QCSLinkedRolelnCrossBorderCheck

ERIZR: SHAABANENRNAME (GAAP) RSEXAR, ZABBECXKKRBNNRCEAAEEMNEf
CIRSFER.

TR BREREE

o HEERFR: QcloudAccessForGAAPLinkedRolelnCrossBorderCheck
o RIRAD:

{

"version": "2.0",
"statement": [

{
"effect": "allow",

"resource": [

L]

1,
"action": [

"vpc:DescribeCrossBorderCompliance"

]
}
]
}
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NMBZLE
ray B
RIEEFRATE . 2025-11-22 09:34:24

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMHE=RE HAElIfR ekl  AeHn
=R XIS CFW_QCSLinkedRolelnGetiOAaccess gzm* GetiOAaccess.cfw.cloud.tencent.c

CFW_QCSLinkedRolelnGetiOAaccess

MR SRABRATEHXE (CFW) RBBEXAE, ZABRKESKBRENNRTEEAHESREEIOA

SR

Do
I BR SR B
o HEREFR: QcloudAccessForCFWLinkedRoleInGetiOAaccess
s RRBAS:
{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [

"ioa:CreateConnectorGroup",
"ioa:CreateConnector",
"ioa:DescribeConnectors",
"ioa:DescribeConnectorDownloadUrl",
"ioa:DeleteConnector",
"ioa:DeleteConnectorGroup",
"ioa:DescribeAccountGroups",
"ioa:DescribeAccountGroup",
"ioa:DescribelocalAccounts",
"ioa:DescribelocalAccount",
"ioa:CreateResourceModule",
"ioa:DeleteResourceModule",
"ioa:DescribeResourceModules",
"ioa:CreateBusinessResource",

"ioa:DeleteBusinessResource",
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"ioa:ModifyBusinessResource",
"ioa:BindBusinessResourceConnectorGroup",
"joa:SaveAccountResources",
"ioa:DeleteAccountResources",
"ioa:SaveAccountGroupResources",
"ioa:DeleteAccountGroupResources",
"ioa:DescribeSimpleLocalAccounts",
"ioa:DescribeDeviceInfo",
"joa:DescribeBusinessResources",
"ioa:ModifyBusinessResourcelLevel",
"ioa:DescribeDevicesInfo"

]l

"resource": "*"

I3

]

I3
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BEZEMEFS EO

BiIRE#RATE: 2025-11-22 09:35:01

BRI EE

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE

. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMHFE=RE RAERHR

ﬁijioﬁmﬁ TEO_QCSLinkedRolelnCertlist
gif?mﬁ TEO_QCSLinkedRolelnUpstreamgw
ﬁiif’mﬁ TEO_QCSLinkedRoleInCAMUserGroup
%if?mﬁ TEO_QCSLinkedRoleInDnspodaccessEO
gif?mg TEO_QCSLinkedRolelnRealTimeLogCLS

TEO_QCSLinkedRolelnCertlist

AERE

ARSS X
2] =]

ARSSHEX
o] =)

ARSSHEX
me

ARSStEX
2] =)

ARSSHEX
o] =)

A

certlist.teo.cloud.tencent.com

upstreamgw.teo.cloud.tencent.

camusergroup.teo.cloud.tencer

DnspodaccesEO.TEO.cloud.ten

realtimelogcls.teo.cloud.tencen

ERiZR: SABANANEREMETS (TEO) RBBEXAR, ZABKAECXEKRENHIREEALEENHE

REARSFEIR.
PR R

o FHBEZIR: QcloudAccessForTEOLinkedRolelnCertlist
o REASD:

{

"version": "2.0",
"statement": |

{

"effect": "allow",
"resource": [

nxm

]I

"action": [

"ssl:DescribeCertificate",

"ssl:DescribeCertificateDetail",
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"ssl:DescribeCertificates",
"ssl:DownloadCertificate",
"ssl:ModifyCertificateAlias",
ssl:UploadCertificate"

TEO_QCSLinkedRolelnUpstreamgw

ERiZR: SRABANANEREMETS EO (teo) RBFBXAR, ZABRKACXIKRIENSIREEAILEENE
EARS FEIR.
PR R

o FEBE\IR: QcloudAccessForTEOLinkedRolelnUpstreamgw
o RIEAEB:

{

"statement": [

{

"action": [

"vpc:DescribeVpcs",
"vpc:DescribeSubnets",
"vpc:DescribeDirectConnectGateways"

1,

"effect": "allow",
"resource": |

nxn

]

}

]I

"version": "2.0"

}

TEO_QCSLinkedRoleInCAMUserGroup

ERIZR: SABNAEREMETS (TEO) RIBEXAR, ZABRKAECXKREENNRTEEAENEES
&R CAM RECERMAF AR,
TR BREREE
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o HERRFR: QcloudAccessForTEOLinkedRolelnCAMUserGroup
s RERANA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cam:GetGroup"

I

"resource": "*x"

}

]

}

TEO_QCSLinkedRolelnDnspodaccessEO

EAFR: HAABNLERZMETE (TEO) RBEXAR, ZABRBECXBKRBIIIREENEDEE
DNSPod™ RAIEEANEZIRSURIBEXMBEITICE, HE—BIESBETIGR T 2 BEIRIEST R BRI E SUF %R
SIREEO

X PR SR

o HERBFR: QcloudAccessForteolLinkedRoleinDnspodaccesEO
o REEAR:

{

"yversion": "2.0",
"statement": [

{

"effect": "allow",

"action": [
"dnspod:CreateRecord",
"dnspod:ModifyRecordStatus",
"dnspod:DescribeRecordList",
"dnspod:ModifyRecord",
"dnspod:DescribeDomain"

I

"resource": "*"

}

]

}
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TEO_QCSLinkedRolelnRealTimeLogCLS

ERiZR: SABANAEREMETS (TEO) RSBBXAR, ZABKAECXEKRENSIREEALEENE
L EARS FEIR.
PR R

o FEME\BIR: QcloudAccessForTEORealTimeLogCLS
* REBAB:

{

"version": "2.0",
"statement": [

{

"action": [
"cls:pushLog",
"cls:searchLog",
"cls:listLogset",
"cls:getLogset",
"cls:1listTopic",
"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:deleteTopic",
"cls:createlogset",
"cls:modifyLogset",
"cls:deletelLogset",
"cls:downloadLog",
"cls:getIndex",
"cls:modifyIndex",
"cls:CreatelIndex"
1y

"resource": "*",
"effect": "allow"

h

]

}
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HiELE
HIEREREFL

BRITE#HATE: 2025-11-22 09:34:36

ARss (HX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSEX AN AR ZRHITIHEE
. AXENTBRAERSEXAENERTRRBXNRRIBES.

CAMH= @& ABRR ABxRE ABHE

HIEREIREF ARSSHEX A

L DSGC_QCSLinkedRolelnApiSec & apisec.dsgc.cloud.tencent.com

DSGC_QCSLinkedRolelnApiSec

ERiZR: SABHMRERERERL (DSGC) RSEXAR, ZABKEEXRKRERNNRTEEAILRIEMN
HittZARS FIR
PR R

o FEBE\IR: QcloudAccessForDSGCLinkedRolelnApiSec
o RIEBAEB:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cvm:DescribeInstances",
"clb:CreatelLoadBalancer",
"clb:DeletelLoadBalancer",
"clb:CreatelListener",
"clb:Describelisteners",
"clb:DeletelListener",
"clb:DeletelLoadBalancerListeners",
"clb:RegisterTargets",
"clb:DeregisterTargets",
vpc:CreateVpcEndPointService",
"vpc:DescribeVpcEndPointService",
"vpc:ModifyVpcEndPointServiceAttribute",
"vpc:DeleteVpcEndPointService",
"vpc:CreateVpcEndPointServiceWhiteList",

"vpc:DescribeVpcEndPointServiceWhiteList",
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"vpc:

vpc:

vpcC:

DeleteVpcEndPointServiceWhiteList",
EnableVpcEndPointConnect",
CheckVpcEndPointServiceExist",

:CreateVpcEndPoint",
:DescribeVpcEndPoint",
:ModifyVpcEndPointAttribute",
:DeleteVpcEndPoint",
:DeleteVpcEndPointAndServiceAll",
:DescribeAutomationAgentStatus",
:RunCommand",
:DescribeInvocations",

:DescribeInvocationTasks"

"resource": "*"
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NAZE
Web [z FAB5 XI&

BITE#HATE: 2025-11-22 09:35:07

ARss (HX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSEX AN AR ZRHITIHEE
. AXENTBRAERSEXAENERTRRBXNRRIBES.

CAMAI= @3 = h =B o )z: ) =it 2= h =1
Web [ A XI5 WAF_QCSLinkedRolelnCLS REZHEXAR cls.waf.cloud.tencent.com

Web [ F3RA X% WAF_QCSLinkedRolelnAccess RBEXAE access.waf.cloud.tencent.com

Web [ FBA XiE WAF_QCSLinkedRoleInCKafka RSBtEXAE ckafka.waf.cloud.tencent.com

WAF_QCSLinkedRolelnCLS

ERiZR: SRiABAWeb A AE (WAF) RSMBXAE, ZABBECXKBRBNNRCEAHEERNE(
GRS HEIR.
PR R

o FHEBEZIR: QcloudAccessForWAFLinkedRolelnCLS
o REASD:

{

"version": "2.0",
"statement": |

{

"action": |
"cls:getLogset",
"cls:listLogset",
"cls:getTopic",
"cls:listTopic",
"cls:UploadLog",
"cls:SearchLog",
"cls:searchLog",
"cls:pushLog",
"cls:pulllogs",
"cls:GetLog",
"cls:CreatelLogset",
"cls:createlogset",

"cls:CreateTopic",
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"cls:createTopic",
"cls:CreatelIndex",
"cls:ModifyIndex",
"cls:modifyIndex",
"cls:DescribeIndex",
"monitor:GetMonitorData"
1y

"resource": "*",
"effect": "allow"

b

]

b

WAF_QCSLinkedRolelnAccess

ERiZR: SHRiABlWebARHAE (WAF) RSBXAE, ZABBECXKBRBNNREEAHEEMNEf
GRS HEIR.

TR PR

o HEREFR: QcloudAccessForWAFLinkedRolelnAccess
s REENA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"dnspod:*",

Tgglg =T,

"clb:*",

"vpc:DescribeAddress",
"vpc:CreateAddress",
"cvm:DescribeSecurityGroups",
"cvm:CreateSecurityGroupPolicy",
"cvm:CreateSecurityGroup",
"cvm:DescribeSecurityGroupPolicys",
"cvm:DescribeInstances",
"cvm:AssociateSecurityGroups",
"cvm:ModifyInstancesAttribute",
"organization:ListOrganizationService",
"organization:ListOrgServiceAssignMember",
"organization:DescribeOrganization",

"organization:DescribeOrganizationMembers",
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"organization:DescribeOrganizationOverView",
"organization:CreateOrgMemberProductServiceRole"

1,

"resource": [

L]

WAF_QCSLinkedRolelInCKafka

hEEE

ERIFR: HRiABWebARAAE (WAF) RRSIEXAE, ZABEBECXBRBNNREER B ENE{

CIRSHEIR.
R BRERES

o H¥EMEZFR: QcloudAccessForWAFLinkedRolelnCKafka
o RIBAR:

{

"yversion": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

msmn

1y

"action": [

"ckafka:DescribeInstanceAttributes",
"ckafka:DescribeTopicAttributes",
"ckafka:DescribeUser",
"ckafka:GetInstanceAttributes",
"ckafka:GetTopicAttributes",
"ckafka:DescribeTopicDetail",
"ckafka:GetInstanceAttributes",
"ckafka:GetTopicAttributes",
"ckafka:DescribeInstances",
"ckafka:DescribeInstancesDetail",
"ckafka:DescribeRoute",
"ckafka:DescribeTopic",
"ckafka:ListRoute",
"ckafka:ListTopic",

"monitor:GetMonitorData"

]
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22 5 Mg
SSL it$H

BITE#E: 2025-11-22 09:34:55

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMF=@mE RABRAM AReXE Aaeff
&=
SSLiE#H SSL_QCSLinkedRolelnCertificateWaf H;Z*E* certificatewaf.ssl.clc
g , . ARS5HEX :

SSLiE#H SSL_QCSLinkedRolelnCertificateDependence e certificatedependen
i . . ARS5HEX )
SSLiE# SSL_QCSLinkedRolelnReplaceLoadCertificate e replaceloadcertificat

. . . . BRS5HEX . .
SSLiEH SSL_QCSLinkedRolelnCertificateCloudMonitor e certificatecloudmoni
g , . ARS5HEXK .
SSLiE#H SSL_QCSLinkedRolelnDescribeDeployedResources e describedeployedres

SSL_QCSLinkedRolelnCertificateWaf

ERiER: SHRABRSSLIES (SSL) RBEXAE, ZABBECKIKRIEMRREERGRIEHEMTIRS
TR BREREE

o HEEEZFR: QcloudAccessForSSLLinkedRolelnCertificateWaf
s FERAA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"waf:DescribeSpartaProtectionList",
"waf:DescribeSpartaProtectionInfo",

"waf:DescribeUserInstances",
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"waf:DescribeUserQPS",
"waf:DescribePeakPoints",
"waf:AddSpartaProtection",
"waf:DeleteSpartaProtection",
"waf:ModifySpartaProtection",
"waf:ModifyProtectionStatus",
"waf:DescribeDomains"

1,
"resource": [

mxn

SSL_QCSLinkedRolelnCertificateDependence

ERiZR: SHRABRASSLIES (SSL) RBEXAE, ZABRBECKIKRIENRIRTERIGRIEHNEMTIRS
)Y

TRBR EREE

o FBE{IR: QcloudAccessForSSLLinkedRolelnCertificateDependence
o REAAB:

{

"statement": [

{

"action": |
"dnspod:CreateRecord",
"dnspod:DescribeDomain",
"dnspod:CreateDomain",
"dnspod:DescribeRecordList",
"dnspod:DeleteRecord",
"dnspod:DescribeDomain",
"dnspod:ModifyRecordStatus"
I

"effect": "allow",
"resource": "*"

}

1y

"version": "2.0"

}
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SSL_QCSLinkedRolelnReplacelLoadCertificate

ERiZR: SRIABASSLIES (SSL) RBEXAE, ZABRKECKIKRIENRIREERIGEIEHNEMTIRS
;—’l%il\o

PR R

o HERRFR: QcloudAccessForSSLLinkedRolelnReplacelLoadCertificate
o RERAS:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"clb:ReplaceCertForLoadBalancers",
"waf:DescribeCertificatedDomain",
"waf:ModifyCertificatedDomain",
"live:DescribelLiveDomainsByCerts",
"live:ModifyLiveDomainCertBindings",
"antiddos:DescribelL7RulesBySSLCertId",
"antiddos:CreateL7RuleCerts",
"clb:DescribelLoadBalancerListByCertId",
"clb:DescribelLoadBalancers",
"clb:Describelisteners",
"clb:ModifyListener",
"clb:ModifyDomainAttributes",
"clb:DescribeTaskStatus",
"cos:GetBucketDomain",
"cos:GetBucketDomainCertificate",
"cos:GetService",
"cos:PutBucketDomainCertificate",
"tke:DescribeClusters",
"tke:AcquireClusterAdminRole",
"tke:AcquireEKSClusterAdminRole",
"lighthouse:DescribeSupportHttpsInstances",
"lighthouse:InstallCertificate",
"lighthouse:DescribeInstallCertificateTasks",
"vod:DescribeVodDomainsByCertIds",
"vod:ModifyVodDomainCertBindings",
"vod:UpdateCertForVodDomains",
"clb:DescribeloadBalancerCount",
"teo:ModifyHostsCertificateByHosts",
"teo:DescribeHostsByCertID",
"tcb:DescribeEnvs",

"tcb:DescribeCloudBaseGWService",
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"tcb:DescribeHostingDomain",
"tcb:BindCloudBaseAccessDomain",
"tcb:CreateHostingDomain",
"tcb:ModifyCloudBaseAccessDomain",
"tcb:ModifyHostingDomain",
"tse:ModifyCloudNativeAPIGatewayCertificate",
"tse:DescribeCloudNativeAPIGatewayCertificates",
"tse:DescribeCloudNativeAPIGateways",
"cdn:DescribeCdnDomainsByCerts",
"cdn:UpdateDomainHttps",
"tcm:DescribeMeshList",
"tcm:DescribelstioGatewayList",

"tcm:ModifyGatewayCert"

"resource": [

]

]
}
]
}

SSL_QCSLinkedRolelnCertificateCloudMonitor

{ERIZR: SHRABHRSSLIEE (SSL) RSBEXASR, ZABBECXKKRBNNREERADZNEMTIRS

PN

#HiE,

TR PR SRS

o HEEEFR: QcloudAccessForSSLLinkedRolelnCertificateCloudMonitor
s FEANA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

mwxn

I

"action": [
"monitor:CreateAlarmPolicy",
"monitor:DeleteAlarmPolicy",
"monitor:DescribeAlarmPolicies",
"monitor:ModifyAlarmPolicyStatus",

"monitor:BindingPolicyObject",
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SSL_QCSLinkedRolelnDescribeDeployedResources

"monitor:UnBindingPolicyObject",
"monitor:ModifyAlarmPolicyNotice",
"monitor:CreateAlarmNotice",
"monitor:DeleteAlarmNotices",
"monitor:ModifyAlarmNotice",
"monitor:DescribeAlarmNotices",

"monitor:UnBindingAllPolicyObject"

]
}
]
}

hEEE

EMIHR: ZHRIAEXP SSLIEP (SSL) RBiEXAE, ZABIKESXIKRENINREERNIAENE MRS
:J'%;l\o
PR SR B
o HERRATR: QcloudAccessForSSLLinkedRolelnDescribeDeployedResources
* REBAS:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"clb:ReplaceCertForLoadBalancers",
"waf:DescribeCertificatedDomain",
"waf:ModifyCertificatedDomain",
"live:DescribelLiveDomainsByCerts",
"live:ModifyLiveDomainCertBindings",
"antiddos:DescribelL7RulesBySSLCertId",
"antiddos:CreateL7/RuleCerts",

"clb:DescribeloadBalancerListByCertId",

"cdn:UpdateDomainsCertificate",
"teo:DescribeHostsByCertID",
"teo:ModifyHostsCertificateByHosts"

"resource": [
mmn

]

}
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FL B fEMT Private DNS

BIRE#RATE: 2025-11-22 09:34:52

iRSs (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRKRSEXAESNERDRIBXNRRIEES.

CAMH™= @73 RERMR RExE Refir

B EER . i ARS5HEX .

Private DNS PrivateDNS_QCSLinkedRolelnPL e privatedns.cloud.tencent.com
B EER i . ARS51EXK .

Private DNS PrivateDNS_QCSLinkedRolelnCls e privatedns.qcloud.com

PrivateDNS_QCSLinkedRolelnPL

EAFSR: HAMRERTABIEARIT Private DNS (privatedns) BRBEXAE, ZAEHBECXEKRBIIRTE
AiBE RN EM TR FER.
X BRR S

o FHEEZIR: QcloudAccessForPrivateDNSLinkedRolelnPL
s REASD:

{

"statement": [

{

"action": [

"vpc:CreateVpcEndPoint",
vpc:DeleteVpcEndPoint",
"vpc:CreateVpcEndPointService",
vpc:DeleteVpcEndPointService",
"vpc:CreateVpcEndPointServiceWhiteList",
"vpc:DeleteVpcEndPointServiceWhiteList",
"vpc:DescribeVpcEndPointService",
"clb:DescribelLoadBalancers",
"clb:DescribelLoadBalancersDetail",
"clb:DescribelListeners",

"clb:DescribeTargets"

"effect": "allow",

"resource": "*"
I3
1,
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"version": "2.0"

}

PrivateDNS_QCSLinkedRoleInCls

BRI EE

ERiZR: SriAtATLAEER(privatedns) RSAXAE, ZABBECSXKBRRBNNIRCEABEENEMRT

RS EH IR

PR R

o FHBEZIR: QcloudAccessForPrivateDNSLinkedRolelnCLS
o REASD:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cls:DescribeConfigs",
"cls:DescribeDashboards",
"cls:DescribeTopics",
"cls:GetChart",
"cls:GetClsService",
"cls:GetDashboard",
"cls:getCursor",
"cls:getIndex",
"cls:getLogset",
"cls:getTopic",
"cls:searchLog",
"cls:CreateChart",
"cls:CreateDashboard",
"cls:CreatelIndex",
"cls:ModifyDashboard",
"cls:createlogset",
"cls:createTopic",
"cls:downloadLog",
"cls:pushLog",
"cls:DescribelLogsets",
"cls:ListChart",
"cls:ListDashboard",
"cls:listLogset",
"cls:listTopic",
"cls:DescribeAgentConfigs"

1,
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"resource": |

LU ]

]
}
]
}
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BENfEHT HTTPDNS

BiRERATE: 2025-11-22 09:34:42

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMH=RE RABRWN REXE  [mefn

Sy i ARS51EX

HTTPDNS HTTPDNS_QCSLinkedRoleInClsLog e httpdnslog.cloud.tencent.com
Teohgth i ARS51EX

HTTPDNS HTTPDNS_QCSLinkedRolelnCustomdns £ customdns.httpdns.cloud.tencel

HTTPDNS_QCSLinkedRolelnClisLog

ERHR: ZEBNHHTTPDNS (HTTPDNS) AR$StEXAE (HTTPDNS_QCSLinkedRoleInClsLog) #1T%
B%, FATHTTPDNSiIhaEtMERSEIF.
Y A

o HFEE/IR: QcloudAccessForHTTPDNSLinkedRolelnLog
o RERAS:

{

"statement": [
{

"action": [
"cls:pushLog"
1y

"effect": "allow",
"resource": "*"

s

1,

"version": "2.0"

}

HTTPDNS_QCSLinkedRolelInCustomdns

ERZR: SaAeRBHET (HTTPDNS ) REEXAS, ZABRKECXKERIEIVIREERILRIEE(
SRS HEIR.
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PR R S

o FEREHR: QcloudAccessForHTTPDNSLinkedRoleInCustomdns

. HENE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"resource": [

mxn

1y

"action": |
"scf:GetFunction",
"scf:GetAlias",
"scf:ListFunctions",
"scf:CreateNamespace",
"scf:ListNamespaces",

"scf:InvokeFunction",

"scf:ListVersionByFunction",

"scf:ListAliases"

]
}
]
}

©2013-2025 B =hRIRFRE
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R

H

s#it MapReduce

BITE#HATE: 2025-11-22 09:34:37

BRI EE

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE

. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMA™m®  ABRR

EL K

EMR_QCSLinkedRolelnApplicationDataAccess

MapReduce

S

EMR_QCSLinkedRolelnApplicationCloudResource

MapReduce

AExE

ARSSHEX
2] =)

ARSStEX
2] =)

EMR_QCSLinkedRolelnApplicationDataAccess

AeHE

applicationdataacces:

cloudresource.emr.clc

ERiZR: SHriAel#EEMapReduce (EMR)IRSSHEXAE, %A BFECKIKRISMRCER A E)ERE

CIRSFER.

TR BREREE

o REERTR:

. HENE:

{

"version": "2.0",

"statement": [

{

"action": [

"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

"cos:
:UploadPart",
:UploadPartCopy",

"cos

"cos

:GetService",
:GetBucket",
:ListMultipartUploads",
:GetObject",
:HeadObject",
:OptionsObject",
:ListParts",
:DeleteObject",
:PostObject",
:PutObject",

InitiateMultipartUpload",

©2013-2025 B =hRIRFRE
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"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:AppendObject",
"cos:HeadBucket",
"cos:RenameObject",
"cos:TruncateObject",
"cos:PutSymlink",
"cos:GetSymlink"

1y

"resource": "*",
"effect": "allow"

}

]

}

EMR_QCSLinkedRolelnApplicationCloudResource

ERiZR: SriAei#EEMapReduce (EMR) IRSEXAE, ATRMEMRIFEIZRRENR, ZABBECSKER
REEHISRSEERTF RIS Eth Z RS 5 R
TR BREREE

o FEREHM: QcloudAccessForEMRLinkedRolelnCloudResource
s REBAS:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": |
"emr:CreateCloudNativeResource"
I
"resource":
}

]

}

LU ]
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Elasticsearch Service

SR EHE: 2025-11-22 09:34:38

BRI EE

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMHI=m%  ABaM

Elasticsearch

. ES_QCSLinkedRolelnAuthCos
Service

Elasticsearch

. ES_QCSLinkedRolelnAccessCos
Service

Elasticsearch

. ES_QCSLinkedRolelnDatalmport
Service

Elasticsearch

. ES_QCSLinkedRolelnLogSyncCls
Service

Elasticsearch

. ES_QCSLinkedRolelnVpcOperate
Service

Elasticsearch

. ES_QCSLinkedRolelnBeatsCollector
Service

ES_QCSLinkedRolelnAuthCos

{ERiZR: RENAEIAF cosBiENAE
PR R

o HEREFR: QcloudAccessForESLinkedRolelnAuthCos
s REENA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cos:List*",
"cos:Get*",
"cos:Head*",

"cos:0OptionsObject"

©2013-2025 B =hRIRFRE

=Bt

ARSStEX
o] =)

ARSSHEX
o] =)

ARSSHEX
o] =

ARSStEX
o] =)

ARSSHEX
o] =)

ARSStEX
e

BEeHE

authcos.es.cloud.tencent.com

acesscos.es.cloud.tencent.com

dataimport.es.cloud.tencent.com

logsynccls.es.cloud.tencent.com

vpcoperate.es.cloud.tencent.com

beatscollector.es.cloud.tencent.con
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1,
"resource": "*"
s
]
s

ES_QCSLinkedRolelnAccessCos

ERiZR: SABRIEERERS (ES) RSEXASR, ZARBECXHKRBNREERRENEMEIRSE

TR BR R

o FEREH: QcloudAccessForEsLinkedRoleInCosAcess
s REEAR:

{

"statement": |
{

"action": |
"cos:GetBucket",
"cos:HeadBucket",
"cos:GetObject",
"cos:HeadObject",
"cos:PutObject",
"cos:PostObject",
"cos:InitiateMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:UploadPart",
"cos:CompleteMultipartUpload",
"cos:DeleteObject",
"cos:DeleteMultipleObjects"

1,

"effect": "allow",
"resource": "*"

s

1,

"version": "2.0"

b

ES_QCSLinkedRolelnDatalmport
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EAHR:

LB ) Elasticsearch Service (ES) FRBBxARE,

HEMTIRS EIR.

PR R

o REgRF:
o REEAE:

{

"version":

QcloudAccessForESLinkedRolelnDatalmport

"2.0",

"statement": [

{

"action": [

"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"tat
"tat
"tat
"tke:
"tke:
"tke:
"tke:
"tke:
"tke:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:

DescribeInstancesDetail",
DescribeInstances",
CreateTopic",
DescribeTopicDetail",
DescribeTopic",
DescribeRoute",
CreateDatahubTopic",
DescribeDatahubTopic",
CreateConnectResource",
DescribeConnectResource",
CreateDatahubTask",

DescribeDatahubTask",

:RunCommand",
:DescribeInvocations",
:DescribeAutomationAgentStatus",
DescribeClusters",
DescribeClusterReleases",
CreateClusterRelease",
UpgradeClusterRelease",
UninstallClusterRelease",

CancelClusterRelease",

DeleteDatahubTopic",
DeleteConnectResource",
DeleteDatahubTask",
DeleteDatahubGroup",
ModifyGroupOffsets",
ModifyDatahubResource",

"cvm:DescribeInstances",

"emr:DescribeClusterLogInfo",

"emr :NotifyEmr"

1,

"resource":
"effect":

}

LU ]
’

"allow"
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ES_QCSLinkedRolelnLogSyncCls

{ERH=: ZHHEIABNElasticsearch Serivce (ES) RSBEXAE, 12A BIEEEXERIBANREEAARIIZ
Hit=RSBHEIR.
X BR SRS

o HEE\/IR: QcloudAccessForESLinkedRolelnLogSyncCls
c RERAS:

{

"statement": |

{

"action": [
"cls:ModifyTopic",

"emr :AddClusterLogsToCls",
"emr :RemoveClusterLogsToCls",
"emr:DescribelInstances",

"cls:RealtimeProducer"

1,

"effect": "allow",
"resource": "*"

}

1,

"version": "2.0"

b

ES_QCSLinkedRolelnVpcOperate

{ERMizR: SHriABHElasticsearch Service (ES)RSZEXAR, ZABRKAEEXIKREEMNNRTEEAILRIENE
EARS FEIR.

X PR SR
o HHERRFR: QcloudAccessForESLinkedRolelnVpcOperate
s RBAS:

{

"version": "1.0",

"statement": [
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{

"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeSubnetEx",
"vpc:CreateCcn",
"vpc:AttachCcnInstances",
"vpc:DeleteCcn",
"vpc:DetachCcnInstances",
"vpc:DescribeNetworkInterfaces",
"vpc:CreateNetworkInterface",
"vpc:DeleteNetworkInterface",
"vpc:DescribeVpcTaskResult",
"vpc:CreateVpcEndPoint",
"vpc:DescribeVpcEndPoint",
vpc:ModifyVpcEndPointAttribute",

vpc:DeleteVpcEndPoint",

"vpc:DisassociateVpcEndPointSecurityGroups",

"cvm:DescribeSecurityGroups"
I

"resource": "*",

"effect": "allow"

}

]

}

ES_QCSLinkedRolelnBeatsCollector

hEEE

{EMH=: ZHRIFAEN Elasticsearch Service (ES) RRSBEXAER, ZABBECXKRBIRERALEE

HEM RS FIR.
PR R

o FEREHR: QcloudAccessForESLinkedRolelnBeatsCollector

o REEAH:

{

"yversion": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"tat :RunCommand",
"tat:DescribelInvocations",
"tat:DescribeAutomationAgentStatus",

"tke:DescribeClusters",

©2013-2025 B =hRIRFRE
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"tke:DescribeClusterReleases",
"tke:CreateClusterRelease",
"tke:UpgradeClusterRelease",
"tke:UninstallClusterRelease",
"tke:CancelClusterRelease",
"cvm:DescribelInstances",
"emr:DescribeClusterLogInfo",
"emr :NotifyEmr"

1y

"resource": [

L]
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CHIREERE

BIRE#RATE: 2025-11-22 09:34:22

BRI EE

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE

. AXHENTBRRRSEXAESNERRIBXNRRIEES.
CAMF=@%  ABAEW

BAZHES
FE TCHouse-  CDWCH_QCSLinkedRoleInCKCOS
C

BAZHES
FE TCHouse-  CDWCH_QCSLinkedRoleInCdwchClb
C

BAZHEE
FE TCHouse- ~ CDWCH_QCSLinkedRoleInCKLOGSHOW
C

CDWCH_QCSLinkedRoleInCKCOS

ERR: SHAABNBNSHECRE TCHouse-CIRSZHEXAE,
HittZARS FIR
PR R

o HEREFR: QcloudAccessForCDWCHLinkedRoleInCKCOS
s REENE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetBucketACL",
"cos:GetBucketAccelerate",
"cos:GetBucketCORS",
"cos:GetBucketDomain",
"cos:GetBucketEncryption",

"cos:GetBucketIntelligentTiering",

©2013-2025 B =hRIRFRE

ARSSHEX
o] =)

ARSSHEX
o] =)

ARSSHEX
o] =)

BEeHE

ckcos.cdwch.cloud.tencent.cor

cdwchclb.cdwch.cloud.tencent

cklogshow.cdwch.cloud.tencen
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"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

"cos:

"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

:GetBucketInventory",
:GetBucketLifecycle",
:GetBucketLocation",
:GetBucketLogging",
:GetBucketNotification",
:GetBucketObjectVersions",
:GetBucketOrigin",
:GetBucketPolicy",
:GetBucketReferer",
:GetBucketReplication",
:GetBucketTagging",
:GetBucketVersionAcl",
:GetBucketVersioning",
:GetBucketWebsite",
:GetObject",
:GetObjectACL",
:GetObjectTagging",
:GetObjectVersionAcl",
:GetService",
:HeadBucket",
:HeadObject",
:ListMultipartUploads",
:ListParts",
:OptionsObject",
:AppendObject",
:CompleteMultipartUpload",

InitiateMultipartUpload",

:PostObject",
:PostObjectRestore",
:PutBucket",
:PutBucketEncryption",
:PutBucketIntelligentTiering",
:PutBucketInventory",
:PutBucketLifecycle",
:PutBucketLogging",
:PutBucketReplication",
:PutBucketVersioning",
:PutObject",
:PutObjectCopy",
:PutObjectTagging",
:UploadPart",
:UploadPartCopy",
:DeleteMultipleObjects",
:DeleteObject",
:GetVodPlayList",
:DeleteObjectTagging"
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"resource": [

L]

]
}
]
}

CDWCH_QCSLinkedRolelInCdwchClb

ERZR: SHAeRIEEERE (CAM) RSEXAR, ZABKECKIKRBNSIRERALEENEMZIRS

PR R

o FEEZIR: QcloudAccessForCDWCHLinkedRoleInCdwchClb
o RIRAS:

{
"version": "2.0",

"statement": [

{

"effect": "allow",
"action": [
"clb:*"

1,

"resource": "*"
t

]
}

CDWCH_QCSLinkedRoleInCKLOGSHOW

ERiZR: SABABNSHIECRE TCHouse-CRRSAXAE, ZABBECXKERIBNNREEAAEE
HithZARS FIR.

PR SR H%
o HEREFR: QcloudAccessForCDWCHLinkedRoleInCKLOGSHOW
o RIRASD:

{

"version": "2.0",

"statement": |

©2013-2025 B =hRIXERE E115 #1777



> Tencent Cloud

{

"effect": "allow",

"action": [

"cls
"cls
"cls
"cls
"cls

"cls

"cls:

"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls

"cls:

"cls:

"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls

"cls:

"cls

"cls:

"cls:

"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls

"cls

:DescribeConfigs"”,
:DescribeIndex",
:DescribeMachines",
:GetAccount",
:DescribeTopics",
:GetLog",
SearchLog",
:getConfig",

:getConsumerGroupCursor"

:getCursor",
:getIndex",
:getLogset",
:getMachineGroup",
:getMachineStatus",
:getShipper",
:getTopic",
searchLog",

ShowContext",

:ApplyConfigToMachineGroup",

:CreateConfig",
:CreateIndex",
:Createlogset",
:CreateMachineGroup",
:CreateTopic",
:DeleteIndex",
:DeleteConfig",
:DeleteMachineGroup",
:ModifyIndex",
:ModifyMachineGroup",
createlogset",
:createMachineGroup",
createShipper",
createTopic",
:modifyIndex",
:modifyLogset",
:modifyMachineGroup",
:modifyShipper",
:modifyTopic",
:pushLog",
:deleteMachineGroup",

:deleteShipper",

:DescribeAgentConfigs",

:Describelogsets",

:listLogset”,
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"cls:listMachineGroup",
"cls:listShipper",
"cls:listTopic",
"cls:agentHeartBeat",
"cls:DescribeMachineGroups",
"tag:TagResources"

1y

"resource": [

L]

]
}
]
}
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=EUE B E PostgreSQL

BiREATE: 2025-11-22 09:34:23

BRI EE

iRSs (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE

. AXHENTBRKRSEXAESNERDRIBXNRRIEES.

CAMAR= @& AR )=
BRCHRECE : ARsstEx
TCHouse_P CDWPG_QCSLinkedRolelnPGCOS .,
BRCRIECE ARSstEX

TCHouse—P CDWPG_QCSLinkedRoleInPGKMS -

CDWPG_QCSLinkedRolelInPGCOS

EAHR: HAABNSHIEEE PostgreSQL (CDWPG) BRSB1EXMAE,

AR ERNEMTARSS TR
X BRR S

o FEEZIR: QcloudAccessForCDWPGLinkedRolelInPGCOS
s REASD:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetBucketACL",
"cos:GetBucketAccelerate",
"cos:GetBucket CORS",
"cos:GetBucketDomain",
"cos:GetBucketEncryption",
"cos:GetBucketIntelligentTiering",
"cos:GetBucketInventory",
"cos:GetBucketLifecycle",
"cos:GetBucketLocation",
"cos:GetBucketLogging",
"cos:GetBucketNotification",

"cos:GetBucketObjectVersions",

©2013-2025 B =hRIRFRE
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"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

"cos:

"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

:GetBucketOrigin",
:GetBucketPolicy",
:GetBucketReferer",
:GetBucketReplication",
:GetBucketTagging",
:GetBucketVersionAcl",
:GetBucketVersioning",
:GetBucketWebsite",
:GetObject",
:GetObjectACL",
:DeleteObject",
:DeleteMultipleObjects",
:GetObjectTagging”,
:GetObjectVersionAcl",
:GetService",
:HeadBucket",
:HeadObject",
:ListMultipartUploads",
:ListParts",
:OptionsObject",
:AppendObject",
:CompleteMultipartUpload",

InitiateMultipartUpload",

:PostObject",
:PostObjectRestore",
:PutBucket",
:PutBucketEncryption",
:PutBucketIntelligentTiering",
:PutBucketInventory",
:PutBucketLifecycle",
:PutBucketLogging",
:PutBucketReplication",
:PutBucketVersioning",
:PutObject",
:PutObjectCopy",
:PutObjectTagging”,
:UploadPart",
:UploadPartCopy",

"chdfs:DescribeMountPoint",

"chdfs:DescribeFileSysten",

"chdfs:DescribeAccessGroups",

"chdfs:DescribeAccessRules",
"chdfs:ModifyFileSystem",
"chdfs:ModifyAccessRules",
"chdfs:CreateAccessGroup",

"chdfs:CreateAccessRules",

"chdfs:AssociateAccessGroups",
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"chdfs:DisassociateAccessGroups",

"chdfs:DeleteAccessGroup",

"chdfs:DeleteAccessRules",

"chdfs:DescribeFileSystems",

"chdfs:DescribeMountPoints"

1,

"resource": [

mwxn

CDWPG_QCSLinkedRoleInPGKMS

BRI EE

ERGR: HAABIBNSEHIECE TCHouse-P(CDWPG)RRSBIEXAE, %AEISED XEKRIBMNIREERN
BRI E M TARS ER.

X PR ER M

o REgRFR:

QcloudAccessForCDWPGLinkedRoleInPGKMS

. HEEAE:

{

"version": "2.0",

"statement": [

{

"action": [

"kms
"kms
"kms
"kms
"kms

"kms

1,

:ListKeyDetail",
:CreateKey",
:GenerateDataKey",
:Decrypt",
:BindCloudResource",

:UnbindCloudResource"

"resource": "*",

"effect": "allow"

}
]
}
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HEEHITE

BiRE#RATE: 2025-11-22 09:34:34

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMH=RE Al AEXRE A[ABHH
s . BRSS1E%
BIEITE DLC_QCSLinkedRoleInCheckDLCResource e checkdlcresource.dlc.cloud.t

DLC_QCSLinkedRolelInCheckDLCResource

et

ERHR: ZHpAERNEIEMRITE Data Lake Compute (DLC) RRBEXAE, ZABISEDXBRIRAINER
BERihE S Eth SRS FIR.
TR PR SR

o FEREH: QcloudAccessForDLCLinkedRoleInCheckDLCResource
s REEAR:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": |

"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject*",
"cos:HeadObject",
"cos:GetBucketObjectVersions",
"cos:0OptionsObject",
"cos:ListParts",
"cos:DeleteObject",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutObject*",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
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"cos
"cos
"cos
"VpC
"Vpc
"VpC
"vpc
"vpc
"vpc
"vpc
"vpc

"vpc

:DeleteMultipleObjects",
:AppendObject",

:HeadBucket",
:DescribeRouteTable",
:CreateRoute",
:AcceptVpcPeeringConnection",
:CreateVpcPeeringConnectionEx",
:CreateVpcPeeringConnection",
:DeleteVpcPeeringConnection",
:DeleteVpcPeeringConnectionkEx",

:AcceptVpcPeeringConnectionEx",

:DescribeVpcPeeringConnections",

"cloudaudit :DescribeEvents",

"cos
"cos
"cos

"cos

:GetBucket*",
:PutBucket*",
:DeleteBucket*",

:RenameObject",

"monitor:GetMonitorData",

"chdfs:DescribeMountPoint",

"chdfs:DescribeFileSystem",

"chdfs:DescribeAccessGroups",

"chdfs:DescribeAccessRules",
"chdfs:ModifyFileSystem",
"chdfs:ModifyAccessRules",

"chdfs:CreateAccessGroup",

"chdfs:CreateAccessRules",

"chdfs:AssociateAccessGroups",

"chdfs:DisassociateAccessGroups",

"chdfs:DeleteAccessGroup",

"chdfs:DeleteAccessRules",

"VpC
"vpc

:DescribeAssistantCidr",
:DescribeVpcEx",

"chdfs:DescribeMountPoints",

"oceanus:DescribeWorkSpaces",

"oceanus:DescribeClusters",

"oceanus

"oceanus:CreateCHDFSAccessGroup",

"VpC
"vpc

"vpc

"tcr:

"tcr

"tcr:

"tcr

"tcr:

"tcr

"tcr

:DescribeVpcEndPoint",
:CreateVpcEndPoint",
:DeleteVpcEndPoint",
CreateServiceAccount",
:DeleteServiceAccount",
DescribeServiceAccounts",
:CreateMultipleSecurityPolicy",
DescribeSecurityPolicies",

:DescribeRepositories",

:DescribeExternalEndpointStatus",

©2013-2025 B =hRIRFRE

:DescribeCHDFSAccessGroups",
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"tcr:ManageExternalEndpoint",

"tccatalog

"tccatalog

"tccatalog:BindTccVpcEndPointServiceWhiteList",
"tccatalog:AcceptTccVpcEndPointConnect",

"tccatalog

:DescribeTccCatalog",

:DescribeTccCatalogs",

:DescribeTccVipInternal",

"ssm:GetSecretValue",

"tccatalog

"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:

"tccatalog:

"tccatalog

"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:

"tccatalog:

:DescribeMetastoreInstances",

CreateTCCatalogEndpoint",
CreateCatalog",
DescribeCatalogs",
DescribeCatalog",
ModifyCatalog",
DropCatalog",
CreateSchema",
DescribeSchema",
DescribeSchemaNamesPage",
DescribeSchemaNames",
DropSchema",
CreateTable",
DescribeTable",
DropTable",
ModifyTableComment",
DescribeTableNamesPage",
DescribeTableNames",
DescribeTables",
AddTableColumn",
DeleteTableColumn",
ModifyFunction",
CreateFunction",
DropFunction",

:DescribeFunction",

DescribeFunctions",
DropView",
DescribeView",
DescribeViewNamesPage",
DescribeViews",
AddPartitionField",
RemovePartitionField",
DescribeTableInfo",
DescribeOptimizerGroups",
ModifyTableProperties",
DescribeStrategyStatus",

DescribeFunctionNamesPage",

hEEE

"tccatalog:DescribeTableDataOptimization",
"tccatalog:CreateOptimizationStrategy",

"tccatalog:DescribeCatalogDataOptimization",
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"tccatalog:DescribeTableOptimizationStrategy",
"tccatalog:ModifyTableOptimizationStrategy",

"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
:ModifyRole",

"tccatalog

"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:
"tccatalog:

"tccatalog:

1,

"resource":

b
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RegisterTable",
DescribeModelNamesPage",

DescribeModelVersionNumbersPage",

DescribeModels",
CreateModel",
CreateModelVersion",
DescribeModel",
DescribeModelNames",
DescribeModelVersion",
DescribeModelVersionNumbers",
DescribeModelVersions",
ModifyModelComment",
ModifyModelName",
ModifyModelProperties",
ModifyModelVersionAliases",
ModifyModelVersionComment",
ModifyModelVersionProperties",
RegisterModel",
SearchModels",

DropModel",
DropModelVersion",
SearchModelVersions",
CreateUsers",

DeleteUsers",
DescribeUsers",
ModifyUser",

CreateRole",

DeleteRoles",

DescribeRoles",

GrantRolesToUser",
RevokeRolesFromUser",
GrantUsersToRole",
RevokeUsersFromRole",
GrantPermissionToRole",
RevokePermissionToRole",
GrantPermissionToUser",
RevokePermissionToUser",
UpdatePermissionToResource",
DescribeRolePermissionList",
DescribeRolesPrivilegeList",
CheckUserRoleGranted"

]
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IR &8I LS WeData

BiRE#RATE: 2025-11-22 09:35:08

iRSs (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRKRSEXAESNERDRIBXNRRIEES.

CAMHI= @& RERR ) B BERE
* 5L =
jfﬁﬁ&'i HEF Wedata_QCSLinkedRolelnCli zﬁm*% bundle.wedata.cloud.tencent.com

Wedata_QCSLinkedRolelnCli

{ERpER: BT 3iKEWeData ClienttfR
PR SR B

o HEREFR: QcloudAccessForWedatalLinkedRoleInCli
s REEAS:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"wedata:DescribeRoleTokenByRoleName",
"wedata:BundleInit",
"wedata:BundleDestroy",
"wedata:BundleBind",
"wedata:BundleUnbind",
"wedata:BundleGenerate",
"wedata:QueryAsyncTaskProcess",
"wedata:QueryBindInfo",
"wedata:QueryAllFileMeta",
"wedata:BundleRun",
"wedata:BundleDeploy"

1y

"resource": "*x"

¥

]

}
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«§ —
Bl Bl
RIEEHRTE: 2025-11-22 09:34:17

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMFF=RE AR AEXE AeHr
. SEELiEES .
B RSt BI_QCSLinkedRolelInDLCDataSource e dlcdatasource.bi.cloud.tencent.con

Bl_QCSLinkedRoleInDLCDataSource

ERpR: SAtHBLEESH (B) RSEXAR, ZAREBECXKRBNIIREEABEENEMTR

AZ3R3
G

TRBR EREE

o H¥EMEZFR: QcloudAccessForBlLinkedRolelnDLCDataSource
o RIBAR:

{

"statement": [

{

"action": |
"dlc:CreateTask",
"dlc:DescribeTables",
"dlc:DescribeViews",
"dlc:DescribeTable",
"dlc:DescribeDatabases",
"dlc:CreateTask",
"dlc:DescribeTasks",
"dlc:CancelTask",
"dlc:QueryResult",
"dlc:DescribelLakeFsTaskResultAccessInfo",
"dlc:DescribelLakeFsTaskResult",
"cos:GetBucket",
"cos:GetObject",
"cos:HeadBucket",
"cos:HeadObject",
"cos:GetService",
"cam:PassRole",
"dlc:DescribelLakeFsPath"
I
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"effect": "allow",
"resource": "*"

s

1,

"version": "2.0"
t
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E

a4
% BRAFI CKafka

BRITE#HE: 2025-11-22 09:35:08

BRI EE

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSENITTEI I ERSAXAEN A ZRHTIHEER

. EXENMBRFRSEXAENERITERBXNRRIBES.

CAMH= @&

;B2 PRAFI CKafka kR

cosCkafka_QCSRole

ERHR:

X PR ER M

o REgRFR:

. RBNE:

{

"version": "2.0",
"statement": [

{

"action": [
"cos:PutObject",
"cos:GetObject",

"cos:DeleteObject",

"cos:ListParts",

"cos:UploadPart"

1,

"resource": "*",

"effect": "allow"
I3

]

I3
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cosCkafka_QCSRole ckafka.qcloud.com

cos access from ckafka role

QcloudCOSAccessForCkafkaRole
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sH B EAFI RabbitMQ kR

BiRE#RATE: 2025-11-22 09:35:03

iRSs (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRKRSEXAESNERDRIBXNRRIEES.

CAMHI= @& RERR RExR RERf
H2BAT . . : ARS51EX .
RabbitMQ IR RabbitMQ_QCSLinkedRoleInCLBTrigger e trabbit.cloud.tencent.com

RabbitMQ_QCSLinkedRoleInCLBTrigger

ERiZR: SHRiAeRHERS RabbitMQ IRSZHEXAE, ZABFECKIKRIBNRRTERBRIEHNEM TR

A23R23
SER o

TR BREREE

o HERB/IR: QcloudAccessForRabbitMQLinkedRolelnCLBTrigger
s RBAA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"action": |
"clb:DescribeTargets",
"clb:DescribeTaskStatus",
"clb:BatchDeregisterTargets",
"clb:ModifyListener",
"clb:DeregisterTargets",
"clb:RegisterTargets",
"clb:BatchRegisterTargets",
"clb:DeletelListener",
"clb:Describelisteners",
"clb:CreatelListener",
"clb:ModifyLBOperateProtect",
"clb:ModifylLoadBalancerAttributes",
"clb:DescribelLoadBalancers",
"clb:CreatelLoadBalancer",
"clb:DeletelLoadBalancer"

I

"resource": "*"
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},

{

"effect": "allow",
"action": "finance:trade",
"resource": "gcs::clb:::*"
}

]

b
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sEHEPRATI RocketMQ R

BIRE#RATE: 2025-11-22 09:35:04

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMH=RE Al RBXRE ABHMA

S B BAS -

RocketMQ RocketMQ_QCSLinkedRolelnSendSSLcertificate %g sendSSLcertificate.rocl
hR

RocketMQ_QCSLinkedRolelInSendSSL certificate

ERmR: BTRIREEFEBNT SSLEH, TAEERIIINRSIR, SAAeRNIEEERE (CAM) RS
XA, ZARKEEXRKRERNNREEANBREHNEMTRS EIR.
PR R

o EEREIR: QcloudAccessForRocketMQLinkedRolelnSendSSLcertificate
s REEAS:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"ssl:DescribeCertificateDetail",
"ssl:DescribeCertificates",
"ssl:UploadCertificate"

1,

"resource": "*"
}

]
}
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BrptisnARss
LRSS 150

BRITE#HME: 2025-11-22 09:35:04

BRI EE

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE

. AXENTBRFRSEXAENERITERBXNRRIEES.
CAMA™m®  ABRR

SCAY EF RS0 TRTC_QCSLinkedRolelInCOSAccess

SRS ST TRTC_QCSLinkedRolelntrtcCloudRecording

TRTC_QCSLinkedRoleInCOSAccess

{1z =: TRTCEMAElcos
X PR SRS
o HBREFR: QcloudAccessForTRTCLinkedRolelnCOSAccess
c REBAS:
{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [

"cos:DeleteBucket",
"cos:PutBucket",
"cos:GetBucket",
"cos:PutObjectCopy",
"cos:DeleteObject",
"cos:PostObject",
"cos:PutObject",
"cos:GetBucketOrigin",
"cos:GetObject",
"cos:DeleteBucketOrigin",
"cos:AppendObject"

I

"resource": "*"

©2013-2025 B =hRIRFRE

AEXRE  AeHd

ARSSHHR cosaccess.trtc.cloud.tencen
2] =) o |

2
z; #x trtccloudrecording.trtc.clouc
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TRTC_QCSLinkedRolelntrtcCloudRecording

ERiZR: SRABHNXINEMS (TRTC) RSEXAE, ZABEBECXKKRIBNNREEARHEDENEMTR

AZ3R23
G

TR PR EREE

o HERRFR: QcloudAccessForTRTCLinkedRolelnCloudRecording
c REBAS:

{

"version": "2.0",

"statement": [

{

"action": [

"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject",
"cos:HeadObject",
"cos:GetBucketObjectVersions",
"cos:0ptionsObject",
"cos:ListParts",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutObject",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:AppendObject"

I

"resource": "*",

"effect": "allow"

}

]

h
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RABENRE

BiRE AT E: 2025-11-22 09:34:44

iRSs (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRKRSEXAESNERDRIBXNRRIEES.

CAMH= @& REeRm zh il RAEHIME
ST E o= A2
;;Hjﬁn}] AR LCIC_QCSLinkedRolelnTransfer Z’Jffﬁ*% transfer.lcic.cloud.tencent.com

LCIC_QCSLinkedRolelnTransfer

ERiZR: SASTUMMNINEN-BERIENSHEERIERS, SWikE. ER. EAFEE. HpAeh
IBEEE (CAM) RSBEXAR, ZABKEEXKRIEINRTENBRIEHEMTRS HIR.
TR BREREE

o HBERFR: QcloudAccessForLCICLinkedRolelnTransfers
o RIRAD:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": |
"vod:DescribeSubAppIds",
"vod:DescribeSubAppId",
"vod:DescribeSubAppCountData",
"vod:DescribeSubAppIdsForConsole",
"vod:CommitUpload",
"vod:ApplyUpload",
"vod:EditMedia",

"vod:PullUpload",
"vod:ProcessMedia",
"vod:DescribeTaskDetail"

I

"resource": "*"

}

]

}
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WRIA = i
payt

BITE#RME: 2025-11-22 09:35:05

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMH=RE A3 RBXE AeHE

yag=t::] VOD_LogToCLS 227@* logtocls.vod.cloud.tencer
2

payoti VOD_QCSLinkedRolelnHosting }g;*ﬁ;& coshosting.vod.cloud.ten
=

yag=t::] VOD_QCSLinkedRoleln_EOacceleration Z;*ﬁ* eoacceleration.vod.cloud

— . . ARS3tEX .

pag=ti:i VOD_QCSLinkedRolelnManageSSL Certificates e managesslcertificates.vo

VOD_LogToCLS

ERiZR: SRABATRIE (VOD) RSEXASR, ZARBECKERBNNRCERDENEMERS S
iR
PR R

o HERRIR: QcloudAccessForVODLogToCLS
o RERAS:

{

"version": "2.0",
"statement": [

{

"action": [
"cls:pushLog",
"cls:listLogset",
"cls:getLogset",
"cls:listTopic",
"cls:getTopic",
"cls:createTopic",

"cls:modifyTopic",
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"cls
"cls:
"cls
"cls
"cls
"cls
"cls

1,

:deleteTopic",

createlogset",

:modifyLogset",
:deletelogset",
:getIndex",
:modifyIndex",

:CreateIndex"

"resource": "*",

"effect": "allow"

}
]
}

VOD_QCSLinkedRolelnHosting

ERZS:
iRe
PR R S

o RERZIR:

s REBAT

{

BRI EE

SriAeNERE (VOD) RSMEXAR, ZABBECKIKRIBNNRTREALEENEMTRSFE

"version": "2.0",

"statement": [

{

"action": |

"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

:GetService",
:GetBucket",
:HeadBucket",
:GetBucketObjectVersions",
:PutObject",
:PutObjectCopy",
:PostObject",
:GetObject",
:HeadObject",
:DeleteObject",
:DeleteMultipleObjects",
:OptionsObject",
:PostObjectRestore",
:PutObjectACL",
:GetObjectACL",
:PutObjectTagging”,

©2013-2025 B =hRIRFRE

QcloudAccessForVODLinkedRolelnHosting

5137 H177]1



> Tencent Cloud

"cos
"cos
"cos:
"cos
"cos
"cos
"cos
"cos

"cos

1,

:GetObjectTagging",
:DeleteObjectTagging",

InitiateMultipartUpload",

:UploadPart",
:UploadPartCopy",
:CompleteMultipartUpload",
:AbortMultipartUpload",
:ListMultipartUploads",
:ListParts"

"resource": "*",

"effect": "allow"

}
]
}

VOD_QCSLinkedRoleln_EOacceleration

ERZS:
;}EO
PR R

o RERZR:

s REBAT

{

hEEE

SriAeNERE (VOD) RSMEXAR, ZABBECKIKRIBNNRTREALEENEMTRSFE

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"teo:
"teo:
"teo:
"teo:
"teo:
"teo:
"teo:
"teo:
"teo:
"teo:
"teo:

"teo:

1,

DescribeHostsSetting",
DescribeRules",
DescribeRulesSetting",
DescribeRulesEngine",
CreateAccelerationDomain",
DescribeAccelerationDomains",

ModifyAccelerationDomain",

ModifyAccelerationDomainStatuses",

DescribeZones",
ModifyRule",
DescribeZoneSetting",

CreateRule"
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VOD_QCSLinkedRolelInManageSSLCertificates

ERTR:

s
B
i o

"resource": "*"
}
]
}

PR R

o REgRH:

. HEEAE:

{

"version": "2.0",
"statement": |

{

"effect": "allow",
"resource": [

"xn

I

"action": [
"ssl:UploadCertificate",
"ssl:DescribeCertificates”,

"ssl:DescribeCertificateDetail"

]
}
]
}
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RN AL
RIR AL IE

BRITE#HME: 2025-11-22 09:34:48

AR5

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSENITTEI I ERSAXAEN A ZRHTIHEER
. EXENMBRFRSEXAENERITERBXNRRIBES.

CAMAR= @& ABRR ABexRE AeHE

YRR R MPS_QCSLinkedRolelnVOD RSBHEXAR getvod.mps.cloud.tencent.com

MPS_QCSLinkedRolelInVOD

ERIZR: SABHRELEMPS)RSEXAE, %A BBEEXKRBNSIREERGEENEM RS E
iR
TR BREREE

o H¥EMEZFR: QcloudAccessForMPSRolelnVOD
s FEAA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": |
"vod:CreateStorageCredentials",
"vod:DescribeSubAppIds",
"vod:DescribeStorage"

1y

"resource": "*x"

}

]

}
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N Z=ER
NMAZER
RITERATE . 2025-11-22 09:34:19

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMH=m®E  AERMR REXE AeHn
— s . ARSSHEX
NMATESR CAR_QCSLinkedRoleInCloudStorage £ cloudstorage.car.cloud.tencent.con

CAR_QCSLinkedRolelnCloudStorage

ERZR: SHABANAZTER (CAR) RSEXAS, ZABRKECXKERIENIREEAILRIEHEM IR

PR R

o FEBE\BIR: QcloudAccessForCARLinkedRolelnCloudStorage
s REENE:

{

"statement": [

{

"action": [
"cos:PutObject",
"cos:InitiateMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:UploadPart",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:HeadObject",
"cos:GetObject"

1,

"effect": "allow",
"resource": "*"

}

1,

"version": "2.0"

}
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s %% AR S5
ek SFEANS[E
RIFEFE: 2025-11-22 09:34:39

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMF=@mE RABRAM RBXRE AeEIRr
b =4 2
zz'iizy!l%flli%l GME_QCSLinkedRoleInGameMedia BRs5HRX gamemedia.gme.cloud.tencent.com

g o] =)

GME_QCSLinkedRoleInGameMedia

ERiZR: SRABRENSHRASIZE (GME) RSBEXAR, ZABRKEEXIKRERNNRTEEAILRIENEM
SRS HEIR.
PR R

o HFEREIR: QcloudAccessForGMELinkedRolelnGameMedia
s REEAS:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

L]

1y

"action": [
"cos:HeadBucket",
"cos:GetBucket",
"cos:HeadObject",
"cos:GetObject",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:RenameObject",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
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"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:GetService",

"cos:PutBucket"
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z_:\;’fﬁ i=f=d
FRYmHE TIC
RIEE A E . 2024-11-26 10:00:50

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXEMTBRERSAXAENERIIREBRNRREES.

CAMA= @3 AeRR )z =E il At
s . HFELiEES . .
FR4HE TIC TIC_QCSLinkedRolelninfrastructureAsCode g2 infrastructureascode.tic.clot

TIC_QCSLinkedRolelninfrastructureAsCode

ERizR: SrAtREFEEA (TIC) RSMAXAE, ATRIX TIC %&H CVM, VPC, COS FBNZHER, &k
FHRPRESRH, RFESN. EX2. ZABKECKIKRIRNMNRCERILRIENEMEARS FR.
PR R

o HEEREIR: QcloudAccessForTICRolelninfrastructureAsCode
s REEAS:

{

"version": "2.0",
"statement": [
{

"action": [
"cvm:*",
"vpc:*",
"Clb:*",
Vagg=wW,
"cmgtopic:*",
"cmgqueue:*",
"CCS:*",
g@iEg®W,
"tag:*",
"monitor:*",
TeEgs &,
HECISER
"ckafka:*",

"apigw:*",
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"Cdb:*",
"mongodb:*",
"redis:*",
"cynosdb:*",
"decdb:*",
"tcaplusdb:*",
Vegelmg =W
"gaap:*",
"es:*",
ngme:*",
"sms:*",
"ssl:*",
"cam:*",
"bgpip:*",
"waf:*",

"finance:*",

"cloudaudit:*",

"sglserver:*",
"postgres:*",
"vod:*",
Telgs®T,
Ugllgg W
Ears®T,
"ecdn:*",
"kms:*"

I

"resource": "*",
"effect": "allow"

}
]
}
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pay L

BiRE#RATE: 2025-11-22 09:34:13

BRI EE

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE

. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMF=@%  ABAEW

Ei = E gEmm

?j R sREm Advisor_QCSLinkedRolelnCloudDiagnosis

AT TS 040 il

?;ﬂﬂﬁ% e Advisor_QCSLinkedRoleInBusinessContinuity

e =Bl

ARSStEX
o] =)

ARSS1EX
o] =)

Advisor_QCSLinkedRolelnCloudDiagnosis

ERZS:

BEesE

cd.advisor.cloud.tencent.c

businesscontinuity.advisor

ZRIBHEA S (Advisor) BRSZBIBEXAE (Advisor_QCSLinkedRolelnCloudDiagnosis) #1Tx

B, AT zigkh ENCRSHERRE. @E2sHEE (CSS) . WREFE (COS) | HIBEEHEER (DBbrain) |
=&t (DNSPod) . dJMMll (CM) EMR AE S AW% (CDN) FLFEIREEROIZRIENR.
PR R

o REgHF:

* REEAB:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"live:Describe*",

"cos:List*",

"cos:Get*",

"cos:Head*",
"cos:0ptionsObject",
"monitor:Describe*",
"monitor:Get*",
"monitor:Export*",
"dnspod:Describe*",
"dbbrain:DescribeDBDiagEvents",
"dbbrain:DescribeDBDiagEvent",
"dbbrain:DescribeSlowLogTopSqgls",
"dbbrain:DescribeSlowLogs",
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"emr:Describe*",
"emr:Inquiry*",

"emr :Check*",

"emr:List*",
"emr:Describle*",
"emr:Inquire*",
"emr:Synchronize*",
"cdn:DescribeIpStatus",
"cdn:DescribeCertDomains",
"cdn:DescribeCdnIp",
"cdn:DescribeImageConfig",
"cdn:DescribeDomainsConfig",
"cdn:DescribeDomains",
"cdn:DescribePushQuota",
"cdn:DescribePurgeQuota",
"cdn:DescribeUrlViolations",
"cdn:DescribeBillingData",
"cdn:DescribeDistrictIspData",
"cdn:ListTopData",
"cdn:DescribeTopData",
"cdn:DescribeReportData”,
"cdn:DescribeOriginData",
"cdn:DescribeIpVisit",
"cdn:DescribeCdnData"

I

"resource": "*"

}

]

}

Advisor_QCSLinkedRolelnBusinessContinuity

AR HaiReANTE (Advisor) IRBIEXAE, FHTFIZMN Advisor 35i8] CVM, VPC, COS FEBNEHE
B, TERFRERH, REESN. BEL2, ZAGKBECXBKRIBNDIRCEAAEIGNEM RS EE.
PR ER B

o FEBE{IR: QcloudAccessForAdvisorLinkedRolelnBusinessContinuity
o REAAB:

{

"version": "2.0",
"statement": |

{

"action": [
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"cvm:Describe*",
"cvm:Inquiry*",
"vpc:Describe*",
"vpc:Inquiry*",
"vpc:Get*",
"monitor:Describe*",
"monitor:Get*",
"cam:ListUsersForGroup",
"cam:ListGroups",
"cam:GetGroup",
"clb:Describe*",
"cos:List*",

"cos:Get*",

"cos:Head*",
"cos:0ptionsObject",
"cdb:Describe*",
"mongodb:Describe*",
"redis:Describe*",
"redis:Get*",
"redis:Inquiry*",
"es:Describe*",
"emr:Describe*",
"emr:Inquiry*",

"emr :Check*",
"emr:List*",
"emr:Describle*",
"cloudaudit :LookUpEvents",
"cdn:Describe*",
"cdn:Get*",

"edn:List*",
"ssl:Describe*",
"tag:Get*",
"ckafka:Get*",
"ckafka:List*",
"ckafka:Describe*",
"tdmg:Describe*",
"scf:Get*",

"scf:List*",
"cam:GetRole",
"cam:ListAttachedRolePolicies",
"cls:getLogset",
"cls:getTopic",
"cls:listTopic",
"apigw:Describe*",
"cmgtopic:GetTopicAttributes",
"cmgtopic:GetSubscriptionAttributes",

"tsf:Describe*",
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"tsf:
"tsf:
"tsf:
"tsf:
"tsf:
"tsf:
"tsf:

Get*",

hige=v,

Search*",

Find*",
ImageUserIsExists",
ImageGetRepositoryList",

DscribeTasks",

"tbase:Describe*",

"tdach:Describe*",

"tdapg:Describe*",
"dcdb:Describe*",

"tke:

Describe*",

"live:Describe*",

"im:Describe*",
"im:CheckIfIMNewUser",

"cfw:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:

"waf:

"waf

"wss

"tag:

Describe*",
WafGet*",
WAFGetUserInfo",
WafDownloadAlerts",
WafPackagePrice",
WafAreaBanGetAreas",
WafFregGetRulelList",
WafAntiFakeGetUrl",
WafInterface",
WafClsOverview",
QueryFlows",
WafDownloadRecords",
WafDownloadlogs",
WafSearchLogs",
WafDNSdetectGet*",
BotGet*",

Get*",

Search*",

:BotV2Get*",
:CertGetList",

"waf:

Describe*",

DescribeResourceTagsByResourceIds"

"mariadb:Describe*",

"antiddos:Describe*",

"cam

"cam:

Yaes

"sms:

:DescribeSafeAuthFlagColl",

"cam:

ListUsers",

DescribeSubAccounts",

:DescribeCluster",

SmsPackagesStatistics",

"domain:*",

"sms:CallbackStatusStatistics",

"sms:

SendStatusStatistics™,

©2013-2025 B =hRIRFRE

hEEE

5150 #1771



> Tencent Cloud i5lE)EE

"dc:DescribeDirectConnects",
"dc:DescribeDirectConnectTunnels",
"trtc:Describex*",

"trtc:Get*",

"trtc:ShowRoomList",
"trtc:ShowUserList",
"trtc:RemindBalance",
"trtc:HardDescribeMixConf",
"memcached:DescribeInstances",
"cynosdb:DescribeClusterDetail",
"cynosdb:DescribeRollbackTimeValidity",
"cynosdb:DescribeRollbackTimeRange",
"cynosdb:DescribeInstanceSpecs",
"cynosdb:DescribeInstances",
"cynosdb:DescribelInstanceDetail",
"cynosdb:DescribeDBSecurityGroups",
"cynosdb:DescribeClusters",
"cynosdb:DescribeClusterInstanceGrps",
"cynosdb:DescribeBackupList",
"cynosdb:DescribeBackupConfig",
"cynosdb:DescribeAccounts”,
"dnspod:DescribeDomain",
"dnspod:DescribeDomainList",
"dnspod:DescribeDomainLogList",
"dnspod:DescribeDomainPurview",
"dnspod:DescribeDomainShareInfo",
"dnspod:DescribeRecord",
"dnspod:DescribeRecordLinelList",
"dnspod:DescribeRecordList",
"dnspod:DescribeRecordType",
"dnspod:DescribeUserDetail",
"vod:DescribeCDNStatDetails",
"vod:DescribeSubAppIds",
"vod:DescribeDefaultDistributionConfig",
"vod:DescribeVodDomains",
"cwp:DescribeVulList",
"cfs:DescribeCfsFileSystems",
"cfs:DescribeAutoSnapshotPolicies",
"cfs:DescribeCfsSnapshots",
"sms:DescribeAppList",
"sms:DescribeVerificationCodeStatistic",
"sms:DescribeAntiBrushThreshold",
"tke:CreatelInstantInspectJdob",
"tke:DescribeInstantInspectTask",
"cloudaudit :DescribeEvents",
"clb:DescribeQuota",
"cdb:QueryCDBProxy",
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"clb:DescribeClusterResources",
"ssl:DescribeCertificateBindResources",
"monitor:GetIntegrationProductList",
"monitor:DescribeOneClickAlarmConfigs",
"monitor:DescribeAlarmPolicies",
"antiddos:DescribelistProtocolBlockConfig",
"cloudhsm:DescribeVsms",
"kms:GetServiceStatus",
"as:DescribeAutoScalingInstances",
"billing:DescribeCostSummaryByProduct",
"finance:DescribeBillSummaryByProduct",
"tke:ListClusterInspectionResultsItems",
"tke:ListClusterInspectionResults",
"dnspod:DescribeSnapshotConfig",
"dnspod:DescribeDomainFilterList",
"dc:DoDcHealthInspection",
"teo:DescribeDefaultCertificates",
"teo:DescribeHostsSetting",
"teo:DescribeRules",
"teo:DescribeZones",
"csip:DescribeRiskCenterAssetViewVULRiskList",
"csip:DescribeRiskCenterAssetViewPortRiskList",
"csip:DescribePublicIpAssets",
"csip:DescribeDomainAssets",
"csip:DescribeCVMAssets",
"csip:DescribeClusterPodAssets",
"csip:DescribeDbAssets",
"lighthouse:DescribeInstances",
"dbbrain:DescribeDBDiagEvent",
"dbbrain:DescribeDBDiagEvents",
"live:CheckLiveHostBackupOriginSite",
"tse:DescribeCloudNativeAPIGateways",
"tse:DescribeSREInstances",
"dbbrain:DescribeSqglFilters",
"postgres:DescribeDBInstanceAttribute",
"postgres:DescribeDBInstances",
"postgres:DescribeZones",
"tdmg:DescribeRocketMQCluster",
"ckafka:DescribeInstanceAttributes",
"teo:DescribeSecurityPolicy",
"teo:DescribeDDoSPolicy",
"gaap:DescribeProxies",
"teo:DescribeZoneDDoSPolicy",
"tdmg:DescribeRabbitMQVipInstances",
"tcb:DescribeBillingInfo",
"tcb:DescribeQuotabata",

"tcb:DescribeBaasPackagelList",
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"vod:DescribeTranscodeTemplates",
"cam:MonitorGetProject",
"monitor:GetProjectsList",
"redis:DescribelInstances",
"ckafka:DescribeTopicDetail",
"ckafka:DescribeInstancesDetail",
"tcb:DescribeEnvs",
"tsf:DescribeGroupAttribute",
"tsf:DescribeContainerGroups",
"tsf:DescribeGroups",
"tsf:DescribeApplications",
"vpc:DescribeCcns",
"vpc:DescribeCcnAttachedInstances",
"vpc:GetCcnRegionBandwidthLimits",
"mariadb:DescribeDBInstanceDetail",
"dcdb:DescribeDCDBInstanceDetail",
"sglserver:DescribeDBInstances",
"cdb:DescribeRoGroups",
"tdmg:DescribeRocketMQClusters",
"tdmg:DescribeRocketMQNamespaces",
"tdmg:DescribeRocketMQTopics",
"tdmg:DescribeRocketMQGroups",
"trocket:DescribelInstancelList",
"trocket:DescribeTopicList",
"trocket :DescribeConsumerGroupList",
"cos:HeadBucket",
"es:SmartAdvisorManage",
"finance:DescribeDosageCosDetailByDate",
"cynosdb:Describe*",
"teo:Describe*",

"cetcd:Describe*",
"as:DescribeAutoScalingGroups",
"organization:DescribeOrganization",
"organization:DescribeOrganizationMembers",
"apm:DescribeApmInstances",
"apm:DescribeTagValues",
"apm:DescribeMetricRecords",
"apm:DescribeServiceNodes",
"apm:DescribeServiceOverview",
"keewidb:Describe*",
"trocket:DescribeFusionInstanceList",
"oceanus:DescribeJobs",
"oceanus:DescribeWorkSpaces",
"oceanus:DescribeClusters",
"cwp:Describe*",

"csip:Describe*",

"es:SmartAdvisor*",
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"cdwdoris:Describe*",
"cdwch:Describe*",
"postgres:DescribeReadOnlyGroups",
"bh:Describe*",

"cdc:Describe*",

"cdz:Describe*",

"chc:Describe*",

"gaap:Describe*",
"tione:Describe*",
"tag:TagResources",
"tag:UnTagResources",
"tag:Describe*",
"cdwpg:Describe*",
"dlc:Describe*",
"dbbrain:DescribeRedisProcessList",
"dbbrain:DescribeMySglProcessList",
"scf:Describe*",

"clb:Ingquiry*",

"tse:Describe*",
"ckafka:Inquire*",

"es:Inquire*",
"lighthouse:Inquire*",
"lighthouse:Describe*",
"es:Query*"

1,

"resource": "*",
"effect": "allow"
}I

{

"action": [

"tke:AcquireClusterKubeConfigForProduct"

1,

"effect": "allow",

"resource": [

"gcs::tke::*:cluster\/*",
"gcs::itke::*:k8s\/*\/pods\/*\/get",
"gcs::tke::*:k8s\/*\/namespaces\/*\/get",
"gcs::itke::*:k8s\/*\/namespaces\/*\/list",
"gcs::tke::*:k8s\/*\/ingresses\/*\/get",
"qcs::tke::*:k8s\/*\/ingresses\/*\/1list",
"gcs::tke::*:k8s\/*\/services\/*\/get",
"qcs::tke::*:k8s\/*\/services\/*\/1list",
"gcs::tke::*:k8s\/*\/deployments\/*\/get",
"gcs::itke::*:k8s\/*\/deployments\/*\/1list",
"gcs::tke::*:k8s\/*\/daemonsets\/*\/get",
"gcs::itke::*:k8s\/*\/daemonsets\/*\/list",
"gcs::itke::*:k8s\/*\/statefulsets\/*\/get",
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"qcs::tke::*:k8s\/*\/statefulsets\/*\/1list"
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ElzEFFa

SR EHE: 2025-11-22 09:34:58

BRI EE

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE

. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMH=@E  AeRMR =) =B
&R =B 4R , S
FIRRS TCMPP_QCSLinkedRoleInCOSAccess e
iR = B R N . BRS51E%
RS TCMPP_QCSLinkedRolelnUserManage e

TCMPP_QCSLinkedRoleInCOSAccess

ABHE

cosaccess.tcmpp.cloud.tencent.c

usermanage.tcmpp.cloud.tencent

AR SARNBNZEBRNAKRS (TCMPP) IRSJEXAE, ZABKECXKREBNMNREEAREIE

BEM RS FIR.
PR R S

o FHEEZIR: QcloudAccessForTCMPPLinkedRoleInCOSAccess
o REASD:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetObject",
"cos:HeadBucket",
"cos:HeadObject",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:0OptionsObject",
"cos:CompleteMultipartUpload",
"cos:DeleteBucket",
"cos:DeleteMultipleObjects",
"cos:DeleteObject",
"cos:InitiateMultipartUpload",

"cos:PostBucketInventory",
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"cos:PostObject",
"cos:PutBucket",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:PutBucketCORS",
"cos:GetBucketCORS",
"cos:DeleteBucketCORS",
"cos:PutBucketAccelerate",
"cos:GetBucketAccelerate"
I

"resource": "*"

}

]

}

TCMPP_QCSLinkedRolelnUserManage

ERR: HAeNBAZBRNARS (TCMPP) IRSBEXAE, ZABKEEXKRIENREERRIE
HEMTARS EIR.
TR BREREE

o HERRTR: QcloudAccessForTCMPPLinkedRolelnUserManage
s RERHNE:

{

"statement": [
{

"action": |
"cam:ListUsers"

1,

"effect": "allow",
"resource": [

wxm

]

}

1y

"version": "2.0"

}
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BESHEHIT

Al EE

BITE#RE: 2025-11-22 09:34:18

BRI EE

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSENITTEI I ERSAXAEN A ZRHTIHEER
. EXENMBRFRSEXAENERITERBXNRRIBES.

CAMH= @&
i5a) &1
iha) B

ihlEEE

ReRn RExE
CAM_QCSLinkedRolelnEkslog RSSEXAE
CAM_QCSLinkedRolelnEkslog002  FRBEXAE
CAM_QCSRole RSAE

CAM_QCSLinkedRolelnEkslog

ERTR:
X BRR S

. HEEEH:
. HEBNE:

test

{
"version":
"statement"
{
"effect":

"action": [

QcloudAccessForCAMLinkedRolelnEkslog

"2'0"’
3 [

"allow",

"vpc:CreateAddress",

"sts
"sts
"sts
"cam
"cam
"cam:
]I
"resource":
}

]

b
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:ListAccessKeys",
:UpdateAccessKey",
:DeleteAccessKey",
:ListAccessKeys",
:ListUsers",
GetUser"

L]

e
ekslog.cam.cloud.tencent.com
ckmlog.cam.cloud.tencent.com

cam.cloud.tencent.com
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CAM_QCSLinkedRolelnEkslog002

{EAIZS: test002
X BR SRS

o HFEEH/IR: QcloudAccessForCAMLinkedRolelnEkslog002
* RERAS:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"kms:CreateKey",
"clb:DescribeTaskStatus",
"vpc:CreateAddress"
I

"resource": "*"

b

]

b

CAM_QCSRole

ERiZR: HOERRSEXAE, RRAEMISEOMNR
PR R

o HEEEFR: QcloudAccessForCAM_QCSRole
o RIBAB:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cloudaudit :LookupEvents"
I

"resource": "*"

b

]

b
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3|k S EE

2T EHATE): 2025-11-22 09:34:50

- A

iRSS (fAX) ABREHBNZIRSMENX, KRFRNEHENMARSENTETHERSAXABXAF ZRATHEE
. AXHENTBRRRSEXAESNERRIBXNRRIEES.

CAMH=RE Al AEXRE A[ABHMA
o o , RSiEE o
SRS EIER Orgnization_QCSLinkedRolelnCIC e cic.organization.cloud.tenc
= o . BRS51E% o
EHkSER Organization_QCSLinkedRolelnDefaultMng e defaultmng.organization.cl
e o . . B2 EES . o
EFkSEIE Orgnization_QCSLinkedRoleIlnServiceControl -~ servicecontrol.orgnization.:

Orgnization_QCSLinkedRolelnCIC

ERiZR: SRABAKRENKS (Organization) RSBEXAS, ZABBECKBRBENNRCEAAEDEMNE
R EARS FEIR.
PR R

o FEBE{IR: QcloudAccessForOrganizationLinkedRolelnCIC
s REENA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cam:AttachRolesPolicy",
"cam:GetRole",
"cam:CreateRole",
"cam:DeleteRole",
"cam:CreatePolicy",
"cam:DeletePolicy",
"cam:UpdatePolicy",
"cam:GetPolicy",
"cam:ListPolicies",
"cam:CreateSAMLProvider",

"cam:DeleteSAMLProvider",
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"cam:UpdateSAMLProvider",
"cam:AddUser",

"cam:DeleteUser",

"cam:UpdateUser",
"cam:CreateSubAccounts",
"cam:DeleteUser",
"organization:DescribeOrganization",
"organization:CreateOrgMemberProductServiceRole",
"cam:AttachRolePolicies",
"cam:DetachRolePolicies",
"cam:DescribeCICUserSAMLConfig",
"cam:AddSubAccount",

"cam:GetUser",
"cam:UpdateSubAccountType",
"cam:CheckSubAccountName",
"cam:GetSAMLProvider",
"cam:CreateCICUserSAMLConfig",
"cam:ListAttachedRolePolicies",
"organization:DescribeOrganizationMembers",
"cam:DeleteApiKey"

1y

"resource": "*"

h

]

h

Organization_QCSLinkedRolelnDefaultMng

ERR: HaABNKHEKSERE (Organization) IRBEXAER, ZHABKEEXKRENNRTEEAHRIE
HEMTARS EIR.
R BRERHE

o FEBE\IR: QcloudAccessForOrganizationLinkedRolelnDefaultMng
s REENA:

{

"version": "2.0",

"statement": [

{

"action": [
"finance:DescribeBillSummaryByProduct",
"cam:GetAccount Summary",

"intlpartnersmgt:DescribeBillSummaryByProduct"

1,
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"resource": "*",
"effect": "allow"
s

]
}

Orgnization_QCSLinkedRolelnServiceControl

BRI EE

ERiZR: SHABANKREAIKSERE (Orgnization) IRSEXAE, ZABBECXKEKRBHNNRCERHEEN

Hith AR5 R
TR BR R

o HREZRFR: QcloudAccessForOrganizationLinkedRolelnServiceControl

. HEEAE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

L]

I

"action": [

"cam:CreateServicelLinkedRole",

"cam:DeleteServicelLinkedRole",

"cam:GetRole",
"cam:CreateRole",
"cam:AttachRolePolicy",

"cam:DeleteRole"
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HAREIH
Z vz

BITE#ATE: 2025-11-22 09:34:27

N

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMF=@mE RABRAM ARBeXE AaeRf
— . ARS51E%
payVaz: ! CLOUDAPP_QCSLinkedRolelnDeployResource deployresource.cloudapp

BE

CLOUDAPP_QCSLinkedRolelnDeployResource

ERpR: SRABRAZSHA (Cloudapp) RBBXAR, %ABBECXIKREBNDIREEAIGEEMNEMDZR

say
%3’171\

PR R

o FEME\BIR: QcloudAccessForCLOUDAPPRolelnDeployResource
o RIEAEB:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"resource": "*",

"action": [

"vpc:CreateVpc",
"vpc:CreateAssistantCidr",
"vpc:DeleteVpc",
"vpc:DescribeVpcEx",
"vpc:CreateSubnet",
"vpc:DescribeSubnetEx",
"vpc:ModifySubnetAttribute",
"vpc:ReplaceRouteTableAssociation",
"vpc:DeleteSubnet",
"cdb:CreateDBInstanceHour",
"cdb:IsolateDBInstance",
"cdb:0fflineIsolatedInstances",
"cdb:DescribeDBInstances",

"cos:PutBucket",
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"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

"cvm:
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:

"cvm:

"cvm

"cvm:
"cvm:
"tke:
"tke:
"tke:

"tke

"tke

"tke:

"tke

:PutBucketACL",
:GetBucket",
:GetBucketACL",
:DeleteBucket",
:HeadBucket",
:PutBucketCORS",
:GetBucketCORS",
:GetBucketWebsite",

DescribeInstances",
DescribeInstancesStatus",
DescribeInstances",
TerminateInstances",
RunInstances",
TerminateDisks",
DescribeCbsStorages",
CreateCbsStorages",
AttachDisks",
DetachCbsStorages",
CreateSecurityGroup",

DescribeSecurityGroups",

:DescribeSecurityGroupAssociateInstances"

DeleteSecurityGroup",
DescribeImages",

DescribeClusterReleases",

DescribeClusterPendingReleases",

CreateClusterRelease",

:UpgradeClusterRelease",
"tke:

UninstallClusterRelease",

:CreateCluster",

DescribeClusters",

:DescribeClusterReleaseDetails",

"apigw:CreateService",

"apigw:UnReleaseService",

"apigw:DeleteService",

"apigw:DescribeService",

"apigw:DescribeApi",

"apigw:CreateApiApp",

"apigw:UnReleaseService",

"apigw:DeleteApiApp",

"apigw:ReleaseService",

"apigw:BindApiApp",

"apigw:CreateApi",

"apigw:UnbindApiApp",

"apigw:DeleteApi",

"clb:DescribelLoadBalancersDetail",
"clb:
"clb:ModifyLoadBalancerAttributes",

CreatelLoadBalancer",
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"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:

"clb

"clb

DeleteloadBalancer",
SetLoadBalancerSecurityGroups",
DescribeTaskStatus",
DescribelListeners",
DeleteRule",

CreateRule",

DescribeTargets",

:DeregisterTargets",
"clb:
"clb:
"clb:
"clb:
"clb:

DescribeRewrite",
DeleteRewrite",
CreateTopic",
ModifyTargetGroupAttribute",

RegisterTargetGroupInstances”,

:DeregisterTargetGroupInstances",
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:

DeleteTargetGroups",
DescribeTargetGroups",
DescribeTargetGroupInstances”,
AssociateTargetGroups",
DisassociateTargetGroups",

ModifyTargetGroupInstancesWeight",

DescribelLoadBalancers",

"redis:CreateInstances",

"redis:DescribelInstances",

"redis:ModifyInstance",

"redis

"redis:DestroyPostpaidInstance",

"cvm:
"tke:
"tag:
"tag:
"cam:
"cdb:

"tke

CreateSecurityGroupPolicy",
DeleteCluster",
TagResources",
UnTagResources",

PassRole",
CreateDBInstance",

:DescribeClusterInstances",

"redis:CleanUpInstance",

"redis:DestroyPrepaidInstance",

"es:CreateInstance",

"es:DeletelInstance",

"es:DescribeInstances",

"postgres:CreatelInstances",

"postgres:IsolateDBInstances",

"postgres:DestroyDBInstance",

"postgres:DescribeDBInstanceAttribute”,

"cetcd:CreateEtcdInstance",
"cetcd:DeleteEtcdInstance",

"cetcd:DescribeEtcdInstances",

"tke:
"tke:

DeleteClusterInstances",

AddExistedInstances",
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"tke:CreateClusterInstances",
"privatedns:DescribePrivateZoneService",
"privatedns:SubscribePrivateZoneService",
"privatedns:CreatePrivateZone",
"privatedns:DeletePrivateZone",
"privatedns:CreatePrivateZoneRecord",
"privatedns:DeletePrivateZoneRecord",
"privatedns:DescribePrivateZonelList",
"privatedns:DescribePrivateZoneRecordList",
"privatedns:ModifyPrivateZoneVpc",
"redis:DestroyPostpaidInstance",
"clb:CreatelListener",
"clb:DeletelListener",
"mongodb:CreateDBInstanceHour",
"mongodb:CreateDBInstance",
"mongodb:DescribeDBInstances",
"mongodb:IsolateDBInstance",
"mongodb:0fflineIsolatedDBInstance",
"sglserver:CreateBasicDBInstances",
"sglserver:CreateDBInstances",
"sglserver:DescribeDBInstances",
"sglserver:CreateReadOnlyDBInstances",
"sglserver:DescribeOrders",
"sglserver:DescribeReadOnlyGroupByReadOnlyInstance",
"sglserver:TerminateDBInstance",
"sglserver:DeleteDBInstance",
"tdmg:CreateRabbitMQVipInstance",
"tdmg:DescribeRabbitMQVipInstance",
"tdmg:DescribeRabbitMQVipInstances",
"tdmg:DeleteRabbitMQVipInstance",
"cls:CreatelLogset",
"cls:DescribelLogsets",
"cls:Deletelogset",

"cls:CreateTopic",

"cls:DescribeTopics",

"cls:DeleteTopic",
"monitor:CreatePrometheusMultiTenantInstancePostPayMode"
"monitor:DescribePrometheusInstanceDetail",
"monitor:DescribePrometheusInstances",
"monitor:DestroyPrometheusInstance",
"monitor:TerminatePrometheusInstances",
"monitor:CreateGrafanalInstance",
"monitor:DescribeGrafanalnstances",
"monitor:DeleteGrafanalInstance",
"monitor:CleanGrafanalInstance",
"ssl:ApplyCertificate",

"ssl:DescribeCertificates",
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:DescribeCertificateDetail",
:DeleteCertificate",
:RevokeCertificate",
:CreateCertificate",
:UploadCertificate",
:AddCdnDomain",
:DescribeDomainsConfig",
:StopCdnDomain",
:DeleteCdnDomain",
:RegisterTargets",

:DisassociateNatGatewayAddress",

"trocket:CreatelInstance",

"trocket:DescribelInstance",

"trocket:DeletelInstance",

"cvm:
"cvm:
"cvm:

"cvm:

"cfs
"cfs

"cfs

"vpc:

vpc
"vpc

vpc

"vpc:

vpc

vpcC:

AllocateAddresses",
DescribeAddresses",
DisassociateAddress",

ReleaseAddresses",

:DeleteClusterInstances",
:DescribeNatGatewaySourceIpTranslationNatRules",
:CreateNatGatewaySourceIpTranslationNatRule",
:DeleteNatGatewaySourceIpTranslationNatRule",
:CreateNatGateway",

:DescribeNatGateways",

:DeleteNatGateway",

RefreshDirectConnectGatewayRouteToNatGateway",

:CreateCfsFileSystem",
:DescribeCfsFileSystems",
:DeleteCfsFileSystem",

CreateNatGatewayDestinationIpPortTranslationNatRule",

:DeleteNatGatewayDestinationIpPortTranslationNatRule",
:DescribeNatGatewayDestinationIpPortTranslationNatRules"

:CreateRouteTable",

DeleteRouteTable",

:DescribeRouteTables",
:CreateRoute",
:DeleteRoutes",
:DescribeRouteTable",
:AssociateAddress",
:CreateCfsSnapshot",
:DeleteCfsSnapshot",
:DescribeCfsSnapshots",
:CreateCfsPGroup",
:DeleteCfsPGroup",
:DescribeCfsPGroups",
:CreateCfsRule",
:DeleteCfsRule",
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"cfs:DescribeCfsRules",
"cfs:CreateAutoSnapshotPolicy",
"cfs:DeleteAutoSnapshotPolicy",
"cfs:DescribeAutoSnapshotPolicies",
"cfs:BindAutoSnapshotPolicy",
"cfs:UnbindAutoSnapshotPolicy",
"cfs:DescribeAutoSnapshotPolicies",
"cfs:SetUserQuota",
"cfs:DeleteUserQuota",
"cfs:DescribeUserQuota",
"ckafka:CreatePostPaidInstance",
"ckafka:DeleteInstancePost",
"ckafka:CreateInstancePre",
"ckafka:DeleteInstancePre",
"ckafka:DescribeInstances",
"ckafka:DescribeInstancesDetail",
"ckafka:CreateTopic",
"ckafka:DeleteTopic",
"ckafka:DescribeTopicDetail",
"ckafka:CreateUser",
"ckafka:DeleteUser",
"ckafka:DescribeUser",
"ckafka:CreateRoute",
"ckafka:DeleteRoute",
"ckafka:DescribeRoute",
"ckafka:CreateAcl",
"ckafka:DeleteAcl",
"ckafka:DescribeACL",
"ckafka:CreateAclRule",
"ckafka:DeleteAclRule",
"ckafka:DescribeAclRule",
"ckafka:CreateConnectResource",
"ckafka:DeleteConnectResource",
"ckafka:DescribeConnectResource",
"ckafka:CreateConsumer",
"ckafka:DeleteGroup",
"ckafka:DescribeConsumerGroup",
"ckafka:CreateDatahubTopic",
"ckafka:DeleteDatahubTopic",
"ckafka:DescribeDatahubTopic",
"ckafka:CreateDatahubTask",
"ckafka:DeleteDatahubTask",
"ckafka:DescribeDatahubTask",
"ckafka:InquireCkafkaPrice",
"cvm:ModifyAddressesBandwidth",
"cvm:AssociateAddress",

"vpc:AssociateRouteTable",
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"tke:DescribeClusterSecurity",
"tke:DescribeClusterVirtualNode",
"tke:DescribeClusterEndpointStatus",
"tke:CreateClusterEndpoint",
"tke:DeleteClusterEndpoint",
"tke:ModifyClusterEndpointSP",
"sglserver:CreateCloudDBInstances",
"cdwch:DescribeInstancesNew",
"cdwch:CreateInstanceNew",
"cdwch:0penBackUp",
"cdwch:DescribeBackUpSchedule",
"cdwch:CreateBackUpSchedule",
"cdwch:TerminateInstance",
"tse:CreateEngine",
"tse:DescribeSREInstances",
"tse:DeleteEngine",
"cynosdb:CreateClusters",
"cynosdb:DescribeClusterDetail",
"cynosdb:DescribeInstanceDetail”,
"cynosdb:DescribeInstances",
"cynosdb:DescribeMaintainPeriod",
"cynosdb:DescribeClusterInstanceGrps",
"cynosdb:DescribeDBSecurityGroups",
"cynosdb:DescribeClusterParams",
"cynosdb:IsolateCluster",
"cynosdb:0fflineCluster",
"cynosdb:CreateAccounts",
"cynosdb:DescribeAccounts”,
"cynosdb:DeleteAccounts",
"cynosdb:ModifyAccountPrivileges",
"cynosdb:DescribeAccountAllGrantPrivileges",
"cynosdb:CreateClusterDatabase",
"cynosdb:DescribeClusterDetailDatabases",
"cynosdb:ModifyClusterDatabase",
"cynosdb:DeleteClusterDatabase",
"cynosdb:CreateAuditLogFile",
"cynosdb:DescribeAuditLogFiles",
"cynosdb:DeleteAuditLogFile",
"cynosdb:ModifyBinlogSaveDays",
"cynosdb:DescribeBinlogSaveDays",
"cynosdb:BindClusterResourcePackages",
"cynosdb:UnbindClusterResourcePackages",
"cynosdb:AddClusterSlaveZone",
"cynosdb:RemoveClusterSlaveZone",
"cynosdb:ExportInstanceErrorLogs",
"cynosdb:ExportInstanceSlowQueries",

"cynosdb:ModifyInstanceParam",
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"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:
"cynosdb:

"wedata:
"wedata:
"cfs:Des
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:
"ckafka:

DescribeInstanceParams",

DescribeFlow",

ActivateInstance",

CreateParamTemplate",

ModifyParamTemplate",
DeleteParamTemplate",
CreateProxy",
DescribeProxies",
SwitchProxyVpc",
ModifyProxyDesc",
UpgradeProxy",
CloseProxy",
CreateProxyEndPoint",
ModifyVipVport",
ModifyProxyRwSplit",

AddInstances",
UpgradelInstance",
ModifyMaintainPeriodConfig",
ReloadBalanceProxyNode",
RestartInstance",
RollBackCluster",

DisassociateSecurityGroups",
UpgradeProxyVersion",
OpenWan",

CloseWan",
CreateDataModel",
DeleteDataModel",
cribeMountTargets",
ModifyInstanceAttributes",
ModifyGroupOffsets",
ModifyConnectResource",
ModifyAclRule",
DescribelInstanceAttributes",
ModifyPassword",
DescribeTopicAttributes",
CreateTopicIpWhiteList",
CreatePartition",
DeleteTopicIpWhiteList",
DescribeConnectResources",
DescribeDatahubTopics",
DescribeDatahubGroupOffsets”,
DescribeDatahubTasks",

DescribeGroup",
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"ckafka:DescribeGroupInfo",

"ckafka:DescribeTaskStatus",

"ckafka:DescribeTopicFlowRanking",

"ckafka:

"ckafka:DescribeTopicSubscribeGroup",

"ckafka:DescribeTopicSyncReplica",

"ckafka:DescribeCkafkaZone",

"tke:
"tke:
"tke
"tke:
"tke
"tke:

CreateClusterVirtualNodePool",

DescribeClusterVirtualNodePools",

:DeleteClusterVirtualNodePool",

CreateClusterNodePool",

:DescribeClusterNodePoolDetail",

DeleteClusterNodePool",

"ckafka:CreateInstance",

"cynosdb:ResumeServerless",

"cynosdb:PauseServerless",

"cynosdb:IsolateInstance",

"cynosdb:0fflineInstance",

"cynosdb:DescribeResourcesByDealName",

"cynosdb:DescribeClusters”,

"tse:
"vpc:
"vpc:
"vpc:
"vpc:
"tke:
"tke
"tke:
"tke
"tke:

DescribeNacosServerInterfaces",
CreateVpcPeeringConnection",
DescribeVpcPeeringConnections",
DeleteVpcPeeringConnection",
AcceptVpcPeeringConnection",
InstallAddon",

:GetTkeAppChartList",

DescribeAddon",

:DescribeAddonValues",

DeleteAddon",

"as:CreateAutoScalingGroup",

"as:CreateLaunchConfiguration",

"as:DescribelLaunchConfigurations",

DescribeTopicProduceConnection",

"tse:Des

cribeSREInstanceAccessAddress",

"mongodb:TerminateDBInstances",

"as:DescribeAutoScalingGroups",

"as:Desc
"hai:Des
"hai:Des
"hai:Run
"hai:Ter
"hai:Des
"hai:Val

"clb:SetCustomizedConfigForLoadBalancer",

"clb:Des

"clb:DescribeCustomizedConfigAssociateList"

"dcdb:De

ribeLaunchConfigurations",
cribeInstances",
cribeRegionInventory",
Instances",
minateInstances",
cribeRegions",

idateAssumeRole",

cribeCustomizedConfigList",

scribeDCDBInstances",
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"dcdb:DescribeDcnDetail",
"dcdb:DescribeFlow",
"dcdb:DescribeDCDBInstanceDetail",
"dcdb:DescribeDBSecurityGroups",
"dcdb:CreateDCDBInstance",
"dcdb:InitDCDBInstances",
"dcdb:DestroyDCDBInstance",
"dcdb:IsolateDCDBInstance",
"cdwch:ActionAlterCkUser",
"cdwch:ModifyUserNewPrivilege",
"cdwch:DescribeCkSglApis",
"cdwch:DestroyInstance",
"as:DescribeAutoScalingInstances",
"tke:CreateNodePool",
"tke:DescribeNodePools",
"tke:DeleteNodePool",
"cvm:Describe*",

"cvm:Ingquiry*",
"tat:CreateCommand",

"tat :ModifyCommand",
"tat:DeleteCommand",

"tat :DescribeCommands",

"tat : InvokeCommand",

"tat :RunCommand",
"tat:CancelInvocation",
"tat:DescribeInvocations",
"tat:CreatelInvoker",
"tat:ModifyInvoker",
"tat:DeleteInvoker",
"tat:DisableInvoker",

"tat :EnableInvoker",
"tat:DescribeInvokers",
"tat:DescribeAutomationAgentStatus",
"tat:DescribelInvokerRecords",
"tat:DescribelInvocationTasks",
"privatedns:DescribeRecord",
"tke:DisableClusterAudit",
"vpc:CreateHaVip",
"vpc:DescribeHaVips",
"vpc:ModifyHaVipAttribute",
"vpc:DeleteHaVip",
"vpc:CreateCcn",
"vpc:ModifyCcnAttribute",
vpc:DescribeCcns",
"vpc:DeleteCcn",
"vpc:DescribeCcnAttachedInstances",

"vpc:DescribeCcnRoutes",
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"vpc:SetCcnRegionBandwidthLimits",

"vpc:GetCcnRegionBandwidthLimits",

"vpc:DetachCcnInstances",

"vpc:DescribeCcnRouteTableBroadcastPolicys",

"vpc:CreateCcnRouteTables",

"vpc:DescribeCcnRouteTables",

"vpc:DeleteCcnRouteTables",

"vpc:AssociateInstancesToCcnRouteTable",

"vpc:DescribeRouteTableAssociatedInstances",

"vpc:DescribeCcnRouteTableInputPolicys",

"vpc:DescribeRouteTableSelectionPolicies",

"vpc:EnableCcnRoutes",

"vpc:DisableCcnRoutes",

"vpc:AttachCcnInstances",

"vpc:AcceptAttachCcnInstances",

"vpc:RejectAttachCcnInstances",

"vpc:ResetAttachCcnInstances",

"vpc:ReplaceCcnRouteTableBroadcastPolicys",

"vpc:ReplaceCcnRouteTableInputPolicys",

"vpc:ModifyRouteTableSelectionPolicies",

"vpc:ClearRouteTableSelectionPolicies",

"trocket
"trocket
"trocket
"trocket
"trocket
"trocket
]

b

{

"effect":

"action":

:DescribeTopicList",
:DescribeConsumerGroupList",
:DescribeRolelList",
:DeleteTopic",
:DeleteConsumerGroup",
:DeleteRole”

"allow",

"finance:trade",

"resource": [

"gcs::cvme: :

cxn
. ’

"gcs::postgres:::*",

"gcs::redis:::*",

"gcs::es:

"gcs::cdb::

e o kM
. . 12

]
. ’

"gcs: :mongodb:::*",

"gcs::sglserver:::*",

"gcs::tdmg:::*",

"gcs::cls::i:*",
"gcs::monitor:::*",
"gcs:i:issl:i:i:*",
"gcs::clb:r:*",
"gcs::cdn:::*",
"gcs::trocket:::x",
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"gcs::cdwch:::*",
"gcs::wedata:::*",
"gcs::ckafka:::*",
gcs::cynosdb:::*",

"gcs:thai:::o*"
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TS5 154
[T F M s 423

BITE#ATE: 2025-11-22 09:34:15

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXEMTBRERSAXAENERIIREBRNRREES.

CAMH=RE A3 AEXE AeIHr
,. . ARS51E%
[z R gE ks i APM_QCSLinkedRolelnProminstance o~ prominstance.apm.cloud.tencent
N . =P
Nz RE NS IR APM_QCSLinkedRolelInCKafkalnstance e ckafka.apm.cloud.tencent.com

APM_QCSLinkedRolelnPromlnstance

EAFSR: SHpRtNNAMEERE (APM) RBEXAR, 2/ABIEECXEKRIENNREERIAEIE
Prometheusi&iZRSZ =R

TR BREREE

o FEEREH: QcloudAccessForAPMLinkedRolelnProminstance
s REBAS:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": |
"monitor:DescribePrometheusInstances",
"monitor:DescribePrometheusInstancesOverview"
]I

"resource": "*"

}

]

t

APM_QCSLinkedRolelInCKafkalnstance
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EARFSE: SpRtINAMEERE (APM) RJBEXAR, 2AB8IGECXERIENNREERIARIEN
CKafkalsizZ RS F R,

PR R

o HEREFR: QcloudAccessForAPMLinkedRolelnCKafkalnstance
s REENA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"ckafka:DescribeInstanceAttributes",
"ckafka:DescribeInstances",
"ckafka:DescribeTopicAttributes",
"ckafka:DescribeRoute",
"ckafka:CreateRoute",
"ckafka:DeleteRoute",
"ckafka:CreateToken",
"ckafka:AuthorizeToken"

1y

"resource": "*x"

}

]

}
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1

Lt ST
JEHBEHIG

BITE#HMTE: 2025-11-22 09:34:46

ARss (HHX) AERHBACRSMENX, ZRAFRNEENRSEITTEI I ERSAXAEN A ZRHTIHEE
. AXENTBRFRSEXAENERITERBXNRRIEES.

CAMH=m®E  AERMR AEXE Aefl
- N . . ARS5tEX
EEHL MESSAGE_QCSLinkedRolelnDescribeDatahubTasksSendMes e message.c

MESSAGE_QCSLinkedRolelnDescribeDatahubTasksSendMes

ERizR: BEEFXFIN, CEEREBCEETE
PR R

o HHEEH/IR: QcloudAccessForMESSAGELinkedRolelnDescribeDatahubTasksSendMessage
o RERAS:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"ckafka:DescribeDatahubTasks",
"ckafka:DescribeDatahubTask",
"ckafka:SendMessage"

I

"resource": "*"

}

]

h
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