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Practical Tutorial

Auto Fix of Vulnerabilities
Last updated：2026-01-22 14:20:11

﻿This topic describes the best practices for automatically fixing vulnerabilities.

Note: 

 Auto-fixing of vulnerabilities may involve executing commands on your servers, which may affect 

running applications or core system components, and restarting applications or operating systems, 

which may affect your business continuity. For servers that are used for your core business, we 

recommend that you take the impact into full consideration when planning which vulnerabilities to fix 

and in what order to do so.

Limitations

Servers that support fixing:

Tencent Cloud servers and non-Tencent Cloud servers (with the CWPP client online and bound to a 

CWPP Ultimate Edition license)

The automatic snapshot creation feature is only supported for Tencent Cloud CVM and Lighthouse 

servers. Other types of servers do not currently support automatic snapshot creation. For these servers, 

you can create a backup manually and then select "Directly fix without creating snapshots" during the 

process to perform vulnerability fixing.

Vulnerabilities that support fixing:

Linux software vulnerabilities (partial)

Web-CMS vulnerabilities (partial)

Operation Guide

1. Log in to the  and click Vulnerability Management in the left navigation pane. Then the 

list of detected vulnerabilities is shown at the bottom.

CWPP Console

2. The vulnerabilities in the Vulnerability List are categorized as Urgent Vulnerabilities, Critical 

Vulnerabilities, and All Vulnerabilities, which are discovered vulnerabilities that are not obviously different 

from each other in terms of functionality. The steps for fixing vulnerabilities automatically are described 

below using All Vulnerabilities as an example.

Note: 

Priorities: Urgent vulnerabilities > Critical vulnerabilities > All vulnerabilities.
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For vulnerabilities that can be automatically fixed, Auto Fix is shown in the operation column; 

for vulnerabilities that cannot be automatically fixed, Fix Scheme is shown in the column.

Step 1: View vulnerability details

Click Auto Fixi to open the vulnerability details pop-up window.

Step 2: Select the servers for which you want to fix vulnerabilities automatically.
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Select the target servers in the affected server list, and click Fix to open the confirmation pop-up window.

Step 3: Choose whether to create snapshots

Click Confirm to open the fix method configuration pop-up window, and select the fix method: Fix and 

Automatically Create Snapshots, or Fix Without Creating Snapshots
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Fix and Automatically Create Snapshots: You can set the snapshot name and snapshot storage duration 

(3 days, 7 days, or 15 days). It is recommended to set the duration to 7 days so that the snapshots can 

be rolled back in time if necessary.

Fix Without Creating Snapshots: If snapshots have been created for all the servers selected for fixing 

vulnerabilities on the current day, this item becomes optional.

Step 4: Fix vulnerabilities
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Click Confirm to start fixing the vulnerabilities. You can keep track of the process.

Step 5: Check the server status changes

Return to Vulnerability Details to check the server status changes. If vulnerability fixing fails, the status is 

"Fixing Failed"; if vulnerability fixing is successful, the status changes to "Fixed".
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After the vulnerabilities are fixed, if your business is greatly affected, click Rollback to go to  > 

Snapshot List, and then select the snapshots created before the fixing to roll back them. After the 

rollback is successful, restart the servers to scan the vulnerabilities again.

CVMs

After the vulnerabilities are fixed, perform a Rescan to verify whether the vulnerabilities have been fixed.

You can also click "Fix Details" to view the details of fixing.
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Malicious File Processing
Last updated：2025-10-29 14:44:00

When malicious files are detected on the server under a user's Tencent Cloud account, if the file is not hit in 

the file allowlist, real-time alerts will be triggered by host security.

Processing Steps

Upon receiving a malicious file Alarm, please follow the steps below:

1. Log in to the . In the left sidebar, select Intrusion Detection >Virus Scanning.CWPP Console

2. On the virus scanning page, search by Instance ID, locate the specific alarm and click details.

3. After checking alarm details, please confirm whether this malicious file is a false alarm. If it is a false 

alarm, please perform step 4. If it is not a false alarm, please perform step 5.

Note:

Whether this malicious file is a false alarm can be determined by several ways.

Contact the business team to judge whether the file is a required file for normal business 

operation.

Query threat intelligence and judge whether the file is marked as a malicious sample by the 

public network.

Whether this file behavior causes further triggering of more Alarms.

Contact .Security Expert Service (SES)

Cloud Workload Protection Platform

©2013-2026 Tencent Cloud. All rights reserved. Page 10 of 15

https://console.tencentcloud.com/cwp
https://www.tencentcloud.com/contact-us


4. Clearly a false alarm. Please add this file to the allowlist. Subsequently, if this file is detected again, it 

will be ignored and no alarm will be generated. And  to report the false alarm.contact us

5. Clearly not a false alarm. Please refer to the recovery suggestions in the alarm details for handling.
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- Click Quarantine to quarantine this file and end related processes. The alarm handling status will 

become "Quarantined".

- Log in to the host, find the corresponding file, manually delete or quarantine it and end related 

processes. Then mark the alarm as processed on the console. The alarm handling status will become 

"Resolved".

6. On the virus scanning page, click Detection Settings in the upper right corner. It is recommended to 

enable the auto-isolation switch. If a malicious file is detected, it will be automatically isolate 

immediately.
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Note:

Not all detected malicious files can be automatically quarantined. Manual confirmation of 

quarantine for some malicious files is still required. It is recommended to check the alarm list 

in the file detection and elimination and ensure all resolved.

If a file is falsely quarantined, please restore it from the quarantined list.

To turn on or off auto isolation, configuration is required. There is several minutes delay 

before taking effect.

FAQs

Where to Configure Alarms for Malicious Files?

On the , configure the alarm time, alarm host range, and alarm items for file killing - 

malicious files.

Alarm Settings Page
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How to Set Up Regular Inspection for Malicious Files?

On the , click Detection Settings in the upper right corner. Open the Detection Settings 

popup and perform scheduled scan settings.

virus scanning Page
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If a File Has Been Deleted and a Malicious File Scan Is Performed Again, What Will 

the Original Alarm Handling Status Become?

The original alarm handling status will become "cleaned".
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