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Practical Tutorial
Auto Fix of Vulnerabilities

Last updated: 2026-01-22 14:20:11

This topic describes the best practices for automatically fixing vulnerabilities.

O Note:
Auto-fixing of vulnerabilities may involve executing commands on your servers, which may affect
running applications or core system components, and restarting applications or operating systems,
which may affect your business continuity. For servers that are used for your core business, we
recommend that you take the impact into full consideration when planning which vulnerabilities to fix

and in what order to do so.

Limitations

Servers that support fixing:
Tencent Cloud servers and non-Tencent Cloud servers (with the CWPP client online and bound to a

CWPP Ultimate Edition license)

The automatic snapshot creation feature is only supported for Tencent Cloud CVM and Lighthouse
servers. Other types of servers do not currently support automatic snapshot creation. For these servers,
you can create a backup manually and then select "Directly fix without creating snapshots" during the

process to perform vulnerability fixing.

Vulnerabilities that support fixing:
Linux software vulnerabilities (partial)

Web-CMS vulnerabilities (partial)

Operation Guide

1. Log in to the CWPP Console and click Vulnerability Management in the left navigation pane. Then the
list of detected vulnerabilities is shown at the bottom.

2. The vulnerabilities in the Vulnerability List are categorized as Urgent Vulnerabilities, Critical
Vulnerabilities, and All Vulnerabilities, which are discovered vulnerabilities that are not obviously different
from each other in terms of functionality. The steps for fixing vulnerabilities automatically are described

below using All Vulnerabilities as an example.

@ Note:

Priorities: Urgent vulnerabilities > Critical vulnerabilities > All vulnerabilities.
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For vulnerabilities that can be automatically fixed, Auto Fix is shown in the operation column;

for vulnerabilities that cannot be automatically fixed, Fix Scheme is shown in the column.

Allseverily level v Tobefixed  + | Display only criical vulnerabiliies (3) (D
Vuinerability name/tag Severity level CVSS  CVEWo Last scanned %
PhpMyAdmin SQL injection vulnerability (CVE-2016-5703) 98 CVE-2016-5703 20220830 18:01:52
PhpMyAdmin dbase extension remote code execution vulnerability (CVE-.. [T 81 CVE-2016-6633 20220830 180152
PhpMyAdmin Export function SL injection wulnerability (CVE-2016-6617) [l 81 CVE-2016-6617 20220830 180152

Step 1: View vulnerability details

Click Auto Fixi to open the vulnerability details pop-up window.

PhpMyAdmin SQL injection vulnerability (CVE-2016-5703)

Vulnerability details

ulnerability name PhpMyAdmin SQL injection vulnerability (CVE-2016-5703)

Web-CMS vulnerabilities

Q o L
A:“':-H‘ : Processing Operation
o O Tobefixed £ Auto fix Re-scan Ignore
(1] @ Tobefixed @ Solutien Re-scan Ignore
(1] @ Tobefixed @ Solutien Re-scan Ignore
X

Attack vector (AV)

Permission Reguirer

Severity leve ntegrity (I \ T
- — /
CVE No CVE-2016-5703
Disclosure time 2016-06-23 Confidential mpact User Interface (U
era g There is a SQL injection vulnerability in central_columns.lib.php, which m
can be used by hackers to attack the database and steal data, which
brings harm to the data security of the server.
@ Solution
Solution 1. It is recommended to upgrade fo the latest official version, the official website address: hitps:iwww phpmyadmin.net
Vulnerabilities detected. Please create snapshots for the servers for security reasons.
Reference  Hitpsifwww.phpmyadmin.net/security/PMASA-2016-19/
Affected servers
To be fixed v aQ o 1
Server IP/Name Ve... T Server tag Serve... T Descriptior First dete Last scan us Operatio
2022-08-01 2022-08-30
CWPP... Runni Thereis a... To be fixed i e-sC re
V agw unning ereis a 12543 15-01:52 G) 0 be fixe Fix Re-scan Igno

Step 2: Select the servers for which you want to fix vulnerabilities automatically.
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Select the target servers in the affected server list, and click Fix to open the confirmation pop—up window.

Are you sure you want to fix the fellowing 1 server(s)? 4
(D Auto-fixing is only available for CVMs with Cloud Workload Protection Platform agent online. b4
Server name Server IP Tags Auto Fix
anw fes

Confirm fix Cance

Step 3: Choose whether to create snapshots

Click Confirm to open the fix method configuration pop—up window, and select the fix method: Fix and

Automatically Create Snapshots, or Fix Without Creating Snapshots
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Fix Vulnerabilities: PhpMyAdmin SQL injection vulnerability (CVE-2018-5703) »

(1) Fixing Description ¥
* The fix process involves snapshot creation, vulnerability fix, and re-detection.
* Creating a snapshot incurs a fee

* The fi process may take 5 minutes or more, depending on the servers.

Fixed servers (1)

Server IP/Name Latest shapsnot name Latest snapshot name

Fix Method

O Automatically create a snapshot and fix

Snapshot name | Vulnerability Fix_PhpMyAdmin S0L injection vulnerability (CV ®
Snapshot
retention period | 7 days v

Directly fix without creating snapshots

o Fix and Automatically Create Snapshots: You can set the snapshot name and snapshot storage duration
(3 days, 7 days, or 15 days). It is recommended to set the duration to 7 days so that the snapshots can

be rolled back in time if necessary.

o Fix Without Creating Snapshots: If snapshots have been created for all the servers selected for fixing

vulnerabilities on the current day, this item becomes optional.

Step 4: Fix vulnerabilities
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Click Confirm to start fixing the vulnerabilities. You can keep track of the process.

£ Fix Vulnerabilities: PhpMyAdmin SQL inje... X

Fixing vulnerabilities...... FixedTarget server o
99 % Start time 2022-09-01 14:30:28

Estimated remaining time 9 sec

) Create snapshot ~ Collapse

Server IP/Name Sna dame Creation status Snapshot creation time

Vulnerability Fix_PhpMyAdmin SQLi... (@) Created successfully 2022-09-01 14:31:39
C  Fixed vulnerabilities: PhpMyAdmin SQL injection vulnerability (C... 99% * Collapse
Server IP/Name Fix status Fix Time
C Fixing... -

& Fixing completed

Step 5: Check the server status changes

Return to Vulnerability Details to check the server status changes. If vulnerability fixing fails, the status is

"Fixing Failed"; if vulnerability fixing is successful, the status changes to "Fixed".
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PhpMyAdmin SQL injection vulnerability (CVE-2016-5703) X

Vulnerability details
iinerability name PhpMyAdmin SQL injection vulnerability (CVE-2016-5703) Attack vector (AV)

Availability Impact (A) Attack complexity (AC)

Vulnerability type Web-CMS vulnerabilities \7
Severity leve ntegrity (I} ( ¥ Permission Require

CVE No CVE-2016-5703

Disclosure time 2016-06-23 ‘onfidentiality Impact (C) User Interface (UI)
iInerability description There is a SQL injection vulnerability in central_columns.lib_php, which Impact scope (S)
can be used by hackers o attack the database and =ieal data, which
brings harm to the data security of the server.
@ Solution
Solution 1. It is recommended to upgrade to the latest official version, the official website address: hitps:/fwww.phpmyadmin.net
Vulnerabilities detected. Please create snapshots for the servers for security reasons.
Reference  Hitps:iwww phpmyadmin.net/security/PMASA-2016-19
Affected servers
All v Q o 1
Server IP/Name Ve... T Server tag Serve... T Description First dete Last scan... Status Operati
2022-08-01 2022-08-30 ]
WPP... i isa.. Fixed 1 i i
CWFP aqw Running There iz a 112843 180152 @ Rollback Rescan Fix Details
Total items: 1 10 = /page 1 /1 page

o After the vulnerabilities are fixed, if your business is greatly affected, click Rollback to go to CVMs >
Snapshot List, and then select the snapshots created before the fixing to roll back them. After the

rollback is successful, restart the servers to scan the vulnerabilities again.

o After the vulnerabilities are fixed, perform a Rescan to verify whether the vulnerabilities have been fixed.

e You can also click "Fix Details" to view the details of fixing.

©2013-2026 Tencent Cloud. All rights reserved. Page 9 of 15


https://console.tencentcloud.com/cvm/instance/index?rid=1

Cloud Workload Protection Platform

> Tencent Cloud

Malicious File Processing

Last updated: 2025-10-29 14:44:00

When malicious files are detected on the server under a user's Tencent Cloud account, if the file is not hit in

the file allowlist, real-time alerts will be triggered by host security.

Processing Steps

Upon receiving a malicious file Alarm, please follow the steps below:
1. Log in to the CWPP Console. In the left sidebar, select Intrusion Detection >Virus Scanning.

2. On the virus scanning page, search by Instance ID, locate the specific alarm and click details.

Alertlist  Whitelistfile

® Notes
W2 © vrorece © reieveser © s anciing

Professional

Edition/Flagship
Edition Alar Setings

ing, one click detection ofalarms

(&

@

3101200 29 2 5
Malicious file ®  Abnormal | process. o]

Automati slaton of Malicious Fles: @) rotcton ode: & Sandard © .

Last checked

Server Name/Instance 1D

5

20241027 00610 2024:10-27 000010

D mpsaaeT (geeted) &

" Amprdrovpih (delted) &

20241025 032258 20041025 032259 © Pencing resolve

D AmpZkenGIsW &
- &

mp/HOMeSVLIE deleted) L o
- =]

3. After checking alarm details, please confirm whether this malicious file is a false alarm. If it is a false

alarm, please perform step 4. If it is not a false alarm, please perform step 5.

@ Note:

Whether this malicious file is a false alarm can be determined by several ways.
Contact the business team to judge whether the file is a required file for normal business

operation.
Query threat intelligence and judge whether the file is marked as a malicious sample by the

public network.

Whether this file behavior causes further triggering of more Alarms.

Contact Security Expert Service (SES).
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4. Clearly a false alarm. Please add this file to the allowlist. Subsequently, if this file is detected again, it

will be ignored and no alarm will be generated. And contact us to report the false alarm.

Add Allowlist X
Allowlist
* ng O ™Ds File Custom File
Me
* MD5 File Please enter the file MD5, multiple return line breaks, enter one MDS5 per line
Example:

431c90f613b2
1880e6d3f2e2f2e

Alert handling Perform whitelisting operations on historical 'pending’ alerts that meet this rule

Effective host range (selected 1 server(s))

Select » All CWPP Pro and CWPP Ultimate hosts o Specified servers

How to specify Manually select from below v

Sele gion All Servers v All regions v
Server tag Q
Select host Select all 1 server(s) selected Clear

5. Clearly not a false alarm. Please refer to the recovery suggestions in the alarm details for handling.
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Malicious file details (© Pending resolved &) ¥
Mark as processed Add to allowlist Ignore Delete Log
Alarm details Event investigation m

Servers in Risks
Server nan

=1 Instance I0 e First detected 2024-10-24 20:26:16

e Llast checked 2024-10-31 00:00:15

Virus file

Risk Level
NP Virus Name
.@. Engine

@D
Tag Characteristics
File Size
File Name File pa
[ | @ MD5 File
Last accessed 2024-10-30 00:03:18
Last modified time 2024-08-23 04:40:20
@ Hazard Description
Alert description It is found that there is a malicious Trojan horse on the host, and your host may have been compromised.

Malicious Trojans usually perform malicious actions such as mining, file deletion, information theft, and network attacks.

& How to fix
Suggestion 1. check malicious processes and illegal ports, delete suspicious startup items and scheduled tasks;

2. Isolate or delete related Trojan files;

3. Check the risk of the system and perform security reinforcement. For details, please refer to the following link:
Reference Unavailable

O - Click Quarantine to quarantine this file and end related processes. The alarm handling status will
become "Quarantined".

O - Log in to the host, find the corresponding file, manually delete or quarantine it and end related
processes. Then mark the alarm as processed on the console. The alarm handling status will become

"Resolved".

6. On the virus scanning page, click Detection Settings in the upper right corner. It is recommended to
enable the auto-isolation switch. If a malicious file is detected, it will be automatically isolate
immediately.
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Detection settings

for more security features.

Scheduled Scan Real-Time Monitoring

Rule Content

@® Note:

before taking effect.

FAQs

Where to Configure Alarms for Malicious Files?

Auto isolation

O Please note that it takes several minutes for the enabling or disabling of Auto Isolation to take effect.

Kill Process: Kill related processes of this file, recommended to select

Standard  Enhanced Protection Mode

Automatically protects against high-confidence risks, more suitable for daily security operations. Recommended

in the file detection and elimination and ensure all resolved.

If a file is falsely quarantined, please restore it from the quarantined list.

Both CWPP Pro and CWPP Ultimate support scheduled check and real-time monitoring. Auto Isolation is only available in CWPP Ultimate. Please upgrade the edition [2

The host security will automatically isolate malicious files detected, but some malicious files still require manual confirmation for isolation. It is recommended to
check the alarm list in file scanning and ensure that all files have been processed. If there are any false isolations, you can restore the files from the isolated list.

Not all detected malicious files can be automatically quarantined. Manual confirmation of

quarantine for some malicious files is still required. It is recommended to check the alarm list

To turn on or off auto isolation, configuration is required. There is several minutes delay

On the Alarm Settings Page, configure the alarm time, alarm host range, and alarm items for file killing —

malicious files.
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Cloud Workload
Protection Platform

Alarm Settings

Internal messages/SMS/Email, etc.  Robot notification

d sl
1 channel.and i o ! 1 Voies e s e
« Norting period It dofauts t "l dy'.Incach lating peiod o lrtis st for
« Alam orlarm svent et level
Intrusion Detection
erttype Alarm Time © nge
File Kiing - Mlcious fes © O aiDw o - Aisenvers it [ vignkisk [ Miediom kisk [ towkisk [ Note
e scanning - Abmormal pro © O vy o - ® AllSorvers it Detected abrormal processes unming in memary.
© O aivny ® ® & vioh sk [ Suspcious
© O a0y ® - Aisenvers it Signin pssword cacked

Malcious Requests © O Dy o - o AllServers bt e server ruested 2
High Risk Commands © O allvny ® ® Selctby preject Edt M vioh ik [ Medum Risk [ Low Fisk

€ Alarm settings
Loca Privicge Escalation © O aiday o |- Miservers it Mo priveged user I ying o scaat thel rvioge kve i the ystom
J— © Onivsy o - ) JrE— Arevrse shll s dteced o the srver
T — © O iy o ® S €t 2 st Tamocrng [ e rcover
Vulnerability Management
Alerttype Alarm Stata Alarm Time © Alarm host range
Emergency Vunerabilties [ o) O alivay [} @ Select by host securlly lag Edit ® Mol M righkisk [ Mediom Risk [ Low Risk
Linu sftware winerabitics © [ Q- () Alisenvers it Moot B vionkisk [ vhediom kisk [ Low isk
Windows system winerabilfes «© O niday o - Al Servers kit Mo B vionRisk [ Mediom Risk (2 LowRisk
Web-CMS vulnerabilities [ o) O allvay ¢} ) AllServers Edit Mol M righkisk [ Mediom Risk [ Low Risk

How to Set Up Regular Inspection for Malicious Files?

On the virus scanning Page, click Detection Settings in the upper right corner. Open the Detection Settings
popup and perform scheduled scan settings.

Detection settings X

Both CWPP Pro and CWPP Ultimate support scheduled check and real-time monitoring. Auto Isolation is only available in CWPP Ultimate. Please upgrade the edition [4
for more security features.

Scheduled Scan Real-Time Monitoring Auto isolation

(:) Scan the server for Trojan and virus files on a scheduled basis

® Quick Detection ¥  Detect running processes, key directories, drive loading, etc.
Deeply detect abnormal processes in memory, which may cause a certain degree of resource utilization increase. Please choose carefully.

Every day v | 00:00 ~ 06:00 ®©

Scope of check

© All CWPP Pro and CWPP Ultimate hosts Specified servers
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If a File Has Been Deleted and a Malicious File Scan Is Performed Again, What Will
the Original Alarm Handling Status Become?

The original alarm handling status will become "cleaned".
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