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Practical Tutorial

Cross-Account Backup Restoration
Last updated：2024-01-18 17:25:32

TencentDB for SQL Server supports intra-region cross-account backup restoration. This document 

describes how to get the backup file download URL of an instance under account A and then restore data 

under account B in the same region.

1. Log in to the TencentDB for SQL Server console  with account A, and click an instance ID in the instance 

list to enter the instance management page.

2. On the instance management page, select the Backup Management tab and click View Details in the Ope

in the data backup list.


3. Click Download in the pop-up window and copy the download URL.


Note

After getting the backup file download URL of an instance under account A, perform backup restoration 

under account B. The two accounts need to be in the same region.

This backup restoration mode currently supports backup files in BAK, TAR, and ZIP formats.

To use intra-region cross-account backup restoration, the form of the backup file obtained in the 

console must be unarchived file.

Currently, the backup file download URL needs to be decoded as detailed below .

Step 1. Obtain the backup file download URL under account A

https://console.intl.cloud.tencent.com/sqlserver#/
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Click here  to decode the copied URL on the page redirected to.

Step 2. Decode the URL

Note: 

Only the first part of the download URL needs to be decoded.


Example: Suppose a download URL is:


 https://sqlserver-bucket-bj-1258415541.cos.ap-

beijing.myqcloud.com/1312368346%2fsqlserver%2fmssql-

8e5hjaiq%2fbackup%2fautoed_instance_58013012_AdventureWorksDW2012_2022_12_290239

********** 

You only need to select the URL part that ends with  .bak?   for decoding. Then, combine the 

output string with the other part of the URL to get the final URL for cross-account backup 

restoration.


For the above sample URL, take the following part for decoding:


 https://sqlserver-bucket-bj-1258415541.cos.ap-

beijing.myqcloud.com/1312368346%2fsqlserver%2fmssql-

8e5hjaiq%2fbackup%2fautoed_instance_58013012_AdventureWorksDW2012_2022_12_290239

It is decoded to:


 https://sqlserver-bucket-bj-1258415541.cos.ap-

beijing.myqcloud.com/1312368346/sqlserver/mssql-

8e5hjaiq/backup/autoed_instance_58013012_AdventureWorksDW2012_2022_12_29023915.b

https://www.zxgj.cn/g/enstring


TencentDB for SQL Server

©2013-2025 Tencent Cloud. All rights reserved. Page 6
of 22

Copy the final URL for backup restoration obtained in step 2.

1. Log in to the TencentDB for SQL Server console  with account B and click an instance ID in the instance 

list to enter the instance management page.

2. On the instance management page, select Backup and Restoration > Create.


3. In the pop-up window, configure the following items and click Create Task.


Then, the final URL for cross-account backup restoration is as follows:

 https://sqlserver-bucket-bj-1258415541.cos.ap-

beijing.myqcloud.com/1312368346/sqlserver/mssql-

8e5hjaiq/backup/autoed_instance_58013012_AdventureWorksDW2012_2022_12_29023915.b

********** 

Step 3. Restore data under account B

https://console.intl.cloud.tencent.com/sqlserver#/
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4. In the Upload Backup File window, paste the URL and click Save.


Parameter Description

Task Name
Enter the task name, which can contain up to 60 

letters, digits, or underscores.

Backup Upload Method Select Download File from COS.

Restoration Mode Select Full Backup File.
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5. Go to the Backup and Restoration tab, find the backup task you just created, and click Start in the 

Operation column.

6. In the backup and restoration task list, check the migration task status. When it becomes Migration 

succeeded, the cross-account backup restoration is completed.
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Creating VPC for TencentDB for SQL

Server
Last updated：2024-01-18 17:25:32

Tencent Cloud provides Virtual Private Cloud (VPC) , a platform for hosting TencentDB instances. You can 

launch Tencent Cloud resources in a VPC, such as TencentDB instances.

A common scheme is to share data between a TencentDB instance and a web server running in the same 

VPC. This document uses this scheme to create a VPC and add a TencentDB instance to it.


This document describes how to add CVM and TencentDB for SQL Server instances in the same VPC for 

interconnection between Tencent Cloud resources over the private network in the VPC.

A VPC has at least one subnet, and Tencent Cloud service resources can only be added in a subnet.

1. Log in to the VPC Console .

2. Select the region of the VPC at the top of the list and click +Create.

3. Enter the VPC information and initial subnet information and click Create. The CIDRs of the VPC and 

subnet cannot be modified after creation.

You can create one or more subnets at the same time.

1. Log in to the VPC Console .

2. Click Subnet on the left sidebar to enter the management page.

3. Select the region and VPC of the subnet to be created and click +Create.

4. Enter the subnet's name, CIDR, availability zone, and associated route table.

5. (Optional) Click +New Line to create multiple subnets at a time.

6. Click Create.

Step 1. Create a VPC

The VPC CIDR can be any of the following IP ranges. If you want two VPCs to communicate with 

each other over the private network, their CIDRs should not overlap:

 10.0.0.0   -  10.255.255.255   (mask range required to be between 16 and 28)

 172.16.0.0   -  172.31.255.255   (mask range required to be between 16 and 28)

 192.168.0.0   -  192.168.255.255   (mask range required to be between 16 and 28)

The subnet CIDR must be within or the same as the VPC CIDR.


 For example, if the IP range of a VPC is  192.168.0.0/16  , then the IP ranges of subnets in it 

can be  192.168.0.0/16   or  192.168.0.0/17   for example.

Step 2. Create a subnet

https://intl.cloud.tencent.com/document/product/215/535
https://console.intl.cloud.tencent.com/vpc
https://console.intl.cloud.tencent.com/vpc
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You can create a custom route table, edit its routing policy, and associate it with a specified subnet. The 

routing table associated with the subnet is used to specify outbound routes for the subnet.

1. Log in to the VPC Console and select Route Tables on the left sidebar.

2. Select the region and VPC at the top of the list and click +Create.

3. In the dialog box that pops up, enter the name, network, and new routing policy and click Create. Return 

to the route table list and you can see the created routing table.

4. Select Subnet on the left sidebar in the console, select the subnet to be associated with the routing 

table, and click Change Route Table in the Operation column to associate it.

1. Log in to the VPC Console .

2. Click Subnet on the left sidebar to enter the management page.

3. Click the "Add CVM" icon in the row of the subnet where the CVM is to be added.

4. Complete the purchase of a CVM instance as prompted on the page. For more information, please see 

Purchase Methods  in the CVM documentation.

1. Log in to the TencentDB for SQL Server Console  and click Create Instance to enter the purchase page.

2. In the Network Type section on the purchase page, select VPC, choose the previously created VPC and 

the corresponding subnet, and add the newly purchased TencentDB instance to the VPC.

Step 3. Create a route table and associate it with a subnet

Step 4. Add a CVM instance

Step 5. Add a TencentDB instance

https://console.intl.cloud.tencent.com/vpc
https://intl.cloud.tencent.com/document/product/213/506
https://console.intl.cloud.tencent.com/sqlserver
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Connecting Kingdee K/3 WISE to

TencentDB for SQL Server
Last updated：2024-01-18 17:25:32

This document describes how to connect Kingdee K/3 WISE 15.0/15.1 to TencentDB for SQL Server so as to 

execute distributed transactions between the TencentDB for SQL Server and Windows CVM instances.

This solution consists of the following three steps:

1. Migrate data to TencentDB for SQL Server, i.e., restoring the full data backup of the account set 

database in a local Kingdee K/3 WISE instance to TencentDB for SQL Server.

2. Enable distributed transaction execution, i.e., adjusting the access settings of the TencentDB for SQL 

Server and Windows CVM instances to ensure that the relevant ports are open for distributed 

transaction execution.

3. Replace the account set management tool to make it compatible with TencentDB for SQL Server.

Prerequisites: you have backed up the full data of the account set database files in your local Kingdee K/3 

WISE instance.

1. Log in to the Windows CVM instance  and install Kingdee K/3 WISE.

2. Create a TencentDB for SQL Server instance .

3. Upload the full backup file and restore the data. For detailed directions, please see Uploading Backup 

File to COS and Migrating Data Through Source File in COS .

Note:

To support distributed transactions, additional resources are required for configuration; 

therefore, you can configure High-Availability Edition instances only in specification higher 

than "1-core 8 GB MEM". Please upgrade the instances that do not meet the minimum 

requirement before connection.

Adjust the TencentDB for SQL Server access settings to ensure that distributed transaction 

can be executed. You can submit a ticket  for assistance. To improve the ticket processing 

efficiency, make sure that you have already read this document and completed data 

migration to TencentDB for SQL Server before submitting the ticket.

Step 1. Migrate data to TencentDB for SQL Server

Note:

The CVM instance where Kingdee is installed and the TencentDB for SQL Server instance must 

be in the same VPC in the same region.

https://intl.cloud.tencent.com/document/product/213/10516#.E6.AD.A5.E9.AA.A43.EF.BC.9A.E7.99.BB.E5.BD.95.E4.BA.91.E6.9C.8D.E5.8A.A1.E5.99.A8
https://intl.cloud.tencent.com/document/product/238/31571
https://intl.cloud.tencent.com/document/product/238/32558
https://intl.cloud.tencent.com/document/product/238/32558
https://console.intl.cloud.tencent.com/workorder/category
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4. Create a TencentDB for SQL Server account and authorize it. For more information, please see Creating 

Account .

Adjust the TencentDB for SQL Server access settings to ensure that distributed transactions can be 

executed. You can submit a ticket  for assistance.

1. Log in to the CVM Console , select the region where the instance resides, and click the instance ID to 

enter the management page.

2. Select the Security Group tab and modify the rules as follows:

1. Log in to the Windows CVM instance .

2. Open the  hosts   file located at  C:\Windows\System32\drivers\etc\hosts  .

3. Add the VIP and host information (which can be obtained by submitting a ticket ) provided by TencentDB 

for SQL Server to the end of the  hosts   file and save the change.

4. Open "Component Services" in "Control Panel" > "System and Security" > "Administrative Tools".

5. Select "Component Services" > "Computers" > "My Computer" > "Distributed Transaction Coordinator".

6. Right-click the local DTC on the right and select "Properties".

7. Select the "Security" tab, set as follows, and click OK.

8. In the pop-up MSDTC service dialog box, click Yes and wait for the MSDTC service to restart.

1. Download the account set management tool: Kingdee K/3 WISE 15.1 or 15.0.

2. Decompress the package and replace the files in the Kingdee installation directory 

 K3ERP\KDSYSTEM\KDCOM   with the extracted files.

Step 2. Enable distributed transaction execution

Setting TencentDB for SQL Server

Setting CVM instance

Setting security group

"Source" IP information, which can be obtained by submitting a ticket .

"Protocol ports" of inbound and outbound rules. You need to open the ports 1433, 135, and 1024–

65535.

Setting Windows OS

Step 3. Initialize account set management

Note:

The required account set management tool varies by Kingdee K/3 WISE version.

https://intl.cloud.tencent.com/document/product/238/7521
https://console.intl.cloud.tencent.com/workorder/category
https://console.intl.cloud.tencent.com/cvm/instance
https://intl.cloud.tencent.com/document/product/213/10516#.E6.AD.A5.E9.AA.A43.EF.BC.9A.E7.99.BB.E5.BD.95.E4.BA.91.E6.9C.8D.E5.8A.A1.E5.99.A8
https://console.intl.cloud.tencent.com/workorder/category
https://console.intl.cloud.tencent.com/workorder/category
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3. Open Kingdee K/3 WISE.

4. On the pop-up account set management database settings page, set relevant identity verification 

information and data server.

5. In the "System" drop-down list, click Preset Connection and set the preset connection for easier use.

6. In the database drop-down list, click Register Account Set.

7. Select the corresponding database and click All.

After you complete all the settings above, distributed transactions can be supported between the CVM and 

TencentDB for SQL Server instances, and you can log in to and use Kingdee K/3 WISE normally.

If the following error message is displayed during login:


 Failed to create the transaction at the intermediate layer. Please contact the 

system administrator. Advanced display: error code: 5(5H) 

Note:

Enter the private network address of the TencentDB for SQL Server instance as the data server, 

which can be viewed in the console .

Step 4. Log in to and use Kingdee K/3 WISE

https://console.intl.cloud.tencent.com/sqlserver
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Account Permissions and Permission

Control
Last updated：2025-10-15 19:47:48

The permissions for TencentDB for SQL Server are mainly divided into 3 types: standard permission 

accounts, privileged permission accounts, and designated accounts. Each type of permission serves different 

functional purposes. This document will introduce the practices for account permissions and permission 

control.

1. Log in to the TencentDB for SQL Server console  and find the target instance.

2. On the instance management page, select Account Management > Create Account, enter relevant 

information in the pop-up dialog box, and then click OK after confirmation.

Currently, the TencentDB for SQL Server console provides permission control at the table level. If there is a 

need for more fine-grained permission control, you can connect to the instance using a privileged 

permission account through SSMS to perform the operations.

For detailed steps, see Create Account .

After connecting to the SQL Server instance through SSMS, you can perform fine-grained permission 

control. For detailed steps on connecting to the instance, see Connecting to TencentDB for SQL Server 

Permission Category and Description

Standard permission account: It can grant read or write-related permissions for a single business 

database based on business needs.

Privileged permission account: It can grant the dbowner permission for ALL business databases, and an 

instance can only create one privileged permission account.

Designated account: It can grant permissions for special operations, such as viewing errorlog and 

specifying which databases it is allowed to access.

Creating Accounts with Different Permissions

Note:

For detailed operation steps and descriptions, see Create Account .

Permission Control

Step 1: Creating a Privileged Permission Account

Step 2: Connecting to the SQL Server Instance Through SSMS

https://console.intl.cloud.tencent.com/sqlserver
https://intl.cloud.tencent.com/document/product/238/7521
https://intl.cloud.tencent.com/document/product/238/11627?lang=en#step-1.-enable-the-public-network-address
https://intl.cloud.tencent.com/document/product/238/7521
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Instance from Local System . Note that you need to use the created privileged permission account and 

password to log in to SSMS.

It indicates granting <account name> the permission to perform query, update, insertion, or deletion 

operations in <table name>.

Step 3: Authorizing Through Commands

Note:

When the following command is used, replace the variables with actual field information:

<Table name>: Replace <table name> with the actual name.

<Account name>: Replace <account name> with the actual name.

<Permission>: Replace <permission> with the actual SQL.

Example: Granting Permission to a Single Table

GRANT SELECT ON <table name> TO <account name>

--

GRANT UPDATE ON <table name> TO <account name>

--

GRANT INSERT ON <table name> TO <account name>

--

GRANT DELETE ON <table name> TO <account name>

;

;

;

;

Example: Granting Permissions to Specific Fields of a Table

https://intl.cloud.tencent.com/document/product/238/11627?lang=en#step-1.-enable-the-public-network-address
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It indicates granting <account name> the permission to perform query operations on some columns (col1, 

col2, and col3) of <table name>.

The first line of command indicates granting <account name> the permission to execute stored procedures.

The second line of command indicates granting <account name> the permission to create a view in the 

current database.

GRANT SELECT col1 col2 col3  ON <table name> TO <account name>( , , ) ;

Example: Granting Permissions to Execute Stored Procedures or Create a View

GRANT EXEC TO <account name>

--

GRANT CREATE VIEW TO <account name>

;

;

Example: Revoking Granted Fine-Grained Permissions

REVOKE <permission> TO <account name>

--

For example  REVOKE CREATE VIEW TO <account name>

;

, ;
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Enabling and Disabling the CDC Feature
Last updated：2025-08-06 16:12:42

Change data capture (CDC) is a native SQL Server feature that tracks data changes (insertion, update, and 

deletion). Currently, the TencentDB for SQL Server console has supported enabling and disabling the 

feature, but only at the database level. To enable table-level CDC, you can connect to the instance through 

SSMS and execute related commands after enabling database-level CDC in the console.

This document introduces operation practices for enabling and disabling the database-level and table-level 

CDC feature.

1. Log in to the TencentDB for SQL Server console  and click Instance ID or Manage in the Operation 

column in the instance list to enter the instance management page.

2. On the instance management page, select the Database Management tab, locate the row where the 

target database is located, and select Others > Enable/Disable CDC in the Operation column.

3. In the pop-up dialog box, select enable or close and then click OK.

Enabling or Disabling the Database-Level CDC Feature

Enabling or Disabling the Table-Level CDC Feature

https://console.intl.cloud.tencent.com/sqlserver
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For detailed operations, see Enabling the Database-Level CDC Feature .

For detailed operations, see the connection methods in Connecting to TencentDB for SQL Server Instance 

from Windows CVM Instance  or Connecting to TencentDB for SQL Server Instance from Local System .

Note:

After the table-level CDC is enabled, it may generate a large volume of data occupying space.

During the operation of the table-level CDC, using Data Definition Language (DDL) to add or 

delete fields may lead to CDC exceptions.

CDC and publish-subscribe use the same logreader process, which may conflict.

Step 1: Enabling the Database-Level CDC Feature

Step 2: Connecting to the SQL Server Instance Through SSMS

Step 3: Enabling or Disabling the Table-Level CDC Feature Through Commands

Note:

When the following command is used, replace the variables with actual information:

[databasename]: Replace it with your target database name, for example, [MyDB].

N'table_name': Replace it with the table name for which CDC will be enabled or disabled, for 

example, N'Orders'.

N'dbo_table_name': Replace it with the actual table name, for example, N'dbo_Orders'.

Example: Enabling CDC for the Table

use databasename

go

EXEC sys sp_cdc_enable_table

@source_schema = N'dbo'

@source_name   = N'table_name'

@role_name     = null

@filegroup_name = N'Primary'

@supports_net_changes = 1

[ ]

.

,

,

,

,

Example: Disabling CDC for the Table

use databasename

go

[ ]

https://intl.cloud.tencent.com/document/product/238/11626
https://intl.cloud.tencent.com/document/product/238/11627
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EXECUTE sys sp_cdc_disable_table

@source_schema = N'dbo'

@source_name   = N'table_name'

@capture_instance = N'dbo_table_name'

.

,

,

;
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Shrinking a Database
Last updated：2025-08-06 16:16:24

After data is cleared in a SQL Server database, although the corresponding data pages are removed from 

the data file, the disk space occupied by the data file is not released automatically. To reclaim the unused 

space, the database shrink feature should be used to manually release the disk space occupied by the data 

file.

As shown in the figure above, the data file still occupies 133 MB of disk space after data clearing, and the 

available free space is 93 MB. This indicates that the database shrink feature can be used to release up to 

93 MB of disk space.

Data Clearing and Disk Space Available for Releasing
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As shown in the figure above, the data file occupies 50 MB of disk space after the database shrink feature 

is used to reclaim part of the available free space.

1. Log in to the TencentDB for SQL Server console  and click Instance ID or Manage in the Operation 

column in the instance list to enter the instance management page.

2. On the instance management page, select the Database Management tab, locate the row where the 

target database is located, and select Others > Shrink Database in the Operation column.

3. Once enabled, the process will automatically shrink in cycles of 2 GB at a time until all available free 

space is released.

Database Shrink Solution of TencentDB for SQL Server

Solution 1: Shrinking the Database Through the Console

Solution 2: Using SSMS to Connect to Instances and Executing Scripts for 

Shrinking

Note:

https://console.intl.cloud.tencent.com/sqlserver


TencentDB for SQL Server

©2013-2025 Tencent Cloud. All rights reserved. Page 22
of 22

For detailed operations, see the connection methods in Connecting to TencentDB for SQL Server Instance 

from Windows CVM Instance  or Connecting to TencentDB for SQL Server Instance from Local System .

Example: Shrink the data file MyDBData of MyDB to 40 MB.

Shrinking a database may generate large logs and cause blocking. Therefore, when a script is used 

to perform the shrink operation, it is not recommended to shrink a large amount at once (for 

example, more than 50 GB in a single operation). It is recommended to shrink a smaller amount 

multiple times during off-peak hours.

Step 1: Connecting to SQL Server Instances Through SSMS

Step 2: Executing Scripts for Shrinking

Note:

When the following command is used, replace the variables with actual information:

[database]: Replace it with your target database name, for example, [MyDB].

N'Database_logic_file_name': Replace it with the file of the database you want to shrink, for 

example, N'MyDBData'.

Target shrinking size: Replace it with the actual target size for shrinking, for example, if the 

value is 40, it means shrinking to 40 MB.

USE database

GO

DBCC SHRINKFILE N'database_logic_file_name'  target shrinking size

GO

[ ]

( , )

USE MyDB

GO

DBCC SHRINKFILE N'MyDBData'  40

GO

[ ]

( , )

https://intl.cloud.tencent.com/document/product/238/11626
https://intl.cloud.tencent.com/document/product/238/11627

