&2 Tencent Cloud Cloud Load Balancer

Cloud Load Balancer

APl ZZx

AF A

Tencent Cloud

©2013-2025 Tencent Cloud. =& #2] 28 H|o]Z] 1 (F 595%")



&2 Tencent Cloud Cloud Load Balancer

A2 17|

©2013-2025 Tencent Cloud. & g ®S,

2 A9 A& dAE 222 E(Tencent Cloud)oll @502 A&HUTh dIAE S22 59] AR AJH 5l
ol et FAE 2 A4 U8 MR e dHE BA- 4 -84 -AE5te 5 ojud FEHIEE o] 8 &
HEU

AR A

&> Tencent Cloud

A E Z2F2 S (Tencent Cloud) X #ed Mu] A0l 2= AR Al E(Tencent) 15 AFsE QS (3|4}, #15]

A S AGQAR 290l 2fgUH & A0 e E AsA dEE sig M AT /gy

oA MM E Zeh-2=(Tencent Cloud) AlF 9 AH]A AR = JRo| st AxfA 7L FE

£ A ot7] g Ao r, B AF-AH 20 Y&2 AR WAE 4 gyt o] A ufgh A E - AfH]
AN AN E Zehe- et iﬂ = I\PO47;]]O]:01] WA Ul go] 2Msln, Mx A gol7} gl

= 544 Aol B5E UA oA ekt

©2013-2025 Tencent Cloud. =& #2] 28 m|o] x| 2 (ZF 595%)



&2 Tencent Cloud Cloud Load Balancer

APl =z

History

Introduction

API Category

Instance APIs
DescribelLoadBalancers
ClonelLoadBalancer
CreateLoadBalancer
ModifyLoadBalancerAttributes
DescribelLoadBalancersDetail
DeletelL.oadBalancer

Listener APIs
CreatelListener
CreateRule
DescribelListeners
ModifyListener
ModifyRule
ModifyDomain
ModifyDomainAttributes
DeleteListener
DeleteLoadBalancerListeners
DeleteRule

Backend Service APIs
RegisterTargets
BatchRegisterTargets
ModifyTargetPort
ModifyTargetWeight
BatchModifyTargetTag
BatchModifyTargetWeight
DeregisterTargets
BatchDeregisterTargets
DescribeTargetHealth
DeregisterFunctionTargets
DescribeCrossTargets

ModifyFunctionTargets
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RegisterFunctionTargets
DescribeTargets

Target Group APIs
CreateTargetGroup
DeleteTargetGroups
DescribeTargetGroups
DescribeTargetGroupList
ModifyTargetGroupAttribute
AssociateTargetGroups
DisassociateTargetGroups
RegisterTargetGrouplnstances
DeregisterTargetGrouplnstances
DescribeTargetGrouplnstances
ModifyTargetGrouplnstancesPort
ModifyTargetGrouplnstancesWeight

Redirection APIs
ManualRewrite
AutoRewrite
DeleteRewrite
DescribeRewrite

Other APIs
DescribeClsLogSet
CreatelLoadBalancerSnatlps
DeletelLoadBalancerSnatlps
DescribeLoadBalancerListByCertld
DescribeQuota
ModifyLoadBalancersProject
ReplaceCertForLoadBalancers
SetlLoadBalancerClsLog
Setl.oadBalancerSecurityGroups
SetloadBalancerStartStatus
SetSecurityGroupForlLoadbalancers
CreateClsLogSet
CreateTopic
DescribeLoadBalancerTraffic
DescribeResources
DescribeTaskStatus

InquiryPriceCreatelLoadBalancer
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InquiryPriceModifyLoadBalancer
InquiryPriceRenewlLoadBalancer
Classic CLB APIs
DescribeClassicalLBListeners
DescribeClassicallLBTargets
DescribeClassicalLBHealthStatus
RegisterTargetsWithClassicalLB
DeregisterTargetsFromClassicalLB
DescribeClassicalLBBylnstanceld
MigrateClassicalLoadBalancers
Making API Requests
Request Structure
Common Params
Signature v3
Signature
Responses
Load Balancing APIs
DescribeCustomizedConfigList
DescribeldleLoadBalancers
DescribelLBListeners
SetCustomizedConfigForLoadBalancer
DescribeCustomizedConfigAssociatelist
DescribeLoadBalancerOverview
InquiryPriceRefundLoadBalancer
ModifyLoadBalancerSla
Data Types
Error Codes
CLB API 2017
Introduction
API Category
Use Cases
Release History
Making API Requests
Request Structure
Request Structure Overview
Common Request Parameters
APl Request Parameters

Final Request Format
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Signature Algorithm
API Authentication
Returned Results
Successful Response
Error Response
Error Codes
Response Format for Asynchronous Task APIs
Response Structure
Sample Codes
General APIs
DescribeLoadBalancersTaskResult
CreatelL.oadBalancer
InquiryLBPriceAll
Describel.oadBalancers
Deletel.oadBalancers
GetMonitorData
ReplaceCert
GetCertListWithLoadBalancer
Describel.oadBalancerlLog
ClonelLB
Classic CLB APIs
APIs for CLB Instances
ModifyLoadBalancerAttributes
APIs for Listeners
Create CLB Listeners
DescribelLoadBalancerListeners
Deletel.oadBalancerListeners
ModifyLoadBalancerListener
DescribeLoadBalancerListeners
CLB Real Server APIs
RegisterinstancesWithLoadBalancer
DescribeLoadBalancerBackends
ModifyLoadBalancerBackends
DeregisterinstancesFromLoadBalancer
APIs for Health Check
Describel.BHealthStatus
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History

% Z dd|o|E Y#:: 2025-08-22 15:57:18

Release 34

Release time: 2025-05-22 20:38:35
Release updates:

Improvement to existing documentation.
Modified APIs:

¢ CreatelLoadBalancer

© New input parameters:LBChargeType, AccessLogTopicld

Release 33

Release time: 2024-09-05 19:27:53
Release updates:

Improvement to existing documentation.
New APIs:

* BatchModifyTargetTag

¢ SetlLoadBalancerStartStatus

Modified APlIs:

BatchRegisterTargets

o New output parameters:Message

Createlistener

o New input parameters:FullEndPorts

Createl.oadBalancer

© New input parameters:Clusterlds, LBChargePrepaid

ModifyListener

© New input parameters:SnatEnable
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https://intl.cloud.tencent.com/document/api/214/33841
https://intl.cloud.tencent.com/document/api/214/64304
https://intl.cloud.tencent.com/document/api/214/64303
https://intl.cloud.tencent.com/document/api/214/33843
https://intl.cloud.tencent.com/document/api/214/33842
https://intl.cloud.tencent.com/document/api/214/33841
https://intl.cloud.tencent.com/document/api/214/33818

@ Tencent Cloud Cloud Load Balancer

* ModifyLoadBalancerSla
© New input parameters:Force
¢ ModifyRule

© New input parameters:OAuth

New data structures:

¢ OAuth
* RsTagRule

Modified data structures:

* Backend
© New members:Tag
* BatchTarget
o New members:Tag
* Listener
© New members:Reschedulelnterval
¢ |oadBalancer
© New members:Exclusive
o Deprecate members: Log
¢ | oadBalancerDetall
o New members:AttributeFlags, SlaType, Exclusive
¢ RuleOutput
© New members:OAuth
o Modified members: Locationld, SessionExpireTime, HealthCheck, Certificate, Scheduler
® SpecAvailability
o Modified members: SpecType, Availability
* Target
© New members:Tag
® TargetGroupAssociation
© New members:Weight

o Modified members: Listenerld

Release 32

Release time: 2024-07-08 14:42:31

Release updates:
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https://intl.cloud.tencent.com/document/api/214/43786
https://intl.cloud.tencent.com/document/api/214/33816
https://intl.cloud.tencent.com/document/api/214/33848#OAuth
https://intl.cloud.tencent.com/document/api/214/33848#RsTagRule
https://intl.cloud.tencent.com/document/api/214/33848#Backend
https://intl.cloud.tencent.com/document/api/214/33848#BatchTarget
https://intl.cloud.tencent.com/document/api/214/33848#Listener
https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancer
https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancerDetail
https://intl.cloud.tencent.com/document/api/214/33848#RuleOutput
https://intl.cloud.tencent.com/document/api/214/33848#SpecAvailability
https://intl.cloud.tencent.com/document/api/214/33848#Target
https://intl.cloud.tencent.com/document/api/214/33848#TargetGroupAssociation

&2 Tencent Cloud

Improvement to existing documentation.
Modified APls:

* Createlistener

o New input parameters:SnatEnable

Release 31

Release time: 2023-10-24 11:13:16
Release updates:

Improvement to existing documentation.
New APIs:

* InquiryPriceCreatel.oadBalancer
¢ |nquiryPriceModifyLoadBalancer
* |nquiryPriceRefundLoadBalancer
* |nquiryPriceRenewl.oadBalancer

* ModifyLoadBalancersProject

Modified APIs:

* CreatelLoadBalancer

© New input parameters:Egress

New data structures:

* |temPrice

* Price

Modified data structures:

* Listener

© Modified members: IdleConnectTimeout
* |oadBalancer

o New members:Egress
* | oadBalancerDetaill

© New members:Egress

o Modified members: LoadBalancerDomain

e ZoneResource
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https://intl.cloud.tencent.com/document/api/214/33842
https://intl.cloud.tencent.com/document/api/214/57289
https://intl.cloud.tencent.com/document/api/214/57288
https://intl.cloud.tencent.com/document/api/214/57290
https://intl.cloud.tencent.com/document/api/214/57287
https://intl.cloud.tencent.com/document/api/214/57286
https://intl.cloud.tencent.com/document/api/214/33841
https://intl.cloud.tencent.com/document/api/214/33848#ItemPrice
https://intl.cloud.tencent.com/document/api/214/33848#Price
https://intl.cloud.tencent.com/document/api/214/33848#Listener
https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancer
https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancerDetail
https://intl.cloud.tencent.com/document/api/214/33848#ZoneResource

&2 Tencent Cloud

o New members:Egress

Release 30

Release time: 2023-07-28 17:36:27
Release updates:

Improvement to existing documentation.
Modified APIs:

* CreateloadBalancer
© New input parameters:DynamicVip
* ModifyLoadBalancerAttributes

°o New input parameters:ModifyClassicDomain

New data structures:

* SpecAvailability

¢ Typelnfo

Modified data structures:

* Resource
o New members:TypeSet
® TargetHealth
© Modified members: HealthStatusDetial

o Deprecate members: HealthStatusDetial

Release 29

Release time: 2023-04-19 10:28:26
Release updates:

Improvement to existing documentation.
Modified APIs:

* Createlistener

© New input parameters:ldleConnectTimeout
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https://intl.cloud.tencent.com/document/api/214/33841
https://intl.cloud.tencent.com/document/api/214/33817
https://intl.cloud.tencent.com/document/api/214/33848#SpecAvailability
https://intl.cloud.tencent.com/document/api/214/33848#TypeInfo
https://intl.cloud.tencent.com/document/api/214/33848#Resource
https://intl.cloud.tencent.com/document/api/214/33848#TargetHealth
https://intl.cloud.tencent.com/document/api/214/33842

@ Tencent Cloud Cloud Load Balancer

* ModifyListener
o New input parameters:ldleConnectTimeout
Modified data structures:

¢ |dleLoadBalancer
o New members:Domain
® | istener

o New members:ldleConnectTimeout

Release 28

Release time: 2023-04-04 17:16:14
Release updates:

Improvement to existing documentation.
Modified APlIs:

¢ ModifyDomainAttributes

o New input parameters:Quic

Release 27

Release time: 2023-03-17 11:21:01
Release updates:

Improvement to existing documentation.
New APlIs:

* ModifyFunctionTargets

Modified APIs:

® DescribeTargets

© New input parameters:Filters

Modified data structures:

* | oadBalancer
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https://intl.cloud.tencent.com/document/api/214/33818
https://intl.cloud.tencent.com/document/api/214/33848#IdleLoadBalancer
https://intl.cloud.tencent.com/document/api/214/33848#Listener
https://intl.cloud.tencent.com/document/api/214/33819
https://intl.cloud.tencent.com/document/api/214/54135
https://intl.cloud.tencent.com/document/api/214/33824
https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancer

&2 Tencent Cloud

o New members:LoadBalancerDomain
¢ | oadBalancerTraffic

© New members:Domain
* RuleTargets

o New members:FunctionTargets
® TargetHealth

o New members:HealthStatusDetail

Release 26

Release time: 2023-03-13 17:28:52
Release updates:

Improvement to existing documentation.
New APIs:

¢ DeregisterFunctionTargets

* RegisterFunctionTargets

New data structures:

* Functioninfo
* FunctionTarget

® ResourceAvailability

Modified data structures:

e CertificateOutput
o New members:ExtCertlds

® | istener

© New members:TargetGroupList, MaxConn, MaxCps

e | oadBalancerDetail

© New members:SlaveZone, Zones, SniSwitch, LoadBalancerDomain

* Resource

o New members:AvailabilitySet
* RuleOutput

o New members:TargetGroupList
® Zonelnfo

o New members:EdgeZone
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https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancerTraffic
https://intl.cloud.tencent.com/document/api/214/33848#RuleTargets
https://intl.cloud.tencent.com/document/api/214/33848#TargetHealth
https://intl.cloud.tencent.com/document/api/214/54048
https://intl.cloud.tencent.com/document/api/214/54047
https://intl.cloud.tencent.com/document/api/214/33848#FunctionInfo
https://intl.cloud.tencent.com/document/api/214/33848#FunctionTarget
https://intl.cloud.tencent.com/document/api/214/33848#ResourceAvailability
https://intl.cloud.tencent.com/document/api/214/33848#CertificateOutput
https://intl.cloud.tencent.com/document/api/214/33848#Listener
https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancerDetail
https://intl.cloud.tencent.com/document/api/214/33848#Resource
https://intl.cloud.tencent.com/document/api/214/33848#RuleOutput
https://intl.cloud.tencent.com/document/api/214/33848#ZoneInfo

@ Tencent Cloud Cloud Load Balancer

e ZoneResource

© New members:ZoneResourceType, EdgeZone

Release 25

Release time: 2023-01-30 15:05:42
Release updates:

Improvement to existing documentation.
Modified APIs:

¢ Createlistener

o New input parameters:MultiCertinfo, MaxConn, MaxCps
* ModifyDomainAttributes

©o New input parameters:MultiCertinfo
* ModifyListener

o New input parameters:MultiCertinfo, MaxConn, MaxCps

New data structures:

e Certinfo

e MultiCertinfo

Modified data structures:

* Rulelnput

o New members:MultiCertinfo

Release 24

Release time: 2022-11-03 16:06:25
Release updates:

Improvement to existing documentation.
New APIs:

e DescribeResources

¢ SetCustomizedConfigForLoadBalancer
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https://intl.cloud.tencent.com/document/api/214/33848#ZoneResource
https://intl.cloud.tencent.com/document/api/214/33842
https://intl.cloud.tencent.com/document/api/214/33819
https://intl.cloud.tencent.com/document/api/214/33818
https://intl.cloud.tencent.com/document/api/214/33848#CertInfo
https://intl.cloud.tencent.com/document/api/214/33848#MultiCertInfo
https://intl.cloud.tencent.com/document/api/214/33848#RuleInput
https://intl.cloud.tencent.com/document/api/214/51214
https://intl.cloud.tencent.com/document/api/214/51215

&2 Tencent Cloud Cloud Load Balancer

New data structures:

* Resource

e ZoneResource

Release 23

Release time: 2022-10-11 11:16:46
Release updates:

Improvement to existing documentation.
New APIs:

® DescribeldleLoadBalancers

Modified APIs:

* CreateTopic

© New input parameters:StorageType

New data structures:

* |dleLoadBalancer

Release 22

Release time: 2022-08-01 16:49:40
Release updates:

Improvement to existing documentation.
Modified APIs:

* ModifyListener

© New input parameters:TargetType

Release 21

Release time: 2022-07-26 10:18:45
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https://intl.cloud.tencent.com/document/api/214/33848#Resource
https://intl.cloud.tencent.com/document/api/214/33848#ZoneResource
https://intl.cloud.tencent.com/document/api/214/50740
https://intl.cloud.tencent.com/document/api/214/37820
https://intl.cloud.tencent.com/document/api/214/33848#IdleLoadBalancer
https://intl.cloud.tencent.com/document/api/214/33818

&2 Tencent Cloud

Release updates:
Improvement to existing documentation.
Modified data structures:

® | istener

o New members:AttrFlags

Release 20

Release time: 2022-05-19 15:55:19
Release updates:

Improvement to existing documentation.
Modified data structures:

* HealthCheck

o New members:ExtendedCode

Release 19

Release time: 2022-02-23 11:17:29
Release updates:

Improvement to existing documentation.
Modified APlIs:

* CreateClsLogSet

© Modified input parameters: Period
* CreateTopic

© New input parameters:Period
¢ ModifyDomainAttributes

o New input parameters:NewDomains

Modified data structures:

¢ | oadBalancerDetail
o New members:Domains

* Rulelnput
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https://intl.cloud.tencent.com/document/api/214/33848#Listener
https://intl.cloud.tencent.com/document/api/214/33848#HealthCheck
https://intl.cloud.tencent.com/document/api/214/37821
https://intl.cloud.tencent.com/document/api/214/37820
https://intl.cloud.tencent.com/document/api/214/33819
https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancerDetail
https://intl.cloud.tencent.com/document/api/214/33848#RuleInput

&2 Tencent Cloud

o New members:Domains
o Modified members: Domain
* RuleOutput

o New members:Domains

Release 18

Release time: 2022-02-21 10:08:15

Release updates:

Improvement to existing documentation.

New APIs:

® DescribeCrossTargets

¢ MigrateClassicallLoadBalancers

Modified APIs:

¢ CreatelLoadBalancer
o New output parameters:DealName
® DescribeTaskStatus

© New input parameters:DealName

©o New output parameters:LoadBalancerlds

New data structures:

® CrossTargets

Release 17

Release time: 2022-01-07 17:22:32

Release updates:

Improvement to existing documentation.

New APIs:

¢ ClonelLoadBalancer

e DescribelLoadBalancerOverview
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https://intl.cloud.tencent.com/document/api/214/33848#RuleOutput
https://intl.cloud.tencent.com/document/api/214/45272
https://intl.cloud.tencent.com/document/api/214/45273
https://intl.cloud.tencent.com/document/api/214/33841
https://intl.cloud.tencent.com/document/api/214/33823
https://intl.cloud.tencent.com/document/api/214/33848#CrossTargets
https://intl.cloud.tencent.com/document/api/214/44335
https://intl.cloud.tencent.com/document/api/214/44334

@ Tencent Cloud Cloud Load Balancer

Modified data structures:

* | oadBalancer

o New members:Clusterlds, AttributeFlags

Release 16

Release time: 2021-12-15 12:04:59
Release updates:

Improvement to existing documentation.
New APIs:

* ModifyLoadBalancerSla

New data structures:

¢ SlaUpdateParam

Release 15

Release time: 2021-11-16 16:44:31
Release updates:

Improvement to existing documentation.
New APIs:

¢ DescribelBListeners

Modified APIs:

¢ Createl.oadBalancer

o New input parameters:LoadBalancerPassToTarget
¢ CreatelLoadBalancerSnatlps

o New input parameters:Number
* ModifyListener

o New input parameters:SessionType

New data structures:
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https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancer
https://intl.cloud.tencent.com/document/api/214/43786
https://intl.cloud.tencent.com/document/api/214/33848#SlaUpdateParam
https://intl.cloud.tencent.com/document/api/214/43272
https://intl.cloud.tencent.com/document/api/214/33841
https://intl.cloud.tencent.com/document/api/214/37096
https://intl.cloud.tencent.com/document/api/214/33818

&2 Tencent Cloud

¢ | Bltem

¢ |bRsltem

* |bRsTargets
* Listenerltem

* Rulesltems

Modified data structures:

* HealthCheck

o New members:SourcelpType

Release 14

Release time: 2021-09-15 10:35:49
Release updates:

Improvement to existing documentation.
New APIs:

* DescribeCustomizedConfigAssociateList

® DescribeCustomizedConfigList

Modified APIs:

* Createl.oadBalancer
o New input parameters:SlaType
* ModifyLoadBalancerAttributes

© New input parameters:DeleteProtect

New data structures:

¢ BindDetailltem
¢ ConfigListltem

Release 13

Release time: 2021-09-07 15:41:14

Release updates:
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https://intl.cloud.tencent.com/document/api/214/33848#LBItem
https://intl.cloud.tencent.com/document/api/214/33848#LbRsItem
https://intl.cloud.tencent.com/document/api/214/33848#LbRsTargets
https://intl.cloud.tencent.com/document/api/214/33848#ListenerItem
https://intl.cloud.tencent.com/document/api/214/33848#RulesItems
https://intl.cloud.tencent.com/document/api/214/33848#HealthCheck
https://intl.cloud.tencent.com/document/api/214/42308
https://intl.cloud.tencent.com/document/api/214/42307
https://intl.cloud.tencent.com/document/api/214/33841
https://intl.cloud.tencent.com/document/api/214/33817
https://intl.cloud.tencent.com/document/api/214/33848#BindDetailItem
https://intl.cloud.tencent.com/document/api/214/33848#ConfigListItem

&2 Tencent Cloud

Improvement to existing documentation.
Modified data structures:

¢ | oadBalancerDetail

© New members:TargetHealth

Release 12

Release time: 2021-05-31 16:19:16
Release updates:

Improvement to existing documentation.
Modified APIs:

® (Createlistener

© New input parameters:DeregisterTargetRst

* ModifyListener

© New input parameters:DeregisterTargetRst

Modified data structures:

e | istener

© New members:DeregisterTargetRst

Release 11

Release time: 2021-04-22 18:37:22
Release updates:

Improvement to existing documentation.
Modified APIs:

* CreateClsLogSet

© New input parameters:LogsetType
* CreateTopic

© New input parameters:TopicType
¢ DescribeClsLogSet

© New output parameters:HealthLogsetld
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https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancerDetail
https://intl.cloud.tencent.com/document/api/214/33842
https://intl.cloud.tencent.com/document/api/214/33818
https://intl.cloud.tencent.com/document/api/214/33848#Listener
https://intl.cloud.tencent.com/document/api/214/37821
https://intl.cloud.tencent.com/document/api/214/37820
https://intl.cloud.tencent.com/document/api/214/37819

&2 Tencent Cloud Cloud Load Balancer

¢ SetloadBalancerClsLog

© New input parameters:LogType

Modified data structures:

* | oadBalancer

© New members:HealthLogSetld, HealthLogTopicld

Release 10

Release time: 2021-04-07 19:45:51
Release updates:

Improvement to existing documentation.
Modified APIs:

* CreatelLoadBalancer

o New input parameters:SlaveZoneld

Modified data structures:

® TargetGroupBackend
o New members:Zoneld
e Zonelnfo

© New members:ZoneRegion, LocalZone

Release 9

Release time: 2021-03-08 18:37:21
Release updates:

Improvement to existing documentation.
Modified APIs:

® (Createlistener

© New input parameters:EndPort
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https://intl.cloud.tencent.com/document/api/214/35734
https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancer
https://intl.cloud.tencent.com/document/api/214/33841
https://intl.cloud.tencent.com/document/api/214/33848#TargetGroupBackend
https://intl.cloud.tencent.com/document/api/214/33848#ZoneInfo
https://intl.cloud.tencent.com/document/api/214/33842

&2 Tencent Cloud Cloud Load Balancer

Release 8

Release time: 2021-02-23 15:57:44
Release updates:

Improvement to existing documentation.
Modified APIs:

¢ AutoRewrite

© New input parameters:RewriteCodes, TakeUrls

Modified data structures:

* Listener
© New members:Toa
¢ |oadBalancer
© New members:Nfvinfo
* | oadBalancerDetail
© New members:SecurityGroup, LoadBalancerPassToTarget
* RewriteLocationMap
o New members:RewriteCode, TakeUrl, SourceDomain
* RewriteTarget

o New members:RewriteCode, TakeUrl, RewriteType

Release 7

Release time: 2021-01-22 11:18:07
Release updates:

Improvement to existing documentation.
Modified APlIs:

* CreatelLoadBalancer

o New input parameters:EipAddressld

Release 6
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https://intl.cloud.tencent.com/document/api/214/33846
https://intl.cloud.tencent.com/document/api/214/33848#Listener
https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancer
https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancerDetail
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&2 Tencent Cloud Cloud Load Balancer

Release time: 2020-12-22 17:25:37
Release updates:

Improvement to existing documentation.
New APIs:

® DescribelLoadBalancerTraffic

New data structures:

® | oadBalancerTraffic

Release 5

Release time: 2020-12-17 16:35:31
Release updates:

Improvement to existing documentation.
Modified APlIs:

¢ CreatelLoadBalancer

© New input parameters:BandwidthPackageld, SnatPro, Snatlps

Modified data structures:

e | oadBalancer

© New members:Zones

Release 4

Release time: 2020-10-28 09:59:32
Release updates:

Improvement to existing documentation.
Modified APlIs:

¢ CreatelLoadBalancer

© New input parameters:Vip, ExclusiveCluster, ClusterTag
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https://intl.cloud.tencent.com/document/api/214/39109
https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancerTraffic
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&2 Tencent Cloud

Release 3

Release time: 2020-10-16 18:20:33
Release updates:

Improvement to existing documentation.
Modified APIs:

* Createlistener
© New input parameters:KeepaliveEnable
* ModifyListener

© New input parameters:KeepaliveEnable

Release 2

Release time: 2020-08-06 19:25:09
Release updates:

Improvement to existing documentation.
New APlIs:

* CreateClsLogSet
* CreateTopic
¢ DescribeClsLogSet

Existing Release

Release time: 2020-07-30 19:25:18

Existing APIs/data structures are as follows:

Improvement to existing documentation.
Existing APlIs:

* AssociateTargetGroups

AutoRewrite

BatchDeregisterTargets
BatchModifyTargetWeight
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https://intl.cloud.tencent.com/document/api/214/33842
https://intl.cloud.tencent.com/document/api/214/33818
https://intl.cloud.tencent.com/document/api/214/37821
https://intl.cloud.tencent.com/document/api/214/37820
https://intl.cloud.tencent.com/document/api/214/37819
https://intl.cloud.tencent.com/document/api/214/33847
https://intl.cloud.tencent.com/document/api/214/33846
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https://intl.cloud.tencent.com/document/api/214/33844

&2 Tencent Cloud Cloud Load Balancer

* BatchRegisterTargets

* Createlistener

* CreateloadBalancer

* Createl.oadBalancerSnatlps

¢ CreateRule

¢ CreateTargetGroup

* Deletelistener

* DeleteLoadBalancer

* DeleteLoadBalancerListeners

* DeleteLoadBalancerSnatlps

* DeleteRewrite

* DeleteRule

* DeleteTargetGroups

* DeregisterTargetGrouplnstances
® DeregisterTargets

® DeregisterTargetsFromClassicalLB
® DescribeBlockIPList

* DescribeBlocklPTask

® DescribeClassicallLBBylnstanceld
¢ DescribeClassicalLBHealthStatus
* DescribeClassicalLBListeners

¢ DescribeClassicalLBTargets

® Describelisteners

* DescribelLoadBalancerListByCertld
* DescribelLoadBalancers

® DescribeRewrite

¢ DescribeTargetGrouplnstances
¢ DescribeTargetGroupList

® DescribeTargetGroups

® DescribeTargetHealth

® DescribeTargets

* DescribeTaskStatus

¢ DisassociateTargetGroups

* ManualRewrite

* ModifyBlockIPList

* ModifyDomain

¢ ModifyDomainAttributes

* ModifyListener
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https://intl.cloud.tencent.com/document/api/214/33843
https://intl.cloud.tencent.com/document/api/214/33842
https://intl.cloud.tencent.com/document/api/214/33841
https://intl.cloud.tencent.com/document/api/214/37096
https://intl.cloud.tencent.com/document/api/214/33840
https://intl.cloud.tencent.com/document/api/214/33839
https://intl.cloud.tencent.com/document/api/214/33838
https://intl.cloud.tencent.com/document/api/214/33837
https://intl.cloud.tencent.com/document/api/214/37095
https://intl.cloud.tencent.com/document/api/214/37094
https://intl.cloud.tencent.com/document/api/214/33836
https://intl.cloud.tencent.com/document/api/214/33835
https://intl.cloud.tencent.com/document/api/214/33834
https://intl.cloud.tencent.com/document/api/214/33833
https://intl.cloud.tencent.com/document/api/214/33832
https://intl.cloud.tencent.com/document/api/214/33807
https://intl.cloud.tencent.com/document/api/214/37093
https://intl.cloud.tencent.com/document/api/214/37091
https://intl.cloud.tencent.com/document/api/214/33806
https://intl.cloud.tencent.com/document/api/214/33805
https://intl.cloud.tencent.com/document/api/214/33804
https://intl.cloud.tencent.com/document/api/214/33803
https://intl.cloud.tencent.com/document/api/214/33831
https://intl.cloud.tencent.com/document/api/214/33800
https://intl.cloud.tencent.com/document/api/214/33830
https://intl.cloud.tencent.com/document/api/214/33829
https://intl.cloud.tencent.com/document/api/214/33828
https://intl.cloud.tencent.com/document/api/214/33827
https://intl.cloud.tencent.com/document/api/214/33826
https://intl.cloud.tencent.com/document/api/214/33825
https://intl.cloud.tencent.com/document/api/214/33824
https://intl.cloud.tencent.com/document/api/214/33823
https://intl.cloud.tencent.com/document/api/214/33822
https://intl.cloud.tencent.com/document/api/214/33821
https://intl.cloud.tencent.com/document/api/214/37092
https://intl.cloud.tencent.com/document/api/214/33820
https://intl.cloud.tencent.com/document/api/214/33819
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&2 Tencent Cloud Cloud Load Balancer

* ModifyLoadBalancerAttributes

¢ ModifyRule

* ModifyTargetGroupAttribute

* ModifyTargetGrouplnstancesPort
* ModifyTargetGrouplnstancesWeight
¢ ModifyTargetPort

* ModifyTargetWeight

¢ RegisterTargetGrouplnstances
* RegisterTargets

* RegisterTargetsWithClassicalLB
* ReplaceCertForLoadBalancers
¢ SetloadBalancerClsLog

* SetlLoadBalancerSecurityGroups

® SetSecurityGroupForloadbalancers

Existing data structures:

* Associationltem

* Backend

® BasicTargetGrouplnfo

* BatchTarget

¢ BlockedIP

® CertldRelatedWithLoadBalancers
® (Certificatelnput

® C(CertificateOutput

* (ClassicalHealth

¢ (ClassicalListener

¢ (lassicalLoadBalancerinfo
* (lassicalTarget

¢ ClassicalTargetinfo

e (Clusterltem

® ExclusiveCluster

® Extralnfo

* Filter

* HealthCheck

* |InternetAccessible

¢ | BChargePrepaid

e | istener
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https://intl.cloud.tencent.com/document/api/214/33817
https://intl.cloud.tencent.com/document/api/214/33816
https://intl.cloud.tencent.com/document/api/214/33815
https://intl.cloud.tencent.com/document/api/214/33814
https://intl.cloud.tencent.com/document/api/214/33813
https://intl.cloud.tencent.com/document/api/214/33812
https://intl.cloud.tencent.com/document/api/214/33811
https://intl.cloud.tencent.com/document/api/214/33810
https://intl.cloud.tencent.com/document/api/214/33809
https://intl.cloud.tencent.com/document/api/214/33802
https://intl.cloud.tencent.com/document/api/214/33799
https://intl.cloud.tencent.com/document/api/214/35734
https://intl.cloud.tencent.com/document/api/214/33798
https://intl.cloud.tencent.com/document/api/214/33797
https://intl.cloud.tencent.com/document/api/214/33848#AssociationItem
https://intl.cloud.tencent.com/document/api/214/33848#Backend
https://intl.cloud.tencent.com/document/api/214/33848#BasicTargetGroupInfo
https://intl.cloud.tencent.com/document/api/214/33848#BatchTarget
https://intl.cloud.tencent.com/document/api/214/33848#BlockedIP
https://intl.cloud.tencent.com/document/api/214/33848#CertIdRelatedWithLoadBalancers
https://intl.cloud.tencent.com/document/api/214/33848#CertificateInput
https://intl.cloud.tencent.com/document/api/214/33848#CertificateOutput
https://intl.cloud.tencent.com/document/api/214/33848#ClassicalHealth
https://intl.cloud.tencent.com/document/api/214/33848#ClassicalListener
https://intl.cloud.tencent.com/document/api/214/33848#ClassicalLoadBalancerInfo
https://intl.cloud.tencent.com/document/api/214/33848#ClassicalTarget
https://intl.cloud.tencent.com/document/api/214/33848#ClassicalTargetInfo
https://intl.cloud.tencent.com/document/api/214/33848#ClusterItem
https://intl.cloud.tencent.com/document/api/214/33848#ExclusiveCluster
https://intl.cloud.tencent.com/document/api/214/33848#ExtraInfo
https://intl.cloud.tencent.com/document/api/214/33848#Filter
https://intl.cloud.tencent.com/document/api/214/33848#HealthCheck
https://intl.cloud.tencent.com/document/api/214/33848#InternetAccessible
https://intl.cloud.tencent.com/document/api/214/33848#LBChargePrepaid
https://intl.cloud.tencent.com/document/api/214/33848#Listener

&2 Tencent Cloud

* |istenerBackend

¢ ListenerHealth

* | oadBalancer

* | oadBalancerHealth
* RewriteLocationMap
* RewriteTarget

* RsWeightRule

* RuleHealth

* Rulelnput

* RuleOQutput

* RuleTargets

¢ Snatlp

* Taginfo

* Target

® TargetGroupAssociation
* TargetGroupBackend
* TargetGroupinfo

* TargetGrouplnstance
® TargetHealth

* TargetRegioninfo

e Zonelnfo
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https://intl.cloud.tencent.com/document/api/214/33848#LoadBalancerHealth
https://intl.cloud.tencent.com/document/api/214/33848#RewriteLocationMap
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https://intl.cloud.tencent.com/document/api/214/33848#TargetGroupBackend
https://intl.cloud.tencent.com/document/api/214/33848#TargetGroupInfo
https://intl.cloud.tencent.com/document/api/214/33848#TargetGroupInstance
https://intl.cloud.tencent.com/document/api/214/33848#TargetHealth
https://intl.cloud.tencent.com/document/api/214/33848#TargetRegionInfo
https://intl.cloud.tencent.com/document/api/214/33848#ZoneInfo

&2 Tencent Cloud Cloud Load Balancer

Introduction

& Adu|o]lE G 2024-09-05 19:27:57

Tencent Cloud Load Balancer (CLB) distributes requests from clients to multiple real servers associated with
the CLB in the same region as specified by setting a virtual IP address (VIP).CLB virtualizes multiple servers
bound to it to build an available service pool, checks their health, and automatically isolates unhealthy
servers from healthy ones, thereby resolving single points of failure issues and improving the overall service
capabilities of the applications. CLB strictly isolates the traffic of each tenant and provides active protection
against DDoS attacks. Public network CLB supports [Anti-DDoS Basic]
(https://cloud.tencent.com/document/product/297) by default.Tencent Cloud CLB is a solution for multiple
servers to serve at the same time, and should be used together with real servers.> Note:> * All CLB APIs
described here have been upgraded to the latest API 3.0. All new CLB-related features will also be added in
this section. It is strongly recommended to use the latest APl 3.0.> * The features of old APIs remain
available and may be not maintained in the future. If you still need to use old APIs, see CLB APIs (Old

Version) Introduction.
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&2 Tencent Cloud

API| Category

% Z Addo|E Y:: 2025-08-22 15:57:15

Instance APls

APl Name

Describel.oadBalancers

Clonel.oadBalancer

Createl.oadBalancer
ModifyLoadBalancerAttributes
Describel.oadBalancersDetail

Deletel.oadBalancer

Listener APIs

APl Name

Createlistener
CreateRule

Describelisteners

ModifyListener
ModifyRule

ModifyDomain

Feature

Queries the list of CLB
instances

Clones a CLB instance

Purchases a CLB instance

Modifies the attributes of a
CLB instance

Queries CLB instance details

Deletes one or more CLB
instances

Feature

Creates a CLB listener

Creates a forwarding rule for a layer—7

CLB listener

Queries the list of CLB listeners

Modifies the attributes of a CLB listener

Cloud Load Balancer

Frequency Limit (maximum
requests per second)

20

20

20

20

20

20

Modifies a forwarding rule of a CLB

listener

Modifies a domain name of a layer-7

©2013-2025 Tencent Cloud. =& @] 28,

Frequency Limit
(maximum requests per

second)

20

20

20

20

20

20
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https://intl.cloud.tencent.com/document/api/214/33830
https://intl.cloud.tencent.com/document/api/214/44335
https://intl.cloud.tencent.com/document/api/214/33841
https://intl.cloud.tencent.com/document/api/214/33817
https://intl.cloud.tencent.com/document/api/214/38188
https://intl.cloud.tencent.com/document/api/214/33837
https://intl.cloud.tencent.com/document/api/214/33842
https://intl.cloud.tencent.com/document/api/214/33840
https://intl.cloud.tencent.com/document/api/214/33831
https://intl.cloud.tencent.com/document/api/214/33818
https://intl.cloud.tencent.com/document/api/214/33816
https://intl.cloud.tencent.com/document/api/214/33820

Cloud Load Balancer

&2 Tencent Cloud

forwarding rule

Modifies the domain name-level
attributes of a layer—7 listener's 20
forwarding rule

ModifyDomainAttributes

DeleteListener Deletes a CLB listener 20

DeletelLoadBalancerListeners Deletes multiple CLB listeners 20

DeleteRule Deletes a rule from a layer-7 CLB listener 20

Backend Service APIs

Frequency Limit (maximum

APl Name Feature

requests per second)
RegisterTargets Binds real servers to a listener 20
BatchRegisterTargets Binds CVM instances or ENIs in batches 20

Modifies the port of a real server bound
ModifyTargetPort I . P Y . 20
to a listener

Modifies the forwarding weight of a real

ModifyTargetWeight . 20
server bound to a listener
Modifies t f real bound t
BatchModifyTargetTag 'o [ es‘ags of real servers bound to 20
listeners in batches
Batch modifies the forwarding weights of
BatchModifyTargetWeight I . ng welg 20
real servers bound to a listener
DeregisterTargets Unbinds real servers from a CLB listener 20
Unbinds | -4/1 -7 I i
BatchDeregisterTargets nbinds layer-4/layer-7 real servers in 20
batches
eries the health check status of a real
DescribeTargetHealth Queri . . 20
server of a CLB instance
Unbindi SCF function f
DeregisterFunctionTargets nbin Ihg an vnetion from & 20
forwarding rule
DescribeCrossTargets Queries information of CVMs and ENIs 20

that use cross-region binding 2.0
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https://intl.cloud.tencent.com/document/api/214/33819
https://intl.cloud.tencent.com/document/api/214/33838
https://intl.cloud.tencent.com/document/api/214/37095
https://intl.cloud.tencent.com/document/api/214/33835
https://intl.cloud.tencent.com/document/api/214/33809
https://intl.cloud.tencent.com/document/api/214/33843
https://intl.cloud.tencent.com/document/api/214/33812
https://intl.cloud.tencent.com/document/api/214/33811
https://intl.cloud.tencent.com/document/api/214/64304
https://intl.cloud.tencent.com/document/api/214/33844
https://intl.cloud.tencent.com/document/api/214/33832
https://intl.cloud.tencent.com/document/api/214/33845
https://intl.cloud.tencent.com/document/api/214/33825
https://intl.cloud.tencent.com/document/api/214/54048
https://intl.cloud.tencent.com/document/api/214/45272

&2 Tencent Cloud

Modifies the cloud functions associated
with a forwarding rule

ModifyFunctionTargets

RegisterFunctionTargets
rule

Binds an SCF function with a forwarding

Queries the list of CVM instances bound
to a CLB instance

DescribeTargets

Target Group APIs

APl Name

CreateTargetGroup

DeleteTargetGroups
DescribeTargetGroups

DescribeTargetGroupList
ModifyTargetGroupAttribute

AssociateTargetGroups

DisassociateTargetGroups
RegisterTargetGrouplnstances
DeregisterTargetGrouplnstances
DescribeTargetGrouplnstances
ModifyTargetGrouplnstancesPort

ModifyTargetGrouplnstancesWeight

©2013-2025 Tencent Cloud. =& @] 28,

Feature

Creates a target group
Deletes target groups

Queries target group
information

Gets a target group list
Modifies target group attribute
Binds target groups to rules

Unbinds target groups from a
rule

Registers servers to a target
group

Unbinds a server from a target
group

Gets servers bound to a target
group

Modifies server ports of a
target group in batches

Modifies server weights of a
target group in batches

20

20

20

Cloud Load Balancer

Frequency Limit (maximum
requests per second)

20

20

20

20

20

20

20

20

20

20

20

20
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https://intl.cloud.tencent.com/document/api/214/54135
https://intl.cloud.tencent.com/document/api/214/54047
https://intl.cloud.tencent.com/document/api/214/33824
https://intl.cloud.tencent.com/document/api/214/33839
https://intl.cloud.tencent.com/document/api/214/33834
https://intl.cloud.tencent.com/document/api/214/33826
https://intl.cloud.tencent.com/document/api/214/33827
https://intl.cloud.tencent.com/document/api/214/33815
https://intl.cloud.tencent.com/document/api/214/33847
https://intl.cloud.tencent.com/document/api/214/33822
https://intl.cloud.tencent.com/document/api/214/33810
https://intl.cloud.tencent.com/document/api/214/33833
https://intl.cloud.tencent.com/document/api/214/33828
https://intl.cloud.tencent.com/document/api/214/33814
https://intl.cloud.tencent.com/document/api/214/33813

&2 Tencent Cloud

Redirection APIs

Feature

AP|I Name

ManualRewrite

AutoRewrite

DeleteRewrite

Creates a redirection relationship between CLB

Cloud Load Balancer

Frequency Limit (maximum
requests per second)

20
forwarding rules manually
Automatically generates a redirection relationship 20
between CLB forwarding rules
Deletes the redirection relationship between CLB 20
forwarding rules
Queries the redirection relationship between CLB 20

DescribeRewrite .
forwarding rules

Other APIs

API Name

DescribeClsLogSet
CreateLoadBalancerSnatlps

DeleteLoadBalancerSnatlps
DescribelLoadBalancerListByCertld
DescribeQuota

ModifyLoadBalancersProject

ReplaceCertForlLoadBalancers
SetlLoadBalancerClsLog

SetlLoadBalancerSecurityGroups

©2013-2025 Tencent Cloud. =& @] 28,

Feature

Gets the CLB exclusive logset
Adds SNAT IP
Deletes SNAT IP

Queries a CLB instance by the
certificate ID

Queries quotas

Modifies the projects of CLB
instances

Replaces a certificate associated with
a CLB instance

Sets the CLS topic of a CLB instance

Configures security groups for a CLB
instance

Frequency Limit
(maximum requests
per second)

20
20

20

20

20

20

20

20

20
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https://intl.cloud.tencent.com/document/api/214/33821
https://intl.cloud.tencent.com/document/api/214/33846
https://intl.cloud.tencent.com/document/api/214/33836
https://intl.cloud.tencent.com/document/api/214/33829
https://intl.cloud.tencent.com/document/api/214/37819
https://intl.cloud.tencent.com/document/api/214/37096
https://intl.cloud.tencent.com/document/api/214/37094
https://intl.cloud.tencent.com/document/api/214/33800
https://intl.cloud.tencent.com/document/api/214/38187
https://intl.cloud.tencent.com/document/api/214/57286
https://intl.cloud.tencent.com/document/api/214/33799
https://intl.cloud.tencent.com/document/api/214/35734
https://intl.cloud.tencent.com/document/api/214/33798

&2 Tencent Cloud

SetlLoadBalancerStartStatus

SetSecurityGroupForlLoadbalancers

CreateClsLogSet

CreateTopic

DescribeBlockIPTask

Describel.oadBalancerTraffic

DescribeResources

DescribeTaskStatus

InquiryPriceCreatelL.oadBalancer
InquiryPriceModifyl_.oadBalancer

InquiryPriceRenewlLoadBalancer

Classic CLB APlIs

APl Name
DescribeClassicalLBListeners
DescribeClassicallLBTargets

DescribeClassicallLBHealthStatus

RegisterTargetsWithClassicalLB

©2013-2025 Tencent Cloud. =& @] 28,

Enables or disables a CLB instance or
listener

Binds or unbinds a security group for
multiple CLB instances

Creates a CLB exclusive logset
Creates a topic

Queries the execution status of an
async IP blocking (blocklisting) task

Queries CLB instances with high
traffic under the current account

Queries the list of AZs and resources
supported for the user in the current
region

Queries the status of an async task

Queries the price of creating a CLB
instance.

Queries the price of adjusting the
specification of a CLB instance

Queries the price to renew a prepaid
CLB instance

Feature

Gets the list of classic CLB
listeners

Gets the list of real servers bound
to a classic CLB

Gets the real server health status
of a classic CLB

Binds real servers to a classic CLB

20

20

20

20

20

20

20

20

20

20

20

Cloud Load Balancer

Frequency Limit (maximum
requests per second)

20

20

20

20
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https://intl.cloud.tencent.com/document/api/214/64303
https://intl.cloud.tencent.com/document/api/214/33797
https://intl.cloud.tencent.com/document/api/214/37821
https://intl.cloud.tencent.com/document/api/214/37820
https://intl.cloud.tencent.com/document/api/214/37091
https://intl.cloud.tencent.com/document/api/214/39109
https://intl.cloud.tencent.com/document/api/214/51214
https://intl.cloud.tencent.com/document/api/214/33823
https://intl.cloud.tencent.com/document/api/214/57289
https://intl.cloud.tencent.com/document/api/214/57288
https://intl.cloud.tencent.com/document/api/214/57287
https://intl.cloud.tencent.com/document/api/214/33804
https://intl.cloud.tencent.com/document/api/214/33803
https://intl.cloud.tencent.com/document/api/214/33805
https://intl.cloud.tencent.com/document/api/214/33802

@ Tencent Cloud Cloud Load Balancer

Unbinds real servers from a
DeregisterTargetsFromClassicalLB I . 20
classic CLB

ueries the classic CLB bound to
DescribeClassicallLBBylnstanceld Q 20
a real server

Upgrades Classic CLB instances
to application CLB instances

MigrateClassicalLoadBalancers 20

Load Balancing APIs

Frequency Limit
API Name Feature (maximum requests per
second)

ies the list of blocked IP
DescribeBlockIPList Queries the list of blocked IPs )
(blocklist) of a CLB instance

DescribeCustomizedConfigList Querying configuration details 20
DescribeldleLoadBalancers Querles the list of CLB 20
instances

Describel BListeners Queries CLB instances bound 20
to the CVM or ENI

Modifies the client IP blocklist
ModifyBlockIPList odimes the ctien ocklis 20
of a CLB instance

Creates or manages user—
SetCustomizedConfigForLoadBalancer defined CLB configuration 20
template

. : . : Queries the bound server or
DescribeCustomizedConfigAssociateList . . 20
location in configurations

ueries the CLB instance
DescribelL.oadBalancerOverview Q o 20
status statistics

ueries the refund amount of
InquiryPriceRefundLoadBalancer A ] . 20
returning a CLB instance.

Upgrades to an LCU-

ModifyLoadBalancerSla .
supported instance

20
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Instance APIs
Describel.oadBalancers

2 Z Ad|o|E Y#}:: 2025-08-22 15:57:41

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to query the list of CLB instances in a region.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String .
DescribeLoadBalancers.
. . Common Params. The value used for this API: 2018-
Version Yes String
03-17.
Region No String C?mmon Params. This parameter is not required for
this API.
Array
LoadBalancerlds.N No of CLB instance IDs. There can be up to 20 IDs.
String
CLB instance network type:
LoadBalancerType No String I W P

OPEN: public network; INTERNAL: private network.
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Forward
LoadBalancerName

Domain

LoadBalancerVips.N

BackendPubliclps.N

BackendPrivatelps.N

Offset

Limit
OrderBy
OrderType
SearchKey
Projectld

WithRs

Vpcld

SecurityGroup

MasterZone
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No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Integer

String

String

Array
of
String

Array
of
String

Array
of
String

Integer

Integer

String

Integer

String

Integer

Integer

String

String

String

Cloud Load Balancer

CLB instance type. 1: generic CLB instance; 0: classic
CLB instance

CLB instance name.

The domain name that Tencent Cloud assigned for the
CLB instance.

VIP address of a CLB instance (there can be multiple
addresses)

Public IPs of the backend services bound with the load
balancer. Only the public IPs of CVMs are supported
now.

Private IPs of the backend services bound with the load
balancer. Only the private IPs of CVMs are supported
now.

Data offset. Default value: O.

Number of returned CLB instances. Default value: 20.
Maximum value: 100.

Sort by parameter. Value range: LoadBalancerName,
CreateTime, Domain, LoadBalancerType.

1: reverse; 0: sequential. Default value: reverse by
creation time |

Search field which fuzzy matches name, domain name,
or VIP.

ID of the project to which a CLB instance belongs,
which can be obtained through the DescribeProject API.

Whether a CLB instance is bound to a real server. O:
no; 1: yes; —1: query all.

VPC where a CLB instance resides, such as vpc—
bhgkbhdx.
Basic network does not support queries by Vpcld.

Security group ID, e.g., sg-mlcc**** |

Primary availability zone ID, such as 100001
(corresponding to Guangzhou Zone 1). You can obtain
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the list of availability zones through DescribeZones.

Each request can have up to 10 Filters and 100

Array Filter.Values . Detailed filter conditions:
Filters.N No of ® internet—-charge—type — Type: String — Required: No
Filter — Filter by CLB network billing mode, including

TRAFFIC_POSTPAID_BY_ HOUR

3. Output Parameters

Parameter Name Type Description

Total number of CLB instances that meet the filter criteria. This

TotalCount Integer o o .
value is independent of the Limit in the input parameter.

Array of
LoadBalancerSet Y Array of returned CLB instances.
LoadBalancer

The unique request ID, generated by the server, will be returned
for every request (if the request fails to reach the server for other
reasons, the request will not obtain a Requestld). Requestld is
required for locating a problem.

Requestld String

4. Example

Example1 Querying CLB Instances by Instance ID

This example shows you how to query the CLB instances bound to the backend server 172.26.0.11 .

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeloadBalancers

<Common request parameters>

{
"LoadBalancerIds": [
"lb—rbwbS***x*"
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Output Example

{

"Response": {

"TotalCount": 1,
"LoadBalancerSet": [

{

"LoadBalancerId": "lb-rbwb****",
"LoadBalancerName": "test LB_****",
"Forward": 1,

"Domain": "",
"LoadBalancerDomain": "",
"LoadBalancerVips": [
"119.***.***.51"

1y

"AddressIPv6": null,
"AddressIPVersion": "ipwv4",
"IPvoMode": null,

"LoadBalancerType": "OPEN",
"Status": 1,

"CreateTime": "2023-12-27 15:53:46",
"StatusTime": "2024-01-22 19:58:03",

"ProjectId": O,

"OpenBgp": O,

"Snat": false,
"Isolation": O,

"Log": "",

"AnycastZone": "",
"VpcId": "vpc-ly****83",
"NumericalVpcId": 1111113,
"TargetRegionInfo": {

"Region": "ap-guangzhou",
"VpcId": "vpc-ly****83"
b

"SubnetId": "",
"SecureGroups": [],
"Tags": [

{

"TagKey": "key—***x*x",
"TagValue": "value—***x*x"
}

1,

"MasterZone": {
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"ZoneId": 100003,

"Zone": "ap-guangzhou-3",
ZoneName: "Guangzhou Zone 3", "ZoneRegion": "ap-guangzhou",
"LocalZone": false,

"EdgeZone": false
by

"BackupZoneSet": null,

"IsolatedTime": null,

"ExpireTime": "2024-01-27 15:53:46",
"ChargeType": "POSTPAID_BY_ HOUR",
"NetworkAttributes": {

"InternetChargeType": "TRAFFIC_POSTPAID_BY_ HOUR",
"InternetMaxBandwidthOut": 5,
"BandwidthpkgSubType": "BGP"

b

"PrepaidAttributes": null,
"ExtraInfo": null,
"LogSetId": "",
"LogTopicId": "",
"LoadBalancerPassToTarget": false,
"IsDDos": false,
"ConfigId": "",
"ExclusiveCluster": {
"L4Clusters": null,
"L7Clusters": null,

"ClassicalCluster": null

ty

"SnatPro": false,
"SnatIps": [1,
"IsBlock": false,
"IsBlockTime": "",
"SlaType": "",

"ClusterTag": null,
"LocalBgp": false,
"MixIpTarget": false,
"Zones": null,
"NfvInfo": "",
"HealthLogSetId": "",
"HealthLogTopicId": "",
"ClusterIds": null,
"AttributeFlags": [
"SharedLimitFlag"

1y

"VipIsp": "BGP",
"Egress": ""

}

1y
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"RequestId": "b0e9%9e810-01lcc-4cl2-8bd2-cala2ablb976"
}
}

Example2 Querying CLB Instances by Tag Key-Value Pair

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeloadBalancers

<Common request parameters>

{

"ProjectId": "O",
"LoadBalancerType": "OPEN",
"Filters": [

{

"Values": [

"test_tag_value2",
"test_tag_valuel"

1y

"Name": "tag:test_tag_key"

}

1y

"LoadBalancerName": "test_LB"

}

Output Example

{

"Response": {

"TotalCount": 1,
"LoadBalancerSet": [

{

"LoadBalancerId": "lb-rbwb*x*x*",
"LoadBalancerName": "test_LB_***x*",
"Forward": 1,

"Domain": "",
"LoadBalancerDomain": "",
"LoadBalancerVips": [
DALY, roves [ ooy [ GILW

©2013-2025 Tencent Cloud. =& #2] 28 m| o] %] 39 (¥ 595%)



&2 Tencent Cloud Cloud Load Balancer

1,
"AddressIPv6": null,

"AddressIPVersion": "ipv4",
"IPvoMode": null,
"LoadBalancerType": "OPEN",
"Status": 1,

"CreateTime": "2023-12-27 15:53:46",
"StatusTime": "2024-01-22 19:58:03",

"ProjectId": O,

"OpenBgp": O,

"Snat": false,
"Isolation": O,

"Log": "",

"AnycastZone": "",
"VpcId": "vpc-ly****83",
"NumericalVpcId": 1111113,
"TargetRegionInfo": {

"Region": "ap-guangzhou",
"VpcId": "vpc—ly****83"
b

"SubnetId": "",
"SecureGroups": [],
"Tags": [

{

"TagKey": "key—*#***x",
"TagValue": "value—-***xx"
}

I

"MasterZone": {

"ZoneId": 100003,

"Zone": "ap—-guangzhou-3",
ZoneName: "Guangzhou Zone 3", "ZoneRegion": "ap-guangzhou",
"LocalZone": false,

"EdgeZone": false

b
"BackupZoneSet": null,

"IsolatedTime": null,

"ExpireTime": "2024-01-27 15:53:46",
"ChargeType": "POSTPAID_BY_ HOUR",
"NetworkAttributes": {

"InternetChargeType": "TRAFFIC_POSTPAID_BY_HOUR",
"InternetMaxBandwidthOut": 5,
"BandwidthpkgSubType": "BGP"

b
"PrepaidAttributes": null,
"ExtraInfo": null,

"LogSetId": "",
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"LogTopicId": "",
"LoadBalancerPassToTarget": false,
"IsDDos": false,

"ConfigId": "",
"ExclusiveCluster": {

"L4Clusters": null,
"L7Clusters": null,

"ClassicalCluster": null
b

"SnatPro": false,
"SnatIps": [1,
"IsBlock": false,
"IsBlockTime": "",
"SlaType": "",

"ClusterTag": null,
"LocalBgp": false,
"MixIpTarget": false,
"Zones": null,
"NfvInfo": "",
"HealthLogSetId": "",
"HealthLogTopicId": "",
"ClusterIds": null,
"AttributeFlags": |
"SharedLimitFlag"

I

"VipIsp": "BGP",
"Egress": ""

}

1,

"RequestId": "b0e9%e810-01cc-4cl2-8bd2-calaz2ablb976"
}

}

Cloud Load Balancer

Example3 Querying CLB Instances Bound to the Real Server with the Specified Private IP

Address

This example shows you how to query CLB instances bound to the real server with the private IP address

172.26.0.11.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeloadBalancers

<Common request parameters>
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{

"BackendPrivateIps": [
"172.26.0.11"

1y

"WithRS" . "1"

}

Output Example

{

"Response": {

"TotalCount": 1,
"LoadBalancerSet": [

{

"LoadBalancerId": "lb-S9vpm****",
"LoadBalancerName": "lb-test—****-1227",
"Forward": 1,

"Domain": "",
"LoadBalancerDomain": "",
"LoadBalancerVips": [
"119.***.***.51"

1y

"AddressIPv6": null,
"AddressIPVersion": "ipwv4",
"IPvoMode": null,

"LoadBalancerType": "OPEN",
"Status": 1,

"CreateTime": "2023-12-27 15:53:46",
"StatusTime": "2024-01-22 19:58:03",

"ProjectId": O,
"OpenBgp": O,

"Snat": false,
"Isolation": O,

"Log": "",

"AnycastZone": "",
"VpcId": "vpc-ly****83",
"NumericalVpcId": 1111113,
"TargetRegionInfo": {
"Region": "ap-guangzhou",
"VpcId": "vpc-ly****83"
b

"SubnetId": "",

"SecureGroups": [],
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"Tags": [

{

"TagKey": "key—-*x**x",
"TagValue": "value—-***x"
}

1,

"MasterZone": {

"ZoneId": 100003,

"Zone": "ap-guangzhou-3",
ZoneName: "Guangzhou Zone 3", "ZoneRegion": "ap-guangzhou",
"LocalZone": false,

"EdgeZone": false
by

"BackupZoneSet": null,

"IsolatedTime": null,

"ExpireTime": "2024-01-27 15:53:46",
"ChargeType": "POSTPAID_BY_HOUR",
"NetworkAttributes": {

"InternetChargeType": "TRAFFIC_POSTPAID_BY_HOUR",
"InternetMaxBandwidthOut": 5,
"BandwidthpkgSubType": "BGP"

b

"PrepaidAttributes": null,
"ExtraInfo": null,
"LogSetId": "",
"LogTopicId": "",
"LoadBalancerPassToTarget": false,
"IsDDos": false,
"ConfigId": "",
"ExclusiveCluster": {
"L4Clusters": null,
"L7Clusters": null,
"ClassicalCluster": null

Hy

"SnatPro": false,
"SnatIps": [1,
"IsBlock": false,
"IsBlockTime": "",
"SlaType": "",

"ClusterTag": null,
"LocalBgp": false,
"MixIpTarget": false,
"Zones": null,
"NfvInfo": "",
"HealthLogSetId": "",
"HealthLogTopicId": "",
"ClusterIds": null,
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"AttributeFlags": [

"SharedLimitFlag"

I

"VipIsp": "BGP",

"Egress": ""

}

I

"RequestId": "b0e9%9e810-01lcc-4cl2-8bd2-cala2ablb976"
}

}

Example4 Fuzzy Querying CLB Instances by Instance Name, Domain Name, and VIP

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeloadBalancers

<Common request parameters>

{
"SearchKey": "test_LB"
I

Output Example

{

"Response": {

"TotalCount": 1,
"LoadBalancerSet": [

{

"LoadBalancerId": "lb-Ovpm****",
"LoadBalancerName": "test_ LB_***x*x",
"Forward": 1,

"Domain": "",
"LoadBalancerDomain": "",
"LoadBalancerVips": [
DALY, wevew  wises G W

I

"AddressIPv6": null,
"AddressIPVersion": "ipv4",
"IPvoMode": null,

©2013-2025 Tencent Cloud. =& #2] 28 m| o] Z] 44 (& 595%)



&2 Tencent Cloud Cloud Load Balancer

"LoadBalancerType": "OPEN",
"Status": 1,

"CreateTime": "2023-12-27 15:53:46",
"StatusTime": "2024-01-22 19:58:03",

"ProjectId": O,
"OpenBgp": O,

"Snat": false,
"Isolation": O,

"Log": "",

"AnycastZone": "",
"VpcId": "vpc-ly****83",
"NumericalVpcId": 1111113,
"TargetRegionInfo": {
"Region": "ap-guangzhou",
"VpcId": "vpc-ly****83"
b

"SubnetId": "",
"SecureGroups": [],
"Tags": [

{

"TagKey": "key—****x",
"TagValue": "value—***x*x"
}

I

"MasterZone": {

"ZoneId": 100003,

"Zone": "ap-guangzhou-3",
ZoneName: "Guangzhou Zone 3", "ZoneRegion": "ap-guangzhou",
"LocalZone": false,

"EdgeZone": false

Hy

"BackupZoneSet": null,

"IsolatedTime": null,

"ExpireTime": "2024-01-27 15:53:46",
"ChargeType": "POSTPAID_BY_ HOUR",
"NetworkAttributes": {

"InternetChargeType": "TRAFFIC_POSTPAID_BY_HOUR",
"InternetMaxBandwidthout": 5,
"BandwidthpkgSubType": "BGP"

b

"PrepaidAttributes": null,
"ExtralInfo": null,

"LogSetId": "",

"LogTopicId": "",
"LoadBalancerPassToTarget": false,
"IsDDos": false,

"ConfigId": "",
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"ExclusiveCluster":
"L4Clusters": null,
"L7Clusters": null,
"ClassicalCluster":

b

"SnatPro": false,
"SnatIps": [],
"IsBlock": false,
"IsBlockTime": "",
"SlaType": "",

"ClusterTag": null,
"LocalBgp": false,

null

"MixIpTarget": false,

"Zones": null,
"NfvInfo": "",

"HealthLogSetId": "",

"HealthLogTopicId":
"ClusterIds": null,
"AttributeFlags": [
"SharedLimitFlag"
1y

"VipIsp": "BGP",
"Egress": ""

}

1y

"RequestId": "b0e9%9e810-01lcc-4cl2-8bd2-cala2ablb976"

}
}

Example5 Querying CLB Instances by Instance Type, Project, Name, and VIP

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribelLoadBalancers

<Common request parameters>

{
"ProjectId": "0O",
"LoadBalancerType":

"LoadBalancerVips":
TG, weses  FFes G
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1,

"LoadBalancerName": "test_ LB"

t

Output Example

{

"Response": {

"TotalCount": 1,
"LoadBalancerSet": [

{

"LoadBalancerId": "lb-rbwb*x*x*xx*x",
"LoadBalancerName": "test LB_****",
"Forward": 1,

"Domain": "",
"LoadBalancerDomain": "",
"LoadBalancerVips": [
"119'***.***.51"

I

"AddressIPv6": null,

"AddressIPVersion": "ipv4",
"IPv6Mode": null,
"LoadBalancerType": "OPEN",
"Status": 1,

"CreateTime": "2023-12-27 15:53:46",
"StatusTime": "2024-01-22 19:58:03",

"ProjectId": O,
"OpenBgp": O,

"Snat": false,
"Isolation": O,

"Log": "",
"AnycastZone": "",
"VpcId": "vpc—ly****83",

"NumericalVpcId": 1111113,
"TargetRegionInfo": {

"Region": "ap-guangzhou",
"VpcId": "vpc-ly**x**83"
b

"SubnetId": "",
"SecureGroups": [],
"Tags": [

{

"TagKey": "key-—***x",
"TagValue": "value—x*x*xx"
}

1,
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"MasterZone": {

"ZoneId": 100003,

"Zone": "ap-guangzhou-3",

ZoneName: "Guangzhou Zone 3", "ZoneRegion": "ap-guangzhou",
"LocalZone": false,

"EdgeZone": false

by
"BackupZoneSet": null,

"IsolatedTime": null,

"ExpireTime": "2024-01-27 15:53:46",
"ChargeType": "POSTPAID_BY_ HOUR",
"NetworkAttributes": {

"InternetChargeType": "TRAFFIC_POSTPAID_BY_ HOUR",
"InternetMaxBandwidthOut": 5,
"BandwidthpkgSubType": "BGP"

b

"PrepaidAttributes": null,
"ExtraInfo": null,
"LogSetId": "",
"LogTopicId": "",
"LoadBalancerPassToTarget": false,
"IsDDos": false,
"ConfigId": "",
"ExclusiveCluster": {
"L4Clusters": null,
"L7Clusters": null,

"ClassicalCluster": null
b

"SnatPro": false,
"SnatIps": [],
"IsBlock": false,
"IsBlockTime": "",
"SlaType": "",

"ClusterTag": null,
"LocalBgp": false,
"MixIpTarget": false,
"Zones": null,
"NfVII‘lfO"Z " ",
"HealthLogSetId": "",
"HealthLogTopicId": "",
"ClusterIds": null,
"AttributeFlags": [
"SharedLimitFlag"

I

"VipISp": "BGP ll,
"Egressll: nmnn

}

©2013-2025 Tencent Cloud. =& #2] 28 m| o] 2] 48 (¥ 595%")



&2 Tencent Cloud

1,

"RequestId": "b0e9%9e810-01lcc-4cl2-8bd2-cala2ablb976"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameter.RegionNotFound

InvalidParameterValue

©2013-2025 Tencent Cloud. =& @] 28,

Description

Operation failed.

Internal error.

Parameter error.

Wrong parameter format.

Invalid region.

Incorrect parameter value.
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InvalidParameterValue.InvalidFilter Incorrect Filter parameter.
InvalidParameterValue.Length Wrong parameter length.
InvalidParameterValue.Range Wrong parameter value range.
UnauthorizedOperation Unauthorized operation.
UnsupportedOperation Unsupported operation.
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CloneLoadBalancer

% Z ddo|E Y}:: 2025-08-22 15:57:43

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to clone a CLB instance. CLB instance cloning indicates copying a specified CLB instance
to create one with the same rules and binding relationships. The operation of this cloning API is
asynchronous. The cloned data is based on the state when ClonelLoadBalancer is called. If the cloned CLB
instance changes after ClonelL.oadBalancer is called, the changed rules will not be cloned.Note: You can
query the instance creation status by calling the DescribeTaskStatus API with the returned
requestld.Restrictionsinstance attribute restrictions:— Instances billed in pay—as—you—go and monthly
subscription modes can be cloned. For a new instance cloned from a monthly subscription instance, its
network billing mode will switch to billing by hourly bandwidth, but its bandwidth and specifications will
remain the same as the settings of the original instance.— CLB instances not associated with any billable
items cannot be cloned.— Classic CLB instances and CLB instances with Anti—-DDoS Pro cannot be cloned.—
Classic network—-based instances cannot be cloned.— Anycast instances cannot be cloned.- IPv6 NAT64
instances cannot be cloned.— Blocked or frozen instances cannot be cloned.— Before cloning an instance,
make sure that all certificates used on the instance have not expired; otherwise, the cloning will fail.Quota
restrictions:— Instances with more than 50 listeners cannot be cloned.— Shared instances with the public
network bandwidth cap exceeding 2 Gbps cannot be cloned.API calling restrictions:The bandwidth package
ID must be input for BGP bandwidth packages.Corresponding parameters should be input for cloning of an
exclusive cluster; otherwise, a shared instance will be created.The feature is in beta test. You can submit a

beta test application.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters
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The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name

Action

Version

Region

LoadBalancerld

LoadBalancerName

Projectld

MasterZoneld

SlaveZoneld

Required Type

Yes String
Yes String
No String
Yes String
No String
No Integer
No String
No String
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Description

Common Params. The value used for this API:
ClonelLoadBalancer.

Common Params. The value used for this API:
2018-03-17.

Common Params. This parameter is not require
for this API.

CLB instance ID

Clones the name of the CLB instance. The nan
must be 1-60 characters containing letters,
numbers, "-" or "_".

Note: if the name of a new CLB instance alreau
exists, a default name will be generated

automatically.

ID of the project to which a CLB instance belol

which can be obtained through the
DescribeProject APL If this parameter is

passed in, the default project will be used.

Sets the primary AZ ID for cross—AZ disaster
recovery, such as 100001 or ap-guangzhc
1 , which is applicable only to public network (
Note: A primary AZ loads traffic, while a secon
AZ does not load traffic by default and will be 1
only if the primary AZ becomes unavailable. Th
platform will automatically select the optimal
secondary AZ. You can use the

DescribeResource APl to query the primai
list of a region.

Specifies the secondary AZ ID for cross—-AZ
disaster recovery, suchas 100001 or ap-
guangzhou-1 . It is applicable only to public
network CLB.

Note: A secondary AZ will load traffic if the pril
AZ is faulty. You can use the
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Zoneld

InternetAccessible

Viplsp

Vip
Tags.N

ExclusiveCluster

BandwidthPackageld

SnatPro

Snatlps.N

Clusterlds.N
SlaType

ClusterTag

No

No

No

No

No

No

No

No

No

No

No

No
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String

InternetAccessible

String

String
Array of Taginfo

ExclusiveCluster

String

Boolean

Array of Snatlp

Array of String
String

String

Cloud Load Balancer

DescribeMasterzones APl to query the
primary and secondary AZ list of a region.

Specifies an AZ ID for creating a CLB instance
such as ap—-guangzhou-1 , which is applicat
only to public network CLB instances.

CLB network billing mode. This parameter is
applicable only to public network CLB instance

ISP of VIP. Values: cmMcc (China Mobile), ct
(China Unicom) and cTcc (China Telecom).
need to activate static single-line IPs. This fea
is in beta and is only available in Guangzhou,
Shanghai, Nanjing, Jinan, Hangzhou, Fuzhou,
Beijing, Shijiazhuang, Wuhan, Changsha, Chen¢
and Chonggqing regions. To try it out, please
contact your sales rep. If it's specified, the net
billing mode must be BANDWIDTH_PACKAGE .
it's not specified, BGP is used by default. To g
ISPs supported in a region, please use
DescribeResources.

Applies for CLB instances for a specified VIP
Tags a CLB instance when purchasing it
Dedicated cluster information

Bandwidth package ID. If this parameter is
specified, the network billing mode

( InternetAccessible.InternetChargeTy
will only support bill-by-bandwidth package

( BANDWIDTH_PACKAGE ).

Whether to support binding cross—VPC IPs or
cross-region IPs

Creates snatIp when the binding IPs of oth
VPCs feature is enabled

ID of the public network CLB dedicated cluster
Specification of the LCU-supported instance.

Tag of the STGW dedicated cluster

m|o] 2] 53 (& 595%)


https://intl.cloud.tencent.com/document/api/214/33848#InternetAccessible
https://intl.cloud.tencent.com/document/api/214/70213?from_cn_redirect=1
https://intl.cloud.tencent.com/document/api/214/33848#TagInfo
https://intl.cloud.tencent.com/document/api/214/33848#ExclusiveCluster
https://intl.cloud.tencent.com/document/api/214/33848#SnatIp

&2 Tencent Cloud

Zones.N No Array of String

EipAddressid No String

3. Output Parameters

Parameter

Type Description
Name

Cloud Load Balancer

Availability zones for nearby access of private
network CLB instances to distribute traffic

Unique ID of an EIP, which can only be used wl
binding the EIP of a private network CLB instal
(e.g., eip-11112222 )

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Cloning a CLB instance

This example shows you how to clone a CLB instance.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ClonelLoadBalancer

<Common request parameters>
{

"LoadBalancerId": "lb-plOfcs**"
}

Output Example

{

"Response": {

"RequestId": "83129908-a282-4£9f-8ab-131a3025*x*x*xx*x"

}
}

©2013-2025 Tencent Cloud. 2 & H g 2§,
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5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
AuthFailure CAM signature/authentication error

DryRun operation, which means the DryRun parameter is

DryRunOperation . o

passed in yet the request will still be successful.
FailedOperation Operation failed.
FailedOperation.InvalidLBStatus Exceptional CLB instance status

FailedOperation ResourceinOperating The specified resource is currently being operated. Please try

again later.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
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InvalidParameter.LBIdNotFound
InvalidParameter.ListenerldNotFound

InvalidParameter.LocationNotFound

InvalidParameter.PortCheckFailed

InvalidParameter.ProtocolCheckFailed

InvalidParameter.RegionNotFound
LimitExceeded

MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient

ResourcesSoldOut

©2013-2025 Tencent Cloud. 2 & H g 2§,

Cloud Load Balancer

Wrong CLB instance ID.
Wrong listener ID.
Unable to find eligible forwarding rules.

Listener port checks failed due to port conflicts or other
reasons.

Listener protocol checks failed because the protocol used is
incompatible with the corresponding operation.

Invalid region.

Quota exceeded.

Missing parameter.

Operation denied.

The number of requests exceeds the frequency limit.
The resource is occupied.

Insufficient resources.

The resources have been sold out.
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CreatelLLoadBalancer

%|Z ddo|E Y}:: 2025-08-22 15:57:42

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (CreateLoadBalancer) is used to create a CLB instance. To use the CLB service, you first need to
purchase one or more instances. After this API is called successfully, a unique instance ID will be returned.
There are two types of instances: public network and private network. For more information, see the product
types in the product documentation.

Note: (1) To apply for a CLB instance in the specified AZ and cross—-AZ disaster recovery, please submit a
ticket; (2) Currently, IPv6 is supported only in Beijing, Shanghai, and Guangzhou regions.

This is an async API. After it is returned successfully, you can call the DescribelLoadBalancers API to query

the status of the instance (such as creating and normal) to check whether it is successfully created.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for

Action Yes String .
this API: Createl.oadBalancer.
. . Common Params. The value used for
Version Yes String .
this API: 2018-03-17.
Region Yes String Common Params. For more

information, please see the list of
regions supported by the product. This
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LoadBalancerType

Forward

LoadBalancerName

Vpcld

Subnetld

Projectld
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Yes

No

No

No

No

No

String

Integer

String

String

String

Integer

Cloud Load Balancer

API only supports: ap—bangkok, ap-
beijing, ap—chengdu, ap—chongqging,
ap—guangzhou, ap—hongkong, ap-
jakarta, ap—nanjing, ap—seoul, ap—
shanghai, ap—shanghai-fsi, ap-
shenzhen-fsi, ap—singapore, ap-tokyo,
eu—frankfurt, na—ashburn, na-
siliconvalley, sa—saopaulo.

CLB instance network type:
OPEN: public network; INTERNAL.:
private network.

CLB instance type. Valid value: 1
(generic CLB instance).

CLB instance name, which takes effect
only when only one instance is to be
created in the request. It can consist 1
to 60 letters, digits, hyphens (-), or
underscores ().

Note: if the name of the new CLB
instance already exists, a default name
will be generated automatically.

Network ID of the target device on the
CLB backend, such as vpc-
12345678 , which can be obtained
through the DescribevpcEx APL If
this parameter is not entered,

DefaultVPC is used by default. This
parameter is required when creating a
private network instance.

A subnet ID should be specified when
you purchase a private network CLB
instance under a VPC. The VIP of the
private network CLB instance is in this
subnet. This parameter is required
when you create a private network CLB
instance but not supported when you
create a public network IPv4 CLB
instance.

ID of the project to which a CLB
instance belongs, which can be
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AddressIPVersion

Number

MasterZoneld

Zoneld

InternetAccessible
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No

No

No

No

No

String

Integer

String

String

InternetAccessible

Cloud Load Balancer

obtained through the

DescribeProject AP If this
parameter is not entered, the default
project will be used.

It's only applicable to public network
CLB instances. IP version. Values:
IPV4 , IPV6 and
IPv6FullChain (case-insensitive).
Default: 1PV4 . Note: 1IPV6
indicates IPv6 NAT64, while
IPv6FullChain indicates IPv6.

Number of CLBs to be created. Default
value: 1.

Applicable only to public network IPv4
CLB instances. This parameter
specifies the primary AZ ID for cross—
AZ disaster recovery. For example,
100001 or ap—guangzhou-1.

Note: The primary AZ sustains traffic.
The secondary AZ does not sustain
traffic by default and is used only when
the primary AZ is unavailable. Currently,
primary and secondary AZs are
supported only for IPv4 CLB instances
in Guangzhou, Shanghai, Nanjing,
Beijing, Chengdu, Shenzhen Finance,
Hong Kong (China), Seoul, Frankfurt,
and Singapore regions. You can call
the DescribeResources API to query the
list of primary AZs in a region. If you
want to experience this feature, submit
a ticket.

Applicable only to public network IPv4
CLB instances. This parameter
specifies the AZ ID for creating a CLB
instance. For example, ap—guangzhou-—
1.

Network billing mode by the maximum
outbound bandwidth. It applies only to
private network LCU-supported
instances and all public network
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Viplsp

Tags.N

Vip

BandwidthPackageld
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No

No

No

No

String

Array of Taglnfo

String

String

Cloud Load Balancer

instances. The feature of purchasing
monthly subscription instances via an
APl is under grayscale release. If you
want to experience this feature, submit
a ticket.

ISP of VIP. Values: cMcc (China
Mobile), cucc (China Unicom) and

cTtcc (China Telecom). You need to
activate static single-line IPs. This
feature is in beta and is only available
in Guangzhou, Shanghai, Nanjing,
Jinan, Hangzhou, Fuzhou, Beijing,
Shijiazhuang, Wuhan, Changsha,
Chengdu and Chongqing regions. To
try it out, please contact your sales rep.
If it's specified, the network billing
mode must be

BANDWIDTH_PACKAGE . If it's not
specified, BGP is used by default. To
query ISPs supported in a region,
please use DescribeResources.

Tags the CLB instance when
purchasing it. Up to 20 tag key value
pairs are supported.

Specifies the VIP for the application of
a CLB instance. This parameter is
optional. If you do not specify this
parameter, the system automatically
assigns a value for the parameter. IPv4
and IPv6 CLB instances support this
parameter, but IPv6 NAT64 CLB
instances do not.

Note: If the specified VIP is occupied or
is not within the IP range of the
specified VPC subnet, you cannot use
the VIP to create a CLB instance in a
private network or an IPv6 BGP CLB
instance in a public network.

Bandwidth package ID. If this
parameter is specified, the network
billing mode
(InternetAccessible.InternetChargeType)
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ExclusiveCluster

SlaType

Clusterlds.N

ClientToken
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No

No

No

No

ExclusiveCluster

String

Array of String

String

Cloud Load Balancer

will only support billing by bandwidth
package (BANDWIDTH_PACKAGE). The
attributes of the bandwidth package
determine the settlement method. For
IPv6 CLB instances purchased by bill-
by—-CVM users, if the ISP type is not
BGP, the bandwidth package ID cannot
be specified.

Information about the dedicated CLB
instance. You must specify this
parameter when you create a dedicated
CLB instance in a private network.

Specification of the LCU-supported

instance.

* |f you need to create an LCU-
supported instance, this parameter
is required. Valid values:

o clb.c2.medium: Standard

o clb.c3.small: Advanced 1

o clb.c3.medium: Advanced 2

o clb.c4.small: Super Large 1

o clb.c4.medium: Super Large 2
o clb.c4.large: Super Large 3

o clb.c4.xlarge: Super Large 4

¢ |f you need to create a shared
instance, this parameter is not
required.

For specification details, see Instance
Specifications Comparison.

Cluster ID. This cluster identifier is
used for configuring a public cloud
exclusive cluster or a cloud dedicated
cluster. To apply for a public cloud
exclusive cluster, submit a ticket. For
cloud dedicated clusters, see the
descriptions in Cloud Dedicated
Cluster.

A unique string supplied by the client to
ensure that the request is idempotent.
Its maximum length is 64 ASCII
characters. If this parameter is not
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SnatPro

Snatlps.N

ClusterTag

SlaveZoneld

EipAddressid

LoadBalancerPassToTarget

DynamicVip
Egress

LBChargePrepaid
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No

No

No

No

No

No

No

No

Boolean

Array of Snatlp

String

String

String

Boolean

Boolean
String

LBChargePrepaid
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specified, the idempotency of the
request cannot be guaranteed.

Whether Binding IPs of other VPCs
feature switch

Creates snatIp when the binding
IPs of other VPCs feature is enabled

Tag for the STGW exclusive cluster.

Applicable only to public network IPv4
CLB instances. This parameter
specifies the secondary AZ ID for
cross—AZ disaster recovery. For
example, 100001 or ap—guangzhou-1.
Note: The secondary AZ sustains traffic
when the primary AZ encounters faults.
You can call the DescribeResources
API to query the list of
primary/secondary AZs in a region. If
you want to experience this feature,
submit a ticket.

Unique ID of an EIP, which can only be
used when binding the EIP of a private
network CLB instance. E.g., eip-
11112222 .

Whether to allow CLB traffic to the
target group. true : allows CLB
traffic to the target group and verifies
security groups only on CLB; false :
denies CLB traffic to the target group
and verifies security groups on both
CLB and backend instances.

Upgrades to domain name-based CLB
Network egress point

Prepayment-related attributes of a
CLB instance. The feature of
purchasing monthly subscription
instances via an API is under grayscale
release. If you want to experience this
feature, submit a ticket.
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LBChargeType

AccesslogTopicld

Cloud Load Balancer

Billing type of a CLB instance. Valid
values: POSTPAID_BY_HOUR and
PREPAID. Default value:
POSTPAID_BY_HOUR. The feature of

No String . e
purchasing monthly subscription
instances via an API is under grayscale
release. If you want to experience this
feature, submit a ticket.

No String Topic ID of logs of traffic access over

layer—7 protocols.

3. Output Parameters

Parameter

Type
Name

Array
LoadBalancerlds of

String
DealName String
Requestld String

4. Example

Description

Array of unique CLB instance IDs.
This field may return null in some cases, such as there is delay during
instance creation. You can query the IDs of the created instances by
invoking DescribeTaskStatus with the RequestId or

DealName returned by this API.
Note: This field may return null , indicating that no valid values can be
obtained.

Order ID.
Note: this field may return null , indicating that no valid values can be
obtained.

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the
request will not obtain a Requestld). Requestld is required for locating a
problem.

Examplel Creating a Public Network CLB Instance

This example shows you how to create a public network CLB instance in a VPC.

Input Example
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POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreatelLoadBalancer

<Common request parameters>

{

"Forward": 1,

"ProjectId": O,
"LoadBalancerType": "OPEN",
"VpcId": "vpc-30xgxtIp",
"LoadBalancerName": "test-open"

}

Output Example

{

"Response": {

"LoadBalancerIds": [

"lb-6efswuxa"

I

"DealName": "20220101660009831340631",

"RequestId": "9b3f0b57-fb64-4918-8dd6-ce02604fb52c"
}

}

Example2 Creating a Private Network CLB Instance

This example shows you how to create a private network CLB instance in a VPC.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreatelLoadBalancer

<Common request parameters>

{

"Forward": 1,
"SubnetId": "subnet-k57djpow",
"LoadBalancerType": "INTERNAL",

"VpcId": "vpc-30xgxt9p",
"LoadBalancerName": "test_ internal"

}
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Output Example

{
"Response": {
"LoadBalancerIds": [

"lb-kmfrngci"

I
"DealName": "20211230660009761735781™",
"RequestId": "7ffa6830-cdlb-4bc4-8e24-1688885f594a"

}
}

5. Developer Resources

SDK
TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

® Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description

FailedOperation Operation failed.
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InternalError

InvalidParameter

InvalidParameter.ClientTokenLimitExceeded

InvalidParameter.FormatError
InvalidParameterValue
InvalidParameterValue.Length
InvalidParameterValue.Range
LimitExceeded
MissingParameter
Resourcelnsufficient
UnauthorizedOperation

UnsupportedOperation
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Cloud Load Balancer

Internal error.
Parameter error.

To ensure no resource leakage and maintain the ID
idempotence of created resources, ClientToken is used
to create resources. If the order process has ended and
shipment failed, or the order process has not been
updated for a long time, a message will indicate that the
current ClientToken has timed out.

Wrong parameter format.
Incorrect parameter value.
Wrong parameter length.
Wrong parameter value range.
Quota exceeded.

Missing parameter.
Insufficient resources.
Unauthorized operation.

Unsupported operation.
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ModifyLoadBalancerAttributes
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to modify the attributes of a CLB instance, such as name and cross-region attributes.

Note: For CLB instances of bill-by—CVM users, cross—region attributes can be set only after a bandwidth
package is purchased.This is an asynchronous API. After it returns a result successfully, the obtained
RequestID should be used as an input parameter to call the DescribeTaskStatus API, for checking whether

this task succeeds.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for
Action Yes String this API:
ModifyLoadBalancerAttributes.

Common Params. The value used for

Version Yes String .
this API: 2018-03-17.
Region No String CommorT Params. This parameter is
not required for this API.
LoadBalancerld Yes String Unique CLB ID
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LoadBalancerName
TargetRegioninfo

InternetChargelnfo

LoadBalancerPassToTarget No

SnatPro

DeleteProtect

ModifyClassicDomain

No String
No TargetRegioninfo
No InternetAccessible

Boolean
No Boolean
No Boolean
No Boolean

3. Output Parameters

Parameter
Type
Name
DealName String
Requestld String
4. Example

Description

Cloud Load Balancer

CLB instance name

The backend service information of
cross-region binding 1.0

Network billing parameter

Whether the target opens traffic from
CLB to the internet. If yes (true), only
security groups on CLB will be
verified; if no (false), security groups
on both CLB and backend instance
need to be verified.

Whether to enable cross-region
binding 2.0

Specifies whether to enable deletion
protection.

Modifies the second-level domain
name of CLB from mycloud.com to
tencentclb.com. Note that the sub-
domain names will be changed as
well. After the modification,
mycloud.com will be invalidated.

This parameter can be used to query whether CLB billing mode switch is

successful.

Note: this field may return null, indicating that no valid values can be obtained.

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.
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Example1 Renaming a CLB instance

Modifies a CLB instance.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyLoadBalancerAttributes

<Common request parameters>

{

"LoadBalancerName": "newlbname",
"LoadBalancerId": "lb-6efswuxa"

}

Output Example

{

"Response": {
"DealName": null,
"RequestId": "78a40898-8210-44c7-8bc6-£83e50878d12"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

©2013-2025 Tencent Cloud. =& #2] 28 m| o] %] 69 (¥ 595%")


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/clb/v20180317/ClbClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Clb/V20180317/ClbClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/clb/v20180317/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Clb/V20180317/ClbClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/clb/src/v20180317/ClbClient.cpp

&2 Tencent Cloud

® Tencent Cloud CLI 3.0

6. Error Code

Cloud Load Balancer

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

FailedOperation.ResourcelnOperating

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameter.LBIdNotFound
InvalidParameter.RegionNotFound
InvalidParameterValue
InvalidParameterValue.Duplicate
InvalidParameterValue.Length
LimitExceeded
MissingParameter
Resourcelnsufficient

UnauthorizedOperation
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Description

Operation failed.

The specified resource is currently being operated. Please try

again later.

Internal error.

Parameter error.

Wrong parameter format.
Wrong CLB instance ID.
Invalid region.

Incorrect parameter value.

Duplicate parameter value.

Wrong parameter length.
Quota exceeded.
Missing parameter.
Insufficient resources.

Unauthorized operation.
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DescribelLoadBalancersDetail
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to query CLB instance details, including listener, rules, and target real servers.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String . .
DescribelLoadBalancersDetail.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
o Number of CLB instance lists returned. Default value: 20;
Limit No Integer .
maximum value: 100.
Starting offset of the CLB instance list returned. Default value:
Offset No Integer 0
Fields.N No Array List of fields. Only fields specified will be returned. If it’s left
of blank, null is returned. The fields LoadBalancerId and

String

©2013-2025 Tencent Cloud. =& #2] 28 m|o]Z] 71 (& 595%)


https://console.intl.cloud.tencent.com/api/explorer?Product=clb&Version=2018-03-17&Action=DescribeLoadBalancersDetail
https://intl.cloud.tencent.com/document/api/214/33792
https://intl.cloud.tencent.com/document/api/214/33792
https://intl.cloud.tencent.com/document/api/214/33792
https://intl.cloud.tencent.com/document/api/214/33792

&2 Tencent Cloud Cloud Load Balancer

LoadBalancerName are added by default. For details about
fields, see LoadBalancerDetail.

When the Fields include Targetld, TargetAddress, TargetPort,
TargetWeight, Listenerld, Protocol, Port, Locationld, Domain,
and Url, you should select exporting the Target of the target
group or a non-target group. Valid values: NODE, GROUP.

TargetType No String

Filter condition of querying lists describing CLB instance details:
e |oadbalancer-id — String — Required: no — (Filter condition)
CLB instance ID, such as "Ib-12345678".

* project-id — String — Required: no — (Filter condition) Project
ID, such as "0" and "123".

* network — String — Required: no — (Filter condition) Network
type of the CLB instance, such as "Public" and "Private".

* vip - String — Required: no - (Filter condition) CLB instance
VIP, such as "1.1.1.1" and "2204::22:3".

* target-ip — String — Required: no — (Filter condition) Private
IP of the target real servers, such as"1.1.1.1" and "2203::214:4".

* vpcid - String — Required: no - (Filter condition) Identifier of
the VPC instance to which the CLB instance belongs, such as
"vpc-12345678".

e zone - String — Required: no - (Filter condition) Availability
zone where the CLB instance resides, such as "ap—guangzhou—
1"

e tag-key — String — Required: no - (Filter condition) Tag key
of the CLB instance, such as "name".

e tag:* — String — Required: no - (Filter condition) CLB instance
tag, followed by tag key after the colon ":'. For example, use
{"Name": "tag:name","Values": ["zhangsan", "lisi"]} to filter the
tag key “name” with the tag value “zhangsan” and “lisi”.

e fuzzy-search — String — Required: no - (Filter condition)
Fuzzy search for CLB instance VIP and CLB instance name, such

Array
Filters.N No of
Filter

as "1.1".
3. Output Parameters
Parameter Name Type Description
TotalCount Integer Total number of lists describing CLB instance details.
LoadBalancerDetailSet Array of List of CLB instance details.
LoadBalancerDetail Note: this field may return null, indicating that no valid

values can be obtained.
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Requestld String

4. Example

Examplel Querying CLB Instance Details

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com

Content-Type: application/json

Cloud Load Balancer

The unique request ID, generated by the server, will
be returned for every request (if the request fails to
reach the server for other reasons, the request will
not obtain a Requestld). Requestld is required for
locating a problem.

X-TC—-Action: DescribeloadBalancersDetail

<Common request parameters>

{
"Limit" . "2",
"Offset": "5"
t

Output Example

{

"Response": {

"TotalCount": O,
"LoadBalancerDetailSet": [],

"RequestId": "d09b91ba-a8le—-4ca3-b423-c64e60127c64"

4
}

5. Developer Resources

SDK

©2013-2025 Tencent Cloud. 2 & H g 2§,

H| o] #] 73 (& 595%)



@ Tencent Cloud Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
® Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description

FailedOperation Operation failed.

InternalError Internal error.

InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.lnvalidFilter Incorrect Filter parameter.
InvalidParameterValue.Length Wrong parameter length.
InvalidParameterValue.Range Wrong parameter value range.
UnauthorizedOperation Unauthorized operation.
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DeleteLoadBalancer
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (DeleteLoadBalancer) is used to delete one or more specified CLB instances.
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned Requestld as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String
DeleteLoadBalancer.
. . Common Params. The value used for this API: 2018-
Version Yes String
03-17.
Common Params. This parameter is not required for
Region No String . 'SP I qu!
this API.
LoadBalancerids.N Yes Arr?y of Array of ||?S of the CLB instances to be deleted. Array
String length limit: 20.

3. Output Parameters
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Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Deleting a CLB instance

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DeletelLoadBalancer
&LoadBalancerIds.O=1b-hsb93ubo

&<Common request parameters>

Output Example

{
"Response": {

"RequestId": "dbl141822-c025-4765-88d4-02bdeclOeb67ed"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

¢ Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
® Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++
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Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

Cloud Load Balancer

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameter.LBIdNotFound
InvalidParameterValue
InvalidParameterValue.Length
LimitExceeded
Resourcelnsufficient

UnauthorizedOperation

©2013-2025 Tencent Cloud. =& @] 28,

Description

Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Wrong CLB instance ID.
Incorrect parameter value.
Wrong parameter length.
Quota exceeded.
Insufficient resources.

Unauthorized operation.
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Listener APIs
Createlistener
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to create a listener for a CLB instance.
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus APl with the

returned Requestld as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String .
CreatelListener.
Version Ves Strin Common Params. The value used for this API:
9 2018-03-17.
Common Params. This parameter is not
Region No String ) . P
required for this API.
LoadBalancerld Yes String CLB instance ID
Ports.N Yes Array of Specifies for which ports to create listeners.
Integer Each port corresponds to a new listener.
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Protocol

ListenerNames.N

HealthCheck

Certificate

SessionExpireTime

Scheduler

SniSwitch

TargetType

SessionType

Yes

No

No

No

No

No

No

No

No

String

Array of String

HealthCheck

Certificatelnput

Integer

String

Integer

String

String
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Listener protocol. Values: TCP | UDP | HTTP |
HTTPS | TCP_SSL | QUIC

List of names of the listeners to be created.
The array of names and array of ports are in
one-to-one correspondence. If you do not
want to name them now, you do not need to
provide this parameter.

Health check parameter. It is only applicable
only to TCP, UDP, TCP_SSL and QUIC
listeners.

Certificate information. This parameter is only
applicable to TCP_SSL listeners and HTTPS
listeners with the SNI feature not enabled.

Certificate and MultiCertInfo
cannot be specified at the same time.

Session persistence time in seconds. Value
range: 30-3,600. The default value is O,
indicating that session persistence is not
enabled. This parameter is applicable only to
TCP/UDP listeners.

Listener forwarding mode. Values: WRR
(weighted round robin) and LEAST_CONN
(least connections).

Default value: WRR . This parameter is only
applicable to TCP, UDP, TCP_SSL and QUIC
listeners.

Whether to enable the SNI feature. This
parameter is applicable only to HTTPS listeners

Target real server type. NODE : binding a
general node; TARGETGROUP : binding a
target group.

Session persistence type. Valid values: Normal:
the default session persistence type; QUIC_CID:
session persistence by QUIC connection ID.
The quIc_ciD value can only be configured
in UDP listeners. If this field is not specified,
the default session persistence type will be
used.
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KeepaliveEnable

EndPort

DeregisterTargetRst

MultiCertInfo

MaxConn

MaxCps

IdleConnectTimeout

SnatEnable
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No

No

No

No

No

No

No

No

Integer

Integer

Boolean

MultiCertInfo

Integer

Integer

Integer

Boolean

Cloud Load Balancer

Whether to enable a persistent connection. This
parameter is applicable only to HTTP and
HTTPS listeners. Valid values: O (disable;
default value) and 1 (enable).

This parameter is used to specify the end port
and is required when creating a port range
listener. Only one member can be passed in
when inputting the Ports parameter, which
is used to specify the start port. If you want to
try the port range feature, please submit a
ticket.

Whether to send the TCP RST packet to the
client when unbinding a real server. This
parameter is applicable to TCP listeners only.

Certificate information. You can specify
multiple server—side certificates with different
algorithm types. This parameter is only
applicable to HTTPS listeners with the SNI
feature not enabled. Certificate and

MultiCertInfo cannot be specified at the
same time.

Maximum number of concurrent listener
connections. It's available for
TCP/UDP/TCP_SSL/QUIC listeners. If it's set
to -1 or not specified, the listener speed is
not limited.

Maximum number of new listener connections.
It's available for TCP/UDP/TCP_SSL/QUIC
listeners. If it's set to -1 or not specified, the
listener speed is not limited.

Connection idle timeout period (in seconds). It's
only available to TCP listeners. Value range:
300-900 for shared and dedicated instances;
300-2000 for LCU-supported CLB instances.
It defaults to 900. To set a period longer than
2000 seconds (up to 3600 seconds), please
submit a submit.
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FullEndPorts.N No Array of
Integer

3. Output Parameters

Parameter L
Type Description

Name
Array

Listenerlds of Array of unique IDs of the created listeners
String

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Creating an HTTPS Listener and Binding an Existing Certificate

This example shows you how to create an HTTPS listener and bind an existing certificate.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: Createlistener

<Common request parameters>

{

"Protocol": "HTTPS",
"Ports": [

"7572"

1y

"Certificate": {

"SSLMode": "UNIDIRECTIONAL",
"CertId": "MsJyaXvm"

H
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"LoadBalancerId": "lb-cuxw2rmQO"

}

Output Example

{

"Response": {

"ListenerIds": |

"lbl-bzfmg9m6"

1y

"RequestId": "6082314c-030c-429d-9eae-2dc6bl15905b9"
}

}

Example2 Creating a TCP Listener and Configuring the Health Check Settings

This example shows you how to create a TCP listener and configure the health check settings.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: Createlistener

<Common request parameters>

{

"HealthCheck": {
"UnHealthNum": "4",
"HealthNum": "4",
"IntervalTime": "7",
"TimeOut": "5",
"HealthSwitch": "1"
b

"Protocol": "TCP",
"Ports": [

"7571"

1,

"LoadBalancerId": "lb-cuxw2rmQO"

}

Output Example
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{

"Response": {
"ListenerIds": [
"1bl-4fbxg45k"

I
"RequestId": "db8ae69f-ebda-402b-8d02-ead459%9aa6f£f9o"

}
}

Example3 Creating an HTTPS Listener and Binding a New Certificate

This example shows you how to create an HTTPS listener and bind a new certificate.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: Createlistener

<Common request parameters>

{

"Protocol": "HTTPS",

"Ports": [

"7573"

1y

"Certificate": {

"SSILMode": "UNIDIRECTIONAL",

"CertContent": "—-———— BEGINCERTIFICATE————-— \\nMIIEJTCCA3WgAWIBAgIQA4ZHUAVOV4yrszl3

1Lfo3TANBgkghkiG9wOBAQSFADByY\ \nMQswCQYDVQQGEwWJIDT jE1MCMGALUEChMcVHJI1c3RBc21hIFR1Y2
hub2xvZ211cywg\\nSW5jLIEAMBSGA1UECXMURGItYWIuIFZhbGlkYXR1ZCBTUOwxXxHTALBgNVBAMTFFRy
\\NndXNOQXNpYSBUTFMgUINBIENBMB4XDTE4MDEWOTAWMDAWME 0oXDTESMDEWOTEYMDAW \ \nMF owF JEUMBT
GA1UEAXMLZmx5Zmx5Lm5hbWUwggEiMAOGCSgGSIb3DQEBAQUAALA IR\ \nDwAwWggEKAOIBAQClpnigB7r3a
hv7BMuQw9KzB9Yfq3p+cRUbX9EMRyri2GrIbmrP \ \npESP8XQuIn4MZESvePROr4gGHAHVri8nXzyQw6 /
m77BT/£fIf4cQtEyz61gopD]1Yg\\nbLTAKVEGFhGVikvQPoItOYbA9/12YwtDEN18wBhcFrghWTRifnFSC
ObNPJjlot5eu\\nL8x5U0ZLSa%aQCm2/RQUB11i5w3YBh+HmJIgh7HPs800HKVScBo6eAyOcr+HNrA8W\ \n
KsM6r4LpS+Rpfng7+fAKGE+vEsssXfRMBToO0TPp+h8ohuM8xqu jbK+T7LMEXNWNI\\n3FGYuuH+gqmPvx/
gAXFJLARKVyf0IsNnu6TLLAGMBAAG)ggF5MIIBATAfBgNVHSME\ \nGDAWGBR/05nz0ECcOMQOBWViKOt 8ye
3coBijAdBgNVHQ4EFgQUUCH9/Hmfgli5URvx\ \nAbSDNsDCCqcwIwYDVRORBCAWHOILZmx5Zmx5Lm5hbW
WCD3d3dy5mbHImbHkubmFt \\nZTAOBgNVHQ8BAf8EBAMCBaAwWHQYDVRO1BBYWFAYIKWwYBBQUHAWEGCCSG
AQUFBWMC\\NMEWGA1UdIARFMEMWNWYJYIZIAYb9bAECMCoWKAYIKWwYBBQUHAGEWHGhOdHBZz018v\\nd3d
3LmRpZ215ZXJ0LmNvbS ODUFMwCAYGZ4EMAQIBMIGBBggrBgEFBQCBAQRIMHMw\ \nJQY IKwYBBQUHMAGGG
WhOdHA6Ly9vY3NwMi5kaWdpY2VydC5jb20wSgY IKwYBBQUH\ \nMAKGPmMhO0dHA6Ly9jYWNlcnRzLmRpZz21
0YWxjZXJ0dmF saWRhdG1vbi5jb20vVHI1I\\nc3RBc21hVEXTUINBQOEuY3J0OMAKGALUdEWQCMAAWDQYJK
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0ZThvcNAQELBQADggEB\ \nADstNGggYXG6eBDcBGVZk6DnJdS4GYdSzFZgCwt298cPMmZj107VMOQsB5K
8V5Zd\\nzJ15c704tEXiGP+1k0TVggP/CkcMXcpxeKB941dyX9ILii/L4hI9j7hVrLVMleAn\\nfS66Yg
65xIYUSPAFtP3uhI9WAhE3nYRngyoHAAM]IvuObgGPYbgpnHYp8fmjyetF\\nC9CZc jkgHmwTSpjXuF jb
DLx/BXd1Q81TNXwv8alkuXKfIJ5tW21H372GmQb8I30I\\nPREP38t1BbmfEudp/7+UzwwuQuD8cEUVUG/

x7cUN2uUAGiZGoohydrORWm8kgdNY9c\\nYOuRvokzVT41lsaln5LKkKxw=\\n————— ENDCERTIFICATE——
-—=" 4

"CertName": "my-cert",

"CertKey": "————- BEGINRSAPRIVATEKEY-————— \\nMITEOATIBAAKCAQEApazZ4oRAe6920b+wTLkMPSswW

fWH6t 6£nEVG1/RDEcq4thqyW5g\\nz6REJ/FOLiJ+DGREr3j0dK+IBhwBladvJ188kMOv5u+wU/3yH+HE
LRMs+t YKKQ5WA\nKmyOwC1XxhYR1YpLOD6CLTMGWP £ 5dmMLQOxDZfMAYXBa4Ivk0Yn5xUgtGzT49aLeX\\
nri/MevDmSOmvZGkAptvOUFAYoucN2AYfh51YG+xz7PDgBylUnAaOngMijnK/hzawP\\nFirDOg+C6Uvka
X540/nwChhPrxbLLF30TAU6NEZz6f0ofKIbjPMaro2yvk+yzBFzVi\\nfdxRmLrh/qpj78f4AFxYywESlcn
9CLDZ7ukyywIDAQABAOH/KoiULD7g9kAEZrQp\\nl1SQusYVRI+E8xeVUdQhHcfCyAUkIAEpZzV2TtLd+D
FgKrbTvITBT+vd9sYtdU6K7\\nZ8cMcMoSpNMg+/+wK/b/m41/6EqEt 8HDbONpSBBEeWUxQM4 fumnsFBc
Xtew6iCtu\\n2vzN7G2IwqUSxI5nbY2SektZ4g5ZRVWEND6gES51ugecqo4i6hA/TYsJILZ63L+Ux0A\ \nnm
0AsmtMct+DT13NAlpyi6feDQCrlcxcSpgfhfgkWpawdVSxtxKvIn044iRBXb7Y\\NRcW/8YYUL1PrTIhhE
9ANES7g8mnAgBHRryxulUotXkk7Vot THDbTOO0g5KvO2bZ2T6z\\nvQ4BA0GBANqoZE /wAR4 1wbJ 7TKwyblx
yegI3Y9IXYtkPLZ1LK+GbCaC9UHNhPgSdaH\\nWPoc3rtm8tOFQc7OMIFt xTLwQ3wEeSO4BFckVHgywuJo
GRw1ZYxN8VAzHF1Gc/J1\\nYcX0CDBuKgcO0Cx1hM7tDAzOgcfJROEFRVhvLCUAA9hUoeN3Eet SBAOGBAM
HwnjWc\\n+Y/vBW5yCefQcigppaylwB89H6kds+p0fD1VZQ080VB3b61t 6VXO0YAZY4abOjxK\ \nAfNyV
QcOEuO3gt Zp3THK3fkV6bKaNHG4 1Ang32VIW3XGb+MeEkJZwIk4JFbLrz81n\\nte4M9IP jVpYUEQCJIZvU
rhd+LJRUbTTUXIHFLAOGAUOKIp/KwaNB5aDgERXGIkbUI\\nKEYz+YMSTZbSSImduKR/2uc7DUxKP3kcR
WiW2y8xSZ/VViXghXLSAzp/x+gqAIjzA\\nO1nQHFDf60x0+3HNsSCZCWnpr04yvO+S8jT8GGOLNMASWMVz
U8PpsbglglmXWOfhh\\nvIW0IvX6vkXB+FgHMYECgYBrsJe5P4QYV20VrP8xGL78T51uY89tyTwIWZSbt T
mdY\\nUsG8+wNjgh6iF8EUY5usGlztdg580ob+51cf/FeKIJTfI56yjnKDXfxToycYwjhbVA\\nEv0ZQYXP
OwOGJmbXEk1ClagV4nlL5enQ2KMCtWegM/KE4H3JyvZYbeRaEvIPNoFO\\nRwKBgBs+g0d81lufZSuTBlx
fivDwrNV6LNzrgnwsTn+H/T7/MfyoIEkT3nSGjanQHF\\nwzPYyUpQOx50zNZplZEzKeW3GXVWJK+bfK1A7
fmrZwDa8/JR6kTfCmc3WRrrQ92yg\\nlFRW1kinLCP5y56SJEBz+DRSYV7gl 9wOHyaM23sHkbCFOHAaN \

ty

"LoadBalancerId": "lb-cuxw2rmO"

}

Output Example

{

"Response": {

"ListenerIds": [

"1lbl-1bbxvg26"

1y

"RequestId": "fff13c83-dcb5-48la-ba7c—-30e92c276cl9"
}

}

Example4 Creating a UDP Listener with the Default Ping Health Check

©2013-2025 Tencent Cloud. =& #2] 28 H o] Z] 84 (& 595%)



&2 Tencent Cloud Cloud Load Balancer

This example shows you how to create a UDP listener with the default Ping health check.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: Createlistener

<Common request parameters>

{

"HealthCheck": {
"HealthSwitch": "1"
|

"Protocol": "UDP",
"ListenerNames": [
"lis test"

I

"Ports": [

"432"

I
"LoadBalancerId": "lb-6wlxe9rj"
}

Output Example

{

"Response": {
"ListenerIds": [
"lbl-aev333nl"

I
"RequestId": "3b81f03e-6088-448d-abaf-8a487d4£f985a"
}
}

Example5 Creating Two TCP Listeners (Respectively Named lisO and lis1) to Respectively
Listen on Ports 7569 and 7570

This example shows you how to create two TCP listeners (respectively named lisO and lis1) to respectively
listen on ports 7569 and 7570.

Input Example
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POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: Createlistener

<Common request parameters>

{

"ListenerNames": [
"lisl",

"lisO"

1,

"Protocol": "TCP",
"Ports": [

"7570",

"7569"

1,

"LoadBalancerId": "lb-cuxw2rmQO"

}

Output Example

{

"Response": {
"ListenerIds": [
"lbl-dlubsydqg",
"lbl-4udz130k"

I
"RequestId": "8f272cef-14ff-458c-b67e-1bd21bd2942b"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
® Tencent Cloud SDK 3.0 for Java
¢ Tencent Cloud SDK 3.0 for PHP
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Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.

The specified resource is currently being operated. Please tr
FailedOperation.ResourcelnOperating P y g op y

again later.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.

List t checks fail t t flict th
InvalidParameter PortCheckFailed istener port checks failed due to port conflicts or other

reasons.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
MissingParameter Missing parameter.
Resourcelnsufficient Insufficient resources.
UnauthorizedOperation Unauthorized operation.
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CreateRule

% Z 9ddo|E Y}:: 2025-08-22 15:57:40

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (CreateRule) is used to create a forwarding rule under an existing layer—7 CLB listener, where real
servers must be bound to the rule instead of the listener.
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String
CreateRule.
. . Common Params. The value used for this API: 2018-
Version Yes String
03-17.
Region No String C(?mmon Params. This parameter is not required for
this API.
LoadBalancerld Yes String CLB instance ID
Listenerld Yes String Listener ID
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Rules.N Yes Array of Information of the new forwarding rule
Rulelnput

3. Output Parameters

Parameter o
Type Description

Name
Array

Locationlds of Array of unique IDs of created forwarding rules
String

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Creating a forwarding rule

Input Example

https://clb.intl.tencentcloudapi.com/?Action=CreateRule
&LoadBalancerId=lb-cuxw2rm0

&ListenerId=1bl-4fbxg45k

&Rules.0.Domain=foo.net

&Rules.0.Url=/bar

&<Common request parameters>

Output Example

{

"Response": {

"LocationIds": [

"loc-ho6lvh8m"

I

"RequestId": "6c915c06-53e0-4717-9358-09032cf47£08"
}

}

©2013-2025 Tencent Cloud. =& #2] 28 m| o] 7] 89 (& 595%)


https://intl.cloud.tencent.com/document/api/214/33848#RuleInput

@ Tencent Cloud Cloud Load Balancer

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

* Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
MissingParameter Missing parameter.
Resourcelnsufficient Insufficient resources.
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UnauthorizedOperation Unauthorized operation.
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DescribelListeners

% Z ddo|E I:: 2025-08-22 15:57:38

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to get the list of listeners by CLB ID, listener protocol, or listener port. If no filter is

specified, all listeners for the CLB instance will be returned.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String o
DescribeListeners.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API
LoadBalancerld Yes String CLB instance ID.
Array
Listenerlds.N No of Array of CLB listener IDs to query (100 IDs at most).
String
. Type of the listener protocols to be queried. Values: TCP ,
Protocol No String

ubpP , HTTP , HTTPS , TCP_SSL and QUIC".
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Port No Integer Port of the listeners to be queried

3. Output Parameters

Parameter
Type Description
Name
Array of
Listeners ) Y Listener list
Listener
Total number of listeners (with filters of port, protocol, and listener ID
applied).
TotalCount Integer PP

Note: This field may return null , indicating that no valid values can be
obtained.

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Querying Listeners by Port, Protocol, and Listener ID

Input Example

https://clb.intl.tencentcloudapi.com/?Action=Describelisteners
&LoadBalancerId=lb-anig7ewx

&Protocol=TCP

&Port=333

&ListenerIds.0=1bl-hd9nfp6o

&<Common request parameters>

Output Example

{
"Response": {
"TotalCount": 1,

"Listeners": [

{

"ListenerId": "1lbl-hd9nfpb6o",
"ListenerName": "12345",
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"CreateTime": "2020-12-31 12:03:36",
"Protocol": "TCP",
"Port": 333,

"EndPort": O,
"HealthCheck": {
"HealthSwitch": 1,
"TimeOut": 2,
"IntervalTime": 5,
"HealthNum": 3,
"UnHealthNum": 3,
"CheckPort": null,
"CheckType": "TCP",
"HttpCheckDomain": null,
"HttpCheckPath": null,
"HttpCheckMethod": null,
"HttpVersion": null,
"HttpCode": null,
"ContextType": null,
"SendContext": null,
"RecvContext": null,
"ExtendedCode": null,
"SourceIpType": O

b

"Certificate": null,
"Scheduler": "WRR",
"SessionExpireTime": O,
"SniSwitch": O,

"Rules": null,
"TargetType": "NODE",
"TargetGroup": null,
"KeepaliveEnable": null,
"SessionType": "NORMAL",
"Toa": false,
"DeregisterTargetRst": false,
"MaxConn": 100,
"MaxCps": 100,
"IdleConnectTimeout": O,
"AttrFlags": [

"abc"

1y

"TargetGroupList": null
}

1y

"RequestId": "3ddae670-4a89-4919-af6e-0d6bf195c92e"
}

}
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Example2 Querying the Information of All Listeners of a CLB Instance

Input Example

https://clb.intl.tencentcloudapi.com/?Action=Describelisteners
&LoadBalancerId=lb-anig7ewx

&<Common request parameters>

Output Example

{
"Response": {
"TotalCount": 1,

"Listeners": [

{

"ListenerId": "1lbl-hd9nfp6o",
"ListenerName": "12345",
"CreateTime": "2020-12-31 12:03:36",
"Protocol": "TCP",

"Port": 333,

"EndPort": O,
"HealthCheck": {
"HealthSwitch": 1,
"TimeOut": 2,
"IntervalTime": 5,
"HealthNum": 3,
"UnHealthNum": 3,
"CheckPort": null,
"CheckType": "TCP",
"HttpCheckDomain": null,
"HttpCheckPath": null,
"HttpCheckMethod": null,
"HttpVersion": null,
"HttpCode": null,
"ContextType": null,
"SendContext": null,
"RecvContext": null,
"ExtendedCode": null,
"SourcelpType": O

b

"Certificate": null,
"Scheduler": "WRR",
"SessionExpireTime": O,
"SniSwitch": O,
"Rules": null,

"TargetType": "NODE",
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"TargetGroup": null,
"KeepaliveEnable": null,

"SessionType": "NORMAL",
"Toa": false,
"DeregisterTargetRst": false,

"MaxConn": 100,
"MaxCps": 100,
"IdleConnectTimeout": O,
"AttrFlags": [

"abc"

1,
"TargetGroupList": null

}

1,
"RequestId": "3ddae670-4a89-4919-af6e-0d6b£f195c92e"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

® Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.
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Error Code

FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameter.LBIdNotFound
InvalidParameter.RegionNotFound
InvalidParameterValue
InvalidParameterValue.InvalidFilter
InvalidParameterValue.Length

UnauthorizedOperation
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Description

Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Wrong CLB instance ID.

Invalid region.

Incorrect parameter value.
Incorrect Filter parameter.
Wrong parameter length.

Unauthorized operation.
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ModifyListener
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (ModifyListener) is used to modify the attributes of a CLB listener, such as listener name, health
check parameter, certificate information, and forwarding policy.
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String o
ModifyListener.

Common Params. The value used for this API:

Version Yes String
2018-03-17.
C P . This parameter is not
Region No String om.mon arams s P !
required for this API.
LoadBalancerld Yes String CLB instance ID
Listenerld Yes String CLB listener ID
ListenerName No String New listener name
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SessionExpireTime

HealthCheck

Certificate

Scheduler

SniSwitch

TargetType

KeepaliveEnable

DeregisterTargetRst

SessionType

No

No

No

No

No

No

No

No

No

Integer

HealthCheck

Certificatelnput

String

Integer

String

Integer

Boolean

String
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Session persistence time in seconds. Value
range: 30-3,600. The default value is O,
indicating that session persistence is not
enabled. This parameter is applicable only to
TCP/UDP listeners.

Health check parameter. It is only applicable
only to TCP, UDP, TCP_SSL and QUIC
listeners.

Certificate information. This parameter is only
applicable to HTTPS/TCP_SSL/QUIC listeners.

Certificate and MultiCertInfo
cannot be both specified.

Listener forwarding method. Valid values: WRR,
LEAST_CONN.These values respectively
indicate weighted round robin and least
connections. The default value is WRR.Use
cases: This applies to
TCP/UDP/TCP_SSL/QUIC listeners. The
balancing method for Layer-7 listeners should
be modified in the forwarding rules.

Whether to enable the SNI feature. This
parameter applies only to HTTPS listeners. The
default value is 0O, indicating disabled, and 1
indicates enabled. Note: The SNI feature can be
enabled for listeners that have not enabled SNI,
but cannot be disabled for listeners that have
enabled SNI.

Target backend type. NODE : A single node;
TARGETGROUP : A target group.

Whether to enable long connections. This
parameter applies only to HTTP and HTTPS
listeners.The default value is 0, indicating
disabled, and 1 indicates enabled.

Whether to send the TCP RST packet to the
client when unbinding a real server. This
parameter is applicable to TCP listeners only.

Session persistence type. NORMAL indicates
the default session persistence type, and
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MultiCertinfo No MultiCertinfo
MaxConn No Integer
MaxCps No Integer
IdleConnectTimeout No Integer
SnatEnable No Boolean
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QUIC_CID indicates session persistence by
QUIC connection ID. QUIC_CID only supports
UDP protocols.Use cases: This applies to
TCP/UDP/TCP_SSL/QUIC listeners.

Certificate information. You can specify
multiple server—side certificates with different
algorithm types. This parameter is only
applicable to HTTPS listeners with the SNI
feature not enabled. Certificate and

MultiCertInfo cannot be specified at the
same time.

Maximum number of concurrent connections at
the listener level. This parameter is supported
only for LCU-supported instances with
TCP/UDP/TCP_SSL/QUIC listeners currently.
Value range: 1 to the maximum number of
concurrent connections for the instance
specification. —1 indicates that no limit is set on
the concurrent connections at the listener level.
Classic network instances do not support this
parameter.

Maximum number of new connections at the
listener level. This parameter is supported only
for LCU-supported instances with
TCP/UDP/TCP_SSL/QUIC listeners currently.
Value range: 1 to the maximum number of new
connections for the instance specification. -1
indicates that no limit is set on the new
connections at the listener level. Classic
network instances do not support this
parameter.

Connection idle timeout period (in seconds).
It’s only available to TCP listeners. Value range:
300-900 for shared and dedicated instances;
300-2000 for LCU-supported CLB instances.
It defaults to 900. To set a period longer than
2000 seconds (up to 3600 seconds), please
submit a submit.

Whether to enable SNAT.
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Modifying the Certificate Bound to an HTTPS Listener

This example shows you how to modify the certificate bound to an HTTPS listener.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyListener

<Common request parameters>

{

"ListenerId": "1lbl-4fbxg45k",
"Certificate": {

"SSLMode": "UNIDIRECTIONAL",
"CertId": "Nb1DY3hQ"

b

"LoadBalancerId": "lb-cuxw2rmQO"

}

Output Example

{

"Response": {

"RequestId": "b64574f9-5bc7-4a63-a9d7-3671b6a6d62b"
}

}
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Example2 Modifying the Name, Health Check Parameters, and Forwarding Policy of a TCP
Listener

This example shows you how to modify the name, health check parameters, and forwarding policy of a TCP

listener.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyListener

<Common request parameters>

{
"HealthCheck": {

"UnHealthNum": "5",
"HealthNum": "5",
"IntervalTime": "60",
"TimeOut": "35",
"HealthSwitch": "1"

b

"LoadBalancerId": "lb-cuxw2rmO",
"ListenerId": "lbl-dlubsydq",
"ListenerName": "newlis",
"Scheduler": "LEAST_CONN",
"SessionExpireTime": "120"

}

Output Example

{

"Response": {

"RequestId": "8cd88c83-fd30-47c0-8e7a-89bfl13a7a83c"
}

}

5. Developer Resources

SDK

©2013-2025 Tencent Cloud. =& #2] 28 H| o] Z] 102 (& 595%)



@ Tencent Cloud Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.

The specified resource is currently being operated. Please tr
FailedOperation.ResourcelnOperating P Y gop Y

again later.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
MissingParameter Missing parameter.
UnauthorizedOperation Unauthorized operation.
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ModifyRule
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (ModifyRule) is used to modify the attributes of a forwarding rule under a layer-7 CLB listener, such
as forwarding path, health check attribute, and forwarding policy.
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String .
ModifyRule.

Common Params. The value used for this API:

Version Yes String
2018-03-17.

Region No String Common Params. This parameter is not required
for this APL.

LoadBalancerld Yes String CLB instance ID

Listenerld Yes String CLB listener ID

Locationld Yes String ID of the forwarding rule to be modified.
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New forwarding path of the forwarding rule. This
parameter is not required if the URL does not need
to be modified.

Health check information

Request forwarding method of the rule. Value
range: WRR, LEAST_CONN, IP_HASH

They represent weighted round robin, least
connections, and IP hash, respectively. Default
value: WRR.

Session persistence duration, in seconds. Value
range: 0 or 30-86400.

Forwarding protocol between a CLB instance and
the real server. Default value: HTTP. Valid values:
HTTP, HTTPS, GRPC. This parameter is valid only
for HTTPS listeners.

TRPC callee server route, which is required when
ForwardType is "TRPC". This is now only for

internal usage.

TRPC calling service API, which is required when
ForwardType is "TRPC". This is now only for

internal usage.

OAuth configuration information.

The unique request ID, generated by the server, will be returned for every

request (if the request fails to reach the server for other reasons, the request

will not obtain a Requestld). Requestld is required for locating a problem.

Url No String
HealthCheck No HealthCheck
Scheduler No String
SessionExpireTime No Integer
ForwardType No String
TrpcCallee No String
TrpcFunc No String
OAuth No OAuth
3. Output Parameters
P t
arameter Type Description
Name
Requestld String
4. Example

Example1 Modifying the health check parameter and forwarding policy of a forwarding rule
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Modifies the health check parameter and forwarding policy of a forwarding rule

Input Example

https://clb.intl.tencentcloudapi.com/?Action=ModifyRule
&LoadBalancerId=lb-cuxw2rm0
&ListenerId=1bl-4fbxqg45k
&LocationId=loc-9dr7bsl3

&Url=/bar

&Scheduler=LEAST_ CONN
&SessionExpireTime=75
&HealthCheck.HealthSwitch=1
&HealthCheck.IntervalTime=50
&HealthCheck.HealthNum=3
&HealthCheck.UnHealthNum=3
&HealthCheck.HttpCode=7
&HealthCheck.HttpCheckPath=/check
&HealthCheck.HttpCheckDomain=foo.net
&HealthCheck.HttpCheckMethod=GET

&<Common request parameters>

Output Example

{
"Response": {
"RequestId": "6d846dfd-27f3-4d74-bc00-ec9ae0570cbO"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

¢ Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET
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¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.

The specified resource is currently being operated. Please tr
FailedOperation.ResourcelnOperating P 4 9 op 4

again later.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
MissingParameter Missing parameter.
UnauthorizedOperation Unauthorized operation.
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ModifyDomain

% Z ddo|E I:: 2025-08-22 15:57:38

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl (ModifyDomain) is used to modify a domain name under a layer-7 CLB listener.
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Zz:::eter Required Type Description

Action Yes String Common Params. The value used for this APIl: ModifyDomain.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
LoadBalancerld Yes String CLB instance ID.

Listenerld Yes String CLB listener ID.

Domain Yes String Legacy domain name under a listener.

NewDomain Yes String New domain name. Length limit: 1-120. There are three usage

formats: non-regular expression, wildcard, and regular
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expression. A non-regular expression can only contain letters,

digits, "-", and ".". In a wildcard, "*" can only be at the

beginning or the end. A regular expressions must begin with a

3. Output Parameters

Parameter L
Type Description
Name
The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.
4. Example

Example1 Modifying the domain name of a forwarding rule under an HTTP listener

Input Example

https://clb.intl.tencentcloudapi.com/?Action=ModifyDomain
&LoadBalancerId=1lb-cuxw2rm0

&ListenerId=1bl-dlubsydg

&Domain=foo.net

&NewDomain=bar.net

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "db141822-c025-4765-88d4-02bdeclOe67ed"
}

}

5. Developer Resources

SDK
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TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
UnauthorizedOperation Unauthorized operation.
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ModifyDomainAttributes
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to modify the domain name-level attributes of a layer—7 listener's forwarding rule, such as
modifying the domain name, changing the DefaultServer, enabling/disabling HTTP/2, and modifying
certificates.

This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned Requestld as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this

Action Yes String . . .

API: ModifyDomainAttributes.
) ) Common Params. The value used for this

Version Yes String
API: 2018-03-17.

Region No String Com.mon Params. This parameter is not
required for this APL.

LoadBalancerld Yes String CLB instance ID

Listenerld Yes String CLB listener ID
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Domain

NewDomain

Certificate

Http2

DefaultServer

Quic

NewDefaultServerDomain

NewDomains.N

MultiCertInfo

©2013-2025 Tencent Cloud. =& @] 28,

Yes

No

No

No

No

No

No

No

No

String

String

Certificatelnput

Boolean

Boolean

Boolean

String

Array of String

MultiCertinfo

Cloud Load Balancer

The domain name, which must be
associated with an existing forwarding
rule. If there are multiple domain names,
you only need to specify one.

The one domain name to modify.
NewDomain and NewDomains can

not be both specified.

Certificate information of the domain
name. It is only applicable to listeners with
SNI enabled. Certificate and

MultiCertInfo cannot be specified at
the same time.

Whether to enable HTTP/2. Note: HTTP/2
can be enabled only for HTTPS domain
names.

Whether to set this domain name as the
default domain name. Note: Only one
default domain name can be set under
one listener.

Whether to enable QUIC. Note: QUIC can
be enabled only for HTTPS domain names.

Specifies a new default domain name for
the listener. This field is used when the
original default domain name is disabled.
If there are multiple domain names,
specify one of them.

The new domain names to modify.
NewDomain and NewDomains can

not be both specified.

Certificate information related to the
domain name. Note: This applies only to
listeners with SNI enabled. Multiple server
certificates with different algorithm types
can be input simultaneously, but this
parameter cannot be input together with
the Certificate.
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Modifying the domain name attributes of a layer-7 listener

This example shows you how to modify the domain name attributes of a layer-7 listener.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyDomainAttributes

<Common request parameters>

{

"Domain": "foo.net",
"ListenerId": "lbl-n8mb2r3a",
"LoadBalancerId": "lb-1lwvl10ejw"
}

Output Example

{

"Response": {

"RequestId": "dbl141822-c025-4765-88d4-02bdecOeb67ed"
}

}

5. Developer Resources

SDK
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TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.

The specified resource is currently being operated. Please tr
FailedOperation.ResourcelnOperating P Y gop Y

again later.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
MissingParameter Missing parameter.
UnauthorizedOperation Unauthorized operation.
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DeleteListener

% Z ddo|E Y}:: 2025-08-22 15:57:39

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to delete a listener from a CLB instance (layer—4 or layer-7).
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. ) Common Params. The value used for this API:

Action Yes String .
DeleteListener.

Version Yes String Common Params. The value used for this API: 2018-03-17.

Region No String Common Params. This parameter is not required for this
API.

LoadBalancerld Yes String CLB instance ID

Listenerld Yes String ID of the listener to be deleted
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Deleting a listener

Input Example

https://clb.intl.tencentcloudapi.com/?Action=Deletelistener
&LoadBalancerId=lb-cuxw2rm0
&ListenerId=1bl-4udz130k

§<Common request parameters>

Output Example

{
"Response": {
"RequestId": "eeb315e4-7333-4f0e-814f-2f44ffd13e4c"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

® Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

©2013-2025 Tencent Cloud. =& #2] 28 H|o]Z] 116 (& 595%")


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/clb/v20180317/ClbClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Clb/V20180317/ClbClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/clb/v20180317/client.go

&2 Tencent Cloud Cloud Load Balancer

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
UnauthorizedOperation Unauthorized operation.
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DeletelLoadBalancerListeners

% Z ddo|E Y}:: 2025-08-22 15:57:39

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to delete multiple listeners of a CLB instance.

This is an async API. After it is returned successfully, you can call the DescribeTaskStatus APl with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
, ) Common Params. The value used for this API:
Action Yes String .
Deletel.oadBalancerListeners.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
LoadBalancerld Yes String CLB instance ID

Array Array of listener IDs to delete (20 IDs at most). If this
Listenerlds.N No of parameter is left empty, all listeners of the CLB instance will
String be deleted.
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Deleting Multiple Listeners of a CLB Instance

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DeleteloadBalancerlListeners
&LoadBalancerId=1b-db2nt512
&ListenerIds.O=1bl-jmgysito
&ListenerIds.1=1bl-3bgc6o9a

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "cl1157c81-f3dc-4f2a-9346-76f161d548eb"
}

}

Example2 Deleting All Listeners of a CLB Instance

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DeleteloadBalancerlListeners
&LoadBalancerId=1lb-db2nt512

§<Common request parameters>

Output Example

{

"Response": {
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5. Developer Resources

"RequestId": "9706db49-a5d4-413a-9610-7aa1075517el"

}
}

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

©2013-2025 Tencent Cloud. =& @] 28,

Error Code

FailedOperation

FailedOperation.ResourcelnOperating

InternalError
InvalidParameter
InvalidParameter.FormatError

InvalidParameterValue

Description

Operation failed.

The specified resource is currently being operated. Please try

again later.
Internal error.
Parameter error.

Wrong parameter format.

Incorrect parameter value.
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InvalidParameterValue.Length Wrong parameter length.
MissingParameter Missing parameter.
UnauthorizedOperation Unauthorized operation.
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DeleteRule

% Z ddo|E Y}:: 2025-08-22 15:57:39

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (DeleteRule) is used to delete a forwarding rule under a layer—7 CLB instance listener
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

. . Common Params. The value used for this API:
Action Yes String

DeleteRule.
. . Common Params. The value used for this API:
Version Yes String
2018-03-17.
Region No String C?mmon Params. This parameter is not required for
this API.
LoadBalancerld Yes String CLB instance ID
Listenerld Yes String CLB listener ID
Locationlds.N No Array Array of IDs of the forwarding rules to be deleted
of
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String

The domain name associated with the forwarding
Domain No String rule to delete. If the rule is associated with multiple
domain names, specify any one of them.

The forwarding path of the forwarding rule to

Url No String

delete.

Specifies a new default domain name for the

list . This field i hen th iginal default
NewDefaultServerDomain No String istener is field is used when the original defau

domain name is disabled. If there are multiple
domain names, specify one of them.

3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Deleting a forwarding rule

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DeleteRule

<Common request parameters>

{

TgzlWs " /loae2",

"Domain": "foo.net",
"ListenerId": "lbl-4fbxg45k",
"LoadBalancerId": "lb-cuxw2rmQO"

}
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Output Example

{

"Response": {

"RequestId": "ba2d4ebl-c7c5-480c-98e4-9b7b6a0£d498"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

* Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

FailedOperation.ResourcelnOperating

InternalError

©2013-2025 Tencent Cloud. =& @] 28,

Description

Operation failed.

The specified resource is currently being operated. Please try

again later.

Internal error.
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InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
UnauthorizedOperation Unauthorized operation.
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Backend Service APIs
RegisterTargets

% Z Auo|E Ix:: 2025-08-22 15:57:46

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (RegisterTargets) is used to bind one or more real servers to a CLB listener or layer-7 forwarding
rule. Before using this API, you need to create relevant layer—4 listeners or layer-7 forwarding rules. For the
former (TCP/UDP), only the listener ID needs to be specified, while for the latter (HTTP/HTTPS), the
forwarding rule also needs to be specified through Locationld or Domain+Url.

This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String .
RegisterTargets.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
LoadBalancerld Yes String CLB instance ID
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Listenerld

Targets.N

Locationld

Domain

Url

Yes

Yes

No

No

No

String

Array
of
Target

String

String

String

3. Output Parameters

Parameter
Type
Name
Requestld String
4. Example

Description

Cloud Load Balancer

CLB listener ID

List of real servers to be bound. Array length limit: 20.

Forwarding rule ID. When binding a real server to a layer-7
forwarding rule, you must provide either this parameter or
Domain+Url.

Target forwarding rule domain name. This parameter does
not take effect if Locationld is specified.

Target forwarding rule URL. This parameter does not take
effect if Locationld is specified.

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

Examplel Registering CVM to a TCP Listener

Input Example

https://clb.intl.tencentcloudapi.com/?Action=RegisterTargets

&LoadBalancerId=lb-cuxw2rmO
&ListenerId=1bl-dlubsydg

&Targets
&Targets
&Targets

&<Common

.0.InstancelId=ins-dm4xtz0i

.0.Port=233

.0.Weight=10

request parameters>

Output Example

©2013-2025 Tencent Cloud. 2 & H g 2§,

m| o] 2] 127 (& 595%)


https://intl.cloud.tencent.com/document/api/214/33848#Target

&2 Tencent Cloud Cloud Load Balancer

{

"Response": {

"RequestId": "11b4338f-2d00-4766-bc67-581d95903488"
}

}

Example2 Registering CVM to the Forwarding Rule of an HTTP Listener (with the Rule
Specified by Locationld)

Input Example

https://clb.intl.tencentcloudapi.com/?Action=RegisterTargets
&LoadBalancerId=lb-cuxw2rm0

&ListenerId=1bl-4fbxg45k

&LocationId=loc-r2g3jd4c

&Targets.0.Instanceld=ins-dmédxtz0i

&Targets.0.Port=334

&Targets.0.Weight=10

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "d4846a22-e758-407f-a526-db3£2d37d00e"
}

}

Example3 Registering CVM to the Forwarding Rule of an HTTP Listener (with the Rule
Specified by Domain and Url)

Input Example

https://clb.intl.tencentcloudapi.com/?Action=RegisterTargets
&LoadBalancerId=lb-cuxw2rm0

&ListenerId=1bl-4fbxg4bk

&Domain=foo.net

&Url=/bars8

&Targets.0.Instanceld=ins-dmédxtz01i

&Targets.0.Port=233

&Targets.0.Weight=10

&<Common request parameters>

©2013-2025 Tencent Cloud. =& #2] 28 m| o] Z] 128 (& 595%)



&2 Tencent Cloud

Output Example

{

"Response": {

"RequestId": "898b431c-2745-4b27-80£6-e6e8038a0683"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

® Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

* Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code
FailedOperation
InternalError
InvalidParameter

InvalidParameter.FormatError
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Description
Operation failed.
Internal error.

Parameter error.

Wrong parameter format.
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InvalidParameterValue
InvalidParameterValue.Duplicate
InvalidParameterValue.Length
LimitExceeded
MissingParameter
Resourcelnsufficient

UnauthorizedOperation

©2013-2025 Tencent Cloud. =5 H2] 2§,

Cloud Load Balancer

Incorrect parameter value.
Duplicate parameter value.
Wrong parameter length.
Quota exceeded.

Missing parameter.
Insufficient resources.

Unauthorized operation.
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BatchRegisterTargets

% Z ddo|E Y}:: 2025-08-22 15:57:50

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to batch bind CVM instances or ENIs. Up to 500 servers can be bound in a batch. It
supports cross-region binding, layer-4 and layer-7 (TCP/UDP/HTTP/HTTPS) protocols, and VPC-based
CLBs only.

A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. ) Common Params. The value used for this API:
Action Yes String .
BatchRegisterTargets.
. . Common Params. The value used for this API: 2018-
Version Yes String
03-17.
Region No String C(?mmon Params. This parameter is not required for
this API.
LoadBalancerld Yes String CLB instance ID
Array of
Targets.N Yes Y Binding target
BatchTarget
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3. Output Parameters

Parameter

Type
Name

Array
FailListenerldSet of

String
Message String
Requestld String

4. Example

Description

ID of the listener failed to bind. Empty indicates all listeners are bound
successfully.

Information of the binding failure cause.

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the
request will not obtain a Requestld). Requestld is required for locating a
problem.

Examplel Binding a CVM or ENI

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com

Content-Type: application/json

X-TC—-Action: BatchRegisterTargets

<Common request parameters>

{

"Targets": [

{

"InstanceId": "ins-xxx",
"ListenerId": "lbl-xxxx",
"Weight": "10",

"Port": "380"

}

1,

"LoadBalancerId": "lb-—xxxx"

}

Output Example
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{

"Response": {

"FaillListenerIdSet": [],

"RequestId": "83129908-a282-4f9f-8ab-131a3025ba22"

}
}

5. Developer Resources

SDK
TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

® Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

* Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.

The specified resource is currently being operated. Please t
FailedOperation.ResourcelnOperating P 4 9 op i

again later.
InternalError Internal error.
InvalidParameter Parameter error.

©2013-2025 Tencent Cloud. =& #2] 28 H| o] Z] 133 (& 595%)


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/clb/v20180317/ClbClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Clb/V20180317/ClbClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/clb/v20180317/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Clb/V20180317/ClbClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/clb/src/v20180317/ClbClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/214/33849#common-error-codes

&2 Tencent Cloud Cloud Load Balancer

InvalidParameter.FormatError Wrong parameter format.
InvalidParameter.LBIdNotFound Wrong CLB instance ID.
InvalidParameter.ListenerldNotFound Wrong listener ID.
InvalidParameter.LocationNotFound Unable to find eligible forwarding rules.

Listener port checks failed due to port conflicts or other
reasons.

InvalidParameter.PortCheckFailed

Listener protocol checks failed because the protocol used is
incompatible with the corresponding operation.

InvalidParameter.ProtocolCheckFailed

InvalidParameter.RegionNotFound Invalid region.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
MissingParameter Missing parameter.
UnauthorizedOperation Unauthorized operation.
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ModifyTargetPort

% Z Addo|E I:: 2025-08-22 15:57:47

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (ModifyTargetPort) is used to modify the port of a real server bound to a listener.
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String .
ModifyTargetPort.

Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
LoadBalancerld Yes String CLB instance ID
Listenerld Yes String CLB listener ID

Array
Targets.N Yes of List of real servers for which to modify the ports

Target
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NewPort Yes
Locationld No
Domain No
Url No

Integer

String

String

String

3. Output Parameters

Parameter

Type
Name o

Requestld String

4. Example

Description

Cloud Load Balancer

New port of the real server bound to a listener or forwarding
rule

Forwarding rule ID. When binding a real server to a layer-7
forwarding rule, you must provide either this parameter or
Domain+Url.

Target rule domain name. This parameter does not take
effect if Locationld is specified.

Target rule URL. This parameter does not take effect if
Locationld is specified.

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

Example1 Modifying the port of a bound real server

This example shows you how to change the port of the CVM instance ins-dm4xtz0i bound to the

listener 1bl-dlubsydg from 233 to 334.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=ModifyTargetPort

&LoadBalancerId=1b-

cuxw2rmO0

&ListenerId=1bl-dlubsydqg

&Targets.O0.Instanceld=ins-dm4xtz01i

&Targets.0.Port=233

&NewPort=334

&<Common request parameters>

Output Example
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{

"Response": {

"RequestId": "a2764f3c-£173-421c-8ed42-7ble7a608f£d"

}
4

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

® Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

* Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

InternalError
InvalidParameter
InvalidParameter.FormatError

InvalidParameterValue
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Description
Operation failed.
Internal error.
Parameter error.

Wrong parameter format.

Incorrect parameter value.
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InvalidParameterValue.Duplicate Duplicate parameter value.
InvalidParameterValue.Length Wrong parameter length.
UnauthorizedOperation Unauthorized operation.
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ModifyTargetWeight
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (ModifyTargetWeight) is used to modify the forwarding weight of a real server bound to a CLB
instance.
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. , Common Params. The value used for this API:
Action Yes String . ]
ModifyTargetWeight.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
LoadBalancerld Yes String CLB instance ID
Listenerld Yes String CLB listener ID
Locationld No String Forwarding rule ID. When binding a real server to a layer—7

forwarding rule, you must provide either this parameter or
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Domain+Url.

Target rule domain name. This parameter does not take

Domain No String . . . .
effect if Locationld is specified.
T t rule URL. Thi t t take effect if
Url No String arge. ru e'U ' is parameter does not take effect i
Locationld is specified.
Array
Targets.N No of List of real servers for which to modify the weights
Target

New forwarding weight of a real server. Value range: 0-100.
Weight No Integer Default value: 10. If the Targets.Weight parameter is set, this
parameter will not take effect.

3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Modifying the weight of the real server bound to a layer-4 listener

This example shows you how to change the weight of the real server ins-dm4xtz0i (bound port: 334)

bound to the listener 1bl-dlubsydg to 8.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=ModifyTargetWeight
&LoadBalancerId=lb-cuxw2rm0

&ListenerId=1bl-dlubsydqg

&Targets.0.Instanceld=ins-dm4xtz01i

&Targets.0.Port=334

&Weight=38

§<Common request parameters>
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Output Example

{

"Response": {

"RequestId": "85c7b3e8-7fd8-4c62-8b3b-7bab52d7aldca"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

® Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code
FailedOperation
InternalError
InvalidParameter

InvalidParameter.FormatError
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Description
Operation failed.
Internal error.

Parameter error.

Wrong parameter format.
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InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Duplicate Duplicate parameter value.
InvalidParameterValue.Length Wrong parameter length.
UnauthorizedOperation Unauthorized operation.
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BatchModifyTargetTag
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to modify the tags of real servers bound to CLB listeners in batches. The maximum number
of resources that can be modified in a batch is 500. This is a synchronous API.

It is supported for Layer—4 and Layer-7 listeners of CLB instances, but not for classic CLB instances.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String .
BatchModifyTargetTag.
. . Common Params. The value used for this API: 2018-
Version Yes String
03-17.
Region No String Cc.)mmon Params. This parameter is not required for
this API.
LoadBalancerld Yes String CLB instance ID.
o Array of . . .
ModifyList.N Yes List of tags to be modified in batches.
RsTagRule
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Setting Tags

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: BatchModifyTargetTag

<Common request parameters>

{

"LoadBalancerId": "lb-xxxxxxxx",
"ModifyList": [

{

"ListenerId": "lbl-yyyyyyvyy",
"Targets": [

{
"Port": 1000,

"EniIp": "1.1.1.1",

"Tag": "xxxx"
}
]
}
]
}

Output Example

{

"Response": {
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5. Developer Resources

"RequestId": "abc"
}
}

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.
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Error Code

FailedOperation

InternalError
InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue

InvalidParameterValue.Length

Description
Operation failed.
Internal error.
Parameter error.

Wrong parameter format.

Incorrect parameter value.

Wrong parameter length.
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UnauthorizedOperation Unauthorized operation.
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BatchModifyTargetWeight
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to modify forwarding weights of real servers bound to CLB listeners in batches. Up to 500
servers can be unbound in a batch. As this API is async, you should check whether the task is successful by
passing the Requestld returned to the API call DescribeTaskStatus .

This APl is supported by CLB layer-4 and layer-7 listeners, but not Classis CLB counterparts.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this API:

Action Yes String . .

BatchModifyTargetWeight.
. . Common Params. The value used for this APIl: 2018—

Version Yes String
03-17.

Region No String C?mmon Params. This parameter is not required for
this API.

LoadBalancerld Yes String CLB instance ID

ModifyList.N Yes Array of List of weights to be modified in batches

RsWeightRule
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Modifying real server weights in batches

This example shows you how to modify the weight of the real server ins-19404pl15 (port 110) bound to
the forwarding rule loc-o8cnyw6c under the listener 1bl-4b5hnc9a in the CLB instance 1b-
dx981wo0 to 50, and modify the weight of the real server ins-19411tzv (port 80) bound to the

forwarding rule loc—8c5pdrb8 under the listener 1b1-20jjtaaw to 30.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=BatchModifyTargetWeight
&LoadBalancerId=1b-dx981wo0

&ModifyList.0.ListenerId=1bl-4b5hnc9a
&ModifyList.0.LocationId=loc-o8cnywb6cC
&ModifyList.0.Targets.0.Instanceld=ins-19404pl5
&ModifyList.0.Targets.0.Port=110
&ModifyList.0.Targets.0.Weight=50
&ModifyList.l.ListenerId=1bl-20jjtaaw
&ModifyList.l.LocationId=loc-8c5pdrb8
&ModifyList.l.Targets.0.Instanceld=ins-19411tzv
&ModifyList.1l.Targets.0.Port=80
&ModifyList.l.Targets.0.Weight=30

&<Common request parameters>

Output Example

{
"Response": {
"RequestId": "83329908-a282-4f9f-8ab-031a3025b377"
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Example2 Batch modifying the weights of servers bound to layer-4 and layer-7 listeners

This example shows you how to modify the weights of servers for the layer-4 and layer-7 listeners under a

CLB instance at the same time.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=BatchModifyTargetWeight
&LoadBalancerId=1lb-1kkno9qgf
&ModifyList.0.ListenerId=1bl-mhtffs09

&ModifyList.0.Targets.0.Instanceld=ins-kjp6cb2f
&ModifyList.0.Targets.0.Port=79
&ModifyList.0.Targets.0.Weight=50
&ModifyList.l.ListenerId=1bl-661zpn3b
&ModifyList.l.LocationId=loc-78plrOvb
&ModifyList.l.Targets.0.EnilIp=10.202.0.96
&ModifyList.1l.Targets.0.Port=123

&ModifyList.l.Targets.0.Weight=30

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "38bab2ce-616d-412c-a4b0-36110d5b17a3"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
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* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
UnauthorizedOperation Unauthorized operation.
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DeregisterTargets

% Z ddo|E Y}:: 2025-08-22 15:57:49

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (DeregisterTargets) is used to unbind one or more real servers from a CLB listener or forwarding
rule. For layer—4 listeners, only the listener ID needs to be specified. For layer-7 listeners, the forwarding
rule also needs to be specified through Locationld or Domain+Url.

This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String .
DeregisterTargets.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
LoadBalancerld Yes String CLB instance ID in the format of "Ib—-12345678"
Listenerld Yes String Listener ID in the format of "Ibl-12345678"
Targets.N Yes Array List of real servers to be unbound. Array length limit: 20.
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of
Target

Forwarding rule ID in the format of "loc-12345678". When
Locationld No String unbinding a server from a layer-7 forwarding rule, you must
provide either this parameter or Domain+Url.

Target rule domain name. This parameter does not take

Domain No String . . . .
effect if Locationld is specified.

Target rule URL. This parameter does not take effect if

Url No String . . .
Locationld is specified.

3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Unbinding a CVM instance from the list of bound listeners

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DeregisterTargets
&LoadBalancerId=lb-cuxw2rm0

&ListenerId=1bl-dlubsydqg

&Targets.O0.Instanceld=ins-dmé4xtz01i

&Targets.0.Port=334

&<Common request parameters>

Output Example

{
"Response": {
"RequestId": "4d1df727-d61c-45bf-936b-cb0368fb2a7d"
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5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue
InvalidParameterValue.Duplicate

InvalidParameterValue.Length
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Description

Operation failed.

Internal error.

Parameter error.

Wrong parameter format.

Incorrect parameter value.

Duplicate parameter value.

Wrong parameter length.
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MissingParameter Missing parameter.

UnauthorizedOperation Unauthorized operation.
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BatchDeregisterTargets

% Z Addo|E Y}:: 2025-08-22 15:57:51

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to batch unbind real servers of the layer—-4 and layer-7 VPC-based CLBs. Up to 500 real

servers can be unbound in a batch.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String .
BatchDeregisterTargets.
. . Common Params. The value used for this API: 2018-
Version Yes String
03-17.
Region No String C(?mmon Params. This parameter is not required for
this APL.
LoadBalancerld Yes String CLB instance ID
Array of
Targets.N Yes Y Unbinding targets
BatchTarget
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3. Output Parameters

Parameter L
Type Description
Name
Array
FailListenerldSet of IDs of the listeners failed to unbind
String
The unique request ID, generated by the server, will be returned for every
. request (if the request fails to reach the server for other reasons, the
Requestld String . ) . . .
request will not obtain a Requestld). Requestld is required for locating a
problem.
4. Example

Example1 Unbinding an ENI

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: BatchDeregisterTargets

<Common request parameters>

{

"Targets": [

{

"InstanceId": "ins-xxx",
"ListenerId": "lbl-xxxx",
"Weight": "10",

"Port": "30"

}

1y

"LoadBalancerId": "lb—-xxxx"

}

Output Example

{

"Response": {
"FaillListenerIdSet": [],
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5. Developer Resources

"RequestId": "83129908-a282-4£f9f-8ab-131a3025baz22"

}
}

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.
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Error Code

FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameter.LBIdNotFound

InvalidParameter.ListenerldNotFound

Description

Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Wrong CLB instance ID.

Wrong listener ID.
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InvalidParameter.LocationNotFound

InvalidParameter.PortCheckFailed

InvalidParameter.ProtocolCheckFailed

InvalidParameter.RegionNotFound
InvalidParameterValue.Duplicate
InvalidParameterValue.Length
InvalidParameterValue.Range
LimitExceeded

MissingParameter
Resourcelnsufficient

UnauthorizedOperation
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Unable to find eligible forwarding rules.

Listener port checks failed due to port conflicts or other
reasons.

Listener protocol checks failed because the protocol used is
incompatible with the corresponding operation.

Invalid region.

Duplicate parameter value.
Wrong parameter length.
Wrong parameter value range.
Quota exceeded.

Missing parameter.
Insufficient resources.

Unauthorized operation.
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DescribeTargetHealth

% Z ddo|E I:: 2025-08-22 15:57:48

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API (DescribeTargetHealth) is used to query the health check result of a real server of a CLB instance.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. ) Common Params. The value used for this API:
Action Yes String .
DescribeTargetHealth.
) , Common Params. The value used for this API: 2018-
Version Yes String
03-17.
Region No String Cc_>mmon Params. This parameter is not required for
this API.
Array of . , .
LoadBalancerlds.N Yes Stri List of IDs of CLB instances to be queried
ring
3. Output Parameters
Parameter Type Description
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Name

CLB instance list

Array of
Y Note: This field may return null , indicating that no valid

LoadBalancerHealth

LoadBalancers
values can be obtained.

The unique request ID, generated by the server, will be
returned for every request (if the request fails to reach the
server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

Requestld String

4. Example

Examplel Querying real server health status of a CLB instance

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeTargetHealth

<Common request parameters>

{

"LoadBalancerIds": [
"lb-gc2igbyc”

]

}

Output Example

{
"Response": {
"LoadBalancers": [

{

"Listeners": [

{

"Rules": [

{

Ugellg ©/w,

"Domain": "www.123.com",
"LocationId": "loc-5t7526km",
"Targets": []

}
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1,
"Port": 666,

"Protocol": "HTTP",
"ListenerId": "1lbl-j36cagde",
"ListenerName": "http-111"

b

{

"Rules": [

{

"Url": null,

"Domain": null,

"LocationId": "loc-ewyggbiO",
"Targets": [

{

"HealthStatus": false,

"Ip": "172.16.0.6",
"TargetId": "ins-19425500",
"Port": 2020

b

{

"HealthStatus": true,

"Ip": "172.16.0.12",
"TargetId": "ins-19425y2y",
"Port": 80

}

]

}

1y

"Port": 789,

"Protocol": "TCP",
"ListenerId": "1lbl-fs9nag76",
"ListenerName": "tcp_test"

b

{

"Rules": [

{

"Url": "/",

"Domain": "www.456.com",
"LocationId": "loc-8gdcé4gcqg",

"Targets": []
}

1,
"Port": 777,

"Protocol": "HTTP",
"ListenerId": "1bl1-9n307x0m",
"ListenerName": "http-222"

b
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{

"Rules": [],

"Port": 1949,

"Protocol": "HTTPS",
"ListenerId": "1bl-087wrv48",
"ListenerName": "https-000"

}
1,
"LoadBalancerName": "lb-test123",

"LoadBalancerId": "lb-gc2igbyc"

}

I

"RequestId": "9d45elec-720c-4cel-860e—-e338e273e77e"

}
}

5. Developer Resources

SDK
TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

* Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
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FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameter.LBIdNotFound
InvalidParameterValue
InvalidParameterValue.Length
UnauthorizedOperation

UnsupportedOperation
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Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Wrong CLB instance ID.
Incorrect parameter value.
Wrong parameter length.
Unauthorized operation.

Unsupported operation.
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DeregisterFunctionTargets

% Z ddo|E Y}:: 2025-08-22 15:57:49

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to unbind a SCF function with a CLB forwarding rule. For L7 listeners, you need to specify
the forwarding rule by using LocationId or Domain+Url .
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus API with the

returned RequestID to check whether this task is successful.

Limits:

¢ Binding with SCF is only available in Guangzhou, Shenzhen Finance, Shanghai, Shanghai Finance, Beijing,
Chengdu, Hong Kong (China), Singapore, Mumbai, Tokyo, and Silicon Valley.

e SCF functions can only be bound with CLB instances of bill-by—IP accounts but not with bill-by—CVM
accounts. If you are using a bill-by—CVM account, we recommend upgrading it to a bill-by-IP account.
For more information, please see Checking Account Type.

¢ SCF functions cannot be bound with classic CLB instances.

e SCF functions cannot be bound with classic network-based CLB instances.

® SCF functions in the same region can be bound with CLB instances. SCF functions can only be bound
across VPCs but not regions.

® SCF functions can only be bound with IPv4 and IPv6 NAT64 CLB instances, but currently not with IPv6
CLB instances.

e SCF functions can only be bound with layer-7 HTTP and HTTPS listeners, but not with layer-7 QUIC
listeners or layer-4 (TCP, UDP, and TCP SSL) listeners.

* Only SCF event-triggered functions can be bound with CLB instances.

A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.
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2. Input Parameters

Cloud Load Balancer

The following request parameter list only provides APl request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type
Action Yes String
Version Yes String
Region No String
LoadBalancerld Yes String
Listenerld Yes String
Array of

FunctionTargets.N Yes .
FunctionTarget

Description

Common Params. The value used for this API:
DeregisterFunctionTargets.

Common Params. The value used for this API:
2018-03-17.

Common Params. This parameter is not required
for this APL.

CLB instance ID.

CLB listener ID.

List of functions to be unbound

The ID of target forwarding rule. To unbind a
function from an L7 forwarding rule, either

LocationId oOr Domain+Url is required.

Domain name of the target forwarding rule. It is
ignored if LocationId is specified.

URL of the target forwarding rule. It is ignored if

LocationId is specified.

The unique request ID, generated by the server, will be returned for every

Locationld No String
Domain No String
o No String

3. Output Parameters
,ZZ:emeter Type Description
Requestld  String

request (if the request fails to reach the server for other reasons, the request

will not obtain a Requestld). Requestld is required for locating a problem.
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4. Example

Cloud Load Balancer

Examplel Unbinding an SCF function from a forwarding rule

This example shows you how to unbind a function from a load balancer forwarding rule.

Input Example

https://clb.intl

.tencentcloudapi.com/?Action=DeregisterFunctionTargets

&LoadBalancerId=lb-cuxw2rmO
&ListenerId=1bl-dlubsydg
&LocationId=loc—-abcdl234

&FunctionTargets.
&FunctionTargets.
&FunctionTargets.

&FunctionTargets.

&<Common request

Output Example

{

"Response": {

0.Weight=66
0.Function.FunctionNamespace=ns_test
0.Function.FunctionName=name_test
O.Function.FunctionQualifier=version_test

parameters>

"RequestId": "11b4338£f-2d00-4766-bc67-581d95903488"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Cloud Load Balancer

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue
InvalidParameterValue.Duplicate
InvalidParameterValue.Length
MissingParameter
ResourceNotFound

UnauthorizedOperation

©2013-2025 Tencent Cloud. =& @] 28,

Description

Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Incorrect parameter value.
Duplicate parameter value.
Wrong parameter length.
Missing parameter.
Resources do not exist.

Unauthorized operation.
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DescribeCrossTargets

% Z ddo|E Y}:: 2025-08-22 15:57:49

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
Queries information of CVMs and ENIs that use cross-region binding 2.0
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:

Action Yes String .

DescribeCrossTargets.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.

L Number of real server lists returned. Default value: 20; maximum

Limit No Integer

value: 100.
Offset No Integer Starting offset of the real server list returned. Default value: O.
Filters.N No Array Filter conditions to query CVMs and ENls

of * vpc-id - String — Required: No — (Filter condition) Filter by

Filter VPC ID, such as "vpc-12345678".
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3. Output Parameters

Parameter
Name

TotalCount

CrossTargetSet

Requestld

4. Example

Type

Integer

Array of
CrossTargets

String

Cloud Load Balancer

e ip - String - Required: No - (Filter condition) Filter by real
server |IP, such as "192.168.0.1".

® listener-id - String — Required: No - (Filter condition)
Filter by listener ID, such as "Ibl-12345678".

® location-id - String — Required: No - (Filter condition)
Filter by forwarding rule ID of the layer-7 listener, such as "loc—
12345678".

Description

Total number of real server lists

Real server list

The unique request ID, generated by the server, will be returned for
every request (if the request fails to reach the server for other
reasons, the request will not obtain a Requestld). Requestld is
required for locating a problem.

Examplel1 Querying information of CVMs and ENIs that use cross-region binding 2.0

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeCrossTargets

&O0ffset=0
&Limit=20

&<Common request parameters>

Output Example

{

"Response": {

"CrossTargetSet": [

{
"LocalVvpcId":
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"vpc—-testl1234",
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"VpcId": "vpc-test4321",
"Ip": "10.22.106.8",
"VpcName": "Test",

"EniId": "eni-testl1234",
"InstanceId": "ins-testl1234",
"InstanceName": "test",
"Region": "ap-shanghai”

}

1,

"TotalCount": 1,

"RequestId": "7717db32-9080-4391-acd7-18£8bbd0664d"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation
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Description

Operation failed.
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InternalError Internal error.

InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.InvalidFilter Incorrect Filter parameter.
InvalidParameterValue.Length Wrong parameter length.
InvalidParameterValue.Range Wrong parameter value range.
UnauthorizedOperation Unauthorized operation.

©2013-2025 Tencent Cloud. =& #2] 28 H| o] Z] 171 (& 595%)



&2 Tencent Cloud Cloud Load Balancer

ModifyFunctionTargets

% Z Addo|E Y}:: 2025-08-22 15:57:47

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API is used to modify the cloud functions associated with a load balancing forwarding rule.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String . .
ModifyFunctionTargets.

Common Params. The value used for this API:

Version Yes String
2018-03-17.

Region No String Common Params. This parameter is not required
for this API.

LoadBalancerld Yes String CLB instance ID

Listenerld Yes String CLB listener ID

. Array of . .
FunctionTargets.N Yes . The backend cloud functions to modify
FunctionTarget
Locationld No String Forwarding rule ID. When binding a real server to

a layer—7 forwarding rule, you must provide either
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Domain No String

Url No String

3. Output Parameters

Parameter

Type Description
Name

Cloud Load Balancer

this parameter or Domain + Url .

Target rule domain name. This parameter does
not take effect if LocationId is specified.

Target rule URL. This parameter does not take
effect if LocationId is specified.

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Modifying the cloud functions associated with a forwarding rule

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyFunctionTargets

<Common request parameters>

{

"LocationId": "loc—xxxxxxxx",
"ListenerId": "lbl-xxxxxxxx",
"FunctionTargets": [

{

"Function": {

"FunctionNamespace": "ns_test",
"FunctionName": "name_test",
"FunctionQualifier": "version_test"
b

"Weight": "66"

}
1,
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"LoadBalancerId": "lb—-xxxxxxxx"

}

Output Example

{

"Response": {

"RequestId": "85c7b3e8-7fd8-4c62-8b3b-7ba52d7aldca"

}
4

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

¢ Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code
AuthFailure

FailedOperation
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Description
CAM signature/authentication error

Operation failed.
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InternalError
InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue
InvalidParameterValue.Length
ResourceNotFound

UnauthorizedOperation

©2013-2025 Tencent Cloud. =5 H2] 2§,

Cloud Load Balancer

Internal error.

Parameter error.

Wrong parameter format.
Incorrect parameter value.
Wrong parameter length.
Resources do not exist.

Unauthorized operation.
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RegisterFunctionTargets

% Z ddo|E Y}:: 2025-08-22 15:57:46

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to bind an SCF function with the L7 forwarding rule of a CLB instance. Note that you need
to create an L7 listener (HTTP, HTTPS) and forwarding rule first.
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus APl with the

returned RequestID as an input parameter to check whether this task is successful.

Limits:

* Binding with SCF is only available in Guangzhou, Shenzhen Finance, Shanghai, Shanghai Finance, Beijing,
Chengdu, Hong Kong (China), Singapore, Mumbai, Tokyo, and Silicon Valley.

e SCF functions can only be bound with CLB instances of bill-by—IP accounts but not with bill-by—CVM
accounts. If you are using a bill-by—CVM account, we recommend upgrading it to a bill-by-IP account.
For more information, please see Checking Account Type.

e SCF functions cannot be bound with classic CLB instances.

e SCF functions cannot be bound with classic network—based CLB instances.

e SCF functions in the same region can be bound with CLB instances. SCF functions can only be bound
across VPCs but not regions.

e SCF functions can only be bound with IPv4 and IPv6 NAT64 CLB instances, but currently not with IPv6
CLB instances.

e SCF functions can only be bound with layer—7 HTTP and HTTPS listeners, but not with layer-7 QUIC
listeners or layer-4 (TCP, UDP, and TCP SSL) listeners.

* Only SCF event-triggered functions can be bound with CLB instances.

A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.
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2. Input Parameters

Cloud Load Balancer

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type
Action Yes String
Version Yes String
Region No String
LoadBalancerld Yes String
Listenerld Yes String
Array of

FunctionTargets.N Yes .
FunctionTarget

Description

Common Params. The value used for this API:
RegisterFunctionTargets.

Common Params. The value used for this API:
2018-03-17.

Common Params. This parameter is not required
for this APL.

CLB instance ID.

CLB listener ID.

SCF functions to be bound.

ID of the target forwarding rule. To bind an SCF
function to a L7 forwarding rule, this parameter

or Domain+Url is required.

Domain name of the target forwarding rule. It is
ignored if LocationId is specified.

URL of the target forwarding rule. It is ignored if

LocationId is specified.

The unique request ID, generated by the server, will be returned for every

Locationld No String
Domain No String
o No String

3. Output Parameters
::Z::Zeter Type  Description
Requestld  String

request (if the request fails to reach the server for other reasons, the request

will not obtain a Requestld). Requestld is required for locating a problem.
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4. Example

Examplel Binding an SCF function with a forwarding rule

This example shows you how to bind an SCF function to the L7 forwarding rule of a load balancer.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: RegisterFunctionTargets

<Common request parameters>

{

"LocationId": "loc-abcdl234",
"ListenerId": "lbl-dlub****",
"FunctionTargets": [

{

"Function": {
"FunctionNamespace": "ns_test",
"FunctionName": "name_test",
"FunctionQualifier": "version_test"
b

"Weight": "66"

}

I

"LoadBalancerId": "lb-cuxw***x"

}

Output Example

{

"Response": {

"RequestId": "11b4338£f-2d00-4766-bc67-581d95903488"
}

}

5. Developer Resources

SDK
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TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

Tencent Cloud CLI 3.0

6. Error Code

Cloud Load Balancer

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameter.LBIdNotFound
InvalidParameter.ListenerldNotFound

InvalidParameter.LocationNotFound

InvalidParameter.ProtocolCheckFailed

InvalidParameterValue
InvalidParameterValue.Duplicate

InvalidParameterValue.Length

©2013-2025 Tencent Cloud. =& @] 28,

Description

Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Wrong CLB instance ID.
Wrong listener ID.

Unable to find eligible forwarding rules.

Listener protocol checks failed because the protocol used is
incompatible with the corresponding operation.

Incorrect parameter value.
Duplicate parameter value.

Wrong parameter length.
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LimitExceeded Quota exceeded.
MissingParameter Missing parameter.
ResourceNotFound Resources do not exist.
UnauthorizedOperation Unauthorized operation.
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DescribeTargets

% Z ddo|E I}:: 2025-08-22 15:57:48

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (DescribeTargets) is used to query the list of real servers bound to some listeners of a CLB

instance.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String .
DescribeTargets.

Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
LoadBalancerld Yes String CLB instance ID.

Array
Listenerlds.N No of List of listener IDs (20 IDs at most).

String
Protocol No String Listener protocol type
Port No Integer Listener port
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Array
Filters.N No of
Filter

3. Output Parameters

Cloud Load Balancer

Conditions for querying the list of real servers bound to the
CLB. The filter criteria are as follows:

* |ocation-id — String — Required: No — (Filter criterion)
Filter by rule ID, such as loc-12345678.

* private-ip—address — String — Required: No - (Filter
criterion) Filter by private IP address of the real server, such
as 172.16.1.1.

e tag - String — Required: No - (Filter criterion) Filter by
tag, such as tag-test.

Parameter Lo
Type Description
Name
A £ Information of real servers bound to the listener
rray o
Listeners ¥ Note: This field may return null , indicating that no valid values

ListenerBackend

can be obtained.

The unique request ID, generated by the server, will be returned for
every request (if the request fails to reach the server for other

Requestld String

reasons, the request will not obtain a Requestld). Requestld is

required for locating a problem.

4. Example

Example1 Querying the Real Server List by Location

This example shows you how to query the server list under a specific rule through filtering by location-id

when the Layer-7 listener of CLB has too many rules.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeTargets

&LoadBalancerId=1b-12345678
&Filters.0.Name=location—id
&Filters.0.Values.0=1loc—-12345678

&<Common request parameters>

Output Example
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{

"Response": {

"Listeners": [

{

"ListenerId": "1lbl-4fo6k8na",
"Protocol": "HTTP",

"Port": 80,

"Rules": [

{

"LocationId": "loc-09732aw0O",
"Domain": "www.123.com",
UgelWg T/

"Targets": [

{

"Type": "cvm",

"PrivateIpAddresses": [

"172.16.0.12"

1y

"EniId": "",
"PublicIpAddresses": null,
"InstanceName": "abcdl234",

"Port": 555,
"Weight": 10,

"InstanceId": "ins-19425y2y",
"RegisteredTime": "2019-07-12 16:22:02"
}

1y

"FunctionTargets": []

}

1,

"Targets": null

b

{

"ListenerId": "lbl-4uel2rpl2",
"Protocol": "TCP",

"Port": 888,

"Rules": null,

"Targets": [

{

"Type": "cvm",

"PrivateIpAddresses": [
"172.16.0.12"

1,

"EniId": "",
"PublicIpAddresses": null,
"InstanceName": "abcdl1234",
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"Port": 666,
"Weight": 40,

"InstanceId": "ins-19425y2y",

"RegisteredTime": "2019-07-12 16:22:54"

}

]

}

I

"RequestId": "abcbe92d-c7f2-41d4-8343-3cb42c3fdldd"
}

}

Example2 Querying All Real Servers Bound to a CLB Instance

This example shows you how to query all real servers bound to a CLB instance.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeTargets
&LoadBalancerId=1b-10ig9lou
&<Common request parameters>

Output Example

{

"Response": {

"Listeners": [

{

"ListenerId": "1bl1-12345678",
"Protocol": "HTTP",

"Port": 80,

"Rules": [

{

"LocationId": "loc—-12345678",
"Domain": "123.com",

UgelTg /W,

"Targets": [

{

"Type": "CVM",

"InstanceId": "ins-12345678",
"Port": 80,

"Weight": 10,
"PublicIpAddresses": null,
"PrivateIpAddresses": [
"172.16.0.100"

1,
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"InstanceName": "123",
"RegisteredTime": "2023-01-01",
"EniId": "eni-12345678"

}

I

"FunctionTargets": null

}
1,

"Targets": null,

"EndPort": O

}

I

"RequestId": "038afb75-7303-48da-abdc-e25f0cbfdalOf"

}
}

5. Developer Resources

SDK
TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

® Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

® Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description

©2013-2025 Tencent Cloud. =& #2] 28 m| o] Z] 185 (& 595%)


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/clb/v20180317/ClbClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Clb/V20180317/ClbClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/clb/v20180317/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Clb/V20180317/ClbClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/clb/src/v20180317/ClbClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/214/33849#common-error-codes

&2 Tencent Cloud

FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue
InvalidParameterValue.InvalidFilter
InvalidParameterValue.Length
UnauthorizedOperation

UnsupportedOperation

©2013-2025 Tencent Cloud. 2 & H g 2§,
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Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Incorrect parameter value.
Incorrect Filter parameter.
Wrong parameter length.
Unauthorized operation.

Unsupported operation.
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Target Group APIs
CreateTargetGroup

2 Z ddo|E d#}:: 2025-08-22 15:57:23

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to create a target group. This feature is in beta test, if you want to try it out, please submit

a ticket.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for

Action Yes String )
this API: CreateTargetGroup.
. . Common Params. The value used for
Version Yes String .
this API: 2018-03-17.
Region No String CommorT Params. This parameter is
not required for this API.
T t to 50
TargetGroupName No String arget group name (up to
characters)
Vpcld No String vpcid attribute of a target group.

If this parameter is left empty, the
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Port

TargetGrouplnstances.N

Cloud Load Balancer

default VPC will be used.

Default port of the target group,
which can be used for adding servers

No Integer subsequently. Either the Port or the
port in TargetGrouplnstances.N
should be input.

Array of
No Y Real server bound to a target group

TargetGrouplnstance

3. Output Parameters

Parameter

Type
Name we

TargetGroupld String

Requestld String

4. Example

Description

ID generated after target group creation

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the
request will not obtain a Requestld). Requestld is required for locating a
problem.

Examplel1 Creating a target group

This example shows you how to create a target group.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateTargetGroup

<Common request parameters>

{

"VpcId": "vpc-ilcnjuhx",
"Port": "80"’
"TargetGroupName": "czhtest"

}
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Output Example

{

"Response": {
"TargetGroupId": "lbtg-8l*****x*xm",
"RequestId": "9a4096dd-45al-4e03-be8e-482a2fb48b59"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code
FailedOperation
InternalError

InvalidParameter
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Description

Operation failed.

Internal error.

Parameter error.
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InvalidParameter.FormatError
InvalidParameterValue
LimitExceeded

UnauthorizedOperation
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Wrong parameter format.
Incorrect parameter value.
Quota exceeded.

Unauthorized operation.
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DeleteTargetGroups

% Z ddo|E Y}:: 2025-08-22 15:57:22

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to delete a target group.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. . Common Params. The value used for this API:
Action Yes String
DeleteTargetGroups.
) , Common Params. The value used for this API: 2018-
Version Yes String
03-17.
Region No String C<.)mmon Params. This parameter is not required for
this API.
Array of
TargetGrouplds.N Yes Stri 4 Target group ID array
ring

3. Output Parameters

Parameter Type Description
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Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Deleting target groups

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DeleteTargetGroups
&TargetGrouplIds.O=1lbtg-flphe5j6

&<Common request parameters>

Output Example

{
"Response": {

"RequestId": "4e0ecl56-655b-47e4-a483-a954b632a49a"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

¢ Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface
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¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
UnauthorizedOperation Unauthorized operation.
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DescribeTargetGroups

% Z ddo|E Y}:: 2025-08-22 15:57:21

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API is used to query the target group information.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String .
DescribeTargetGroups.

Common Params. The value used for this APIl: 2018-03-

Version Yes String 17
C P . Thi ter i t ired for thi
Region No String ommon Params. This parameter is not required for this
API.
Array
TargetGrouplds.N No of Target group ID, which is exclusive of Filters .
String
Limit No Integer Limit of the number of displayed results. Default value: 20.
Offset No Integer Starting display offset
Filters.N No Array Filter array, which is exclusive of TargetGroupIds .
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of Valid values: TargetGroupVpcId and
Filter TargetGroupName .

3. Output Parameters

Parameter L.
Type Description
Name
TotalCount Integer Number of displayed results
Array of . .
TargetGroupSet Information set of displayed target groups
TargetGrouplnfo
The unique request ID, generated by the server, will be returned
for every request (if the request fails to reach the server for
Requestld String v red ( q . )
other reasons, the request will not obtain a Requestld).
Requestld is required for locating a problem.
4. Example

Examplel Querying target groups by IDs

This example shows you how to query target groups by IDs

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeTargetGroups

<Common request parameters>

{
"TargetGroupIds": [
"lbtg-5xunivs0"

]
}

Output Example

{

"Response": {
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"TotalCount": 1,
"RequestId": "6a932437-5ce7-4c30-ad4ce-7076ef654dcd",
"TargetGroupSet": |

{
"UpdatedTime": "2020-09-22 00:00:00",

"TargetGroupId": "lbtg—xxxxxxxx",
"VpcId": "vpc—-xxxxxxxx",
"CreatedTime": "2020-09-22 00:00:00",
"AssociatedRule": |

{

"Domain": "www.xxxx.com",
"Protocol": "TCP",

"Url": "/xxxx",
"LoadBalancerName": "test_xxx",
"ListenerId": "lbl-xxxxxxxx",
"LocationId": "loc—xxxxxxxx",
"ListenerName": "test_xxx",
"LoadBalancerId": "lb-xxxxxxxx",
"Port": 80

b

{

"Domain": "www.xxxx.com",
"Protocol": "TCP",

"Url": "/xxxx",
"LoadBalancerName": "test_xxx",
"ListenerId": "lbl-xxxxxxxx",
"LocationId": "loc—xxxxxxxx",
"ListenerName": "test_xxx",
"LoadBalancerId": "lb—xxxxxxxx",
"Port": 801

}

I

"Port": 1,

"TargetGroupName": "test_xxxx"

}
]
}
}

Example2 Querying target group information by filter

This example shows you how to query target groups.

Input Example
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POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeTargetGroups

<Common request parameters>

{

"Filters": |

{

"Values": [

"vpc—-ilcnjuhx"

1y

"Name": "TargetGroupVpcId"
}

]

}

Output Example

{
"Response": {
"TotalCount": 3,

"TargetGroupSet": [

{

"TargetGroupId": "lbtg-5xunivsQ",
"VpcId": "vpc-ilcnjuhx",
"TargetGroupName": "tglll_ for_ 14",
"Port": 111,

"CreatedTime": "2019-07-14 16:18:43",
"UpdatedTime": "2019-07-14 16:18:43",
"AssociatedRule": |

{

"LocationId": "loc-jjgrQOric",
"Domain": "aaaa.com",

"Url": "/",

"ListenerId": "lbl-m2g6sp9m",
"Port": 80,

"Protocol": "http",
"LoadBalancerId": "lb-phbx2420",
"LoadBalancerName": "1lb-12f60e5",
"ListenerName": "aaa"

b

{

"LocationId": null,

"Domain": null,
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"Url": null,

"ListenerId": "lbl-ow27uté6y",

"Port": 777,

"Protocol": "tcp",

"LoadBalancerId": "lb-phbx2420",
"LoadBalancerName": "lb-12f60e5",
"ListenerName": "asdfsdf"

}

]

b

{

"TargetGroupId": "lbtg-dxnplOnc",

"VpcId": "vpc-ilcnjuhx",

"TargetGroupName": "tglll_ for_141563508267",
"Port": 111,

"CreatedTime": "2019-07-19 11:51:08",
"UpdatedTime": "2019-07-19 11:51:07",
"AssociatedRule": []

b

{

"TargetGroupId": "lbtg-bjfié6nté",

"VpcId": "vpc-ilcnjuhx",

"TargetGroupName": "tglll_for_141563508507",
"Port": 111,

"CreatedTime": "2019-07-19 11:55:08",
"UpdatedTime": "2019-07-19 11:55:08",
"AssociatedRule": []

}

1,

"RequestId": "412c7de5-47f6-4153-bflb-77ef37e15244"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
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¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
UnauthorizedOperation Unauthorized operation.

©2013-2025 Tencent Cloud. =& #2] 28 H| o] Z] 199 (& 595%)


https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Clb/V20180317/ClbClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/clb/src/v20180317/ClbClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/214/33849#common-error-codes

&2 Tencent Cloud Cloud Load Balancer

DescribeTargetGroupList

% Z ddo|E Y}:: 2025-08-22 15:57:21

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API is used to get the target group list.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String . .
DescribeTargetGroupList.

Common Params. The value used for this APIl: 2018-03-

Version Yes String 17
Common Params. This parameter is not required for this
Region No String P .
API.
Array
TargetGrouplds.N No of Target group ID array
String
Array Filter array, which is exclusive of TargetGroupIds .
Filters.N No of Valid values: TargetGroupVpcId and
Filter TargetGroupName . Target group ID will be used first.
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Offset No Integer Starting display offset

Limit No Integer Limit of the number of displayed results. Default value: 20.

3. Output Parameters

Parameter .
Type Description
Name
TotalCount Integer Number of displayed results
Array of . .
TargetGroupSet Information set of displayed target groups
TargetGroupinfo
The unique request ID, generated by the server, will be returned
for every request (if the request fails to reach the server for
Requestld String v red ( d . .
other reasons, the request will not obtain a Requestld).
Requestld is required for locating a problem.
4. Example

Examplel Querying the list of target groups

This example shows you how to query the list of target groups.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeTargetGroupList

&<Common request parameters>

Output Example

{
"Response": {
"TotalCount": 2,

"TargetGroupSet": [

{

"TargetGroupId": "lbtg-pcsv4t9o",
"VpcId": "vpc-ilcnjuhx",
"TargetGroupName": "czh_vpcO",
"Port": 443,

"CreatedTime": "2019-07-30 16:04:22",
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"UpdatedTime": "2019-07-30 16:04:22",

"AssociatedRule": null

b

{

"TargetGroupId": "lbtg-5xunivsQ0",
"VpcId": "vpc-ilcnjuhx",
"TargetGroupName": "kkkkk",

"Port": 19999,

"CreatedTime": "2019-07-14 16:18:43",
"UpdatedTime": "2019-07-29 11:37:10",
"AssociatedRule": null

4
1,

"RequestId": "ed30£949-2bea-48a6-8bal0-7£2£33743d4d"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.
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Error Code

InternalError
InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue

UnauthorizedOperation

©2013-2025 Tencent Cloud. =5 H2] 2§,
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Description

Internal error.

Parameter error.

Wrong parameter format.
Incorrect parameter value.

Unauthorized operation.
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Modify TargetGroupAttribute

% Z ddo|E Y}:: 2025-08-22 15:57:20

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to rename a target group or modify its default port attribute.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String . .
ModifyTargetGroupAttribute.

Common Params. The value used for this APIl: 2018-03-

Version Yes String 17,

Region No String Zg;nmon Params. This parameter is not required for this
TargetGroupld Yes String Target group ID

TargetGroupName No String New name of target group

Port No Integer New default port of target group

3. Output Parameters
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Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Renaming a target group

Renams a target group

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyTargetGroupAttribute

<Common request parameters>

{
"TargetGroupId": "lbtg-815iz538",
"TargetGroupName": "xxxxholic"

}

Output Example

{

"Response": {

"RequestId": "73d80971-512f-400e-9c73-c0c135c04871"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.
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* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

® Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

* Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
UnauthorizedOperation Unauthorized operation.
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AssociateTargetGroups
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to bind target groups to CLB listeners (layer—4 protocol) or forwarding rules (layer-7
protocol).
This is an async API. After it is returned successfully, you can call the DescribeTaskStatus APl with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this
Action Yes String .
API: AssociateTargetGroups.
. . Common Params. The value used for this
Version Yes String
API: 2018-03-17.
Region Yes String Common Params. For more information,

please see the list of regions supported by
the product. This API only supports: ap—
bangkok, ap-beijing, ap—chengdu, ap-
chongqing, ap—guangzhou, ap—hongkong,
ap-jakarta, ap—mumbai, ap—nanjing, ap-

©2013-2025 Tencent Cloud. =& #2] 28 H o] Z] 207 (& 595%)


https://console.intl.cloud.tencent.com/api/explorer?Product=clb&Version=2018-03-17&Action=AssociateTargetGroups
https://intl.cloud.tencent.com/document/api/214/33792
https://intl.cloud.tencent.com/document/api/214/33792
https://intl.cloud.tencent.com/document/api/214/33792
https://intl.cloud.tencent.com/document/api/214/33792
https://intl.cloud.tencent.com/document/api/214/33792#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8

&2 Tencent Cloud Cloud Load Balancer

seoul, ap—shanghai, ap—shanghai-fsi, ap—
shenzhen-fsi, ap-singapore, ap-tokyo, eu—
frankfurt, na—ashburn, na-siliconvalley, sa—
saopaulo.

Array of Binding relationship array. A single request
TargetGroupAssociation supports up to 20 items.

Associations.N Yes

3. Output Parameters

Parameter .
Type Description
Name
The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Binding layer-7 forwarding rules to target groups

Input Example

https://clb.intl.tencentcloudapi.com/?Action=AssociateTargetGroups
&Associations.0.LoadBalancerId=1b-phbx2420
&Associations.0.ListenerId=1bl-m2g6sp99m
&Associations.0O.LocationId=loc—-jjgrOric
&Associations.0.TargetGroupId=1lbtg-5xunivs0

§<Common request parameters>

Output Example

{

"Response": {

"RequestId": "dd2f3116-421c-4eda-8401-b9ddefcc65d5"
}

}

5. Developer Resources
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SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.

The specified resource is currently being operated. Please tr
FailedOperation.ResourcelnOperating P Y gop Y

again later.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
LimitExceeded Quota exceeded.
UnauthorizedOperation Unauthorized operation.
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DisassociateTargetGroups
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to unbind target groups from a rule.

This is an async API. After it is returned successfully, you can call the DescribeTaskStatus APl with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this
Action Yes String . ]
API: DisassociateTargetGroups.
. . Common Params. The value used for this
Version Yes String
API: 2018-03-17.
Common Params. This parameter is not
Region No String S P I

required for this API.

Array of
TargetGroupAssociation

Associations.N Yes Array of rules to be unbound
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Unbinding rules from target groups

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DisassociateTargetGroups
&Associations.0.LoadBalancerId=1b-phbx2420
&Associations.0.ListenerId=1bl-m2g6sp99m
&Associations.0O.LocationId=loc—-jjgrOric
&Associations.0.TargetGroupIld=lbtg-xxqrOric

&<Common request parameters>

Output Example

{

"Response": {
"RequestId": "bc953deb-02d7-4bd3-86a6-80421ec37776"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

* Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java
e Tencent Cloud SDK 3.0 for PHP
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Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.

The specified resource is currently being operated. Please tr
FailedOperation.ResourcelnOperating P Y gop Y

again later.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
UnauthorizedOperation Unauthorized operation.
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RegisterTargetGrouplnstances
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to register servers to a target group.

This is an async API. After it is returned successfully, you can call the DescribeTaskStatus APl with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for
Action Yes String this API:
RegisterTargetGrouplnstances.

Common Params. The value used for

Version Yes String .
this API: 2018-03-17.
Region No String CommorT Params. This parameter is
not required for this API.
TargetGroupld Yes String Target group ID
Array of .
TargetGrouplnstances.N Yes Server instance array

TargetGrouplnstance
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Adding server to target group

Input Example

https://clb.intl.tencentcloudapi.com/?Action=RegisterTargetGroupInstances
&TargetGroupId=1lbtg-815iz538

&TargetGroupInstances.0.BindIP=172.16.0.34
&TargetGroupInstances.0.Port=443

&TargetGroupInstances.0.Weight=10

§<Common request parameters>

Output Example

{

"Response": {
"RequestId": "acf6c2b3-bl18d-4d2e-91led-4eacfflbcO7e”

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

® Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java
e Tencent Cloud SDK 3.0 for PHP
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Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.

The specified resource is currently being operated. Please tr
FailedOperation.ResourcelnOperating P Y gop Y

again later.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
LimitExceeded Quota exceeded.
UnauthorizedOperation Unauthorized operation.
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DeregisterTargetGrouplnstances
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to unbind a server from a target group.

This is an async API. After it is returned successfully, you can call the APl DescribeTaskStatus with the

returned Requestld as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for
Action Yes String this API:
DeregisterTargetGrouplnstances.

Common Params. The value used for

Version Yes String .
this API: 2018-03-17.
Region No String Common. Params. This parameter is
not required for this API.
TargetGroupld Yes String Target group ID
Array of

TargetGrouplnstances.N Yes Information of server to be unbound

TargetGrouplnstance
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Unbinding a server from a target group

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DeregisterTargetGroupInstances
&TargetGroupId=1lbtg-815iz538

&TargetGroupInstances.0.BindIP=172.16.0.34
&TargetGroupInstances.0.Port=1234

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "4b4987ca-58d0-4bad-9ded-344fa40l1llbda"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
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¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.

The specified resource is currently being operated. Please tr
FailedOperation.ResourcelnOperating P ¥ gop ¥

again later.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
UnauthorizedOperation Unauthorized operation.
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DescribeTargetGrouplnstances
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to get the information of servers bound to a target group.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String .
DescribeTargetGrouplnstances.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
. Array Filter. Currently, only filtering by TargetGroupId , BindIP ,
Filters.N Yes ) .
of Filter or InstanceId is supported.
Limit No Integer Number of displayed results. Default value: 20
Offset No Integer Display offset. Default value: O

3. Output Parameters
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Parameter Name

TotalCount

TargetGrouplnstanceSet

RealCount

Requestld

4. Example

Type
Integer

Array of
TargetGroupBackend

Integer

String

Cloud Load Balancer

Description

Number of results returned for the current query

Information of the bound server

The actual total number of bound instances, which
is not affected by the setting of Limit ,
Offset and the CAM permissions.

The unique request ID, generated by the server,
will be returned for every request (if the request
fails to reach the server for other reasons, the
request will not obtain a Requestld). Requestld is
required for locating a problem.

Examplel1 Querying the servers bound to a target group

This example shows you how to query the servers bound to a target group.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeTargetGroupInstances

&Filters.0.Name=TargetGroupld
&Filters.0.Values.O=1btg-5xunivs0

&<Common request parameters>

Output Example

{
"Response": {
"TotalCount": 2,

"TargetGroupInstanceSet": [

{

"TargetGroupId": "lbtg-5xunivs0",
"Typell B "CVM",

"InstanceId": "ins-197234qt",
"InstanceName": "Not named",

"Port": 3333,
"Weight": 43,

"PublicIpAddresses":

(1,
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"PrivateIpAddresses": [
"172.16.0.32"

1y
"EniId": null,

"RegisteredTime": "2019-07-24 20:02:43"
b

{

"TargetGroupId": "lbtg-5xunivsQ",
"Type": "CVM",

"InstanceId": "ins-197234qt",
"InstanceName": "Not named",

"Port": 2222,
"Weight": 55,
"PublicIpAddresses": [],
"PrivateIpAddresses": [
"172.16.0.32"

1y
"EniId": null,
"RegisteredTime": "2019-07-23 21:01:08"

}

1y
"RealCount": 2,

"RequestId": "94240d7f-8bcl-422a-81b9-5ea76d486a66"
}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface
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¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
UnauthorizedOperation Unauthorized operation.

©2013-2025 Tencent Cloud. =& #2] 28 H] o] 7] 222 (& 595%)


https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/214/33849#common-error-codes

&2 Tencent Cloud Cloud Load Balancer

ModifyTargetGrouplnstancesPort
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to modify server ports of a target group in batches.

This is an async API. After it is returned successfully, you can call the DescribeTaskStatus APl with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for
Action Yes String this API:
ModifyTargetGrouplnstancesPort.

Common Params. The value used for

Version Yes String .
this API: 2018-03-17.
Region No String CommorT Params. This parameter is
not required for this API.
TargetGroupld Yes String Target group ID
Array of Array of servers for which to modify

TargetGrouplnstances.N Yes
TargetGrouplnstance ports
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Modifying server ports in batches

Input Example

https://clb.intl.tencentcloudapi.com/?Action=ModifyTargetGroupInstancesPort
&TargetGroupId=1lbtg-815iz538

&TargetGroupInstances.0.BindIP=172.16.0.34

&TargetGroupInstances.0.Port=123

&TargetGroupInstances.(0.NewPort=2233

§<Common request parameters>

Output Example

{

"Response": {
"RequestId": "15566c73-3881-4762-939f-bae9%ecf25808"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

¢ Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java
e Tencent Cloud SDK 3.0 for PHP
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Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.

The specified resource is currently being operated. Please tr
FailedOperation.ResourcelnOperating P Y gop Y

again later.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
LimitExceeded Quota exceeded.
UnauthorizedOperation Unauthorized operation.
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ModifyTargetGrouplnstancesWeight
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to modify server weights of a target group in batches.

This is an async API. After it is returned successfully, you can call the DescribeTaskStatus APl with the

returned RequestID as an input parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for
Action Yes String this API:
ModifyTargetGrouplnstancesWeight.

Common Params. The value used for

Version Yes String .
this API: 2018-03-17.
Region No String CommorT Params. This parameter is
not required for this API.
TargetGroupld Yes String Target group ID
Array of Array of servers for which to modify

TargetGrouplnstances.N Yes .
TargetGrouplnstance weights
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Modifying server weights of target groups in batches

Input Example

https://clb.intl.tencentcloudapi.com/?Action=ModifyTargetGroupInstancesWeight
&TargetGroupId=1lbtg-815iz538

&TargetGroupInstances.0.BindIP=172.16.0.34

&TargetGroupInstances.0.Port=1234

&TargetGroupInstances.0.Weight=55

&<Common request parameters>

Output Example

{

"Response": {
"RequestId": "ed90470e-eade-423f-aae6-264d814d0d65"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

® Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java
e Tencent Cloud SDK 3.0 for PHP
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Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.

The specified resource is currently being operated. Please tr
FailedOperation.ResourcelnOperating P y g op y

again later.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
UnauthorizedOperation Unauthorized operation.

©2013-2025 Tencent Cloud. =& #2] 28 m o] 7] 228 (& 595%)


https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/clb/v20180317/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Clb/V20180317/ClbClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/clb/src/v20180317/ClbClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/214/33849#common-error-codes

&2 Tencent Cloud Cloud Load Balancer

Redirection APIs
ManualRewrite
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

After the original access address and the address to be redirected are configured manually, the system will
automatically redirect requests made to the original access address to the target address of the
corresponding path. Multiple paths can be configured as a redirection policy under one domain name to
achieve automatic redirection between HTTP and HTTPS. A redirection policy should meet the following
rules: if A has already been redirected to B, then it cannot be redirected to C (unless the original redirection

relationship is deleted and a new one is created), and B cannot be redirected to any other addresses.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this

Action Yes String .
API: ManualRewrite.
. . Common Params. The value used for this
Version Yes String
API: 2018-03-17.
C P . This parameter is not
Region No String ormmon Farams P !

required for this API.
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LoadBalancerld Yes String CLB instance ID

Sourcelistenerld Yes String Source listener ID

TargetListenerld Yes String Target listener ID

Rewritelnfos.N Ves Array' of . Redirection relationship between forwarding
RewriteLocationMap rules

3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Manually adding a redirection relationship

Input Example

https://clb.intl.tencentcloudapi.com/?Action=ManualRewrite
&LoadBalancerId=lb-ré6nxliby

&SourcelListenerId=1bl-cy6akv52
&TargetListenerId=1bl-cy6akl123
&RewriteInfos.0.SourcelLocationId=loc-2jkimjn0
&RewriteInfos.0.TargetLocationId=loc—-eulbyo84

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "fcO0ed756-c311-41c8-a22d-64£88a346951"
}

}
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5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation
FailedOperation.InvalidLBStatus
InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameter.LBIdNotFound
InvalidParameter.ListenerldNotFound

InvalidParameter.LocationNotFound

InvalidParameter.ProtocolCheckFailed

©2013-2025 Tencent Cloud. =& @] 28,

Description

Operation failed.

Exceptional CLB instance status
Internal error.

Parameter error.

Wrong parameter format.

Wrong CLB instance ID.

Wrong listener ID.

Unable to find eligible forwarding rules.

Listener protocol checks failed because the protocol used is
incompatible with the corresponding operation.
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InvalidParameter.RewriteAlreadyExist The forwarding rule has already been bound to a redirection
relationship.

InvalidParameter.SomeRewriteNotFound Some redirection rules do not exist.

InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
Resourcelnsufficient Insufficient resources.
UnauthorizedOperation Unauthorized operation.
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AutoRewrite
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

An HTTPS:443 listener needs to be created first, along with a forwarding rule. When this API is called, an

HTTP:80 listener will be created automatically if it did not exist and a forwarding rule corresponding to
Domains (specified in the input parameter) under the HTTPS:443 listener will also be created. After

successful creation, access requests to an HTTP:80 address will be redirected to an HTTPS:443 address

automatically.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Zaa?;neter Required Type Description

Action Yes String Common Params. The value used for this API: AutoRewrite.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String isrwmon Params. This parameter is not required for this
LoadBalancerld Yes String CLB instance ID

Listenerld Yes String HTTPS:443 listener ID

Domains.N No Array of The domain name to be redirected under the listener
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String HTTPS:443 . If it is left empty, all domain nhames under
the listener HTTPS:443 will be configured with redirects.

RewriteCodes.N No ;A\zray of Redirection status code. Valid values: 301, 302, and 307.
nteger
Array of . . . .
TakeUrls.N No Whether the matched URL is carried in redirection.
Boolean

3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Automatically generating a redirection relationship

lbl-1lmeeyblqg is an HTTPS:443 listener. www.abc.com is a domain name of a forwarding rule under

this listener.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=AutoRewrite
&LoadBalancerId=lb-ré6nxliby

&ListenerId=1lbl-1lmeeyblqg

&Domains.O=www.abc.com

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "e351bfdb-147a-4648-b9fe-bbcacff68789"
}

}
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5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description

FailedOperation Operation failed.
FailedOperation.InvalidLBStatus Exceptional CLB instance status
InternalError Internal error.

InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameter.LBIdNotFound Wrong CLB instance ID.
InvalidParameter.ListenerldNotFound Wrong listener ID.
InvalidParameter.LocationNotFound Unable to find eligible forwarding rules.

Listener port checks failed due to port conflicts or other
InvalidParameter.PortCheckFailed P P
reasons.
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InvalidParameter.ProtocolCheckFailed Listener protocol checks failed because the protocol used is
incompatible with the corresponding operation.

The forwarding rule has already been bound to a redirection
InvalidParameter.RewriteAlreadyExist 9 Y

relationship.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
Resourcelnsufficient Insufficient resources.
UnauthorizedOperation Unauthorized operation.
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API (DeleteRewrite) is used to delete the redirection relationship between the specified forwarding rules.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this

Action Yes String .
API: DeleteRewrite.

Common Params. The value used for this

Version Yes String
API: 2018-03-17.
Common Params. This parameter is not
Region No String . . P
required for this API.
LoadBalancerld Yes String CLB instance ID
SourcelL.istenerld Yes String Source listener ID
TargetListenerld Yes String Target listener ID
Rewritelnfos. N Yes Array. of . Redirection relationship between forwarding
RewriteLocationMap rules
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Batch deleting redirection relationships

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DeleteRewrite
&LoadBalancerId=lb-ré6nxliby

&SourcelistenerId=1bl-cy6akv52
&TargetListenerId=1bl-g140899k
&RewriteInfos.0.SourcelLocationId=loc-2jkimjn0
&RewriteInfos.0.TargetLocationId=loc-bmsddozm
&RewriteInfos.1l.SourcelLocationId=loc—-eulbyo84
&RewriteInfos.l.TargetLocationId=loc-bmsddozm

&<Common request parameters>

Output Example

{

"Response": {
"RequestId": "4fcfb5lca-fde7-4064-beff-cc46ddl51£73"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.
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* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description

FailedOperation Operation failed.
FailedOperation.InvalidLBStatus Exceptional CLB instance status
InternalError Internal error.

InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameter.LBIdNotFound Wrong CLB instance ID.
InvalidParameter.SomeRewriteNotFound Some redirection rules do not exist.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
Resourcelnsufficient Insufficient resources.
UnauthorizedOperation Unauthorized operation.
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DescribeRewrite

%|Z ddo]E I#:: 2025-08-22 15:57:24

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (DescribeRewrite) is used to query the redirection relationship between the forwarding rules of a
CLB instance by instance ID. If no listener ID or forwarding rule ID is specified, all redirection relationships in

the instance will be returned.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String . .
DescribeRewrite.

Common Params. The value used for this API:

Version Yes String
2018-03-17.
Region No String ComrTwon Params. This parameter is not required
for this APIL.
LoadBalancerld Yes String CLB instance ID
. Array of .
SourcelListenerlds.N No . Array of CLB listener IDs
String
SourcelLocationlds.N No Array of Array of CLB forwarding rule IDs
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String
3. Output Parameters
P t
arameter Type Description
Name
. Array of Array of redirection forwarding rules. If there are no redirection rules, an
RewriteSet

RuleOQutput empty array will be returned.

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the
request will not obtain a Requestld). Requestld is required for locating a
problem.

Requestld String

4. Example

Examplel1 Querying the redirection relationship by a specified forwarding rule ID

This example shows you how to query redirection relationship by a specified forwarding rule ID.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeRewrite
&LoadBalancerId=1b-gc2igbyc
&SourcelistenerIds.0=1bl-j36caqgde
&SourcelLocationIds.O=loc-5t7526km

&<Common request parameters>

Output Example

{

"Response": {

"RewriteSet": [

{

"TargetType": "Node",
"DefaultServer": false,
"Certificate": {

"SSLMode": "UNIDIRECTIONAL",
"CertCaId": "xx",

"CertId": "xx",

"ExtCertIds": [
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" "

XX
]

b

"TrpcCallee": "abc",
"ListenerId": "lbl-xxxxxxxx",
"WafDomainId": "xx",

"HttpGzip": true,

"Scheduler": "WRR",
"TargetGroupList": [

{

"TargetGroupId": "lbtg—-xxxxxxxx",
"TargetGroupName": "testGroup"

}
1y
"TargetGroup": {

"TargetGroupId": "lbtg—xxxxxxxx",
"TargetGroupName": "testGroup"

b

UgEllg T/

"HealthCheck": {

"RecvContext": "test",
"HealthSwitch": 1,
"HttpCheckPath": "/check",
"HttpCheckMethod": "head",

"UnHealthNum": 3,
"IntervalTime": 5,
"HttpCode": 15,
"SourcelpType": O,
"CheckPort": O,

"ContextType": "HTTP",
"HttpCheckDomain": "test.xxx.com",
"ExtendedCode": "12",

"HealthNum": 3,

"TimeOut": 2,

"CheckType": "TCP ",
"SendContext": "abc",
"HttpVersion": "HTTP/1.0"
b

"TrpcFunc": "trpcfunc_xxx",
"Http2": false,

"Domains": [

"test.abc.com"

1,

"BeAutoCreated": false,

"Domain": "test.abc.com",
"ForwardType": "HTTP",
"RewriteTarget": {
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"TargetListenerId": "lbl-xxxxxxxx",
"RewriteType": "Manual",
"RewriteCode": 0,
"TargetLocationId": "loc—-xxxxxxxx",

"TakeUrl": true

Hy

"QuicStatus": "OFF",

"LocationId": "loc—-xxxXxxxxx",

"SessionExpireTime": O,

"CreateTime": "2022-03-23 10:37:16"

}

1y

"RequestId": "63beed7c-2bf9-4909-a8f7-67495dfe7b42"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

* Tencent Cloud SDK 3.0 for Python
® Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code
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FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameter.LBIdNotFound
InvalidParameterValue
InvalidParameterValue.Length
LimitExceeded
Resourcelnsufficient
ResourceNotFound

UnauthorizedOperation

©2013-2025 Tencent Cloud. 2 & H g 2§,
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Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Wrong CLB instance ID.
Incorrect parameter value.
Wrong parameter length.
Quota exceeded.
Insufficient resources.
Resources do not exist.

Unauthorized operation.
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Other APIs
DescribeClsLogSet

2 Z dd|o|E Y#}:: 2025-08-22 15:57:31

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to get the CLB exclusive logset.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String .
DescribeClsLogSet.
Version Yes String Common Params. The value used for this APIl: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.

3. Output Parameters

Parameter

Type Description
Name
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Logsetld String Logset ID
HealthLogsetld String Health check logset ID

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the
request will not obtain a Requestld). Requestld is required for locating a
problem.

Requestld String

4. Example

Example1 Obtaining the CLB exclusive logset

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: DescribeDatabases

<common request parameters>

{3}

Output Example

{

"Response": {

"LogsetId": "b046ae5f-00cf-4e90-880c-215e5ae72222",
"HealthLogsetId": "b046ae5f-00cf-4e90-880c-215eb5ae71111",
"RequestId": "d8402eb9-37al-469f-bd30-a5670998f2b1"

}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

® Tencent Cloud SDK 3.0 for Python
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* Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

® Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
UnauthorizedOperation Unauthorized operation.
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CreatelLoadBalancerSnatlps

%|Z ddo|E Y}:: 2025-08-22 15:57:32

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to add an SNAT IP for an SnatPro CLB instance. If SnatPro is not enabled for CLB, it will be
automatically enabled after the SNAT IP is added.
This is an async API. After it is returned successfully, you can check the task result by calling

DescribeTaskStatus with the returned RequestID .
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
, ) Common Params. The value used for this API:
Action Yes String
CreatelL.oadBalancerSnatlips.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
LoadBalancerld Yes String Unique ID of a CLB instance, e.g., b-12345678.
Array . .
Information of the SNAT IP to be added. You can specify a
Snatlps.N Yes of . .
Snat SNAT IP or use the one automatically assigned by a subnet.
natlp
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Number No Integer Number of SNAT IPs to be added. This parameter is used in
conjunction with snatIps . Note thatif Ip is specified
in SnaplIps , this parameter is not available. It defaults to

1 and the upper limitis 10 .

3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Adding a SNAT IP

Input Example

https://clb.intl.tencentcloudapi.com/?Action=CreatelLoadBalancerSnatIps
&LoadBalancerId=lb-cuxw****

&SnatIps.0.SubnetId=subnet-1234****

&Number=2

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "898b431c-2745-4b27-80f6-e6e8038a0683"
}

}

Example2 Specifying a SNAT IP

Input Example

https://clb.intl.tencentcloudapi.com/?Action=CreateloadBalancerSnatlIps

&LoadBalancerId=lb-cuxw****
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&SnatIps.0.SubnetId=subnet-1234****
&SnatIps.0.Ip=192.168.1.2

&<Common request parameters>

Output Example

{

"Response": {
"RequestId": "898b431c-80f6-80f6-80f6-e6e8038a0683"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

® Tencent Cloud SDK 3.0 for PHP

® Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

* Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.

©2013-2025 Tencent Cloud. =& @] 28,

H o] Z] 250 (& 595%)


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/clb/v20180317/ClbClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Clb/V20180317/ClbClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/clb/v20180317/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Clb/V20180317/ClbClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/clb/src/v20180317/ClbClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/214/33849#common-error-codes

&2 Tencent Cloud Cloud Load Balancer

InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameter.LBIdNotFound Wrong CLB instance ID.
InvalidParameter.RegionNotFound Invalid region.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
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Deletel.oadBalancerSnatlps

% Z ddo|E Y:: 2025-08-22 15:57:31

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to delete the SNAT IP for an SnatPro CLB instance.
This is an async API. After it is returned successfully, you can check the task result by calling

DescribeTaskStatus with the returned RequestID .
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

P t
arameter Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String
DeletelL.oadBalancerSnatlips.
. . Common Params. The value used for this API: 2018-03-
Version Yes String 17
Region No String Common Params. This parameter is not required for this
APIL.
LoadBalancerld Yes String Unique ID of a CLB instance, e.g., Ib-12345678.
Array of
Ips.N Yes Stri Array of the SNAT IP addresses to be deleted
ring
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel1 Deleting SNAT IPs

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DeletelLoadBalancerSnatlIps
&LoadBalancerId=lb-cuxw2rm0
&§Ips.0=192.168.0.128

§<Common request parameters>

Output Example

{
"Response": {
"RequestId": "898b431c-2745-4b27-80f6-e6e8038a0683"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go
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¢ Tencent Cloud SDK 3.0 for Node.js
® Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameter.LBIdNotFound Wrong CLB instance ID.
InvalidParameterValue Incorrect parameter value.
LimitExceeded Quota exceeded.
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Describel.oadBalancerlListByCertld

% Z ddo|E Y}:: 2025-08-22 15:57:30

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to query the list of CLB instances associated with a certificate in a region by certificate ID.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String . .
DescribelL.oadBalancerListByCertld.

Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.

A f
Certlds.N Yes rr?y © Server or client certificate ID

String

3. Output Parameters

Parameter Type Description
Name
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Array of Certificate ID and list of CLB instances associated
CertldRelatedWithLoadBalancers with it

CertSet

The unique request ID, generated by the server, will
be returned for every request (if the request fails to

Requestld String reach the server for other reasons, the request will
not obtain a Requestld). Requestld is required for
locating a problem.

4. Example

Examplel Obtaining a CLB Instance Associated with the Specified Certificate ID

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeloadBalancerListByCertId
&CertIds.0=Rrsw4nIA

&<Common request parameters>

Output Example

{

"Response": {

"CertSet": [

{

"CertId": "Rrswd4nIA",
"LoadBalancers": [

{

"LoadBalancerId": "lb-rbw529fz",
"LoadBalancerName": "test_ ILB",
"Forward": 1,

"Domain": "",
"LoadBalancerVips": [

"129.226.78.67"
1,

"LoadBalancerType": "OPEN",
"Status": 1,

"CreateTime": "2019-07-02 18:12:52",
"StatusTime": "2019-07-02 21:50:07",

"ProjectId": 0,
"OpenBgp": O,
"Snat": false,

"Isolation": O,
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"Log": "",

"AnycastZone": ""
"AddressIPVersion": "ipv4",
"VpcId": "vpc-1lt9ujdmo",

"NumericalVpcId": 117008,
"TargetRegionInfo": {
"Region": "ap-hongkong",
"VpcId": "vpc-1lt9ujdmo"
b

"SubnetId": "",
"SecureGroups": [],
"Tags": [],

"VipIsp": "BGP",
"MasterzZone": null,
"BackupZoneSet": null,
"IsolatedTime": null,
"ExpireTime": null,
"ChargeType": null,
"NetworkAttributes": null,
"PrepaidAttributes": null

}

]

}

1,

"RequestId": "7718d187-7684-4294-954b-1e13009d75f6"

}
}

Example2 Obtaining No CLB Instance Associated with the Specified Certificate ID

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribelLoadBalancerListByCertId
&CertIds.O=RwFAfr8Y

&<Common request parameters>

Output Example

{

"Response": {
"CertSet": |

{

"CertId": "RwFAfr8Y",
"LoadBalancers": []

}
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1,

"RequestId": "fe6059b5-faa6-4f21-92a1-0c9eebdfb5eb4"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

® Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

* Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

InternalError
InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue

InvalidParameterValue.Length
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Description
Operation failed.
Internal error.
Parameter error.

Wrong parameter format.

Incorrect parameter value.

Wrong parameter length.
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UnauthorizedOperation Unauthorized operation.
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DescribeQuota
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to query various quotas in the current region.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String .
DescribeQuota.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.

3. Output Parameters

Parameter

Type Description
Name

QuotaSet Array Quota list
of
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Quota

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Querying quotas

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeQuota

&<Common request parameters>

Output Example

{

"Response": {

"QuotaSet": [

{

"QuotaId": "TOTAL_OPEN_CLB_QUOTA",
"QuotaLimit": 50,

"QuotaCurrent": 2

b

{

"QuotaId": "TOTAL_INTERNAL_CLB_QUOTA",
"QuotaLimit": 100,

"QuotaCurrent": 3

b

{

"QuotaId": "TOTAL_LISTENER_QUOTA",
"QuotaLimit": 50,

"QuotaCurrent": null

b

{

"QuotaId": "TOTAL_TARGET_BIND_QUOTA",
"QuotalLimit": 50,

"QuotaCurrent": null

b

{

"QuotaId": "TOTAL_LISTENER_RULE_QUOTA",
"QuotaLimit": 50,

"QuotaCurrent": null
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}
1,
"RequestId": "92e23338-bccb-4950-8b0d-b3d50e05975b"

}
4

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
® Tencent Cloud SDK 3.0 for .NET

* Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description

InternalError Internal error.
InvalidParameter.FormatError Wrong parameter format.
UnsupportedOperation Unsupported operation.
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ModifylL.oadBalancersProject

ZZ Adgo|E U} 2025-08-22 15:57:27

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to modify the projects of CLB instances.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String . .
ModifyLoadBalancersProject.

Common Params. The value used for this APIl: 2018-

Version Yes String
03-17.
Region No String Cc.)mmon Params. This parameter is not required for
this API.
Array of .
LoadBalancerlds.N Yes ) IDs of CLB instances ID(s).
String
Project ID. You can obtain it through the
Projectld Yes Integer : g

DescribeProject API.
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Modifying the CLB project

Input Example

https://clb.intl.tencentcloudapi.com/?Action=ModifyLoadBalancersProject
&LoadBalancerIds.(O=1b-1234abcd

&LoadBalancerIds.1=1b-5678wwqgqg

&ProjectId=1122

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "83129908-a282-4£9f-8ab-131a3025ball"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
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¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

Cloud Load Balancer

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

FailedOperation.ResourcelnOperating

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameter.LBIdNotFound
InvalidParameterValue
InvalidParameterValue.Length

UnauthorizedOperation
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Description

Operation failed.

The specified resource is currently being operated. Please try

again later.

Internal error.

Parameter error.

Wrong parameter format.

Wrong CLB instance ID.

Incorrect parameter value.

Wrong parameter length.

Unauthorized operation.
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ReplaceCertForLoadBalancers
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API (ReplaceCertForLoadBalancers) is used to replace the certificate associated with a CLB instance. A
new certificates can be associated with a CLB only after the original certificate is disassociated from it.
This API supports replacing server certificates and client certificates.

The new certificate to be used can be specified by passing in the certificate ID. If no certificate ID is
specified, relevant information such as certificate content must be passed in to create a new certificate and
bind it to the CLB.

Note: This API can only be called in the Guangzhou region; for other regions, an error will occur due to

domain name resolution problems.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String
ReplaceCertForLoadBalancers.
. . Common Params. The value used for this API:
Version Yes String
2018-03-17.
Region No String Common Params. This parameter is not required for
this API.
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OldCertificateld Yes String

Certificate Yes Certificatelnput

3. Output Parameters

Parameter

Type Description
Name

Cloud Load Balancer

ID of the certificate to be replaced, which can be a
server certificate or a client certificate.

Information such as the content of the new
certificate

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Replacing the server certificate associated with a CLB instance

This example shows you how to replace a server certificate by specifying a new certificate ID.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=ReplaceCertForLoadBalancers

&0ldCertificateId=cuxw0123
&Certificate.CertId=cuxwid567

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "00ca7fca-90f1-47fe-a724-5d7e96d04633"

}
}

5. Developer Resources
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SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

InternalError
InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue

InvalidParameterValue.Length
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Description
Operation failed.
Internal error.
Parameter error.

Wrong parameter format.

Incorrect parameter value.

Wrong parameter length.
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Setl.oadBalancerClslLog
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to add, delete, and update the CLS topic of a CLB instance.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

P t
arameter Required Type Description
Name
) , Common Params. The value used for this API:
Action Yes String
SetLoadBalancerClsLog.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
LoadBalancerld Yes String CLB instance ID
Logset ID of the Cloud Log Service (CLS).
LogSetld Ves String o When adding or updating 'a log topic, call the
DescribelLogsets API to obtain the logset ID.
* When deleting a log topic, set this parameter to null.
LogTopicld Yes String Log topic ID of the CLS.

* When adding or updating a log topic, call the
DescribeTopics API to obtain the log topic ID.
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* When deleting a log topic, set this parameter to null.

Log type:
® ACCESS : access logs
LogType No String ® HEALTH : health check logs

Default: ACCESS

3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Deleting CLS Topics

This example shows you how to delete Cloud Log Service (CLS) topics of a CLB instance.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=SetLoadBalancerClsLog
&LoadBalancerId=lb-cuxw2r00

&LogSetId=

&LogTopicId=

§<Common request parameters>

Output Example

{

"Response": {

"RequestId": "78a40898-8210-44c7-8bc6-£83e50878d12"
}

}

Example2 Setting CLS Topics
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This example shows you how to add or modify CLS topics of a CLB instance.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=SetlLoadBalancerClsLog
&LoadBalancerId=lb-cuxw2r00

&§LogSetTd=XXXX—XX—XX—XX~XXXXXXXX
&LogTopicId=XXXX—XX—XX—XX-YYYYVYVYVY

&<Common request parameters>

Output Example

{

"Response": {
"RequestId": "78a40898-8210-44c7-8bc6-£83e50878d12"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

® Tencent Cloud SDK 3.0 for Python
® Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code
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Cloud Load Balancer

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code
AuthFailure.TokenFailure
FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameter.LBIdNotFound
InvalidParameter.RegionNotFound
InvalidParameterValue
InvalidParameterValue.Length

UnauthorizedOperation

©2013-2025 Tencent Cloud. 2 & H g 2§,

Description

Token error.

Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Wrong CLB instance ID.
Invalid region.

Incorrect parameter value.
Wrong parameter length.

Unauthorized operation.
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SetlLoadBalancerSecurityGroups
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to configure (bind and unbind) security groups for a public network CLB instance. You can
use the Describel.oadBalancers API to query the security groups currently bound to a CLB instance. This API
follows the set semantics.For binding operations, the input parameters should specify all security groups
that should be bound (have been bound and will be bound) to the CLB instance.For unbinding operations, the
input parameters should specify all security groups bound to a CLB instance after unbinding. If you want to
unbind all security groups, you can omit this parameter or input an empty array. Note: After a private
network CLB is bound to an EIP, the security groups on the CLB do not take effect for the traffic from the
EIP, but take effect for the traffic from the private network CLB.

A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String .
SetlLoadBalancerSecurityGroups.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this
AP
LoadBalancerld Yes String CLB instance ID
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Array of security group IDs. One CLB instance can be

Array
bound to up to 50 security groups. If you want to unbind all
SecurityGroups.N  No of ) P y groups. Ity want
String security groups, you do not need to pass in this parameter,

Or you can pass in an empty array.

3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel1 Unbinding All Security Groups

This example shows you how to unbind all security groups from a CLB instance which has been bound to

multiple security groups.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=SetlLoadBalancerSecurityGroups
&LoadBalancerId=lb-cuxw2r00

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "00ca7fca-90f1-47fe-a724-5d7e96d04644"
}

}

Example2 Unbinding a Security Group from a CLB Instance

This example shows you how to unbind the security group sg-12345678 from a CLB instance which has

been bound to two security groups sg—-093607sd and sg-12345678.
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Input Example

https://clb.intl.tencentcloudapi.com/?Action=SetLoadBalancerSecurityGroups
&LoadBalancerId=lb-cuxw2r00

&SecurityGroups.0=sg-093607sd

&<Common request parameters>

Output Example

{
"Response": {
"RequestId": "0O0ca7fca-90fl1-47fe-a724-5d7¢96d04633"

}
}

Example3 Binding Multiple Security Groups to a CLB Instance

This example shows you how to bind the security groups sg-093607sd and sg-12345678 to a CLB instance

which has not been bound to any security groups.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=SetLoadBalancerSecurityGroups
&LoadBalancerId=lb-cuxw2r00

&SecurityGroups.0=sg-093607sd

&SecurityGroups.l=sg-12345678

§<Common request parameters>

Output Example

{

"Response": {

"RequestId": "00ca7fca-90fl1-47fe-a724-5d7e96d04655"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

©2013-2025 Tencent Cloud. =& #2] 28 m o] Z] 275 (& 595%)



@ Tencent Cloud Cloud Load Balancer

* Tencent Cloud SDK 3.0 for Python
® Tencent Cloud SDK 3.0 for Java

® Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.

The specified resource is currently being operated. Please tr
FailedOperation.ResourcelnOperating P ¥ 9 op 4

again later.
InternalError Internal error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameter.LBIdNotFound Wrong CLB instance ID.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
UnauthorizedOperation Unauthorized operation.

©2013-2025 Tencent Cloud. =& #2] 28 m o] Z] 276 (& 595%)


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/clb/v20180317/ClbClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Clb/V20180317/ClbClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/clb/v20180317/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Clb/V20180317/ClbClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/clb/src/v20180317/ClbClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/214/33849#common-error-codes

&2 Tencent Cloud Cloud Load Balancer

SetlLoadBalancerStartStatus
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to enable or disable a CLB instance or listener.This is an asynchronous API. After it returns
a result successfully, the obtained RequestID should be used as an input parameter to call the
DescribeTaskStatus API, for checking whether this task succeeds.This feature is currently in beta test. To

use it, submit a ticket for application.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

P t
arameter Required Type Description
Name
, ) Common Params. The value used for this API:

Action Yes String
SetLoadBalancerStartStatus.

Version Yes String Common Params. The value used for this API: 2018-03-17.

Region No String Common Params. This parameter is not required for this API.
O tion t . Start: Start the inst ; Stop: Stop th

OperationType Ves String ‘ peration type. Star a e instance; Stop: Stop the
instance.

LoadBalancerld Yes String CLB instance ID.

Listenerlds.N No Array Listener ID. If this field is empty, it indicates operating the
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of
String

3. Output Parameters

Parameter

Cloud Load Balancer

CLB instance; if not empty, it indicates operating the listener.

The unique request ID, generated by the server, will be returned for every

request (if the request fails to reach the server for other reasons, the request

will not obtain a Requestld). Requestld is required for locating a problem.

Type Description
Name
Requestld String
4. Example

Example1 Enabling or Disabling a CLB Instance

This example shows you how to enable or disable a CLB instance.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: SetLoadBalancerStartStatus

<Common request parameters>

{

"LoadBalancerId": "lb—xxxxxxxx",

"OperationType":
}

n Stop"

Output Example

{

"Response": {
"RequestId": "abc"
}

}
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5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code
FailedOperation

FailedOperation.NoListenerInLB

FailedOperation.ResourcelnOperating

InternalError

InvalidParameter

InvalidParameter.FormatError

InvalidParameter.ListenerldNotFound

InvalidParameterValue

InvalidParameterValue.Length

©2013-2025 Tencent Cloud. =& @] 28,

Description

Operation failed.

Instances without listeners cannot be stopped.

The specified resource is currently being operated. Please try

again later.

Internal error.

Parameter error.

Wrong parameter format.
Wrong listener ID.
Incorrect parameter value.

Wrong parameter length.
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UnauthorizedOperation Unauthorized operation.
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SetSecurityGroupForLoadbalancers

ZZ dgo|E YA}:: 2025-08-22 15:57:25

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to bind or unbind a security group for multiple public network CLB instances. Note: Private

network CLB do not support binding security groups.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String .
SetSecurityGroupForl.oadbalancers.
. . Common Params. The value used for this APIl: 2018—
Version Yes String
03-17.
Region No String C?mmon Params. This parameter is not required for
this API.
SecurityGroup Yes String Security group ID, such as sg-12345678
ADD: bind it ;
OperationType Yes String indi & Securtty group

DEL: unbind a security group

Array of
String

LoadBalancerlds.N Yes Array of CLB instance IDs
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Binding a security group to multiple CLB instances

Input Example

https://clb.intl.tencentcloudapi.com/?Action=SetSecurityGroupForLoadbalancers
&SecurityGroup=sg-12345678

&OperationType=ADD

&LoadBalancerIds.0=1b-09360712

&LoadBalancerIds.1l=1b-tttt5555

§<Common request parameters>

Output Example

{

"Response": {
"RequestId": "00ca7fca-90fl1-47fe-a724-5d7e96d04633"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

® Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java
e Tencent Cloud SDK 3.0 for PHP

©2013-2025 Tencent Cloud. =& #2] 28 H o] Z] 282 (& 595%)


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/clb/v20180317/ClbClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Clb/V20180317/ClbClient.php

@ Tencent Cloud Cloud Load Balancer

Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameter.LBIdNotFound Wrong CLB instance ID.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
UnauthorizedOperation Unauthorized operation.
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CreateClsLogSet

% Z ddo|E Y}:: 2025-08-22 15:57:32

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to create a CLB exclusive logset for storing CLB logs.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:

Action Yes String
CreateClsLogSet.

Version Yes String Common Params. The value used for this API: 2018-03-17.

Region No String Common Params. This parameter is not required for this API.
L t hich t i I CLS | ts;

LogsetName No String ogset name, which must be unique among all CLS logsets;
default value: clb_logset

Period No Integer Logset retention period (in days)
Logset type. Valid values: ACCESS (access logs; default value

LogsetType No String 9 vP ( g )

and HEALTH (health check logs).
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3. Output Parameters

Parameter

Type Description
Name
Logsetld String Logset ID.

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Creating a logset

Create Logset

Input Example

https://clb.intl.tencentcloudapi.com/?Action=CreateClsLogSet
&LogsetName=clb_logset

&Period=7

&<Common request parameters>

Output Example

{

"Response": {
"LogsetId": "578dd0ad-2e7c-488b-b5fe-0b23da3537eb",
"RequestId": "8b038842-70b2-411b-ala2-c7fcdel195d2c"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

¢ Tencent Cloud SDK 3.0 for Python

©2013-2025 Tencent Cloud. =& #2] 28 = o] Z] 285 (& 595%)


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.py

@ Tencent Cloud Cloud Load Balancer

* Tencent Cloud SDK 3.0 for Java

® Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

* Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
LimitExceeded Quota exceeded.
MissingParameter Missing parameter.
Resourcelnsufficient Insufficient resources.
UnauthorizedOperation Unauthorized operation.
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CreateTopic
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to create a topic with the full-text index and key—value index enabled by default. The

creation will fail if there is no CLB exclusive logset.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description

Name

Action Yes String Common Params. The value used for this API: CreateTopic.

Version Yes String Common Params. The value used for this API: 2018-03-17.

Region No String Common Params. This parameter is not required for this API.

TopicName Yes String Log topic name
The number of topic partitions, which changes as partitions
are split or merged. Each log topic can have up to 50

PartitionCount No Integer partitions. If this parameter is not passed in, 1 partition will be
created by default and up to 10 partitions are allowed to be
created.

TopicType No String Log type. Valid values: ACCESS (access logs; default value)
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and HEALTH (health check logs).

Logset retention period, in days. Default value: 30 days. Value

Period No Integer
range: [1, 3600].

Log topic storage type. Valid values: hot (STANDARD

StorageType No String
storage); cold (IA storage). Default value: hot .

3. Output Parameters

Parameter

Type Description
Name
Topicld String Log topic ID

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Example1 Creating a topic

This example shows you how to create a topic.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateTopic

<common request parameters>

{

"PartitionCount": "3",
"TopicName": "clb-topic"

}

Output Example
{

"Response": {
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"TopicId": "b046ae5f-00cf-4e90-880c-215e5ae7boxy",
"RequestId": "dccf2ce3-0277-465a-9c60-260cfb141d65"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue.Duplicate

InvalidParameterValue.lnvalidFilter
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Description

Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Duplicate parameter value.

Incorrect Filter parameter
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https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Clb/V20180317/ClbClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/clb/v20180317/client.go
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Clb/V20180317/ClbClient.cs
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InvalidParameterValue.Length
InvalidParameterValue.Range
LimitExceeded
MissingParameter
Resourcelnsufficient

UnauthorizedOperation

©2013-2025 Tencent Cloud. =5 H2] 2§,

Cloud Load Balancer

Wrong parameter length.
Wrong parameter value range.
Quota exceeded.

Missing parameter.
Insufficient resources.

Unauthorized operation.
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DescribelLoadBalancerTraffic

% Z ddo|E Y}:: 2025-08-22 15:57:30

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to query CLB instances with high traffic under the current account, and return the top 10
results. For queries using a sub—account, only the CLB instances authorized to the sub-account will be

returned.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String .
DescribelLoadBalancerTraffic.

Common Params. The value used for this API: 2018-03-

Version Yes String 17
Common Params. This parameter is not required for this
Region No String 'SP ! ! !
API.
LoadBalancerRegion No String CLB instance region. If this parameter is not passed in,

CLB instances in all regions will be returned.

3. Output Parameters
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Parameter Name Type Description

Information of CLB instances sorted by outbound
LoadBal Traff Array of bandwidth from highest to lowest
oadBalancerTraffic
LoadBalancerTraffic Note: This field may return null , indicating that no

valid values can be obtained.

The unique request ID, generated by the server, will be
returned for every request (if the request fails to reach

Requestld String the server for other reasons, the request will not obtain
a Requestld). Requestld is required for locating a
problem.
4. Example

Example1 Querying CLB instances with high traffic under the current account.

This example shows you how to query CLB instances with high traffic under the current account.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribelLoadBalancerTraffic
&LoadBalancerRegion=ap-guangzhou

§<Common request parameters>

Output Example

{
"Response": {
"LoadBalancerTraffic": [

{

"LoadBalancerId": "lb-xxxxxx",
"LoadBalancerName": "lb-namel",
"Region": "ap-guangzhou",
"vip": "1.1.1.1",

"OutBandwidth": 177.083

Hy
{

"LoadBalancerId": "lb-kxyz2",
"LoadBalancerName": "lb-xyzname",
"Region": "ap-guangzhou",

"Vip": "2.2'2.2",

"OutBandwidth": 77.449
}
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1,
"RequestId": "03b18184-cafl1l-40d7-b01a-100010030712"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

* Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description

AuthFailure CAM signature/authentication error
FailedOperation Operation failed.

InternalError Internal error.

InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
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DescribeResources

% Z ddo|E Y}:: 2025-08-22 15:57:29

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to query the list of AZs and resources supported for the user in the current region.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String .
DescribeResources.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
. Number of returned AZ resources. Default value: 20. Maximum
Limit No Integer
value: 100.
Offset No Integer Starting offset of the returned AZ resource list. Default value: O.
Filters.N No Array Conditions for querying the list of availability zone resources.
of Detailed filter criteria are as follows:
Filter * master-zone —— String — Required: No - (Filter criterion) Filter

by region type, such as ap—guangzhou-2.
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* ip-version —— String — Required: No - (Filter criterion) Filter by
IP type. Valid values: IPv4, IPv6, IPv6_Nat.

* isp —— String — Required: No — (Filter criterion) Filter by ISP
type, such as BGP, CMCC, CUCC, and CTCC.

3. Output Parameters

Parameter Name Type Description
Array of .
ZoneResourceSet List of resources supported by the AZ
ZoneResource
TotalCount Integer Number of entries in the AZ resource list.
The unique request ID, generated by the server, will be returned
for every request (if the request fails to reach the server for
Requestld String v req ( d

other reasons, the request will not obtain a Requestld).
Requestld is required for locating a problem.

4. Example

Examplel Querying the List of Supported Availability Zones and Resources in the Current
Region for Users

This example shows you how to query the list of supported availability zones and resources in the current

region for users.

Input Example

POST / HTTP/1.1

Host: clb.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeResources

<Common request parameters>

{

"Limit": "20",
"Offset": "O"
t
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Output Example

{

"Response": {

"TotalCount": 3,
"ZoneResourceSet": [

{

"LocalZone": false,
"EdgeZone": false,
"SlaveZone": null,
"MasterZone": "ap-guangzhou-1",
"IPVersion": "IPv4",
"ZoneRegion": "ap-guangzhou",
"ResourceSet": [

{

"Isp": "BGP",

"Type": [

"BGP"

]

b

{

"Isp": "CMCC",

"Type": [

"cMce"

]

}

1y

"ZoneResourceType": "SHARED"
}

I

"RequestId": "d09b91lba-a8le-4ca3-b423-c64e60127c64"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java
e Tencent Cloud SDK 3.0 for PHP
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Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

Cloud Load Balancer

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

InternalError

InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue
InvalidParameterValue.Duplicate
InvalidParameterValue.InvalidFilter
InvalidParameterValue.Length

InvalidParameterValue.Range
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Description

Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Incorrect parameter value.

Duplicate parameter value.

Incorrect Filter parameter.

Wrong parameter length.

Wrong parameter value range.

H| o] 2] 297 (& 595

=
S

)


https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/clb/v20180317/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Clb/V20180317/ClbClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/clb/src/v20180317/ClbClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/214/33849#common-error-codes

&2 Tencent Cloud Cloud Load Balancer

DescribeTaskStatus

% Z ddo|E Y}:: 2025-08-22 15:57:29

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to query the execution status of an async task. After non—-query APIs (used to create/delete
CLB instances, listeners, or rules or to bind/unbind real servers) are called successfully, this API needs to be

used to query whether the task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String .
DescribeTaskStatus.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
Taskid No String Request ID, i.e., the Requestld parameter returned by the API.
. Order ID.
DealName No String

Note: Either TaskId or DealName is required.
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3. Output Parameters

Parameter
Name

Status

LoadBalancerlds

Requestld

4. Example

Type

Integer

Array
of
String

String

Description

Current status of a task. Value range: 0 (succeeded), 1 (failed), 2 (in
progress).

Array of unique CLB instance IDs.
Note: this field may return null , indicating that no valid values can be
obtained.

The unique request ID, generated by the server, will be returned for
every request (if the request fails to reach the server for other reasons,
the request will not obtain a Requestld). Requestld is required for
locating a problem.

Examplel Querying the status of an async task

This example shows you how to query whether an async task is successfully executed if the call to the

forwarding rule creating API is returned successfully and the returned RequestId is 55c85074-3e7f—

4c6d-864f-673660d4£8de

Input Example

POST / HTTP/1.1

. The status value of 0 in the response indicates that the task succeeded.

Host: clb.intl.tencentcloudapi.com

Content-Type:
X-TC-Action:

application/json

DescribeTaskStatus

<Common request parameters>

{

"TaskId": "55c85074-3e7f-4c6d-864f-673660d4£8de"

}

Output Example

{
"Response": {
"Status": O,
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5. Developer Resources

"LoadBalancerIds": [

"lb-6efswuxa"

1,

"RequestId": "917384bc-5b8d-4b68-albc-a58f815e8e3b"

4
}

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.
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Error Code
FailedOperation
InternalError
InvalidParameter

InvalidParameter.RegionNotFound

Description
Operation failed.
Internal error.
Parameter error.

Invalid region.
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InquiryPriceCreatelL,oadBalancer

% Z ddo|E I}:: 2025-08-22 15:57:28

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to query the price of creating a CLB instance.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used
Action Yes String for this API:
InquiryPriceCreatelL.oadBalancer.

Common Params. The value used

Version Yes String .
for this API: 2018-03-17.
Region No String Common. Params. This parameter is
not required for this API.
Network type of the CLB to query.
. OPEN : Public network;
LoadBalancerType Yes String . .
INTERNAL : Private network is
intranet type
. The billing mode to query.
LoadBalancerChargeType Yes String

POSTPAID :Pay as you go
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LoadBalancerChargePrepaid

InternetAccessible

GoodsNum

Zoneld

SlaType

AddresslIPVersion

Viplsp
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No

No

No

No

No

No

LBChargePrepaid

InternetAccessible

Integer

String

String

String

String

Cloud Load Balancer

Reserved field
The network billing mode to query

Number of CLB instances to query.
Default value: 1.

Availability zone in the format of
"ap—guangzhou-1"

Specification of the LCU-supported
instance, which is input to query the
monthly subscription price. Valid
values:

* clb.c2.medium: Standard

* clb.c3.small: Advanced 1

e clb.c8.medium: Advanced 2

e clb.c4.small: Super Large 1

¢ clb.c4.medium: Super Large 2

e clb.c4.large: Super Large 3

* clb.c4.xlarge: Super Large 4
SLA is input to query the pay—as—
you—go price.

IP version. Valid values: 1pPV4
(default), 1PVe6 (IPV6 NAT6G4
version) or IPv6FullChain (IPv6
version).

It only applies to public CLB.
Currently, the static single-line IP
type is supported only for the
regions of Guangzhou, Shanghai,
Nanjing, Jinan, Hangzhou, Fuzhou,
Beijing, Shijiazhuang, Wuhan,
Changsha, Chengdu, and
Chongqing. If you need to
experience it, contact your business
manager. After approval, you can
select the ISP type as China Mobile
(CMCC), China Unicom (CUCC), or
China Telecom (CTCC). The network
billing mode should be selected as
billing by bandwidth package
(BANDWIDTH_PACKAGE). If this
parameter is not specified, BGP is
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used by default. You can use the
DescribeResources API to query
ISPs supported for a region.

3. Output Parameters

Parameter L
Type Description
Name
Price Price Price of the instance with the specified configurations.

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel1 Querying the Price for Creating a Prepaid CLB Instance

This example shows you how to query the price for creating a prepaid CLB instance.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=InquiryPriceCreatelLoadBalancer
&LoadBalancerType=0PEN

&LoadBalancerChargeType=PREPAID

&GoodsNum=1

&InternetAccessible.InternetChargeType=BANDWIDTH_PREPAID
&InternetAccessible.InternetMaxBandwidthOut=1
&LoadBalancerChargePrepaid.Period=1

§<Common request parameters>

Output Example

{

"Response": {

"Price": {
"InstancePrice": {
"UnitPrice": 0.02,
"ChargeUnit": "HOUR",
"OriginalPrice": null,
"DiscountPrice": null
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|
"BandwidthPrice": {

"UnitPrice": 0.8,
"ChargeUnit": "GB",
"OriginalPrice": null,
"DiscountPrice": null

Hy

"LcuPrice": null

b
"RequestId": "f4953b5c-990c-49fa-9937-7aebef241d42"

}
4

Example2 Querying the Price for Creating a Pay—-as-You-Go CLB Instance in the Pay-as-
You-Go Network Billing Mode

This example shows you how to query the price for creating a pay—as—-you—go CLB instance in the pay—-as-—

you—go network billing mode.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=InquiryPriceCreatelLoadBalancer
&LoadBalancerType=0PEN

&LoadBalancerChargeType=POSTPAID
&InternetAccessible.InternetChargeType=TRAFFIC_POSTPAID_BY_HOUR
&InternetAccessible.InternetMaxBandwidthOut=1

&<Common request parameters>

Output Example

{

"Response": {

"Price": {
"InstancePrice": {
"UnitPrice": 0.02,
"ChargeUnit": "HOUR",
"OriginalPrice": null,
"DiscountPrice": null

Yo
"BandwidthPrice": {

"UnitPrice": 48,

"ChargeUnit": "Mbps/MONTH",
"OriginalPrice": null,
"DiscountPrice": null

ty
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"LcuPrice": null

b
"RequestId": "19a2e45d-ed96-4f60-a954-99a4d41752£3"

}
4

Example3 Querying the Price for Creating a Pay-as-You-Go CLB Instance in the Network
Billing Mode by Bandwidth Package

This example shows you how to query the price for creating a pay—as—you—go CLB instance in the network

billing mode by bandwidth package.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=InquiryPriceCreatelLoadBalancer
&LoadBalancerType=0PEN

&LoadBalancerChargeType=POSTPAID

&GoodsNum=1

&InternetAccessible.InternetChargeType=BANDWIDTH_PACKAGE
&InternetAccessible.BandwidthpkgSubType=SINGLEISP

&<Common request parameters>

Output Example

{

"Response": {

"Price": {
"InstancePrice": {
"UnitPrice": 0.02,
"ChargeUnit": "HOUR",
"OriginalPrice": null,
"DiscountPrice": null

b

"BandwidthPrice": {
"UnitPrice": 0.04,
"ChargeUnit": "HOUR",
"OriginalPrice": null,
"DiscountPrice": null
b

"LcuPrice": null

b

"RequestId": "835f9cd8-6afl-4ac6-8fc3-2a9f900b7fff"
}

}
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Example4 Querying the Price for Creating a Pay-as-You-Go CLB Instance in the Network
Billing Mode by Bandwidth

This example shows you how to query the price for creating a pay—as—you—go CLB instance in the network

billing mode by bandwidth.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=InquiryPriceCreatelLoadBalancer
&LoadBalancerType=0PEN

&LoadBalancerChargeType=POSTPAID
&InternetAccessible.InternetChargeType=BANDWIDTH_POSTPAID_BY_HOUR
&InternetAccessible.InternetMaxBandwidthOut=1

&<Common request parameters>

Output Example

{

"Response": {

"Price": {
"BandwidthPrice": null,
"InstancePrice": {
"OriginalPrice": 37.4,
"DiscountPrice": 37.4,
"UnitPrice": null,
"ChargeUnit": null

b

"LcuPrice": null

b

"RequestId": "52f22ea7-3592-4ff0-9d63-a5ccl14b79859"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
® Tencent Cloud SDK 3.0 for Java
¢ Tencent Cloud SDK 3.0 for PHP
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Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
UnauthorizedOperation Unauthorized operation.
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InquiryPriceModifylLoadBalancer

% Z 9do|E I}:: 2025-08-22 15:57:28

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API is used to query the price of adjusting the specification of a CLB instance.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String . . .
InquiryPriceModifylL.oadBalancer.

Common Params. The value used for this API:

Version Yes String
2018-03-17.

Region No String Com'mon Parar'ns. This parameter is not
required for this API.

LoadBalancerld Yes String CLB instance ID

InternetAccessible Yes InternetAccessible New bandwidth bandwidth specification

3. Output Parameters
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Parameter Type Description
Name
Price Price Pricing information

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel1 Querying the price of adjusting the bandwidth of a CLB instance

This example shows you how to query the price of adjusting the bandwidth of a CLB instance.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=InquiryPriceModifylLoadBalancer
&LoadBalancerId=1lb-drOmo6w4
&InternetAccessible.InternetChargeType=BANDWIDTH_PREPAID
&InternetAccessible.InternetMaxBandwidthOut=20

&<Common request parameters>

Output Example

{

"Response": {

"Price": {
"BandwidthPrice": null,
"InstancePrice": {
"OriginalPrice": 4494.57,
"DiscountPrice": 4494.57,
"UnitPrice": null,
"ChargeUnit": null

}

b

"RequestId": "4c588312-edeb-4eal-b8ad4-b3024d9p8043"
}

}

5. Developer Resources
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SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
UnauthorizedOperation Unauthorized operation.
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InquiryPriceRenewlLoadBalancer
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API is used to query the price of renewing a CLB instance. It's only available to prepaid CLB instances.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for
Action Yes String this API:
InquiryPriceRenewl_oadBalancer.

Common Params. The value used for

Version Yes String .
this API: 2018-03-17.
Region No String Common‘ Params. This parameter is
not required for this API.
LoadBalancerld Yes String CLB instance ID
LoadBalancerChargePrepaid Yes LBChargePrepaid Renewal period

3. Output Parameters
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Parameter e
Type Description

Name

Price Price Price to renew

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel1 Querying the price of renewing a prepaid subscribed CLB instance

This example shows you how to query the price of renewing a prepaid subscribed CLB instance.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=InquiryPriceRenewLoadBalancer
&LoadBalancerId=1lb-drOmo6w4

&LoadBalancerChargePrepaid.Period=1

&<Common request parameters>

Output Example

{

"Response": {

"Price": {
"BandwidthPrice": null,
"InstancePrice": {
"OriginalPrice": 37.4,
"DiscountPrice": 37.4,
"UnitPrice": null,
"ChargeUnit": null

}

b

"RequestId": "2eff0c82-61a2-48e5-ael7-2037901dd17c"
}

}

5. Developer Resources
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SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

* Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
UnauthorizedOperation Unauthorized operation.
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Classic CLB APlIs
DescribeClassicallLBListeners

%|Z ddo|E I#}:: 2025-08-22 15:57:44

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API (DescribeClassicalLBListeners) is used to get the listener information of a classic CLB.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String . . .
DescribeClassicalLBListeners.
. . Common Params. The value used for this APIl: 2018-03-
Version Yes String 17
Common Params. This parameter is not required for this
Region No String 'SP I qu !
API.
LoadBalancerld Yes String CLB instance ID
A f
Listenerlds.N No rr.ay © List of CLB listener IDs
String
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Protocol No
ListenerPort No
Status No

3. Output Parameters

Parameter

Type
Name

Array of
Listeners ¥

ClassicallListener

Requestld String

4. Example

Cloud Load Balancer

String CLB listening protocol. Valid values: TCP, UDP, HTTP,
and HTTPS.

Integer CLB listening port. Value range: 1 — 65535.

Integer Listener status. Valid values: O (creating) and 1 (running).

Description

Listener list
Note: This field may return null , indicating that no valid values
can be obtained.

The unique request ID, generated by the server, will be returned for
every request (if the request fails to reach the server for other
reasons, the request will not obtain a Requestld). Requestld is
required for locating a problem.

Examplel Getting the listener information of a classic CLB instance

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeClassicallLBListeners

&LoadBalancerId=1lb-a3ub5l5zc

§<Common request parameters>

Output Example

{
"Response": {

"Listeners": [

{

"ListenerId": "1lbl-3jur3gei",

"ListenerPort": 111,
"InstancePort": 1111,

"ListenerName": "test",
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"Protocol": "tcp",
"SessionExpire": O,
"HealthSwitch": 1,
"TimeOut": 2,
"IntervalTime": 5,
"HealthNum": 3,
"UnhealthNum": 3,

"HttpHash": "",
"HttpCode": 31,
"HttpCheckPath": "",
"SSLMode": "",
"CertId": "",
"CertCaId": "",

"Status": 1
I
1,

"RequestId": "5da375f4-214d-42bb-8d50-e74bf556b38f"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

® Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code
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Cloud Load Balancer

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

InternalError
InvalidParameter
InvalidParameter.FormatError
InvalidParameterValue
InvalidParameterValue.Length
LimitExceeded
Resourcelnsufficient
UnauthorizedOperation

UnsupportedOperation

©2013-2025 Tencent Cloud. 2 & H g 2§,

Description

Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Incorrect parameter value.
Wrong parameter length.
Quota exceeded.
Insufficient resources.
Unauthorized operation.

Unsupported operation.
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DescribeClassicalLBTargets

%|Z ddo|E I#:: 2025-08-22 15:57:44

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API is used to get the real servers bound to a classic CLB instance.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
) , Common Params. The value used for this API:
Action Yes String . .
DescribeClassicalLBTargets.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
LoadBalancerld Yes String CLB instance ID

3. Output Parameters

Parameter

Type Description
Name
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Targets Array of
ClassicalTarget

Requestld String

4. Example

Cloud Load Balancer

Real server list
Note: This field may return null , indicating that no valid values can
be obtained.

The unique request ID, generated by the server, will be returned for
every request (if the request fails to reach the server for other
reasons, the request will not obtain a Requestld). Requestld is
required for locating a problem.

Examplel Getting the real server information of a classic CLB instance

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeClassicallLBTargets
&LoadBalancerId=1b-a3u515zc

&<Common request parameters>

Output Example

{

"Response": {
"Targets": [

{

"Type " B "CVM",

"InstanceId": "ins-odjhné6vc",

"Weight": 30,
"InstanceName": "vpcO2",
"PrivateIpAddresses": [
"10.104.63.53"

1,

"PublicIpAddresses": [],
"RunFlag": 2

}

1y

"RequestId": "1e241bcf-4091-481e-9d81-8c0d01d3£824d"

}
}

5. Developer Resources
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SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
Resourcelnsufficient Insufficient resources.
UnauthorizedOperation Unauthorized operation.
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DescribeClassicalLBHealthStatus
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API (DescribeClassicalLBHealthStatus) is used to get the real server health status of a classic CLB
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String . .
DescribeClassicalLBHealthStatus.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
LoadBalancerld Yes String CLB instance ID
Listenerld No String CLB listener ID

3. Output Parameters

Parameter Type Description
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Name

List of real server health statuses

Array of .
/ Note: This field may return null , indicating that no valid values can

ClassicalHealth

HealthList
be obtained.

The unique request ID, generated by the server, will be returned for
every request (if the request fails to reach the server for other
reasons, the request will not obtain a Requestld). Requestld is required
for locating a problem.

Requestld String

4. Example

Examplel Getting the real server health status of a classic CLB instance

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeClassicallLBHealthStatus
&LoadBalancerId=1lb-a3u5l5zc

&<Common request parameters>

Output Example

{

"Response": {
"HealthList": [

{

"Ip": "10.142.9.250",
"Port": 1111,
"ListenerPort": 111,
"Protocol": "TCP",
"HealthStatus": O

b

{

"IpP": "10.104.63.53",
"Port": 1111,
"ListenerPort": 111,
"Protocol": "TCP",
"HealthStatus": O

b

{
"IP": "10.104.126.68",

"Port": 1111,

"ListenerPort": 111,
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"Protocol": "TCP",
"HealthStatus": O

I

{

"Ip": "10.142.9.250",
"Port": 12312,
"ListenerPort": 1213,
"Protocol": "UDP",
"HealthStatus": 1

b

{

"Ip": "10.104.126.68",

"Port": 12312,
"ListenerPort": 1213,
"Protocol": "UDP",
"HealthStatus": 1

b

{

"IP": "10.104.63.53",

"Port": 12312,
"ListenerPort": 1213,
"Protocol": "UDP",
"HealthStatus": 1

}

1,
"RequestId": "bl8d9%4ba-94fa-4c59-b66c-840d11a6a0£f3"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

® Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
® Tencent Cloud SDK 3.0 for .NET

* Tencent Cloud SDK 3.0 for C++
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
Resourcelnsufficient Insufficient resources.
UnauthorizedOperation Unauthorized operation.
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RegisterTargetsWithClassicallLB

% Z ddo|E Y}:: 2025-08-22 15:57:43

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to bind a real server with a classic CLB instance. This is an async API. After it is returned
successfully, you can call the APl DescribeTaskStatus with the returned Requestld as an input

parameter to check whether this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String . . .
RegisterTargetsWithClassicallLB.
. . Common Params. The value used for this API:
Version Yes String
2018-03-17.
C P . Thi ter i t ired
Region No String ommon arams. This parameter is not require
for this APL.
LoadBalancerld Yes String CLB instance ID
Array of
Targets.N Yes 4 Real server information

ClassicalTargetinfo
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Binding a real server to a classic CLB instance

Input Example

https://clb.intl.tencentcloudapi.com/?Action=RegisterTargetsWithClassicalLB
&LoadBalancerId=1lb-a3u5l5zc

&Targets.0.InstancelId=ins-1hhn9fhk

&Targets.0.Weight=20

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "babb5b8c4-7e9f-4032-90fb-c6leec6678c73"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
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¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
Resourcelnsufficient Insufficient resources.
UnauthorizedOperation Unauthorized operation.
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DeregisterTargetsFromClassicallLB
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This APl is used to unbind a CLB real server. This is an async API. After it is returned successfully, you can

call the APl DescribeTaskStatus with the returned Requestld as an input parameter to check whether

this task is successful.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String . .
DeregisterTargetsFromClassicallLB.
. . Common Params. The value used for this API: 2018-03-
Version Yes String 17
Region No String Common Params. This parameter is not required for this
API.
LoadBalancerld Yes String CLB instance ID
A f
Instancelds.N Yes rrfay © List of real server IDs
String
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Unbinding the real server from a classic CLB instance

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DeregisterTargetsFromClassicallLB
&LoadBalancerId=1lb-a3u5l5zc
&InstanceIds.O=ins-odjhné6vc

§<Common request parameters>

Output Example

{
"Response": {
"RequestId": "aB8ae0al06-f935-4alb-bc73-£5055f3e1954"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go
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¢ Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
Resourcelnsufficient Insufficient resources.
UnauthorizedOperation Unauthorized operation.
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DescribeClassicalLBBylnstanceld

% Z dgo|E YA}:: 2025-08-22 15:57:45

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API is used to get the list of classic CLB instance IDs through a real server ID.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String . .
DescribeClassicalLBBylnstanceld.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this
API.
Array of
Instancelds.N Yes . Y List of real server IDs
String

3. Output Parameters

Parameter Name Type Description
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Array of
ClassicalLoadBalancerinfo

LoadBalancerInfoList CLB information list

The unique request ID, generated by the server,
will be returned for every request (if the request

Requestld String fails to reach the server for other reasons, the
request will not obtain a Requestld). Requestld is
required for locating a problem.

4. Example

Examplel Getting the information of a classic CLB instance through a real server ID

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeClassicallLBByInstanceld
&Instancelds.O=ins-odjhn6vc

&<Common request parameters>

Output Example

{

"Response": {
"LoadBalancerInfolList": [

{

"InstanceId": "ins-odjhnévc",
"LoadBalancerIds": [
"lb-2zkbmcy4",

"1b-a3ubl5zc"

]

}

1,
"RequestId": "e6dd52d7-d80d-49f1-85ef-24a4a8221370"

}
}

5. Developer Resources

SDK
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TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
Resourcelnsufficient Insufficient resources.
UnauthorizedOperation Unauthorized operation.
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MigrateClassicallLoadBalancers
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to upgrade classic CLB instances to application CLB instances.
This is an async API. After it is returned successfully, you can check the action result by calling

DescribeloadBalancers .
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String . .
MigrateClassicalLoadBalancers.
. . Common Params. The value used for this API:
Version Yes String
2018-03-17.
C P . This parameter is not
Region No String om.mon arams 'SP !
required for this API.
LoadBalancerlds.N Yes Array of String Array of classic CLB instance IDs
ExclusiveCluster No ExclusiveCluster Exclusive cluster information
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3. Output Parameters

Parameter

Type Description
Name

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel1 Upgrading classic CLB instances

Input Example

https://clb.intl.tencentcloudapi.com/?Action=MigrateClassicalloadBalancers
&LoadBalancerIds.O=1b-isdwb5mum

&<Common request parameters>

Output Example

{

"Response": {
"RequestId": "55afeB8ae-9580-4582-92e6-c7e67£893cl1f"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
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¢ Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

Command Line Interface

* Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
LimitExceeded Quota exceeded.
MissingParameter Missing parameter.
UnauthorizedOperation Unauthorized operation.
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Making APl Requests
Request Structure

%|Z Addo|E I#:: 2025-05-22 20:38:46

1. Service Address

The API supports access from either a nearby region (at clb.intl.tencentcloudapi.com) or a specified region

(at clb.ap—guangzhou.tencentcloudapi.com for Guangzhou, for example).

We recommend using the domain name to access the nearest server. When you call an API, the request is
automatically resolved to a server in the region nearest to the location where the API is initiated. For
example, when you initiate an API request in Guangzhou, this domain name is automatically resolved to a
Guangzhou server, the result is the same as that of specifying the region in the domain like "clb.ap-

guangzhou.tencentcloudapi.com".
Note: For latency-sensitive businesses, we recommend that you specify the region in the domain name.

Tencent Cloud currently supports the following regions:

Hosted region Domain name

Local access region (recommended, only for non-financial

o clb.intl.tencentcloudapi.com
availability zones)

clb.ap-

South China (Guangzhou) )
guangzhou.tencentcloudapi.com

clb.ap-

East China (Shanghai) . .
shanghai.tencentcloudapi.com

clb.ap-

East China (Nanjing) . )
nanjing.tencentcloudapi.com

clb.ap—-

North China (Beijin
(Beijing) beijing.tencentcloudapi.com

clb.ap-

Southwest China (Chengdu) .
chengdu.tencentcloudapi.com

clb.ap-

Southwest China (Chongging) ) )
chongging.tencentcloudapi.com
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Hong Kong, Macao, Taiwan (Hong Kong, China) clb.ap-
hongkong.tencentcloudapi.com

clb.ap-

Southeast Asia (Singapore) . )
singapore.tencentcloudapi.com

clb.ap-

Southeast Asia (Jakarta) ) )
jakarta.tencentcloudapi.com

clb.ap-
bangkok.tencentcloudapi.com

Southeast Asia (Bangkok)
Northeast Asia (Seoul) clb.ap—seoul.tencentcloudapi.com

Northeast Asia (Tokyo) clb.ap—tokyo.tencentcloudapi.com

clb.na-

U.S. East Coast (Virginia) _
ashburn.tencentcloudapi.com

clb.na-

U.S. West Coast (Silicon Valley) o )
siliconvalley.tencentcloudapi.com

clb.sa-

South America (Sao Paulo) )
saopaulo.tencentcloudapi.com

clb.eu-

Europe (Frankfurt
pe ( ) frankfurt.tencentcloudapi.com

2. Communications Protocol

All the Tencent Cloud APIs communicate via HTTPS, providing highly secure communication tunnels.

3. Request Methods

Supported HTTP request methods:

e POST (recommended)
e GET

The Content-Type types supported by POST requests:

e application/json (recommended). The TC3-HMAC-SHA256 signature algorithm must be used.

e application/x—www-form-urlencoded. The HmacSHA1 or HmacSHA256 signature algorithm must be used.
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* multipart/form-data (only supported by certain APIs). You must use TC3-HMAC-SHA256 to calculate the

signature.
The size of a GET request packet is up to 32 KB. The size of a POST request is up to 1 MB when the

HmacSHA1 or HmacSHA256 signature algorithm is used, and up to 10 MB when TC3-HMAC-SHA256 is

used.

4. Character Encoding

Only UTF-8 encoding is used.
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Common parameters are used for all APIs authenticating requestors. Common parameters must be included

in all API requests, and they will not be described in individual APl documents.

The exact contents of the common parameters will vary depending on the version of the signature method

you use.

Common parameters for Signature Algorithm v3

When the TC3-HMAC-SHA256 algorithm is used, the common parameters should be uniformly placed in the

HTTP request header, as shown below:

Parameter
Name

X-TC-
Action

X-TC-
Region

X-TC-
Timestamp

X-TC-
Version

Authorization

©2013-2025 Tencent Cloud. =& @] 28,

Type

String

String

Integer

String

String

Required

Yes

Yes

Yes

Yes

Yes

Description

The name of the API for the desired operation. For the specific ve
description of common parameter Action in the input parame
documentation. For example, the API for querying the CVM instan

DescribeInstances .

Region parameter, which is used to identify the region to which tt
work with belongs. For values supported for an API, see the descr
parameter Region in the input parameters in related API docur
parameter is not required for some APIs (which will be indicated i
documentation), and will not take effect even it is passed.

The current UNIX timestamp that records the time when the API r
for example, 1529223702. Note: If the difference between the UN
server time is greater than 5 minutes, a signature expiration error

API version of the action. For the valid values, see the description
input parameter version in the APl documentation. For examg
CVM is 2017-03-12.

The HTTP authentication request header, for example:
TC3-HMAC-SHA256 Credential=AKID*******/Date/service/tc3_l
SignedHeaders=content-type;host,
Signature=feb5f80f77d5fa3beca038a248ff027d0445342fe2855dd:
Here:

— TC3-HMAC-SHA256: Signature method, currently fixed as this
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X-TC-Token String No
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— Credential: Signature credential; AKID******* is the Secretld; D:
time, and this value must match the value of X-TC-Timestamp (a
in UTC time format; service is the name of the product/service, a
domain name prefix. For example, a domain name cvm.tencentclo
the CVM product and the value would be cvm;

— SignedHeaders: The headers that contains the authentication in
type and host are the required headers;

— Signature: Signature digest.

The token used for a temporary certificate. It must be used with ¢
can obtain the temporary key and token by calling a CAM API. No
a long—term key.

Assuming you want to query the list of Cloud Virtual Machine instances in the Guangzhou region, the request

structure in the form of request URL, request header and request body may be as follows:

Example of an HTTP GET request structure:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkkkkkxkkkhkkrkkxhkxrkkxkrs/2()

18-10-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993
f0614b047e5df4582db9%9e9bf4672ba50567dbaloececcfl174c474

Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC—-Action: DescribelInstances

X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap—-guangzhou

The following example shows you how to structure an HTTP POST (application/json) request:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****xxkxkkkkkkkkkkkxkkkxkkkkkkxxx /()
18-05-30/cvm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5
924a6£2b5d7d672d79¢c15b13162d927900855cfba6b789%a8edbic

Content-Type: application/json
Host: cvm.tencentcloudapi.com

X-TC—-Action: DescribeInstances

X-TC-Version: 2017-03-12
X-TC-Timestamp: 1527672334
X-TC-Region: ap—-guangzhou

{"Offset":0,"Limit":10}
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Example of an HTTP POST (multipart/form—data) request structure (only supported by specific APIs):

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkkkkkxkkkkkhkrkkxhkrrkkxrs /D)

18-05-30/cvm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5
924a6f2b5d7d672d79¢c15b13162d927900855cfba6b789%a8edbdc

Content-Type: multipart/form-data;

Host: cvm.tencentcloudapi.com
X-TC-Action: DescribeInstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1527672334
X-TC-Region: ap-guangzhou

—-58731222010402

Content-Disposition: form-data;

0
——58731222010402

Content-Disposition: form-data;

10
—-—-58731222010402--

boundary=58731222010402

name="0ffset"

name="Limit"

Common parameters for Signature Algorithm v1

To adopt the HmacSHA1T and HmacSHA256 signature methods, common parameters must be put into the

request string, as shown below:

Parameter Name Type Required
Action String Yes
Region String Yes

©2013-2025 Tencent Cloud. =& @] 28,

Description

The name of the API for the desired operation. For the
specific value, see the description of common parameter

Action in the input parameters in related API
documentation. For example, the API for querying the CVM
instance list is DescribeInstances .

Region parameter, which is used to identify the region to
which the data you want to work with belongs. For values
supported for an API, see the description of common
parameter Region in the input parameters in related API
documentation. Note: This parameter is not required for
some APIs (which will be indicated in related API
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Timestamp

Nonce

Secretld

Signature

Version

SignatureMethod

Token

Integer

Integer

String

String

String

String

String

Yes

Yes

Yes

Yes

Yes

No

No

Cloud Load Balancer

documentation), and will not take effect even if it is
passed.

The current UNIX timestamp that records the time when
the API request was initiated, for example, 1529223702. If
the difference between the value and the current system
time is too large, a signature expiration error may occur.

A random positive integer used along with Timestamp
to prevent replay attacks.

The identifying Secretld obtained on the Cloud API Key
page. A Secretld corresponds to a unique SecretKey which
is used to generate the request signature (Signature).

Request signature used to verify the validity of this
request. This is calculated based on the actual input
parameters. For more information about how this is
calculated, see the APl authentication documentation.

API version of the action. For the valid values, see the
description of the common input parameter Version in
the API documentation. For example, the version of CVM is
2017-03-12.

Signature method. Currently, only HmacSHA256 and
HmacSHAT1 are supported. The HmacSHA256 algorithm is
used to verify the signature only when this parameter is
specified as HmacSHA256. In other cases, the signature is
verified with HmacSHA1.

The token used for a temporary certificate. It must be used
with a temporary key. You can obtain the temporary key
and token by calling a CAM API. No token is required for a
long—term key.

Assuming you want to query the list of Cloud Virtual Machine instances in the Guangzhou region, the request

structure in the form of request URL, request header and request body may be as follows:

Example of an HTTP GET request structure:

https://cvm.tencentcloudapi.com/?Action=DescribeInstances&Version=2017-03-12&Sign
atureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9d9%eadebd5
9blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23823223&SecretId

:AKID**7&'*****************************
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Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Example of an HTTP POST request structure:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=

1527672334&Signature=37ac2f4£fde00b0ac9bd9%eadeb45901bbee224158d66e7ae5fcadb70b2d18

1d02&Region=ap-guangzhou&Nonce=23823223&Secret TA=AKTD* * % # % k& & sk ook s ok ook oo ok sk ok okedeokeok ok ok ok
* Kk k%

©2013-2025 Tencent Cloud. =& #2] 28 H o] Z] 344 (& 595%)



&2 Tencent Cloud Cloud Load Balancer

Signature v3

% Z Addo]E I#:: 2025-08-22 15:57:17

TencentCloud API authenticates every single request, i.e., the request must be signed using the security
credentials in the designated steps. Each request has to contain the signature information (Signature) in the

common request parameters and be sent in the specified way and format.

Applying for Security Credentials

The security credential used in this document is a key, which includes a Secretld and a SecretKey. Each user

can have up to two pairs of keys.

® Secretld: Used to identify the API caller, which is just like a username.
e SecretKey: Used to authenticate the API caller, which is just like a password.
* You must keep your security credentials private and avoid disclosure; otherwise, your assets may be

compromised. If they are disclosed, please disable them as soon as possible.

You can apply for the security credentials through the following steps:

1. Log in to the Tencent Cloud Console.
2. Go to the TencentCloud API Key console page.
3. On the TencentCloud API Key page, click Create to create a Secretld/SecretKey pair.

Using the Resources for Developers

TencentCloud API comes with SDKs for seven commonly used programming languages, including Python,
Java, PHP, Go, NodeJS and .NET. In addition, it provides API Explorer which enables online call, signature
verification, and SDK code generation. If you have any troubles calculating a signature, consult these

resources.

TC3-HMAC-SHA256 Signature Algorithm

Compatible with the previous HmacSHA1 and HmacSHA256 signature algorithms, the TC3-HMAC-SHA256
signature algorithm is more secure and supports larger requests and JSON format with better performance.
We recommend using TC3-HMAC-SHA256 to calculate the signature.
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TencentCloud API supports both GET and POST requests. For the GET method, only the Content-Type:
application/x-www-form-urlencoded protocol format is supported. For the POST method, two protocol
formats, Content-Type: application/json and Content-Type: multipart/form-data, are supported. The JSON
format is supported by default for all business APIs, and the multipart format is supported only for specific
business APIs. In this case, the APl cannot be called in JSON format. See the specific business API
documentation for more information. The POST method is recommended, as there is no difference in the

results of both the methods, but the GET method only supports request packets up to 32 KB.

The following uses querying the list of CVM instances in the Guangzhou region as an example to describe

the steps of signature splicing. We chose this API because:

1. CVM is activated by default, and this API is often used,
2. It is read-only and does not change the status of existing resources;
3. It covers many types of parameters, which allows it to be used to demonstrate how to use arrays

containing data structures.

In the example, we try to choose common parameters and API parameters that are prone to mistakes. When
you actually call an API, please use parameters based on the actual conditions. The parameters vary by API.

Do not copy the parameters and values in this example.

Assuming that your Secretld and SecretKey are AR ID* % * %k ko ko sk ok ok kok ok ok ok ok ok ok xk ok kok xkx gnd
ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko x ko x ke ok k- respectively, if you want to view the status of the instance in
the Guangzhou region whose CVM instance name is "unnamed" and have only one data entry returned, then

the request may be:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHAZ256 Credential=AKID** X%k & k& &kALkkdxhkth ok ohkthk Ltk
*/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;host, Signature=a7b85514
48762bd123d6f79e81815e31a92013640a6cef36a08addb292a4d2f2" \

—-H "Content-Type: application/json; charset=utf-8" \

—-H "Host: cvm.tencentcloudapi.com" \

-H "X-TC-Action: DescribeInstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

-H "X-TC-Region: ap—-guangzhou" \

-d "{"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-name"}]}'

The signature calculation process is explained in detail below.

1. Concatenating the CanonicalRequest String

Concatenate the canonical request string (CanonicalRequest) in the following pseudocode format:
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HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n'
HashedRequestPayload

Field Name
HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

+

Explanation
HTTP request method (GET or POST). This example uses POST .
URI parameter. Slash (/") is used for API 3.0.

The query string in the URL of the originating HTTP request. This is always an ¢
string “” for POST requests, and is the string after the question mark (?) for GE
requests. For example: Limit=10&0Offset=0,

Note: CanonicalQueryString must be URL-encoded, referencing RFC398
UTF8 character set. We recommend using the programming language library. A
special characters must be encoded and capitalized.

Header information for signature calculation, including at least two headers of
host and content-type .Custom headers can be added to participate in
signature process to improve the uniqueness and security of the request.

Concatenation rules:

1. Both the key and value of the header should be converted to lowercase with
leading and trailing spaces removed, so they are concatenated in the format
key:value\n format;

2. If there are multiple headers, they should be sorted in ASCIl ascending order
the header keys (lowercase).

The calculation result in this example is content-type:application/json;
charset=utf-8\nhost:cvm.tencentcloudapi.com\n .

Note: content-type must match the actually sent content. In some progran
languages, a charset value would be added even if it is not specified. In this cas
request sent is different from the one signed, and the sever will return an error
indicating that signature verification failed.

Header information for signature calculation, indicating which headers of the re

participate in the signature process (they must each individually correspond to -

headers in CanonicalHeaders). Content-type and host are required hea

Concatenation rules:

1. Both the key and value of the header should be converted to lowercase;

2. If there are multiple headers, they should be sorted in ASCIl ascending order
the header keys (lowercase) and separated by semicolons (;).
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The value in this example is content-type;host

Hash value of the request payload (i.e., the body, such as {"Limit": 1,
"Filters": [{"Values": ["unnamed"], "Name": "instance—-name"}]}
this example). The pseudocode for calculation is
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) by SHA256 hashing th
payload of the HTTP request, performing hexadecimal encoding, and finally
converting the encoded string to lowercase letters. For GET requests,
RequestPayload is always an empty string. The calculation result in this ex:
is
99d58dfbc6745f6747£36bfcal7dee5e6881dc0428a0a36£96199342bc5b4

According to the rules above, the CanonicalRequest string obtained in the example is as follows:

POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content-type; host

99d58dfbc6745f6747f36bfcal7dee5e6881dc0428a0a36£96199342bc5b4907

2. Concatenating the String to Be Signed

The string to sign is concatenated as follows:

StringToSign =
Algorithm + \n +

RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

Field Name

Algorithm

RequestTimestamp

CredentialScope

Explanation
Signature algorithm, which is currently always TC3-HMAC-SHA256 .

Request timestamp, i.e., the value of the common parameter X-TC-Timeste
the request header, which is the UNIX timestamp of the current time in secon
such as 1551113065 in this example.

Scope of the credential in the format of Date/service/tc3_request , in
the date, requested service and termination string (tc3_request). Date is a
UTC time, whose value should match the UTC date converted by the comm
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parameter X-TC-Timestamp ; service is the product name, which shot
match the domain name of the product called. The calculation result in this e:
is 2019-02-25/cvm/tc3_request .

Hash value of the CanonicalRequest string concatenated in the steps above.
pseudocode for calculation is
HashedCanonicalRequest Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). The calculation re:
this example is
2815843035062fffdab5fd6f2a44ea8a34818b0dc46£f024b8b3786976a3a

Note:

1. Date has to be calculated from the timestamp "X-TC-Timestamp" and the time zone is UTC+O0. If
you add the system's local time zone information (such as UTC+8), calls can succeed both day and
night but will definitely fail at 00:00. For example, if the timestamp is 1551113065 and the time in
UTC+8 is 2019-02-26 00:44:25, the UTC+0 date in the calculated Date value should be 2019-02-
25 instead of 2019-02-26.

2. Timestamp must be the same as your current system time, and your system time and standard time
must be synced; if the difference between Timestamp and your current system time is larger than
five minutes, the request will fail. If your system time is out of sync with the standard time for a

while, the request will fail and return a signature expiration error.

According to the preceding rules, the string to be signed obtained in the example is as follows:

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
2815843035062fffda5fd6f2a44ea8a34818b0dcd46f024b8b3786976a3adda7a

3. Calculating the Signature

1. Calculate the derived signature key with the following pseudocode:

SecretKey = M A A A A A A A AR A AR A A AN AR AR A A AR A A A KA XN

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256 (SecretDate, Service)
SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")
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Field Name Explanation

SecretKey The original SecretKey, i_e_’ khkkhkhkhkhkhkhkhkhkrkhkhkrkrkhkhkrk Ak kA kA kkkkkk**x
Date The Date field information in Credential ,suchas 2019-02-25 in this example.
Service Value in the Service field in Credential , suchas cvm in this example.

2. Calculate the signature with the following pseudocode:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

4. Concatenating the Authorization

The Authorization is concatenated as follows:

Authorization
Algorithm + '

'Credential="

'SignedHeaders="

'Signature="'

Field Name
Algorithm

Secretld

CredentialScope

SignedHeaders

Signature

+

+
SecretId + '/' + CredentialScope + ', ' +

L}

+ SignedHeaders + ', +

+ Signature

Explanation
Signature algorithm, which is always TC3-HMAC-SHA256 .
The Secretld in the key pair, i_e_’ AKTD* % %, %k Kk ok ok sk & &k Kk Kk ok ok 5k & & % Kk Kk Kk %k & & % % k% k%

Credential scope (see above). The calculation result in this example is 2019-02-

25/cvm/tc3_request

Header information for signature calculation (see above), such as content-
type;host in this example.

Signature value. The calculation result in this example is
a7b8551448762bd123d6£79e81815e31a92013640a6cef36a08ad4b292a4d2£2

According to the rules above, the value obtained in the example is:

TC3-HMAC—-SHA256 Credential=AKID****kkkkkkkkkkkkkkkkdkkkkkkkkkk*x*/2019-02-25/cvm/tc

3_request, SignedHeaders=content-type;host, Signature=a7b8551448762bd123d6£79e818
15e31a92013640a6cef36a08ad4b292a4d2f2

©2013-2025 Tencent Cloud. =& #2] 28 = o] Z] 350 (& 595%)



&2 Tencent Cloud Cloud Load Balancer

The following example shows a finished authorization header:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*******kkkkddddhddddhddddddddddsss /00
19-02-25/cvm/tc3_request, SignedHeaders=content-type;host, Signature=a7b855144876
2bd123d6£79e81815e31a92013640a6cef36a08ad4b292a4d2£2

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-name"}]}

5. Signature Demo

When calling API 3.0, you are recommended to use the corresponding Tencent Cloud SDK 3.0 which
encapsulates the signature process, enabling you to focus on only the specific APIs provided by the product
when developing. See SDK Center for more information. Currently, the following programming languages are

supported:

e Python
* Java

e PHP

* Go

¢ NodedS
e NET

To further explain the signing process, we will use a programming language to implement the process
described above. The request domain name, APl and parameter values in the sample are used here. This
goal of this example is only to provide additional clarification for the signature process, please see the SDK

for actual usage.

The final output URL might be: https://cvm.tencentcloudapi.com/?
Action=Describelnstances&Instancelds.0=ins—09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap—
guangzhou&Secretld=AKID***#*xxkikkxiikrtiikrkiirxtirr x4 & Signature=ElIPOYW3pW28FpsEdkXt%2F%2B
WcGel%3D&Timestamp=1465185768&Version=2017-03-12.

Note: The key in the example is fictitious, and the timestamp is not the current time of the system, so if this
URL is opened in the browser or called using commands such as curl, an authentication error will be

returned: Signature expired. In order to get a URL that can work properly, you need to replace the Secretld
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and SecretKey in the example with your real credentials and use the current time of the system as the

Timestamp.

Note: In the example below, even if you use the same programming language, the order of the parameters in
the URL may be different for each execution. However, the order does not matter, as long as all the

parameters are included in the URL and the signature is calculated correctly.

Note: The following code is only applicable to API 3.0. It cannot be directly used in other signature
processes. Even with an older API, signature calculation errors may occur due to the differences in details.

Please refer to the corresponding documentation.

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {
private final static Charset UTF8 = StandardCharsets.UTF_8;

SR ENEE) ranell GEELE SiHEine) GRG0 e WARIIDS S R s e s e S S s S e e e
prlvate flnal Statlc Strlng SECRET_KEY = "********************************";
private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256 (byte[] key, String msg) throws Exception {
Mac mac = Mac.getInstance ("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

}

public static String sha256Hex (String s) throws Exception {
MessageDigest md = MessageDigest.getInstance ("SHA-256");
byte[] d = md.digest (s.getBytes (UTF8)) ;

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

}

public static void main (String[] args) throws Exception {
String service = "cvm";

String host = "cvm.tencentcloudapi.com";
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String region = "ap-guangzhou";

String action = "DescribeInstances";

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1551113065";

//String timestamp = String.valueOf (System.currentTimeMillis () / 1000);
SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd") ;

// Pay attention to the time zone; otherwise, errors may occur
sdf.setTimeZone (TimeZone.getTimeZone ("UTC") ) ;

String date = sdf.format (new Date (Long.valueOf (timestamp + "000")));

[/ KEAAAAKAAAAALA Step 1: Concatenate the CanonicalRequest String *FxAxrkAttx44

String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "hos
t:" 4+ host + "\n";

String signedHeaders = "content-type;host";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"], \"Name
\": \"instance—-name\"}]}";

String hashedRequestPayload = sha256Hex (payload) ;

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canoni
calQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

[/ FHRAFAAAAAAALA Step 2: Concatenate the string to sign *FAFFFAxtLdks

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope +
"\n" + hashedCanonicalRequest;

System.out.println(stringToSign) ;

gy EEEEGGRLaGiiy Step 8 Celculate the sicnatum@ woiiariidiird

byte[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);

byte[] secretService hmac256 (secretDate, service);

byte[] secretSigning = hmac256 (secretService, "tc3_request");
String signature = DatatypeConverter.printHexBinary (hmac256 (secretSigning, string
ToSign) ) .toLowerCase () ;

System.out.println (signature) ;

Jy sl Qi@ 4§ Comcatemate the AUtherizatiom il

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.println (authorization);
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TreeMap<String, String> headers = new TreeMap<String, String>();

headers.put ("Authorization", authorization);
"Content-Type", CT_JSON);
"Host", host);

(

headers.put (

(
headers.put ("X-TC-Action", action);

(

(

(

headers.put
headers.put ("X-TC-Timestamp", timestamp) ;
headers.put ("X-TC-Version", version);
headers.put ("X-TC-Region", region);
StringBuilder sb = new StringBuilder();
sb.append ("curl -X POST https://") .append (host)

Cloud Load Balancer

.append (" -H \"Authorization: ") .append(authorization) .append("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")
.append (" -H \"Host: ") .append (host) .append ("\"")

.append (" -H \"X-TC-Action: ") .append(action) .append("\"")
.append (" -H \"X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append("\"")
.append (" —-d '").append(payload) .append("'");

System.out.println(sb.toString());
t
t

Python

# —-*— coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time

from datetime import datetime

# Key Parameters

Secret_id = ”AKID********************************"
Secret_key = Mk d kbbb d bbb dhb bAoA bbb bbb A AN
service = "cvm"

host = "cvm.tencentcloudapi.com"

endpoint = "https://" + host

region = "ap-guangzhou"

action = "DescribelInstances'"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int (time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%m-%d")
params = {"Limit": 1, "Filters'": [{"Values": ["unnamed"], '"Name":
F1}
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§ Axkxkkkkxkxkkx Step 1: Concatenate the CanonicalRequest string ***xxxxktitsxx
http_request_method = "POST"
canonical uri = "/"

canonical_qguerystring = """

ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)
signed_headers = '"content-type;host"

hashed_request_payload = hashlib.shal?56 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

§ AR A ALK Step 20 Concatenate the string to Sign *A*Hiisissdiss

credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexd
igest ()

string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +
credential_scope + "\n"" +
hashed_canonical_request)

print (string_to_sign)

§oRxkxIkKkxAkxkx Step 3: Calculate the Signature *x*xxxsxksxitix

# Function for computing signature digest

def sign(key, msg):

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256).digest ()
secret_date = sign(("IC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)
secret_signing = sign (secret_service, "tc3 request")
signature = hmac.new (secret_signing, string to_sign.encode ("utf-8"), hashlib.shaZ2

56) .hexdigest ()

print (signature)

$ AxkxIkkkxAkxkx Step 4: Concatenate the Authorization ****xAxidsxxtxk

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)
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print ('curl -X POST ' + endpoint

+ ' —-H "Authorization: ' + authorization + '"’

+ ' —-H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + host + '"'

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + str(timestamp) + '’

+ ' -H "X-TC-Version: ' + wversion + '"'

+ ' -H "X-TC-Region: ' + region + '"'

+ " -d '"" + payload + "'")

Golang

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
"fmt"

"time"

)

func sha256hex (s string) string {

b := sha256.5um256 ([]byte(s))
return hex.EncodeToString(b[:])
s

func hmacsha256 (s, key string) string {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

return string (hashed.Sum(nil))

}

func main () {

SeCretId = "AKID********************************"
SecretKey = LU b b S b b S b b I b b b g b b b G b b b b b b i b b b i L)
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "DescribelInstances"

region := "ap-guangzhou"

//var timestamp int64 = time.Now().Unix ()

var timestamp int64 = 1551113065

// step 1: build canonical request string
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httpRequestMethod := "POST"
canonicalURI := "/"

canonicalQueryString := ""

canonicalHeaders := "content-type:application/json; charset=utf-8\n" + "host:" +
host + "\n"

signedHeaders := "content-type;host"

payload := " {"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-na
me"}]}"

hashedRequestPayload sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%s\n%s\n%s\n%s\n%s",
httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

// step 2: build string to sign

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.Println(string2sign)

// step 3: sign string

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString ([]byte (hmacsha256 (string2sign, secretSigning)))
fmt.Println (signature)

// step 4: build authorization

authorization := fmt.Sprintf("%$s Credential=%s/%s, SignedHeaders=%s, Signature=%
S",
algorithm,

secretId,
credentialScope,
signedHeaders,
signature)

fmt .Println (authorization)

curl := fmt.Sprintf (' curl -X POST https://%s\
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—-H "Authorization: %s"\

—-H "Content-Type: application/Jjson; charset=utf-8"\

-H "Host: %s" —-H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

—-H "X-TC-Region: %s"\

-d '%s'', host, authorization, host, action, timestamp, version, region, payload)
fmt.Println (curl)

I

PHP
<?php
ssecretld = "AKID********************************";
$SecretKey = "********************************";
Shost = "cvm.tencentcloudapi.com";
Sservice = "cvm";
Sversion = "2017-03-12";
Saction = "DescribelInstances";
Sregion = "ap-guangzhou";

// Stimestamp = time();
Stimestamp = 1551113065;
Salgorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string

ShttpRequestMethod = "POST";

ScanonicalUri = "/";

ScanonicalQueryString = "";

ScanonicalHeaders = "content-type:application/json; charset=utf-8\n"."host:".Shos
€. F\mTg

$signedHeaders = "content-type;host";

Spayload = '"{"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-na
me"}]}";

ShashedRequestPayload = hash ("SHA256", S$Spayload);
ScanonicalRequest = ShttpRequestMethod."\n"
.ScanonicalUri."\n"

.$canonicalQueryString."\n"
.ScanonicalHeaders."\n"

.$signedHeaders."\n"

.ShashedRequestPayload;

echo S$ScanonicalRequest.PHP_EOL;

// step 2: build string to sign

Sdate = gmdate ("Y-m-d", Stimestamp);

ScredentialScope = S$date."/".S$service."/tc3_request";
ShashedCanonicalRequest = hash ("SHA256", ScanonicalRequest);
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$stringToSign = Salgorithm."\n"
.Stimestamp."\n"
.ScredentialScope."\n"
.$hashedCanonicalRequest;

echo $stringToSign.PHP_EOL;

// step 3: sign string

SsecretDate = hash_hmac ("SHA256", S$date, "TC3".SsecretKey, true);
SsecretService = hash_hmac ("SHA256", S$service, S$secretDate, true);
$secretSigning = hash_hmac ("SHA256", "tc3_request", S$secretService, true);
Ssignature = hash_hmac ("SHA256", S$stringToSign, S$secretSigning);

echo $signature.PHP_EOL;

// step 4: build authorization

Sauthorization = Salgorithm
." Credential=".$secretId."/".ScredentialScope
.", SignedHeaders=content-type;host, Signature=".$signature;

echo Sauthorization.PHP_EOL;

Scurl = "curl -X POST https://".Shost
.' —H "Authorization: '.S$authorization.'"'

.' —-H "Content-Type: application/json; charset=utf-8""

.' —-H "Host: '.S$host.'"'

.'" -H "X-TC-Action: '.Saction.'"'

.'" -H "X-TC-Timestamp: '.Stimestamp.'"'
.'" -H "X-TC-Version: '.S$version.'"'

.'" -H "X-TC-Region: '.$region.'"'

." -d '"".Spayload."'";

echo $Scurl.PHP_EOL;

Ruby

# —*— coding: UTF-8 —*-
# require ruby>=2.3.0
require 'digest'
require 'json'

require 'time'

require 'openssl'

# Key Parameters

Secret id = YAKID********************************'
Secret_key = LR b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b
service = 'cvm'

host = 'cvm.tencentcloudapi.com'

endpoint = 'https://' + host
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region = 'ap-guangzhou'
action = 'DescribelInstances'
version = '2017-03-12"
algorithm = 'TC3-HMAC-SHA256'
# timestamp = Time.now.to_1
timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('%Y-%m—-3d")

§ Axkxkkkkxkxkx Step 1: Concatenate the CanonicalRequest string ***xxxxktitix
http_request_method = 'POST'
canonical _uri = '/’

rr

canonical_querystring =

canonical_headers = '"content-type:application/json; charset=utf-8\nhost:#{host}
\n"

signed_headers = 'content-type;host'

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name', 'Values' =>
[ "unnamed'] }] }

# payload = JSON.generate (params, { 'ascii_only' => true, 'space' => ' ' })

# json will generate in random order, to get specified result in example, we hard
—code it here.

payload = '"{"Limit": 1, "Filters'": [{"Values'": ["unnamed'"], '"Name'": "instance—nam
e} ]}

hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].Jjoin("\n")
puts canonical_request

# xkxEAxkxkxkkx Gtep 2: Concatenate the string to sign ***xkxdstsdktdx
credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].Jjoin("\n")

puts string to_sign

§oRxkxFkKkxAkxkx Step 3: Calculate the Signature ***xxxsxksxitix

digest = OpenSSL::Digest.new('sha256")
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secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3 _request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string to_sign)

puts signature

§ RxkxKAKk*kxkX Step 4: Concatenate the Authorization ****xktixsxxxx
authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, Signed
Headers=#{signed headers}, Signature=#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \

+ ' —-H "Authorization: ' + authorization + '"’ |\

+ ' —-H "Content-Type: application/json; charset=utf-8""' \
+ ' -H "Host: ' + host + '"' \

+ ' -H "X-TC-Action: ' + action + '""' \

+ ' -H "X-TC-Timestamp: ' + timestamp.to_s + """’ \

+ ' -H "X-TC-Version: ' + version + '"' \

+ ' -H "X-TC-Region: ' + region + '"' \

+ " -d '" + payload + """

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class Application

{

public static string SHA256Hex (string s)
{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();

for (int i = 0; i < hashbytes.Length; ++1i)

{

builder.Append (hashbytes[i].ToString ("x2"));

}

return builder.ToString();

}

}
public static byte[] HmacSHA256 (byte[] key, byte[] msg)

{
using (HMACSHA256 mac = new HMACSHA256 (key))
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return mac.ComputeHash (msg) ;

public static Dictionary<String, String> BuildHeaders (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, Mi
dpointRounding.AwayFromZero) / 1000;

[/ FHRAAAAAAAAALA Step 1: Concatenate the CanonicalRequest sString ****x*kirtLis

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n" +

"host:" 4+ endpoint + "\n";

string signedHeaders = "content-type;host";

string hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"

canonicalQueryString + "\n"

canonicalHeaders + "\n"

signedHeaders + "\n"

+ + + + o+

hashedRequestPayload;
Console.WritelLine (canonicalRequest) ;

Console.WriteLine("----———————H—"(—"—[+"-—-H—"-"-"-"-——-"———-————— WH g

[/ FERAAAAAAAAAAL Step 2: Concatenate the string to sign *****xAAAAAAA

string credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex (canonicalRequest);
string stringToSign = algorithm + "\n" + requestTimestamp.ToString() + "\n" + cre

dentialScope + "\n" + hashedCanonicalRequest;
Console.WritelLine (stringToSign) ;
Console.Writeline("--——————————""—"—""—"—"—"""""""—"—————— ");

[/ KEFEAAAK AR A XA Step 3: Calculate the signature **x*Aixxxtkti

byte[] tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

byte[] secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
byte[] secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
byte[] secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_requ
est"));

byte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringTo
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Sign));

string signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower
()i

Console.WritelLine (signature);

Console.WritelLine ("-—————"""="""""—"—""—"—"—"—"—"———————————— W) g

[/ FrRAAAAXAALALA Step 4: Concatenate the Authorization *AHAAXAXAALAR

string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "
+ "Signature=" + signature;

Console.WriteLine (authorization) ;

Console.WriteLine("--—-——————+"—H—"———"—-"—-"-"-"—"""""—"——"————— WH 2

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("X-TC-Timestamp", requestTimestamp.ToString()) ;
headers.Add ("X-TC-Version", version);

headers.Add ("X-TC-Action", action);

headers.Add ("X-TC-Region", region);

return headers;

}

public static void Main (string|[] args)

{

// SecretID and SecretKey

string SECRET_ID = "AKID********************************";
string SECRET_KEY = "********************************",-
string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "DescribeInstances";

string version = "2017-03-12";

// The timestamp "2019-02-26 00:44:25° used here is only for reference. In a proj
ect, use the following parameter:

// DateTime date = DateTime.UtcNow;

// Enter the correct time zone. We recommend using UTC timestamp to avoid errors.
DateTime date = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds
(1551113065) ;

string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"],

\"Name\": \"instance—-name\"}]}";

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);
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Console.WriteLine ("POST https://cvm.tencentcloudapi.com") ;
foreach (KeyValuePair<string, string> kv in headers)

{
Console.WritelLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;
Console.WritelLine (requestPayload) ;
}

}

NodedS
const crypto = require('crypto');
function sha256 (message, secret = '', encoding) {
const hmac = crypto.createHmac ('sha256', secret)

return hmac.update (message) .digest (encoding)

}

function getHash (message, encoding = 'hex') {
const hash = crypto.createHash ('sha256")

return hash.update (message) .digest (encoding)

}

function getDate (timestamp) {

const date = new Date (timestamp * 1000)

const year = date.getUTCFullYear ()

const month = ('0' + (date.getUTCMonth () + 1)) .slice(-2)
const day = ('0' + date.getUTCDate()).slice(-2)
return "~ ${year}-${month}-${day}"

}

function main () {

const SECRET ID — "AKID********************************"
Const SECRET KEY = Whhkhkhkhkhkkhkhhhkkhhrhkkhhkrhkkhkhkrhk ki rhkkhrrkkhxN
const endpoint = "cvm.tencentcloudapi.com"

const service = "cvm"

const region = "ap-guangzhou"

const action = "DescribelInstances"

const version = "2017-03-12"

//const timestamp = getTime ()
const timestamp = 1551113065

const date = getDate (timestamp)

[/ FEAAAAAAAAAAA Step 1: Concatenate the CanonicalRequest sString ****#AkkAkkis

const signedHeaders = "content-type;host"
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const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"], \"Name

\": \"instance—-name\"}]}"

const hashedRequestPayload = getHash (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "hos
t:" + endpoint + "\n"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload
console.log(canonicalRequest)

console.log("-——="=""""""""""""""""""""—— ")

Jy ErnrsRiiait St 28 Concatemnate the Strimeg te Sigm it

const algorithm = "TC3-HMAC-SHA256"

const hashedCanonicalRequest = getHash (canonicalRequest) ;
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +

timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest
console.log(stringToSign)

console.log("-—————""—""""""————————————— ")

// kA Ak ok Ak k k Ak k k Step 3: calculate the Signature Ak ko Ak ko Ak kX
const kDate = sha256 (date, 'TC3' + SECRET_KEY)

const kService = sha256(service, kDate)

const kSigning = sha256('tc3_request', kService)

const signature = sha256(stringToSign, kSigning, 'hex')
console.log(signature)

console.log("-——————"""—""—"—"—————————————— ")

J) FEREEFREEGEEE Grap ds Concatenate the AUtherlzatilem FEEEEEEEEsds

const authorization = algorithm + " " +

"Credential=" + SECRET_ID + "/" + credentialScope + ", " +
"SignedHeaders=" + signedHeaders + ", " +

"Signature=" + signature

console.log(authorization)

console.log("-——————"""""""""—"—"—"—""—————— ")
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const Call_Information = 'curl —-X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + '"'

+ ' —-H "Content-Type: application/json; charset=utf-8"'

+ ' -H "Host: ' + endpoint + '"'

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + timestamp.toString() + '"'

+ ' -H "X-TC-Version: ' + wversion + '"'

+ ' -H "X-TC-Region: ' + region + '"!'

+ " -d '" + payload + "'"

console.log(Call_Information)

}

main ()

C++

#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>
using namespace std;

string get_data (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

// time_t timenow;

struct tm sttime;

sttime = *gmtime (&timestamp) ;
strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

}

string int2str (int64_t n)

{

std::stringstream ss;

ss << nj;

return ss.str();

}

string sha256Hex (const string &str)

{
char buf[3];
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unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha256);

SHA256_Update (&sha256, str.c_str(), str.size());
SHA256_Final (hash, &sha256);

std::string NewString = "";

for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

{

snprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;

}

return NewString;

}

string HmacSha256 (const string &key, const string &input)
{

unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

#else

h = HMAC_CTX_new /() ;

#endif

HMAC_Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);

HMAC_Update (h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;
HMAC_Final (h, hash, é&len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX_cleanup (h);

#else

HMAC_CTX_free (h);

#endif

std::stringstream ss;

ss << std::setfill('0");

for (int i1 = 0; i < len; i++)
{

ss << hash[i];

}

return (ss.str());

}
string HexEncode (const string &input)
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{
static const char* const lut = "0123456789%abcdef";

size_t len = input.length();

string output;

output.reserve (2 * len);

for (size_t i = 0; i < len; ++1i)
{

const unsigned char c = input[i];
output .push_back (lut[c >> 4]);
output.push_back (lut[c & 15]);

}

return output;

}

int main ()

{

Stril’lq SECRET_ID = "AKID********************************";
Stril’lg SECRET_KEY = "********************************",-
string service = "cvm";

string host = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "DescribelInstances";

string version = "2017-03-12";

int64_t timestamp = 1551113065;
string date = get_data (timestamp) ;

Jy Ry Siigp s Comcatenmate the CanconicalRecuiesc Stmiipg i

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string canonicalHeaders = "content-type:application/json; charset=utf-8\nhost:" +
host + "\n";

string signedHeaders = "content-type;host";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"], \"Name
\": \"instance-name\"}]}";

string hashedRequestPayload = sha256Hex (payload) ;

string canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canoni
calQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

cout << canonicalRequest << endl;

COUE KL Vommmm—mmmem—mem—aee—=e= " << endl;

Jy Ry Sie@p 28 Comcatenate the SCrimg TO Sigpm i

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str (timestamp);
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string credentialScope = date + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScop
e + "\n" + hashedCanonicalRequest;

cout << stringToSign << endl;

colt KK Vommmmmmmcmomooomoooom—o= " << endl;

// Kk ok ok ok ok ok ok ok ok kA A Step 3: Calculate the Signatufe ok ok ok ok ok ok ok ok ok ok ok ok Ak

string kKey = "TC3" + SECRET_KEY;
string kDate = HmacSha256 (kKey, date);
string kService = HmacSha256 (kDate, service);

string kSigning = HmacSha256 (kService, "tc3_request");

string signature = HexEncode (HmacSha256 (kSigning, stringToSign));
cout << signature << endl;

cout << "-—mm " << endl;

[/ FEREAAAAAAAAAAA Step 4: Concatenate the Authorization *****xAAAAAAA

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

cout << "—\—————————— " << endl;

string headers = "curl -X POST https://" + host + "\n"

+ " —-H \"Authorization: " + authorization + "\n"

+ " -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
+ " -H \"Host: " + host + "\n"

+ " -H \"X-TC-Action: " + action + "\n"

+ " -H \"X-TC-Timestamp: " + RequestTimestamp + "\n"

+ " -H \"X-TC-Version: " + version + "\n"

+ " -H \"X-TC-Region: " + region + "\n"

+ " -d '" + payload;

cout << headers << endl;
return 0;

bi

Signature Failure

The following situational error codes for signature failure may occur. Please resolve the errors accordingly.

Error Code Description

Signature expired. Timestamp and server time cannot differ by more

AuthFailure.SignatureExpire .
than five minutes.
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AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

AuthFailure. TokenFailure

AuthFailure.InvalidSecretld

Cloud Load Balancer

The key does not exist. Please go to the console to check whether it
is disabled or you copied fewer or more characters.

Signature error. It is possible that the signature was calculated
incorrectly, the signature does not match the content actually sent, or
the SecretKey is incorrect.

Temporary certificate token error.

Invalid key (not a TencentCloud API key type).
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Signature

% Z Addo|E Y:: 2025-08-22 15:57:18

Tencent Cloud API authenticates each access request, i.e. each request needs to include authentication
information (Signature) in the common parameters to verify the identity of the requester.

The Signature is generated by the security credentials which include Secretld and SecretKey. If you don't
have the security credentials yet, go to the TencentCloud API Key page to apply for them; otherwise, you

cannot invoke the TencentCloud API.

1. Applying for Security Credentials

Before using the TencentCloud API for the first time, go to the TencentCloud API Key page to apply for
security credentials.

Security credentials consist of Secretld and SecretKey:

* Secretld is used to identify the API requester.
e SecretKey is used to encrypt the signature string and verify it on the server.

* You must keep your security credentials private and avoid disclosure.

You can apply for the security credentials through the following steps:

1. Log in to the Tencent Cloud Console.
2. Go to the TencentCloud API Key page.
3. On the API Key Management page, click Create Key to create a Secretld/SecretKey pair.

Note: Each account can have up to two pairs of Secretld/SecretKey.

2. Generating a Signature

With the Secretld and SecretKey, a signature can be generated. The following describes how to generate a

signature:

Assume that the Secretld and SecretKey are:

[ ] Secre‘tld AKID***********‘k‘k**‘k‘k**‘k***‘k***‘k***‘k

[ ] SeCr‘e‘tKey R S A b b b I 2 S dh b b b b S 2 S S b b b 2 dh S b b 4

Note: This is just an example. For actual operations, please use your own Secretld and SecretKey.
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Take the Cloud Virtual Machine's request to view the instance list (Describelnstances) as an example. When

you invoke this API, the request parameters may be as follows:

Parameter .
Description Parameter value
name
Action Method name Describelnstances
Secreﬂd Key 1D AKTID* * % % %k Kk Kk ok k & &k k Kk k ok % & & %k Kk Kk Kk % &k & % % k%
Timestamp Current timestamp 1465185768
Nonce Random positive integer 11886
. Region where the instance is
Region ap—guangzhou
located
Instancelds.O ID of the instance to query ins—09dx96dg
Offset Offset 0
Limit Allowed maximum output 20
Version API version number 2017-03-12

2.1. Sorting Parameters

First, sort all the request parameters in an ascending lexicographical order (ASCIl code) by their names.
Notes: (1) Parameters are sorted by their names instead of their values; (2) The parameters are sorted based
on ASCII code, not in an alphabetical order or by values. For example, Instancelds.2 should be arranged after
Instancelds.12. You can complete the sorting process using a sorting function in a programming language,

such as the ksort function in PHP. The parameters in the example are sorted as follows:

{

'Action' : 'DescribelInstances'’,

'Instancelds.0' : 'ins-09dx96dg',

'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretIdl : 'AKID********************************',
'Timestamp' : 1465185768,

'Version': '2017-03-12",

}
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When developing in another programming language, you can sort these sample parameters and it will work

as long as you obtain the same results.

2.2. Concatenating a Request String

This step generates a request string.

Format the request parameters sorted in the previous step into the form of "parameter name"="parameter
value". For example, for the Action parameter, its parameter name is "Action" and its parameter value is
"Describelnstances", so it will become Action=Describelnstances after formatted.

Note: The "parameter value" is the original value but not the value after URL encoding.

Then, concatenate the formatted parameters with "&". The resulting request string is as follows:

Action=DescribelInstances&Instancelds.0=1ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0
&Region=ap-guangzhou&Secret Id=AKID* ¥ * ¥ &k hkxxkkdhxkkhkhrxkhkrrxxsr*gTimestamp=1465
185768&Version=2017-03-12

2.3. Concatenating the Signature Original String

This step generates a signature original string.

The signature original string consists of the following parameters:

1. HTTP method: POST and GET modes are supported, and GET is used here for the request. Please note
that the method name should be in all capital letters.

2. Request server: the domain name of the request to view the list of instances (Describelnstances) is
cvm.tencentcloudapi.com. The actual request domain name varies by the module to which the API
belongs. For more information, see the instructions of the specific API.

3. Request path: The request path in the current version of TencentCloud API is fixed to /.

4. Request string: the request string generated in the previous step.

The concatenation rule of the signature original string is: Request method + request host + request path + ?

+ request string

The concatenation result of the example is:

GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=1ins-09dx96dg&L
imit=20&Nonce=11886&0ffset=0&Region=ap—guangzhou&Secret TA=AKTID * * * * x & &k kx &k kkokx k&
ArxFAAAx*FAF A A gTimestamp=1465185768&Version=2017-03-12

2.4. Generating a Signature String

This step generates a signature string.

First, use the HMAC-SHA1 algorithm to sign the signature original string obtained in the previous step, and
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then encode the generated signature using Base64 to obtain the final signature.

The specific code is as follows with the PHP language being used as an example:

$SecretKey = '********************************';

SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=DescribelInstances&InstanceIds.0=ins
-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID*****x%%*

khkkkkkkkkkkkkkkkkkkkkkxrgTimestamp=1465185768&Version=2017-03-12";
SsignStr = baseb64_encode (hash_hmac ('shal', $srcStr, S$secretKey, true));

echo $signStr;

The final signature is:

TRAM2x fNMO9EiVTNmPg06MRnCvQ=

When developing in another programming language, you can sign and verify the original in the example

above and it works as long as you get the same results.

3. Encoding a Signature String

The generated signature string cannot be directly used as a request parameter and must be URL encoded.

For example, if the signature string generated in the previous step is 7RAM2xfNMO9EiVTNmMPgO6MRNCvQ=,
the final signature string request parameter (Signature) is 7RAM2xfNMO9EiVTNmMPg06MRNCvQ%3D, which

will be used to generate the final request URL.

Note: If your request method is GET, or the request method is POST and the Content-Type is
application/x-www-form-urlencoded, then all the request parameter values need to be URL encoded
(except the parameter key and the symbol of =) when sending the request. Non-ASCII characters need to
be encoded with UTF-8 before URL encoding.

Note: The network libraries of some programming languages automatically URL encode all parameters, in
which case there is no need to URL encode the signature string; otherwise, two rounds of URL encoding

will cause the signature to fail.

Note: Other parameter values also need to be encoded using RFC 3986. Use %XY in percent-encoding
for special characters such as Chinese characters, where "X" and "Y" are hexadecimal characters (0-9

and uppercase A-F), and using lowercase will cause an error.

4. Signature Failure
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The following situational error codes for signature failure may occur. Please resolve the errors accordingly.

Error code Error description

AuthFailure.SignatureExpire The signature is expired
AuthFailure.SecretldNotFound The key does not exist
AuthFailure.SignatureFailure Signature error

AuthFailure.TokenFailure Token error

AuthFailure.InvalidSecretld Invalid key (not a TencentCloud API key type)

5. Signature Demo

When calling API 3.0, you are recommended to use the corresponding Tencent Cloud SDK 3.0 which
encapsulates the signature process, enabling you to focus on only the specific APIs provided by the product
when developing. See SDK Center for more information. Currently, the following programming languages are

supported:

* Python
* Java

e PHP

e Go

¢ NodedS
e NET

To further explain the signing process, we will use a programming language to implement the process
described above. The request domain name, API and parameter values in the sample are used here. This
goal of this example is only to provide additional clarification for the signature process, please see the SDK

for actual usage.

The final output URL might be: https://cvm.tencentcloudapi.com/?
Action=Describelnstances&Instancelds.0=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret IA=AKID* * X x F &k kkxkdkdkhhxxdkdhxkhkhrrrxssxgSignature=7RAM2xfNMO9E1VTNmP

g06MRNCvQ%3D&Timestamp=1465185768&Version=2017-03-12

Note: The key in the example is fictitious, and the timestamp is not the current time of the system, so if this

URL is opened in the browser or called using commands such as curl, an authentication error will be
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returned: Signature expired. In order to get a URL that can work properly, you need to replace the Secretld
and SecretKey in the example with your real credentials and use the current time of the system as the

Timestamp.

Note: In the example below, even if you use the same programming language, the order of the parameters in
the URL may be different for each execution. However, the order does not matter, as long as all the

parameters are included in the URL and the signature is calculated correctly.

Note: The following code is only applicable to API 3.0. It cannot be directly used in other signature
processes. Even with an older API, signature calculation errors may occur due to the differences in details.

Please refer to the corresponding documentation.

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance (method);

SecretKeySpec secretKeySpec = new SecretKeySpec (key.getBytes (CHARSET), mac.getAlg
orithm());

mac.init (secretKeySpec) ;

byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

}

public static String getStringToSign (TreeMap<String, Object> params) {
StringBuilder s2s = new StringBuilder ("GETcvm.tencentcloudapi.com/?");
// When signing, the parameters need to be sorted in lexicographical order. TreeM

ap 1s used here to guarantee the correct order.

for (String k : params.keySet ()) {

s2s.append (k) .append ("=") .append (params.get (k) .toString ()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

}

public static String getUrl (TreeMap<String, Object> params) throws UnsupportedEnc
odingException {
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StringBuilder url = new StringBuilder ("https://cvm.tencentcloudapi.com/2");

// There is no requirement for the order of the parameters in the actual request
URL.

for (String k : params.keySet()) {

// The request string needs to be URL encoded. As the Key is all in English lette
rs, only the value 1is URL encoded here.

url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHAR
SET) ) .append ("&") ;

}

return url.toString() .substring (0, url.length() - 1);

}

public static void main (String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMap enable
s automatic sorting

// A random number should be used when actually calling, for example: params.put
("Nonce", new Random() .nextInt (java.lang.Integer.MAX VALUE));

params.put ("Nonce", 11886); // Common parameter

// The current time of the system should be used when actually calling, for examp
le: params.put ("Timestamp'", System.currentTimeMillis() / 1000);

params.put ("Timestamp", 1465185768); // Common parameter

params.put("secretId", "AKID****‘k***************************"),- // Common pafamet
er

params.put ("Action", "DescribelInstances"); // Common parameter

params.put ("Version", "2017-03-12"); // Common parameter

params.put ("Region", "ap-guangzhou"); // Common parameter

params.put ("Limit", 20); // Business parameter

params.put ("Offset", 0); // Business parameter

params.put ("InstancelIds.0", "ins-09dx96dg"); // Business parameter
params.put ("Signature", sign(getStringToSign (params) , "**xxxxkkkokkxkkok ko k& dokkokx &«
*kkAkxkKAN - WHMacSHAL")); // Common parameter

System.out.println (getUrl (params)) ;

}
}

Python

Note: If running in a Python 2 environment, the following requests dependency package must be installed

first: pip install requests

# —*— coding: utf8 —*-
import base64

import hashlib

import hmac

import time

©2013-2025 Tencent Cloud. =& #2] 28 H o] Z] 377 (& 595%)



@ Tencent Cloud Cloud Load Balancer

import requests

Secret ld = "AKID*********‘k***‘k**‘k‘k***********‘k**"

Secret_key = MWhkkhkkhkhhhhkhkkhkhhAhhrhkkhkhkhhhhrhrhhkkhkkhkArrh ik

def get_string_to_sign (method, endpoint, params):
s = method + endpoint + "/2"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str (key, s, method):
hmac_str = hmac.new (key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return baset64.b6dencode (hmac_str)

if _ name_ == '_ _main_ ':

endpoint = "cvm.tencentcloudapi.com"
data = {

'Action' : 'DescribelInstances',
'InstanceIds.0' : 'ins-09dx96dg’',
'Limit"' : 20,

'Nonce' : 11886,

'Offset!' : O,

'Region' : 'ap-guangzhou',

'SecretId' : secret_id,

'Timestamp' : 1465185768, # int (time.time())
'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib.shal)

print (data["Signature"])

# An actual invocation would occur here, which may incur fees after success
# resp = requests.get ("https://" + endpoint, params=data)

# print (resp.url)

Golang

package main

import (

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
"fmt"

"sort"

)
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func main () {

SecretId = "AKID******‘k**‘k***‘k***‘k**‘k‘k***‘k**‘k***"
SeCretKey = Mk hkkhkkhkkhkhkhAhhhkkhkhkhhArhrhkhkhkkhhkrhrrkhkkhkkhktxxx0
params := map[string]string/{

"Nonce": "11886",

"Timestamp": "1465185768",

"Region": "ap-guangzhou",

"SecretId": secretld,

"Version": "2017-03-12",
"Action": "DescribeInstances",
"InstanceIds.O0": "ins-09dx96dg",
"Limit": "20",

"Offset": "O",

}

var buf bytes.Buffer

buf.WriteString ("GET")

buf.WriteString ("cvm.tencentcloudapi.com")
buf.WriteString ("/")

buf.WriteString ("?")

// sort keys by ascii asc order

keys := make([]string, 0, len(params))
for k, _ := range params {

keys = append (keys, k)

}

sort.Strings (keys)

for i := range keys {
k := keys[i]
buf.WriteString (k)
buf.WriteString

buf.WriteString (params[k])

(
(
(
(

buf.WriteString ("&")

s
buf.Truncate(buf.Len() - 1)
hashed := hmac.New(shal.New, []byte(secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))
}

PHP
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<?php
$SecretId = "AKID********************************";
$SecretKey = "********************************";

S$param["Nonce"] = 11886;//rand();
Sparam["Timestamp"] = 1465185768;//time () ;

Sparam["Limit"] = 20;

[
Sparam["Region"] = "ap-guangzhou";
Sparam["SecretId"] = S$secretld;
Sparam["Version"] = "2017-03-12";
Sparam["Action"] = "Describelnstances";
Sparam|["Instancelds.0"] = "ins-09dx9%6dg";

[

[

Sparam["Offset"] = 0;

ksort (Sparam) ;

Cloud Load Balancer

$SsignStr = "GETcvm.tencentcloudapi.com/?";

foreach ( $param as S$key => S$value ) {

$signStr = $signStr . Skey . "=" . Svalue . "&";

}

$signStr = substr($signStr, 0, -1);

Ssignature = base64_encode (hash_hmac ("shal", $signStr, S$secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// S$param["Signature"] = S$signature;

// S$Surl = "https://cvm.tencentcloudapi.com/?".http_build_query (Sparam) ;

// echo Surl.PHP_EOL;

// Sch = curl_init ();

// curl_setopt ($ch, CURLOPT_URL, Surl);
// S$Soutput = curl_exec (Sch);

// curl_close ($ch);

// echo json_decode (Soutput) ;

Ruby

# —*— coding: UTF-8 —*-—
# require ruby>=2.3.0
require 'time'

require 'openssl'

require 'base64'

Secret ld — "AKID*******‘k‘k***********************"
Secret key L i 2 b b b b b b b b b b b b b b b b b b b b b b b b b b b |}
method = 'GET'
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endpoint = 'cvm.tencentcloudapi.com'
data = {
'Action' => 'DescribelInstances',

'InstancelIds.0' => 'ins-09dx96dg',

'Limit' => 20,

'Nonce' => 11886,

'Offset' => 0,

'Region' => 'ap—-guangzhou',

'SecretId' => secret_id,

'Timestamp' => 1465185768, # Time.now.to_ i
'Version' => '2017-03-12",

}

sign = method + endpoint + '/?2'

params = []

data.sort.each do |item|

params << "#{item[O] }=#{item[1]}"

end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')
data['Signature'] = Base64.encode64 (OpenSSL::HMAC.digest (digest, secret_key, sig
n))

puts datal['Signature']

res = Net::HTTP.get_response (uri)

# require 'net/http'

# uri = URI('https://' + endpoint)

# uri.query = URI.encode_www_form(data)
# p uri

#

#

puts res.body

DotNet

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class Application {

public static string Sign(string signKey, string secret)

{

string signRet = string.Empty;

using (HMACSHA1l mac = new HMACSHAI (Encoding.UTF8.GetBytes (signKey)))

{
byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));
signRet = Convert.ToBase64String (hash);
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}

return signRet;

}

public static string MakeSignPlainText (SortedDictionary<string, string> requestPa
rams, string requestMethod, string requestHost, string requestPath)
{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

string v = "";

foreach (string key in requestParams.Keys)

{

v += string.Format ("{0}={1}&", key, requestParamslkey]);

}

retStr += v.TrimEnd('&"');

return retStr;

}

public static void Main (string[] args)
{

String SECRET_ID = "AKID********************************";
string SECRET_KEY = "********************************";
string endpoint = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "DescribeInstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

// long timestamp = ToTimestamp () / 1000;

// string requestTimestamp = timestamp.ToString();
Dictionary<string, string> param = new Dictionary<string, string>();
param.Add ("Limit", "20");

param.Add ("Offset", "O");

param.Add ("InstancelIds.0", "ins-09dx96dg") ;

param.Add ("Action", action);

param.Add ("Nonce", "11886");

// param.Add ("Nonce'", Math.Abs (new Random().Next ()).ToString());

param.Add ("Timestamp", RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("SecretId", SECRET_ID);
param.Add ("Region", region);
SortedDictionary<string, string> headers = new SortedDictionary<string, string> (p

aram, StringComparer.Ordinal);
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string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");
Console.WritelLine (sigInParam) ;

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine ("GET https://cvm.tencentcloudapi.com") ;

foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WritelLine ("Signature" + ": " + WebUtility.UrlEncode (sigOutParam)) ;
Console.WriteLine () ;

string result = "https://cvm.tencentcloudapi.com/?";
foreach (KeyValuePair<string, string> kv in headers)

{

result += WebUtility.UrlEncode (kv.Key) + "=" + WebUtility.UrlEncode (kv.Value) +
" & n ;
}
result += WebUtility.UrlEncode ("Signature") + "=" + WebUtility.UrlEncode (sigOutPa
ram) ;
Console.WriteLine ("GET " + result);
}
}
NodeJdS
const crypto = require('crypto');

function get_req url (params, endpoint) {

params|['Signature'] = escape (params|['Signature'l]);

const url_strParam = sort_params (params)

return "https://" + endpoint + "/?" + url_strParam.slice(1);

}

function formatSignString(regMethod, endpoint, path, strParam) {

let strSign = regMethod + endpoint + path + "?" + strParam.slice(l);
return strSign;

}

function shal (secretKey, strsign) {

let signMethodMap = {'HmacSHAl': "shal"};
let hmac = crypto.createHmac (signMethodMap['HmacSHAL1'"'], secretKey || "");
return hmac.update (Buffer.from(strsign, 'utf8')).digest ('base6d"')

}

function sort_params (params) {
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let strParam = "";

let keys = Object.keys (params) ;

keys.sort ();

for (let k in keys) {

//k = k.replace(/_/g, '.");

strParam += ("&" + keys[k] + "=" + params|keys[k]]);
}

return strParam

}

function main () {

const SECRET_ID = "AKID****‘k**‘k‘k**‘k*******‘k**‘k*********ll
Const SECRET_KEY = Whhkdkhhhhkkhkkhhhhrhrhhkkhkhhhkrhrhkkhkkhkkhhtrrrhkkh%kN
const endpoint = "cvm.tencentcloudapi.com"

const Region = "ap-guangzhou"

const Version = "2017-03-12"

const Action = "DescribeInstances"

const Timestamp = 1465185768

// const Timestamp = Math.round (Date.now() / 1000)
const Nonce = 11886

//const nonce = Math.round (Math.random() * 65535)

let params = {};
params|['Action'] = Action;
params|['Instancelds.0'] = 'ins-09dx96dg’';
params|['Limit'] = 20;
params|['Offset'] = 0;
params [ 'Nonce'] = Nonce;
params|['Region'] = Region;
params|['SecretId'] = SECRET_ID;
params|['Timestamp'] = Timestamp;
params|['Version'] = Version;
strParam = sort_params (params)
const regMethod = "GET";

const path = "/";

strSign = formatSignString(regMethod, endpoint, path, strParam)
console.log(strSign)

EOMNBOLE ; Llog] (Vom—mm—eeeemeeeeeeee——a= ")
params|['Signature'] = shal (SECRET_KEY, strSign)
console.log(params|['Signature'])

CEMNSOLE, log) (Vo eeeeae——a= ")

const reqg url = get_req_url (params, endpoint)
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console.log(params|['Signature'])
console.log("-—————""""""""—"———————— ")
console.log(reg_ url)

}

main ()
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Responses

% Z ddo]E Ya:: 2024-07-08 11:10:21

Response for Successful Requests

For example, when calling CAM API (version: 2017-03-12) to view the status of instances

(DescribelnstancesStatus), if the request has succeeded, you may see the response as shown below:

{

"Response": {

"TotalCount": O,

"InstanceStatusSet": [],

"RequestId": "bb5b41468-520d-4192-b42f-595cc34b6clc"”
}

}

®* The API will return Response , which contains RequestId , as long as it processes the request. It
does not matter if the request is successful or not.

® Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

* Except for the fixed fields, all fields are action—specified. For the definitions of action-specified fields,
see the corresponding APl documentation. In this example, TotalCount and InstanceStatusSet
are the fields specified by the APl DescribeInstancesStatus .0 TotalCount means that the

requester owns 0 CVM instance so the InstanceStatusSet is empty.

Response for Failed Requests

If the request has failed, you may see the response as shown below:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please ensure your s

ignature is correct."

by

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"
}

}
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* The presence of the Error field indicates that the request has failed. A response for a failed request
will include Error , Code and Message fields.

® Code is the code of the error that helps you identify the cause and solution. There are two types of
error codes so you may find the code in either common error codes or APl-specified error codes.

* Message explains the cause of the error. Note that the returned messages are subject to service updates.
The information the messages provide may not be up—to—date and should not be the only source of
reference.

* Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

Common Error Codes

If there is an Error field in the response, it means that the API call failed. The Code field in Error indicates

the error code. The following table lists the common error codes that all actions can return.

Error Code Description

AuthFailure.lnvalidSecretld Invalid key (not a TencentCloud API key type).
AuthFailure.MFAFailure MFA failed.

AuthFailure.SecretldNotFound The key does not exist.
AuthFailure.SignatureExpire Signature expired.
AuthFailure.SignatureFailure Signature error.

AuthFailure.TokenFailure Token error.

AuthFailure.UnauthorizedOperation The request does not have CAM authorization.

DryRun Operation. It means that the request would have

DryRunOperation succeeded, but the DryRun parameter was used.
FailedOperation Operation failed.

InternalError Internal error.

InvalidAction The API does not exist.

InvalidParameter Incorrect parameter.

InvalidParameterValue Invalid parameter value.

LimitExceeded Quota limit exceeded.
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Error Code
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

©2013-2025 Tencent Cloud. 2 & H g 2§,
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Description

A parameter is missing.

The API version does not exist.
The number of requests exceeds the frequency limit.
Resource is in use.

Insufficient resource.

The resource does not exist.
Resource is unavailable.
Unauthorized operation.
Unknown parameter.
Unsupported operation.

HTTPS request method error. Only GET and POST requests are
supported.

API does not support the requested region.
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Load Balancing APIs
DescribeCustomizedConfigList
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API is used to pull custom configuration lists to return the user configuration of AppId .
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
) , Common Params. The value used for this API:

Action Yes String . . .
DescribeCustomizedConfigList.

Version Yes String Common Params. The value used for this API: 2018-03-17.

Region No String Common Params. This parameter is not required for this API.
Configuration type. Valid values: cLB (CLB-specific configs),

ConfigType Yes String SERVER (domain name-specific configs), and LOCATION
(forwarding rule-specific configs).

Offset No Integer Pagination offset. Default: 0.

Limit No Integer Number of results per page. Default: 20.
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ConfigName

Uconfiglds.N

Filters.N

No

No

No

String

Array
of
String

Array
of
Filter

3. Output Parameters

Parameter
Type
Name
ConfigList Array Of.
ConfigListltem
TotalCount Integer
Requestld String
4. Example

Cloud Load Balancer

Specifies the name of configs to query. Fuzzy match is
supported.

Configuration ID.

The filters are:

* |oadbalancer-id — String — Required: no - (filter) CLB
instance ID, such as "lb-12345678".

* vip — String — Required: no - (filter) CLB instance VIP, such
as "1.1.1.1" and "2204::22:3".

Description

Configuration list.

Number of configurations.

The unique request ID, generated by the server, will be returned for
every request (if the request fails to reach the server for other
reasons, the request will not obtain a Requestld). Requestld is required

for locating a problem.

Examplel1 Querying configuration details

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeCustomizedConfigList

&ConfigType=CLB

&0ffset=0
&Limit=3

&<Common request parameters>

Output Example
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{

"Response": {

"ConfigList": [

{

"UconfigId": "pz-go2gs3dé6",

"ConfigType": "CLB",

"ConfigContent": "client_max_body_size 1m;",
"ConfigName": "122222",

"CreateTimestamp": "2019-11-28 20:44:24",
"UpdateTimestamp": "2020-03-01 11:11:27"

}

I

"TotalCount": 1,

"RequestId": "d6f74bc7-2b26-4f5f-9dd8-6f0c8e8e2cc2"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

® Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

* Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.
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Error Code Description

FailedOperation Operation failed.

InternalError Internal error.

InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameter.LBIdNotFound Wrong CLB instance ID.
InvalidParameter.ListenerldNotFound Wrong listener ID.
InvalidParameter.LocationNotFound Unable to find eligible forwarding rules.

Listener port checks failed due to port conflicts or other
reasons.

InvalidParameter.PortCheckFailed

Listener protocol checks failed because the protocol used is
incompatible with the corresponding operation.

InvalidParameter.ProtocolCheckFailed

InvalidParameter.RegionNotFound Invalid region.

The forwarding rule has already been bound to a redirection

InvalidParameter.RewriteAlreadyExist . .
relationship.

InvalidParameter.SomeRewriteNotFound Some redirection rules do not exist.

InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Duplicate Duplicate parameter value.
InvalidParameterValue.InvalidFilter Incorrect Filter parameter.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
MissingParameter Missing parameter.
Resourcelnsufficient Insufficient resources.
UnauthorizedOperation Unauthorized operation.
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DescribeldleLoadBalancers
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

Idle CLB instances are pay—as—you—go load balancers that, within seven days after the creation, do not have

rules configured or the configured rules are not associated with any servers.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String .
DescribeldleLoadBalancers.
. . Common Params. The value used for this API: 2018-
Version Yes String
03-17.
Common Params. This parameter is not required for
Region No String . 'SP ! !
this API.
Offset No Integer Data offset. Default value: 0.
e Number of returned CLB instances. Default value: 20.
Limit No Integer .
Maximum value: 100.
LoadBalancerRegion No String CLB instance region
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3. Output Parameters

Parameter Name Type

Array of
IdleLoadBalancer

IdleLoadBalancers

TotalCount Integer
Requestld String
4. Example

Cloud Load Balancer

Description

List of idle CLBs
Note: This field may return null , indicating that no valid
values can be obtained.

Total number of idle CLB instances

The unique request ID, generated by the server, will be
returned for every request (if the request fails to reach the
server for other reasons, the request will not obtain a
Requestld). Requestld is required for locating a problem.

Examplel Querying list of idle CLB instances

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeldleloadBalancers

§<Common request parameters>

Output Example

{
"Response": {
"TotalCount": 46,

"IdleLoadBalancers": [

{

"LoadBalancerId": "lb-111i6a3k",
"LoadBalancerName": "1b-613054ce",

"Region": "ap-guangzhou",
"Vip": "172.16.32.29",
"IdleReason": "NO_RULES",
"Status": 1,

"Forward": 1

}

I

"RequestId": "afa28690-£148-483£f-9727-58c2£1da3794"

}
}
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5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

® Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

AuthFailure

DryRunOperation

FailedOperation
FailedOperation.InvalidLBStatus
InternalError

InvalidParameter

InvalidParameter.FormatError

©2013-2025 Tencent Cloud. =& @] 28,

Description
CAM signature/authentication error

DryRun operation, which means the DryRun parameter is
passed in yet the request will still be successful.

Operation failed.

Exceptional CLB instance status
Internal error.

Parameter error.

Wrong parameter format.
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InvalidParameter.InvalidFilter Failed to query the parameter
InvalidParameter.LBIdNotFound Wrong CLB instance ID.
InvalidParameter.ListenerldNotFound Wrong listener ID.
InvalidParameter.LocationNotFound Unable to find eligible forwarding rules.

Listener port checks failed due to port conflicts or other
InvalidParameter.PortCheckFailed P P
reasons.

InvalidParameterValue.Range Wrong parameter value range.
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Describel.BListeners
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to query CLB instances bound to the CVM or ENI.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String . .
DescribelLBListeners.
. . Common Params. The value used for this API: 2018-
Version Yes String
03-17.
Region No String Cc?mmon Params. This parameter is not required for
this API.
Array of . . .
Backends.N Yes List of private network IPs to be queried.
LbRsltem

3. Output Parameters
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Parameter Type
Name
Array
LoadBalancers of
LBltem
Requestld String
4. Example

Cloud Load Balancer

Description

Listener rule associated with the real server.

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the
request will not obtain a Requestld). Requestld is required for locating a
problem.

Example1 Querying CLB instances bound to the CVM

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeLBListeners

&Backends.0.VpcId=vpCc—xXXXXX
&Backends.O0.PrivatelIp=1.1.1.1

&<Common request parameters>

Output Example

{
"Response": {
"LoadBalancers": [

{

"LoadBalancerId": "lb-xxxxx",

"Vip": "10.0.0.1",

"Region": "ap-guangzhou",
"Listeners": [

{

"ListenerId": "lbl-xxxxx",
"Protocol": "TCP",

"Port": 81,

"EndPort": O,
"Rules": null,
"Targets": [
{

o

"Type": "eni

"PrivateIp": "10.0.0.2",

"Port": 1201,
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"VpcId": 1111,
"Weight": 10

4
]
4
]
}
1,

"RequestId": "83129908-a282-4£f9f-8ab-131a3025baz22"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

e Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

* Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
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InvalidParameter
InvalidParameter.FormatError
InvalidParameter.LBIdNotFound
InvalidParameter.ListenerldNotFound
InvalidParameterValue.Length
LimitExceeded

MissingParameter

UnauthorizedOperation

©2013-2025 Tencent Cloud. =5 H2] 2§,
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Parameter error.

Wrong parameter format.
Wrong CLB instance ID.
Wrong listener ID.

Wrong parameter length.
Quota exceeded.

Missing parameter.

Unauthorized operation.
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SetCustomizedConfigForLoadBalancer

ZZ g0 E YA} 2025-08-22 15:57:33

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This APl is used to create or manage a user—defined CLB configuration template.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes String .
SetCustomizedConfigForLoadBalancer.

Common Params. The value used for this APIl: 2018-03-

Version Yes String 17
Region No String Common Params. This parameter is not required for this
API.
. . Operation type: ADD , DELETE , UPDATE , BIND ,
OperationType Yes String
UNBIND
This field is required except for creating custom
Uconfigld No String I I_ au! xeep ing cu
configurations, such as "pz-1234abcd".
This field is required when creating or modifying custom
ConfigContent No String I 's requl W n9 ying cu

configurations.
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ConfigName No String This field is required when creating or renaming custom
configurations.

Array of
String

LoadBalancerlds.N No This field is required when binding/unbinding resources.

3. Output Parameters

P t
arameter Type Description
Name
Configld String Configuration ID, such as "pz-1234abcd"

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Creating custom configurations at the CLB instance level

Input Example

https://clb.intl.tencentcloudapi.com/?Action=SetCustomizedConfigForLoadBalancer
&OperationType=ADD

&ConfigContent=client_max_body_size 222M;

&ConfigName=config_test

§<Common request parameters>

Output Example

{

"Response": {
"ConfigId": "pz-1234abcd",
"RequestId": "83129908-a282-4f9f-8ab-131a3025ba22"

}
}

5. Developer Resources
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SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

® Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

® Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameter.FormatError Wrong parameter format.
InvalidParameter.LBIdNotFound Wrong CLB instance ID.
InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
LimitExceeded Quota exceeded.
MissingParameter Missing parameter.
UnauthorizedOperation Unauthorized operation.
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DescribeCustomizedConfigAssociatel.ist

% Z g0 E YA} 2025-08-22 15:57:36

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to query the configured location, bound server or bound CLB instance. If there are domain

names, the result will be filtered by domain name.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter

Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String . . . .
DescribeCustomizedConfigAssociateList.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
Uconfigld No String Configuration ID.
Offset No Integer Start position of the binding list. Default: O.
Limit No Integer Number of binding lists to pull. Default: 20.
Domain No String Searches for the domain name.
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3. Output Parameters

Parameter L
Type Description

Name

BindList Array of

BindDetailltem

TotalCount Integer

List of bound resources

Total number of bound resources

Cloud Load Balancer

The unique request ID, generated by the server, will be returned for

Requestld String

every request (if the request fails to reach the server for other

reasons, the request will not obtain a Requestld). Requestld is required

for locating a problem.

4. Example

Examplel Querying the bound server or configured location

This example shows you how to query the bound

Input Example

server or configured location .

https://clb.intl.tencentcloudapi.com/?Action=DescribeCustomizedConfigAssociatelis

t
&UconfigId=pz-fi0l1l8waqg
&0ffset=0

&Limit=3

&<Common request parameters>

Output Example

{

"Response": {

"BindList": [

{

"LoadBalancerId": "lb-az5a9oyo",
"ListenerId": "lbl-nppnktey",
"Domain": "www.aaa.com",
"LocationId": "loc-nppnktey",
"ListenerName": "test",
"Protocol": "http",

"Vport": 80,
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"Url": " ",
"UconfigId": "pz-n651fsue"
}

1,
"TotalCount": 1,

"RequestId": "83129908-a282-4f9f-8ab-131a3025ball"

}
}

5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APls.

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code
FailedOperation
InternalError
InvalidParameter

InvalidParameter.FormatError
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Operation failed.
Internal error.

Parameter error.

Wrong parameter format.
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InvalidParameterValue Incorrect parameter value.
InvalidParameterValue.Length Wrong parameter length.
MissingParameter Missing parameter.
UnauthorizedOperation Unauthorized operation.
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DescribelLoadBalancerOverview

zZ ddo]E Y#:: 2025-08-22 15:57:34

1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

Queries the total number of CLB instances and the number of CLB instances in different status (running,

isolated and about to expire).
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String . .
DescribeLoadBalancerOverview.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.

3. Output Parameters

Parameter L
Type Description
Name
TotalCount Integer Total number of CLB instances
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RunningCount Integer Number of CLB instances that are running
IsolationCount Integer Number of CLB instances that are isolated
WillExpireCount Integer Number of CLB instances that are about to expire

The unique request ID, generated by the server, will be returned for every
request (if the request fails to reach the server for other reasons, the
request will not obtain a Requestld). Requestld is required for locating a
problem.

Requestld String

4. Example

Examplel Querying the number of CLB instances by the status

This example shows you how to query the number of CLB instances by their status.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=DescribeloadBalancerOverview

&<Common request parameters>

Output Example

{

"Response": {

"TotalCount": O,

"RunningCount": O,

"IsolationCount": O,

"WillExpireCount": O,

"RequestId": "03b18184-cafl-40d7-b01a-8a76565b94ad"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.
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* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

* Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.
Error Code Description

AuthFailure CAM signature/authentication error

DryRun operation, which means the DryRun parameter is passed in yet

DryRunOperation the request will still be successful.
FailedOperation Operation failed.

InternalError Internal error.

InvalidParameter Parameter error.

InvalidParameter.FormatError Wrong parameter format.
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InquiryPriceRefundlLoadBalancer
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.
This API is used to query the refund amount of returning a CLB instance.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String . .
InquiryPriceRefundLoadBalancer.
Version Yes String Common Params. The value used for this API: 2018-03-17.
Region No String Common Params. This parameter is not required for this API.
LoadBalancerld Yes String CLB instance ID

3. Output Parameters

Parameter

Type Description
Name
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Price Price Price of the instance with the specified configurations.

The unique request ID, generated by the server, will be returned for every
Requestld String request (if the request fails to reach the server for other reasons, the request
will not obtain a Requestld). Requestld is required for locating a problem.

4. Example

Examplel Querying the refund amount

This example shows you how to query the refund amount you can get after returning a CLB instance.

Input Example

https://clb.intl.tencentcloudapi.com/?Action=InquiryPriceRefundLoadBalancer
&LoadBalancerId=1b-56hl5sy2

&<Common request parameters>

Output Example

{

"Response": {

"Price": {
"BandwidthPrice": null,
"InstancePrice": {
"UnitPrice": null,

"ChargeUnit": null,
"OriginalPrice": 79.02,

"DiscountPrice": null

}
b
"RequestId": "06cdb8b7-1d26-4195-9d41-£3£fc861d9530"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.
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* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

® Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

* Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code Description
FailedOperation Operation failed.
InternalError Internal error.
InvalidParameter Parameter error.
InvalidParameterValue Incorrect parameter value.
Resourcelnsufficient Insufficient resources.
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ModifyLoadBalancerSla
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1. API Description

Domain name for API request: clb.intl.tencentcloudapi.com.

This API is used to upgrade a pay—as—-you—go shared CLB instance to an LCU-supported CLB instance.

Limits
* This API can only be used to upgrade pay—as—you—go shared instances. To upgrade monthly—subscribed
shared instances, please go to the CLB console.

¢ An LCU-supported instance cannot be changed back to a shared instance.

¢ Classic CLB instances cannot be upgraded to LCU-supported instances.

A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code
generation, and API quick search. It enables you to view the request, response, and auto—generated

examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters.

For the complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

. . Common Params. The value used for this API:
Action Yes String

ModifyLoadBalancerSla.
. . Common Params. The value used for this API:
Version Yes String
2018-03-17.
C P . Thi ter i t
Region No String ommon Params is parameter is no

required for this API.
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CLB instance information.

Whether to force upgrade. The default is no.

The unique request ID, generated by the server, will be returned for every

request (if the request fails to reach the server for other reasons, the request

will not obtain a Requestld). Requestld is required for locating a problem.

LoadBalancerSla.N Yes Array of
SlaUpdateParam
Force No Boolean
3. Output Parameters
P t
arameter Type Description
Name
Requestld String
4. Example

Examplel Upgrading a shared instance to an LCU-supported instance

This example shows you how to upgrade a pay—as—-you—go shared instance to an LCU-supported instance.

Input Example

POST / HTITP/1.1
Host: clb.intl.tencentcloudapi.com
Content-Type:

X-TC—-Action:

application/json
ModifyLoadBalancerSla

<Common request parameters>

{

"LoadBalancerSla": [

{
"SlaType": "SLA",
"LoadBalancerId":
}

]

}

"lb—dlb2n**x*m

Output Example

{
"Response": {
"RequestId":

©2013-2025 Tencent Cloud. 2 & H g 2§,
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5. Developer Resources

SDK

Cloud Load Balancer

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for

you to call APIs.

¢ Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common

Error Codes.

Error Code

FailedOperation

InternalError
InvalidParameter
InvalidParameter.FormatError

InvalidParameter.LBIdNotFound

InvalidParameter.ListenerldNotFound

Resourcelnsufficient

©2013-2025 Tencent Cloud. =& @] 28,

Description

Operation failed.

Internal error.

Parameter error.

Wrong parameter format.
Wrong CLB instance ID.
Wrong listener ID.

Insufficient resources.
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/clb/v20180317/ClbClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Clb/V20180317/ClbClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/clb/v20180317/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/clb/v20180317/clb_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Clb/V20180317/ClbClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/clb/src/v20180317/ClbClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/214/33849#common-error-codes
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UnauthorizedOperation Unauthorized operation.
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Associationltem

Rule associated with target group

Used by actions: DescribeTargetGroupList, DescribeTargetGroups.

Name
LoadBalancerld

Listenerld

Locationld

Protocol

Port

Domain

Url

LoadBalancerName

ListenerName

Backend

Type
String

String

String

String

Integer

String

String

String

String

Description
ID of associated CLB instance
ID of associated listener

ID of associated forwarding rule
Note: this field may return null, indicating that no valid values can be
obtained.

Protocol type of associated listener, such as HTTP or TCP
Port of associated listener

Domain name of associated forwarding rule
Note: this field may return null, indicating that no valid values can be
obtained.

URL of associated forwarding rule
Note: this field may return null, indicating that no valid values can be
obtained.

CLB instance name

Listener name

Details of a real server bound to a listener

Used by actions: DescribeTargets.

Name

Type

Description
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Type
Instanceld
Port

Weight

PubliclpAddresses

PrivatelpAddresses

InstanceName

RegisteredTime

Enild

Tag

String

String

Integer

Integer

Array
of
String

Array
of
String

String

String

String

String

Cloud Load Balancer

Real server type. Valid values: CVM, ENI, CCN.

Unique ID of a real server, which can be obtained from the
uninstanceld field in the return of the Describelnstances API

Listening port of a real server

Forwarding weight of a real server. Value range: [0, 100]. Default
value: 10.

Public IP of a real server
Note: This field may return null, indicating that no valid values can be
obtained.

Private IP of a real server
Note: This field may return null, indicating that no valid values can be
obtained.

Real server instance names
Note: This field may return null, indicating that no valid values can be
obtained.

Bound time of a real server
Note: This field may return null, indicating that no valid values can be
obtained.

Unique ENI ID
Note: This field may return null, indicating that no valid values can be
obtained.

Tag.Note: This field may return null, indicating that no valid values can
be obtained.

BasicTargetGrouplnfo

Basic information of a target group bound to a forwarding rule or a listener

Used by actions: Describel isteners, DescribeRewrite.

Name
TargetGroupld

TargetGroupName

Type Description
String Target group ID
String Target group name
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BatchTarget

Batch binding type

Used by actions: BatchDeregisterTargets, BatchRegisterTargets.

Name Type Required Description

Listenerld String Yes Listener ID.

Port Integer Yes The port to Bind

Instanceld String No CVM instance ID. The primary IP of the primary ENI will be bound.

It is required for binding an IP. It supports an ENI IP or any other

private IP. To bind an ENI IP, the ENI should be bound to a CVM
Enilp String No instance before being bound to a CLB instance.

Note: either InstanceId or EniIp must be passed in,

which is required for binding a dual-stack IPv6 CVM instance.

Weight of the CVM instance. Value range: [0, 100]. If it is not

Weight Integer No . o . .

specified for binding the instance, 10 will be used by default.
Locationld String No Layer—7 rule ID. This parameter is required for Layer-7 CLB.
Tag String No Tag.

BindDetailltem

Binding details including listener name, protocol, url and vport

Used by actions: DescribeCustomizedConfigAssociateL.ist.
Name Type Description

LoadBalancerld String Specifies the ID of CLB to be bound

Specifies the ID of listener to be bound
Listenerld String Note: this field may return null , indicating that no valid values can be
obtained.

Specifies the domain name to be bound
Domain String Note: this field may return null , indicating that no valid values can be
obtained.

©2013-2025 Tencent Cloud. =& #2] 28 H o] Z] 420 (& 595%")



&2 Tencent Cloud

Locationld

ListenerName

Protocol

Vport

Url

Uconfigld

BlockedIP

String

String

String

Integer

String

String

|P added to blocklist 12306

Sets the bound rule.
Note: this field may return
obtained.

Listener name.
Note: this field may return
obtained.

Listener protocol.
Note: this field may return
obtained.

Listener port.
Note: this field may return
obtained.

URL of the location.
Note: this field may return
obtained.

Configuration ID.
Note: this field may return
obtained.

Used by actions: DescribeBlockIPList.

Name
P
CreateTime

ExpireTime

Type
String
String

String

CertldRelatedWithLoadBalancers

Certificate ID and list of CLB instances associated with it

Used by actions: DescribeLoadBalancerListByCertld.

©2013-2025 Tencent Cloud. 2 & H g 2§,

Cloud Load Balancer

null , indicating that no valid values can be
null , indicating that no valid values can be
null , indicating that no valid values can be
null , indicating that no valid values can be
null , indicating that no valid values can be
null , indicating that no valid values can be

Description

Blacklisted IP

Blacklisted time

Expiration time
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Name Type Description
Certld String Certificate ID

Array of List of CLB instances associated with certificate
LoadBalancers Y Note: this field may return null, indicating that no valid values
LoadBalancer .
can be obtained.

CertInfo

Certificate information

Used by actions: CreatelListener, ModifyDomainAttributes, ModifyListener.

Name Type Required Description

ID of the certificate. If it's not specified, CertContent and
Certld String No CertKey are required. For a server certificate, you also need
to specify CertName .

. Name of the uploaded certificate. It's required if Certid is
CertName String No .
not specified.

Public key of the uploaded certificate. This is required if

CertContent Strin No
J CertId is not specified.

Private key of the uploaded server certificate. This is required if

CertK Stri N
ertkey ring © CertId is not specified.

Certificatelnput

Certificate information

Used by actions: CreateListener, CreateRule, ModifyDomainAttributes, ModifyListener,

ReplaceCertForlLoadBalancers.

Name Type Required Description

Authentication type. Value range: UNIDIRECTIONAL
SSLMode String No (unidirectional authentication), MUTUAL (mutual
authentication)

Certld String No ID of a server certificate. If you leave this parameter empty,
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CertCald String
CertName String
CertKey String
CertContent String
CertCaName String

CertCaContent String

Cloud Load Balancer

you must upload the certificate, including CertContent,
CertKey, and CertName.

ID of a client certificate. When the listener adopts mutual
authentication (i.e., SSLMode = mutual), if you leave this

No
parameter empty, you must upload the client certificate,
including CertCaContent and CertCaName.

No Name of the uploaded server certificate. If there is no Certld,
this parameter is required.

No Key of the uploaded server certificate. If there is no Certld,
this parameter is required.

No Content of the uploaded server certificate. If there is no
Certld, this parameter is required.

No Name of the uploaded client CA certificate. When SSLLMode =
mutual, if there is no CertCald, this parameter is required.

No Content of the uploaded client certificate. When SSLMode =

mutual, if there is no CertCald, this parameter is required.

CertificateOutput

Certificate information

Used by actions: Describelisteners, DescribeRewrite.

Name Type

SSLMode String

Certld String

CertCald String

Array of
String

ExtCertlds

Description

Authentication type. Value range: UNIDIRECTIONAL (unidirectional
authentication), MUTUAL (mutual authentication)

Server certificate ID.

Client certificate ID.
Note: This field may return null, indicating that no valid values can be
obtained.

IDs of extra server certificates
Note: This field may return null , indicating that no valid values can be
obtained.
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ClassicalHealth

Real server health status of a classic CLB

Used by actions: DescribeClassicallLBHealthStatus.

Name Type Description

IP String Private IP of a real server

Port Integer Real server port

ListenerPort Integer CLB listener port

Protocol String Forwarding protocol

HealthStatus Integer Health check result. Value range: 1 (healthy), O (unhealthy)

ClassicallListener

Classic CLB listener information

Used by actions: DescribeClassicallBListeners.

Name Type Description

Listenerld String CLB listener ID

ListenerPort Integer CLB listener port

InstancePort Integer Backend forwarding port of a listener
ListenerName String Listener name

Protocol String Listener protocol type

SessionExpire Integer Session persistence time
HealthSwitch Integer Whether health check is enabled. 1: enabled; 0: disabled.
TimeOut Integer Response timeout period
IntervalTime Integer Check interval

HealthNum Integer Health threshold
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UnhealthNum Integer
HttpHash String
HttpCode Integer

HttpCheckPath String

SSLMode String
Certld String
CertCald String
Status Integer

Cloud Load Balancer

Unhealthy threshold

Request balancing method for listeners of the classic public network CLB.
An empty string or wrr indicates weighted round robin. ip_hash indicates
consistent hashing based on the accessed source IP address. least_conn
indicates least connections.

Health check return code for HTTP and HTTPS listeners of a public
network classic CLB. For more information, see the explanation of the
field in the listener creating API.

Health check path for HTTP and HTTPS listeners of a public network
classic CLB

Authentication method for an HTTPS listener of a public network classic
CLB

Server certificate ID for an HTTPS listener of a public network classic
CLB

Client certificate ID for an HTTPS listener of a public network classic CLB

Listener status. Value range: O (creating), 1 (running)

ClassicallLoadBalancerinfo

CLB information

Used by actions: DescribeClassicalLBBylnstanceld.

Name Type
Instanceld String
Array of

LoadBal Id
oadBalancerlds String

ClassicalTarget

Description
Real server ID

List of CLB instance IDs
Note: This field may return null, indicating that no valid values can
be obtained.

Real server information of a classic CLB

Used by actions: DescribeClassicalLBTargets.
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Name
Type

Instanceld

Weight

PubliclpAddresses

PrivatelpAddresses

InstanceName

RunFlag

ClassicalTargetinfo

Type

String

String

Integer

Array
of
String

Array
of
String

String

Integer

Cloud Load Balancer

Description
Real server type. Value range: CVM, ENI (coming soon)

Unique ID of a real server, which can be obtained from the
uninstanceld field in the return of the Describelnstances API

Forwarding weight of a real server. Value range: [0, 100]. Default
value: 10.

Public IP of a real server
Note: This field may return null, indicating that no valid values can be
obtained.

Private IP of a real server
Note: This field may return null, indicating that no valid values can be
obtained.

Real server instance names
Note: This field may return null, indicating that no valid values can be
obtained.

Real server status

1: failed; 2: running; 3: creating; 4: shut down; 5: returned; 6: returning;
7: restarting; 8: starting; 9: shutting down; 10: resetting password; 11:
formatting; 12: making image; 13: setting bandwidth; 14: reinstalling
system; 19: upgrading; 21: hot migrating

Note: This field may return null, indicating that no valid values can be
obtained.

Backend information of a classic CLB

Used by actions: RegisterTargetsWithClassicalLB.

Name
Instanceld

Weight

Clusterltem

Type
String

Integer

Required Description
Yes Real server ID
No Weight. Value range: [0, 100]
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Dedicated cluster information

Used by actions: Clonel.oadBalancer, Createl.oadBalancer, MigrateClassicalLoadBalancers.

Name Type Required Description
Clusterld String Yes Unique cluster ID
ClusterName String No Cluster name.

Cluster AZ, such as ap—guangzhou-1
Zone String No Note: this field may return null, indicating that no valid values
can be obtained.

ConfigListltem

Configuration content

Used by actions: DescribeCustomizedConfigList.

Name Type Description
Uconfigld String Configuration ID.
ConfigType String Configuration type.

Configuration name.

ConfigName String Note: this field may return null , indicating that no valid values can
be obtained.
ConfigContent String Configuration content.

CreateTimestamp String Creates configuration time.

UpdateTimestamp String Modifies configuration time.

CrossTargets

Information of CVMs and ENls that use cross-region binding 2.0

Used by actions: DescribeCrossTargets.

Name Type Description
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LocalVpcld String VPC ID of the CLB instance

Vpcld String VPC ID of the CVM or ENI instance

P String IP address of the CVM or ENI instance
VpcName String VPC name of the CVM or ENI instance
Enild String ENI ID of the CVM instance

Instanceld String ID of the CVM instance

Note: This field may return null , indicating that no valid value was found.

Name of the CVM instance

InstanceName String

Note: This field may return null , indicating that no valid value was found.

Region String Region of the CVM or ENI instance

ExclusiveCluster

Dedicated cluster

Used by actions: CloneLoadBalancer, CreatelL.oadBalancer, DescribelL.oadBalancerListByCertld,

DescribelLoadBalancers, MigrateClassicalLoadBalancers.

Name Type

Array of
L4Clusters

Clusterltem

Array of
L7Clusters

Clusterltem

ClassicalCluster Clusterltem

Extralnfo

Required

No

No

No

Reserved field which can be ignored generally.

©2013-2025 Tencent Cloud. =& @] 28,

Description

Layer—4 dedicated cluster list
Note: this field may return null, indicating that no
valid values can be obtained.

Layer—7 dedicated cluster list
Note: this field may return null, indicating that no
valid values can be obtained.

vpcgw cluster
Note: this field may return null, indicating that no
valid values can be obtained.
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Used by actions: Describel.oadBalancerListByCertld, DescribelLoadBalancers, DescribelLoadBalancersDetail.

Name Type Required Description

Whether to enable VIP direct connection
ZhiTong Boolean Yes Note: This field may return null, indicating that no valid
values can be obtained.

TgwGroup name
TgwGroupName String Yes Note: This field may return null, indicating that no valid
values can be obtained.

Filter

Filter

Used by actions: DescribeCrossTargets, DescribeCustomizedConfigList, DescribeLoadBalancers,
DescribelLoadBalancersDetail, DescribeResources, DescribeTargetGrouplnstances, DescribeTargetGroupList,

DescribeTargetGroups, DescribeTargets.

Name Type Required Description
Name String Yes Filter name
Values Array of String Yes Filter value array

Functioninfo

SCF related information

Used by actions: DeregisterFunctionTargets, ModifyFunctionTargets, RegisterFunctionTargets.

Name Type Required Description

FunctionNamespace String Yes Function namespace

FunctionName String Yes Function name

FunctionQualifier String Yes Function version name or alias

FunctionQualifierType String No Function qualifier type. Values: VERSION , ALIAS .

Note: This field may return null , indicating that no
valid values can be obtained.
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Cloud Load Balancer

Whether to use SCF (Serverless Cloud Function) as the backend service

Used by actions: DeregisterFunctionTargets, DescribeTargets, ModifyFunctionTargets,

RegisterFunctionTargets.

Name Type

Required

Function Functioninfo

Weight Integer

HealthCheck

Health check information.

Yes

Description

SCF related information

Note: This field may return null , indicating that no valid

values can be obtained.

Weight

Note: Custom check parameters are currently supported only in certain beta test regions.

Used by actions: CreatelListener, CreateRule, DescribelListeners, DescribeRewrite, ModifyListener,

ModifyRule.

Name

HealthSwitch

TimeOut

IntervalTime

HealthNum

UnHealthNum

HttpCode

Type

Integer

Integer

Integer

Integer

Integer

Integer

Required

No

No

No

No

No

No

©2013-2025 Tencent Cloud. 2 & H g 2§,

Description
Whether to enable health check. 1: enable; O: disable.

Note: This field may return null, indicating that no valid
values can be obtained.

Note: This field may return null, indicating that no valid
values can be obtained.

Note: This field may return null, indicating that no valid
values can be obtained.

Note: This field may return null, indicating that no valid
values can be obtained.

Note: This field may return null, indicating that no valid
values can be obtained.
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HttpCheckPath

HttpCheckDomain
HttpCheckMethod
CheckPort
ContextType
SendContext
RecvContext
CheckType
HttpVersion
SourcelpType

ExtendedCode

String

String

String

Integer

String

String

String

String

String

Integer

String

|dleLLoadBalancer

ID of the idle CLB instance

Used by actions: DescribeldleLoadBalancers.

Name
LoadBalancerld
LoadBalancerName

Region

©2013-2025 Tencent Cloud. 2 & H g 2§,

Type
String
String

String

No

No

No

No

No

No

No

No

No

No

No

Description

Note: This field may return
values can be obtained.

Note: This field may return
values can be obtained.

Note: This field may return
values can be obtained.

Note: This field may return
values can be obtained.

Note: This field may return
values can be obtained.

Note: This field may return
values can be obtained.

Note: This field may return
values can be obtained.

Note: This field may return
values can be obtained.

Note: This field may return
values can be obtained.

Note: This field may return
values can be obtained.

Note: This field may return
values can be obtained.

CLB instance ID

CLB instance name

CLB instance region

Cloud Load Balancer

null, indicating that no valid

null, indicating that no valid

null, indicating that no valid

null, indicating that no valid

null, indicating that no valid

null, indicating that no valid

null, indicating that no valid

null, indicating that no valid

null, indicating that no valid

null, indicating that no valid

null, indicating that no valid
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Vip

IdleReason

Status

Forward

Domain

String

String

Integer

Integer

String

InternetAccessible

Cloud Load Balancer

CLB instance VIP

The reason why the load balancer is considered idle. NO_RULES :
No rules configured. NO_RS : The rules are not associated with
servers.

CLB instance status, including:
0 : Creating; 1 :Running.

CLB type. Value range: 1 (CLB); 0 (classic CLB).

The load balancing hostname.
Note: This field may return null , indicating that no valid values
can be obtained.

Network billing mode based on maximum outbound bandwidth

Used by actions: ClonelL.oadBalancer, Createl.oadBalancer, DescribelL.oadBalancerListByCertld,

DescribelLoadBalancers, DescribelLoadBalancersDetail, InquiryPriceCreatelLoadBalancer,

InquiryPriceModifylLLoadBalancer, ModifyLoadBalancerAttributes.

Name

InternetChargeType

InternetMaxBandwidthOut

Type Required Description

TRAFFIC_POSTPAID_BY_HOUR: Postpaid by
traffic on an hourly basis.
BANDWIDTH_POSTPAID_BY_HOUR: Postpaid by
bandwidth on an hourly basis. International site

String No o
users do not support this billing mode.
BANDWIDTH_PACKAGE: Charged by bandwidth
package. BANDWIDTH_PREPAID: Bandwidth
prepaid.

Integer No Maximum outbound bandwidth, in Mbps. This

parameter is valid only for public network shared,
LCU-supported, and exclusive CLB instances and
private network LCU-supported CLB instances.

— The range of the maximum outbound bandwidth
for public network shared and exclusive CLB
instances is 1 Mbps to 2,048 Mbps.

— The range of the maximum outbound bandwidth
for public network and private network LCU-
supported CLB instances is 1 Mbps to 61,440
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Mbps.

(If this parameter is not specified when
CreatelLoadBalancer is called to create a CLB
instance, the default value of 10 Mbps is used.
This value can be modified.)

Bandwidth package type, such as SINGLEISP
(single-line) and BGP (multi-line).Note: This field
may return null, indicating that no valid values can
be obtained.

BandwidthpkgSubType String No

ltemPrice

Pricing information of an item

Used by actions: InquiryPriceCreatel.oadBalancer, InquiryPriceModifyLoadBalancer,

InquiryPriceRefundLoadBalancer, InquiryPriceRenewlLoadBalancer.

Name Type Description

PAYG unit price, in USD.
UnitPrice Float Note: This field may return-null, indicating that no valid values can be
obtained.

Subsequent billing unit. Value Range:
HOUR : Calculate the cost by hour. It's available when
"InternetChargeType=POSTPAID_BY_HOUR".
ChargeUnit String GB : Calculate the cost by traffic in GB. It's available when
"InternetChargeType=TRAFFIC_POSTPAID_BY_HOUR".
Note: This field may return-null, indicating that no valid values can be
obtained.

Reserved field
OriginalPrice Float Note: This field may return-null, indicating that no valid values can be
obtained.

Reserved field
DiscountPrice Float Note: This field may return-null, indicating that no valid values can be
obtained.

Discount unit price of a pay—as—you-go instance, in USD.

UnitPriceDiscount Float Note: This field may return-null, indicating that no valid values can be
obtained.
Discount Float Discount. For example, 20.0 indicates 80% off.
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Note: This field may return-null, indicating that no valid values can be
obtained.

LBChargePrepaid

Monthly subscription configuration of a CLB instance

Used by actions: Createl.oadBalancer, DescribelLoadBalancerListByCertld, Describel.oadBalancers,

DescribelL.oadBalancersDetail, InquiryPriceCreatel.oadBalancer, InquiryPriceRenewlLoadBalancer.

Name Type Required Description
RenewFlag String No Reserved field.
Period Integer No Reserved field.

LBItem

Querying the binding relation of the CLB instance

Used by actions: Describel BListeners.

Name Type Description

LoadBalancerld String String ID of the CLB instance.
Vip String VIP of the CLB instance.
Listeners Array of Listenerltem Listener rule.

Region String Region of the CLB instance

LbRsltem

Querying the input data types

Used by actions: DescribelBListeners.

Name Type Required Description

Vpcld String Yes VPC ID
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Privatelp String

LbRsTargets

Yes

Querying the output data types

Used by actions: Describel.BListeners.

Name Type
Type String

Privatelp String

Port Integer

Vpcld Integer

Weight Integer
Listener

Listener information

Description

Cloud Load Balancer

Private network IP to be queried, which can be of the CVM or ENI.

Private network IP type, which can be cvm or eni .

Private network IP of the real server.

Port bound to the real server.

VPC ID of the real server.

Note: this field may return null , indicating that no valid values can be

obtained.

Weight of the real server.

Note: this field may return null , indicating that no valid values can be

obtained.

Used by actions: Describel isteners.

Name

Listenerld

Protocol

Port

Certificate

HealthCheck

Type
String
String

Integer

CertificateOutput

HealthCheck
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Description

CLB listener ID
Listener protocol
Listener port

Information of certificates bound to the listener
Note: This field may return null, indicating that no
valid values can be obtained.

Health check information of the listener
Note: This field may return null, indicating that no
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Scheduler

SessionExpireTime

SniSwitch

Rules

ListenerName

CreateTime

EndPort

TargetType

TargetGroup

SessionType

String

Integer

Integer

Array of RuleOutput

String

String

Integer

String

BasicTargetGrouplnfo

String
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valid values can be obtained.

Request scheduling method. WRR, LEAST_CONN, and
IP_HASH respectively indicate weighted round robin,
least connections, and IP hash.Note: This field may
return null, indicating that no valid values can be
obtained.

Session persistence time
Note: This field may return null, indicating that no
valid values can be obtained.

Whether to enable SNI. 1 : Enable; 0 : Do not
enable. This parameter is only meaningful for HTTPS
listeners.

Note: This field may return-null, indicating that no
valid values can be obtained.

All forwarding rules under a listener (this parameter is
meaningful only for HTTP/HTTPS listeners)

Note: This field may return null, indicating that no
valid values can be obtained.

Listener name
Note: This field may return null, indicating that no
valid values can be obtained.

Listener creation time
Note: This field may return null, indicating that no
valid values can be obtained.

End port of a port range
Note: This field may return null, indicating that no
valid values can be obtained.

Real server type
Note: This field may return null, indicating that no
valid values can be obtained.

Basic information of a bound target group. This field
will be returned when a target group is bound to a
listener.

Note: This field may return null, indicating that no
valid values can be obtained.

Session persistence type. Valid values: Normal: the
default session persistence type; QUIC_CID: session
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KeepaliveEnable

Toa

DeregisterTargetRst

AttrFlags

TargetGroupList

MaxConn

MaxCps

IdleConnectTimeout

Reschedulelnterval

Integer

Boolean

Boolean

Array of String

Array of
BasicTargetGrouplnfo

Integer

Integer

Integer

Integer
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persistence by QUIC connection ID.
Note: this field may return null, indicating that no valid
values can be obtained.

Whether a persistent connection is enabled (1:
enabled; 0: disabled). This parameter can only be
configured in HTTP/HTTPS listeners.

Note: this field may return null , indicating that no
valid values can be obtained.

Only the NAT64 CLB TCP listeners are supported.
Note: this field may return null , indicating that no
valid values can be obtained.

Whether to send the TCP RST packet to the client
when unbinding a real server. This parameter is
applicable to TCP listeners only.

Note: this field may return null , indicating that no
valid values can be obtained.

Attribute of listener
Note: This field may return null , indicating that no
valid values can be obtained.

List of bound target groups
Note: This field may return null , indicating that no
valid values can be obtained.

Maximum number of concurrent listener connections.
If it’'s setto -1 , the listener speed is not limited.
Note: This field may return null , indicating that no
valid values can be obtained.

Maximum number of new listener connections. If it’s
setto -1 , the listener speed is not limited.

Note: This field may return null , indicating that no
valid values can be obtained.

Connection idle timeout period (in seconds). It’s only
available to TCP listeners. Value range: 300-900 for
shared and dedicated instances; 300-2000 for LCU-
supported CLB instances. It defaults to 900.

Note: This field may return null , indicating that no
valid values can be obtained.

Scheduling time. After forced rescheduling is
triggered, long connections will be disconnected and
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reassigned within the set scheduling time.Note: This
field may return null, indicating that no valid values
can be obtained.

ListenerBackend

Details of real servers bound to a listener

Used by actions: DescribeTargets.

Name Type Description
Listenerld String Listener ID
Protocol String Listener protocol
Port Integer Listener port

Information of rules under a listener (applicable only to HTTP/HTTPS

Rules Array of listeners)
RuleTargets Note: This field may return null, indicating that no valid values can be
obtained.
List of real servers bound to a listener (applicable only to
Taraets Array of TCP/UDP/TCP_SSL listeners)
9 Backend Note: This field may return null, indicating that no valid values can be
obtained.
Ending port in port range if port range is supported; O if port range is
not s orted
EndPort Integer Hpp

Note: this field may return null, indicating that no valid values can be
obtained.

ListenerHealth

Health check information of the listener

Used by actions: DescribeTargetHealth.

Name Type Description

Listenerld String Listener ID
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ListenerName String Listener name
Note: This field may return null, indicating that no valid values can
be obtained.

Protocol String Listener protocol

Port Integer Listener port

List of forwarding rules of the listener

Array of
Rules Y Note: This field may return null, indicating that no valid values can
RuleHealth .
be obtained.
Listenerltem
Querying the listener type
Used by actions: Describel BListeners.
Name Type Description
Listenerld String Listener ID.
Protocol String Listener protocol.
Port Integer Listener port.
A ¢ Bound rule.
rray o
Rules y Note: this field may return null , indicating that no valid values
Rulesltems ]
can be obtained.
A ¢ Object bound to the layer—4 listener.
rray o
Targets Y Note: this field may return null , indicating that no valid values
LbRsTargets .
can be obtained.
End port of the listener.
EndPort Integer Note: this field may return null , indicating that no valid values

can be obtained.

LoadBalancer

CLB instance information

Used by actions: Describel.oadBalancerListByCertld, DescribelLoadBalancers.
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Name
LoadBalancerld

LoadBalancerName

LoadBalancerType

Forward

Domain

LoadBalancerVips

Status

CreateTime

StatusTime

Projectld

Type
String

String

String

Integer

String

Array of String

Integer

String

String

Integer
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Required
No

No

No

No

No

No

No

No

No

No

Cloud Load Balancer

Description
CLB instance ID.
CLB instance name.

CLB instance network type:
OPEN: public network; INTERNAL.:
private network.

CLB type identifier. Value range: 1
(CLB); 0 (classic CLB).

Domain name of the CLB instance.
This field is provided only for classic
public network CLB instances and
domain name-based CLB instances.
It is being gradually phased out, so
use LoadBalancerDomain
instead.Note: This field may return
null, indicating that no valid values
can be obtained.

List of VIPs of a CLB instance.

Note: This field may return null,
indicating that no valid values can be
obtained.

CLB instance status, including:

0: creating; 1: running.

Note: This field may return null,
indicating that no valid values can be
obtained.

CLB instance creation time.

Note: This field may return null,
indicating that no valid values can be
obtained.

Last status change time of a CLB
instance.

Note: This field may return null,
indicating that no valid values can be
obtained.

ID of the project to which a CLB
instance belongs. 0: default project.
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Vpcld

OpenBgp

Snat

Isolation

Subnetld

Tags

SecureGroups

TargetRegioninfo

String

Integer

Boolean

Integer

String

Array of Taglnfo

Array of String

TargetRegionInfo
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No

No

No

No

No

No

No

No
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VPC ID

Note: This field may return null,
indicating that no valid values can be
obtained.

Protective CLB identifier. Value
range: 1 (protective), 0 (non-
protective).

Note: This field may return null,
indicating that no valid values can be
obtained.

SNAT is enabled for all private
network classic CLB created before
December 2016.

Note: This field may return null,
indicating that no valid values can be
obtained.

0: not isolated; 1: isolated.

Note: This field may return null,
indicating that no valid values can be
obtained.

Subnet where a CLB instance resides
(meaningful only for private network
VPC CLB)

Note: This field may return null,
indicating that no valid values can be
obtained.

CLB instance tag information

Note: This field may return null,
indicating that no valid values can be
obtained.

Security group of a CLB instance
Note: This field may return null,
indicating that no valid values can be
obtained.

Basic information of a backend
server bound to a CLB instance
Note: This field may return null,
indicating that no valid values can be
obtained.
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AnycastZone

AddresslIPVersion

NumericalVpcld

Viplsp

MasterZone

BackupZoneSet

IsolatedTime

ExpireTime

ChargeType

String

String

Integer

String

Zonelnfo

Array of Zonelnfo

String

String

String
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No

No

No

No

No

No

No

No

No
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Anycast CLB publishing region. For
non—anycast CLB, this field returns
an empty string.

Note: This field may return null,
indicating that no valid values can be
obtained.

IP version. Valid values: ipv4, ipv6
Note: this field may return null,
indicating that no valid values can be
obtained.

VPC ID in a numeric form

Note: This field may return null,
indicating that no valid values can be
obtained.

ISP for the IP address of the CLB
instance. Valid values: BGP, CMCC,
CTCC, CUCC.Note: This field may
return null, indicating that no valid
values can be obtained.

Primary AZ

Note: This field may return null,
indicating that no valid values can be
obtained.

Secondary AZ

Note: This field may return null,
indicating that no valid values can be
obtained.

CLB instance isolation time

Note: This field may return null,
indicating that no valid values can be
obtained.

CLB instance expiration time, which
takes effect only for prepaid
instances

Note: This field may return null,
indicating that no valid values can be
obtained.

Billing mode of CLB instance. Valid
values: PREPAID (monthly
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NetworkAttributes

PrepaidAttributes

LogSetld

LogTopicld

AddressIPv6

Extralnfo

IsDDos

Configld

InternetAccessible

LBChargePrepaid

String

String

String

Extralnfo

Boolean

String
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No

No

No

No

No

No

No
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subscription), POSTPAID_BY_HOUR
(pay as you go).

Note: this field may return null ,
indicating that no valid values can be
obtained.

CLB instance network attributes
Note: This field may return null,
indicating that no valid values can be
obtained.

Prepaid billing attributes of a CLB
instance

Note: This field may return null,
indicating that no valid values can be
obtained.

Logset ID of CLB Log Service (CLS)
Note: This field may return null,
indicating that no valid values can be
obtained.

Log topic ID of CLB Log Service
(CLS)

Note: This field may return null,
indicating that no valid values can be
obtained.

IPv6 address of a CLB instance
Note: This field may return null,
indicating that no valid values can be
obtained.

Reserved field which can be ignored
generally.

Note: This field may return null,
indicating that no valid values can be
obtained.

Whether an Anti-DDoS Pro instance
can be bound

Note: This field may return null,
indicating that no valid values can be
obtained.

Custom configuration ID at the CLB
instance level
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LoadBalancerPassToTarget

ExclusiveCluster

IPv6Mode

SnatPro

Snatlps

SlaType

Boolean

ExclusiveCluster

String

Boolean

Array of Snatlp

String

©2013-2025 Tencent Cloud. =& @] 28,

No

No

No

No

No

No
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Note: This field may return null,
indicating that no valid values can be
obtained.

Whether a real server opens the
traffic from a CLB instance to the
internet

Note: this field may return null,
indicating that no valid values can be
obtained.

Private network dedicated cluster
Note: this field may return null,
indicating that no valid values can be
obtained.

This field is meaningful only when the
IP address version is ipvé . Valid
values: IPv6Nat64, IPv6FullChain
Note: this field may return null,
indicating that no valid values can be
obtained.

Whether to enable SnatPro.

Note: this field may return null,
indicating that no valid values can be
obtained.

SnatIp list after SnatPro load
balancing is enabled.
Note: this field may return null,
indicating that no valid values can be
obtained.

Specification of the LCU-supported
instance.

* clb.c2.medium: Standard

¢ clb.c3.small: Advanced 1

* clb.c3.medium: Advanced 2

® clb.c4.small: Super Large 1

¢ clb.c4.medium: Super Large 2

e clb.c4.large: Super Large 3

® clb.c4.xlarge: Super Large 4

® null: Shared instance
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IsBlock

IsBlockTime

LocalBgp

ClusterTag

MixlpTarget

Zones

Nfvinfo

HealthLogSetld

Boolean

String

Boolean

String

Boolean

Array of String

String

String
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No

No

No

No

No

No

No

No
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Note: This field may return null,
indicating that no valid values can be
obtained.

Whether VIP is blocked

Note: this field may return null,
indicating that no valid values can be
obtained.

Time blocked or unblocked

Note: this field may return null,
indicating that no valid values can be
obtained.

Whether the IP type is the local BGP

Dedicated layer-7 tag.

Note: this field may return null,
indicating that no valid values can be
obtained.

If the layer—7 listener of an
IPv6FullChain CLB instance is
enabled, the CLB instance can be
bound with an IPv4 and an IPv6 CVM
instance simultaneously.

Note: this field may return null,
indicating that no valid values can be
obtained.

Availability zone of a VPC-based
private network CLB instance

Note: this field may return null ,
indicating that no valid values can be
obtained.

Whether it is an NFV CLB instance.
No returned information: no; I7nfv:
yes.

Note: this field may return null ,
indicating that no valid values can be
obtained.

Health check logset ID of CLB CLS
Note: this field may return null ,
indicating that no valid values can be
obtained.
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HealthLogTopicld

Clusterlds

AttributeFlags

LoadBalancerDomain

Egress

Exclusive

LoadBalancerDetail

CLB instance details

String

Array of String

Array of String

String

String

Integer

Used by actions: Describel.oadBalancersDetail.

Name
LoadBalancerld

LoadBalancerName

LoadBalancerType

Status

Type
String

String

String

Integer
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No

No

No

No

No

No

Description

Cloud Load Balancer

Health check log topic ID of CLB CLS
Note: this field may return null ,
indicating that no valid values can be
obtained.

Cluster ID.

Note: This field may return null,
indicating that no valid values can be
obtained.

CLB attribute

Note: this field may return null ,
indicating that no valid values can be
obtained.

Domain name of the CLB instance.
Note: This field may return null,
indicating that no valid values can be
obtained.

Network egress

Note: This field may return-null,
indicating that no valid values can be
obtained.

CLB instance ID.

CLB instance name.

CLB instance network type:

Public: public network; Private: private network.
Note: this field may return null, indicating that no
valid values can be obtained.

CLB instance status, including:
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Address

AddressIPv6

AddresslIPVersion

IPv6Mode

Zone

Addresslsp

Vpcld

Projectld

CreateTime

String

String

String

String

String

String

String

Integer

String
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0: creating; 1: running.
Note: this field may return null, indicating that no
valid values can be obtained.

CLB instance VIP.
Note: this field may return null, indicating that no
valid values can be obtained.

IPv6 VIP address of the CLB instance.
Note: this field may return null, indicating that no
valid values can be obtained.

IP version of the CLB instance. Valid values: IPv4,
IPv6.

Note: this field may return null, indicating that no
valid values can be obtained.

IPv6 address type of the CLB instance. Valid
values: IPv6Nat64, IPv6FullChain.

Note: this field may return null, indicating that no
valid values can be obtained.

Availability zone where the CLB instance resides.
Note: this field may return null, indicating that no
valid values can be obtained.

ISP for the IP address of the CLB instance. Valid
values: BGP (multi-line), CMCC (China Mobile),
CUCC (China Unicom), CTCC (China Telecom),
INTERNAL (private network).Note: This field may
return null, indicating that no valid values can be
obtained.

ID of the VPC instance to which the CLB instance
belongs.

Note: this field may return null, indicating that no
valid values can be obtained.

ID of the project to which the CLB instance
belongs. 0: default project.

Note: this field may return null, indicating that no
valid values can be obtained.

CLB instance creation time.
Note: this field may return null, indicating that no
valid values can be obtained.
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ChargeType

NetworkAttributes

PrepaidAttributes

Extralnfo

Configld

Tags

Listenerld

Protocol

Port

Locationld

Domain

Url

String

InternetAccessible

LBChargePrepaid

Extralnfo

String

Array of Taglnfo

String

String

Integer

String

String

String
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Billing type of a CLB instance. Valid values:
PREPAID (prepaid), POSTPAID_BY_HOUR (pay-
as—you-go).Note: This field may return null,
indicating that no valid values can be obtained.

CLB instance network attribute.
Note: this field may return null, indicating that no
valid values can be obtained.

Pay—as—you—go attribute of the CLB instance.
Note: this field may return null, indicating that no
valid values can be obtained.

Reserved field, which can be ignored generally.
Note: this field may return null, indicating that no
valid values can be obtained.

Custom configuration IDs of CLB instances.
Multiple IDs must be separated by commas (,).
Note: This field may return null, indicating that no
valid values can be obtained.

CLB instance tag information.
Note: this field may return null, indicating that no
valid values can be obtained.

CLB listener ID.
Note: this field may return null, indicating that no
valid values can be obtained.

Listener protocol.
Note: this field may return null, indicating that no
valid values can be obtained.

Listener port.
Note: this field may return null, indicating that no
valid values can be obtained.

Forwarding rule ID.
Note: this field may return null, indicating that no
valid values can be obtained.

Domain name of the forwarding rule.
Note: this field may return null, indicating that no
valid values can be obtained.

Forwarding rule path.
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Targetld

TargetAddress

TargetPort

TargetWeight

Isolation

SecurityGroup

LoadBalancerPassToTarget

TargetHealth

Domains

SlaveZone

Zones

String

String

Integer

Integer

Integer

Array of String

Integer

String

String

Array of String

Array of String
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Note: this field may return null, indicating that no
valid values can be obtained.

ID of target real servers.
Note: this field may return null, indicating that no
valid values can be obtained.

Address of target real servers.
Note: this field may return null, indicating that no
valid values can be obtained.

Listening port of target real servers.
Note: this field may return null, indicating that no
valid values can be obtained.

Forwarding weight of target real servers.
Note: this field may return null, indicating that no
valid values can be obtained.

0: not isolated; 1: isolated.
Note: this field may return null, indicating that no
valid values can be obtained.

List of the security groups bound to the CLB
instance.

Note: this field may return null , indicating that
no valid values can be obtained.

Whether to enable moving up CLB security
groups. Valid values: 1 (enabled), O (not
enabled).Note: This field may return null, indicating
that no valid values can be obtained.

Health status of the target real server.
Note: this field may return null , indicating that
no valid values can be obtained.

List o domain names associated with the
forwarding rule

Note: This field may return null , indicating that
no valid values can be obtained.

The secondary zone of multi-AZ CLB instance
Note: This field may return null , indicating that
no valid values can be obtained.

The AZ of private CLB instance. This is only
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SniSwitch

LoadBalancerDomain

Egress

AttributeFlags
SlaType

Exclusive

Integer

String

String

Array of String
String

Integer

LoadBalancerHealth

CLB instance health check status

Used by actions: DescribeTargetHealth.

Name

LoadBalancerld

LoadBalancerName

Listeners

Cloud Load Balancer

available for beta users.
Note: This field may return null , indicating that
no valid values can be obtained.

Whether to enable SNI. 1 : Enable; 0 : Do not
enable. This parameter is only meaningful for
HTTPS listeners.

Note: This field may return-null, indicating that no
valid values can be obtained.

Domain name of the CLB instance.
Note: This field may return null, indicating that no
valid values can be obtained.

Network egress
Note: This field may return-null, indicating that no
valid values can be obtained.

Type Description

String CLB instance ID

CLB instance name
String Note: This field may return null, indicating that no valid
values can be obtained.

List of listeners

Array of
ListenerHealth

Note: This field may return null, indicating that no valid

values can be obtained.

LoadBalancerTraffic
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CLB instance traffic data

Used by actions: Describel.oadBalancerTraffic.
Name Type Description
LoadBalancerld String CLB instance ID

LoadBalancerName String CLB instance name

Region String CLB instance region
Vip String CLB instance VIP
OutBandwidth Float Maximum outbound bandwidth in Mbps

CLB domain name
Domain String Note: This field may return null , indicating that no valid values can
be obtained.

MultiCertInfo

Information of multiple certificates bound with the load balancer listener or rule.

Used by actions: CreatelListener, CreateRule, ModifyDomainAttributes, ModifyListener.

Name Type Required Description

Authentication type. Values: UNIDIRECTIONAL (one-way

SSLMode String Yes o .
authentication), MUTUAL (two-way authentication)
List of listener or rule certificates. One-way and two-way
. Array of authentication are supported. Only one certificate can be
CertList Yes . . .
Certinfo specified for one algorithm. If SSILMode is MUTUAL (two-way

authentication), at least one CA certificate is required.

OAuth

OAuth configuration information.

Used by actions: Describelisteners, DescribeRewrite, ModifyRule.

Name Type Required Description
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OAuthEnable Boolean No Enable or disable authentication.True: Enable;False:
Disable.Note: This field may return null, indicating that
no valid values can be obtained.

Whether to reject or allow the request if all IAPs fail.
BYPASS: Allow;REJECT: Reject.Note: This field may
return null, indicating that no valid values can be
obtained.

OAuthFailureStatus String No

Price

Price of CLB instances.
Used by actions: InquiryPriceCreatelL.oadBalancer, InquiryPriceModifyLoadBalancer,

InquiryPriceRefundLoadBalancer, InquiryPriceRenewlLoadBalancer.

Name Type Description

Instance price.
InstancePrice [temPrice Note: This field may return-null, indicating that no valid values can be
obtained.

Network price.
BandwidthPrice [temPrice Note: This field may return-null, indicating that no valid values can be
obtained.

LCU price.
LcuPrice [temPrice Note: This field may return-null, indicating that no valid values can be
obtained.

Quota

Quota description. All quotas are in the current region.

Used by actions: DescribeQuota.

Name Type Description

Quotald String Quota name. Valid values:
® TOTAL_OPEN_CLB_QUOTA : Quota of public network CLB instances in

the current region
® TOTAL_INTERNAL_CLB_QUOTA : Quota of private network CLB

instances in the current region
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QuotaCurrent

Quotalimit

Resource

Resource details

® TOTAL_LISTENER_QUOTA : Quota of listeners under one CLB instance
® TOTAL_LISTENER_RULE_QUOTA : Quota of forwarding rules under one
listener

® TOTAL_TARGET_BIND_QUOTA : Quota of CVM instances can be bound
under one forwarding rule

® TOTAL_SNAP_IP_QUOTA : Quota of SNAT IPs for cross-region binding
2.0 under one CLB instance

® TOTAL_ISP_CLB_QUOTA : Quota of triple-ISP (CMCC/CUCC/CTCC)
CLB instances in the current region

Currently used quantity. If itis null , it is meaningless.
Integer Note: this field may return null, indicating that no valid values can be
obtained.

Integer Quota limit.

Used by actions: DescribeResources.

Name

Type

Isp

AvailabilitySet

TypeSet

Type Description

. Specific ISP resource information, Vaules: cmMcc , cucc ,
Array of String
CICC , BGP ,and INTERNAL .

ISP information, such as c¢Mcc , cucc , CICC , BGP ,

String
and INTERNAL .

Available resources

Array of
¥ Note: This field may return null , indicating that no valid

ResourceAvailability .
values can be obtained.

ISP Type
Array of Typelnfo Note: This field may return null, indicating that no valid values
can be obtained.

ResourceAvailability

Resource availability
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Used by actions: DescribeResources.

Name Type Description
Type String Specific ISP resource information. Values: cMcc , cucc , CTCC , BGP .

Availability String Whether the resource is available. Values: Available , Unavailable

RewriteLocationMap

Redirection relationship between forwarding rules

Used by actions: DeleteRewrite, ManualRewrite.

Name Type Required Description

SourcelLocationld String Yes Source forwarding rule ID

TargetLocationld String Yes ID of the forwarding rule of the destination

RewriteCode Integer No Redirection status code. Valid values: 301, 302, and 307.

Whether the matched URL is carried in redirection. It is

TakeUrl Boolean No ) .
required when configuring RewriteCode .
Original domain name of redirection, which must be the
SourceDomain String No corresponding domain name of SourceLocationId . It
is required when configuring RewriteCode .
RewriteTarget

Redirect target information

Used by actions: Describel isteners, DescribeRewrite.

Name Type Description

Listener ID of a redirect target

Note: This field may return null, indicating that there is no redirection.
Note: This field may return null, indicating that no valid values can be
obtained.

TargetListenerld String

TargetLocationld String Forwarding rule ID of a redirect target
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Note: This field may return null, indicating that there is no redirection.
Note: This field may return null, indicating that no valid values can be
obtained.

Redirection status code
RewriteCode Integer Note: this field may return null , indicating that no valid values can
be obtained.

Whether the matched URL is carried in redirection.
TakeUrl Boolean Note: this field may return null , indicating that no valid values can
be obtained.

Redirection type. Manual: manual redirection; Auto: automatic
redirection.

RewriteType Strin
¥P ¢ Note: this field may return null , indicating that no valid values can

be obtained.

RsTagRule

Data type of the modified node tag.

Used by actions: BatchModifyTargetTag.

Name Type Required Description

Listenerld String Yes CLB listener ID.
Array

Targets of Yes List of real servers with tags to be modified.
Target

Forwarding rule ID, which is required only for Layer—7 rules but

Locationld String No
not for Layer—4 rules.

Modified tag of the real server. This parameter has a lower
priority than the Tag parameter in the aforementioned Target. The

Tag String No final tag value is based on the Tag parameter in the Target. The
Tag parameter in RsTagRule will be used only when the Weight
parameter in the Target is empty.

RsWeightRule

Modifies the data type of a node weight
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Used by actions: BatchModifyTargetWeight.

Name

Listenerld

Targets

Locationld

Domain

Url

Weight

Type
String

Array
of
Target

String

String

String

Integer

RuleHealth

Required

Yes

Yes

No

No

No

No

Description

CLB listener ID.

List of real servers whose weights to modify.

Forwarding rule ID, which is required only for layer-7 rules.

Target rule domain name. This parameter does not take effect if
Locationld is specified

Target rule URL. This parameter does not take effect if
Locationld is specified

The new forwarding weight of the real server. Value range: [0,
100]. This parameter takes lower precedence than Weight in

Targets , which means that this parameter only takes effect
when the Weight in RsWeightRule is left empty.

Health check status of a forwarding rule

Used by actions: DescribeTargetHealth.

Name

Locationld

Domain

Url

Targets

Type

String

String

String

Array of

TargetHealth

Description
Forwarding rule ID

Domain name of the forwarding rule
Note: This field may return null, indicating that no valid values can
be obtained.

Forwarding rule Url
Note: This field may return null, indicating that no valid values can
be obtained.

Health status of the real server bound to this rule
Note: this field may return null , indicating that no valid values
can be obtained.
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Rulelnput

HTTP/HTTPS forwarding rule (input)

Used by actions: CreateRule.

Name

Url

Domain

SessionExpireTime

HealthCheck

Certificate

Scheduler

ForwardType

DefaultServer

Http2

Type

String

String

Integer

HealthCheck

Certificatelnput

String

String

Boolean

Boolean
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Required

Yes

No

No

No

No

No

No

No

No

Cloud Load Balancer

Description
Forwarding rule path. Length: 1-200.

The domain name associated with the
forwarding rule. It can contain 1-80 characters.
Only one domain name can be entered. If you
need to enter multiple domain names, use

Domains .

Session persistence duration, in seconds. O
indicates that session persistence is disabled,
and a value ranging from 30 to 86400 indicates
that session persistence is enabled.

Health check information. For more information,
please see Health Check

Certificate information. Certificate and
MultiCertInfo cannot be specified at the
same time.

Request forwarding method of the rule. Value
range: WRR, LEAST_CONN, IP_HASH

They represent weighted round robin, least
connections, and IP hash, respectively. Default
value: WRR.

Forwarding protocol between the CLB instance
and backend service. Values: HTTP , HTTPS ,

GRPC and TRPC (only for internal usage). It
defaults to HTTP .

Whether to set this domain name as the default
domain name. Note: Only one default domain
name can be set under one listener.

Whether to enable HTTP/2. Note: HTTP/2 can
be enabled only for HTTPS domain names.
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TargetType

TrpcCallee

TrpcFunc

Quic

Domains

MultiCertInfo

RuleOutput

String

String

String

Boolean

Array of String

MultiCertinfo

No

No

No

No

No

No

HTTP/HTTPS listener forwarding rule (output)

Cloud Load Balancer

Target real server type. NODE: binding a general
node; TARGETGROUP: binding a target group.

TRPC callee server route, which is required when
ForwardType is "TRPC". This is now only for
internal usage.

TRPC calling service API, which is required when
ForwardType is "TRPC". This is now only for
internal usage.

Whether to enable QUIC. Note: QUIC can be
enabled only for HTTPS domain names

The domain name associated with the

forwarding rule. Each contain 1-80 characters. If

you only need to enter one domain name, use
Domain instead.

Certificate information. You can specify multiple
server—side certificates with different algorithm
types. Certificate and MultiCertInfo
cannot be specified at the same time.

Used by actions: Describel isteners, DescribeRewrite.

Name

Locationld

Domain

Url

SessionExpireTime

HealthCheck

Type

String

String

String

Integer

HealthCheck
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Description
Forwarding rule ID

Domain name of the forwarding rule.
Note: This field may return null, indicating that no valid
values can be obtained.

Forwarding rule path.
Note: This field may return null, indicating that no valid
values can be obtained.

Session persistence time

Health check information
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Certificate

Scheduler
Listenerld
RewriteTarget

HttpGzip
BeAutoCreated
DefaultServer
Http2
ForwardType

CreateTime

TargetType

TargetGroup

WafDomainld

TrpcCallee

CertificateOutput

String

String

RewriteTarget

Boolean
Boolean
Boolean
Boolean
String

String

String

BasicTargetGroupInfo

String

String
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Note: This field may return null, indicating that no valid
values can be obtained.

Certificate information
Note: This field may return null, indicating that no valid
values can be obtained.

Request forwarding method in the rules.WRR,
LEAST_CONN, and IP_HASH respectively indicate
weighted round robin, least connections, and IP hash.

ID of the listener to which the forwarding rule belongs

Redirect target information of a forwarding rule
Note: This field may return null, indicating that no valid
values can be obtained.

Whether to enable gzip

Whether the forwarding rule is automatically created
Whether to use as the default domain name
Whether to enable Http2

Forwarding protocol between CLB and real server
Forwarding rule creation time

Real server type. NODE indicates binding to a general
node, and TARGETGROUP indicates binding to a target

group.

Basic information of a bound target group. This field
will be returned if a target group is bound to a rule.
Note: This field may return null, indicating that no valid
values can be obtained.

WAF instance ID
Note: This field may return null, indicating that no valid
values can be obtained.

TRPC callee server route, which is valid when
ForwardType Iis TRPC . This is now only for

internal usage.

Note: This field may return null, indicating that no valid

values can be obtained.
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TrpcFunc

QuicStatus

Domains

TargetGroupList

OAuth

RuleTargets

String

String

Array of String

Array of
BasicTargetGroupInfo

OAuth

Cloud Load Balancer

TRPC calling service API, which is valid when
ForwardType iS TRPC . This is now only for

internal usage.

Note: This field may return null, indicating that no valid

values can be obtained.

QUIC status. QUIC_ACTIVE indicates enabled, and
QUIC_INACTIVE indicates disabled. Note: QUIC can be
enabled only for HTTPS domain names.Note: This field
may return null, indicating that no valid values can be
obtained.

List of domain names associated with the forwarding
rule

Note: This field may return null , indicating that no
valid values can be obtained.

List of bound target groups
Note: This field may return null , indicating that no
valid values can be obtained.

OAuth configuration status information.Note: This field
may return null, indicating that no valid values can be
obtained.

Information of the real server bound to a forwarding rule under an HTTP/HTTPS listener

Used by actions: DescribeTargets.

Name
Locationld
Domain

Url

Targets

FunctionTargets

Type Description

String Forwarding rule ID

String Domain name of the forwarding rule
String Forwarding rule path.

Real server information
Array of Backend Note: This field may return null, indicating that no valid values
can be obtained.

Array of Information about backend SCF functions.
FunctionTarget Note: This field may return null, indicating that no valid values
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Object bound to the layer-7 listener rule

Used by actions: Describel BListeners.

Name Type

Locationld String

Domain String

Url String

Targets Array of LbRsTargets

SlaUpdateParam

Cloud Load Balancer

can be obtained.

Description
Rule ID.
Domain name.
Uri

Object bound to the real server.

Parameters for upgrading to an LCU-supported instance

Used by actions: Modifyl.oadBalancerSla.

Name Type Required

LoadBalancerld String Yes

SlaType String Yes

Snatlp
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Description

ID of the CLB instance

Specification of the LCU-supported instance. Valid values:

clb.c2.medium: Standard
clb.c3.small: Advanced 1
clb.c3.medium: Advanced 2
clb.c4.small: Super Large 1
clb.c4.medium: Super Large 2
clb.c4.large: Super Large 3
clb.c4.xlarge: Super Large 4

For specification details, see Instance Specifications
Comparison.
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SnatIp information structure

Used by actions: ClonelL.oadBalancer, CreatelLoadBalancer, CreatelLoadBalancerSnatlps,

DescribelLoadBalancerListByCertld, DescribelL.oadBalancers.

Name Type Required Description
Subnetld String Yes Unique VPC subnet ID, such as subnet-12345678 .
Ip String No IP address, such as 192.168.0.1

SpecAvailability

Specification availability

Used by actions: DescribeResources.

Name Type Description

Specification type.

* clb.c2.medium: Standard

® clb.c3.small: Advanced 1

® clb.c3.medium: Advanced 2

e clb.c4.small: Super Large 1

* clb.c4.medium: Super Large 2

® clb.c4.large: Super Large 3

® clb.c4.xlarge: Super Large 4

® shared: Shared

Note: This field may return null, indicating that no valid values can be obtained.

SpecType String

Specification availability. It indicates the resource availability. Valid values:
Availability String Available, Unavailable.Note: This field may return null, indicating that no valid
values can be obtained.

Taglnfo

CLB tag information

Used by actions: ClonelL.oadBalancer, CreatelL.oadBalancer, DescribelLoadBalancerListByCertld,

DescribelLoadBalancers, Describel.oadBalancersDetail.

Name Type Required Description
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TagKey String Yes Tag key

TagValue String Yes Tag value

Target

Redirect target, i.e., the real server bound to a CLB

Used by actions: BatchModifyTargetTag, BatchModifyTargetWeight, DeregisterTargets, ModifyTargetPort,
ModifyTargetWeight, RegisterTargets.

Name Type Required Description

Listening port of a real server

Note: this parameter is required when binding a CVM or ENI.
Port Integer Yes . . .

Note: this field may return null , indicating that no valid values

can be obtained.

Real server type. Value range: CVM (Cloud Virtual Machine), ENI

(Elastic Network Interface). This parameter does not take effect
Type String No currently as an input parameter.

Note: This field may return null, indicating that no valid values can

be obtained.

Unique ID of a CVM instance, which is required when binding a

CVM instance. It can be obtained from the InstanceId field in

the response of the DescribeInstances APL It indicates
Instanceld String No binding the primary IP of the primary ENI.

Note: Either InstanceId or EnilIp can be passed in.

Note: This field may return null , indicating that no valid values

can be obtained.

The new forwarding weight of the real server. Value range: [0,
) 100]. Default: 10. This parameter takes priority over Weight in
Weight Integer No , s . .
RsWeightRule . If it's left empty, the value of Weight in

RsWeightRule will be used.

Enilp String No It is required when binding an IP. ENI IPs and other private IPs are
supported. To bind an ENI IP, the ENI should be bound to a CVM
instance before being bound to a CLB instance.

Note: Either InstanceId or EniIp can be passed in.
EniIp is required in a cross—region binding or when the dual-
stack IPV6 CVM is bound.
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Note: This field may return null , indicating that no valid values
can be obtained.

Tag.Note: This field may return null, indicating that no valid values

Tag String No .
can be obtained.

TargetGroupAssociation

Association between rule and target group

Used by actions: AssociateTargetGroups, DisassociateTargetGroups.

Name Type Required Description
LoadBalancerld String Yes CLB instance ID
TargetGroupld String Yes Target group ID

Listener ID. This parameter is required when the

Listenerld String No AssociateTargetGroups and DisassociateTargetGroups APIs
are called.
Locationld String No Forwarding rule ID

Weight of the target group. Value range: [0, 100]. It takes
Weight Integer No effect only for binding v2 target groups. If not specified, it
defaults to 10.

TargetGroupBackend

Real server bound to a target group

Used by actions: DescribeTargetGrouplnstances.

Name Type Description

TargetGroupld String Target group ID

Type String Real server type. Valid values: CVM, ENI (coming soon)
Instanceld String Unique real server ID

Port Integer Listening port of real server
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Weight Integer Forwarding weight of real server. Value range: [0, 100]. Default
value: 10.

Public IP of real server

Array of
PubliclpAddresses Striny Note: this field may return null, indicating that no valid values can
9 be obtained.
Private IP of real server
, Array of . e :
PrivatelpAddresses Strin Note: this field may return null, indicating that no valid values can
J be obtained.
Real server instance name
InstanceName String Note: this field may return null, indicating that no valid values can
be obtained.
Real server binding time
RegisteredTime Timestamp Note: this field may return null, indicating that no valid values can
be obtained.
Unique ENI ID
Enild String Note: this field may return null, indicating that no valid values can
be obtained.
AZ ID of the real server
Zoneld Integer Note: This field may return null , indicating that no valid values

can be obtained.

TargetGrouplnfo

Target group information

Used by actions: DescribeTargetGroupList, DescribeTargetGroups.

Name Type Description
TargetGroupld String Target group ID

Vpcld String vpcid of target group
TargetGroupName String Target group name

Default port of target group
Port Integer Note: this field may return null, indicating that no valid values
can be obtained.

CreatedTime Timestamp Target group creation time
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UpdatedTime Timestamp

Array of
Associationltem

AssociatedRule

TargetGrouplnstance

Target group instance

Cloud Load Balancer

Target group modification time

Associated rule array. This parameter cannot be obtained

when the DescribeTargetGroupList API is called.Note: This
field may return null, indicating that no valid values can be
obtained.

Used by actions: CreateTargetGroup, DeregisterTargetGrouplnstances, ModifyTargetGrouplnstancesPort,

ModifyTargetGrouplnstancesWeight, RegisterTargetGrouplnstances.

Name Type Required Description

BindIP String Yes Private IP of target group instance
Port Integer Yes Port of target group instance
Weight Integer No Weight of target group instance
NewPort Integer No New port of target group instance

TargetHealth

Describes the health information of a target

Used by actions: DescribeTargetHealth.

Name Type Description

IP String Private IP of the target

Port Integer Port bound to the target

HealthStatus Boolean Current health status. true: healthy; false: unhealthy.
Targetld String Instance ID of the target, such as ins—12345678

Detailed information about the current health status. Alive: healthy;
HealthStatusDetail String Dead: exceptional; Unknown: check not started/checking/unknown

status.
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TargetRegioninfo
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Information of the real server bound to a CLB instance, including region and network to which it belongs.

Used by actions: Describel.oadBalancerListByCertld, DescribelLoadBalancers, ModifyL oadBalancerAttributes.

Name Type

Region String

Vpcld String

Typelnfo

ISP Type

Required Description

Yes Region of the target, such as ap—guangzhou

Yes

Network of the target, which is in the format of vpc—abcd1234 for

VPC or O for basic network

Used by actions: DescribeResources.

Name

Type

SpecAvailabilitySet

Zonelnfo

AZ information

Type

String

Array of
SpecAvailability

Description

ISP Type
Note: This field may return null, indicating that no valid
values can be obtained.

Specification availability
Note: This field may return null, indicating that no valid
values can be obtained.

Used by actions: DescribeLoadBalancerListByCertld, DescribeLoadBalancers.

Name Type Required
Zoneld Integer Yes
Zone String Yes
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Description

Unique AZ ID in a numeric form, such as 100001
Note: This field may return null, indicating that no valid values
can be obtained.

Unique AZ ID in a string form, such as ap—guangzhou-1
Note: This field may return null, indicating that no valid values
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ZoneName String

ZoneRegion String

LocalZone Boolean

EdgeZone Boolean
ZoneResource
List of AZs

Used by actions: DescribeResources.

Name Type
MasterZone String

Array of
ResourceSet

Resource
SlaveZone String
IPVersion String
ZoneRegion String
LocalZone Boolean

Yes

Yes

Yes

Yes

ZoneResourceType String
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can be obtained.

AZ name, such as Guangzhou Zone 1
Note: This field may return null, indicating that no valid values
can be obtained.

AZ region, e.g., ap—guangzhou.
Note: This field may return null , indicating that no valid
values can be obtained.

Whether the AZ is the LocalZone , e.g., false.
Note: This field may return null , indicating that no valid
values can be obtained.

Whether the AZ is an edge zone. Values: true , false .
Note: This field may return null , indicating that no valid
values can be obtained.

Description
Primary AZ, such as "ap—guangzhou-1".

List of resources
Note: This field may return null, indicating that no valid values
can be obtained.

Secondary AZ, such as "ap—guangzhou-2".
Note: This field may return null, indicating that no valid values
can be obtained.

IP version. Values: IpPv4 , IPv6 ,and IPv6_Nat .
Region of the AZ, such as ap-guangzhou .
Whether the AZ isa LocalZone .Values: true , false .

Type of resources in the zone. Values: SHARED ,
EXCLUSIVE
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EdgeZone Boolean Whether the AZ is an edge zone. Values: true , false .

Network egress

Egress String Note: This field may return-null, indicating that no valid values
can be obtained.
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Error Codes

% Z ddo|E Y:: 2024-09-05 19:29:15

Feature Description

If there is an Error field in the response, it means that the API call failed. For example:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your si

gnature is correct."

t
"RequestId": "ed93f3cb-£f35e-473f-b9f3-0d451b8b79c6"

}
}

Code in Error indicates the error code, and Message indicates the specific information of the error.

Error Code List

Common Error Codes
Error Code Description
ActionOffline This API has been deprecated.

) . o Authorization in the request header is
AuthFailure.InvalidAuthorization

invalid.
AuthFailure.lnvalidSecretld Invalid key (not a TencentCloud API key type).
AuthFailure.MFAFailure MFA failed.

Key does not exist. Check if the key has been
deleted or disabled in the console, and if not,

AuthFailure.SecretldNotFound check if the key is correctly entered. Note
that whitespaces should not exist before or
after the key.

AuthFailure.SignatureExpire Signature expired. Timestamp and server time
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AuthFailure.SignatureFailure

AuthFailure. TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation

FailedOperation
InternalError
InvalidAction
InvalidParameter

InvalidParameterValue
InvalidRequest

IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct

NoSuchVersion
RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
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cannot differ by more than five minutes.
Please ensure your current local time
matches the standard time.

Invalid signature. Signature calculation error.
Please ensure you’ve followed the signature
calculation process described in the
Signature APl documentation.

Token error.

The request is not authorized. For more
information, see the CAM documentation.

DryRun Operation. It means that the request
would have succeeded, but the DryRun
parameter was used.

Operation failed.
Internal error.

The API does not exist.
Incorrect parameter.
Invalid parameter value.

The multipart format of the request body is
incorrect.

Your IP is in uin IP blacklist.
Your IP is not in uin IP whitelist.
Quota limit exceeded.

A parameter is missing.

The product does not exist.
The API version does not exist.

The number of requests exceeds the
frequency limit.

Uin exceeds the frequency limit.

The number of ip requests exceeds the
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RequestLimitExceeded.UinLimitExceeded

RequestSizeLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResponseSizelLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

Service Error Codes

Error Code
AuthFailure
FailedOperation.InvalidLBStatus

FailedOperation.NoListenerinLB

FailedOperation.ResourcelnOperating

InvalidParameter.ClientTokenLimitExceeded
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frequency limit.

The number of uin requests exceeds the
frequency limit.

The request size exceeds the upper limit.
Resource is in use.

Insufficient resource.

The resource does not exist.

Resource is unavailable.

The response size exceeds the upper limit.
Service is unavailable now.

Unauthorized operation.

Unknown parameter.

Unsupported operation.

HTTP(S) request protocol error; only GET and
POST requests are supported.

API does not support the requested region.

Description

CAM signature/authentication error
Exceptional CLB instance status

Instances without listeners cannot be stopped.

The specified resource is currently being operated.
Please try again later.

To ensure no resource leakage and maintain the ID
idempotence of created resources, ClientToken is used
to create resources. If the order process has ended and
shipment failed, or the order process has not been
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InvalidParameter.FormatError
InvalidParameter.InvalidFilter
InvalidParameter.LBIdNotFound
InvalidParameter.ListenerldNotFound

InvalidParameter.LocationNotFound

InvalidParameter.PortCheckFailed

InvalidParameter.ProtocolCheckFailed
InvalidParameter.RegionNotFound
InvalidParameter.RewriteAlreadyExist

InvalidParameter.SomeRewriteNotFound
InvalidParameterValue.Duplicate
InvalidParameterValue.InvalidFilter
InvalidParameterValue.Length
InvalidParameterValue.Range
OperationDenied

ResourcesSoldOut
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updated for a long time, a message will indicate that the
current ClientToken has timed out.

Wrong parameter format.

Failed to query the parameter

Wrong CLB instance ID.

Wrong listener ID.

Unable to find eligible forwarding rules.

Listener port checks failed due to port conflicts or other
reasons.

Listener protocol checks failed because the protocol
used is incompatible with the corresponding operation.

Invalid region.

The forwarding rule has already been bound to a
redirection relationship.

Some redirection rules do not exist.
Duplicate parameter value.
Incorrect Filter parameter.
Wrong parameter length.

Wrong parameter value range.
Operation denied.

The resources have been sold out.
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CLB API 2017
Introduction

%|Z Addo|E I}:: 2024-12-19 10:15:38

Welcome to Tencent Cloud Load Balancer. Cloud Load Balancer (CLB) sends the requests from client to
multiple associated backend CVMs in the same region with the specified method by setting a virtual IP
(VIP).

CLB virtualizes multiple CVMs into an available application service pool. It checks the health of the instances
in the pool and automatically isolates the unhealthy ones, thus resolving single points of failure issues and
improving the overall service capabilities of the applications. In addition, CLB provides a defense capability
of more than 300 Gbit/sec against DDoS attacks.

CLB is a solution that serves multiple machines simultaneously, and it must be used together with CVM. The
APIs in this document help you operate on CLB instances. Before using these APIs, please ensure that

you are familiar with overview and use of CLB.

Glossary
Full .
Term Description
Name
Cloud Cloud Load Balancer sends the requests from client to the associated CVMs
CLB Load in the same region with specified method by setting a virtual IP (VIP). It can
Balance automatically isolate unhealthy CVMs, thus resolving single points of failure
r and massive concurrent access requests issues.
Load
. Balance . . . . . . .
Listen CLB listener provides users with customized listening port, request forwarding
r
er . policy, health check configuration, etc.
Listene
r
backe Real A CLB instance sends requests to real servers which will provide service in a
nd Server real sense.
Virtual
VIP P A CLB instance provides the virtual IP of service.
How to Use

Before using CLB through APls, please make sure that a port is open on one or more CVMs, e.g. TCP port

80. Next, you need to perform the following steps:
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1. Purchase a CLB instance.
You can create a CLB instance using the Createl.oadBalancer API, and obtain the unique ID of this
instance.

2. Create a CLB listener.
After purchasing a CLB instance, you need to use the CreateloadBalancerlListeners API to create a
listener that listens on a protocol and port. For example, you can create a TCP listener that listens on
TCP port 80 and backend port 80.

3. Bind the real server to the CLB instance.
Finally, you need to bind the CVM on which the service is deployed to the CLB instance through the
RegisterlnstancesWithLoadBalancer API.

After performing these three steps, you can access the service deployed on your CVM by accessing the VIP

and port of the CLB instance.
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API| Category
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General APIs

APl Name

DescribelLoadBalancers
TaskResult

CreatelL.oadBalancer
InquiryLBPriceAll
DescribeLoadBalancers
DeletelLoadBalancers
GetMonitorData

ReplaceCert

Action

DescribelLoadBalancers
TaskResult

Createl.oadBalancer
InquiryLBPriceAll
DescribeLoadBalancers
DeleteLoadBalancers
GetMonitorData

ReplaceCert

GetCertListWithLoadBa GetCertListWithLoadBa
lancer lancer
ClonelLB ClonelLB
Classic CLB APIs
Instance APIs
APl Name Action
ModifyLoadBalanc ModifyLoadBalanc
erAttributes erAttributes
Listener APIs
APl Name Action Feature
CreatelLoad CreatelLoad
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Feature

Queries the execution result of an async CLB
API.

Purchases a CLB instance.

Queries the price of CLB instances.
Queries the list of CLB instances.

Deletes one or more CLB instance.
Queries monitoring data of CLB instances.
Changes the certificate of a CLB instance.

Queries CLB instances associated with the
specified certificate.

Clones a CLB instance.

Modifies the attributes of a specified CLB instance,
including the CLB instance name.

Creates one or more CLB listeners for the specified CLB instance. A

H o] 2] 476 (& 595%)


https://intl.cloud.tencent.com/document/product/214/4007
https://intl.cloud.tencent.com/document/product/214/1254
https://intl.cloud.tencent.com/document/product/214/1328
https://intl.cloud.tencent.com/document/product/214/1261
https://intl.cloud.tencent.com/document/api/214/1257
https://intl.cloud.tencent.com/document/product/214/8801
https://intl.cloud.tencent.com/document/product/214/6045
https://intl.cloud.tencent.com/document/product/214/6046
https://intl.cloud.tencent.com/document/product/214/37069
https://intl.cloud.tencent.com/document/product/214/1263
https://intl.cloud.tencent.com/document/api/214/1255

&2 Tencent Cloud

Cloud Load Balancer

BalancerLis BalancerLis CLB listener provides request forwarding protocols, ports, and health
teners teners check policies.
DescribelLo DescribelLo
Obtains the list of listeners for the specified CLB instance, including
adBalancer adBalancer . .
. . unique ID, name, port, and health check policy.
Listeners Listeners
DeletelLoad DeletelLoad
BalancerLis BalancerLis Deletes listeners for the specified CLB instance.
teners teners
ModifyLoad ModifyLoad
Y ] ¥ . Modifies the attributes of a CLB listener, including the listener name
BalancerLis BalancerLis .
and health check policy.
tener tener

Real server APIs

APl Name

RegisterinstancesWit
hLoadBalancer

Describel.oadBalanc
erBackends

ModifyLoadBalancer
Backends

DeregisterlnstancesF
romLoadBalancer

Health check APIs

APl Name

DescribelLBHealthStatus

Action

RegisterlnstancesWit
hLoadBalancer

Describel.oadBalanc
erBackends

ModifyLoadBalancer
Backends

DeregisterinstancesF
romLoadBalancer

Action

DescribelLBHealthStatus

Cloud Load Balancer APIs

@® Note:

©2013-2025 Tencent Cloud. =& @] 28,

Feature

Binds the specified CVMs to a specified CLB
instance.

Obtains the list of CVMs bound to the CLB
instance with the specified LoadBalanceld.

Modifies the weights of CVMs bound to a CLB
instance.

Unbinds CVMs from a CLB instance.

Feature

Queries the health status of a CLB instance.
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The following CLB APIs have been updated to version 3.0. These legacy APIs may be deprecated

and is currently not displayed on the left sidebar. We recommend using CLB API 3.0, which is more

standardized and has a significantly reduced access latency.

CLB instance APls

APl Name Action

ModifyForwardLBName ModifyForwardLBName
Listener APIs

APl Name Action ID

DescribeForwardLBListeners

CreateForwardLBSeventhLa
yerListeners

CreateForwardLBFourthLaye
rListeners

ModifyForwardLBFourthList
ener

ModifyForwardLBSeventhLis
tener

DeleteForwardLBListener

Forwarding rule APIs

APl Name Action ID

DescribeForwardLBListeners

CreateForwardLBSeventhLa
yerListeners

CreateForwardLBFourthLaye
rListeners

ModifyForwardLBFourthList
ener

ModifyForwardLBSeventhLis
tener

DeleteForwardLBListener

Feature

CreateForwardLLB
ListenerRules

ModifyForwardL
BRulesDomain

ModifyLoadBalan
cerRulesProbe

CreateForwardLB
ListenerRules

ModifyForwardL
BRulesDomain

ModifyLoadBalan
cerRulesProbe
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Feature

Modifies the name of a CLB instance.

Feature
Queries CLB listeners.

Creates one or more Layer—7
listeners.

Creates one or more Layer-4
listener.

Modifies the attributes of a CLB
Layer—4 listener.

Modifies the attributes of a CLB
Layer-7 listener.

Deletes a CLB listener.

Creates forwarding rules of a CLB Layer-7 listener.

Modifies the domain name under a CLB Layer-7 listener.

Modifies the health check and forwarding path for the
forwarding rules of a CLB Layer-7 listener.
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DeleteForwardLB
ListenerRules

CVM APIs

APl Name

DescribeForwardLBBacken
ds

RegisterinstancesWithForw
ardLBFourthListener

RegisterlnstancesWithForw
ardLBSeventhListener

ModifyForwardFourthBacke
ndsWeight

ModifyForwardSeventhBac
kends

ModifyForwardFourthBacke
ndsPort

ModifyForwardSeventhBac
kendsPort

DeregisterlnstancesFromFo
rwardLBFourthListener

DeregisterinstancesFromFo
rwardLB

Health check APIs

APl Name

DescribeForwardLBHealthS
tatus

DeleteForwardLLB
ListenerRules

Action ID

DescribeForwardLBBacken
ds

RegisterinstancesWithForw
ardLBFourthListener

RegisterlnstancesWithForw
ardLBSeventhListener

ModifyForwardFourthBacke
ndsWeight

ModifyForwardSeventhBac
kends

ModifyForwardFourthBacke
ndsPort

ModifyForwardSeventhBac
kendsPort

DeregisterinstancesFromFo
rwardLBFourthListener

DeregisterinstancesFromFo
rwardLB

Action ID

DescribeForwardLBHealthS
tatus
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Cloud Load Balancer

Deletes forwarding rules of a CLB Layer-7 listener.

Feature

Obtains the list of CVMs bound to a
CLB instance.

Binds CVMs to the forwarding rules of
a CLB Layer—4 listener.

Binds CVMs to the forwarding rules of
a CLB Layer-7 listener.

Modifies the weight of CVMs bound
to a Layer—4 listener.

Modifies the weight of CVMs bound
to a Layer-7 listener.

Modifies ports of CVMs bound to a
Layer—4 listener.

Modifies ports of CVMs bound to a
Layer-7 listener.

Unbinds CVMs from the forwarding
rules of a CLB Layer-4 listener.

Unbinds CVMs from the forwarding
rules of a CLB Layer-7 listener.

Feature

Queries the health check of a CLB
instance.
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Redirection APIs

APl Name

DescribeRewr
ite

DeleteRewrite

ManualRewrit
e

AutoRewrite

Action ID

DescribeRewr
ite

DeleteRewrite

ManualRewrit
e

AutoRewrite

©2013-2025 Tencent Cloud. 2 & H g 2§,

Cloud Load Balancer

Feature

Queries the redirection relationship of a CLB instance.
Deletes the redirection relationship of a CLB instance.

Adds the redirection relationship to a CLB instance manually.

Generates the redirection relationship for a CLB instance
automatically.
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Use Cases

An example is given here to help you get started with CLB APIs. Before using the APIs, deploy TCP service
on two CVMs and listen on port 80. If the service returns the “hello world” string, the deployment is

successful. By creating a CLB instance, you can access CVM services through the CLB VIP.

Purchasing a Public Network CLB Instance

To use CLB services, you need to purchase a public network CLB instance (with static IP). For more
information on CLB instance purchase, use the Createl.oadBalancer API.

This example shows you how to create a public network CLB instance (with static IP). The Action field
in the common request parameters of this APl is CreateloadBalancer . The list below contains the API

request parameters.

Parameter Description Value
loadBalance CLB instance 2: public network CLB instance, the service of which is accessed
rType type. via a public network.

By combining common request parameters and API request parameters, you can get the final request as

follows:

https://lb.api.gcloud.com/v2/index.php?Action=CreatelLoadBalancer

&Region=ap—-guangzhou

&Timestamp=1465750149

&Nonce=46364

&SecretId=AKID****ugEY
&Signature=5umi****pTTyk18V2g%$2FYi56hgls%$3D

&loadBalancerType=2

Response of the request is as follows:

"code": O,
"message": "",
"codeDesc": "Success",

"requestId": 3901941,

"dealIds": [

"3901941"
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I
"unLoadBalancerIds":

"3901941": [

T lg=1lg=@ @y ==

Where, 1b-cjcymkw5 is the unique ID of the CLB instance you just purchased. Next, use the

DescribelLoadBalancers API to query whether the instance has been successfully created.

Creating a CLB Listener

This example shows you how to create a CLB listener with the unique ID of the CLB instance. For more
information on the CLB listener creation, use the Createl.oadBalancerlListeners API.

In this example, the table below lists the API request parameters.

Paramet
Description Value
er
This example uses the unique ID of
loadBala . . . s .
d Unique ID of the CLB instance the instance you've just created, i.e.
ncer
llo=@5) @37™ = =
listeners.
O.loadBa
Listening port of the CLB listener. 80
lancerPo
rt
listeners.
. Listening port on real server of the CLB
O.instanc . 80
instance.
ePort
listeners.

Protocol listened by the CLB listener. 1: HTTP; .
0.protoc This example uses 2: TCP
2: TCP; 3: UDP; 4: HTTPS

ol
listeners. Whether to enable the health check for the CLB
0.health listener. 1: enable; 0: disable. The health check This example uses 1: enable
Switch is enabled by default.
listeners.
0list Name of the CLB listener. This field is optional. This example uses
. ner
\ ISTNET Default value will be used if it is left empty. Y ———
ame
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By combining common request parameters and API request parameters, you can get the final request as

follows:

https://lb.api.gcloud.com/v2/index.php?

Action=CreateloadBalancerlListeners
&Region=ap—-guangzhou
&Timestamp=1465750149

&Nonce=46364
&SecretId=AKID****ugEY
&Signature=5umi****pTTyk18V2g%$2FYi56hqgls%$3D
&loadBalancerId=lb-cjcy****
&listeners.0.loadBalancerPort=8
&listeners.0.instancePort=80
&listeners.0.protocol=2
&listeners.0.healthSwitch=1

&listeners.0.listenerName=listenerTest

Response of the request is as follows:

"message" nmnnw

"codeDesc": "Success",

"requestId" : 12354

To query the execution result of the task with the request ID, use the asynchronous

Describel.oadBalancersTaskResult API.

Binding Real Server to the CLB Instance

You need to bind CVM to the CLB instance after creating the listener. For more information on the binding

method, use the RegisterinstancesWithlLoadBalancer API.

This example shows you how to bind two CVMs (with the unique ID of ins-5678test and
ins-1234test respectively) on the CLB instance. The Action field in the common request

parameters of this APl is RegisterInstancesWithLoadBalancer . The list below contains the API

request parameters.

Parameter Description Value
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loadBalanc . . This example uses the unique ID of the instance
Unique ID of the CLB instance.

erld you’ve just created: 1b-abcdefgh
backends. . . .

. Unique ID of the CVM bound to This example uses the unique ID of the first CVM:
O.instancel .
q the CLB instance. ins-5678test
backends. Weight of the CVM bound to the .

. . This example uses the default value 10

0.weight CLB instance.
backends.1 Unique ID of the CVM bound to This example uses the unique ID of the second
.instanceld the load balancer instance CVM: ins-1234test

backends.1 Weight of the CVM bound to the

. . This example uses the default value 10
.weight CLB instance.

By combining common request parameters and API request parameters, you can get the final request as

follows:

https://1lb.api.gcloud.com/v2/index.php?

Action=RegisterInstancesWithLoadBalancer
&Region=ap-guangzhou

&Timestamp=1465750149

&Nonce=46364

&SecretId=AKID****ugEY
&Signature=5umi****pTTyk18V2g%2FYi56hgls%3D
&loadBalancerId=1lb-cjcy****
&backends.0.instanceId=ins—-5678****
&backends.0.weight=10
&backends.l.instanceld=ins—1234****

&backends.l.weight=10

Response of the request is as follows:

"code" : O,
"message" : "",

"codeDesc": "Success",

"requestId" : 1234
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To query the execution result of the task with the request ID, use the asynchronous
Describel.oadBalancersTaskResult API.

Querying and Using the CLB Instance

This example shows you how to query the VIP or domain name of the CLB instance. For more information on
the query method, use the Describel.oadBalancers APL.
The Action field in the common request parameters of the APl is DescribeloadBalancers . The

list below contains the API request parameters.

Parameter Description Value
loadBalanc Unique ID of the This example uses the unique ID of the instance you’ve just
erlds.O CLB instance. created: lb-cjcy*x***

By combining common request parameters and API request parameters, you can get the final request as

follows:

https://1b.api.gcloud.com/v2/index.php?Action=DescribeloadBalancers

&Region=ap-guangzhou

&Timestamp=1465750149

&SecretId=AKID****ugEY
&Signature=5umi****pTTyk18V2g%$2FYi56hgqls%3D

&loadBalancerIds.O=lb-cjcy***x*

Response

"code": O,

"meSSage" : " "’

"codeDesc": "Success",

"loadBalancerSet": [{
"loadBalancerId": "lb-cjcy***x*",
"unLoadBalancerId": "lb-cjcy****",
"loadBalancerName": "59b25ffb-0",

"loadBalancerType": 2,

"domain": "20de02-0.gz.1251000011.clb.mygcloud

"loadBalancerVips": [
"119.28.168.196"
1y

©2013-2025 Tencent Cloud. =& #2] 28 m o] Z] 485 (& 595%)


https://intl.cloud.tencent.com/document/api/214/4007
https://intl.cloud.tencent.com/document/product/214/1261

&2 Tencent Cloud

"status": 1,

"createTime":

"statusTime" :

"vpcId": O,

"unigVpcId":
"subnetId":

"projectId":

"2017-09-08 17:16:42",
"2017-09-20 13:37:55",

nmn

0,
1005621,

"forward": O,

"snat": false,

"openBgp": O,

"isolation":
"log": mnw
Py

"totalCount": 1

As the query results suggest, you can use the VIP

0,

119.28.168.XX or domain name

Cloud Load Balancer

20*%*x**x-(0_,gz.1251000011.clb.mygcloud.com of the CLB instance to forward the request to the

associated backend CVMs according to the rule of CLB listener, thereby balancing the load.
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Date

May
17,
2019

Decem
ber 7,
2017

April
27,
2016

Updates

RegisterinstancesWithForwardLBSeventhListener;
RegisterinstancesWithForwardLBFourthListener;

DeregisterinstancesFromForwardLB;

DeregisterinstancesFromForwardLBFourthListener;

ModifyForwardSeventhBackends;

ModifyForwardSeventhBackendsPort;

ModifyForwardFourthBackendsWeight;

ModifyForwardFourthBackendsPort;

The preceding APIs added the enilIp input parameter, indicating the IP of a backend
device bound, which consisted of

1. Primary IP of the primary ENI;

2. Secondary IP of the primary ENI;

3. Primary IP of the secondary ENI;

4.Secondary IP of the secondary ENI.

The enilIp input parameter cannot be used together with instanceId for the same
backend.

The DescribeForwardLBBackends APl added the output parameters including
unigEniId and targetType

unigEnild: unique ID of the ENI.

targetType: backend device type, such as CVM and ENI.

Optimized the structure by product types, including Classic CLB and CLB.

The CreateloadBalancer APladdedthe unLoadBalancerIds response field.

The DescribeloadBalancers APl supported unLoadBalancerId and added input

parameters including orderType, searchKey and projectld.

The DescribeloadBalancersByInstances APl addedthe projectId input

parameter.

The DeleteloadBalancers supported unlLoadBalancerId and added the
requestId output parameter.

The CreatelLoadBalancerListeners APl supported unLoadBalancerId and

added input parameters including listeners.n.listenerName, listeners.n.sessionExpire,

listeners.n.healthSwitch, listeners.n.timeOut, listeners.n.intervalTime, listeners.n.healthNum,

listeners.n.unhealthNum, and listeners.n.httpHash.
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The DescribeloadBalancerListeners APl supported unlLoadBalancerId ,and

added the 1listenerIds.n input parameter, and output parameters including

unListenerld, sessionExpire, healthSwitch, timeOut, intervalTime, healthNum, unhealthNum,

and httpHash.

The DeleteloadBalancerListeners APl supported unlLoadBalancerId and
unListenerId

The RegisterInstancesWithLoadBalancer APl supported unLoadBalancerId

The DeregisterInstancesFromLoadBalancer API supported
unLoadBalancerId

The DescribeloadBalancerBackends APl supported unLoadBalancerId

The ModifylLoadBalancerBackends APl supported unLoadBalancerId

The DescribelLBHealth API supported unLoadBalancerId

The DescribelLBHealthStatus APl supported unlLoadBalancerId and
unListenerId

The ModifyLBHealth APl supported unLoadBalancerId

Added the ModifyLoadBalancerListener APL
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Making APl Requests
Request Structure
Request Structure Overview

ZZ Aol E Y& 2024-12-19 10:44:42

@ Note:

This is a legacy APl and may be deprecated in the future. It is currently not displayed on the left
sidebar. We recommend using CLB API 3.0, which is more standardized and has a significantly
reduced access latency.

To call a TencentCloud API, you send a request containing parameters specified in the API description to the
API server address. The structure of a TencentCloud API request consists of service address, communication

protocol, request method, request parameters and character encoding, as detailed below:
Service Address

The service access address of a TencentCloud API depends on the specific module. For more information,

see the description of each API.

Communication Protocol

Most TencentCloud APIs communicate over HTTPS, which provides highly secure communication channels.

Request Method

Tencent Cloud APIs support both POST and GET request methods.

M Note:
1. POST and GET requests cannot be used together. If GET is used, parameters are taken from the
query string. If POST is used, parameters are taken from the request body, and parameters in
the query string are ignored. The parameter format rules of the two request methods are

identical. GET requests are generally used. If the parameter string is too long, we recommend
using POST.

2. If the GET method is used, all request parameters need to be URL encoded. This is not required
for the POST method.

3. The maximum length of GET requests varies by browser and server settings. For example, the
limit is 2 KB in IE and 8 KB in Firefox. For long API requests with a lot of parameters, we

recommend using the POST method to avoid request failure due to overlong string.
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4. For POST requests, pass in parameters in the format of x-www-form-urlencoded , because

the TencentCloud API acquires the request parameters from $_POST.

Request Parameters

Each TencentCloud API request consists of two types of parameters: common request parameters and API
request parameters. Common request parameters are required for every APl (see Common Request
Parameters ), while APl request parameters are specific to each API (see "Request Parameters" in each API
document).

Character Encoding

Both the request and response of TencentCloud APIs are encoded using the UTF-8 character set.
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Common Request Parameters

Common parameters are required in every API for authenticating users and the APIs. Unless otherwise

required, they will not be described in individual APl documents.

Paramete Require
Type Description q .
-

. . Command API name of a specific operation, such as
Action String . Yes
Describelnstances.

Identifies the region where the instance you want to operate
on resides. Valid values: gz: Guangzhou; sh: Shanghai; bj:
Region String Beijing; cd: Chengducq: Chongqing; hk: Hong Kong (China); Yes
sg: Singapore; th: Bangkok; kr: Seoul; jp: Tokyo; de: Frankfurt;
usw: Silicon Vally; use: Virginia

Timestam Ulnt Current Unix timestamp. Yes
P
Nonce Ulnt \A. random p‘ositive integer, which is used in conjunction with Ves
Timestamp"™ to prevent replay attacks.
Secretld applied from Tencent Cloud which is used for
identification. Each Secretld corresponds to a unique
Secretld String . . P 9 Yes
SecretKey, while SecretKey is used to generate request
Signature.For more information, see Signature Method.
Request signature, which is used to verify the validity of the
Signature String : g ’ Y Y Yes

current request. For more information, see Signature Method.

The format of common request parameters in API request links is shown below. Take Tencent Cloud CVM as
an example, suppose you need to query the list of CVM instances, the request link of

"Action=Describelnstance" should be:

https://domain/v2/index.php?Action=DescribeInstances

&Secret Id=xxXXXXXX
&Region=gz
&Timestamp=1402992826
&Nonce=345122

&Signature=mysignature
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&instanceId=101

instanceId is a command parameter, and others are common parameters.
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APl Request Parameters

% Z Addo|E Yat:: 2024-12-19 10:50:42

A complete TencentCloud API request consists of two types of parameters: common request parameters
and API request parameters. This document describes API request parameters.
API request parameters vary by API. APl request parameters should always begin with a lowercase letter so

that they can be differentiated from common request parameters.

O Note:
This document illustrates parameters specific to Tencent Cloud CVMs. For other Tencent Cloud

services, see their APl documentation for specific parameters.

The list below uses the Describelnstances APl as an example and contains its request parameters:

Parame Requir
Description Type 9
ter ed

Array of the IDs of CVM instances to query, with the array

instanc subscript starting from 0. You can use instanceId or Stri N
rin o]
elds.n unInstanceId , and we recommend using the uniform 9
resource ID unInstanceId
lanlps.n Array of private IPs of CVM instances to query. String No
search
User—defined CVM alias. String No
Word
offset The offset at which the entries start. The entry starts from 0. Int No
imit The maximum number of instances that can be queried at a time. Int No
The default is 20 and the maximum is 100.
status Status of the CVM to query. Int No
Project ID. CVM instances of all projects will be queried if this
projectl parameter is not passed in. The value 0 indicates the default .
. . . String No
d project. If you want to query a specified project, call the

DescribeProjects API.

o Non-real time data obtained if simplify=1 is included in the
simplify . Int No
input parameter

zoneld Availability zone ID. CVM instances in all availability zones will be Int No
queried if this parameter is not passed in. If you want to query a
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specified availability zone, call the DescribeZones API.

The above fields are described as follows:

Parameter: name of the request parameter supported by the API, which may be used in the API calling. A
parameter name that ends with .n represents an array, for which you need to input the array parameters
individually.

Required: indicates whether this parameter is required. "Yes" means the parameter is required for the API
calling. "No" means the parameter can be left empty.

Type: data type of the API parameter.

Description: a brief description of the API request parameter.
Example

The example shows you how to configure API request parameters for a TencentCloud API. For example, if

you want to query the list of scaling groups for a Tencent Cloud CVM, use the following request link:

https://cvm.api.gcloud.com/v2/index.php?

&< >
&instanceIds.O=ins-0hm4gvho

&instancelds.l1=ins-80oby8g00

&offset=0

&limit=20

&status=2

&zoneId=100003
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Final Request Format

Concatenation rule

A TencentCloud API request URL is concatenated as follows:

https:// + request domain name + request path + ? + final request parameter string

The elements of each URL are described as follows:
Request domain name: subject to the product or product module to which the API belongs. For example,
the request domain name for the Describelnstances APl used to query the CVM instance list is
cvm.api.gcloud.com . For the request domain name of a specific product, see the description of
each API.

Request path: a fixed path for requesting TencentCloud APls. For example, the request path for Tencent
Cloud CVM is always /v2/index.php

Final request parameter string: consisting of common request parameters and API request parameters.
Example

The final request URL for a TencentCloud API is as follows:
Taking Tencent Cloud CVM's Describelnstances APl as an example, the first six parameters are common

request parameters, while the last six ones are API request parameters.

https://cvm.api.gcloud.com/v2/index.php?

Action=DescribelInstances
&Secret Id=xxXxXxXxxX
&Region=gz
&Timestamp=1465055529
&Nonce=59485
&Signature=mysignature // Common request parameters
&instanceIds.0=ins-0hm4gvho
&instanceIds.l=ins-80by8g00
&offset=0

&limit=20

&status=2

&zoneId=100003 // API request parameters
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Signature Algorithm
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TencentCloud API authenticates each access request, i.e., each request needs to include authentication
information (Signature) in the common parameters to verify the identity of the requester. The Signature is
generated by the security credentials which consist of Secretld and SecretKey. If you don't have the security
credentials yet, go to the TencentCloud API Key page to apply for them; otherwise, you cannot call the
TencentCloud API.

Applying for Security Credentials

Before using TencentCloud API for the first time, go to the Tencent Cloud Console —> AP| Key
Management page to apply for security credentials. Security credentials consist of a SecretId anda
SecretKey
Secretld is used to identify the API requester.

SecretKey is used to encrypt the strings to create a signature so that Tencent Cloud server can validate
the identity of the requester.

M Note:
API key is an important identity credential for making Tencent Cloud API request. With APIs, you can
access and manage the resources under your Tencent Cloud account. For the security of your
assets and services, store your keys safely, change them regularly, and delete old keys promptly

when a new one is created.

How to apply for security credentials

1. Log in to the Tencent Cloud Console and access the API Key Management page.

2. On the API Key Management page, click Create Key to create a Secretld/SecretKey pair.

M Note:

A developer account can have up to two Secretld/SecretKey pairs.

A developer can add a QQ account as a sub—user and use it to apply for different security

credentials on the console for various login user.

A sub-user can only call certain specified TencentCloud APIs with their security credentials.

Generating a Signature String

After obtaining the security credentials (Secretld and SecretKey), you can generate a signature as follows:
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Concatenate Concatenate Generate the

Sort the parameters request string plaintext signature HMAC signature

Assume that the Secretld and SecretKey are:
Secretld: AKIDJ5YyKBZQpn74WFkmLPx3gnPhESA
SecretKey: Gubtcd98joQYCN3Cozkl1gA

O Note:

This is just an example. You need to use your own Secretld and SecretKey in actual operations.

Take the Describelnstances API to query the list of CVM instances as an example. When you call this API,

the request parameters may be as follows:

Parameter Description Value

Action Action name

Secretld Key ID

Timestamp Current timestamp

Nonce Random positive integer

Region Region where the instance resides
SignatureMethod Signature method

Instancelds.0 ID of the instance to query

1. Sorting parameters

First, sort all request parameters by parameter name in ascending lexicographical order, just like sorting
words in a dictionary in ascending alphabetical order or numerical order. That is, sort the parameters by
their first letters, then by their second letters if their first letters are the same, and so on. You can do this
with the aid of sorting functions in programming languages, such as the ksort function in PHP. The sorting

results of the above sample parameters are as follows:
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"Action" : "DescribeInstances",

"InstanceIds.O0" : "ins-09dx****",

"Nonce" : "11886",

"Region" : "ap-guangzhou",

"SecretId" : "AKID****J5yKBZQpn74WEFkmLPx3gnPhESA",

"SignatureMethod" : "HmacSHA256",

"Timestamp" : "1465185768"

You can use any other programming languages as long as the sorted parameters are the same as these in
this example.

2. Concatenating a request string

This step generates a request string.
Format the request parameters sorted in the previous step into the form of "parameter name"="parameter
value". For example, if the value of Action iS "DescribelInstances" ,the parameter is formatted

into Action=DescribelInstances

O Note:
"Parameter value" is the original value instead of the URL-encoded value.
Replace the underscore (if any) in the Key of an input parameter with a . , while maintain
the underscore in the Value . For example, Placement_Zone=CN_GUANGZHOU should be

converted to Placement.Zone=CN_GUANGZHOU

Then, concatenate the formatted parameters with "g" . The resulting request string is as follows (ignore

the line breaks here):

Action=DescribelInstances
&Instancelds.0=ins—09dx****

&Nonce=11886

&Region=ap-guangzhou

&SecretId=AKID****J5yKBZQOpn74WFkmLPx3gnPhESA
&SignatureMethod=HmacSHA256

&Timestamp=1465185768

3. Concatenating the original signature string
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This step generates an original signature string.

Construct a signature string in the format of

@ Note:

request method + request CVM + request path + ? + request string

Description of parameters:

Request method: both POST and GET methods are supported. This example uses the GET request method.
Request CVM: the domain name of the request, which varies by the product or product module to which
the API belongs. For example, the request domain name for the Describelnstances API used to query the
CVM instance list is: cvm.api.gcloud.com . For more information, see the instructions of the

specific API.

Request path: a fixed path for requesting TencentCloud APls. For example, the request path for Tencent
Cloud CVM is always /v2/index.php

Request string: the request string generated in the previous step.

The concatenation result of the example is as follows (ignore the line breaks here):

GETcvm.api.gcloud.com/v2/index.php?Action=DescribelInstances

&Instancelds.0=ins—09dx****

&Nonce=11886

&Region=ap—-guangzhou

&Secret Id=AKID****J5yKBZQpn74WFkmLPx3gnPhESA
&SignatureMethod=HmacSHA256

&Timestamp=1465185768

4. Generating a signature string

This step generates a signature string.

O Note:
There are two ways to calculate a signature: HmacSHA256 and HmacSHA1. The signature string will
be generated based on the specified signature algorithm (i.e., the SignatureMethod
parameter). The HmacSHA256 algorithm will be used if you specify SignatureMethod to
“HmacSHA256”; otherwise, HmacSHA1 will be used.

First, use the signature algorithm (HmacSHA256 or HmacSHA1) to sign the original signature string
obtained in the previous step, and then encode the generated signature using Base64 to get the final

signature.
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In this example, the PHP programming language is used to calculate the signature string with HmacSHA256.
You can use any other programming languages as long as the resulting signature is the same as the one in
this example. The sample code is shown as follows:

ey = '"GuSt 9xGARNpg86cd98joQYCN3Coz****"';

'GETcvm.api.qgcloud.com/v2/index.php?

Action=DescribeInstances&Instancelds.0=ins—
09dx****&Nonce=11886&Region=ap—

guangzhou&Secret Id=AKID****J5yKBZQpn74WFkmILPx3gnPhESA&SignatureMethod=Hm
acSHA256&Timestamp=1465185768";

('"sha256"',

The final signature string is:

OEEm/HtGRr/VJIXT****YMth1Bzm31LHz5RCDv1GdM8s=

Similarly, if you use the HmacSHA1 signature algorithm, the code to generate the signature string is as

follows:

7 = 'Gubt 9xXGARNpg86cd98joQYCN3Coz**x** "',
'GETcvm.api.gcloud.com/v2/index.php?
Action=DescribeInstances&Instancelds.0=ins—
09dx****g¢Nonce=11886&Region=ap—
guangzhou&Secret Id=AKID****J5yKBZQpn74WFkmLPx3gnPhESA&SignatureMethod=Hm
acSHA1&Timestamp=1465185768";

(

The final signature string is as follows:

BTG 915 Wt (S chle oYL S(OIS HOa b =

Encoding a Signature String

The generated signature string cannot be directly used as a request parameter and must be URL encoded.

For example, the signature string 0EEm/HtGRr/VJXT****YMth1Bzm31LHz5RCDv1GdM8s= generated in

©2013-2025 Tencent Cloud. =& #2] 28 = o] Z] 500 (& 595%)



Cloud Load Balancer

&2 Tencent Cloud

the previous step should be encoded to 0EEmM%2FHtGRr%2FVJIXT****YMth1Bzm31LHz5RCDv1GdM8s%3D
Therefore, the resulting request parameter for the Signature s
OEEmM%2FHtGRr$2FVIXT****YMth1Bzm31LHz5RCDv1GAM8s%3D , which will be used to generate the final

request URL.

O Note:
If you are sending a GET request, all parameters in the request need to be URL-encoded. Please
note that network libraries of some programming languages automatically URL encode all
parameters, in which case there is no need to URL encode the signature string; otherwise, two

rounds of URL encoding will cause the signature verification to fail.

Authentication Failures

The following errors may occur when authentication fails:

Error
Error Type Error Description
Code
Identity Identity verification failed. Please make sure that the Signature
4100 verification parameter added to your request is calculated correctly (refer to the
failed preceding steps) and URL encoded.
. The sub-user is not authorized to call this API. Please contact the
Unauthorized o ) . o
4101 . developer for authorization. For more information, see Authorization
operation )
Policy.
You are not authorized to access resources used by this API. Check the
4102 Unauthorized relevant resource IDs in the message field and contact the
operation developer for authorization.
For more information, see Authorization Policy.
2103 Unsupported The sub-user's Secretld cannot be used to call this API. Only the
operation developer account has access to this API
2104 Secretld does The Secretld does not exist or the status of SecretKey is incorrect.
not exist Please make sure that the API key is valid and enabled
2110 Authentication Permission verification failed. Please make sure that you have the
failed permission to access the resources
4500 Replay attack The Nonce parameter must be unique, and the difference between
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Timestamp and Tencent server time should be within two hours.
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TencentCloud API authenticates each access request using the signature algorithm (Signature), so each
request is required to include Signature for user authentication.

Before using a TencentCloud API for the first time, you need to apply for security credentials in the Tencent
Cloud Console. The security credential consists of Secretld and SecretKey. Secretld is used to identify the
API requester, while SecretKey is used to encrypt the strings to create a signature so that Tencent Cloud
server can validate the identity of the requester. Keep your SecretKey private and avoid disclosure. If you

already have the security credential, skip to the “Generating a Signature String” section.

Applying for Security Credentials

Before using a TencentCloud API for the first time, you need to apply for security credentials.

1. Log in to the API Key Management console.

2. Click Create Key to create one Secretld/SecretKey pair. Each account can have at most two keys.

Generating a Signature String

Suppose that the Secretld and SecretKey obtained from the last step are:
Secretld: AKID****J5yKBZQpn74WFkmLPx3gnPhESA.
SecretKey: Gubt****pq86cd98joQYCN3Cozkl1gA.

To make a request for querying the list of CVM instances, the request parameters are:

Parameter Parameter Format

Action Action=Describelnstances

Secretld Secretld= AKID****J5yKBZQpn74WFkmLPx3gnPhESA
Current timestamp Timestamp=1408704141

Random positive integer Nonce=345122

Region Region=gz

First CVM instance ID to query instancelds.0=qcvm12345

Second CVM instance to query instancelds.1=qcvm56789

To generate an API signature, do as follows:

Sorting parameters
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Sort the request parameters in an ascending lexicographical order by their names (such as using the
ksort function in PHP), and the result is as follows:

'Action' : 'DescribelInstances',

'Nonce' : 345122,

'Region'

'SecretId' : 'AKID****J5yKBZQpn74WFkmLPx3gnPhESA',
'Timestamp' : 1408704141
'instanceIds.0' : 'gcvml12345"',

'instanceIds.l' : 'gcvm56789"',

Concatenating request strings
Format the above sorted request parameters as k=v, and then combine them with "&". Please note that v is

the original value, instead of the URL-encoded value.

Action=DescribelInstances&Nonce=345122&Region=gz&Secret Id=AKID****J5yKBZQ

Pn74WFkmLPx3gnPhESA&Timestamp=1408704141&

instanceIds.0O=qgcvml2345&instancelIds.l=qcvm56789

Concatenating original signature strings

The following parameters are required for constructing original signature strings:
Request method: POST and GET methods are supported. The GET request method is used here.

Request CVM: cvm.api.qcloud.com. Domain names vary depending on the module to which the API

belongs. For more information, see the descriptions of each API.
Request path: /v2/index.php
Request string: the string generated in the previous 2 steps.

Construct an original signature string in the format of:
Request method + request CVM + request path + ? + request string.

The resulting string in the example is:

GETcvm.api.gcloud.com/v2/index.php?Action=Describelnstances&Nonce=

345122&Region=gz&Secret Id=AKID****J5yKBZQpn74WFkmLPx3gnPhESA&Timestamp=1
408704141
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Generating a signature string

1. Sign the original signature string obtained in the previous step using the HMAC-SHA1 algorithm.
2. Encode the generated signature using Base64 to obtain the final signature string.

The sample code in PHP is as follows:

y = 'Gubt 9xGARNpg86cd98]joQYCN3CozklgA';

'GETcvm.api.qgcloud.com/v2/index.php?

Action=DescribelInstances&Nonce=345122&Region=gz&Secret Id=AKID****J5yKBZQ

pn74WFkmLPx3gnPhESA&Timestamp=1408704141";

The signature string obtained is as follows:

HgIY****51N6gz8JsCFBNAWpP20Q=

You can use any other programming languages as long as the resulting signature is the same as the one in

this example.

Adding a signature and sending requests

Add the sSignature parameter, which is the signature string generated in the previous step, to the

request parameter, and convert the signature to a URL-encoded one. The
HgIY****51N6gz8JsCFBNAWp20Q= signature generated above is encoded to
HgIY****51N6gz8JsCFBNAWP20Q%3D

If you use the GET request method, all the request parameter values must be URL-encoded. If you use

the POST request method, URL encoding is only needed for Signature parameter.
Send HTTPS protocol request to obtain the returned value of API in JSON string format.

The final request URL in the example is as follows:

https://cvm.api.gcloud.com/v2/index.php?Action=Describelnstances
&Nonce=345122
&Region=gz

&Secret Id=AKID****J5yKBZQpn74WFkmLPx3gnPhESA

&Signature=HgIY****51N6gz8JsCFBNAWP20Q%3D

&Timestamp=1408704141
&instanceIds.O=gcvml12345

&instancelds.l=qcvm56789
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Returned Results
Successful Response

@ Note:

This is a legacy APl and may be deprecated in the future. It is currently not displayed on the left
sidebar. We recommend using CLB API 3.0, which is more standardized and has a significantly

reduced access latency.

If an API call succeeds, the code field in the final returned result will be 0. The message field will be
empty, and the returned result data will be displayed.

Below is a sample response:

"Code": "O",

"Iﬂessage" : nmn

<Response data>
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Error Response

If an API call fails, the code field in the final response will not be 0, and the message field will show a
detailed error message. You can use code and message fields to check the error information on the
Error Codes page.

Error response sample:

"code": "5100",

"message": " (100004) incorrect projectId"
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Error Codes

@ Note:

This is a legacy APl and may be deprecated in the future. We recommend using CLB API 3.0. The

updated version is more standardized with significantly reduced access latency.

Features

The code (error code) in the response body indicates the result of the call to a TencentCloud APIL. It is a
common error code applicable to all APIs. If code is 0, the call succeeded; otherwise, the call failed, and
you can determine the cause of the error and take corresponding actions based on the list of common error
codes.

Sample:

"code": "5100"

Common Error Codes

Error

Description Action
Code

A required parameter is missing or the parameter
4000 Invalid request parameter value is incorrectly formatted. For error message, see
the ‘'message’ field in error description.

Identity verification error. It’s usually caused by

4100 Identity verification failed L .
errors in signature calculation.

The sub—account is not authorized by the root
4101 Unauthorized API calls account to use this API. Please contact the root
account admin for the permission.

. The sub—account is not authorized by the root
Unauthorized access to .
4102 account to access the specified resource. Please

resources i o
contact the root account admin for the permission.

4103 Unauthorized access to The sub—account is not authorized by the root
resources under the current API account to access the specified resource operated
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4104

4105

4106

4110

4300

4400

4500

4600

5000

5100

5200

5300

5400

The key does not exist

Incorrect token
MFA authentication failed

Other CAM authentication failed

Access denied

Quota exceeded

Replay attack

Unsupported protocol

The resource does not exist

Resource operation failed

Resource purchase failed

Insufficient balance

Partially executed
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on by this API. Please contact the root account
admin for the permission.

The key used for the request does not exist. Please
check and try again.

The token is incorrect.
MFA authentication failed.
Other CAM authentication failed./td>

The account is blocked or unauthorized to use the
API.

The number of requests exceeded the quota limit.
Please submit a ticket for assistance.

The 'Nonce™ and "Timestamp™ parameters ensure that
each request will be executed only once on the
server. The "Nonce™ value must be unique, and the
difference between “Timestamp™ and the Tencent
server time should not be greater than 5 minutes.

The protocol is not supported. The current API only
supports HTTPS protocol and does not support HTTP
protocol.

The instance corresponding to the resource ID does
not exist, or the instance has been returned, or
resource accessed belongs to other users.

The operation performed on the resource failed. For
error message, see the ‘message’ field in error
description. Try again later or contact customer
service.

Failed to purchase the resource. This may be caused
by unsupported instance configuration or insufficient
resources..

Failed to purchase or upgrade the resource due to
insufficient balance.

The batch operation was successful on some
resources. For more information, see the returned
value of the function.

H o] Z] 509 (& 595%)


https://console.intl.cloud.tencent.com/workorder/category?level1_id=141&level2_id=645&source=0&data_title=%E6%B4%BB%E5%8A%A8%E9%98%B2%E5%88%B7AA&level3_id=647&radio_title=%E5%9C%BA%E6%99%AF%E5%92%A8%E8%AF%A2&queue=3&scene_code=16593&step=2

&2 Tencent Cloud
5500 User qualification review failed
6000 Internal server error
6100 Unsupported version
6200 API temporarily inaccessible
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Failed to purchase the resource due to user
qualification review failure.

An internal error occurred with the server. Try again
later or contact customer service.

The API version is not supported or is under
maintenance. Note: when this error occurs, first
check whether the domain name of the APl is
correct, as the domain name may vary by module.

The current API is under maintenance and not in
service. Please try again later.
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Response Format for Asynchronous Task
APIs

Asynchronous task API is not defined in the updated APl documents (available for certain services only, such

as CVM). For specific usage, see the Action field in each document.

Response Format for Common Asynchronous Task APIs

Sending one request to common asynchronous task APIs allows you to operate only one type of resource at
a time. For example, you can create CLB instance or reset the server’s operating system by making a call to

the specified common asynchronous task API.

Name Type Description Required

Error code of the returned result. O:
code Int ] Yes
success; other values: failure.

message String Error message of the returned result. No

requestld String Task number. Yes

Response Format for Batch Asynchronous Task APIs

Sending one request to these asynchronous task APIs allows you to operate multiple resources. For example,

you can change passwords, start or shut down servers.

Require
Name Type Description q .
Error code of the returned result. O: success; other values:
code Int . Yes
failure.
message String Error message of the returned result. No

. The code, message, and requestld of the resource operation
detail Array . Yes
are returned with the resource ID as the key.

Sample
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"message": "success",
"detail": {
"gcvm6a456b0d8£01d4b2b1£5073d3£fb8cccO0": {
"code": O,
"message": "",
"requestId": "1231231231231"
ty
"qcvm6a456b0d8£01d4b2bl1£5073d3£fb8cccl": {

"code": O,

"message":

mn
4

"requestId": "1231231231232"

O Note:

If the operation succeeds for all resources, the outermost code is O.
If the operation fails for all resources, the outermost code is 5100.

If the operation fails for some resources, the outermost code is 5400. In this case, the terminal

can obtain information about the failed operations via the detail field.

If the operation succeeds for all resources, the outermost code is O.
If the operation fails for all resources, the outermost code is 5100.

If the operation fails for some resources, the outermost code is 5400. In this case, the terminal can

obtain information about the failed operations via the detail field.
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Response Structure

Nam T
i Description
e pe
Error code of the returned result. O: success; other values: failure. For more

code Int information about the error code, see Error Codes.

Str
mes . Request results.

in
sage

g

Example:

Sample requests with common parameters:

https://domain/v2/index.php?

Action=DescribelInstances&Secret Id=xxxxxxx&Region=gz

&Timestamp=1402992826&Nonce=345122&Signature=mysignature&instanceId=101

Possible response:

"code":0,
"message": "success",
"instanceSet":
[{
"instanceId":"qcvml234",
"cpu":1,
"mem" :2,
"disk":20,
"bandwidth":65535,

"os":"centos_62_64",

"lanIp":"10.207.248.186",

"wanIp":null,

"status":0
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Sample Codes

Downloading SDK Codes

Sample Code in PHP Sample Code in Java Sample Code in Python Sample Code in .NET
Replace YOUR_SECRET_ID and YOUR_SECRET_KEY in the sample codes with your actual
SecretId and SecretKey

The sample code is for reference only. Use them as needed.

Sample Code in PHP

[rFFHFA LK xF I A AL *Then calling a API, change the following parameters
depending on the API.*********************************/
[**¥*rkxkxkxkkx*Tgke the ‘Describelnstances’ API as an example to describe

how to the CVM with the specified "instanceld .****x*xx*x*xx*/

/*The URL address for the "Describelnstances’ API is
“cvm.api.gcloud.com”, is provided in the "1. API Description"
chapter.*/

SHttpUrl="cvm.api.gcloud.com";

/*Unless otherwise specified, all APIs other than
"MultipartUploadVodFile® support both GET and POST request methods. */
SHttpMethod="GET";

/*Whether HTTPS protocol is used. Most APIs are based on HTTPS protocol,
except such APIs as MultipartUploadVodFile  .*/

SisHttps =true;
/*Your key is required. You can obtain SecretId and S$secretKey from

https://console.intl.cloud.tencent.com/capi.*/

SsecretKey="XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX" ;
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/*The following five parameters are common to all APIs. However, for
some APIs (e.g. DescribeDeals ) that are not region-specific, the
"Region’ parameter is not required.*/
SCOMMON_PARAMS = array (

'"Nonce'=> rand(),

'Timestamp'=>time (NULL),

'"Action'=>'DescribelInstances',

'SecretId'=> "XXXXXXXXXXXXXXXKXXXXKXXXKXXXKXKXXXX",

'Region' =>'gz',

)i

/*The following two parameters are specific to the "Describelnstances’
APT, are used to query the specified CVM list.
SPRIVATE_PARAMS = array (

'instanceIds.0'=> 'gcvm00001',

'instancelIds.l'=> 'gcvm00002"',

/***********************************************************************

***‘k***‘k**‘k*/

CreateRequest (SHttpUrl, SHttpMethod, SCOMMON_PARAMS, $SsecretKey,

SPRIVATE_PARAMS, SisHttps);

function CreateRequest (S$SHttpUrl, SHttpMethod, SCOMMON_PARAMS, $SsecretKey,
SPRIVATE_PARAMS, SisHttps)
{

SFullHttpUrl = S$HttpUrl."/v2/index.php";

[rFrFHFAE XK KK AKX x*kGort the request parameters in ascending
lexicographical order by their names on a case—-sensitive

basis.*************/

SRegParaArray = array_merge (SCOMMON_PARAMS, SPRIVATE_PARAMS) ;

14

ksort ($RegParalArray) ;

/**********************************Generate Original Signature

String_**********************************
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* Concatenate the request method, URL address and sorted request
parameters into the following to generate the original signature
string. In this example, the original signature string is as follows:

* GETcvm.api.gcloud.com/v2/index.php?
Action=DescribeInstances&Nonce=345122&Region=gz

* &SecretId=AKIDz8krbsJ5yKBZQ
-1pn74WFkmLPx3gnPhESA&Timestamp=1408704141

* &instancelds.O=gcvml2345&instancelds.l=gcvm56789

*
R I 2 S I R b b b b 2 dh b b b b 2 S dh b b b b e 2 I b b b b b S dh dh b b i b I S b Sh b b b dR Ih b b b S IR I b b b 2 dE S b b 4

****/

$SigTxt = $HttpMethod.S$FullHttpUrl."?";

SisFirst = true;
foreach ($RegParaArray as Skey
{

if (!S$isFirst)

{

$SigTxt = $SigTxt."&";

SisFirst= false;

/*During concatenating the original signature string, replace
in a parameter name with "." */

if (strpos (Skey, '_"))

{

Skey = str_replace('_', '.

$Si1gTxt=$SigTxt.Skey."=".Svalue;

[FrEEEF KKK KKKk KKKk KKKk *Generate a Signature based on the original
shlgmaiEuiEeN siEratn gl SISEIgIT X ER AR AR A AT AT AT AT/
SSignature = base64_encode (hash_hmac('shal', $SigTxt, S$secretKey,

true));

[**FHFAEx* KK kA Concatenate the request strings. The request

parameters and the signature string need to be encoded using
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urlencode.*******************/

SReq = "Signature=".urlencode (S$SSignature) ;
foreach ($RegParalArray as Skey => S$Svalue)

{

SReg=SReqg."&".Skey."=".urlencode (Svalue) ;

/*********************************Send

requests********************************/
if (SHttpMethod === 'GET')
{

SReg="https://".SFullHttpUrl."?".SReq;

SReg="http://".SFullHttpUrl."?".SReq;

SRsp = file_get_contents (SReq) ;

SRsp= SendPost ("https://".SFullHttpUrl, SReq, SisHttps) ;

SRsp= SendPost ("http://".SFullHttpUrl, SReq, SisHttps) ;

var_export (json_decode (SRsp, true)) ;

function SendPost (SFullHttpUrl, SReq, SisHttps)
{

©2013-2025 Tencent Cloud. =& #2] 28 H| o] Z] 518 (& 595%)




&2 Tencent Cloud Cloud Load Balancer

Sch = curl_init ();
curl_setopt ($ch, CURLOPT_POST, 1);

CURLOPT_POSTFIELDS, =q) ;

CURLOPT_URL, $FullHttpUrl);

CURLOPT_RETURNTRANSFER, true

curl_setopt ($ch, CURLOPT_SSIL_VERIFYPEER,

curl_setopt ($ch, CURLOPT_SSIL_VERIFYHOST,

sult = curl_exec

return
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General APls
DescribelL.oadBalancersTaskResult

% Z ddo|E Y}:: 2024-12-19 11:05:25

API Description

This API is used to query the execution result of a task with request task ID as the input parameter for Cloud
Load Balancer and classic CLB.

Domain name for API calls: 1b.api.gcloud.com

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you
call the API. For more information, see Common Request Parameters. The Action field for this APl is

DescribeloadBalancersTaskResult

Parameter Required Type Description

Request task ID, which is obtained from the

requestld Yes Int
returned value of an asynchronous API.

Response Parameters

Parameter Type Description

Common error code. O: success; other values: failure. For
more information, see Common Error Codes.

code Int

message String APl-related module error message description.

Error code. For a successful operation, "Success" is
codeDesc String returned. For a failed operation, a message describing the
failure is returned.

data Array Returned array.

Data structure:

Parameter Type Description

status Int Current task status.O:
successful; 1: failed; 2: in
progress.
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Example

Request

https://lb.api.gcloud.com/v2/index.php?

Action=DescribelLoadBalancersTaskResult
&< >

&requestId=6356081

Response

"code": O,
Hmessage" : " H,

"codeDesc": "Success"

"data": {

"status": 0
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CreatelLL,oadBalancer

% Z Addo|E Ya:: 2024-12-19 11:21:53

API Description

This APl is used to create a CLB instance. To use the CLB service, you first need to purchase one or more
instances. After this API call succeeds, a unique instance ID will be returned. There are two types of
instances: public network and private network instances. For more information, see the “network types” in
CLB Attributes Selection.

Domain name for API calls: 1b.api.gcloud.com

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you
call the API. For more information, see Common Request Parameters. The Action field for this APl is

CreatelLoadBalancer

Parameter Required Type Description

loadBalance No Int Network type of the CLB instance.

rType 2: public network; 3: private network.

forward No Int CLB instance type. 1: CLB; 0: Cassic CLB. Default value: 0.

CLB instance name, which takes effect only when an
instance is created. Rule: 1-50 letters, Chinese, digits,
loadBalance ) dashes (-), or underscores (_).
No String ] . o
rName Note: If this name is the same as that of an existing CLB
instance, the system will automatically generate a name

for this newly created instance.

Domain name prefix. The domain name of the CLB
instance consists of the user—-defined domain prefix and
the domain suffix automatically generated by Tencent
Cloud to ensure the uniqueness. This field is only
applicable to Classic CLB instances.
domainPrefi No String Rule: 1-20 lowercase letters, digits or dashes (-). This
X field is inapplicable to private network CLB.
Note: if this domain name prefix is the same as that of an
existing CLB instance, the system will automatically
generate a domain name prefix for this newly created
instance. For example, you only need to enter the prefix

"xxxxx" for xxxxx.region.appld.clb.myqcloud.com.
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vpcld No String Network ID of the CLB instance, which can be obtained via
the DescribeVpcEx API. If no value or “0” is passed in, the
network is Classic Network.

A subnet ID specified when you purchase a private network
CLB instance in a VPC. The VIP of this instance will be
generated in the subnet. This parameter can be left empty
in other cases.

subnetld No Int

ID of the project to which a CLB instance belongs, which
can be obtained via the DescribeProjects API. If this
parameter is not passed in, the default project will be
used.

projectld No Int

number No Int Number of CLB instances to be created. Default value: 1.

Response Parameters

Paramete
Type Description
.
code Int Common error code. 0: success; other values: failure. For more information,
see Common Error Codes.
message String APl-related module error message description.
. Error code. For a successful operation, "Success" is returned. For a failed
codeDesc String ] . . .
operation, a message describing the failure is returned.
unLoadBa
Array Array of unique CLB instance IDs.
lancerlds
requestld Int Task ID.
deallds Array Reserved field.
Example

Purchasing three public network CLB instances with static IPs

https://lb.api.gcloud.com/v2/index.php?Action=CreatelLoadBalancer

&<Common request parameters>
&loadBalancerType=2

&number=3
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Response

"code": O,
"message": "",
"codeDesc": "Success",
"requestId": 3901942,
"dealIds": [
"3901942"
I
"unLoadBalancerIds": {
"3901942": [
"lb-cjcymkw9",
"lb-fpkOoxhp",

"lb-ikpzv02x"

Where, Ib—cjcymkw9 is the unique ID of the CLB instance you just purchased. Next, use the

DescribeLoadBalancers API to query whether the CLB instance has been successfully created.
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InquiryLBPriceAll

% Z Addo|E Yt:: 2024-12-19 11:23:36

API Description

This APl is used to query the price of CLB instances. For more information about the prices, see Billing
Description.

Domain name for API calls: 1b.api.gcloud.com

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you

call the API. For more information, see Common Request Parameters. The Action field for this APl is

InquiryLBPriceAll
P t Requi T
arame equl Y Description
er red pe
CLB type.
loadBala Yes Int 2: public network CLB
ncerType .
3: private network CLB
Billing mode of the CLB instance.
IbCharge Stri "ing ' _
T Yes n POSTPAID_BY_HOUR: pay—as—-you—go on an hourly basis. Keep the
vP 9 default value.
dsN
9oodshu No Int Number of instances. Default value: 1
m
internetA s . .
ol N Arr Network billing mode of the CLB instance, such as maximum
o]
coess! ay bandwidth. This field is required for public network CLB.
e
loadBala No Stri This field is required only when you renew an instance or modify its
ncerld ng configuration.

internetAccessible type

Requi
Parameter <o Type Description

red

Yes String Network billing mode.
internetChargeTy TRAFFIC_POSTPAID_BY_HOUR: bill-by-traffic on an
pe hourly pay—as—-you—go basis
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internetMaxBand Yes Int
widthOut

Response Parameters

Parame

Cloud Load Balancer

BANDWIDTH_POSTPAID_BY_HOUR: bill-by-bandwidth on
an hourly pay—as—you—go basis

BANDWIDTH_PACKAGE: bill by bandwidth package (only
for specified ISPs currently)

Maximum outbound bandwidth, in Mbps. Valid ranges:
0-2048 Mbps. This field is only effective for public
network CLB instances.

Type Description
ter
code Int Common error code. O: success; other values: failure. For more information,
see Common Error Codes.
messa
9 String APl-related module error message description.
e
codeDe Strin Error code. For a successful operation, "Success" is returned. For a failed
sc 9 operation, a message describing the failure is returned.
price Array Prices of the CLB instances, in USD.
Example

Querying the price of a public network CLB instance.

https://1lb.api.qcloud.com/v2/index.php?Action=InquiryLBPriceAll

&<Common request parameters>
&loadBalancerType=2
&1bChargeType=PREPAID
&goodsNum=1

&inquiryType=2

&internetAccessible.internetChargeType=BANDWIDTH_ PREPAID

&internetAccessible.internetMaxBandwidthOut=1

&1bChargePrepaid.period=1

Successful response:
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"message": " "’

"codeDesc": "Success",

"price": {

"lbIdPrice": {
"originalPrice":

"discountPrice":
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DescribelLoadBalancers

2= Ao E Idx:: 2024-12-19 14:28:25

API Description

This API is used to obtain the list of CLB instances and output satisfactory CLB instances based on the
specified parameters.

Domain name for API calls: 1b.api.gcloud.com

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you
call the API. For more information, see Common Request Parameters. The Action field for this APl is

DescribelLoadBalancers

Requir Typ

Parameter Description
ed e
loadBal tri
cadBalance No Strin CLB instance ID.
rlds.n 9
loadBalance No Int Network type of the CLB instance.
rType 2: public network; 3: private network.
forward No Int CLB instance type. 1: CLB; O: classic CLB, -1: all.
| .
oadBalance No Strin CLB instance name.
rName g

Domain name assigned to a public network classic CLB

Strin
domain No instance by Tencent Cloud. This field is inapplicable to other

g .

types of CLB instances.
loadBalance No Strin VIP address of the CLB instance. You can enter several VIP
rVips.n g addresses.
tri

backendWa No Strin Public IP of the real server bound to a CLB instance.
nlps.n g
lbaokendLan No strin Private IP of the real server bound to a CLB instance.
ps.n g
offset No Int Data offset. Default value: O.
limit No Int Number of returned CLB instances. Default value: 20.
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orderBy

orderTyp

searchKey

projectld

withRs

No

No

No

No

Strin

Int

Strin

Int

Int

Response Parameters

Parameter Type
code Int
Strin
message
Strin
codeDesc
g
totalCount Int
loadBalanc
Array
erSet
loadBalancerSet
Parameter Type
loadBalance
String
rid
unLoadBala .
String
ncerld
loadBalance
String
rName
loadBalance Int

©2013-2025 Tencent Cloud. 2 & H g 2§,

Description

Cloud Load Balancer

Sort by field. Valid values: loadBalancerName, createTime,
domain, loadBalancerType.

1: reverse; 0: sequential. The createTime in reverse
chronological order will be used by default.

Search field which fuzzy matches name, domain name, or VIP.

ID of the project to which a CLB instance belongs, which can be
obtained via the DescribeProject API.

Whether the CLB instance you want to query is bound to a real
server. O0: no; 1: yes; 2: query all.

Common error code. 0: success; other values: failure. For more information,
see Common Error Codes.

APl-related module error message description.

Error code. For a successful operation, "Success" is returned. For a failed
operation, a message describing the failure is returned.

Total number of CLB instances that meet the filter criteria.

Array of returned CLB instances.

structure

Description

CLB instance ID.

CLB instance ID.

CLB instance name.

Network type of the CLB instance.
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rType 2: public network; 3: private network.
forward Int CLB type identifier. 1: CLB; 0: classic CLB.
. . Domain name assigned to a public network classic CLB instance by
domain String . . . -
Tencent Cloud. This field is inapplicable to other types of CLB instances.
loadBal
0acBaIaNCce Ay VIP list of the CLB instance.
rVips
Status of the CLB instance.
status Int ] .
0O: creating; 1: running.
createTime String Creation time of the CLB instance.
statusTime String Last time when the status of the CLB instance changes.
projectld Int ID of the project to which the CLB instance belongs. 0: default project.
vpcld Int Numerical digits of the VPC ID. O: classic network.
subnetld Int Numerical digits of the VPC subnet ID. O: default subnet.
Identifier of a high defense LB. 1: high defense CLB; 0: non-high defense
openBgp Int
CLB.
snat Bool "snat" is enabled for all private network classic CLB instances created
before December 2016.
) . Isolation status of the CLB instance due to account arrears. 0: not
isolation Int
isolated; 1: isolated.
o Strin Log information. Only the public network CLB instances that have HTTP
o 9 or HTTPS listener can generate logs.
Example

Querying the CLB instance list using default parameters

https://1b.api.gcloud.com/v2/index.php?Action=DescribeloadBalancers

&<Common request parameters>

&forward=-1

Response
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"code": O,

"message": "",

"codeDesc": "Success",

"loadBalancerSet": |

{
"loadBalancerId": "lb-hclvniOf",
"unLoadBalancerId": "lb-hclvniOf",
"loadBalancerName": "cls—-gbesvs66_ngl"
"loadBalancerType": 2,
"domain": "cls-gbesvs66-ngl.gz.1251707795.clb.mygcloud.com",
"loadBalancerVips": |
"111.230.83.36"

I
"status": 1,
"createTime": "2017-11-30 14:28:45",
"statusTime": "2017-11-30 14:29:11",
"vpcId": 2968,
"unigVpcId": "vpc-b2h3xykt",
"subnetId": 1,
"projectId": 0,
"forward": O,
"snat": false,
"openBgp": O,
"isolation": O,

"log-": nmn

I
"totalCount": 1
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DeletelLoadBalancers

2= dulo]E I 2024-12-19 14:30:53
Unless otherwise specified, each request returns the following fields in its response:

API Description

This API is used to delete the specified CLB instance(s).

Domain name for APl calls: 1b.api.gcloud.com

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you
call the API. For more information, see Common Request Parameters. The Action field for this APl is

DeleteloadBalancers

Requi
Parameter = Type Description
red
) CLB instance ID, which can be queried via the
loadBalancerl Yes String

Describel.oadBalancers API.
ds.n

Response Parameters

Paramete
Type Description
-
code Int Common error code. 0: success; other values: failure. For more
information, see Common Error Codes.
message String APl-related module error message description.
String Error code.
codeDesc

Request task ID. The API provides an asynchronous task. You can use
requestld Int this parameter to query the execution result via the
DescribelLoadBalancersTaskResult API.

Example

Request
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https://lb.api.gcloud.com/v2/index.php?Action=DeleteloadBalancers

&< >

&loadBalancerIds.O=1lb-abcdefgh

Response

"code": O,
Hmessage": " ",

"codeDesc": "Success",

"requestId": 6356502
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GetMonitorData

% Z Addo|E Y#:: 2024-12-19 14:54:14

API Description

This APl is used to get the monitoring data of the CLB instance by passing in the namespace, object
dimension description, and monitoring metric of the instance.

Domain name for API calls: monitor.api.qgcloud.com

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you

call the API. For more information, see Common Request Parameters. The Action field for this APl is

GetMonitorData
Parameter Required Type Description
Namespace. Each Tencent Cloud service has a
. namespace. There are two namespaces for CLB:
namespace Yes String

gce/lb_public for public network CLB and
gce/lb_private for private network CLB.

Monitoring metric to be obtained, such as ‘connum®
metricName Yes String for current connection, and “intraffic’ for inbound
bandwidth. For more information, see the table below.

Dimension name. You can use a combination of
dimensions to get the monitoring data. Each
dimensions.n. Yes String namespace has different dimension structures as
name shown in the table below. This parameter should be
used with "dimensions.n.value’.

dimensions.n. Yes String Values of a specified dimension.
value

Start time such as 2017-01-01 00:00:00. The default

startTime No Datetime
time is 00:00:00 on the current day.
End time such as 2017-01-01 10:00:00. The current
i ) time is used by default. Note: it cannot be earlier than
endTime No Datetime

‘startTime’, and we recommend configuring it on the
same day as ‘startTime’.
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period No Int Statistical period for monitoring data. Valid values: 60s
and 300s. If this parameter is not passed in, 300s will
be used by default.

Currently, CLB supports displaying the following metrics (metricName)

Metric Description Unit
Connum Current connections -

new_conn New connections -

Intraffic Inbound bandwidth Mbps
outtraffic Outbound bandwidth Mbps

inpkg Inbound packets Packets/sec
outpkg Outbound packets Packets/sec

The namespaces of CLB instances and their respective monitoring dimensions are described as follows:

Public network CLB instance namespace gce/lb_public

The gce/lb_public namespace can be used to query all the monitoring data of the public network CLB
instances.
gce/lb_public supports the following dimension groups:

Public network CLB dimension

This dimension reflects the overall monitoring metric of a public network CLB instance. The dimension

(dimensions.n.name) to be specified is as follows:

Dimension Description Format

VIP CLB VIP IP address, such as 111.111.111.11

API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData

&< >

&namespace=qgce/lb_public&metricName=connum

&dimensions.0.name=vip

&dimensions.0O.value=111.111.111.11

Public network CLB port dimension
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This dimension reflects the monitoring metric of the port on a public network CLB instance. The

dimension (dimensions.n.name) to be specified is as follows:

Dimension Description Format

VIP CLB VIP IP address, such as 111.111.111.11
loadBalancerPort Port Int, such as 80

protocol Protocol String, such as TCP

API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData

&< >
&namespace=qgce/lb_public
&metricName=connum
&dimensions.0.name=vip
&dimensions.O.value=111.111.111.11
&dimensions.l.name=loadBalancerPort
&dimensions.l.value=80
&dimensions.2.name=protocol

&dimensions.2.value=tcp

Public network CLB real server dimension
This dimension reflects the monitoring metric of the real server bound to a public network CLB instance.

The dimension (dimensions.n.name) to be specified is as follows:

Dimension Description Format

IP address, such as
TM111.111.1

VIP CLB VIP

loadBalancer

Port CLB port Int, such as 80
protocol Protocol String, such as TCP
vpcld VPC ID of the CLB instance Int, such as 1111
lanip IP address of the real server bound to the CLB IP address, such as

instance 11111111111
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API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData

&< >
&namespace=qgce/lb_public
&metricName=connum
&dimensions.0.name=vip
&dimensions.O.value=111.111.111.11
&dimensions.l.name=1loadBalancerPort
&dimensions.l.value=80
&dimensions.2.name=protocol
&dimensions.2.value=tcp
&dimensions.3.name=vpcIld
&dimensions.3.value=1111

&dimensions.4.name=lanlIp

O DN O

&dimensions.4.value=111.222.111.22

Public network CLB real server port dimension
This dimension reflects the monitoring metric of a port on the real server bound to a public network CLB

instance. The dimension (dimensions.n.name) to be specified is as follows:

Dimension Description Format

IP address, such as
1111111111

VIP CLB VIP

loadBalancer

Port CLB port Int, such as 80
protocol Protocol String, such as TCP
vpcld VPC ID of the CLB instance Int, such as 1111
lanip IP address of the real server bound to the CLB IP address, such as

instance 11111111111

Port number of the real server bound to the
port . Int, such as 80
CLB instance

API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData
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&<

&namespace=qce/lb_public

&metricName=connum

&dimensions.0.name=vip
&dimensions.0.value=111.111.111.11
&dimensions.l.name=loadBalancerPort
&dimensions.l.value=80
&dimensions.2.name=protocol
&dimensions.2.value=tcp
&dimensions.3.name=vpcIld

&dimensions.3.value=1111

&dimensions.4.name=lanlIp
&dimensions.4.value=111.222.111.22

&dimensions.5.name=port

g o s s W w D NN O

&dimensions.5.value=80

Private network CLB instance namespace qce/lb_private

The gce/lb_private namespace can be used to query all monitoring data of the private network CLB
instance.
Private network CLB dimension
This dimension reflects the overall monitoring metric of a private network CLB instance. The dimension
(dimensions.n.name) to be specified is as follows. Since the private VIP may be repeated, vpcId is

also required to uniquely specify a CLB instance:

Dimension Description Format
VIP CLB VIP IP address, such as 111.111.111.11
vpcld VPC ID of the CLB instance Int, such as 1111

API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData
&< >
&namespace=qce/lb_private

&metricName=connum

&dimensions.0.name=vip

&dimensions.0.value=111.111.111.11
&dimensions.l.name=vpcId

&dimensions.1l.value=1111
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Private network CLB port dimension
This dimension reflects the monitoring metric of the port on a private network instance. The dimension

(dimensions.n.name) to be specified is as follows:

Dimension Description Format

VIP CLB VIP IP address, such as 111.111.111.11
vpcld VPC ID of the CLB instance Int, such as 1111
loadBalancerPort CLB port Int, such as 80

protocol Protocol String, such as http

API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData

&< >
&namespace=qce/lb_private
&metricName=connum
&dimensions.0.name=vip
&dimensions.0.value=111.111.111.11
&dimensions.l.name=vpcId
&dimensions.l.value=1111
&dimensions.2.name=1loadBalancerPort
&dimensions.2.value=80
&dimensions.3.name=protocol

&dimensions.3.value=http

Private network CLB real server dimension
This dimension reflects the monitoring metric of the real server bound to a private network CLB
instance. The dimension (dimensions.n.name) to be specified is as follows. Since the private VIP may be

repeated, vpcId is also required to uniquely specify a CLB instance:

Dimension Description Format

IP address, such as

VIP CLB VIP

MAMNM1
vpcld VPC ID of the CLB instance Int, such as 1111
loadBalancer CLB port Int, such as 80
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Port
protocol Protocol String, such as http
lanip IP address of the real server bound to the CLB IP address, such as

instance 111.111.111.11

API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData

&< >
&namespace=qce/lb_private
&metricName=connum
&dimensions.0.name=vip
&dimensions.0.value=111.111.111.11
&dimensions.l.name=vpcIld
&dimensions.l.value=1111
&dimensions.2.name=loadBalancerPort
&dimensions.2.value=80
&dimensions.3.name=protocol
&dimensions.3.value=http

&dimensions.4.name=lanlp

SO DD O

&dimensions.4.value=111.222.111.22

Private network CLB real server port dimension
This dimension reflects the monitoring metric of a port on the real server bound to a private network

CLB instance. The dimension (dimensions.n.name) to be specified is as follows:

Dimension Description Format

IP address, such as

VIP CLB VIP
M1
vpcld VPC ID of the CLB instance Int, such as 1111
loadBalancer
CLB port Int, such as 80
Port
protocol Protocol String, such as http
lan IP address of the real server bound to the CLB IP address, such as
P instance T 111111
port Port number of the real server bound to the Int, such as 80
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CLB instance

API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData

&< >

&namespace=qce/lb_private

&metricName=connum

&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.

&dimensions.

0

g o s s W w DN O

.name=vip
.value=111.111.111.11
.name=vpcld
.value=1111
.name=loadBalancerPort
.value=80
.name=protocol
.value=http
.name=lanlIp
.value=111.222.111.22
.name=port

.value=80

CLB instance dimension namespace qce/loadbalance (updated)

The gce/loadbalance namespace can be used to query the monitoring data of the CLB instance at the
application layer.

Currently, the CLB instance namespace supports displaying the metrics (metricName) as follows:

Metric Description Unit

connum Current (active) connections Connections/min
new_conn New connections Connections/min
intraffic Inbound traffic Mbps

outtraffic Outbound traffic Mbps

inpkg Inbound packets Packets/sec
outpkg Outbound packets Packets/sec
httpCode_2XX 2xx status codes Codes/min
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httpCode_3XX 3xx status codes Codes/min
httpCode_4XX 4xx status codes Codes/min
httpCode_5XX Bxx status codes Codes/min
httpCode_404 404 status codes Codes/min
httpCode_502 502 status codes Codes/min
response_time_max Maximum response time ms
response_time_average Average response time ms
response_timeout_num Timed—-out responses Responses/min
QPS Requests per second -

gce/loadbalance supports the following dimension groups:
CLB VPI dimension
This dimension reflects the overall monitoring metric of a CLB instance. The dimension

(dimensions.n.name) to be specified is as follows:

Dimension Description Format

VIP CLB VIP IP address, such as 111.111.111.11

API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData

&< >
&namespace=qce/loadbalance
&metricName=connum
&dimensions.0.name=vip

&dimensions.O.value=111.111.111.11

CLB listener port dimension
This dimension reflects the monitoring metric of the port on a CLB instance. The dimension

(dimensions.n.name) to be specified is as follows:

Dimension Description Format
VIP CLB VIP IP address, such as 111.111.111.11
loadBalancerPort Port Int, such as 80
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protocol Protocol String, such as http

API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData

&< >
&namespace=qgce/loadbalance
&metricName=connum
&dimensions.0.name=vip
&dimensions.0.value=111.111.111.11
&dimensions.2.name=1loadBalancerPort
&dimensions.2.value=80
&dimensions.3.name=protocol

&dimensions.3.value=http

CLB forwarding domain name dimension
This dimension reflects the monitoring metric of the CLB forwarding domain name. The dimension

(dimensions.n.name) to be specified is as follows:

Dimension Description Format

VIP CLB VIP IP address, such as 111.111.111.11
loadBalancerPort Port Int, such as 80

protocol Protocol String, such as http

domain Forwarding domain name String, such as www.domain.com

API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData
&< >

&namespace=qgce/loadbalance

&metricName=connum

&dimensions.0.name=vip

&dimensions.0.value=111.111.111.11

&dimensions.l.name=domain

&dimensions.l.value=www.domian.com

&dimensions.2.name=loadBalancerPort

&dimensions.2.value=80
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&dimensions.3.name=protocol

&dimensions.3.value=http

CLB forwarding path dimension
This dimension reflects the monitoring metric of the CLB forwarding path. The dimension

(dimensions.n.name) to be specified is as follows:

Dimension Description Format

VIP CLB VIP IP address, such as 111.111.111.11
loadBalancerPort Port Int, such as 80

protocol Portocol String, such as http

domain Forwarding domain name String, such as www.domain.com
url Forwarding path String, such as /url

API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData
&< >

&namespace=qce/loadbalance

&metricName=connum

&dimensions.0.name=vip

&dimensions.0.value=111.111.111.11
&dimensions.l.name=domain
&dimensions.l.value=www.domian.com
&dimensions.2.name=loadBalancerPort
&dimensions.2.value=80
&dimensions.3.name=protocol

&dimensions.

.value=http

&dimensions.3.name=url

w w w w NN O

&dimensions.3.value=/url

CLB real server IP dimension
This dimension reflects the monitoring metric of the IP of the real server bound to a CLB instance. The

dimension (dimensions.n.name) to be specified is as follows:

Dimension Description Format
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VIP CLB VIP IP address, such as
M1

loadBal

oacalancer Port Int, such as 80

Port

protocol Portocol String, such as http
Stri h

domain Forwarding domain name ng, SUC. as
www.domain.com

url Forwarding path String, such as /url

vpcld VPC ID of the CLB instance Int, such as 1111

lanip IP address of the real server bound to the CLB IP address, such as

instance

API calling sample using the dimension:

M1

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData

&<

>

&namespace=qgce/loadbalance

&metricName=connum

&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.

&dimensions.

0

0
1
1
2
2
3
3
4
4
1
1
3
3

.name=vip
.value=111.111.111.11
.name=vpcIld
.value=1111
.name=loadBalancerPort
.value=80
.name=protocol
.value=http
.name=lanlIp
.value=111.222.111.22
.name=domain
.value=www.domian.com
.name=url

.value=/url

CLB real server port dimension

This dimension reflects the monitoring metric of the port on the real server bound to a CLB instance.

The dimension (dimensions.n.name) to be specified is as follows:
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Dimension
VIP

loadBalancer
Port

protocol
domain

url

vpcld

lanlp

port

Description

CLB VIP

Port

Protocol

Forwarding domain name

Forwarding path

VPC ID of the CLB instance

IP address of the real server bound to the CLB

instance

Port number of the real server bound to the
CLB instance

API calling sample using the dimension:

Cloud Load Balancer

Format

IP address, such as
111111111

Int, such as 80

String, such as http

String, such as
www.domain.com

String, such as /url
Int, such as 1111

IP address, such as
TM111.111.1

Int, such as 80

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData

&<
&namespace=gce
&metricName=co
&dimensions.O.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.
&dimensions.

&dimensions.

w = B o o DD O

&dimensions.

>
/loadbalance
nnum

name=vip

.value=111.111.111.11
.name=vpcIld
.value=1111
.name=loadBalancerPort
.value=80
.name=protocol
.value=http
.name=lanlIp
.value=111.222.111.22
.name=port

.value=80
.name=domain
.value=www.domian.com

.name=url
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&dimensions.3.value=/url

Response Parameters

Parameter Type Description

Common error code. 0: success; other values: failure. For

code int more information, see Common Error Codes.

codeDesc String Error code.

message String Detailed error message.

startTime Datetime Start time.

endTime Datetime End time.

metricName String Metric name.

period Int Statistical period for monitoring data.
Example
Request

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData
&< >
&namespace=qce/lb_public
&metricName=connum
&dimensions.0.name=protocol
&dimensions.0.value=HTTP
&dimensions.l.name=vip
&dimensions.l.value=111.111.111.111
&dimensions.2.name=loadBalancerPort
&dimensions.2.value=80
&startTime=2015-12-28 14:00:00
&endTime=2015-12-28 14:05:00

&period=300
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Response

"code": O,

"message": "",

"metricName": "connum",
"startTime": "2015-12-28 14:00:00",
"endTime": "2015-12-28 14:05:00",
"period": 300,

"dataPoints":

0

Forwarding domain name dimension
This dimension reflects the monitoring metric of the CLB instance(s) which configured the same

forwarding domain name. The dimension (dimensions.n.name) to be specified is as follows:

Dimension Description Format

loadBalancerPort Port Int, such as 80

protocol Protocol String, such as http

domain Forwarding domain name String, such as www.domain.com

API calling sample using the dimension:

https://monitor.api.gcloud.com/v2/index.php?Action=GetMonitorData
&< >

&namespace=qgce/loadbalance

&metricName=QPS

&dimensions.0.name=domain

&dimensions.0.value=www.domian.com
&dimensions.l.name=1loadBalancerPort

&dimensions.l.value=80

&dimensions.2.name=protocol

&dimensions.2.value=http
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% Z Addo|E Ya:: 2024-12-19 14:56:47

API Description

This API is used to replace the certificate used in a CLB instance.

Domain name for API calls:

Request Parameters

1b.api.gcloud.com

The list below contains only the API request parameters. Common parameters should be added when you

call the API. For more information, see Common Request Parameters. The Action field for this APl is

ReplaceCert
Parame Requi
ter red
oldCertl

Yes
d
newCer

No
tld
newCer
tConten No
t
newCer

No
tName
newCer

No
tKey

Response Parameters

Paramet Typ

er e
code Int
message Strin

©2013-2025 Tencent Cloud. 2 & H g 2§,

Type

Strin

Strin

Strin

Strin

Strin

Description

ID of the certificate to be replaced. This can be the ID of a server
certificate, or a client certificate.

ID of the new certificate. If this is left empty, the

newCertContent and newCertName parameters are
required. For a server certificate, the newCertKey parameter is
also required.

Content of the new certificate. The newCertId parameter is
required if this is left empty.

Name of the new certificate. The newCertId parameter is
required if this is left empty.

Private key of the new certificate. The newCertId parameter is
required for a server certificate if this is left empty.

Description

Common error code. 0: success; other values: failure. For more information, see

Common Error Codes.

APl-related module error message description.
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g
codeDes Strin Lo .
Description of the task execution status.
C g
Example
Request

https://1b.api.gcloud.com/v2/index.php?Action=ReplaceCert

&< >
&oldCertId=4b9fc92b
&newCertId=e2b6d555

Response

"code": O,

"message": n "’

"codeDesc": "Success"
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API Description

This API is used to query the information of the CLB instance associated with the certificate.

Domain name for APl calls: 1b.api.gcloud.com

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you
call the API. For more information, see Common Request Parameters. The Action field for this APl is

GetCertListWithLoadBalancer

Parameter Required Type Description

certlds.n Yes String ID of the certificate to be queried.

Response Parameters

-
Para
mete v Description
. P
e
code In Common error code. 0: success; other values: failure. For more information, see
t Common Error Codes.
St
mess ri I
APl-related module error message description.
age
St
code ri Error code. For a successful operation, "Success" is returned. For a failed operation,
Desc n a message describing the failure is returned.
Ar . . . . . .
certS key is the certificate, and value is the information of the CLB instance and
ra
et y listener associated with the certificate.

Data structure of the returned certset array:
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Parameter Type Description

LBName String CLB instance name.
loadBalancerld String CLB instance ID.
Region String Region.

listener Array Listener information.

Data structure of the returned listener array:

Parameter Type Description

unListenerld String Listener ID.

listenerName String Listener name.

loadBalancerPort Int Listening port of the listener.

instancePort Int Service port of the listener's RS.

protocol Int Listener protocol.

sessionExpire Int Session persistence duration.

healthSwitch Int Whether the health check is enabled.

timeOut Int Response timeout.

intervalTime Int Interval between two health checks.

healthNum Int Healthy threshold.

unhealthNum Int Unhealthy threshold.

httpHash No String

scheduler String Forwarding method of the CLB layer—4 listener.

httpCode Int Return code for the health of HTTP and HTTPS listeners.

SSLMode String Verification mode of the HTTPS listener.

certld String New server certificate ID of the HTTPS listener.

certCald String New client certificate ID of the HTTPS listener.
Example
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Request

https://1b.api.gcloud.com/v2/index.php?Action=DescribeloadBalancers
&<Common request parameters>

certIds.0=4b9%fc92b

Response

"code": O,
"message": "",
"codeDesc": "Success",
"certSet": {
"4pb9fc92b": [
{
"LBName": "ad",
"loadBalancerId": "lb-1ltkip4do",
"region": "gz",
"listener": [
{
"unListenerId": "lbl-6hkigcéc",
"listenerName": "teaa",
"loadBalancerPort": 80,
"instancePort": 80,
"protocol": 4,
"SSILMode": "unidirectional",
"certId": "4b9fc92b",
"certCaId": "",
"sessionExpire": O,
"healthSwitch": 1,
"timeOut": 6,
"intervalTime": 6,
"healthNum": 3,
"unhealthNum": 3,
"httpHash": "ip_hash",
"httpCode": 15

©2013-2025 Tencent Cloud. =& #2] 28 m o] Z] 553 (& 595%)




&2 Tencent Cloud Cloud Load Balancer

"LBName": "ad",

"loadBalancerId": "lb-1ltkip4do",

"region": "sh",

"listener": |

{

"unListenerId": "lbl-6hkigcéc",
"listenerName": "teaa",
"loadBalancerPort": 80,
"instancePort": 80,
"protocol": 4,
"SSLMode": "unidirectional",
"certId": "4b9fc92b",
"certCaId": "",
"sessionkExpire": O,
"healthSwitch": 1,
"timeOut": 6,
"intervalTime": 6,
"healthNum": 3,
"unhealthNum": 3,
"httpHash": "ip_hash",
"httpCode": 15
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% Z Ag|o|E & 2024-12-19 15:00:21

API Description

This APl is used to query the CLB layer-7 log in COS. It is applicable to public network CLB instances with
HTTP or HTTPS listener configured and COS log enabled.

Domain name for API calls: 1b.api.gcloud.com

Note that this API only supports querying COS log, but not CLS log. To query the CLS log, call the Searching
for Log API, which can be used to query the forwarding logs of a CLB instance over the last three days,
including logs forwarded to the RS and those directly returned from the CLB due to RS exception. Interval

between requests shall be within one day.

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you
call the API. For more information, see the Common Request Parameters. The 2Action field for this API

is DescribelLoadBalancerLog

Parame Requi Typ

Description
ter red e
loadBal Ves Strin CLB instance ID, which can be queried via the
ancerld g DescribelLoadBalancers API.
Strin Log sequence by timestamp. Valid values: desc and asc. Default
order No I g sequ v P a val .
g value: desc.
startTi N int Time when you start querying logs using Unix timestamp (accurate to
o] n
me seconds). The default is 5 minutes earlier than endTime
endTim No Int Time when you finish querying logs using Unix timestamp (accurate
e to seconds). The default is the current timestamp.
offset No Int Log offset. Value range: [0,10000].
limit No Int Number of logs. Value range: [0,500].
filt N Arra Filter condition of logs in key-value pairs. See the valid values for
er o]
y the key of filter array below for supported fields.

Valid values for the key of filter array:

Key Requi Typ Description
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red e
Logs with the status code matching value are returned
status No Int .
to the client.
Logs except those with the status code matching value
status_not No Int .
are returned to the client.
Strin Logs with the domain name in the CLB rules matching
server_name No
g value are returned.
Strin Logs except those with the domain name in the CLB rules
server_name_not No .
g matching value are returned.
Strin Logs with the domain name of http request matching
http_host No
g value are returned.
Strin Logs except those with the domain name of http request
http_host No .
g matching value are returned.
Strin Logs with the request client IP matching value are
remote_addr No
g returned.
Strin Logs except those with the request client IP matching
remote_addr_not No
g value are returned.
. . Logs with the request processing time less than value
request_time_less Strin . . ]
than No are returned. This parameter must be passed in along with
- 9 request_time_greater_than
. . Logs with the request processing time greater than
request_time_gre Strin . .
No value are returned. This parameter must be passed in
ater_than g

along with  request_time_less_than

Response Parameters

Paramet L
Type Description
er
q Int Common error code. 0: success; other values: failure. For more information,
code n
see Common Error Codes.
message String APl-related module error message description.
codeDes String Error code. For a successful operation, "Success" is returned. For a failed
|
C operation, a message describing the failure is returned.
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loginfo Json
logInfo format:

Parameter
logList

total

logList data format:

o) Parameter

1 server_name

2 request

3 remote_addr

4 upstream_addr

5
me

6 connection_request
S

7 ssl_handshake_time

8 ssl_cipher

9 ssl_protocol

1 .

0 ssl_session_reused

1 .

1 time_local

! http_host

5 p_

1

3 server_addr

upstream_header_ti

Information of the log returned.

Type
Array

Int

Type

String
String
String

String

String

Int

String
String

String

String

String

String

String
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Description

Log array.

Total number of logs.

Description

Cloud Load Balancer

Domain name configured in the CLB layer-7 rules.

Request line.
Client IP.

RS information.

The time it takes to receive an HTTP header from the RS.

Number of connection requests.

The time that an SSL handshake takes.

SSL cipher suite.

SSL protocol version.

SSL session reuse.

Request access time.

Request domain name.

Request destination IP.
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1 bytes_sent Int Number of bytes sent to the client.

4

1 .

5 upstream_status String RS status.

1

5 protocol_type String Protocol type (http/https/spdy/http2/ws/wss).

1 . . .

7 request_time Int Request processing time

1 upstream_connect_ Int The time it takes to establish a TCP connection with an

8 time RS, in seconds.

1

9 request_length Int Number of bytes of the request received from the client.

2 . . -

0 tcpinfo_rtt Int TCP connection RTT, in milliseconds.

2 upstream_response Int The time it takes to receive a response from an RS, in

1 _time seconds.

2 . Status code returned by the request. Status code “200”

status String . . .

2 will be returned if no RS exists.

2 . .

3 http_user_agent String The user_agent used in the HTTP request header.
Example
Request

https://lb.api.gcloud.com/v2/index.php?Action=DescribelLoadBalancerLog

&< >
&loadBalancerId=1b-7wdcgme9
&filter.0.key=status
&filter.0.value=200
&filter.l.key=server_name

&filter.l.value=www.gg.com

Response
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"code": O,

"message": "",

"codeDesc": "Success",

"logInfo": {

"logList": [
{

"server_name": "www.gg.com",
"request": "GET / HTTP/1.1",
"remote_addr": "119.28.138.187",

n "

"upstream_addr": =",
"upstream_header_time": "-",
"connection_requests": 1,
"ssl_cipher": "-",

"remote_port": "40554",
"time_local": "02/Nov/2017:12:03:13 +0800",
"http_host": "115.159.132.241",
"server_addr": "115.159.132.241",
"bytes_sent": 239,

"upstream_ status": "-",
"protocol_type": "http",
"ssl_handshake_time": "-",
"request_time": 0,
"upstream_connect_time": "-",
"request_length": 79,
"ssl_session_reused": "-",
"tcpinfo_rtt": 38000,

"upstream_response_time": "-",

" "

"ssl_protocol": =W

"status": "200"

I
"total": 3918
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ClonelLB

% Z Addo|E Ya:: 2024-12-19 18:06:47

API Description

This APl is used to clone all configurations of a CLB instance, including its attribute, security group, listener
and real server bound.

Domain name for APl calls: 1b.api.gcloud.com

O Note:
If there are many CLB configurations, the API tends to time out. Please wait patiently.

The API does not support concurrent calls.
Currently, a classic CLB instance cannot be cloned.

All the cloned CLB instances are pay—as—you—go. The cloned ones will be automatically deleted
once the clone fails.

All the cloned CLB instances are named after “cloneFrom-Ib-xxx” (a clone from the 1b-xxx
CLB instance).

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you

call the API. For more information, see Common Request Parameters. The Action field for this APl is

ClonelB
Requir -
Parameter q Type Description
e
loadBal tri
cadBalance Yes Strin CLB instance ID.
rid g
Clone type.
all: both the listener and the RS binding relationship will be
Strin
cloneType Yes cloned.
g onlyListener: only the listener will be cloned, but the RS
binding relationship will not.
Jone No Strin Availability zone in which the CLB instance is cloned. It is the
g same as that specified in purchase parameters.

Response Parameters
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Parameter Type Description

clonelBId String ID of new CLB instances from the clone.
Example
Request

https://lb.api.gcloud.com/v2/index.php?Action=ClonelB

&<Common request parameters>
&loadBalancerId=1lb—xxx

&cloneType=all

Response

"code": O,

"message": "",

"codeDesc": "Success",

"cloneLBId": "lb-sss"
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Classic CLB APlIs
APIls for CLB Instances
ModifyLoadBalancerAttributes

o d —

2 Z Ado|E Ix}:: 2024-12-19 15:06:04

API Description

Cloud Load Balancer

This API is used to modify basic configuration information of CLB instances based on your input

parameters.

Domain name for API calls:

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you

lb.api.qgcloud.com

call the API. For more information, see Common Request Parameters. The Action field for this API is

ModifyLoad

Parameter

loadBalance
rid

loadBalance
rName

domainPrefi
X

Response

Parame
ter

code

BalancerAttributes

Requir

Type Description
ed
. Unique ID of the CLB instance, which can be queried via the
Yes Strin .
DescribelLoadBalancers API.
g
Name of the CLB instance, which can contain 1-50
No Strin characters, including letters, Chinese, numbers, hyphen (=) or
g underscore (_).
Domain name prefix. The domain name of a CLB instance
consists of the user—-defined domain name prefix and the
No Strin domain suffix in the configuration file to ensure the
uniqueness.Rule: 1-20 characters including lowercase letters,
9 numbers, or hyphen (-). This field cannot be specified for
private network CLB instances.
Parameters
Type Description
Int Common error code. 0: success; other values: failure. For more information,
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see Common Error Codes.

messag String APl-related module error message description.
e

Error code. For a successful operation, "Success" is returned. For a failed

codeDe Strin
9 operation, a message describing the failure is returned.
sc
Request task ID. The API provides an asynchronous task. You can use this
requestl Int parameter to query the execution result of the task via the
d DescribeLoadBalancersTaskResult API.
Example
Request

https://1lb.api.gcloud.com/v2/index.php?

Action=ModifyLoadBalancerAttributes
&< >
&loadBalancerId=1lb-abcdefgh

&loadBalancerName=my-lb-name

Response

"code" : 0,
"messageﬂ . " ",

"codeDesc": "Success",

"requestId" : 1234
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APls for Listeners
Create CLB Listeners

% Z Addo|E Ia:: 2024-12-19 15:19:41

API Description

This APl is used to create a CLB listener that provides the request forwarding rules, including parameters
such as port, protocol, session persistence, and health check.
Domain name for APl calls: 1b.api.gcloud.com
The listener configuration rules are as follows:
A CLB port can only have one protocol in the same CLB instance.
Public network CLB listeners support HTTP, UDP, TCP, and HTTPS protocols, while private network CLB
listeners only support UDP and TCP protocols.

Batch creation is not supported when creating HTTPS listeners.

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you
call the API. For more information, see Common Request Parameters. The Action field for this APl is

CreatelLoadBalancerListeners

Requi T
Parameter qu Y Description
red pe
loadBalancerld Ves Stri CLB ir?stanoe ID, which can be queried via the
ng DescribeLoadBalancers API.
. Listening port of the CLB listener. Valid range: 1-65535.
listeners.n.loadBa : . .
Yes Int listeners is an array. You can create n listeners, and
lancerPort . .
n is a subscript.
listeners.n.instanc Yes Int Listening port of CLB listener’s real server. Value range: 1-
ePort 65535.
Protocol type of the CLB listener. 1: HTTP; 2: TCP; 3: UDP;
4: HTTPS.
listeners.n.protoc Yes Int Public network CLB listeners support HTTP, UDP, TCP and
ol HTTPS protocols;
Private network CLB listeners only support TCP and UDP
protocols.
listeners.n.listene No Stri Name of the CLB listener.
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rName

listeners.n.sessio
nExpire

listeners.n.health
Switch

listeners.n.timeOu
t

listeners.n.interval
Time

listeners.n.health
Num

llisteners.n.unheal
thNum

listeners.n.httpHa
sh

listeners.n.schedu
ler

listeners.n.httpCo
de

No

No

No

No

No

No

No

No

No

ng

Int

Int

Int

Int

Int

Int

Stri
ng

Stri
ng

Int

©2013-2025 Tencent Cloud. 2 & H g 2§,
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Session persistence duration of the CLB listener. Value
range: 0 or 30-3600. Default value: 0.

Whether to enable the health check for CLB listeners. 1:
enable; O: disable. Default value: 1.

Response timeout of health check for the CLB listener, in
seconds. Valid range: 2-60, default value: 2.

This parameter should be less than the check interval.
This parameter is currently unavailable to public network
CLB listeners with HTTP or HTTPS protocol.

Health check interval for the CLB listener, in seconds. Value
range: 5-300. Default value: 5.

Healthy threshold of the CLB listener. Value range: 2-10.
Default value: 3, indicating that if a forward is found healthy
three consecutive times, it is considered to be normal.

Unhealthy threshold of the CLB listener. Value range: 2-10.
Default value: 3, indicating that if a forward is found
unhealthy three consecutive times, it is considered to be
abnormal.

Forwarding method of the CLB listener. Only public CLB
instances with HTTP or HTTPs listeners support this
parameter. Valid values: wrr (weighted round robin), ip_hash
(forwarding the hash of the source IP to the real server),
least_conn (least connection).

Default value: wrr.

Forwarding method of the CLB listener. Only public CLB
instances with TCP or UDP listeners support this field. Valid
values: wrr (weighted round robin), least_conn (least
connection).

Default value: wrr.

Return code for health status of the HTTP or HTTPS listener
of public network CLB instances. Valid range: 1-31. Default
value: 31.

1 represents a return code of 1xx (healthy). 2 represents a
return code of 2xx (healthy). 4 represents a return code of
3xx (healthy). 8 represents a return code of 4xx (healthy). 16
represents a return code of 5xx (healthy).
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If there are multiple codes that can show the healthy status,
enter the accumulated value corresponding to such codes.

Health check path for the HTTP or HTTPS listener of public

list .n.httpCh Stri
steners.n.nttp No " network CLB instances. Default value: / . It must be
eckPath ng .
started with /
SSL authentication type of the HTTPS listener of public
network CLB instances.
listeners.n.SSLMo Stri W . ! .
de No N unidirectional: one-way authentication; mutual: mutual
9 authentication.
This parameter is required to a HTTPS listener.
Stri Server certificate ID. For HTTPS listeners, if this field is left

listeners.n.certld No . empty, you must upload server certificate by specifying
g parameters including certContent, certKey, and certName.

Client certificate ID. For HTTPS listeners, if
listeners.n.certCal N Stri SSLMode=mutual and this field is left empty, you must
o]
d ng upload client certificate by specifying the certCaContent and

certCaName parameters.

Content of the client certificate uploaded. For HTTPS

listeners.n.certCa Stri . . .

No listeners, if SSLMode=mutual and certCalId is left
Content ng ) )

empty, this parameter must be passed in.

. . Name of the client CA certificate uploaded. For HTTPS
listeners.n.certCa Stri . . .

No listeners, if SSLMode=mutual and certCalId is left
Name ng . .

empty, this parameter must be passed in.
. . Content of the server certificate uploaded. For HTTPS
listeners.n.certCo Stri . . . .
tent No listeners, if certid is left empty, this parameter must be
nten n
9 passed in.

. . Key of the server certificate uploaded. For HTTPS listeners,
listeners.n.certKe Stri . . .

No if certiId is left empty, this parameter must be passed

n

Y g in.
. . Name of the server certificate uploaded. For HTTPS
listeners.n.certNa Stri . . . .

No listeners, if certId is left empty, this parameter must be
me ng

passed in.

Response Parameters

Paramet

Type Description
er Name
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code

message

codeDes
c

requestl
d

listenerld
S

Example

Request

Int

String

String

Int

Array

Cloud Load Balancer

Common error code. O: success; other values: failure. For more information,
see Common Error Codes.

APl-related module error message description.

Error code. For a successful operation, "Success" is returned. For a failed
operation, a message describing the failure is returned.

Request task ID. The operation status can be queried via the
Describel.oadBalancersTaskResult APL.

Listener ID array.

https://1b.api.qgcloud.com/v2/index.php?

Action=CreateloadBalancerlListeners

&<

>

&loadBalancerId=1lb—-abcdefgh

&listeners.
&listeners.
&listeners.
&listeners.
&listeners.

&listeners.

0.loadBalancerPort=443

.instancePort=443

.protocol=4

.SSLMode=mutual

.certName=myCertName

.certContent=

MIIEODCCA7igAwIBAgGIQEgaTYAJIpwlPQxjSriF1TDANBgkghkiGIwOBAQSFADBP

MOswCQYDVQQOGEwWJDT jEaMBgGA1UEChMRV29TaWduIENBIExpbW10ZWQOxJDA1BgNV

BAMMGONBIOayg+mAmuWEF jei0uVNTTOivgeS5piBHMjAeFwOxNJAIMTMwOD IxMjVa

FwOxODA2MTMwOD IxMjVaMBUXEzARBgNVBAMMCmcuzil4ai5jb20wggEiMAOGCSaG

SIb3DQEBAQUAA4IBDWAWGUEKAOIBAQCA /E17dxUJYXgY1VIPf1CMwUrkG8AckOvw

+C/hCzivNBw5SNOWALITch4REOIyDPIBg2wiblwdkSsHOF5CEB9DwDhaknZwzwyyn?Z

Wr2NekKjoo6x0vigFydVyiVWGzW1lgr6Dn9tiDcp75W/0s+nUzKHccO0Wd5aHv jGKD
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6xEPQKLVCZO0F4208rHWcoSnYiaFJPUAfegd8JvK5al0BvSZoXICo6Taf5x4xHagl

6ymINHIClLCATOpAITWAdgV20xaXrvdU7J0BusmYkHc840X3cvBywjFurzN5oLg2

vtVQhGm6qJ/Fjgdg8wd 0BZkTQb4P1EX8AJ27g+548giuvVnLz f8CHAgGMBAAGIggHg

MITIB3DAOBgNVHQ8BAf8EBAMCBaAwWHQYDVRO1BBYWFAYIKwYBBQUHAWIGCCsGAQUF

BwMBMAkKGA1UJEWQCMAAWHQYDVROOBBYEFBv1TUGHZ /GGU4gGT+T7r/Zbcg0pMB8G

Al1UdIwQYMBaAFDDadIbzKJBWntcxMcKOWc2TE jkdMH8GCCsGAQUFBWEBBHMwcTAL

BggrBgEFBQcwAYYpaHROcDovL29jc3AyLndvc21lnbi5jbi9jYTInMi92Z2XJ2ZXIx

L2ZyZWUwOAYIKwYBBQUHMAKGLGhOdHA6Ly 9haWEyLndvc2lnbi5jbi9jYTInMi5z

ZXJ2ZXIxLmZyZWUuY2VyMD4GA1UdHWQ3MDUWMOAXOC+GLWhOdHAGLY 9 jcmxzMi53

b3NpZ24uY24vY2EyZzItc2VydmVyMS1imcmV]1LmNybDBOBgNVHREERZBFggpnLmYt

eGouY¥29tghBzY2hvbGFyLmYteGouY29tggt 5SdC5mLXhgLmNvbYILZmIuzZil4ai5]

b22CC3R3LmYteGouY29tMESGAIUdIARIMEYWCAYGZ4EMAQIBMDoGCYsGAQOBgptR

AQECMCswWKQYIKwYBBQUHAgGEWHWhOdHA 6Ly 93d3cud29zaWduLmNvbS9wb2xpY3kv

MAOGCSQGSIb3DQEBCWUAA4IBAQCISA/ 1xmxwnT/TtKvvxTvDnkCpfsFYVmgiHB/ Z

rXiMdgobUOfF7C8kcBCTQSQAXZF 3£ J1KyhNulvKOf £zGGYp+rMwoTAmEaNLUxD/

X9gPLxZCiysDBQ1BLel6k4aKUHIOMgONF1MD/8h0ZBxjevctKaXc4Xgm2gxJLxDH

ROY3HKZcdB6t /x7YJU640wvaFgDgIgR6Pc74YJtLrNjkXcf/IQU7¢c2yjZtINIGeS

OTku5DmFasRf04tmE7naB+wkUZOwWAQGK8CESNS11BYZj0/M4G/ALS8zCpShUy89H
hYiYAG5jdNI4vyWwaU4428nG3YvKz1TOpCaowgqgbyCcqmtAT

&listeners.0.certKey=

your own key
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MITEPDCCAYySgAwWIBAgIJAJiHAOOfZNxoMAOGCSgGSIb3DQEBBQUAMHEXCZzAJBgNV

BAYTAKNOMQswCQYDVQOQIEwJHUZELMAKGAIUEBxXMCUl1oxDTALBgNVBAOTBFhYWE gx

DJjAMBgNVBASTBVhYWEhYMQ4wDAYDVQODEWVBQUEFBQTEZMBcGCSgGSIb3DQEJARYK

d3d3QHFXLmNVbTAeFwOXNJAAMTEXMTUYNTZaFw0xNzA4MDIxMTUyNTZaMHExCzAJ

BgNVBAYTAkKNOMQswCQYDVQQOIEwJHUZELMAKGA1UEBxMCUl1oxDTALBgNVBAOTBEFhY

WEgxDjAMBgNVBASTBVhYWEhYMQ4wDAYDVQQODEWVBQUFBQTEZMBCcGCSgGSIb3DOEJT

ARYKA3d3QHFXLmNVbTCCASIwDQYJKoZIhvcNAQEBBOQADggEPADCCAQoCggEBAM2 9

SLO0T1ZagZb4jE]jZ8mkwSeWGVhYaskYtDvxvZQSHZF2A1DtpGojsz+Z3KxgVoded]

Y261 fxmFPwWPhxoBRgCYDQEOLAOKWRxzXYyP2kr9FN4vsOhzizT4IVxJciOUwmIaQ

bjzzFQN5BeJ/UTekrsl/YwfJRAakP7TvoKUlfBvkKFzR1gdxnGk+/C7+cglP9F9J4

rjm/Rn+0Hh00QshsA0l1IT45ZF356yvk/g0upLhZexo39jKfdypmtcHTusYcAoRGh

bCk26taM4aeQxMnB715Z2kQhgBl+dyM6SWRFysYpteEK+]JEHS8WWPQrigIlcRJIxXncy

/8B4RmMHIJxXRG8Tb8TUCAWEAAAOB] jCBOzAdBgNVHQ4EFgQUp/q0q6q7ezAVxEhX

trsPMadaigqd4wgaMGA1UdIwSBmzCBmIAUp/qOg6g7ezAVxEhXtrsPMadaig6ohdaRz

MHExCzAJBgNVBAYTAKNOMQOswCQYDVQQIEwJHUZELMAKGA1UEBxXMCUl1oxDTALBgNV

BAOTBFhYWFgxD jAMBgNVBAsTBVhYWFhYMQ4wDAYDVQQODEWVBQUEFBQTEZMBcGCSqG

SIb3DQEJARYKA3dA3QHFXLmNVvbYIJAJiHAOOfZNxoMAWGAL1UdEWQFMAMBAf8wDQYJ

KoZIhvcNAQEFBQADggEBAJ2XTOKyR2nFgaWcTG5d92tS1ij31TI0ZCBo4dwrleYFuW

cYUYS165QskJpuDHr5KttmI4+0tt90Q0B/oHIEbkCqgEACTPREJAgapcf5+ItMHN
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rNh151CkTyoK1Z09tw30rX5GQVAHSpz0+BOQTE+MPas51lyidwP1PgQFYOnZW4J3PG

RAbLiiSnQ1eN5g0aKzIZpbEbP7Y7BGT 9b+rLt+VUbmQ30h96zHchSsUsQ32dchwlLm

NOZL1PyCivQ+AlsnbgA3uHZnoXBd8/yq0QNglOol5edx+GfbY5FJbgXf3FER+NgMB

wPeJ621izpROBQVXYNb3e72gM1xCA1gD+MBpNeGlx56g=

&listeners.0.certCaName=myCertCaName

Response

"code": O,

"message": "",
"codeDesc": "Success",
"requestId": 28557,

"listenerIds": [

"lbl-hox8i4g0O"
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DescribelL.oadBalancerListeners

% Z Addo|E Ya:: 2024-12-19 16:53:43

1. API Description

This API is used to get the list of listeners by CLB instance IDs, listener protocol, or port. If no filter is
specified, the default number (20) of listeners for the instance will be returned.

Domain name for API access: Ib.api.qcloud.com

2. Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you
call the API. For more information, see Common Request Parameters. The Action field for this APl is
DescribeloadBalancerListeners
Requir Typ

Parameter Description
ed e

Unique ID of the CLB instance, which can be queried via the

loadBalance v Stri Describel.oadBalancers API. You can use 1loadBalancerId
es
rid ng or unlLoadBalancerId , we recommand using
unLoadBalancerId
. Stri .
listenerlds.n No ID of the CLB listener.
ng
protocol No Int Protocol type of the listener. 1: HTTP; 2: TCP; 3: UDP; 4: HTTPS.
loadBalance
No Int Port of the CLB listener.
rPort

Status of the CLB listener. This field will be ignored when

status No Int : . .
listenerIds.n is specified.

3. Response Parameters

Parameter Type Description

Common error code. 0: success; other values: failure. For more

code Int . .
information, see  Common Error Codes.
message String APl-related module error message description.
codeDesc String Error code. For a successful operation, "Success" is returned. For a failed
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operation, a message describing the failure is returned.
totalCount Int Total number of CLB instances that meet the filter criteria.

listenerSet Array Returned array of listeners.

Data structure of the returned 1listener array:

Parameter Type Description

unListenerld String ID of the CLB listener.

Ir(:adBaIancerPo Int Listening port of the CLB instance.
instancePort Int Forwarding port of the listener’s backend.
listenerName String Listener name.

protocol No Int

sessionExpire Int Session persistence duration.
healthSwitch Int Whether to enable the health check. 1: enable; 0: disable.
timeOut Int Response timeout.

intervalTime Int Interval between health checks.
healthNum Int Healthy threshold.

unhealthNum Int Unhealthy threshold.

Polling method of the public network HTTP or HTTPS listener with
httpHash String static IP. Valid values: wrr (weighted round robin) ip_hash
(forwarding the hash of the source IP to the real server).

Health check return code of the public network HTTP or HTTPS

httpCode Int . . .
listener with static IP.

httpCheckPath String Health check path of the public network HTTP or HTTPS listener

with static IP.
SSLMode String Verification method of public network HTTPS listener with static IP.
. Server certificate ID of the public network HTTPS listener with static
certld String
IP.
certCald String Client certificate ID of the public network HTTPS listener with static
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IP.

status Listener status. 0: creating. 1: running.

4. Example

Request

https://1b.api.qgcloud.com/v2/index.php?
Action=DescribelLoadBalancerListeners

&< >
&loadBalancerId=lb-abcdefgh
&listenerIds.O0=1bl-6hkigcéc
&listenerIds.l=1bl-6wv071lba

Response

"code": O,

"message": "",

"codeDesc": "Success",

"listenerSet": [

{

"loadBalancerPort": 80,
"instancePort": 80,
"protocol": 4,
"status": 1,
"listenerName": "teaa",
"unListenerId": "lbl-6hkiqgcé6c",
"sessionkExpire": 1000,
"healthSwitch": 1,
"timeOut": 6,
"intervalTime": 6,
"healthNum": 3,
"unhealthNum": 3,
"httpCode": 15,
"httpCheckPath": "/",
"httpHash": "ip_hash",
"SSLMode": "mutual",

"certId": "4b9fc92b",
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"certCalId": "eedc5590"

"loadBalancerPort": 777,
"instancePort": 798,
"protocol": 4,

"status": 1,
"listenerName": "",
"unListenerId": "lbl-6wv071ba",
"sessionExpire": O,
"healthSwitch": 1,
"timeOut": 2,
"intervalTime": 5,
"healthNum": 3,
"unhealthNum": 3,
"httpCode": 31,
"httpCheckPath": "/",
"httpHash": "wrr",
"SSLMode": "mutual",
"certId": "e2b6d555",

"certCaId": "dcdalOa22"

I
"totalCount": 2
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DeletelLoadBalancerListeners

2= Ao E Y& 2024-12-19 17:00:55

API Description

This API is used to delete listener(s) of a CLB instance.

Domain name for APl calls: 1b.api.gcloud.com

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you
call the API. For more information, see Common Request Parameters. The Action field for this APl is

DeleteloadBalancerListeners

P t Requi
aramete equl Type Description
r red
loadBalan Yes Strin CLB instance ID, which can be queried via the
cerld g DescribelLoadBalancers API.
listenerlds Ves Strin ID of the CLB listener to delete, which can be queried via the
.n g DescribelLoadBalancerListeners API.

Response Parameters

Parameter Type Description

Common error code. 0: success; other values: failure. For more

code Int . )
information, see Common Error Codes.
message String APIl-related module error message description.
. Error code. For a successful operation, "Success" is returned. For a
codeDesc String

failed operation, a message describing the failure is returned.

Request task ID. The API provides an asynchronous task. You can use
requestld Int this parameter to query the execution result via the
DescribelL.oadBalancersTaskResult API.

Example

Request
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https://lb.api.gcloud.com/v2/index.php?

Action=DeletelLoadBalancerListeners
&< >
&loadBalancerId=1lb-abcdefgh

&listenerIds.O=1lbl-rbuzrm5d

Response

"code" : O,
"IﬂeSSage" "w "’

"codeDesc": "Success",

"requestId" : 1234
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ModifyLoadBalancerListener

% Z ddo|E I:: 2024-12-19 17:03:36

API Description

This APl is used to modify the attributes of CLB listeners.

Domain name for APl calls: 1b.api.gcloud.com

Request Parameters

Cloud Load Balancer

The list below contains only the API request parameters. Common parameters should be added when you

call the API. For more information, see Common Request Parameters. The Action

ModifyLoadBalancerListener

CLB instance ID, which can be queried via the

Session persistence duration. 0: disable. Value range: 30-3600.

Whether to enable health check.1: enable; 0: disable.

Response timeout. Value range: 2-60 seconds;
This parameter cannot be specified for public network CLB

Interval between health checks. Value range: 5-300 seconds.

Requi
Parameter equl Type Description
red
loadBal
cadbalanc Yes String .
erld DescribelLoadBalancers API.
loadBalanc . CLB listener ID, which can be queried via the
Yes String ) )
erld DescribelLoadBalancerListeners API.
list N
stenerta No String Listener name.
me
sessionE
) I P No Int
ire
h .
ealthSwit No Int
ch
timeOut No Int
listener with HTTP or HTTPS protocol.

int ITi
intervalTim No Int
e Default value: 5.
healthNum No Int Healthy threshold. Value range: 2-10.
nhealthN
) N No Int Unhealthy threshold. Value range: 2-10.
m
scheduler No String
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httpHash

httpCode

httpCheck
Path

SSLMode

certld

certCald

certCaCon
tent

certCaNam
e

certConten
t

certKey

certName

No

No

No

No

No

No

No

No

No

No

No

String

Int

String

String

String

String

String

String

String

String

String
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passed in together with httpHash . Only public network CLB
listeners with TCP or UDP protocol support this field. Valid
values: wrr (weighted round robin), least_conn (least
connection).

Forwarding method of the CLB listener. Only public network
CLB listener with HTTP or HTTPS protocol support this field.
Valid values: wrr (weighted round robin), ip_hash (forwarding the
hash of the source IP to the real server), least_conn (least
connection).

Default value: wrr.

Return code for the health check of HTTP or HTTPS CLB
listeners. Valid range: 1-31. Default value: 31.

1 represents a return code of 1xx (healthy). 2 represents a return
code of 2xx (healthy). 4 represents a return code of 3xx
(healthy). 8 represents a return code of 4xx (healthy). 16
represents a return code of 5xx (healthy). If there are multiple
codes that can show the healthy status, enter the accumulated
value corresponding to such codes.

Health check path for the public network CLB listener with
HTTP or HTTPS protocol. Default is /. It must start with /.

Verification mode of the public network CLB listener with
HTTPS protocol. unidirectional: unidirectional verification;
mutual: mutual verification.

New server certificate ID of the public network CLB listener with
HTTPS protocol.

New client certificate ID of the public network CLB listener with
HTTPS protocol.

New client certificate content of the public network CLB listener
with HTTPS protocol.

New client certificate name of the public network CLB listener
with HTTPS protocol.

New server certificate content of the public network CLB
listener with HTTPS protocol.

New server certificate key of the public network CLB listener
with HTTPS protocol.

New server certificate name of the public network CLB listener
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with HTTPS protocol.

Response Parameters

Parame Typ

Description
ter €
code Int Common error code. O: success; other values: failure. For more information, see
Common Error Codes.
messag Strin .
APl-related module error message description.
e g
codeDe Strin Error code. For a successful operation, "Success" is returned. For a failed
sc g operation, a message describing the failure is returned.
requestl Int Request task ID. You can use this field to query the operation status via the
d DescribelL.oadBalancersTaskResult API.
Example
Request

https://1lb.api.gcloud.com/v2/index.php?Action=ModifylLoadBalancerListener

&< >
loadBalancerId=1b-1tkip4do
&listenerId=1bl-6hkigcéc

&SSLMode=unidirectional

Response

"code": O,
Hmessageﬂ: " H,

"codeDesc": "Success",

"requestId": 18642
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DescribelL.oadBalancerListeners

% Z Addo|E Ya:: 2024-12-19 17:06:08

API Description

This APl is used to query the list of listeners by CLB ID, listener protocol or port.
Domain name for APl calls: 1b.api.gcloud.com

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you
call the API. For more information, see the Common Request Parameters. The Action field for this API

iS DescribeloadBalancerlListeners

Requi
Parameter jquw Type Description
e
loadBalance ) CLB instance ID, which can be queried via the
Yes String .
rid DescribelLoadBalancers API.
listenerlds.n No String CLB listener ID.
Protocol type of the listener.
protocol No Int
1: HTTP; 2: TCP; 3: UDP; 4: HTTPS.
loadBal
cadbaiance No Int Port of the CLB listener.
rPort
Status of the CLB listener. This field will be ignored when
status No Int

listenerIds.n is specified.

Response Parameters

Paramet

Type Description
er
code Int Common error code. 0: success; other values: failure. For more information,
see Common Error Codes.
message String APl-related module error message description.
codeDes Strin Error code. For a successful operation, "Success" is returned. For a failed
c . operation, a message describing the failure is returned.
totalCou Int Total number of CLB listeners that meet the filter condition.
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nt

listenerS

; Array Listener array returned.
e

Structure of the 1listenerSet array returned

Parameter Type Description
listenerld strin CLB listener ID.
g
List | tri
un-istener Strin CLB listener ID.
d g
loadBalanc
Int Listening port of the CLB listener.
erPort
instancePo . .
; Int Forwarding port of the listener.
r
listenerNa Strin .
Listener name.
me g
Protocol type of the listener.
protocol Int
1. HTTP; 2: TCP; 3: UDP; 4: HTTPS.
sessionE
) ! P Int Session persistence duration.
ire
healthSwit
H Wi Int Whether to enable the health check. 1: enable; O: disable.
c
timeOut Int Response timeout.
int ITi
ntervartim Int Interval between health checks.
e
healthNum Int Healthy threshold.
nhealthN
. Yt Unhealthy threshold.
m
httpHash Strin Forwarding method of the HTTP or HTTPS listener of a public network
P g classic CLB instance.
Strin Forwarding method of the UDP or TCP listener of a public network classic
scheduler .
g CLB instance.
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httpCode Int Return code for health check of the HTTP or HTTPS listener of a public
network classic CLB instance. For more information about this field, see its
explanation in the Createl.oadBalancerListeners API.

httpCheck Strin Health check path of the HTTP or HTTPS listener of a public network
Path g classic CLB instance.
Strin Verification method of the HTTPS listener of a public network classic CLB
SSLMode .
g instance.
certld Strin Server certificate ID of the HTTPS listener of a public network classic CLB
g instance.
certCald Strin Client certificate ID of the HTTPS listener of a public network classic CLB
g instance.
status Int Listener status. O: creating; 1: running.
Example
Request

https://lb.api.gcloud.com/v2/index.php?

Action=DescribeloadBalancerListeners
&< >
&loadBalancerId=1lb-abcdefgh
&listenerIds.O=1bl-6hkigcé6c
&listenerIds.l=1bl-6wv071lba

Response

"code": O,
"message": ""
"codeDesc": "Success",
"listenerSet": [

{

"listenerId": "lbl-6hkigcé6c",

"loadBalancerPort": 80,
"instancePort": 80,
"protocol": 4,

"status": 1,
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"listenerName":
"unListenerId":
"sessionkExpire":
"healthSwitch":
"timeOut": 6,

"intervalTime":

"healthNum": 3,

"teaa",

"lbl-6hkigcé6c",
1000,

1,

Yy

"unhealthNum": 3,

"httpCode": 15,
"httpCheckPath":

"/",

"httpHash": "ip_hash"

"SSLMode": "mutual",

"certId": "4b9fc92b",

"certCaId": "eedc5590"

"listenerId": "lbl-6hkigcé6c",

"loadBalancerPort": 777,

"instancePort":
"protocol": 4,
"status": 1,
"listenerName":
"unListenerId":
"sessionExpire":
"healthSwitch":
"timeOut": 2,
"intervalTime":

"healthNum": 3,

798,

nn
14

"lbl-6wv071ba",

"unhealthNum": 3,

"httpCode": 31,
"httpCheckPath":

"/",

"httpHash": "wrr",

"SSLMode": "mutual",

"certId": "e2b6d555",

"certCaId": "dcdalOaz22"

1y
"totalCount": 2

Cloud Load Balancer
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CLB Real Server APIs
RegisterinstancesWithLoadBalancer

% Z Addo|E Id#:: 2024-12-19 17:07:59

API Description

This API is used to bind one or more CVMs to a CLB instance.

Domain name for API calls: 1b.api.gcloud.com

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you
call the API. For more information, see Common Request Parameters. The Action field for this APl is

RegisterInstancesWithLoadBalancer

Requi T
Parameter equl P Description
red e
loadBalancerld Ves Strin CLB i.nstance ID, which can be queried via the
g DescribelLoadBalancers API.
Unique ID of the CVM, which can be obtained from the
“uninstanceld” field in the response of the Describelnstances
backends.n.inst Yes Strin APL.This API supports entering multiple CVM instance IDs at
anceld g a time. For example, if you want to specify two CVMs, enter
backends.0.instanceld&backends.1.instanceld.
backends.n.wei No Int Weight of the CVM. Value range: 0-100. Default value: 10.

ght

Response Parameters

Param

Type Description
eter
code Int Common error code. 0: success; other values: failure. For more information,
see Common Error Codes.
messa String APl-related module error message description.
ge
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String Error code. For a successful operation, "Success" is returned. For a failed
codeD operation, a message describing the failure is returned.
esc
Request task ID. The API provides an asynchronous task. You can use this
reques Int parameter to query the operation result via the
tld DescribeLoadBalancersTaskResult API.
Example
Request

https://1lb.api.gcloud.com/v2/index.php?

Action=RegisterInstancesWithLoadBalancer
&< >
&loadBalancerId=1lb-abcdefgh
&backends.0.instanceld=ins-1234test
&backends.0.weight=10
&backends.l.instanceId=ins—-5678test

&backends.1.weight=6

Response

"code" : O,
"message" : "",

"codeDesc": "Success",

"requestId" : 1234
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DescribelL.oadBalancerBackends

2 Z Ag|o]E Ixt:: 2024-12-19 17:13:08

API Description

This APl is used to query the list of CVMs bound to the CLB instance by instance ID.

Domain name for API calls:

Request Parameters

1b.api.gcloud.com

The list below contains only the API request parameters. Common parameters should be added when you

call the API. For more information, see Common Request Parameters. The Action field for this APl is

DescribelLoadBalancerBackends

Parameter

loadBalanc

erld

Response Parameters

Paramet
er

code

message

codeDes
c

totalCou
nt

backend
Set

Requir

ed

Yes

Type

Int

String

String

Int

Array

Type Description

Strin CLB instance ID, which can be queried via the

Describel.oadBalancers API.

Description

Common error code. O: success; other values: failure. For more
information, see Common Error Codes.

APIl-related module error message description.

Error code. For a successful operation, "Success" is returned. For a
failed operation, a message describing the failure is returned.

Total number of CVMs bound to this CLB instance.

Array of real servers returned.
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Structure of the backendSet array:

Paramete
Type Description
-
instanceld String CVM instance ID.
uninstanc Strin CVM instance ID. This parameter supports all operations of “instanceld".
eld 9 We recommend using it.
weight Int Weight of the CVM instance.
instanceN
! String Name of the CVM instance.
ame
lanlp String Private IP of the CVM instance.
wanlpSet Array Public IP of the CVM instance.
Status of the CVM instance.
instanceS 1: failed; 2: running; 3: creating; 4: shut down; 5: returned; 6: returning; 7:
tatus int restarting; 8: starting; 9: shutting down; 10: resetting password; 11:
formatting; 12: creating image; 13: setting bandwidth; 14: reinstalling
system; 19: upgrading; 21: hot migrating
Example
Request

https://1b.api.gcloud.com/v2/index.php?

Action=DescribeloadBalancerBackends
&< >

&loadBalancerId=1b-byhpdugt

Response

"code": O,
"HIGSSB.ge" : " ",

"codeDesc": "Success",

"totalCount": 1,

"backendSet": |

{
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"instanceId": "gcvmed9e93b0bb2784b043c983761e6246
"unInstanceId": "ins-909ex9s0",
"instanceName": "test_k8s_1",
"lanIp": "10.104.222.152",
"wanIpSet": [
"193.112.93.144"
I

"instanceStatus": 4,

"weight": 44
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ModifyLoadBalancerBackends

% Z Addo|E Ya:: 2024-12-19 17:16:25

API Description

This APl is used to modify the weight of CVMs bound to a CLB instance, thereby adjusting the request
forwarding rule.

Domain name for APl calls: 1b.api.gcloud.com

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you

call the API. For more information, see Common Request Parameters. The Action field for this APl is

ModifyLoadBalancerBackends

Requi
Parameter equl Type Description
red
CLB instance ID, which can be queried via the
loadBalancerld Yes String I, i queried Vi
DescribelLoadBalancers API.
Unique ID of the CVM, which can be obtained from the
‘uninstanceld” field in the response of the
D ibelnst APLThis API rts enterin
backends.n.inst Yes String esc‘>r| ene ar‘mes ' ‘suppo S 9 .
anceld multiple CVM instance IDs at a time. For example, if you
want to specify two CVMs, enter
backends.0O.instanceld&backends.1.instanceld.
) Weight of the bound CVMs. Value range: 0-100. Default
backends.n.wei Yes Int
value: 10.
ght

Response Parameters

Parame Lo
Type Description
ter
d Int Common error code. 0: success; other values: failure. For more information,
code
see Common Error Codes.
messag String APIl-related module error message description.
e
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String Error code. For a successful operation, "Success" is returned. For a failed
codeDe operation, a message describing the failure is returned.
sc
Request task ID. The API provides an asynchronous task. You can use this
requestl Int parameter to query the execution result of the task via the
d DescribelL.oadBalancersTaskResult APL.
Example
Request

https://lb.api.gcloud.com/v2/index.php?Action=ModifylLoadBalancerBackends

&< >
&loadBalancerId=1lb-abcdefgh
&backends.0.instanceId=ins-6789test
&backends.0.weight=10
&backends.l.instancelId=ins-1234test

&backends.1.weight=6

Response

"code" : O,
"message" W

"codeDesc": "Success",

"requestId" : 1234
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DeregisterlnstancesFromLoadBalancer

2= Ao E Ix:: 2024-12-19 17:17:54

API Description

This APl is used to unbind one or multiple CVM instances from a CLB instance.

API domain name: 1b.api.qgcloud.com

Request Parameters

The list below contains only the API request parameters. Common request parameters need to be added
when a call is made. For more information, please see Common Request Parameters. The Action field

of this APl is DeregisterInstancesFromLoadBalancer

P t Requi T
arameter equl P Description
Name red e
loadBal d v Stri CLB instance ID, which can be queried through the
oadalancer es n DescribelLoadBalancers API.
g
Unique ID of CVM instance, which can be obtained through
the ‘uninstanceld’ (recommended) or ‘instanceld’ field
. . returned by the Describelnstances API. You can enter the IDs
backends.n.inst Yes Strin . .
anceld g of multiple CVM instances (for example, for two CVM

instances, enter
‘backends.0.instanceld&backends.1.instanceld’).

Response Parameters

Parameter L
Type Description
Name
q Int Common error code. 0: success; other values: failure. For more
code n ) )
information, please see Common Error Codes.
message String Module error message related to the API.
. Error code. For a successful operation, "Success" will be returned. For a
codeDesc String

failed operation, a message describing the failure will be returned.

Request task ID. This API is an async task. You can call the
requestld Int DescribelLoadBalancersTaskResult API to query the task operation result
based on this parameter.
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Sample

Request

https://lb.api.gcloud.com/v2/index.php?

Action=DeregisterInstancesFromLoadBalancer
&< >
&loadBalancerId=1lb-abcdefgh
&backends.0.instanceId=ins-1234test

&backends.l.instanceld=ins-6789%test

Return

"code" : O,
nmn

"message" : 7

"codeDesc": "Success",

"requestId" : 1234
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APIls for Health Check
DescribelLBHealthStatus

% Z Addo|E I:: 2024-12-19 17:19:35

API Description

This API is used to query the health check parameters for CLB instances.

Domain name for API calls: 1b.api.gcloud.com

Request Parameters

The list below contains only the API request parameters. Common parameters should be added when you
call the API. For more information, see Common Request Parameters. The Action field for this APl is

DescribelBHealthStatus

Paramete Requi

e Type Description
r red
loadBal v Stri CLB instance ID, which can be queried via the
o oan e rng DescribelLoadBalancers API.
cerld

LB list ID, which : 2 th

listenerld No String CLB listener ID, which can be queried via the

Describel.oadBalancerListeners API.

Response Parameters

Paramet
Type Description
er
code Int Common error code. O: success; other values: failure. For more information,
see Common Error Codes.
String APl-related module error message description.
message
. Error code. For a successful operation, "Success" is returned. For a failed
codeDes String . . . .
operation, a message describing the failure is returned.
o}
data Array Returned array.

Data structure of the data array:
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Parameter Type Description

ip String Private IP of the CVM.

protocol String Protocol.

port Int Port of the CVM.

vport Int Listening port of the CLB instance.

Health check result. 1: healthy; O:
unhealthy.

healthStatus Int

Example

Sample request

https://1b.api.qcloud.com/v2/index.php?Action=DescribelBHealthStatus

&< >

&loadBalancerId=1lb-abcdefgh

Sample response

"code":0,
"message" W
"codeDesc": "Success",
"data": [
{
"ip":"10.2.3.0",

"protocol":"TCP",

"port":8001,

"yport":8001,

"healthStatus":0
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