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#ca ASAH 2% ud A4

openssl req —-new —-key ca.key -out ca.csr

O F9:
thS o7 4= AFE27) A A A& sl oF 51, Common Name ZHS A = Zalo]AdE Q=49

Common Namel} = U5}#] ¢olof gh T},

Country Name (2 letter code) [AU]:sz

State or Province Name (full name) [Some-State]:sz

Locality Name (eg, city) []:sz

Organization Name (eg, company) [Internet Widgits Pty Ltd]:sz
Organizational Unit Name (eg, section) []:sz

Common Name (e.g. server FQDN or YOUR name) []:clb

Email Address []:1.qqg.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

3. O P ol s AAsto] AHA| M HE CA ASA ca.crtE g

# AA AHOZ ca AZFA A, fa7|7F 3650

openssl x509 -reg —-in ca.csr -out ca.crt -signkey ca.key -days 3650

Y3HoR MYHW k3t 2ol Lehehc,

Certificate request self-signature ok
subject=C = sz, ST = sz, L = sz, 0 = sz, OU = sz, CN = clb, emailAddress = 1.gg.com

# A i 7] A

openssl genrsa -out server.key 2048

2. O3 P05 AAsto] MY AFAM 9] 2% uhd server.csra At
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openssl req —-new —-key server.key —-out server.csr

3. Oh2 W ol & Adsto] CAJSAE AH AZA server.crts TaFUct

# ca JASME ATsto] AW QAFA A, FR7IZF 3659
openssl x509 -reqg —-in server.csr -out server.crt —-CA ca.crt -CAkey

ca.key —-CAcreateserial -—-days 3650

1. the HolS Uaysto] Zetold = AZA 2 A2l 7] W clientkeyS 4 U .

# SEOIRE i 7] A

openssl genrsa —-out client.key 2048
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# SECIAE JASAM 23 mtd A

openssl req -—-new -—-key client.key -out client.csr

3. thg PP o] = A3Pslo] CA JAZSAMZE oA E AZA client.crts a3yt

§ ca AFME AWstel ZetoldE AZA WA, FEVIT 3659
openssl x509 -req -in client.csr -out client.crt -CA ca.crt -CAkey

ca.key —-CAcreateserial —-days 365

4. 5 o5 Adsto] AdH 2o|AE AFA client.crt= QA oA AAS 2 Qe p12 FA L=
Ll

openssl pkcsl2 -export —-clcerts —-in client.crt —-inkey client.key -out

client.pl2

AA} 4: CA ASZA dRE

1. CLB &£ o 2193t}
2. AFA B E 2Estol A=E TE7]E SF U
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https://console.intl.cloud.tencent.com/loadbalance
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Overview ID/Name Q& &

ID/Name Certificate type Encryption algorithm Uploaded time Expiration time $ Operation

Instance List

i ' .

Target Group List I | | I = e Update Delete
Certificate

Management - _ - - . - -] - Update Delete

3. ASA AzE HolAolA AFA /P2 CA AFAE Heista, Haf 104 BHE CA ASA cacrt] HE
S A% AFA ool BAG 3 Eele U

A Fe):

BALE of ohAleh S0HE BAE AAEl] 278

l
il

FA|BHA Q..

0

Upload certificate

Certificate © International SM2
standard
Certificate CA certificate v
type
Name Upload certificate
Signing Click to upload certificate
certificate

Please upload public key file

(usually with .crt or .pem

extension) C

)]
Tag () Tag Key (%]
+Add (3 Paste

Project Default Project v
Allow same After enabling this feature, you can upload a certificate with the same content
certificate
Allow () Allows download of the certificate on Tencent Cloud platform
download

Az} 5: A AEA gae

1. CLB & o 2%y}
2. 9FA B 2estel A2 BEV)E 2L
&

3. AZA AZE Ho| A4 JAFA FH2 AH JAFAE desta, 2af 2 oA /gE A AFA server.crt
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https://intl.cloud.tencent.com/document/product/214/70279#.EC.A0.88.EC.B0.A8-1.3A-ca-.EC.9D.B8.EC.A6.9D.EC.84.9C-.ED.9A.8D.EB.93.9D
https://console.intl.cloud.tencent.com/loadbalance
https://intl.cloud.tencent.com/document/product/214/70279#.EC.A0.88.EC.B0.A8-2.3A-.EC.84.9C.EB.B2.84-.EC.9D.B8.EC.A6.9D.EC.84.9C-.ED.9A.8D.EB.93.9D
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oF AH 71Ql 7] server.key®] Ul-&& AT AFA Lol FAG & &l Sy

Upload certificate

Certificate o International SM2
standard
Certificate Server certificate v
type
Name Upload certificate
Signing Click to upload certificate
certificate

Please upload public key file

(usually with .crt or .pem

extension) I@
Signing Click to upload private key
private key

Please upload the private key file (with .key extension)

1©
Tag () Tag Key Tag Value (%]
+ Add () Paste

Project Default Project v
Allow same - After enabling this feature, you can upload a certificate with the same content
certificate
Allow () Allows download of the certificate on Tencent Cloud platform
download

Cancel

A2} 6: HTTPS 4% 15 A4 4F
v 1. NI B84 3}

1. CLB Z& ol 2115, AA-A wo]x]ojlA] th4 CLB JAHAE Fol JIARA DE 2T &, P2 &
g mojAlelx M2 BE7IE ST
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https://console.intl.cloud.tencent.com/loadbalance
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©20

Cloud Load Balancer

Basic information Listener management Redirection configurations Monitoring Security groups

We support one-click activation of free WAF service to protect your websites and apps.View[Z

Note: When custom redirection policies are configured, the original forwarding rules are modified, the redirection policies will be removed autc

HTTP/HTTPS listener(Configured0

You've not created any listeners. Create now Click the left node to view details

4 So|A £4 Z2EDS HTTPSE AEstn A48 TES YFuch SN B2 Felol4 FPT
Z WAL NS, A53 A AZAY CA AZHE YREFTh A JRE BAY T AES 2
Yk,
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CreatelListener X

Name

Up to 60 characters.

Listening Protocol HTTPS v

Listener Port

Port range: 1 - 65535

Send Client Source IP ()

Once enabled, CLB will send the client source IP address to the
backend service. Thismay cause streaming issues. It is recommended

to disable it.,, See the document for details.,

Persistent connection C)

Once enabled, the number of connections between CLB and the RS is in
the range of [QPS value, QPS value x 60]. The specific number
depends on the connection reuse rate.If the number of connections is
restricted on the RS, proceed with caution.

Gzip Compression o Pass-through mode

CLB supports package pass-through, in which case the compression

feature needs to be enabled for backend CVM instances.

Enable SNI®) C)

SSL parsing Two-way authentication + J| View comparison B

Server certificate o Select existing Create

CA certificate O select existing Create

o} CLB =H|Ql o] &3} URL =2 & dHdYnh; A
o
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o Basic configuration

Domain(®)

Default domain

HTTP2.0

Quic

URL®

Balancing method(®)

Backend protocol(§)

Method of Obtaining Client Source IP

Target group(®)

® 49:

Cloud Load Balancer

Add domain name
Enable

If a client request does not match any domain names of this
listener, the CLB instance will forward the request to the default
domain name (Default Server). Each listener only can configure

one listener and must configure one. Details

«©
®

WRR v

WRR scheduling is based on the number of new connections.
The real server with higher weight stands more chances to be

polled.

HTTP v

Send client source IP address or obtain from XFF header

Close Next

AMelstH Selo]Ad EoA CLBR {2 w HTTPSE AH&-5HH, CLBoIA] 2

HTTPSE AEid 4 5y

1. A oA A ZR2EZE HTTPSE AEsti X H TEES dHFYoh SNIE 445t T Algs 2
syt
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CreatelListener

Name

Listening Protocol

Listener Port

Send Client Source IP

Persistent connection

Gzip Compression

Enable SNI®)

Cloud Load Balancer

Up to 60 characters.

HTTPS v

Port range: 1 - 65535

«©

Once enabled, CLB will send the client source IP address to the
backend service. Thismay cause streaming issues. It is recommended

to disable it., See the document for details.,

»

Once enabled, the number of connections between CLB and the RS is in
the range of [QPS value, QPS value x 60]. The specific number
depends on the connection reuse rate.If the number of connections is

restricted on the RS, proceed with caution.
o Pass-through mode

CLB supports package pass-through, in which case the compression

feature needs to be enabled for backend CVM instances.

©2013-2025 Tencent Cloud. =& # 2] 28 H| o] A] 12 (& 59%)
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CreateForwarding rule X

o Basic configuration

Domain(®)
Add domain name

Default domain Enable
If a client request does not match any domain names of this
listener, the CLB instance will forward the request to the default
domain name (Default Server). Each listener only can configure
one listener and must configure one. Details

HTTP2.0 ()

. o

URL®

Balancing method(®) WRR v
WRR scheduling is based on the number of new connections.
The real server with higher weight stands more chances to be
polled.

Backend protocol (@) HTTP -

SSL parsing Two-way authentication v [iew comparison

[2
Server certificate O select existing Create
v
CA certificate o Select existing Create
v

Method of Obtaining Client Source [P Send client source IP address or obtain from XFF header
Target group(® C)
Close Next

3. ol Wakt SNIH|ZHst A AT SURTh SNI) tha AR U8 OLB 9 A8 A0 SNITHE ¢
ZA vty AU & BRI L.

=
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https://intl.cloud.tencent.com/document/product/214/70279#.EB.B0.A9.EB.B2.95-1.3A-sni-.EB.B9.84.ED.99.9C.EC.84.B1.ED.99.94
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A} 7: 2TY|AE AFA 7HA 27
WP 1 ke 34

HFE Zeto]AE AFA client.pl2E 25t 2Zof 7FA Ut
2. 2TOIAE RJISAE & S5t AFA 71 27] ol whet 22t AE AFA HAE ey

1. 2ol E IS A client.crtet 220l AE 7HQl 7] ubed clientkeyE Al = E2 o] FAFGU T
FEEolA i olE dAsto] A HE dHAED ] SZ2o|AE JAFSHE 7 F U

W 1 BakeA] WA
1. Bebe o] CLB7 HFIdE Erjele YTt Eujelo] Bl E x| ke A% P EE] HIF 4 9
s dy

ek A2 A 7HA L ZetoldlE AEAE HestAR.
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Hello,This is rs-1.
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110
|
|
€

Hello,This is rs-2.

B 2: YHE B4

1. shell AEiso] 204 kg B0l S AT, AFM F, 7] 24 B H2oHE CLB 45 53] Y2

o},

curl —-cert client.crt --key client.key —--cacert ca.crt

https://XxXX.XXX .XXX

<!DOCTYPE html>
<html lang="en">
<head>
<!-- ,.. existing code
</head>
<body>
<header>
<h1>Hello, This is rs-1.</h1>
</header>
<!-- ... existing code ... -->
</body>

©2013-2025 Tencent Cloud. =& #2] 28 m| o] Z] 15 (& 59%)
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<!DOCTYPE html>
<html lang="en">
<head>

<!-- ... existing code ...
</head>

<body>
<header>
<h1>Hello,This is rs-2.</h1>
</header>
<!-- ... existing code ... -->
</body>

©2013-2025 Tencent Cloud. =& #2] 28 m| o] Z] 16 (& 59%)
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HTTPS Z9]d 1A

% Z ddo|E Y:: 2024-01-04 20:09:01

1. CLB(Cloud Load Balancer) 7|5 A9

T2 EF A AHE AZA 07 2A3}5H0 24 Tencent Cloud CLBE HTTPS Al 52 A &AA 7Yt
H, Tencent Cloud+ =4 Q1Z 7]#3te] & 5ol JASA H&E IA 24 YT CLBE o2 22 &9
o A} F5te] B =Y 2of et o] S AT
1. HTTPS AH&2 Cliente] YA A Lo FFS v|x]A] EEUT.
2. ZeAEo = FY Aue] SSL &5t U S & J52 145 CPUELE 2|4 358 2 29 2| of
6.5W cps?] AA| HEAC]AE FAT 4= AFUT o] & Fall AH H]-&o] A7 v 2YA 1]3 9 Eg|
o F3 Al AH|A 750 A FEH AFY 718 24 A 750l ZIHE YT
3.0zl ZREZo exzay 4 ¥igto] 2 of thefst Fato]
£ Z9Ut} HZYA wile = HTTP2, SPDY, SSL 3.0 ¥ TLS 1.29} @% u}% Eii—g—% A+8517) 9l
HTTP1.1%E 2|45t .

ro

& o]
H
S}
=

> NIO
3o ©
>
s
g

4. QAE SSL 124 A4, R UEH, wA AH|AE HZ3H ) Tencent Clouds & 7§19 A= Ql 2249 9l
S 7]H<] Comodo ¥ SecureSite?} @& sto] QISA AH Z2AAE IA 2FASFstA A% H-&2 AAFY
t}.

5. Anti-CC ¥ WAF 7|5& A|&5to] »&

HTTP 37, A= B4 37, SQL 44 2 ¢ Abo]E ERo| Zn}
o} 22 ojZej7o] M 2lojo] FAL AT

2. HTTP ¥ HTTPS 35 4]HX

CLBE HTTPSO| theh Z2A] 6&-g ghych HTTP % HTTPS 242 2% CLBoJA W= CVM QIAE AR I
e w) HTTP 23] Purth o] A mHEQNE Qo] HTTPY A HTTPSYIA| 1&E& 4 gl&u Tt
CLBE= 242 21 A2 ZLgg uf X—Client-ProtoZ headeroll 4l gy ch.

X-Client—Proto: http(ZHEAN=2] HTTP 2%)
X-Client—Proto: https(Z#H EN=2] HTTPS 2%)

3. Al &3]

| Z AFEA7F Bl Aol A www.example.com = A4 AHT uff HTTPSE &al HASHA AN AT 4= &
£ https://example.com 9 AOJEE FAJsfof ot 7HA o}

T>

o] 4% 2F AFEA7E Y48t www.example.com A |

1. 2 4% HTTPE 53l 451 VIPE 53 CLB 41719 ZE 800 M Ayt 22iH E',]04 A8 2] 8080

2 z9dgyrch

2. P A 2] Nginxoll A rewrites 7/d35tH 2% o] XE 8080 53l WEEHI https://example.com
wlo] z]of] ThA] 2Hd HY .

3. 19 o3 B2t A= https://example.com S sl HTTPS Alo|EE ThA] Eylllth 252 VIP

FE
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A

&4t

49 Hr} obAE HTTPS 20 2 thA] ZA5Ha AFEA7L 7R e 4 9l
S Zo] AT 4 AFU

B
=]

server {

listen 8080;
server_name example.gcloud.com;

location / {

customized_conf_begin;

#!
client_max_body_size 200m;
rewrite /. (.*) https://Shost/$1 redirect;

F= A HH 2 Nginxoll A g5+ 301 2t HAEE ARE-3Fo] Nginx HTTP 0] 2| & HTTPS Ho] 2| 2 g

EERL 8

server {

listen 80;

server_name example.gcloud. com;
301 https://$server nameSrequest_uri;

return

server {

listen 443 ssl;

server_name example.qgcloud.com;

3)

H| o] Z] 18 (¥ 59%
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2| Sa}o]dE P 71 27
CLBZ Z|d AH 2] SE}o|AE A IP &=

% Z ddo|E d#}:: 2025-07-09 12:05:56

CLBE Zalo|dE AA| P Y5 4

CLB2| 475 2]A1(TCP/UDP/TCP SSL/QUICK:= k2] A4 glo] 2| AH7}t 2o|AES] A IPE 24
5T 4 ARE AU 7|2 DAl = H L Mu7E 5ok 24 IP7F 2 FEto]AES AA IPYY
ShAEE, cLBet 2| AW Afolofl St o] 2] NAT Alo| Efllo] 7t EAste B¢, 2|2 AH= 2toldES HA

42 IPE 5T 4 laytth ol2et el M= CLBe| 4715 Aol A Prox
I, Proxy Protocol2 &3l Selo]AEQ] Ax| 44 IPE &Y A ZE AES 4 &5t

H} EE3F Proxy Protocole &/ 2tafiof shw, Zajjopet 2eto]dES] 4
A&5Utt 2l AW 7} Proxy Protocols 2415 4~ gl= 72 Proxy Protocol

MY Bgetstm A2 ool By 4 gt

=

CLB= Proxy Protocol v2%F z] 3l
S ALyt ZAIgH W82 The PROXY protocol & &= o]—ﬂ AlQ.

) 7]%% EE A FHAMT ALEH, 71E A 2 ALstA FEUoh AH £3 o WR2
o _
23

IPv4 9 |Pv6 QI AEIA Q] TCP/UDP/TCP SSL/QUIC AU AR sl 7| 52 ALty ),
IPv6 CLB2] TCP/UDP &]2ofA] Proxy Protocol A% 7|52 A Ui HAE Folr, "ast e g7l A

=2 55 A8 AL
Proxy Protocol A

Proxy Protocol2 &/d351H T2 A] A7}
RE oF sto] TFAA AsTYt.

4, EE, A4 D2EZ So| JHE IE
Proxy Protocol2 £3 2] A= SegloldEQ] g YEYA AdZ HRE 35| &
23715, A2 Ao, Exly myE] 5o Zdo] 7Hs gyt

ok

% 9lo] Bk Hua

Proxy Protocol V2

Proxy Protocol V2i= Ho| 12| 84S A}-&5lu] TCPv4, TCPv6, UDPv4, UDPv6 Z2E2-2 A Yghch. 42
che 2gU

O}N'
(0
o
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https://www.haproxy.org/download/1.8/doc/proxy-protocol.txt
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IPv4 4]

Byte 0 1 2 3
Bits 01 2 34567 01234567012 34567012345%067
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+

+—
| I
+ +
| Proxy Protocol vZ2 Signature |
+ +
| I
+-+—+-+—+—+++—+—+++—++-+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
| Version| Command | AF | Proto.| Address Length |
+-+—+-+—+—+++—+—+++—++-+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
| IPv4 Source Address |
+-+—+-+—+—+++—+—+++—++-+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
| IPv4 Destination Address |
+-+—+-+—+—+++—+—+++—++-+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+

| Source Port | Destination Port |
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+F+—+—+—+F+—+—+—F+—+—+F+—+—+—+—+—+—+
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Byte 0 1 2 3
Bits 01 2 3456 7012 3456 701234567012 345™%617
+—+—+—-+—+—+—+—+—+—+—F+—+F+—+—+—+—+—+—+—+—+—F+—F+—+—F+—F+—F+—F+—+—+—+—+—+—+
I
+
| Proxy Protocol w2 Signature
+
I
+-+—+—+-+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—-+—+—+—+—+—+—+—+—+—+-—
| Version | Command | AF | Proto.| Address Length

+—+—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—+—F—Ft—Ft—F—F -+t —F—F—+—+—

T
—— —t — =+ — + —

IPve Source Address

—t—t—t—+—F—F—F—F—F—F—F—F—F—F—F—F—Ft—F—F—F—F—+—F—F—F—F—+—+—+—+—+—+

I
IPve Destination Address |
I
I
-+—+—+-+—++-+—+—++—++—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+

Source Port | Destination Port |

I
|
I
+
I
I
|
I
+
I
+—+—F—t—t—F—F—F—F—F—t—F—+—+—F—F—F—F—F—F—F—F—F—F—+—+—F—F—F—+—+—+—+

S 32 bits e > |
| Byte | Byte | Byte Byte |
AA =7
Proxy Protocol& &43}s17] A, 8ld B 7} Proxy Protocol v25 A Q45t=X] "EEA] &Rlsfof gyt 18

A gow Az Ado] dufd 4 st

& £A= IPv4 CLBY| TCP 2|24 E oA 2 Ayt
2ol Az}
A=} 1: TCP 8lAU oA Proxy Protocol A% &4J3}

1. CLB Z& o 23918 &, &% vu|A[o]Ad HiollA AARA B S 2
2. CLB IARIA 55 pofx] A& JdoA 2Jdg AEet &, JAAHA

2 Yy

E

3. TCP/UDP/TCP SSL/QUIC 2| A E2ojA thAt gAY AA| HH S S5}t ProxyProtocol A% o] 8413}
AR gt &AdstE ] 2 A9, BauE B G FA o)A ProxyProtocol A7 AEist &
A 7gy ot
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https://console.intl.cloud.tencent.com/loadbalance

&2 Tencent Cloud Cloud Load Balancer

Hide advanced options &

Proxy Protocol Configuration

Send client source IP address to backend server using Proxy
Protocol

A} 2: ZY AH{ollA] Proxy Protocol 43}

52 CentOS 7.9 2 AA 2k Nginx 1.20.1 WA S 7|F 0 &2 st A oAyt AHE g ol oe} -5 =7
aff AL
1. 2 Aol 213t &, nginx -t Fd = Adsto] A4 otd F=& eIyt 7|2 A==
/etc/nginx/nginx.confo] ™, A-§ 7o whe}t Th& 4~ Q5T
~
ES

2. A% koA Proxy Protocol ¥ &5

http {

# Sproxy_protocol_addr W4 A%, Zo|AE AA 1p 7|H

log_format main 'S$proxy_protocol_addr - Sremote_addr- S$Sremote_user
[Stime_local] "S$Srequest" '
'Sstatus Sbody_bytes_sent "Shttp_referer" '
'"Shttp_user_agent" "Shttp_x_forwarded_for"';
# 2lAY XLE g0 o|A], proxy protocol Z|¥YE F7}

server listen 80 proxy_protocol;

il

sto] Nginx 4% Tt thA] 2=
A2} 3: F Y AHE STOIAE HA| 1P 85 o7 &Rl

2 d AH 7} Nginxd 4%, Nginx 215 Fall S2to|AdEQ] AA| IP7} A2 & 554 &l 4 A5
Nginx 271 o} 7|2 F 2. /var/log/nginx/access.log
7} 271 2491 9] $proxy_protocol_addr Zto] Sefo]AE Q] AlA| IPY YT},

3. sudo nginx —s reload ¥ &<

o [172.16.7 “mmttas2| [0.0
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IPv4 CLBE &3l 2|2 S=°|AE IP 7HH 2

% Z dgo|E Y&} 2024-01-04 20:11:24

CLB(Cloud Load Balancer)°ll4] 22}°|AE &4 IP 7}A4 7] I Fal A

TE glo]o] 4(TCP/UDP/TCP SSL) € &lo]o] 7(HTTP/HTTPS) CLB MH| A& 7} 34 glo] #iql= CVM 91~
a0l A3 AR Zeto|AE P 7HA 275 A gyt
glojo] 4 CLBY| 7% WillE CVM AR AoA A2 AR IP= SetoldE IPYY T
#lojo] 7 CLBS] ¢ x-Forwarded-For X+t remote_addr HEZ ALE5lo] Zeto]dE IPE AH
7t & 4 Eyth glojo] 7 CLBY] M| A 2+ Configuring Access Logs & ZralsH4] Al 2.

O A9:
glojo] 4 CLBY] 4% HiIE CVM RIA' A0A F7} G/4d glo] Z2toldE IPE AH 74 Z 4
s4Yrt.
SNATZ} 2743t ot 2 2lojo] 7 2& IR Au|AQ] A widlE CVM JIARIAS AT oF & X-
Forwarded-Forg A-&sto] AA| Zeto|AE IPE 7HA 2toF fyth.

the o AutA oz AR R ofZa] Ao AH LA Aokt
IS 6 744 £&7|a}

1. F5XForwardedFor 22719 RES t}2 2 t5lo] Axlsla A8 29 HA| WAoo ubgl x86\Release
TE  x64\Release UOHE T rs5XForwardedFor.dll < EA tagg(dgA]: EE9]
C:\ISAPIFilters )oll ZAFSIIL IS T2 A| A0 o] g g of thst gl 7] Hsto] Ql=4] &Agych

4. D] &4 Z7H/HA ol A ‘DE] o] &0 ‘F5XForwardedFor’ & & st1 ‘A8 1}’ o
F5XForwardedFor.dll 2] AX ZZZ U3 oL Rl gyt

5. #/3& A-&stHH IS AHE THA] AlZRHY T
s 7 44 &7\t

1. F5XForwardedFor Z8]19] 252 t}e 2 c3lo] Hx|st A8 €9 A Ao W} x86\Release

T+ =x64\Release UZEFL Fs5xFFHttpModule.dll % F5XFFHttpModule.ini = &% T
dE (A 29  C:\x_forwarded_for )oll EAFSEIL IS ZEA|A0] o] ) E2]o] thgt ¢}7] Hzto]
A=A] 2RIy,
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https://devcentral.f5.com/s/articles/x-forwarded-for-log-filter-for-windows-servers
https://devcentral.f5.com/s/articles/x-forwarded-for-log-filter-for-windows-servers
https://intl.cloud.tencent.com/document/product/214/35063

@ Tencent Cloud Cloud Load Balancer

2. IS MY E AEsty BES tlE29F Y

"35 Internet Information Services (115} Manager

o KIR

-

File  View Help

Connections

@ L7 I8 Q‘i’ 1 Home
o &5 Start Page

M=y Filter: » ¥ Go - gk ShowAll | Group by: Area - 5+
Q Application Pools 5

s (@] Sites ﬁ) E% @ o

Authentic... Authorizat.., Compression  Default Directory  Error Pages Failed
Rules Document  Browsing Request T

" 1= ™ -
" H =l
- I » 8§ ¥
Handler HTTP IP Address  15APland  |SAPIFilters  Loggin

Mappings Redirect Respon..  and Doma..  CGl Restri..,

Y I e a
- . = =" * g
= '%ﬂ B | = !
= & e o= La) L T ey
MIME Types | Moedules Output Request Server WebDAY Worke
Caching Filtering Certificates  Authori... Process

3. YolgH BE 24e Syt

33 Internet Information Services (115) Manager

fe 5 (93 ¥ » u
File  View Help
- @5 Modul
— - oaules
ﬂ,- = & é Add Manage
! ~N Start Page Use this feature to configure the native and managed code modules that process requests Conhgumeih
~ 831 made to the Web server. View Ordered
|2} Application Pools
y {3 Sites Group by: Ne Grouping - ® Hep

(

4 %R AolH SRS 2
Configure Native Madules ? >

Select one or more registered modules to enable:

[] UriCacheMadule Register...
[] FileCacheModule

[] TokenCacheMadule Edit...
[] TracingModule

[] RequestMonitoriModule Remove

5. T2 S8 DLL 542 & okelet 2ol F7kghet.
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Register MNative Module ? ot

Mame:

¥_forwarded_for_x36

Path:
Che_forwarded_forx286\F3XFFHEpMedule.dll

] Cancel

Register Mative Module ? *

MName:

¥_forwarded_for_xfd

Path:
Chx_forwarded_forx6d\FSXFFHtpModule.dll

QK Cancel

Al

dejeT gtele 2

d

=Y

fllo
o

o}e)

et
ol

7}

6. o+

llo

Configure Mative Modules ? *

Select one or more registered modules to enable:

[] UriCacheModule Register...
[] FileCachefModule

[] TokenCacheModule Edit...
[] TracingModule

[] RequestfMonitorMedule Remove

[] ManagedEnginetd

[ ] ManagedEngine

[] ManagedEngineV4.0_32bit
[] ManagedEngineVd.0_odbit
x_forwarded_for_x36

% forwarded _for xfd

QK Cancel

7. ‘ISAPI & CGI A|gH o] 9] &= DLL 5tdS 715l Aot 5]& o2 AA gt
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ﬁig[l ISAPI and CGI Restrictions

Use this feature to specify the |34P| and CGl extensions that can run on the Web server.

Group by: Mo Grouping -

Dresc ripfiznn Restriction Path
x80 Allowed Choe_forwarded_fora:B86\F3XFFHEpModule.dll
wbd Allowed Cha forwarded for'xgd\ F3XFFHttpModule.dll

8. 748 M 8atein IS AN E ThA] AZHalal Al e,
Apache /4 £7|0}

1. EFA} Apache & ‘mod_rpaf & A x| gt}

http://stderr.net/apache/rpaf/download/mod_rpaf-0.6.tar.gz

zxvf mod_rpaf-0.6.tar.gz
cd mod_rpaf-0.6

/usr/bin/apxs —i —c¢ —n mod_rpaf-2.0.so0 mod_rpaf-2.0.c

2. 1t o t+3& F715t9 Apache +4 /etc/httpd/conf/httpd.conf & $£AFU T

LoadModule rpaf_module modules/mod_rpaf-2.0.so

RPAFenable On

RPAFsethostname On

RPAFproxy_ips IP F4& (CLBOA AlFdte &5 1p7F ofy®, EX 1po] didiA+=
Apache 218 235tx, UWHo2 % o) 1p F4vt glonf & o YFsjof

RPAFheader X-Forwarded-For

w
do
lo
=
oo
o
o
N
ot
o

ApacheE THA| AU

/usr/sbin/apachectl restart

Nginx Tt £&7|a}

1. NginxZ A 2 AF&-8F o http_realip_module2 AF-&5}o] A A S0l E IPE 7[H S 4 AUE
o] HE2 7|24 0 & Nginxoll Ax|&|o] IA] &2 ——with-http_realip module <& F7}ote|H
Nginx& tHA] HaldsfioF gyt
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yum -y gcc pcre pcre-devel zlib zlib-devel openssl openssl-
devel

http://nginx.org/download/nginx-1.17.0.tar.gz

zxvf nginx-1.17.0.tar.gz

cd nginx-1.17.0

./configure —--prefix=/path/server/nginx —-with-http_stub_status_module

——without-http-cache —--with-http_ssl_module —--with-http_realip_module

J7)A  xx.xx.xx.xx = 2% [P Z4(CLBo|A Al2sts 22 IP7} obd)& | A3l oF s,
£ IP Faof tisf o] Nginx 215 HFUth IP F471 of2] e F¢ & P F45 43|
of gt}

fastcgi connect_timeout 300;
fastcgi send_timeout 300;
fastcgi read_timeout 300;
fastcgi buffer_size 64k;
fastcgi buffers 4 64k;

fastcgi busy_buffers_size 128k;

fastcgi temp_file write_size 128k;

set_real_ ip_ from xXx.XX.XX.XX;

real_ip_header X-Forwarded-For;

3. Nginx& HA] AJZRMY T

nginx restart

4. A7) ZEo|AE IPE 7HH 22 Nginx AL 25 2]yt
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/path/server/nginx/logs/access.log
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slo|H |t 22} E HiEoA TOAS &5
2|d Z2o|AE P 713 2.7]
%2 AddolE g 2024-01-04 20:12:38

2722 glojo] 4(TCP H-&) CLB AH| A7} slo]EelE 22t v 2 NAT64 CLB Alue] 204 TOAE &3
AR ZEto]AE IPE 7HA = WHS Ay

TOA 249

2 d AHo] A&

(241)TOA JEf U EF

O 43:
2lo]o] 4(TCP) CLBE TOAZS £3l AA| Zeto|AE IPE 7}-L 4 Y7 2o]o] 4(UDP) ¥ go]o]
7(HTTP/HTTPS) CLBE 134 gF&Ut.

& A2
stojHE E2heE HiE

Hybrid Cloud Deployment A4l 204 IDC2F VPC2] IP= AHZE 4 loB 2 SNAT IP7F 2 o3yt A 9] H
¢ AA Z2o|AE IP= HEo|R 2o TOAE &afl 7HA|ekof %’J‘-J o},

NAT64 CLB

NAT64 CLB AlLtE] 204 AA| IPv6 Zato]AE IP= 2]|d Aujo] Holz] ¢k IPv4 35 IPE BgHg Y.

o] ¢, AA| Z}o|AE IP= TOAS 53 42 4 3lon, =, TCP #Z-& TE TCP optionol| A4 Sto]AE
IPE et & dAl SetolRE 1P FEE AH 2 HEstal Jeto|AE= TOA 7 BE9] APIE S350 AA
2R E IPE 7HAE 4 AsUTh.

A%k /Ay

e

g AA A
TOA el §79] A wide Au 2 7o) A vz A=) shof gt
ZAgoly SHoA = TOA AE RES TAE 249 &jof gy}

TOA AE 2 E2 2935} root W3to] T aghch

UDP 2| A= TOAS &3l Al F=tolRE IPE 74 E & glsdth
FetolAE ot 2 AH 2ho ofu] TOA & 2h4fo] l= 7 2| D A= dA| S2to|dE IPE 7t
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https://intl.cloud.tencent.com/document/product/214/38442
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Tencent Cloud TOA= Tencentosoﬂ LH%PHoi ;dguf] stojH |t Zahe-t i AjLba] 2ol A AA
A2 IPE A= o AT 4 AFYUH. AH 7 TencentOSoll Al A= 1L sho| Bl E Faf-@Eof HijxE
= 7% modprobe toa WP AH A¥Yslo] TOAE 29T 4 AFYT AW 7} Linuxoll A

AP el = 72 Linux TOAS t4l Akg3lloF gct.

TOA &Y
1. Tencent Cloud?] Linux OS B{#l o 3jE5}l= TOA S}7|X| & th& 2 E5Ha =S EU

centos

CentOS 8.0 64 CentOS 7.6 64 CentOS 7.2 64

debian

Debian 9.0 64

suse linux

SUSE 12 64 SUSE 11 64

ubuntu

Ubuntu 18.04.4 LTS 64 Ubuntu 16.04.7 LTS 64

2. &

% 84 % od 9L AYsto] YFo] AT Brjo] AHA%tT BE 29 PP AYFUch

insmod toa.ko

E Alg)sto] TOAZ}F Y E Y =4] Zelstyt}. ‘to load success’ WA A7} EA|EH 22 o] AL

rmmod toa
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https://clb-toa-1255852779.file.myqcloud.com/CentOS%208.0.1905.zip
https://clb-toa-1255852779.file.myqcloud.com/CentOS%207.6.1810.zip
https://clb-toa-1255852779.file.myqcloud.com/CentOS%207.2.1511.zip
https://clb-toa-1255852779.file.myqcloud.com/Debian%209.zip
https://clb-toa-1255852779.file.myqcloud.com/SUSE%2012.zip
https://clb-toa-1255852779.file.myqcloud.com/SUSE%2011.zip
https://clb-toa-1255852779.file.myqcloud.com/Ubuntu%2018.04.4%20LTS.zip
https://clb-toa-1255852779.file.myqcloud.com/Ubuntu%2016.04.7%20LTS.zip

&2 Tencent Cloud Cloud Load Balancer

6. (&4)the HH S Aggsto] REo| A=A Zelgtch ‘TOA unloaded” HIAI A7} BAEH A o
=

A7) 0S Mol tigh A2 712 & 2 4 e A2 Linux 05§ UuF &2 Wi A& the2E51 Zutd5)o]
] 4 S B EO] Linux &8 A A (| A]: Centos8, Centos7,

O 49
Linux A9} Linux 28] A A

= T3] BA7L B 4 A5 Uk TOA 22 B2 S
AH28}7] Aol OSol| A Hutdsts Zo] 45Ut

A 79:
OS7} Linux?! % Linux TOA AA m|7| A& th2 2 ESHA A 2. TencentOSQ! 749 TLinux TOA &
A 7|2 & g2 ey

Linux

"https://clb-toa-

1255852779.file.mygcloud.com/tgw_toa_linux_ver.tar.gz"

Tencent TLinux

"https://clb-toa-

1255852779.file.mygcloud.com/tgw_toa_tlinux_ver.tar.gz"

2. TOAS Linux 742 ZAujdstad WA GeC Aupd ], Make & 9 AY 7 o 7] A & A =] 5}joF gt}

CentOS &7 Az &4

yum

yum

(/A8 ANE 7IAE AU, H7)A] §E od B golE2ele] B2 A

g sz gxsob Gy,

yum kernel-devel- uname -r
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Ubuntu ¥ Debian A2 x| 2

/A A WAAE AAFUS. W24 S 3 % eolEee] wWHe
g W AxsfoF Fuict,

linux-headers— uname -r°

//AE S S7IAE AU, Wo1A sle Y 8 eoluelee] My A
g W Lxsior Pyt

kernel-default-devel

3. & 7| & Hupdsto] toako TS AU Aot Yol A warning % error WAA|7}
FEAE A ko™ Hutdo] F33F AU} Linux OSE& &4 7|2 & o2 50 BAlSsYth

zxvf tgw_toa_linux_ver.tar.gz

cd tgw_toa_linux_ver//@= S|AE tgw_toa THEZZ o]=F

4. toa.ko ZutAo] J3stH 20t & 43sto] TOAE =&Y

2 Ay 2§

struct sockaddr v4addr;
len = sizeof (struct sockaddr) ;

//get_peer_name & EF Linux UEYIT Z2IaY ap1Yyct.

if (get_peer_name (client_fd, &v4addr, &len) == 0) {
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inet_ntop (AF_INET,

>sin_addr), from,

printf ("real client v4 [%s]:%d\n", from, ntohs (((struct

NAT64 CLB

NAT64 CLB AlUtg]| 204 A &2 IPE 2oad 2l AHo toa.ko 7d EES AU £ ¥
2 FES FAdlof 5fH TOAE aid IP F45 2/ AlHo] Agdyd
1 IP 45 A tolg 125 AU

struct toa_nat64_peer {
struct in6_addr saddr;
uintl6_t sport;

I

struct toa_nat64_peer client_addr;

2. TOA {45 Aofstil T&sto] AA| Y& IPve 45 7HA&UTH

TOA_BASE_CTL 4096,
TOA_SO_SET_MAX TOA_BASE_CTL,
TOA_SO_GET_LOOKUP TOA_BASE_CTL,
TOA_SO_GET_MAX TOA_SO_GET_LOOKUP,
bi
getsockopt (client_fd, IPPROTO_IP, TOA_SO_GET_LOOKUP, &client_ad

dr, &len);

3. 9R P 222 AU

real_ ipv6_saddr client_addr.saddr;

real_ ipv6_sport client_addr.sport;

AA 774 oAl & 25y

©2013-2025 Tencent Cloud. =& #2] 28 m| o] 7] 33 (& 59%)



&2 Tencent Cloud Cloud Load Balancer

"TOA_BASE_CTL's 40962= AAJYr}.
enum {
TOA_BASE_CTL 4096,
TOA_SO_SET_MAX TOA_BASE_CTL,
TOA_SO_GET_LOOKUP TOA_BASE_CTL,
TOA_SO_GET_MAX TOA_SO_GET_LOOKUP,
bi
//1p FA5 AFT dHolH A& Ao
struct toa_nat64_peer {
struct in6_addr saddr;
uintl6_t sport;
i
//FAE ARE MaE AdFU.

struct toa_nat64_peer client_addr;

el taadEYLt,

client_fd = accept (listenfd, (struct sockaddr*)&caddr, &length);

// NAT64 AU oA AREAFS] AA| A2 1pE 7HHL7] ¢

char from[40];

int len = sizeof (struct toa_nat64_peer);

if (getsockopt (client_fd, IPPROTO_IP, TOA_SO_GET_LOOKUP, &client_

addr, &len) == 0) {

inet_ntop (AF_INET6, &client_addr.saddr, from, sizeof (from)) ;
/72 1P YE port 7HAH L7

printf ("real client [%s]:%d\n", from, ntohs (client_addr.sport));

stol B & ZetT oA AE-E = NAT64 CLB

NAT64 CLB7} stol B 2| E St EofA] AFEE = AU oA AA H& PE Ao 2|d AlH o
toa.ko #d EEZS AMIS FEE £l oF 5l TOAE 3G IP A4S 2|d Ao g

Syt

AA 4 oAl = o2 ZE5Uth
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'"TOA_BASE_CTL'S 409622 AAc}t,
enum {
TOA_BASE_CTL = 4096,
TOA_SO_SET_MAX = TOA_BASE_CTL,
TOA_SO_GET_LOOKUP = TOA_BASE_CTL,

TOA_SO_GET_MAX = TOA_SO_GET_LOOKUP,

I

//1p FA5 AFT dHoly A& AU
struct toa_nat64_peer {

struct in6_addr saddr;

uintl6_t sport;
i

/74T AT W4E AAPUT.

struct toa_nat64_peer client_addr_nat64;

//ZetolES] ntd H2AYHE 7FHGUTE. o7 listental AH 44l
o gAagEHAUS.
//NAT64 AUE| oAl A Zeto|dE 1pE 7FA 7] 93 SE3Uct.
char from[40];
int len = sizeof (struct toa_nat64_peer);
int ret;
ret = getsockopt (client_fd, IPPROTO_IP, TOA_SO_GET_LOOKUP, &clien
t_addr_nat64, &len);
if (ret == 0) {
inet_ntop (AF_INET6, &

(client_addr_nat64.saddr), from, sizeof (from)) ;
//QE 1p9} YE portE 7FAHSUtt.

printf ("real client v6 [%s]:%d\n", from, ntohs(client_addr_nat64.
sport) ) ;
} else if (ret != 0) {
struct sockaddr v4addr;
len = sizeof (struct sockaddr) ;
//9E P9t YE portE ZbHZUYtt.
//3tolBElE ZeteE HiE AluEecA YR 1P
29Yct.
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//Hlsto| B E &

NAT647F Gl ZEo]dE 1p F4

a-

if (get_peer_name (client_fd, &vé4addr, &len) == 0)

inet_ntop (AF_INET, & (((struct sockaddr_in *

-sin_addr), from, sizeof (from));

printf ("real client v4 [%s]:%d\n", from, ntohs(((struct

in *)&vé4addr)->sin_port)) ;

}

(SH)TOA i ZYET

OFY S BAsHY] 98l o] HE BES ARSI dEIE BUEHYE
S " = St E Aol SAE A TOA #+

&

e
oz
fuj
i
H
T
m
0.
ek
S
30
j)e
T
Iu)

/proc/net/toa_stats
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root@M-0-36-ubuntu:/data/

syn_recv_sock_toa
syn_recv_sock_no_toa
getname_toa_ok
getname_toa_mismatch
getname_toa_bypass
getname_toa_empty
ip6 address alloc
ip6_address_free

Cloud Load Balancer

# cat /proc/net/toa_stats

CPuU@ CPU1 CPU2
803 850 870
830 980 867
761 826 813

(%] (%] (%)
1522 1652 1626
EELY 3751 3788
803 850 870
803 851 869

HUE Y HEYS o3} o] ¥ EYTh

HEE A
syn_re
CV_SOC TOA A HQlo] A AL LA},
k_toa
syn_re
Cv_SoC TOA ;gi 0-10] 0375% 5’\_/1\_]@_14]:]_
k_no_t
oa

etna o o
. t o] & getsockoptE £Et1 A& IPE HFH 2 7P 271 acceptE S&5tHo
mipa ZetoldE 23S £AI uf Z7Hsty T
0

etna o o ) N
e °l %t getsockopt® BESN o £ YA P AL PE AT W 5

- 7yt ol & 0] S2o|dE AZof= IPv4 Y& 1P F47F Z8E o] Q1= HHHA

ST pup a8 wowl Alest F7be
atch

etna o ‘
e, 1 7HEEL TOAS @ @i FefoldlE st HAaYEolA getsockopt F4
me_toa . =

- 7V 2EE o S S

_empty
ip6_ad TOAZ} TCP to] €] miZloll AAE A& P} AL portS 74w Hre A44e 2
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dress_ 7+e shbshg o),

alloc

p6_ad Aol AL toar olHol AR P Bl U2 portE AYshe o ASH e S
dress_f dejagyc BE AZdo] &3]™ ZF CPU tigh ip6_address_allocd] & 7H4& o]
ree W E g 9] 749} Zrolof gt}

FAQ

NAT64 CLBO| TOAE Aot & MY 22335 £ 3)oF 3t= olf& FAdY7?

Zeo|dE P §F 0] AL R &3 §A 5= NAT64 CLB Al U2 29} th 2 sloj Bt Ze}9C ujx
AlLpe] 2ol Al Zeto]AE IP(IPv4)7} IPv6e 42 HEHE 7] Wl Edyt. weka] AH7} IPve F4E 0|5
S AEE AW Z2IWE S 5o Fyr.

H OS7} Linux 28] & HA = Tlinux AE8Z 7|92 2 5t=2] oA & =+ Asu7k?
Aggsto] Y 71d M-S SsHiA 2. BT
= HHH [inux= Linux OSE AFR3511 S

[root@vM_16_93 centos ~]# uname -a
Linux VM_10_93_ centos 3.10.107-1-tlinux2 kvm_guest-0052 #1 SMP Wed Jan 15 18:42:19 CST 2020 x86_64 x86_64 x86_64 GNU/Linux

&35to] HAH S FAUe +x 5Uth tlinux EE  t12 7} HHEET TLinux
o
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root@VM_64_20_centos ~]# rpm —qga|grep kernel
ernel-devel-4.14.105-19.00104t12|x86_64
ernel-debuginfo-4.14.105-19.0012.t12.x86_64
ernel-headers-4.14.105-19.0012.t12.x86_64
ernel-tools-1ibs-3.10.0-1127.8.2.el7.x86_64
ernel-3.10.0-957.21.3.e17.x86_64
ernel-devel-4.14.105-19.0012.t12.x86_64
ernel-4.14.105-19.0012.t12.x86_64
ernel-3.10.0-1127.8.2.el7.x86_64
ernel-tools-3.10.0-1127.8.2.el7.x86_64
ernel-devel-3.10.0-957.21.3.el7.x86_64
brt-addon-kerneloops-2.1.11-57.el7.centos.x86_64
root@VM_64 20 centos ~]#

! Sk 712
A5 5to] TOAZ} E%ﬂ 7] ghlghyct,

re
%
|
M
D
un Ma
> o
oY,
| _|o
S
2
)
ol
O,
rlo
2
oﬂ:1|
u:°l

[ root@VM-0-133-centos # 1lsmod | grep toa
278528 ©
[ root@VM-0-133-centos - ]

2. Nu| T2 %o YX PE 7] 95 SHIE 52 YA AN, 2 Au] &g st
Al /\]3
= .
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3. Aol A TCP BjZl S FAo}al ofjZlof] ¥ IP JH7} Z3tE] o] Q=3 gy}
tcp option 30  unknown-200 ©] EA]EH TCP option E =0f SNAT
7 A E e vERE Y
unknown-253 ©] ZA|ET NAT64 Alute] o] AA| L2 |Pve F4A7F AU E S-S LEHY
Yt

[root@VM-0-133-centos ]# tcpdump -i any "ip[40:1] 00"

dropped privs to tcpdump

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX_SLL (Linux cooked v1), capture size 262144 bytes

18:04:24.864649 IP 192.168.0.177.23638 > VM-0-133-centos.webcache: Flags [.], ack 3309146461, win 229, options [Jjunkno
2662acl13bca,nop,nop,TS val 2243901958 ecr 3395797654], length ©

18:04:24.864679 IP 192.168.0.177.23638 > VM-0-133-centos.webcache: Flags [P.], seq ©:154, ack 1, win 229, options [un
Oxa2662acl3bca,nop,nop,TS val 2243901958 ecr 3395797654], length 154: HTTP: GET /data/1K HTTP/1.1

4. TOA 247} 23+ m7lo] A E ML= AL toa koS DEBUG HA o2 Anldsty 79 212 =5 2
dl e 2|0 4] DEBUG At F42 Makefileol| 7+ .

$( pwd )
ccflags-y += -DTOA_NAT64 ENABLE -DTOA DH

($(DEBUG), 1)
ccflags-y += -g -00

5. 0H Y AYstol thal Fardgt.

D
)
mlo
o&
ol
o
>
om

ol

bof 942 ko AASHL M4l WA koZ AT,

rmmod toa

insmod ./toa.ko
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Che HAIA7F BAIE ™ TOAZE /2 o2 Z-gshe Adyt. Ay T23o] Ax) A& IPE 7]
9 &4

| [DEBUG] TOA: inet_getname_toa called, sk-»>sk_user_data is 000@0000308892
’1] [DEBUG] TOA: inet_getname_toa: set new sockaddr, ip 192.168.80.177 -> 42.193.59.202, port 49682
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Configure Alarm Rule

Monitoring Type Cloud Product Monitoring RUM

Policy Type Cloud Load Balancer / Public LB Instance / About drop/usage monitor +
Project @ DEFAULT PROJECT v 0 exist. You can create 300 more static threshold policiesThe current account has 0 policies for dynamic alarm thresholds, and 20 more policies can be created.
Tag v v x

+ Add @ Tag Clipboard

Alarm Object Instance ID ¥ 1(Ib-nagjldét) v
Trigger Select Template ) Configure manually (Currently, event alarm notifications cannot be configured through the trigger condition template)
Condition
Metric Alarm Event Alarm
When meeting any v of the following metric conditions, the metric will trigger an alarm. Enable alarm level feature.
> If intraffic_vip_ratio v (statistical perior ¥ > v @ 80 % at 5 consecutive v then Alarm once an hour v @ 'ﬁ[
» o If outtraffic_vip_ratio ¥ (statistical perior ¥ > v @ 80 % at 5 consecutive v then Alarm once an hour v @ 'ﬁ[
» o If concur_conn_vip... ¥ (statistical perior ¥ > vy ® 80 % at 5 consecutive ¥ then Alarm once an hour v () 'ﬁ[
>of new_conn_vip_ra... ¥ (statistical perior ¥ > v ® 80 % at5consecutive v then  Alarmonceanhour v (&) Tl
Add Metric

33 U TH: TY GERS FUHT B 24K, T F71 D 24 AP AP Y DE0] 4
YEi7) e B M ABRS Feistol AASHUA L. AT gL A 27 92 e FustAle.
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@ Tencent Cloud Cloud Load Balancer

Create Notification Template

Basic Info
Template
MName
Notification Alarm Trigger Alarm Recovery
Type @
Motification English ¥
Language
Tag - - »®
+ Add (3 Tag Clipboard
Notifications (7 in at least one item)
User You can add a user only for receiving messages.
Motification
Recipient User v % Add User

Object

Notification Mon Tue Wed Thu Fri Sat Sun

Cycle

Notification 00:00:00 ~ 23:59:58 Q@
Periad

Email SMS

Add User Notification

API Callback

®

API Callback
URL
Configure AP| Callback, CM will send alarm notifications to the URL or corresponding group.View Usage Guides [2

Notification Mon Tue Wed Thu Fri Sat Sun

Cycle

Notification 00:00:00 ~ 23:59:59 M@
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zH © Sy Z o & o 1 k1) P =]
d S St A RS REEEA > 3T BE HAAY JLAHA-QPSEY BYEFH o2 »74s)
=] o o =]
A EfA 22 disl & Wi&2 A5 HuH
Trigger Select Template o Configure manually (Currently, event alarm notifications cannot be configured through the trigger condition template)
Condition
Metric Alarm Event Alarm
When meeting any v of the following metric conditions, the metric will trigger an alarm. Enable alarm level feature.
o f qps_vip_ratio v (statistical periot ¥ > v ® 80 % at 5 consecutive ¥ then Alarm once an hour v ()
Add Metric
CERE
4 vt
o L= = = kel & T % L. T =] 5
9lo] g WrThR ol PTayo] Z/HUT WA BEFE AL U §F 2T Alefo] A5 FEio] =2t 2
=] =2 =2Z5F A oJo o olpls = sEo. o} Lo o
ol AF 275 T # flS= YudUth A7V 4T LA FEE Jo B §F AAHA A 2HoR
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&2 Tencent Cloud

Cloud Load Balancer
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https://intl.cloud.tencent.com/document/product/214/6156

&2 Tencent Cloud Cloud Load Balancer
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https://intl.cloud.tencent.com/document/product/627/17470
https://console.intl.cloud.tencent.com/clb
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Cloud Load Balancer

&2 Tencent Cloud
& b
Basic Info Listener Management Redirection Configurations Monitoring Security Group
MNote: When custom redirection policies are configured, the original forwarding rules are modified, the redirection policies will be remaovec
configure it again. See details[Z
HTTP/HTTPS Listener
Create
E http-tets(HTTP:80) Domain Name Details
+ Default Access Domain Name www.example.com
Default Domain Mame Yes
Domain Mame Protection Status(3)
Go to Web Applicat
=] b
4. TSIt XSt EE CLB EHQ] 0] 2 TS FRISHIAI Q. CLB QIAEA ID: ‘lo—f8Im****’, 2] Al o] =
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https://console.intl.cloud.tencent.com/guanjia/waf/config

@ Tencent Cloud Cloud Load Balancer

St e

Defense settings

Package Info
Package Premium Upagrade Extra Doman pack O (Each extra domain pack can inc
top-level domain can be included) F
Expiry Time 2021-01-02 15:53:03 =Renew Used Domain Name !
Tag Empty Security Log Services Pack (One service pack provides
service.), Upgrade
Auto-renew Extra QFS Pack  Gurrent QPS peak 0 @ Current packi

Domain Name List

Add domains

Domain/ID Traffic mode(@ Regio Accesslog... T

n Load Balancer(ID) VIP®)

rléﬁtener@

Nao recol

4. ‘=9l o] 8-S BT [H81e SYFUC

& Add domains

o Enter domain

Domain Name www.example.com &

Proxy (i) 0O no Yes

Mext
5. CLB gjd & AEgt o3 107 CLB =HQl of & /4 &2l oA =m|Ql o] &5 AEstil [Z|lAH Ad]E 29
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https://intl.cloud.tencent.com/document/product/214/38751#step1

@ Tencent Cloud Cloud Load Balancer

< Add domains
I'\_/ ,,I Enter domain o Select a listener

To protect the traffic of a HTTP or HTTPS domain name, it must be added to and bound with the LB listener. Go to CLBLoad Balancer [2

Region Shanghai Hong Kong, China Shanghai Finance Beijing Shenz!

Chongging Nanjing
Singapore Seoul Mumbai Bangkok Moscow Tokyo

Load Balancer-Listener

ID

Select a listener

Select a listener
Select a listener
Select a listener
Select a listener
Select a listener

Select a listener

-
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https://intl.cloud.tencent.com/document/product/214/38751#step1

&2 Tencent Cloud Cloud Load Balancer

Select a listener

Select an LB listener for this domain name Selected(1)
Q http-tets(| )
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