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Migrating a Server

Online Migration

Online Migration Overview
Last updated：2025-09-01 16:35:21

Online migration is a server migration method that supports migrating or synchronizing systems and 

applications on the source server or virtual machine from a self-built IDC or other cloud platforms to 

Tencent Cloud with no operating system downtime on the source server.

With go2tencentcloud, the migration tool provided by Tencent Cloud, you can directly migrate all systems 

and applications on the source server to the destination CVM, without the need to create, upload, and 

import images. It can meet enterprises' business requirements for cloud deployment, cross-cloud 

migration, cross-account or cross-region migration, and hybrid cloud deployment.

Note: 

The source server can be a physical server, a virtual machine, or a cloud server on third-party 

cloud platform, such as AWS, Google Cloud Platform, VMware, Alibaba Cloud, or Huawei Cloud.

Use Cases

Online migration is applicable to the scenarios including but not limited to:

Cloud migration from self-built IDCs

Migration across cloud vendors

Migration from simple application servers to Cloud Virtual Machine (CVM)

Cloud migration from local virtual machines

Hybrid cloud architecture deployment

Migration across accounts, regions, or AZs

Differences from Offline Migration

For offline migration, you need to first create an image of the system disk or data disk on the source 

server and then migrate the image to a specified CVM instance or cloud disk. For online migration, you do 

not need to create an image. Instead, you can directly run the migration tool on the source server to 

migrate its data to a specified CVM instance or a custom image.

Starting Migration

Two methods for online migration are available. You can select the appropriate one as needed.
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Migration 

method
Overview Use cases Characteristics

Online 

Migration - 

Importing 

source by using 

the migration 

tool

Log in to the source server, 

run the migration tool 

go2tencentcloud, import the 

migration source, create a 

migration task in the 

console, and complete the 

migration.

Migrate via the 

public and private 

network

Migrate from 

other cloud 

platforms to 

Tencent Cloud

Migrate from 

customer IDC to 

Tencent Cloud

High 

compatibility.

More migration 

parameters can 

be specified to 

meet different 

migration needs.

Online 

Migration - 

Console

Log in to the console, 

perform identity 

authentication, quickly 

import the migration source 

and create a migration task.

No need to log in 

to the source 

server

Migration via the 

public network

Cross-cloud 

migration: 

Applicable to the 

scenarios where 

the source 

instances are 

located in Alibaba 

Cloud

One-stop batch 

migration.

FAQs

For more information, please see .FAQs about Server Migration
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Migration Operation Guide

Online Migration Operations
Last updated：2025-09-01 16:36:17

Online migration supports migrating or synchronizing systems and applications on the source server from 

a self-built IDC or other cloud platforms to Tencent Cloud with no operating system downtime on the 

source server.

Two methods for online migration are available. You can select the appropriate one as needed.

Migration 

method
Overview Use cases

Characteristic

s

Online Migration 

- Importing 

Migration Source 

from the Client

Log in to the source server, 

run the migration tool 

go2tencentcloud, import the 

migration source, create a 

migration task in the console, 

and complete the migration.

Migration via the 

public and private 

networks

Cross-cloud 

migration: 

Applicable to any 

source environment

Migration from 

IDCs to cloud

High 

compatibility.

Online Migration 

- Quick 

Migration in the 

Console

Log in to the console, perform 

identity authentication, quickly 

import the migration source 

and create a migration task.

Migration via the 

public network

Cross-cloud 

migration: 

Applicable to the 

scenarios where 

the source 

instances are 

located in Alibaba 

Cloud

One-stop 

batch 

migration via 

the console.
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Sever Migration via a Migration Tool
Last updated：2025-09-01 16:36:40

This document describes how to migrate data online from your source server to an instance of Tencent 

Cloud Virtual Machine (CVM) via the go2tencentcloud client by importing a migration source. This method 

applies to most server migration scenarios, such as server cloud migration from IDCs, cross-cloud 

migration, and cross-region migration within Tencent Cloud. You can specify multiple migration tool 

parameters to meet custom migration needs.

Migration Workflow

The process of online migration by importing a migration source via the go2tencentcloud client is shown 

in the figure below:

Migration Directions

Step 1. Prepare for migration

Go to  to create a key and obtain the  SecretId   and  SecretKey  .Manage API Key

Stop applications on the server and back up your data.

Source server: You can use the snapshot feature or other methods to back up data on the source 

server. The source server is the server to be migrated.

Destination CVM: Create a snapshot of the instance (See ) to back up the 

data.

Creating Snapshots

Notes for migration with a sub-account via the console:

When the migration destination is a CVM instance, the sub-account should have the 

QcloudCSMFullAccess and QcloudCVMFullAccess permissions. You can log in to the 

 with your root account to grant the permissions.

Cloud 

Access Management (CAM) console

When the migration destination is a CVM image, the sub-account should have the 

QcloudCSMFullAccess, QcloudCVMFullAccess, and QcloudCVMFinanceAccess permissions. You 

can log in to the  with your root account to grant the permissions.CAM console

Before the migration, you need to check the following configuration based on the actual conditions:
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If the migration destination is a CVM instance, both the source server and the destination CVM 

instance need to be checked.

If the migration destination is a CVM image, only the source server needs to be checked.

Linux source 

server

Ensure that the current system time is synchronized with the standard 

time. Otherwise, the request initiated by the migration tool to access 

Tencent Cloud APIs will fail.

Windows source 

server

1. Check and install Virtio. For more information, see 

.

Checking or 

installing the Virtio driver

2. (Optional) Check and install Cloudbase-Init (See 

). It’s recommended to install it on the 

source server before the migration. 

Installing 

Cloudbase-Init on Windows

If it is installed before migration, network configuration, 

activation, and other initialization operations are performed 

automatically after migration.

If it is not installed before migration, you may need to 

 and manually modify the network 

configurations.

log in 

to the instance via VNC

3. It is recommended that you temporarily disable the antivirus 

software to avoid mistakenly killing the migration tool, which 

could cause a migration failure.

Destination CVM

1. Storage space: The number of cloud disks (including system and 

data disks) on the destination CVM instance should be greater 

than or equal to that of disks on the source server. The cloud disk 

capacity of the destination CVM instance should be greater than 

or equal to the disk capacity of the source server. For 

convenience, it is recommended to keep the number and capacity 

of cloud disks consistent with those of disks on the source server.

2. Security group: Port 80, port 443 and port 3389 are opened.

3. Bandwidth: Set the bandwidth cap on both the two ends to the 

highest possible value. During the process, the traffic consumed 

is approximately the amount of data migrated. Adjust the billing 

mode beforehand if necessary.

Note: 

Check the source server by executing  sudo ./go2tencentcloud_x64 --check  .

The go2tencentcloud migration tool automatically checks the source server when it 

starts running. It also automatically checks the destination CVM instance when a 

migration task starts. To skip checks and perform forced migration, execute the 
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Linux source server

following command to start the tool:  sudo ./go2tencentcloud_x64 -ignore-chec

k  .

The go2tencentcloud migration tool automatically performs disk partitioning and 

formatting on the destination CVM instance and migrates data from the source server 

disks (including the system disk and mounted data disks) to the corresponding cloud 

disks of the destination CVM instance. Before migration, you do not need to log in to 

the destination CVM instance to perform operations such as disk partitioning and 

initialization.

Step 2. Import the migration source

Import with the migration tool

1. Run the following command on the source server to  the migration tool  go2tencentc

loud.zip  , and go to the corresponding directory.

download

wget https://go2tencentcloud-1251783334.cos.ap-

guangzhou.myqcloud.com/latest/go2tencentcloud.zip

unzip go2tencentcloud.zip

cd go2tencentcloud/go2tencentcloud-linux

Note: 

The files in the  go2tencentcloud   directory will not be migrated. Do not place the 

files to be migrated in this directory.

2. (Optional) Exclude files and directories on the source server that do not need to be migrated.

Add files and directories that don’t need to be migrate to the  file.rsync_excludes_linux.txt

3. Import the migration source.

3.1 For example, on a 64-bit Linux source server, execute the following commands in sequence 

as the root user to run the tool.
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©2013-2025 Tencent Cloud. All rights reserved. Page 9 of 43

https://go2tencentcloud-1251783334.cos.ap-guangzhou.myqcloud.com/latest/go2tencentcloud.zip
https://www.tencentcloud.com/document/product/213/44340


Windows source server

chmod +x go2tencentcloud_x64

sudo ./go2tencentcloud_x64

3.2 Enter the  SecretId   and  SecretKey   of the account API access key obtained in 

 and press Enter as shown below:

If you see the following message, the source server is imported successfully. You can now 

see the server in the CVM console.

Prerequisites

1.  or upload  go2tencentcloud.zip   to the source server. Decompress the file to the 

 go2tencentcloud   folder. Open  go2tencentcloud-windows  , and the directory is shown 

as below.

Download

2. Run  go2tencentcloud_x64.exe  .

Method 1: Right-click  go2tencentcloud_x64.exe   and run it as admin. Enter  SecretI

d   and  SecretKey   in the pop-up window.

Method 2: Start cmd or PowerShell command line as admin: cd /d "absolute path of the 

directory of go2tencentcloud_x64.exe", and run  go2tencentcloud_x64.exe  .

Cloud Virtual Machine
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3. Enter Tencent Cloud API key (  SecretId   and  SecretKey  ) in the pop-up window.

4. If the following message appears, the source server information is imported. You can now check 

the source server in the CVM console.

Note: 

If "Import source server successfully" does not appear, check the logs in the  logs/log   file 

under the migration tool directory for troubleshooting.

After the migration source is imported successfully, the migration tool process will not be 

terminated if you close the SSH session connection on the Linux source server or the remote 

desktop session on the Windows source server.

Check the source server in the console

Cloud Virtual Machine
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Log in to the  and check the imported server. Its status should be Online, as shown below:CVM console

Note: 

After the migration source is imported successfully, do not terminate the migration tool process 

on the source server until the migration task is completed. Otherwise, the migration source status 

becomes Offline, and the migration task cannot be completed.

Step 3. Create a migration task

1. Create a migration task

Log in to the , go to the online migration page, locate the source server, and click Create 

migration task. In the Create migration task pop-up window, configure the task as shown below:

CVM console
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Configuration description:

Basics:

Item
Requ

ired
Description

Target 

Region
Yes

Tencent Cloud region to which the source server is to be migrated. 

For more information on regions, see .Regions and AZs
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Task name Yes The migration task name.

Task 

description
No Migration task description.

Destination 

type
Yes

Set the destination type for the source server to be migrated to 

Tencent Cloud.

CVM image: Create a CVM image for the source server.

Image name: Name of the destination CVM image that will be 

generated for the migration source. If the name already exists, the 

migration task ID is appended to the name.

CVM instance: Select a CVM instance in the destination region as 

the migration destination.

Target instance: It is recommended that the operating system of 

the destination CVM instance be consistent with that of the source 

server if possible. For example, if the operating system of the 

source server is CentOS 7, select a CVM instance with the 

operating system of CentOS 7 as the migration destination.

Note:

Select the destination CVM instance with caution. After 

migration, the data of the destination CVM instance will be 

overwritten and reset. If the destination CVM instance cannot 

meet needs, you can go to the purchase page to 

.

create an 

instance

Network 

mode
Yes

The network used for transferring data.

Public network: Transfer over the public network.

Private network: Transfer over the private network. For details, see 

.

VPC: Create the relay instance in a VPC when migrating to a CVM 

image.

Subnet: Create the relay instance in a subnet when migrating to a 

CVM image.

Migrating via Private Network

Migration 

method

Yes For Linux instances:

File-level migration: Higher compatibility and relatively slower 

transfer speed.

Block-level migration: Faster transfer speed and relatively lower 

compatibility.

Windows block-level migration: Block-level migration, with faster 
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transfer speed and relatively lower compatibility.

Configure 

incremental 

sync

No

You can customize the incremental sync duration to continuously 

sync the data.

Not enable: The migration tool scans for and migrate the 

increments. Generally, it is implemented for once.

Enable: You can select the incremental sync duration. The 

migration tool will continuously sync the data to Tencent Cloud. 

You can also manually stop the incremental sync in the task list.

After the incremental synchronization starts, you can view the 

incremental synchronization records on the task details page of the 

.console

Scheduled 

execution 

time

No
Set the time when the migration task will be automatically started 

after creation. It can be as early as 10 minutes after the current time.

Advanced (Optional):

Item
Requir

ed
Description

Data rate 

(KB/s)
No

The upper limit of data rate during the migration (0 to 25600 

KB/s). It’s set to 0 by default. 

This item is not available for migration to Windows.

Checksum 

verification
No

When it is enabled, data consistency check is enhanced, but the 

transfer speed may be reduced. This item is not available for 

migration on Windows.

2. Start the migration task

Note: 

You can skip this step if your task is scheduled, which will automatically start running at the 

scheduled execution time.
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After creating a migration task, you can click the Migration task tab to view the task as shown below:

You can click Start/Retry on the right of the task to start it, click OK in the pop-up window, and the task 

status will become Migrating as shown below:

Note: 

If the migration destination is a CVM instance, the destination CVM enters migration mode 

after the migration starts. Do not reinstall the system, shut down, terminate, or reset 

passwords of the destination CVM until the migration ends and the destination CVM exits the 

migration mode.

If the migration destination is a CVM image, a relay instance  do_not_delete_csm_instanc

e   will be created under your account after the migration starts. Don't reinstall, shut down, or 

terminate the relay instance or reset its password. It will be automatically terminated by the 

system after the migration ends.

Step 4. Check after migration

1. View the migration progress in the console

 After the migration task status becomes Successful, the migration is completed successfully, as shown 

below:
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Note: 

The time consumption of data transfer is affected by factors such as the data volume of the 

source server and network bandwidth. Please wait patiently for the migration process to 

complete.

After the migration task starts, you can click Pause on the row of the task to stop it.

The migration tool supports resumable transfer. After a task is paused, you can click 

Start/Retry to continue the migration from where the task is paused.

A migration task can be paused during data transfer. After you click Pause for it in the 

console, the migration tool will pause the data transfer in progress.

If the migration process is time-consuming and you need to stop it, you can pause the 

migration task first and click Delete to delete it.

2. Check after migration

Failed migration:

Check the error information in log files (under the migration tool directory by default), operation 

guides, or  for troubleshooting. After troubleshooting, click Start/Retry 

under the operation column to restart the migration task.

FAQs about Server Migration

Successful migration:

Migrating to a CVM: The destination CVM starts up normally. Data on the CVM is consistent with that 

on the source server. The network and other system services are normal.

Migrating to a CVM image: Click the CVM image ID on the row of the migration task to go to the 

 and view the image information. You can use this image to create CVM instances.

CVM 

image page

If you have any questions or the migration has an exception, see  or 

.

FAQs about Server Migration contact 

us
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One-Click Sever Migration via the

Console
Last updated：2025-09-01 16:37:00

This document describes how to migrate a source server to Tencent Cloud CVM through quick migration 

in the Console.

Overview

Quick migration is an agile version of . It eliminates complex operations such as login to 

the source server and tool download, allowing you to create a batch migration task to migrate data such 

as the operating system and applications on the source server to Tencent Cloud.

Quick migration supports both the Linux and Windows operating systems. You can query the migration 

progress on the Online migration page of the CVM console.

online migration

Limits

Quick migration has certain requirements for the source server environment. Specifically, you need to 

install the cloud assistant (such as Alibaba Cloud ECS Cloud Assistant), configure the public IP, and 

use the VPC (classic networks are not supported) on the source server.

Currently, quick migration allows you to migrate only Alibaba Cloud servers to Tencent Cloud.

The quick migration feature is iteratively optimized and is supported only in certain scenarios 

currently. If your scenarios are not covered, please choose 

.

Online Migration - Importing Migration 

Source from the Client

Migration Workflow

The procedure of quick migration in the console is shown below:

Migration Directions

Step 1. Prepare for migration
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Get the access key in the Tencent Cloud console

Create an API key and get the SecretId and SecretKey on the  page in the Cloud 

Access Management (CAM) console. For detailed directions, see 

.

Manage API Key

Root Account Access Key 

Management

Note: 

If you want to migrate the source server by using a sub-account, ask the root account owner 

to associate the QcloudCSMFullAccess and QcloudCVMFullAccess policies with the sub-

account in the .CAM console

To ensure account security, delete the key or disable the permissions promptly after the key is 

used.

Get the  AccessKeyID   and  AccessKeySecret   of Alibaba Cloud in the following steps:

Get the access key on the source cloud platform

1.1 Log in to the RAM console and select Identities > .Users

1.2 Click Create User and select OpenAPI Access for Access Mode. (Do not select Console Access, 

which does not apply to this scenario.) Then, save the  AccessKeyID   and  AccessKeySecre

t  . For detailed directions, see .Create a RAM user

1.3 In the user list, find the target user and click Add Permissions to add the ECS read-only 

permission (  AliyunECSReadOnlyAccess  ) and ECS cloud assistant management permission 

(  AliyunECSAssistantFullAccess  ). For detailed directions, see 

.

Grant permissions to the 

RAM user

Note:

To ensure account security, delete the key or disable the permissions promptly after the 

key is used.

Back up the data (Optional)

It is recommended that you pause applications on the servers and back up the data to avoid possible 

impact on existing applications during migration.

Source server: You can back up the data of the source server by means such as the snapshot 

feature. The source server refers to the server on which data is to be migrated. When you migrate 

data from a Windows source server, it is recommended that you temporarily disable the antivirus 

software to avoid mistakenly killing the migration tool, which could cause a migration failure.

Destination CVM: Create a snapshot of the instance (See ) to back up the 

data.

Creating Snapshots

Check the destination CVM

If the migration destination is a CVM instance, you need to check the destination CVM.
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Destinatio

n CVM

1. Storage space: The number of cloud disks (including system and data disks) 

on the destination CVM instance should be greater than or equal to that of 

disks on the source server. The cloud disk capacity of the destination CVM 

instance should be greater than or equal to the disk capacity of the source 

server. For convenience, it is recommended to keep the number and capacity 

of cloud disks consistent with those of disks on the source server.

2. Security group: Port 80, port 443 and port 3389 are opened.

3. Bandwidth: Set the bandwidth cap on both the two ends to the highest 

possible value. During the process, the traffic consumed is approximately the 

amount of data migrated. Adjust the billing mode beforehand if necessary.

Go to the quick migration page

 i. Log in to the CVM console and choose Server Migration >  in the left sidebar. 

Click Import migration source to go to the  page.

 ii. Select Quick migration to batch create migration tasks.

Online Migration

Import migration source

Step 2. Create a migration task

1. Configure the task

Enter the task name and description.

2. Configure the migration source

The source ISP is set to Alibaba Cloud ECS by default, and you need to enter the  AccessKey   and 

 SecretKey   of your Alibaba Cloud account (they can be obtained as instructed ). Then, verify 

that you have the permission to access the source server information as shown below:

here

Note: 

Keep your access key confidential. We recommend you delete or disable the access key after 

the migration.
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3. Configure the migration destination

The destination ISP is set to CVM by default, and you need to enter the  SecretId   and  SecretKe

y   of your TencentCloud API (they can be obtained as instructed ) to get the permissions to use 

CVM. You can copy the key information on the  page. Make sure that the API key is 

correct. Otherwise, the migration fails.    

here

Manage API Key

Note: 

Keep your access key confidential. We recommend you delete or disable the access key after 

the migration.

4. Configure the migration information
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4.1 After the migration source information is verified, click Add migration source to select the target 

instance in the pop-up window.

4.2 Select the region in the top-left corner of the pop-up window to get the instance list in the 

region. The number after the region indicates the number of instances.

4.3 Select the target instance to add it to the Selected list on the right.

Note: 

You can batch migrate instances from different regions and add migration sources 

multiple times.

4.4 Click OK. Then, the information of the target instance is displayed in the migration source list. 

You can click Add destination information in the Operation column to configure the migration 

destination information.

4.5 In the Add migration destination pop-up window, select the region and migration destination type:

Item

Req

uire

d

Description

Destination 

region
Yes

Tencent Cloud region to which the source server is to be 

migrated. For more information on regions, see .Regions and AZs

Destination 

type
Yes

The type of the Tencent Cloud destination to which the migration 

source is to be migrated.

CVM image: The Tencent Cloud destination image to be 

generated for the migration source after the migration task is 

completed.Image name: The name of the Tencent Cloud 

destination image generated for the migration source. If the 

image name already exists in the target region, the migration 

task will automatically add the task ID in the image name.

CVM instance: The CVM instance in the target region to be 

used as the migration destination.Destination instance: We 

recommend you select a destination CVM instance with the 

same operating system as the source server. For example, to 

migrate a CentOS 7 source server, select a CentOS 7 CVM 

instance as the destination. In addition, the system disk and 

data disk capacity of the destination CVM instance must be 

larger than those of the source server.

5. Click Create and start the migration task. The Reminder window will pop up. Note the following:

You need to wait a minute before the progress can be viewed in the console, as it takes some 

time to execute the task on the migration source.
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If the migration source fails to be imported due to an abnormal source server environment or 

incorrect information, the failure cause may not be indicated in the Tencent Cloud console. In this 

case, recreate the task or use  instead.online migration

Step 3. Check after migration

1. View the migration status and progress

A successfully created migration task will run automatically. You can view the migration source 

information on the  page and the task progress on the  page.migration source migration task

If the migration destination is a CVM instance, the destination CVM enters migration mode after 

the migration starts. Do not reinstall the system, shut down, terminate, or reset passwords of the 

destination CVM until the migration ends and the destination CVM exits the migration mode.

If the migration destination is a CVM image, a relay instance named  do_not_delete_csm_insta

nce   will be created under your account after the migration starts. Do not reinstall, shut down, or 

terminate the relay instance or reset its password. It will be automatically terminated by the 

system after the migration ends.

2. Wait for the migration task to end

After the migration task status becomes Successful, the migration is completed successfully, as 

shown below:

Note: 

The time consumption of data transfer is affected by factors such as the data volume of 

the source server and network bandwidth. Please wait patiently for the migration process 

to complete.

After the migration task starts, you can click Pause on the row of the task to stop it.

The migration tool supports resumable transfer. After a task is paused, you can click 

Start/Retry to continue the migration from where the task is paused.

A migration task can be paused during data transfer. After you click Pause for it in the 

console, the migration tool will pause the data transfer in progress.
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If the migration process is time-consuming and you need to stop it, you can pause the 

migration task first and click Delete to delete it.

3. Check after migration

Failed migration:

Check the error information in log files (under the migration tool directory by default), operation 

guides, or  for troubleshooting. After troubleshooting, click 

Start/Retry under the operation column to restart the migration task.

FAQs about Server Migration

Successful migration:

Migrating to a CVM: The destination CVM starts up normally. Data on the CVM is consistent 

with that on the source server. The network and other system services are normal.

Migrating to a CVM image: Click the CVM image ID on the row of the migration task to enter 

the  and view the image information. You can use this image to create 

CVM instances.

CVM image page

If you have any questions or the migration has an exception, see  or 

.      

FAQs about Server Migration Contact 

Us
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Migration Tool Guide

Compatibility and Tool Configuration

Description
Last updated：2025-10-24 11:48:26

Public network migration mode

Supported Operating Systems

Currently, source server operating systems supported by the online migration tool include but are not 

limited to the following ones. (It is recommended that you pay attention to the earliest supported system 

versions.)

Linux Windows

CentOS 5/6/7/8

Windows Server 2008R2

Windows Server 2012

Windows Server 2016

Windows Server 2019

Windows Server 2022

Windows Server 2025

Ubuntu 10/12/14/16/18/20/24 

Debian 7/8/9/10/12

SUSE 11/12/15

openSUSE 42

Amazon Linux AMI

Red Hat 5/6/7/8/9

Oracle Linux 5/6/7/8/9

Supported Migration Modes

If both your source server and destination CVM can access the public network, you can use the 

public network migration mode.

In the current public network migration mode, the source server calls Tencent Cloud APIs through the 

Internet to initiate a migration request, and transfers data to the destination CVM to complete the 
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Private network migration mode

migration. The public network migration scenario is shown below:

 ﻿

If your source server or destination CVM is located in a private network or Virtual Private Cloud 

(VPC), the source server cannot directly establish a connection with the destination CVM through the 

Internet. In this case, you can use the private network migration mode of the tool. You need to 

establish a connection between the source server and the destination CVM through 

, , , or .

VPC peering 

connection VPN connections Cloud Connect Network Direct Connect

: This scenario is applicable to the migration via . If your source 

server or the destination CVM cannot access the public network, you can first access the 

Tencent Cloud API via the internet through a server with public network access (such as a 

gateway) to initiate a migration request, and then transfer data and migrate to the destination 

CVM through the connection. This scenario does not require the source server and destination 

Scenario 1 Online Migration Tool
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CVM can access the public network.

: If your source server can access the public network, use the source server to call 

Tencent Cloud APIs through the Internet to initiate a migration request, and then transfer data to 

the destination CVM through the connection to complete the migration. This scenario requires 

the source server, but not the destination CVM, to be able to access the public network.

Scenario 2

: If your source server can access the public network through a proxy, use the source 

server to call Tencent Cloud APIs through the network proxy to initiate a migration request, and 

then transfer data to the destination CVM through the connection to complete the migration. This 

scenario requires neither the source server nor the destination CVM to be able to access the 

Scenario 3
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public network.

Files in the Compressed Package

After  go2tencentcloud.zip   is decompressed, it contains the following files:

File Name Description

go2tencentcloud-linux Migration tool directory for Linux systems.

go2tencentcloud-windows Migration tool directory for Windows systems.

readme.txt Directory overview file.

release_notes.txt Migration tool change log.

Descriptions of files in the migration tool directory  go2tencentcloud-linux   are as follows:

File Name Description

go2tencentcloud_x64
Executable program of the migration tool for x86 64-bit Linux 

systems.

go2tencentcloud_x32
Executable program of the migration tool for x86 32-bit Linux 

systems.

go2tencentcloud_arm64
Executable program of the migration tool for ARM 64-bit 

Linux systems.

tools Directory for dependency files of the migration tool.
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logs Directory of migration tool logs.

user.json User information during migration.

client.json Configuration file of the migration tool during migration.

rsync_excludes_linux.txt
Configuration file, which excludes the files or directories of 

Linux source servers that do not need to be migrated.

Descriptions of files in the migration tool directory  go2tencentcloud-windows  :

File Name Description

go2tencentcloud_x64.exe
Executable program of the migration tool for the 64-bit 

Windows operating system.

logs Directory of migration tool logs.

user.json User information in the migration.

client.json Configuration file of the migration tool.

client.exe
Executable program of the migration tool for the Windows 

operating system.

Note: 

The configuration files cannot be deleted. You must store them under the same folder as the 

go2tencentcloud executable program. 

rsync_excludes_linux.txt file description

This file excludes files of Linux source servers that do not need to be migrated or configuration files under 

specified directories. The following directories and files have been excluded by default in this file. Do not 

delete or modify them.

/dev/*

/sys/*

/proc/*

/var/cache/yum/*

/lost+found/*

/var/lib/lxcfs/*

/var/lib/docker-storage.btrfs/root/.local/share/gvfs-metadata/*
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To exclude other directories or files, append them to the rsync_excludes_linux.txt file. For example, to 

exclude all content on the data disk attached to  /mnt/disk1  , configure the rsync_excludes_linux.txt 

file as follows:

/dev/*

/sys/*

/proc/*

/var/cache/yum/*

/lost+found/*

/var/lib/lxcfs/*

/var/lib/docker-storage.btrfs/root/.local/share/gvfs-metadata/*

/mnt/disk1/*

Parameters of the Migration Tool

Parameter 

Option
Description

 -help  Print help information.

 -check 
Check whether the source server meets the migration requirements. Only 

checks are performed, not involving migration.

 -ignore-che

ck 
Skip the automatic check by the tool, and perform migration directly.

 -log-file  Set the log file name. The default name is log.

 -log-level 
Set the log output level. Valid values: 1: ERROR level; 2: INFO level; 3: DEBUG 

level. Default value: 2.

 -version  Print the tool version number.

 -secret-id 
Set SecretId of the key for accessing Tencent Cloud APIs with the target 

account.

 -secret-ke

y 

Set SecretKey of the key for accessing Tencent Cloud APIs with the target 

account.

 -region  Set the destination region for migration.

 -mode  Set the network mode for data transfer. Valid values: 0: public network mode 

(data transfer over the public network); 2: private network mode for scenario 2 
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(data transfer over a private network); 3: private network mode for scenario 3 

(data transfer over a private network). Default value: 0.

 -console 

Create a task automatically and perform migration by the tool. Manual task 

creation in the console is not needed. This option applies to batch migration 

scenarios.

 -dest-type 
Migration destination type, value range: Image (migrate to CVM image) and 

Instance (migrate to CVM instance), default value: Instance.

 -instance-i

d 
Set the destination CVM instance ID when migrating to a CVM instance.

 -out-image-

name 
Set the image name when migrating to a CVM image.

 -dest-vpc-i

d 

Set the VPC ID that has connectivity with the source server's private network 

when migrating to a CVM image in private network mode.

 -dest-subne

t-id 

Set the subnet ID that has connectivity with the source server's private network 

when migrating to a CVM image in private network mode.

 -proxy-ip 
Set the HTTP proxy IP address for the tool when the source server accesses the 

public network via an HTTP proxy.

 -proxy-por

t 

Set the HTTP proxy port for the tool when the source server accesses the 

public network via an HTTP proxy.

 -proxy-use

r 

Set the HTTP proxy username for the tool when the source server accesses the 

public network via an HTTP proxy.

 -proxy-pass

word 

Set the HTTP proxy user password for the tool when the source server 

accesses the public network via an HTTP proxy.

 -bandwidth-

limit 

Set the bandwidth limit in KB/s. The tool has no bandwidth limit by default. 

This option is only valid for migration from Linux source servers.

Migration Failure Handling Guide

After a server migration task is initiated in the console, the task may fail due to certain reasons. In case 

of a task failure, you can view the error code in the  and troubleshoot the issues as described 

below.

console

Error Code Error Description Guide
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 ERROR_REMOTE_INSTANCE_STA

TUS_NOT_VALID 

The status of the current 

destination CVM instance 

does not allow migration.

Only instances in the Running 

and Shut Down statuses can 

be used as a destination CVM 

instance.

 ERROR_SAME_INSTANCE 

Migration is not allowed 

because the source server 

and the destination CVM 

instance are the same.

Change the destination CVM 

instance and initiate the 

migration task again.

 ERROR_NO_IPV6 

The IPv6 address of the 

destination CVM instance is 

missing.

The destination CVM instance 

has no IPv6 address. You can 

use an IPv4 address for 

migration.

 ERROR_NO_PUBLIC_IP 

The public network mode 

cannot be used for 

migration because the 

destination CVM instance 

has no public IP address.

The public network mode 

cannot be used for migration 

because the destination CVM 

instance has no public IP 

address. You can assign an 

 to the 

destination CVM instance or 

use the private network mode 

for migration.

elastic IP address (EIP)

 ERROR_SAME_IP 

Connection cannot be 

established in private 

network mode because the 

private IP address of the 

source server is the same 

as that of the destination 

CVM instance.

You can use the public 

network mode for migration 

or modify the private IP 

address of the destination 

CVM instance.

 ERROR_OS_NOT_MATCH 

Migration is not allowed 

between a Windows 

instance and a Linux 

instance.

Windows instances only 

support migration to other 

Windows instances, and Linux 

instances only support 

migration to other Linux 

instances. You can replace 

the destination CVM instance 

and perform migration again.

 ERROR_INSTANCE_TYPE_NOT_S

UPPORTED 

The instance type of the 

destination CVM instance 

does not support using this 

Method 1: You can set the 

migration destination to an 

image. After obtaining a 

custom image, you can select 
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instance as the migration 

destination.

the instance type you need 

and create an instance based 

on this custom image.

Method 2: You can first 

migrate the data to another 

instance of a supported type 

(such as Standard SA5), 

 after 

migration, and select the 

instance type you need to 

create an instance based on 

this custom image.

create a custom image

 ERROR_SEC_GROUP_PORT_NOT_

OPEN3 

Security group port 80, 

443, or 3389 of the 

destination CVM instance is 

not open.

You can open the 

corresponding security group 

port in the .console

 ERROR_ADD_MORE_DISK 

The number of data disks 

for the destination CVM 

instance is insufficient.

You can increase the number 

of data disks for the 

destination CVM instance to 

meet the migration 

requirements.

 ERROR_SYSTEM_DISK_SIZE_NO

T_ENOUGH 

The system disk capacity 

for the destination CVM 

instance is insufficient.

You can 

 to meet the 

migration requirements.

expand the system 

disk capacity

 ERROR_RUN_INSTANCES_NO_PA

YMENT_RIGHTS 

The sub-account has no 

payment permission.

Log in to 

 with the 

root account and add the 

QCloudFinanceFullAccess 

policy for the sub-account.

Cloud Access 

Management (CAM)

 ERROR_ENTER_MIGRATE_MOD

E 

The destination CVM 

instance failed to enter the 

migration mode.

Please contact 

 for assistance.

Customer 

Service

 ERROR_HOST_TO_HOST_CONNEC

TION 

The migration source 

cannot connect to the 

destination CVM instance.

Please contact 

 for assistance.

Customer 

Service

 ERROR_INIT_SERVER 
Failed to initialize the 

destination server.

Please contact 

 for assistance.

Customer 

Service

 ERROR_DATA_TRANSMISSION  Failed to transfer the data.
Please contact 

 for assistance.

Customer 

Service
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Migration Time Estimation
Last updated：2025-09-01 16:37:57

This document describes how to estimate the time for online migrating the system and applications from 

a source server in your IDC or cloud platform to Tencent Cloud CVM.

The migration time is subject to the data transfer speed during migration. You can estimate it by testing 

the transfer speed between the source server and destination CVM.

Estimating Migration Time in Different Scenarios

Scenario 1: Migration from a Source Server to a Tencent CVM Instance

If the destination type of a migration task is CVM instance, the estimated migration time is mainly the 

actual data transfer time.

For example, if the size of the data on all disks to be migrated on the source server is 50 GB and the 

outbound bandwidth is 100 Mbps, the estimated total migration time will be 1.14 hours as calculated 

below:

1. Convert the unit

Convert the unit of the actual bandwidth to MB/s: 100 Mbps = 100 / 8 = 12.5 MB/s

Convert the unit of the actual disk data volume to MB: 50 GB = 50 * 1024 = 51200 MB

2. Estimate the actual data migration time

51200 / 12.5 = 4096 seconds = 1.14 hours

Scenario 2: Migration from a Source Server to a Tencent CVM Image

If the destination type of a migration task is CVM image, the migration time includes the actual data 

transfer time and image creation time.

For example, if the size of the data on all disks to be migrated on the source server is 50 GB and the 

outbound bandwidth is 100 Mbps, the estimated total migration time will be 1.23 hours as calculated 

below:

1. Convert the unit

Convert the unit of the actual bandwidth to MB/s: 100 Mbps = 100 / 8 = 12.5 MB/s

Convert the unit of the actual disk data volume to MB: 50 GB = 50 * 1024 = 51200 MB

2. Estimate the actual data migration time

51200 / 12.5 = 4096 seconds = 1.14 hours

3. Calculate the image creation time at a speed of about 160 MB/s

51200 / 160 = 320 seconds = 0.089 hour

4. Calculate the total migration time

1.14 + 0.089 = 1.23 hours
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Relevant Operations: Testing Data Transfer Speed

You can use the iperf3 tool to test the data transfer speed, such as bandwidth and speed of data transfer 

from client to server.

Factors affecting transfer speed

Outbound bandwidth of the source server and inbound bandwidth of the destination instance.

For example, if the outbound bandwidth of the source server is 50 Mbps and the inbound bandwidth 

of the destination instance is 100 Mbps, the actual transfer speed won't exceed 50 Mbps theoretically.

During the migration, the bandwidth isn't always fully used, and you can dynamically adjust the 

inbound bandwidth of the destination or relay instance.

If the source server and destination instance are in different regions, the transfer speed will be lower 

than that when they are in the same region.

Note: 

When you use online migration in the console, if the migration destination is a CVM image, 

the relay instance  do_not_delete_csm_instance   with a bandwidth cap of 50 Mbps will 

be created during migration.

You can dynamically adjust the inbound bandwidth of the destination or relay instance in the 

console during migration to control the migration speed.

Speed test for migration to Linux CVM instance

For example, if you use the online migration feature in the console to migrate a server to a CentOS 7.5 

CVM instance, you can test the transfer speed in the following steps:

1. Create a pay-as-you-go CentOS 7.5 CVM instance in the migration destination region.

Note: 

If the migration destination is a CVM image, a CentOS 7.5 relay instance will be created 

during migration. To test its speed, we recommend you choose an available Standard 

model with a low CPU and memory configuration, which is more like the actual migration 

scenario.

The default port of the iperf3 server is TCP 5201. You need to add it to and open it in the 

inbound traffic configuration in the security group of the CentOS 7.5 instance.

2. Install iperf3 on the source server and in the testing destination instance respectively.

Run the following command to install iperf3 in the destination CentOS 7.5 instance:
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yum -y install iperf3

Install iperf3 on the source server. Use the installation command corresponding to the Linux 

distribution on the source server for installation.

3. Run the following command to start iperf3 in the testing destination CentOS 7.5 instance as the server:

iperf3 -s

If "Server listening on 5201" is returned, the start succeeded.

4. Run the following command to start iperf3 on the source server as the client:

iperf3 -c destination instance IP[ ]

The returned test result is as shown below, indicating that the transfer speed between the source 

server and the test CentOS 7.5 instance is 111 Mbps.
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Migration Billing
Last updated：2025-09-01 16:38:19

Service migration is free to use. However, it may involve fees for relay instances and network traffic. This 

document describes the billable items and billing modes that may be involved when you use service 

migration.

When the migration destination is a Cloud Virtual Machine (CVM) image, your account balance should be 

greater than 10 USD to ensure smooth migration. Please  your account if the balance is insufficient. 

In most cases, the migration fees are less than 10 USD, but the fees are affected by factors such as disk 

capacity and migration time. The actual fees incurred shall prevail.

top up

Relay Instances

If the migration destination is a Cloud Virtual Machine (CVM) image, a relay instance named  do_not_

delete_csm_instance   will be created under your account after the migration starts. The instance 

incurs instance fees and cloud disk fees.

Billing mode: pay-as-you-go

Do not reinstall, shut down, or terminate the relay instance or reset its password. It will be 

automatically terminated by the system after the migration ends.

Network Traffic

Network traffic is generated during online migration, which is billed as follows:

For migration over the public network, if your source server has a bandwidth plan, no additional fees 

will incur on the source server. The inbound traffic on the destination CVM does not incur fees.

For migration over the public network, if your source server is billed by traffic, traffic fees will incur on 

the source server. The inbound traffic on the destination CVM does not incur fees.

For migration through another channel, such as , , 

, or , refer to the billing rules of the corresponding network service.

a VPC peering connection a VPN connection Cloud 

Connect Network Direct Connect
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Offline Migration
Last updated：2025-09-08 15:19:09

This document describes how to migrate your instance and data in an offline manner.

Overview

Supported by Tencent Cloud Service Migration (CSM), the service migration feature lets you migrate 

operating systems, applications, and application data from a source server to a Cloud Virtual Machine 

(CVM) instance or Cloud Block Storage (CBS) instance. It helps meet enterprise needs for cloudification, 

cross-cloud migration, cross-account or cross-region migration, and hybrid cloud deployment.

Service migration provides offline migration and online migration. Offline migration includes:

 allows you to migrate a system disk image (or both system disk image and data 

disk image if necessary) to a specific CVM instance.

Migration to CVM

 allows you to migrate a data disk image to a specific cloud disk.Migration to CBS

Precautions

Activate Tencent Cloud Cloud Object Storage (COS) and make sure COS is available in your region.

For information on regions currently supported by COS, see .Regions and Access Endpoints

Considerations

Note: 

Supported image formats: QCOW2, VHD, VMDK, and RAW. We recommend using the 

compressed image format to shorten the transmission and migration time.

The image to upload must be stored in the COS bucket in the same region as of the 

destination CVM instance. In addition, the COS bucket must allow public read access.

If you need to import both the system disk image and data disk images, a corresponding 

number of data disks must be mounted to the target instance.

The capacity of the target disk should be greater than (as recommended) or equal to that of 

the source disk.

Snapshot files (such as *-00000*.vmdk) are not supported.

Create an image of the source server.

For Windows, see .Creating Windows Images

For Linux, see .Preparing a Linux Image

Upload the created image to COS.  
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Migration to CVM

Because images are large in size, upload using the browser may fail. We recommend using the 

COSCMD tool to upload images. For more information, see .  COSCMD

If images exported from other cloud platforms are compressed packages (such as .tar.gz files), 

you can upload them directly to COS.

Obtain the COS address of the uploaded image.

Go to the , locate the image file you just uploaded and copy the temporary URL on the 

image file details page.

COS console

Prepare the destination CVM or CBS instance.

.Click here to purchase a CVM instance

.Click here to view CBS purchase instructions

Directions

1. Log in to the CVM console and click  in the left sidebar.Service Migration

2. Click Migrate to CVM on the Offline migration page.

3. In the “Migrate to CVM” pop-up window, complete the preparation, and click Next.
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Migration to CBS

4. Select the region and enter the task name, COS link and the CVM instance to migrate to.

5. Click Complete.

During the migration, you can quit or close the  page. You can also return to 

this page anytime to check the migration progress.

Service Migration

1. Log in to the CVM console and click  in the left sidebar.Service Migration

2. Click Migrate to CBS on the Offline migration page.

3. In the Migrate to CBS pop-up window, complete the preparation, and click Next.
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4. Select the region and enter the task name, COS link and the destination CBS instance.

5. Click Complete.

During the migration, you can quit or close the  page. You can also return to 

this page anytime to check the migration progress.

Service Migration

FAQs

For more information, see .Service Migration
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Migration Consultation
Last updated：2024-01-08 09:37:01

If you encounter any issue during service migration, or have any feedback or suggestions, do not hesitate 

to contact us.

Submitting a Ticket

If you encounter any operation or technical problems when using our product, you can log in to the 

Tencent Cloud Console and follow the on-screen prompts to submit a ticket. We will get back to you as 

soon as possible.

Ticket links:

Submitting a ticket: Submit a ticket

Querying ticket status: Ticket list
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