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Use Cases
Must—Knows for MQTT Client

Development

Configuring Auto Reconnection for Clients

Whether accessing the MQTT cluster through the public network or private network, it is normal to see
transport layer disconnection due to mobile device handover

between base stations, network jitter, server version releases, and so on. Therefore, auto reconnection after
disconnection and a reasonable backoff strategy need to be set for MQTT Clients.

You need to setconnection timeout, auto reconnection, minimum reconnection interval, maximum

reconnection interval in Connect Options.

public class MgttConnectionOptions {

// Automatic Reconnect

private boolean automaticReconnect = false;
// Time to wait before first automatic reconnection attempt in
seconds.

private int automaticReconnectMinDelay = 1;

// Max time to wait for automatic reconnection attempts in seconds.

private int automaticReconnectMaxDelay = 120;

// Connection timeout in seconds

private int connectionTimeout =

private int maxReconnectDelay
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struct MQTTAsync_connectOptions {

/**
* The time interval in seconds to allow a connect to complete.
*/

int connectTimeout;

/**
* Reconnect automatically in the case of a connection being lost.
O=false, 1l=true
*/

int automaticReconnect;

/**
* The minimum automatic reconnect retry interval in seconds. Doubled
on each failed retry.
*/

int minRetryInterval;

/**
* The maximum automatic reconnect retry interval in seconds.
doubling stops here on failed retries.
*/
int maxRetryInterval;

ti

Paho SDK CleanSession=True or CleanStart=True Subscription

Paho SDK Subscriber Client: If the session is configured with CleanSession = True or CleanStart = True, the
SDK does not automatically resubscribe after auto reconnection. Resubscription needs to be handled in the

callback. See Issue 221.

Take Java callback as an example:

try (MgttClient client = new MgttClient (serverUri, clientId, new
MemoryPersistence ())) {
MgttConnectOptions options = new MgttConnectOptions () ;

options. (true) ;
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client. (new MgttCallbackExtended () {
@Override

public void (boolean reconnect, String serverURI)

try {
// must resubscribe

client. (topicFilter, gos);

} catch (MgttException e) {

e. ()7

client.

QoS Downgrade

When the MQTT server delivers messages to subscribers, it does not always deliver according to the QoS
specified in the subscription expression. Instead, it uses the minimum value among publish message QoS,
maximum QoS supported by the server, and subscription QoS.

Assuming the publish message ; uses QoS 1, the maximum QoS supported by the server is QoS 2, and the

subscription QoS is QoS 2, the message is delivered with QoS 1.
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Observability
Message Trace

Last updated: 2026-04-0116:37:51

Introduction

The message trace feature provided by TDMQ for MQTT fully connects upstream and downstream business
information, helping you better troubleshoot anomalies and locate issues. It records the full lifecycle of a
message from the time it is sent by a producer to the server to the time it is delivered to a consumer. This
document introduces the core concepts and key parameter definitions of message trace, and explains how
to use trace data for observability analysis to quickly identify typical failures such as "messages not

received" and "consumption delays".
What Is Message Trace

Definition

A message trace refers to the complete chain of information formed by aggregating detailed data from
relevant nodes throughout the entire process of a message being sent from a producer to the TDMQ for
MQTT server and then consumed by a consumer. This includes timestamps, execution results, producer IP
address, consumer IP address, and other details. If message delivery does not occur as expected, you can

query the message trace to rapidly analyze and locate issues, enabling timely business recovery.
Composition

A complete MQTT message trace consists of the following two parts:
Message Production Trace: records the process of the producer sending the message to the broker.
Core focus: Did the producer send the message successfully? Did the server receive it successfully?
Message Consumption Trace: records the process of the broker delivering the message to all
consumers with matching subscriptions.

Core focus: Which consumers subscribed to the topic. Was the message successfully pushed to

each client? Did the clients return an acknowledgment (ACK)?

Scenarios

TDMQ for MQTT enables querying key data during message delivery processes. By viewing trace
information, you can quickly obtain the current business processing status and promptly locate abnormal
issues.

The typical application scenarios for message trace are as follows:

Scenario 1: Checking whether a specific message was successfully sent or consumed.
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Confirm whether the message was successfully sent by the device.

Confirm whether the server received and persisted the message.

Confirm whether the consumer was online and included in the subscription list.
Scenario 2: Checking whether the consumption process is functioning properly.

Compare the "server receipt time" with the "delivery time to consumers".

Check whether the QoS interaction process is complete (for example, whether PUBACK is missing
for QoS 1).

Scenario 3: Viewing the identity information of producers and consumers to further investigate the cause
of the issue.

Check the actual client ID and IP address of the message sender and receiver to identify issues such
as unauthorized connections or client ID conflicts.

Troubleshooting Consumption Exceptions with Message Trace

In actual business operations, the most common issue is "the device sent a message, but the App/server did

not receive it." You can follow these steps to diagnose the issue using message trace combined with client
events:

Troubleshooting
started

Known Message ID/Topic the Message
belongs to and Known Client ID
time of the last Message

Path 1: Full-link message Path 2: Troubleshoot from
troubleshooting client perspective

1. Check the production
path

View the client
path Type

No path/Failure Success
Producer path (uplink) Consumer path (downstream)
Troubleshoot sender: 2. Check the consumption Check device reporting Check cloud deployment
network/permission/topic path status status
Status is successful
” N but "last push time" Request
No target client list is much later than result failed
"production time".
Subscription troubleshooting: Troubleshoot business: co o
Subscription relationship de logic, message backlog T(ou?lesthoot(remplentt: offl
invalid/Topic mismatch occurred ine/network congestion

Path 1: End-to-End Troubleshooting from the Message Perspective

Scenario: You have the Message ID or the approximate time when a message was sent, and you need to

know which devices consumed this message or why it was not consumed.
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Entry: Console > Message Query > Message Trace.

Viewing the Message Trace of a Specific Message

Go to the Message Query page, specify the target cluster, topic (enter the accurate Topic Name or Topic

Filter used during subscription), and time range to search for the target message.

Message Query & Nanijing v Message Query [

Cluster tesll [ v

Query Method Search by Topic

Topic a/bome

Start Time 2026-01-1416:41:24.076 [

Show up to 100 messages after the current time in chronological order

Query Count 200 500 1024

100

Message ID Client ID Topic Qos Message Storage Time Operation

155D416E00486587524C468CE9I36287A afbjhome 1 2026-01-14 16:47:19.864 Details Export Message

Select a specific message ID and click Details to view detailed message trace.
With this message—-perspective troubleshooting method, you can identify issues and perform troubleshooting

based on the following symptoms:

Checking "Message Production”

Symptom Diagnosis Troubleshooting/Solution Suggestion

1. Check whether the device network is connected.

The message 2. Check whether the device-side code captured any
No trace found . . .

failed to reach sending exceptions.
for the message

the server. 3. Confirm whether the topic sent by the device exactly

matches the queried topic.

The server 1. Check whether the device has permission to publish
Request result: refused to this topic (ACL).
Failed receive the 2. Check whether the message body size exceeds the
message. server limit.
Request result: The production is The producer is functioning normally. If an issue occurs, it
Successful normal. may lie in the consumption path.

Checking "Message Consumption”

Symptom Diagnosis Troubleshooting/Solution Suggestion
Target client ID The consumer is 1. Check the topic filter: Determine whether the
not found in the not functioning consumer's subscription rule (wildcards) match the
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list

Client ID exists in

the list, but the
request result is
Failed

Last Push Time
>> Production
Time
(significant time
gap)

properly,
preventing
message
consumption.

The push from
the cloud failed,
resulting in the
consumer not
receiving the
message.

Message
consumption is
backlogged or
delayed.
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current message's topic.

. Check the subscription status: Determine whether the

consumer is in an online subscription status (or has
established a persistent session) at the time of
message delivery.

. Check whether the consumer device is offline.

. Check the consumer's network condition (e.g., weak

network environment).

. The consumer's processing logic is too slow, blocking

the MQTT thread.

. Frequent client connection and disconnection causes

messages to queue up on the server.

. If shared subscription is used, check whether the

number of consumers in the shared subscription
group is appropriate.

Page 10 of 25



> Tencent Cloud

TDMQ for MQTT

Message trace details the request result and timestamp
for each request packet during message production and

consumption.
QoS 0

Normal process: The server pushes PUBLISH.

If the request fails, it may be caused by an

unstable TCP connection.
QoS 1

Normal flow: The server pushes PUBLISH, and the

client replies with PUBACK.

QoS If there is only PUBLISH but no PUBACK, it
QoS packet not
completed acknowledgment means that the client received the message but
is abnormal. did not return an acknowledgment to the server.

The server will consider the delivery failed and
continuously retry, causing message duplication

or blocking.
QoS 2

Normal flow: PUBLISH —> PUBREC -> PUBREL -

> PUBCOMP.

If the flow is interrupted at any intermediate step,

it is generally determined that the loss of
acknowledgment packets is caused by an

unstable network link.

Path 2: Troubleshooting from the Client Perspective

Scenario: You need to focus on a specific device (e.g., Device A reports failure to receive commands or

unsuccessful data reporting) and view all sending and receiving records of the device.

Entry: Console > Client > Click a specific Client ID > Client Message Trace tab.

Viewing Client Message Trace

Go to the Client page and search for the client ID.

© The listonly shows 1024 records. If you cannot find the target cilnt, fiter by clent ID to narrow the search range.

Client 1D Connection status Client Host MQTT Protocol Version Serial Number (SN)

Click Details to view the client's basic information and session details.

©2013-2026 Tencent Cloud. All rights reserved.
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& Client / resource-7yddpvmy-task-yd8pm23m-0 Disconnected

Q

Basic Information

rrrrrrrrr m-0 Client Host

Online Creation Time  2025-12-18 17:03:46

MQTT V5

Session details ©

false

reation Time  2025-12-18 17:03:46 2025-12-18 17:03:46

Keep Alive. 1 minute
Received Data Volume ~ 75.95KB Sent Data Volume 76.16KB

Received Packets Sent Packets
Packet Type Qos ¥ Quantity Packet Type Qos ¥ Quantity

CONNACK 0 1 SUBSCRIBE 1 2
SUBACK 0 2 PINGREQ 0 38867

PINGRESP 0 38867 CONNECT 0 1

Subscription Client Certificate Client Events, Client Message Trace

Topic Fllter Qos Unacknowledged Messages Accumulated Messages SUBSCRIBE Properties

On the Tab, you can select to view the client message trace.
In this view, the system filters out all traces related to the device, including messages it sends (as a
producer) and receives (as a consumer).

Producer: Represents the record of this device reporting data to the cloud.

Consumer: Represents the record of the cloud delivering commands/pushing messages to this device.

Producer Issues

1. Filter or search for records where Client Type is Producer to confirm whether the message was
successfully delivered to the MQTT instance.

2. If no producer records are found, check whether the producer parameters in the device code are correct
and whether the device successfully initiated the network request.

If it is confirmed through the above methods that the message has indeed been stored by the TDMQ for

MQTT server, you can focus on troubleshooting whether there are any abnormalities in the subsequent

message consumption process.

Consumer Issues

If you suspect that the device is not receiving commands, filter or search for records where Client Type is
Consumer:
No "Consumer" records in the list.
Conclusion: The cloud has not pushed any messages to this device.
Possible reasons: The device may have gone offline (the broker stops pushing messages if it considers
the device offline), or the publisher sent the message to an incorrect topic (resulting in a mismatch with
the device's subscription).
Records exist, but clicking Details shows no ACK.
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Conclusion: The cloud delivered the message, and the device (potentially) received it, but the device froze
and failed to respond with an ACK.

Recommendation: Check whether the device's business logic is blocking the MQTT client thread.
Appendix: Parameter Descriptions for Message Trace

Message Production Parameters (Uplink)

Parameter Description Troubleshooting Note
Request Time when the publisher client (producer) sends a Indicates when message
Time request packet to the server. production starts.

Request packet type:
PUBLISH: Publish message.

PUBACK: Publish acknowledgment, a
response to a QoS 1 PUBLISH packet.

PUBREC: Publish received, the first
acknowledgment at QoS level 2, indicating

that a QoS 2 message is received. PUBLISH: The message is
Request PUBREL: Publish Rel d, th d st being sent.
Packet Type - Fublish neleased, the second step PUBACK: QoS 1

at QoS level 2. It is the sender's response to

o acknowledgment.
PUBREC, indicating a request to release the
message that was preliminarily acknowledged.

PUBCOMP: Publish complete, the final
acknowledgment at QoS level 2, indicating
that the entire message delivery process for
the QoS 2 message is fully completed.

The unique identifier of the client that published
Client ID this message, used to trace the source of the
message.

Helps to identify the source
and rule out "dirty data".

Quality of Service (QoS) level of a message, ) o
. . . Determines the reliability
which determines the reliability and guarantee of .
QoS . ) ) mechanism for message
message delivery, including O (at most once), 1 (at deli
elivery.

least once), and 2 (exactly once).

Success: The server received

Request Server's processing result for the message the message.
Result publishing request. Failure: The request was
rejected.

Message Consumption Parameters (Downlink)
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Parameter

Client ID

QoS

Last Push
Time

Request
Result

message.

Parameter

Request
Time

Request
Packet Type

Description

Unique identifier of the target client to which the
server delivers the message.

Quality of Service (QoS) level of a message,
which determines the reliability and guarantee of
message delivery, including O (at most once), 1 (at
least once), and 2 (exactly once).

Time when the server last pushed the message to
the client.

Final result of the server's message delivery
attempt.

Description

Time when the server sends the request packet to
the target client (consumer).

Request packet type:
PUBLISH: Publish message.

PUBACK: Publish acknowledgment, a
response to a QoS 1 PUBLISH packet.

PUBREC: Publish received, the first
acknowledgment for QoS 2, indicating that a
QoS 2 message was received.

PUBREL: Publish release, the second step for
QoS 2. It is the sender's response to
PUBREC, indicating a request to release the
message that was preliminarily acknowledged.

©2013-2026 Tencent Cloud. All rights reserved.
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Troubleshooting Note

If the expected ID is not
displayed here, it indicates that
the device did not subscribe
successfully.

Determines the reliability
mechanism for message
delivery.

If this time is continuously
updated, it indicates that the
server is retrying the delivery.

Success: The delivery flow is
complete.

Failure: Expand the details to
identify which packet caused
the failure.

Click the right—-pointing triangle below the client ID to view the request details of the server pushing the

Troubleshooting Note

Indicates when message
consumption starts.

End-to-end latency can be
calculated in combination with
the production timestamp.
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PUBCOMP: Publish complete, the final
acknowledgment for QoS 2, indicating that
the entire message delivery process for the
QoS 2 message is completed.

Focus on whether any
ACK-type packets are
returned.

Request Processing result of the client for the message
Result delivery request.
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Client Event

Last updated: 2026-04-0116:37:51

Introduction

In loT services, devices operate in complex network environments (weak signals, power outages, mobile
network switching), where "offline" or "connection failure" represent the most frequent issues. Client events
refer to a series of state changes and interaction notifications triggered by clients during MQTT protocol
communication. By tracking system events, users can promptly identify and analyze problems to quickly

resolve service issues, thereby ensuring system stability.

Obtaining Client Events

It is recommended that you obtain client events using one of the following two methods. For detailed field
definitions and full content of client events, see Querying Client Events.

Method 1: Query in the Console

1. Log in to the MQTT Console.

2. In the left sidebar, choose Resource > Cluster, select a region, and click the ID of the target cluster to

go to the cluster basic information page.

3. In the left tab bar, select Client to go to the specific client details page. You can then scroll down to

view client events.

Subscription Client Certificate Client Events Client Message Trace

(@ You can narrow the search range by using the precise time.

Q
e

Last 30 minutes Last hour Last 6 hours Last24hours | 2026-01-0116:44:20 ~ 2026-01-14 16:44:20  [5]

Client ID Creation Time Event Type T Event Details

Method 2: Subscribe to System Topics

Subscribe to system event topics, such as $event/client_connected (online), S$events/session_s
ubscribed (subscription), or subscribe to all events S$events/# , to receive event messages containing
detailed information. For details, refer to the Event Topics section in the Querying Client Events

documentation.
Best Practices

Scenario 1: Client Connection Failure Troubleshooting

Device logs indicate connection failure or disconnection, or the client list status shows "offline" in the

console.

Troubleshooting Steps
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Log in to the MQTT Console > Client > Search for the client by Client ID, and click View Details.
Filter the event records for this client.

Focus on the reason field ofthe client_disconnected event. For definitions of specific
disconnection reasons and resolution suggestions, refer to the following Common Disconnection

Reasons Reference Table.
Scenario 2: Client Takeover

Typical Manifestations

When the network environment is normal, the device continuously and frequently reconnects. Connected

and Disconnected messages appear intensively in the logs, and the device fails to remain online stably.

@ Note:

Takeover refers to the behavior where, when a client initiates a connection with a client ID that is
already in use, the broker forcibly disconnects the existing session and establishes a new one.
The MQTT protocol requires that only one connection can exist for the same client ID at any

given time.

Troubleshooting Steps

View the event timeline in the console.
Check whether there is a frequent alternation between client_connected and client_disconnec

ted

Check the reason field ofthe client disconnected event.Ifthe reason is takeovere
d (one of the most typical causes of client connection jitter), it indicates that the current client was

taken over by another device using the same client ID.
Solutions

Ensure that each device's Client ID is globally unique.

Check whether any old test scripts are still running.

A Note:
When troubleshooting of takeover issues is performed, not all instances of reason: takeovere
d indicate a fault. If it is a sporadic occurrence and typically happens after device network
fluctuations subside, it may be MQTT's self-repair behavior in weak network environments, requiring

no additional intervention.

Scenario 3: Troubleshooting Undelivered Messages
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Client events are primarily used for diagnosing connectivity issues. If you encounter a situation where a

device is online but unable to send or receive messages, it usually requires joint troubleshooting with

Message Trace.

Determine online status using events: Obtain the message delivery timestamp via Message Trace and

check if there is a

experienced a brief disconnection.

client disconnected event at that time to determine whether the device

Determine subscription behavior using events: Check whether there isa session_subscribed

event to determine whether the device has successfully subscribed to the target topic.

For detailed troubleshooting steps of consumption process issues such as "message loss" and "ACK

unacknowledged", please refer to Message Trace.

Common Disconnection Reasons Reference Table

Disconnection
Reason

normal

takeovered

kicked

keepalive_timeout

Semantics

The server received the
DISCONNECT message and
disconnected normally.

The client was disconnected by a
device with the same client ID.

The client was forced to log out
by an administrator.

The MQTT Broker did not receive
any interaction packets from the

client within 1.5 times the keep—

alive interval.

©2013-2026 Tencent Cloud. All rights reserved.

Recommended Solution

Normal event. The client initiated the
disconnection. Verify whether this
matches business logic (for example,
the client actively exits upon task
completion).

Client ID conflict. Check the client ID
generation policy to ensure each
online device has a unique client ID.
(If it occurs occasionally, it may be an
automatic recovery after network
fluctuation, and no action is required.)

Administration action. Check the
MQTT service management console or
API call logs to identify which
administrator or automated policy
performed the force-logout action
and the reason for it.

Network or client issue.

1. Check whether the device
network connection is stable.

2. Check whether the device's CPU
or memory load is too high,
resulting in failure to send
heartbeat packets in time.
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not_authenticated

not_authorized

tcp_closed

ping_without_connec
t

authentication_expir
ed

too_many_connectio
n

go_away

Unauthenticated, similar to HTTP
status code 401.

Unauthorized, similar to HTTP
status code 403.

TCP connection closed.

The client sent a PING before
sending the CONNECT packet.

Authentication failed. JWT, SAS,
or other tokens have expired.

Maximum connections for the
cluster or node exceeded.

The MQTT Broker node is
restarting (graceful shutdown).

©2013-2026 Tencent Cloud. All rights reserved.
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3. Under poor network conditions,
you can increase the keep-alive
value as needed.

Authentication information error.
Check whether the username,
password, certificate, and token
configured for the client are correct
and whether they match the server—
side configuration.

Insufficient permissions. The client is
authenticated but not authorized to
connect or perform operations (such
as publishing or subscribing to
specific topics). Check the ACL policy
configuration and grant the necessary
permissions to this client.

Network layer disconnected. Possible
causes include device network
interruption, NAT gateway timeout, or
firewall policy blocking.

Client SDK or firmware bugs. Check
and fix the client's MQTT protocol
implementation code to ensure it
strictly adheres to the connection
sequence: CONNECT > other packets.

Credentials expired. Ensure the client
program can refresh the token.

Server capacity issue.

1. Contact Us to upgrade your
service specifications or increase
the maximum connection limit.

2. Check whether any client
exceptions (such as code bugs)
are causing a large number of
invalid connections.

Typically caused by server upgrades

or maintenance. The client should
implement an automatic reconnection
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mechanism to reconnect once the
server is available.

The client ID exceeds the length limit.
Client ID exceeds the maximum Check the ID length (MQTT limit: 23
limit. characters) and modify the client ID
generation logic.

client_id_too_long

Client protocol error. When

The required client ID field is CleanSession is set to false, the client
client_id_required missing for a persistent session ID cannot be empty. Please fix the
connection. client logic by either providing an ID

or setting CleanSession to true.

Invalid client ID. The client ID can only
contain digits 0—9, lowercase letters
a—z, and uppercase letters A—Z.
Please modify the client ID generation
logic to remove or replace invalid
characters.

The client ID contains invalid
client_id_invalid characters. For details, see Spec
3.1.3.1.

Will message configuration error.
Check the will message set for the
client to ensure that the topic and
payload formats are correct, and that
the client has permission to publish to
the specified will topic.

bad_will_message Invalid will message.

Server issue. Please contact us and
provide relevant information (such as
timestamp, instance ID, and client ID)
to troubleshoot server issues.

server_internal_error Internal server error.
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Topic and Wildcard Subscriptions

Last updated: 2026-04-0116:37:51

In the MQTT-based loT ecosystem, the publish—subscribe model enables complete decoupling between
devices and applications. At the center of this mechanism are topics
and wildcards.

A topic is a UTF-8 encoded string organized in a hierarchical structure similar to a URL path (for example,
sensor/rooml/temperature ). It serves not only as an addressing channel for message delivery but
also as a mapping of business logic at the communication layer. During message transmission, a publisher
sends data to a specific topic, and the broker routes the message precisely according to the subscriber's

topic filter.

To address the complex communication needs of massive devices, MQTT introduces the wildcard
subscription mechanism. This extends "exact match" to "pattern match," allowing clients to capture multiple
related data streams with a single subscription, significantly reducing network load and client logic
complexity. Therefore, deeply understanding the hierarchical logic of topics and mastering the usage of

wildcards is the first step in building scalable, maintainable, and high—performance loT systems.

Topic Name, Topic Filter, and Topic

In the MQTT protocol communication mechanism, there are three roles: publisher, broker, and subscriber. A
message is sent from the publisher to the broker and then delivered to the subscriber, with the topic serving
as the agreed-upon message channel between the publisher and the subscriber. To achieve precise message

routing, we need to clearly define these three roles:
Topic Name

Definition: The string used when a message is published.
Purpose: Used to identify the unique channel for a specific message.
Rule: Wildcards are not allowed. A topic name must be a definite and concrete path.

Example: sensor/rooml/temperature . The publisher instructs the broker: "Deliver this message to

the temperature endpointof rooml

Topic Filter

Definition: The string used when messages are subscribed to.
Purpose: Used to inform the broker which messages the subscriber intends to receive.

Rule: Wildcards can be used, or omitted (for exact match). A topic filter essentially acts as a matching

template.

Example:
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sensor/+/temperature : The subscriber tells the broker: "l want the temperature data for all

rooms."

sensor/rooml/temperature : The subscriber tells the broker: "l only want the temperature data

for room1."
Topic

Definition: The logical channel formed after the broker matches a topic name with a topic filter.

Relationship: The broker matches the Topic Name (message source) with the Topic Filter (subscription

requirement). If the match is successful, the message is delivered.

@ Note:

In TDMQ for MQTT, topics do not need to be created in advance. A topic is created automatically

when a client publishes or subscribes to a message, and no deletion is required.

To better understand the differences mentioned above, let's examine a typical MQTT publish and subscribe
flow diagram: APP 1 subscribes to the topic sensor/+/temperature and therefore receives messages
published by both Sensor 1 and Sensor 2. APP 2 subscribes to the topic sensor/2/temperature and

receives only the messages published by Sensor 2 to this topic.

sensor/1/temperature Subscribe:sensor/+/temperature
Sensor 1 > <~ --- >
publish: 10 APP 1
10& 20
MQTT Broker
sensor/2/temperature Subscribe:sensor/2/temperature
Sensor 2 publish: 20 T T > APP 2
MQTT Wildcards

MQTT wildcards are a special type of topic that can only be used for subscriptions (exclusively in Topic
Filter), not for publishing. Clients can subscribe to topics containing wildcards to receive messages from
multiple matching topics, thereby flexibly subscribing to multiple topics and reducing overhead. MQTT

supports two types of wildcards: + single-level wildcard and # multi-level wildcard.

Single-Level Wildcard

The single-level wildcard is represented by the plus sign  + , which can be used to match a single topic
level. This wildcard must occupy an entire level and cannot be part of a level (for example, room+ is
invalid). A subscription containing a single-level wildcard matches all topics where the wildcard level can be

any string. For example:
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Subscribing to  sensor/+/temperature

matches sensor/bedroom/temperature
matches sensor/living_room/temperature
does not match sensor/bedroom/upstairs/temperature (because + can only match one level).

does not match sensor/temperature (because there is a missing level between sensor and

temperature).

Multi-Level Wildcard

The multi-level wildcard is represented by the hash sign # , which matches zero or more topic levels. It
must be the last character of the topic filter and preceded by a forward slash. For example:
Subscribing to  sensor/bedroom/#

matches sensor/bedroom/temperature

matches sensor/bedroom/humidity

matches sensor/bedroom/light/intensity
matches sensor/bedroom (# can match zero levels).

does not match sensor/living_room/temperature (because bedroom is fixed).

/N Note: If the service is expected to have high throughput, using only multi-level wildcards for
subscriptions may constitute a "bad" practice. Subscribing to overly broad topics can result in a
large volume of messages being delivered to the client, potentially impacting system performance
and bandwidth consumption. Follow best practices to optimize topic filter design and avoid

unnecessary message overload.

MQTT Topics Starting with $

Event Topic S$events

The MQTT system publishes triggered events to the following system topics as QoS 0 messages. Business

systems can subscribe to these topics as needed.

Topic Name Remarks
$events/client_connected The client is connected.

$events/client_disconnecte
d

The client is disconnected.

$events/session_subscribe

d A subscription was added to the client session.
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$events/session_unsubscri . . .
bed A subscription was removed from the client session.
e

events/certificate_register
$ / st The client registered a device certificate.

ed
$events/certificate_rejecte The client device certificate was rejected. The certificate status is
d inactive, such as PENDING_ACTIVATION.

Shared Subscription

Shared subscription is a new feature introduced in MQTT 5.0 that enables load balancing of subscriptions
among multiple subscribers. The shared subscription topic specified by MQTT 5.0 begins with  $share

A shared subscription topic filter is structured as: S$share/{ShareName}/{TopicFilter}

Parameter Description

$share Literal constant, a fixed string.

Name of a shared subscription group. It must not contain " /", " + ",

{ShareName} o
or"#"

{TopicFilter} Follows the same rules and semantics as a standard MQTT topic filter.

MQTT Topic Usage Recommendations

1. Case-sensitive: myhome/temp and MyHome/Temp are completely distinct topics.

2. Hierarchy and character limits:
Hierarchy depth: It is recommended to keep it within 7 levels. The deeper the hierarchy, the higher
the resource consumption for matching by the broker.
Character type: Each topic must contain at least one character. Avoid spaces and non-ASCI| special

characters.

Naming convention: Within the same topic level, use underscores or hyphens "-" to join words

(or use camelCase).

3. Place unique identifiers first: When wildcards are used, position the topic level with unique values (such
as device ID) as close to the first level as possible. For example: device/{deviceID}/status is

preferable to device/status/{devicelID}

4. Documentation: Maintain comprehensive documentation detailing your MQTT topic structure, including

its purpose, expected message load, and other complete conventions or guidelines.

FAQs
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Are There Limits on Topic Hierarchy and Length?

The MQTT protocol specifies that the topic length is limited to two bytes, allowing a maximum of 65,535
characters per topic.

It is recommended to keep the topic hierarchy within 7 levels. Using shorter topic names and fewer hierarchy
levels means less resource consumption. For example, my-home/rooml/data is better than my/home/

rooml/data

Is There a Limit on the Number of Topics a Server Can Handle?

Different message servers vary significantly in their support for the maximum number of topics. Currently,
there is no default limitation on the number of topics. However, a larger number of topics will consume more
server memory and incur higher routing lookup overhead. Since the number of devices connected to the
MQTT broker is generally substantial, we recommend limiting the number of topics subscribed by a single

client to 10 or fewer.

Is Wildcard Subscription Performance the Same as Regular Topic Subscription?

Wildcard topic subscriptions have lower performance and consume more server resources than regular topic

subscriptions. Users can choose the subscription type based on actual business needs.
How Do | Use System Topics?

Subscribe to specific event topics based on business needs. For details, refer to Event Topics $events. By

subscribing to  Sevents/# , you will receive messages for all client events.
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