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Getting Started
Guide for Getting Started

Last updated: 2026-04-0116:24:55

This document describes how to get started with TDMQ for MQTT. It covers how to create an MQTT cluster,
connect to it using our SDK demo to publish and subscribe to messages, view message data in the console,

and finally terminate resources, helping you quickly get started with TDMQ for MQTT services.

Network Connection Instructions

The MQTT cluster supports both private and public network access. Based on your network environment,
choose an appropriate access method:
For private network access, if the client and the MQTT cluster are deployed in the same VPC network,

they can interconnect with each other by default, and no additional configuration is required.

For public network access, you need to enable a dedicated public network route and configure a secure

access policy to allow access from designated IP addresses.

For more details, see Network Connection Instructions.

Getting Started Workflow

The getting started workflow of TDMQ for MQTT is as follows:

Ste Main

. Operation Instructions
p Operation

Before getting started with MQTT, you need to complete some
1 Preparations preparations, such as registering a Tencent Cloud account with MQTT
resource operation permissions and setting up a VPC.

Creating a After completing the preparations, you can log in to the TDMQ for MQTT
5 cluster and console to purchase an MQTT cluster with appropriate specifications
configuring according to your actual needs, and configure the network access points
the network based on your network environment.
Configuring
authentication After creating an MQTT cluster, you need to configure authentication and
3 and authorization information for the cluster to ensure secure communication
authorization between clients and the server.
information
4 Using the SDK After completing the cluster and user permission configurations in the
to Send and console, you can use the SDK demo we provide to connect to the cluster
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and perform message sending and receiving tests.

After sending and receiving messages, you can view the message content,
message trace records, and connected client details for a specified topic in
the console.

After you complete the getting started process, the purchased cluster can
be used for your production environment. If the cluster is no longer needed,
you can terminate its resources. Refunds will be processed based on your
billing method and usage duration, and the associated data will be cleaned

up.
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Preparations

Last updated: 2026-04-0116:24:55

This document introduces the preparations needed before getting started with TDMQ for MQTT, including

creating an account, obtaining permissions, and preparing Virtual Private Cloud (VPC) resources.

Operation Steps

1. Create a Tencent Cloud account and complete identity verification.
Before you create a TDMQ for MQTT cluster, create a Tencent Cloud account first and complete
identity verification. For specific steps, see Creating a Tencent Cloud Account and Introduction to
|dentity Verification.
If you already have a Tencent Cloud account and have completed identity verification, skip this step.
2. Top up your account.
Before you create a TDMQ for MQTT cluster, make sure that your account has sufficient funds to
cover the cost of purchasing the cluster. For specific steps on account top—-up, see Online Top-up.
If your account already has sufficient funds, skip this step.
3. Configure MQTT operation permissions for the account.
If you are using a Tencent Cloud sub—account, grant operation permissions on TDMQ for MQTT
clusters for the sub—account according to Account Permission Management Overview.
If you are using a Tencent Cloud root account, which has operation permissions on all resources by
default, skip this step.
4. Create a VPC network and subnet.
Before you create a TDMQ for MQTT cluster, ensure that an available VPC network and subnet exist.
For specific steps to create a VPC and subnet, refer to Creating a VPC Network and Subnet. The

created VPC network and the TDMQ for MQTT cluster must be in the same region. Cloud products

in different regions cannot communicate with each other via the private network.
If you already have a suitable VPC network and subnet, skip this step.

5. Set up the environment.
VPC
Prepare Linux servers: This document uses Tencent Cloud Virtual Machine (CVM) as an example. For
specific steps to create a CVM instance, see Purchasing a CVM Instance. Make sure that the CVM
instance and TDMQ for MQTT cluster are in the same VPC. If you already have an available CVM
instance, you can skip this step.
Configure the environment: Log in to the CVM instance, and you need to install Java JDK version 1.8

or later and Maven version 2.5 or later.

Public network environment
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Perform the operations on your local computer. You need to install Java JDK version 1.8 or later and

Maven version 2.5 or later in advance.
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Public Network Access
Step 1: Creating a Cluster and Configuring
the Public Network

Last updated: 2026-04-01 16:24:56

Scenarios

Before using the SDK to send and receive messages, you need to create clusters and configure the network

in the TDMQ for MQTT console, and configure information about related resources when running the client.

Prerequisites

You have completed the preparations.

Creating a Cluster

1. Log in to the TDMQ for MQTT console.

2. In the left sidebar, choose Resource > Cluster, select a region, and click Create Cluster to go to the

cluster purchase page.

Configuration Description

Supports Yearly/monthly subscription and Pay as you go modes.
Yearly/monthly subscription: requires payment before resource usage.
This billing mode is suitable for scenarios with steady and long—term usage

Billing Mode requirements.
Pay-as—-you-go: Pay for resources after usage. This billing mode is
suitable for testing or scenarios with unpredictable traffic peaks.
Select a region near your client to minimize network latency and improve
. access speed. Cloud products in different regions cannot communicate over
Region . .
the private network, and the region cannot be changed after purchase, so
proceed with caution.
Cluster Select Pro Edition. The Basic Edition is sold out. Differences between versions
Specification can be checked in the Product Series.
TPS Select an appropriate TPS specification based on business traffic requirements.
Specification Subsequent configuration changes can be made quickly in the console. The

TPS specification includes the sum of production messages and consumption
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messages. Each message is counted based on configurations. For details, see
Billing Overview.

Number of
Client
Connections

In the Pro Edition, the number of free connections varies by TPS specification.
Additional connections can be purchased separately as needed.

Authorize binding the access point domain name of the newly purchased

VPC
cluster to the Virtual Private Cloud (VPC).

Enabling public network bandwidth will incur additional fees. You can disable it
on the cluster basic information page after activation. For pricing details, refer
to Billing Overview.

Public Network
Access

Enter a cluster name that complies with the naming rules: It must be 3 to 64
Cluster Name characters in length and can only contain digits, letters, hyphens (=), and
underscores (_).

Tag Tags are used to categorize and manage resources from different dimensions.

3. After confirming that the cluster information is correct, click Buy Now. After completing the payment on
the order payment page, wait for 3 to 5 minutes for the new cluster to appear in the cluster list on the

Cluster Management page.

Enabling Public Network Access and Obtaining Access Point Addresses

1. Click the ID of the created cluster to enter the Basic Information page.

2. In the Access Information module, click the Edit button for public network access, and then enable the

public network in the pop-up window.

3. In the pop-up window for adjusting network bandwidth, set the public bandwidth size and configure a
secure access policy for the public network to allow access from designated IP addresses. If no policy is

set, all IP access is denied by default.
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Change bandwidth X

Public Network Access ()

Public Network Bandwidth

O 1 + Mbps
1Mbps 512Mbps 1024Mbps
Public Network Security Policy @
Source (D) Policy Remarks
For example: 10.0.0.1 or 192.168.  Allow Enter the remarks [x]
Add

If a newly added rule overlaps with an existing one, the new one will be used first.

Public network traffic fee

m Close

4. Click Submit and complete the payment, then return to the console. The public network will show as
Enabling. Wait for the public network to be enabled.

5. After enabling, in the Client Access module, you can see that the Public Network Access Address

section already shows information such as the public network bandwidth and IP addresses.

Public Network Access Enabled 2
Public Network Bandwidth 1Mbps 2

Public Network Security Policy .
Source Policy Remarks

L Allow

Edit Public Network Security Policy

Total items: 1 5 v /page
Public Network Access Address
Access Type Access Point Address Operat...
mqtt-ws maqtt- [} nj-public.mqtt.tencenttdmg.com:80
maqtt-tcp mqtt- @ nj-public.mqgtt.tencenttdmg.com:1883
maqtt-tls maqtt- | | || nj-public.mqtt.tencenttdmg.com:8883

«©
«©

maqtt-wss maqtt- H nj-public.mqgtt.tencenttdmqg.com:443

6. You can verify network connectivity using the following command:

-v http://mgtt-xxxx—-sh-public.mgtt.tencenttdmg.com/status/check

Here, mgtt—xxxx—sh—public.mqtt.tencenttdmqg.com is the access point to be verified.
If the network is connected, the output is similar to the following:
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100t@49b9f4d9be96 : uick-start# curl -v http://matt N ®-sh-public.mgtt.tencenttdmqg.com/staXis/
Host mgtt-" = °~ M -sh-public.mgtt.tencenttdmg.com:80 was resolved.
IPv6: (none)
IPV4: m . wowe. _
Trying * L ..
Connected to mgtt- =~ “mmm-sh-public.mqgtt.tencenttdmqg.com ( 3) port 80
GET /status/check HTTP/1.1

Host: mgtt-mm 2-sh-public.mgtt.tencenttdmqg.com
User-Agent: curl/8.5.0

Accept: */*

HTTP/1.1 200 OK
content-type: text/plain; charset=UTF-8
content-length: 4

* Connection #0 to host mgtt- M Psh-public.mgtt.tencenttdmg.com left intact
r00t@49b914d9be96: ~/quick-start#
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Step 2: Configuring Authentication and
Authorization

Last updated: 2026-04-0116:24:56

MQTT provides multiple authentication methods to ensure secure communication between clients and the
server. Username and password authentication is the most basic authentication method. This document uses
this method as an example to introduce the operation steps for quickly configuring authentication and

authorization.

Creating a User

1. Log in to the TDMQ for MQTT console.
2. In the left sidebar, choose Resource > Cluster, select a region, and click the ID of the created cluster.

3. On the cluster basic information page, select Authentication and enter the Username and Password tab.
Currently, username and password authentication is used as an example. For more authentication
methods, see Certification Method Overview.

4. Click Create User, fill in the username and description, and set a password. Username and password
authentication is the most basic authentication method provided by MQTT. You need to fill them in when

using the client to publish or subscribe to messages.

Username: must be no more than 32 characters in length and can contain only digits, upper— and
lower—case letters, hyphens (=), and underscores (_).

Password: can be automatically generated by the system or customized.

Description (optional): can not exceed 128 characters.
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Add Role X
Username = Enter the username.
Cannot be empty. Supports digits, upper- and lower-case letters, and
symbols (excluding spaces), with a maximum of 32 characters.
Password = Random Password Custom Password
Description Please enter the description

Must not exceed 128 characters.

Save Cancel

5. Click Save to complete user creation. In the permission list, you can copy the username and password in

any of the following ways.

O Note:
Leaking your key could lead to data leakage. Please keep your password secure.

Method 1: Copying from the Token Column

Copy from the Username and Password columns.

S—

Last Updated Operation

Username Password Description Creation Time

[ | Copy - 2025-12-10 18:04:22 2025-12-10 18:04:22 View Password Edit Delete

Method 2: Viewing and Copying from the Operation Column

Click View Password in the Action column and click the Copy icon in the pop-up password window.
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View Password X

@ Safeguard your password to ensure data security.

Description -
Username D ®
Password H o @

Configuring an Authorization Policy

TDMQ for MQTT supports fine—grained authorization policies, which can authorize by username, client
identifier, topic, client IP address, and action (connect, publish, and subscribe).
When the authorization policy is not enabled, the data plane resources have no permission restrictions.
You can use any username and password pair to connect, produce, and consume.
In the quick start stage, you can choose to disable the authorization policy and skip its configuration
steps. For the production environment, it is recommended to perform fine—grained permission control

based on the principle of least privilege.

Information

Monitoring Authorization Policy

- Cluster
o5 on the client side after creating an authorization policy. The following policies are only used for MQTT data stream client-side message sending and receiving authentication. For details,
+ Topic Prefix

Client

Create Poicy (0/20) Q. Enter a keyword C®u0o

Authentic

Authentication

. Usemn:
Passw

©  policyName Description Effect(Effect) Update Time Operation

order.
- X509 Certificate
Management

-oawT
Authentication

- HTTP
Authentication

Server
Certificate

CA Certificate «

If you have enabled authorization policy management, you need to grant producing and consuming
permissions to the user you have created. For details, see Configuring Data Plane Authorization.

In the quick start stage, you can create a simple rule as follows, which allows access from all clients:

"effect": "allow",

"actions": [

"connect",
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"condition": {

TieTs Q,0.0,0/07,

"clientId": "",

"username" :

1y
"retain": |
"true",

"false"
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Step 3: Using the SDK to Send and
Receive Messages

After completing configurations of resources, such as clusters and user permissions, in the console, you can
use the SDK demo we provide to connect to the cluster and perform message sending and receiving tests.
This document uses the Java SDK as an example to show how to send and receive messages over the public

network, so as to help you better understand the complete process of sending and receiving messages.

Prerequisites

You have created TDMQ for MQTT cluster resources.

You have completed the environment configuration by following Preparations.

Operation Steps

1. Download the SDK demo.
2. Extract the downloaded demo package and go to the src/***/tdmg/mgtt/example directory.

3. Configure the parameters of the message sending and receiving program QuickStart.java . Here,
the simple message sending and receiving program under the paho/v5 directory is used as an

example.

.tencent.tdmg.mgtt.example.paho.v5;

import java.nio.ByteBuffer;

import java.nio.charset.StandardCharsets;

import java.util.List;

import java.util.concurrent.TimeUnit;

import org.eclipse.paho.mgttv5.client.IMgttToken;

import org.eclipse.paho.mgttv5.client.MgttCallback;

import org.eclipse.paho.mgttv5.client.MgttClient;

import org.eclipse.paho.mgttv5.client.MgttConnectionOptions;
import org.eclipse.paho.mgttvb.client.MgttDisconnectResponse;
import org.eclipse.paho.mgttv5.client.persist.MemoryPersistence;
import org.eclipse.paho.mgttv5.common.MgttException;

import org.eclipse.paho.mgttv5.common.MgttMessage;

import org.eclipse.paho.mgttv5.common.packet.MgttProperties;

import org.eclipse.paho.mgttv5.common.packet.UserProperty;
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public class SubscriberQuickStart {

public static void (String[] args) throws MgttException,

InterruptedException {

// Get the access point from the MQTT console:

// For users implementing VPC connectivity wvia Private Link,
use the private network access point.

// For users accessing over the public network, ensure the
public network security policy permits access, and the machine running
the program has public network connectivity.

String serverUri = "tcp://mgtt-xxx.mgtt.tencenttdmg.com:1883";

// A valid client identifier contains digits 0-9, lowercase
letters a-z, and uppercase letters A-Z, with a total length of 1-23
characters.

// See https://docs.ocasis-open.org/mgtt/mgtt/v5.0/0s/mgtt—
v5.0-os.html# Toc3901059.

String clientId = "SubscriberQuickStart";

// In the console, on the Authentication tab, create an
account and copy the username and password.
String username = "userQ0";

String password = "secretO";

// MQTT topic filters
String[] topicFilters = new String[]{"home/test", "home/#",
"home/+"};

int[] gos = new int[]{1, 1, 1};

MgttClient client = new MgttClient (serverUri, clientId, new
MemoryPersistence()) ;

client. (3000) ;

MgttConnectionOptions options = new MgttConnectionOptions () ;

options. (username) ;
(password. (StandardCharsets.UTF_8)) ;

(true) ;

(true) ;
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client.
@Override

public void

System.out.
()7

response.

@Override
public void

e.

@Override
public void
message) A
byte[] payload =
String content;
if ==

(4

ByteBuffer buf =

content
} else {
content

StandardCharsets.UTF_8) ;
I3

System.out.
content=[%s]%n",

topic,

payload.

String.

message.

TDMQ for MQTT

(new MgttCallback () {

(MgttDisconnectResponse response)

("Disconnected: " +

(MgttException e) {

(String topic, MgttMessage

message. ();
length) {
ByteBuffer. (payload) ;

(buf. ()i

new String (payload,

("Message arrived, topic=%s, QoS=%d

(), content);

List<UserProperty> userProperties =

message. ) -

@Override
public void
System.out.
()

©2013-2026 Tencent Cloud. All rights reserved.
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(userProperties) ;

(IMgttToken token) {

("Delivery complete for packet-id: "
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@Override

public void (boolean reconnect, String
serverURT) {
System.out. (reconnect ? "Reconnected"
"Connected" + " to " + serverURI);
try {
// Subscribe

IMgttToken token = client. (topicFilters,

int[] reasonCodes = token. ()
for (int i = 0; 1 < reasonCodes.length; i++) {
System.out. ("Subscribed to topic %s with

QoS=%d, Granted—-QoS:

topicFilters[i], gos[i], reasonCodes[i]);

if (token. ) |
List<UserProperty> userProperties =
(). ();
(userProperties) ;
}
} catch (MgttException e) {

e. ()7

@Override

public void (int i, MgttProperties

properties) {
System.out. ("Received auth packet with id: " +
i);
)i
client. (options) ;

TimeUnit .MINUTES. (5);

client.
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client.

(List<UserProperty> userProperties)

if (null != userProperties) {
for (UserProperty userProperty : userProperties)
System.out. ("User property:
userProperty. (), userProperty. ) e

}

@ Note:

All the following parameters can be obtained from the TDMQ for MQTT console.

Parameter Description

The Broker connection address can be copied from the Access Information
module on the Basic Information page of the target cluster in the console. Here,
use the public network access point with the following format: tcp://mgtt-xxx
xx-nj-public.mgtt.tencenttdmg.com:1883

Public Network Access Address

serverUri Access Type  Access Point Address Operat...
matt-ws matt- -nj-public.matt.tencenttdmg.com:¢
Copy
matt-tep matt- nj-public.matt.tencenttdma.com:1883 & o«
matt-tls matt4 W Inj-public.mqtt. com:888:
matt-wss matt- - WEN-Public.matt.tencenttdma.com:443 «©

Username for the connection. Copy it from the Authentication Management page

username .
of the cluster in the console.
Password for the username. Copy it from the Authentication Management page
of the cluster in the console.

password

Username Password Description Creation Time Last Updated Operation

n copy - 2025-12-10 18:04:22 2025-12-10 18:04:22 View Password Edit Delets
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Fill in the topic name. The first—level topic must be created in advance in the

topicName . .
console. You can customize the second-level topic name.

4. Compile and run the producer program PublisherQuickStart.java . The results are shown below:

Connected to tcp://mgtt-xxx.mgtt.tencenttdmg.com:1883
Subscribed to topic home/test with QoS=1, Granted-QoS: 1
Subscribed to topic home/# with QoS=1, Granted-QoS: 1

Subscribed to topic home/+ with QoS=1, Granted-QoS: 1

Prepare to publish message 0
Published message 0
Message arrived, topic=home/test, QoS=1 content=[Hello MQTT 0]

Prepare to publish message 1
Published message 1
Message arrived, topic=home/test, QoS=1 content=[Hello MQTT 1]

Prepare to publish message 2

Published message 2

Message arrived, topic=home/test, QoS=1 content=[Hello MQTT 2]
Intermediate messages omitted

Prepare to publish message 14

Published message 14

Message arrived, topic=home/test, QoS=1 content=[Hello MQTT 14]

Prepare to publish message 15

Published message 15

Message arrived, topic=home/test, QoS=1 content=[Hello MQTT 15]

Disconnected: Normal disconnection
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Step 4: Querying Messages and Client
Details

Last updated: 2026-04-0116:24:56

After sending and receiving messages, you can view the message content, message trace records, and

connected client details for a specified topic in the console.

Querying Messages

1. Log in to the TDMQ for MQTT console.

2. In the left sidebar, choose Message Query, select a region, and enter the query criteria according to the

prompts.
Current cluster: Select the cluster where the topic to be queried is located.

Topic: Select the topic to be queried. You can enter either the topic name or the topic filter used for

subscription.
Start time: Select the start time for the message query, accurate to the millisecond.
Query count: Show the next N messages after the selected time in strict order.

3. Click Query, and the list below displays all the query results in pagination.

Message Query  © Naniing v Messa
Cluster H . v
Query Method Search by Topic
Topic
Start Time 2026-01-13 10:35:41.083 £
Show up to 100 messages after the current time in chronological order
Query Count 100 200 500 1024

Message ID Client ID Topic Qos Message Storage Time Operation

0997¢ Woc294

oFo 1 2026-01-13 10:42:34.668 Details Export Message

4. Locate the message whose content or parameters you want to view, click Details in the Action column to

view message details and trace info.
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& Message Query / (

Details Message Trace

Basic Information

Message ID 099
Topic
Publisher Client ID

Qos 1

Message Storage Time ~ 2026-01-13 10:42:34.668

Message Body

TDMQ for MQTT

:4C40189C294DF9

340189C294DF9 D

Message Properties (Publish Properties)

Content Type

Payload Format Indicator
Message Expiry Interval
Response Topic
Correlation Data (D
Subscription Identifier

User Properties (User Property)

Key Value

[ No data yet

Viewing Client Details

1. Log in to the TDMQ for MQTT console.

2. Click Resource > Client in the left sidebar, select the region and cluster created, and then view the client

list.

Client  © Nanjing v Current Cluster

e Client &

@ The st only shows 1024 records. If you cannot find the target cfien, fite by client D to narrow the search range.

Client ID Connection Status

Online

Q_ Enter the client ID c® L0

Client Host MQTT Protocol Version Serial Number (SN) Creation Time Operation

11.146.241.61:46806 MQTT VS - 2025-12-18 17:03:46 Details Disconnected

3. Click the client ID to view detailed information about the client.

Category

Basic

Information

Session Details

Subscription
Relationship

Client
Certificate

Description

Basic information of the client, including client ID, address, connection status,
creation time, and MQTT protocol version.

The session details block shows the in-memory information of the current
session connection. This information is not persistent. After the network is
disconnected and reconnected, the data is reset and recounted.

Shows the topics subscribed by the client and their QoS levels, and the counts
of unacknowledged and accumulated messages.

After a client certificate is registered, you can manage it on the page at any
time. For example, you can view the status of registered certificates, filter
invalid client certificates or those that are expiring within 30 days, and view
client details. For client registration methods, see Step 4: Configuring Client
Certificate.
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Supports displaying and querying certificate events and client behavior events
Client Event within a specified time period, such as going online or offline, and connecting.
For details, see Querying Client Events.

Supports querying details of a specific client message, such as message ID,
Client Message request time, and QoS. If the target trace is not found, you can narrow the
Trace search by filtering with the precise time and message ID. The message ID can
be obtained on the Message Query page.
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Step 5: Terminating Resources

Last updated: 2026-04-0116:24:56

After you complete the getting started process, the purchased cluster can be used for your production
environment. If the cluster specifications do not meet your business requirements, you can adjust them. For
detailed operation steps, see Changing Instance Specifications. If the cluster is no longer needed, you can
terminate its resources. Refunds will be processed based on your billing method and usage duration, and the

associated data will be cleaned up.

Operation Steps

1. Log in to the TDMQ for MQTT console.

2. Select Resource > Cluster in the left sidebar. On the cluster management list page, click More >

Terminate/Return in the Action column.

3. In the pop-up box, click Terminate to delete the cluster.

A Note:
If a cluster contains resources such as topics, termination is not supported. The cluster can
only be terminated after all resources under it have been cleared.
Once a cluster is deleted, all configurations of this cluster will be permanently removed and

cannot be restored. Proceed with caution and back up data in advance.

Terminate Instance X

G) Once terminated, all data will be cleared and cannot be recovered. Please back up your data in advance.

Are you sure you want to destroy this MQTT instance?

Instance ID/Name Number of Online... Messages Produ... Consumed Mess... cross-cluster replication task
matt-c B H Inbound Task0

1 0.1 0.033
: @ @ @ Qutbound task0

Terminate Cancel
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VPC Network Access
Step 1: Creating a Cluster and Obtaining
VPC Access Points

Last updated: 2026-04-01 16:24:56

Scenarios

Before using the SDK to send and receive messages, you need to create clusters and configure the network

in the TDMQ for MQTT console, and configure information about related resources when running the client.

Prerequisites

You have completed the preparations.

Creating a Cluster

1. Log in to the TDMQ for MQTT console.

2. In the left sidebar, choose Resource > Cluster, select a region, and click Create Cluster to go to the

cluster purchase page.

Configuration Description

Supports Yearly/monthly subscription and Pay as you go modes.
Yearly/monthly subscription: requires payment before resource usage.
This billing mode is suitable for scenarios with steady and long—term usage

Billing Mode requirements.
Pay-as—-you-go: Pay for resources after usage. This billing mode is
suitable for testing or scenarios with unpredictable traffic peaks.
Select a region near your client to minimize network latency and improve
. access speed. Cloud products in different regions cannot communicate over
Region . .
the private network, and the region cannot be changed after purchase, so
proceed with caution.
Cluster Select Pro Edition. The Basic Edition is sold out. Differences between versions
Specification can be checked in the Product Series.
TPS Select an appropriate TPS specification based on business traffic requirements.
Specification Subsequent configuration changes can be made quickly in the console. The

TPS specification includes the sum of production messages and consumption
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Number of
Client
Connections

VPC

Public Network
Access

Cluster Name

Tag

TDMQ for MQTT

messages. Each message is counted based on configurations. For details, see
Billing Overview.

In the Pro Edition, the number of free connections varies by TPS specification.
Additional connections can be purchased separately as needed.

Authorize binding the access point domain name of the newly purchased
cluster to the Virtual Private Cloud (VPC).

Enabling public network bandwidth will incur additional fees. You can disable it
on the cluster basic information page after activation. For pricing details, refer
to Billing Overview.

Enter a cluster name that complies with the naming rules: It must be 3 to 64
characters in length and can only contain digits, letters, hyphens (-), and
underscores (_).

Tags are used to categorize and manage resources from different dimensions.

3. After confirming that the cluster information is correct, click Buy Now. After completing the payment on

the order payment page, wait for 3 to 5 minutes for the new cluster to appear in the cluster list on the

Cluster Management page.

Retrieving VPC Access Point Addresses

1. Click the ID of the created cluster to enter the Basic Information page.

2. On the cluster basic information page, get the VPC access point addresses in the Access Information

module. For differences between different access points, refer to Network Connection Instructions.

Access Information

VPC

Private Network Access Address

<

VPC Subnet

voc NN o subnet- [

Access Type Access Point Address
Copy
matt-tcp matt- »-nj-vpee-ltb1tpye.matt.tencenttdmg.com:1883 1D \
matt-ws mqtt- )-nj-vpce-ltb1tpye.matt.tencenttdmg.com:8888
magtt-tls maqtt- . -—nj—vpce—Itbﬂpye.mqn.tencent!qu.com‘8883

mqtt-ws-80 mqtt- »-nj-vpce-Itbitpye. matt.tencenttdmg.com:80

matt-wss-443  maqtt- »nj-vpce-Itbltpye. matt.tencenttdma.com:443
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Step 2: Configure Authentication and
Authorization

Last updated: 2026-04-0116:24:56

MQTT provides multiple authentication methods to ensure secure communication between clients and the
server. Username and password authentication is the most basic authentication method. This document uses
this method as an example to introduce the operation steps for quickly configuring authentication and

authorization.

Creating a User

1. Log in to the TDMQ for MQTT console.
2. In the left sidebar, choose Resource > Cluster, select a region, and click the ID of the created cluster.

3. On the cluster basic information page, select Authentication and enter the Username and Password tab.
Currently, username and password authentication is used as an example. For more authentication
methods, see Certification Method Overview.

4. Click Create User, fill in the username and description, and set a password. Username and password
authentication is the most basic authentication method provided by MQTT. You need to fill them in when

using the client to publish or subscribe to messages.

Username: must be no more than 32 characters in length and can contain only digits, upper— and
lower—case letters, hyphens (=), and underscores (_).

Password: can be automatically generated by the system or customized.

Description (optional): can not exceed 128 characters.
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Add Role X
Username = Enter the username.
Cannot be empty. Supports digits, upper- and lower-case letters, and
symbols (excluding spaces), with a maximum of 32 characters.
Password = Random Password Custom Password
Description Please enter the description

Must not exceed 128 characters.

Save Cancel

5. Click Save to complete user creation. In the permission list, you can copy the username and password in

any of the following ways.

O Note:
Leaking your key could lead to data leakage. Please keep your password secure.

Method 1: Copying from the Token Column

Copy from the Username and Password columns.

S—

Last Updated Operation

Username Password Description Creation Time

[ | Copy - 2025-12-10 18:04:22 2025-12-10 18:04:22 View Password Edit Delete

Method 2: Viewing and Copying from the Operation Column

Click View Password in the Action column and click the Copy icon in the pop-up password window.
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View Password X

@ Safeguard your password to ensure data security.

Description -
Username D ®
Password H o @

Configuring an Authorization Policy

TDMQ for MQTT supports fine—grained authorization policies, which can authorize by username, client
identifier, topic, client IP address, and action (connect, publish, and subscribe).
When the authorization policy is not enabled, the data plane resources have no permission restrictions.
You can use any username and password pair to connect, produce, and consume.
In the quick start stage, you can choose to disable the authorization policy and skip its configuration
steps. For the production environment, it is recommended to perform fine—grained permission control

based on the principle of least privilege.

Information

Monitoring Authorization Policy

- Cluster
o5 on the client side after creating an authorization policy. The following policies are only used for MQTT data stream client-side message sending and receiving authentication. For details,
+ Topic Prefix

Client

Create Poicy (0/20) Q. Enter a keyword C®u0o

Authentic

Authentication

. Usemn:
Passw

©  policyName Description Effect(Effect) Update Time Operation

order.
- X509 Certificate
Management

-oawT
Authentication

- HTTP
Authentication

Server
Certificate

CA Certificate «

If you have enabled authorization policy management, you need to grant producing and consuming
permissions to the user you have created. For details, see Configuring Data Plane Authorization.

In the quick start stage, you can create a simple rule as follows, which allows access from all clients:

"effect": "allow",

"actions": [

"connect",
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"pub",

"sub"

"condition": {

TieTs "O,0.0.0/0,

"clientId": "",

"username" :

"false"
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Step 3: Using the SDK to Send and
Receive Messages

After completing configurations of resources, such as clusters and user permissions, in the console, you can
use the SDK demo we provide to connect to the cluster and perform message sending and receiving tests.
This document uses the Java SDK as an example to show how to send and receive messages over the VPC

network, so as to help you better understand the complete process of sending and receiving messages.

Prerequisites

You have created TDMQ for MQTT cluster resources.

You have completed the environment configuration by following Preparations.

Operation Steps

1. Download the SDK demo.

2. Upload the downloaded demo to a Linux server within the same VPC, then log in to the server, and enter

the src/***/tdmg/mgtt/example directory.

3. Configure the parameters of the message sending and receiving program QuickStart.java . Here,
the simple message sending and receiving program under the paho/v5 directory is used as an

example.

.tencent.tdmg.mgtt.example.paho.v5;

import .nio.ByteBuffer;

import .nio.charset.StandardCharse

import .util.List;

import .util.concurrent.TimeUnit;

import .eclipse.paho.mgttvb.client.IMgttToken;

import .eclipse.paho.mgttvb.client.MgttCallback;

import .eclipse.paho.mgttv5.client.MgttClient;

import .eclipse.paho.mgttv5.client.MgttConnectionOptions;
import .eclipse.paho.mgttv5.client.MgttDisconnectResponse;
import .eclipse.paho.mgttvb.client.persist.MemoryPersistence;
import .eclipse.paho.mgttv5.common.MgttException;

import .eclipse.paho.mgttv5.common.MgttMessage;

import .eclipse.paho.mgttv5.common.packet.MgttProperties;
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import org.eclipse.paho.mgttv5.common.packet.UserProperty;

public class SubscriberQuickStart {

public static void (String[] args) throws MgttException,

InterruptedException {

// Get the access point from the MQTT console:

// For users implementing VPC connectivity wvia Private Link,
use the private network access point.

// For users accessing over the public network, ensure the
public network security policy permits access, and the machine running
the program has public network connectivity.

String serverUri = "tcp://mgtt-xxx.mgtt.tencenttdmg.com:1883";

// A valid client identifier contains digits 0-9, lowercase
letters a-z, and uppercase letters A-Z, with a total length of 1-23
characters.

// See https://docs.ocasis-open.org/mgtt/mgtt/v5.0/0s/mgtt—
v5.0-os.html# Toc3901059.

String clientId = "SubscriberQuickStart";

// In the console, on the Authentication tab, create an
account and copy the username and password.
String username = "userQ0";

String password = "secretO0";

// MQTT topic filters
String[] topicFilters = new String[]{"home/test", "home/#",
"home/+"};

int[] gos = new int[]{1, 1, 1};

MgttClient client = new MgttClient (serverUri, clientId, new
MemoryPersistence()) ;

client. (3000) ;

MgttConnectionOptions options = new MgttConnectionOptions () ;

options. (username) ;

(password. (StandardCharsets.UTF_8)) ;

(true) ;
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options. (true) ;

client. (new MgttCallback () A
@Override

public void (MgttDisconnectResponse response)

System.out. ("Disconnected: " +

response. ());

@Override
public void (MgttException e) {

e.

@Override
public void (String topic, MgttMessage
message) A
byte[] payload = message. ) g
String content;
if (4 == payload.length) {
ByteBuffer buf = ByteBuffer. (payload) ;
content String. (buf. ());
} else {
content new String (payload,
StandardCharsets.UTF_8) ;
}

System.out. ("Message arrived, topic=%s, QoS=%d
content=[%s]%n",
topic, message. (), content);
List<UserProperty> userProperties =
message. () . ()7

(userProperties) ;

@Override
public void (IMgttToken token) {
System.out. ("Delivery complete for packet-id: "

()7
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@Override

public void (boolean reconnect, String

serverURTI) {

System.out. (reconnect ? "Reconnected"
"Connected" + " to " + serverURI);

try {
// Subscribe

IMgttToken token = client. (topicFilters,

int[] reasonCodes = token. ()
for (int i = 0; 1 < reasonCodes.length; i++) {
System.out. ("Subscribed to topic %s with
QoS=%d, Granted—-QoS:

topicFilters[i], gos[i], reasonCodes[i]);

if (token. ) A
List<UserProperty> userProperties =
(). ();
(userProperties) ;
}
} catch (MgttException e) {

e. ()7

@Override

public void (int i, MgttProperties

properties) {
System.out. ("Received auth packet with id: " +

client. (options) ;

TimeUnit .MINUTES. (5);
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client.

client.

(List<UserProperty> userProperties)

if (null != userProperties) {

for (UserProperty userProperty : userProperties)

System.out. ("User property:
userProperty. (), userProperty. ());

}

@ Note:

All the following parameters can be obtained from the TDMQ for MQTT console.

Parameter Description

The Broker connection address can be copied from the Access Information
module on the Basic Information page of the target cluster in the console. Here,
use the VPC access point with the following format: tcp://mgtt-xxxxxx-nj-v
pce—-el3qumzs.mgtt.tencenttdmg.com:1883

Q

Access Information

VPC Subnet

. vpc NN subnet- [l N
serverUri
Private Network Access Address Access Type Access Point Address
Copy
maqtt-tcp maqtt- )-nj-vpce-Itbtpye.matt.tencenttdmg.com:1883 @ \
matt-ws matt- j-vpce-Itbltpye.mqtt
maqtt-tis maqtt- [l [E-ni-vpce-Itbitpye.matt. :888:
mqtt-ws-80 maqtt- j-vpce-Itb1tpye.mqtt com:80
mqtt-wss-443 maqtt- )-nj-vpce-Itb1tpye.mqtt.tencenttdmg.com:443
Username for the connection. Copy it from the Authentication Management page
username
of the cluster in the console.
password Password for the username. Copy it from the Authentication Management page

of the cluster in the console.
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Search by usemame

Last Updated

2025-12-10 18:04:22

Fill in the topic name. The first—level topic must be created in advance in the

topicName . .
console. You can customize the second-level topic name.

4. Compile and run the producer program PublisherQuickStart.java . The results are shown below:

Connected to tcp://mgtt-xxx.mgtt.tencenttdmg.com:1883
Subscribed to topic home/test with QoS=1, Granted-QoS: 1
Subscribed to topic home/# with QoS=1, Granted-QoS: 1

Subscribed to topic home/+ with QoS=1, Granted-QoS: 1

Prepare to publish message 0
Published message 0
Message arrived, topic=home/test, QoS=1 content=[Hello MQTT 0]

Prepare to publish message 1
Published message 1
Message arrived, topic=home/test, QoS=1 content=[Hello MQTT 1]

Prepare to publish message 2

Published message 2

Message arrived, topic=home/test, QoS=1 content=[Hello MQTT 2]
Intermediate messages omitted

Prepare to publish message 14

Published message 14

Message arrived, topic=home/test, QoS=1 content=[Hello MQTT 14]

Prepare to publish message 15

Published message 15

Message arrived, topic=home/test, QoS=1 content=[Hello MQTT 15]

Disconnected: Normal disconnection
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Step 4: Query Messages and Client Details

Last updated: 2026-04-0116:24:56

After sending and receiving messages, you can view the message content, message trace records, and

connected client details for a specified topic in the console.

Querying Messages

1. Log in to the MQTT console.

2. In the left sidebar, choose Message Query, select a region, and enter the query criteria according to the

prompts.
Current cluster: Select the cluster where the topic to be queried is located.

Topic: Select the topic to be queried. You can enter either the topic name or the topic filter used for

subscription.
Start time: Select the start time for the message query, accurate to the millisecond.
Query count: Show the next N messages after the selected time in strict order.

3. Click Query, and the list below displays all the query results in pagination.

Message Query © Nanjing v Messa
Chster H EE. v
Query Method Search by Topic

Start Time 2026-01-1310:35:41.083 [

Show up to 100 messages after the current time in chronological order

Query Count 200 500 1024

Message ID Client ID Topic Qos Message Storage Time Operation

0997¢ Woc294

ore 1 2026-01-13 10:42:34.668 Details Export Message

4. Locate the message whose content or parameters you want to view, click Details in the Action column to

view message details and trace info.
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& Message Query / (

Details Message Trace

Basic Information

Message ID 099
Topic
Publisher Client ID

Qos 1

Message Storage Time ~ 2026-01-13 10:42:34.668

Message Body

TDMQ for MQTT

:4C40189C294DF9

340189C294DF9 D

Message Properties (Publish Properties)

Content Type

Payload Format Indicator
Message Expiry Interval
Response Topic
Correlation Data (D
Subscription Identifier

User Properties (User Property)

Key Value

[ No data yet

Viewing Client Details

1. Log in to the MQTT console.

2. Click Resource > Client in the left sidebar, select the region and cluster created, and then view the client

list.

Client ~ ® Nanjing v Current Cluster

Client &

@ The it only shows 1024 records. If you cannot find the target clint,filtr by clientID to narrow the search range.

Client ID Connection Status

Q Enter the client ID (28 IO}

Client Host MQTT Protocol Version Serial Number (SN) Creation Time Operation

11146.241.61:46906 MQTT V5 - 2025-12-18 17:03:46 Details Disconnected

3. Click the client ID to view detailed information about the client.

Category
Basic

Information

Session

Subscription
Relationship

Client
Certificate

©2013-2026 Tencent Cloud. All rights reserved.

Description

Basic information of the client, including client ID, address, connection status,
creation time, and MQTT protocol version.

The session details block shows the in-memory information of the current
session connection. This information is not persistent. After the network is
disconnected and reconnected, the data is reset and recounted.

Shows the topics subscribed by the client and their QoS levels, and the counts
of unacknowledged and accumulated messages.

After a client certificate is registered, you can manage it on the page at any
time. For example, you can view the status of registered certificates, filter
invalid client certificates or those that are expiring within 30 days, and view
client details. For client registration methods, see Step 4: Configuring Client
Certificate.
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Supports displaying and querying certificate events and client behavior events
Client Event within a specified time period, such as going online or offline, and connecting.
For details, see Querying Client Events.

Supports querying details of a specific client message, such as message ID,
Client Message request time, and QoS. If the target trace is not found, you can narrow the
Trace search by filtering with the precise time and message ID. The message ID can
be obtained on the Message Query page.
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Step 5: Terminating Resources

Last updated: 2026-04-0116:24:56

After you complete the getting started process, the purchased cluster can be used for your production
environment. If the cluster specifications do not meet your business requirements, you can adjust them. For
detailed operation steps, see Changing Instance Specifications. If the cluster is no longer needed, you can
terminate its resources. Refunds will be processed based on your billing method and usage duration, and the

associated data will be cleaned up.

Operation Steps

1. Log in to the TDMQ for MQTT console.

2. Select Resource > Cluster in the left sidebar. On the cluster management list page, click More >

Terminate/Return in the Action column.

3. In the pop-up box, click Terminate to delete the cluster.

A Note:
If a cluster contains resources such as topics, termination is not supported. The cluster can
only be terminated after all resources under it have been cleared.
Once a cluster is deleted, all configurations of this cluster will be permanently removed and

cannot be restored. Proceed with caution and back up data in advance.

Terminate Instance X

G) Once terminated, all data will be cleared and cannot be recovered. Please back up your data in advance.

Are you sure you want to destroy this MQTT instance?

Instance ID/Name Number of Online... Messages Produ... Consumed Mess... cross-cluster replication task
matt-c B H Inbound Task0

1 0.1 0.033
: @ @ @ Qutbound task0

Terminate Cancel
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