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Product Introduction

TDMQ Product Series Introduction and

Selection
Last updated：2026-04-01 16:21:32

Product Overview

Tencent Distributed Message Queue (TDMQ) is a series of message middleware products independently 

developed by Tencent Cloud. As a key component in distributed systems, it features stability, reliability, high 

elasticity, and low cost, and provides basic capabilities of asynchronous communication. It reduces system 

complexity through application decoupling, and enhances system availability and scalability.

TDMQ is compatible with mainstream open-source protocols and provides five sub-products, including 

TDMQ for CKafka (CKafka), TDMQ for RocketMQ, TDMQ for RabbitMQ, TDMQ for Apache Pulsar, and 

TDMQ for MQTT. It supports migration solutions with no business code modifications, reducing 

migration costs.

TDMQ covers online scenarios (such as e-commerce transactions and social live streaming), offline 

scenarios (such as big data real-time computing and offline analysis), and device-side scenarios 

(such as Internet of Things (IoT) and Internet of Vehicles (IoV)). It meets the needs of different 

industries and scenarios such as pan-internet, education, retail, transportation, finance, and healthcare.

Product Strengths

Out-of-the-Box and Ops-Free

TDMQ provides a fully managed service that is out-of-the-box. Users can create clusters with a few clicks, 

eliminating the need for tedious installation and deployment. The comprehensive resource management 

interface, full-range monitoring metrics, and intelligent diagnosis tools significantly reduce Ops complexity 

and management costs.

Cross-AZ High Availability

TDMQ employs multiple technical measures to establish a comprehensive disaster recovery system. It adopts 

a cross-availability-zone (AZ) deployment architecture to effectively mitigate data center-level failure risks. 

Through traffic throttling protection policies, it dynamically adjusts traffic pressure to ensure cluster health. 

Meanwhile, it provides cross-cluster data replication capabilities to fully meet various high-availability 

scenario requirements, from basic disaster recovery to multi-site active-active deployment.

Rapid Scaling with High Elasticity

TDMQ for MQTT
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TDMQ provides premium elastic scaling capabilities, enabling rapid resource scaling with one-click 

operations. The underlying resource adjustment is seamless and transparent to businesses, easily handling 

various burst traffic scenarios.

Serverless for Low Costs

TDMQ adopts a storage-compute separation architecture. The compute layer supports second-level elastic 

scaling, handling burst traffic without pre-provisioned resources to maximize resource utilization. In addition, 

the storage layer supports unlimited scalability with the pay-as-you-go billing mode, reducing storage costs 

by 30% to 50%.

Product Comparison

TDMQ can provide the most suitable product forms and solutions for different customer scenarios and 

requirements. If you have any requirements,  for consultation.contact us

Product Product Feature
Product 

Strength
Scenario Applicable Business

CKafka

High throughput 

with a rich big 

data ecosystem

Kernel 

enhancement 

supporting 

automatic version 

upgrades

Intelligent Ops with 

policies such as 

partition balancing 

and automatic disk 

capacity expansion

High-

throughput 

benchmark 

with stable 

performance 

and wide 

applicability

Offline 

scenarios 

requiring 

high 

throughput

Log compression and 

collection, monitoring 

data aggregation, and 

streaming data 

integration

Rocket

MQ

Low latency and 

high concurrency, 

widely used in 

online scenarios

Rich message 

features, including 

transactional, 

scheduled, 

delayed, and 

ordered messages

Hitless migration 

with low intrusion 

Massive 

message 

backlog, low 

latency, high 

throughput, 

and high 

reliability

Online 

business 

scenarios 

requiring 

high 

reliability 

and low 

latency

Asynchronous 

decoupling, peak 

shifting, sequential 

sending and receiving, 

and distributed 

transaction consistency
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and rollback 

capability

Rabbit

MQ

Long history in the 

open-source 

community with 

complete multi-

language clients

100% 

compatible 

with open-

source 

versions, 

providing 

flexible 

routing 

modes

Small and 

medium-

sized online 

business 

scenarios

Flash sales, priority 

messages, delayed 

messages, and message 

broadcasting

Pulsar

Compute-storage 

architecture 

separation, 

integrating online 

and offline 

capabilities

Large-scale 

deployment within 

Tencent Cloud

Compute-

storage 

separation 

with flexible 

scaling

Scenarios 

requiring 

both online 

and offline 

capabilities

Asynchronous 

decoupling, peak 

shifting, sequential 

sending and receiving, 

and data synchronization

MQTT
MQTT protocol, 

IoV, and IoT

Lightweight 

protocol 

supporting 

simultaneous 

online access 

of millions of 

clients

Business 

message 

delivery for 

various 

mobile 

devices

IoV, Industrial Internet, 

Instant Messaging (IM) 

communication, and 

smart home
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What Is TDMQ for MQTT
Last updated：2026-04-01 16:21:32

TDMQ for MQTT is a distributed and highly available messaging queue service. It employs a 

"publish/subscribe" model to establish an extremely lightweight messaging protocol. TDMQ for MQTT is 

compatible with the standard MQTT protocol, supports seamless integration with open-source communities 

and mainstream MQTT clients without modifications, and enhances stability, low latency, and high-

performance features. It supports millions of concurrent client connections. The messaging model of TDMQ 

for MQTT is shown below, enabling interactions between devices and devices, devices and the cloud, as well 

as other cloud products.

Strengths

Compatibility

Compatible with , , and  protocols, supporting the common 

"publish/subscribe" messaging queue model. Supports multi-language client access such as Java, C, C++, 

Golang, Python, .NET, and Rust from the open-source community.

MQTT 3.1 MQTT 3.1.1 MQTT 5.0

Reliability

Provides ordered and reliable bidirectional connections, supporting TCP and WebSocket transport layer 

protocols. Specifically optimized for resource-constrained devices and network environments with low 

bandwidth, high latency, or unreliability. Supports advanced security features including X.509 certificate 

TDMQ for MQTT
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mutual authentication, "one-device-one-certificate", and "one-device-one-secret", and also allows 

integration of custom authentication systems for more secure and controllable connections.

Observability

The console provides rich monitoring metrics and interconnection with Tencent Cloud's monitoring and alarm 

features. It also provides a complete Cloud API and supports integration with self-service ops systems.

Data Integration

Supports data communication with other cloud products, such as TDMQ for RocketMQ, TDMQ for CKafka, 

and Serverless Cloud Function, thereby achieving upstream and downstream ecosystems and free circulation 

of message data.

TDMQ for MQTT
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Scenarios
Last updated：2026-04-01 16:21:32

Internet of Vehicles

Vehicles collect various information through onboard sensors and controllers, such as the position of 

vehicles, speed, fuel levels, and engine status. This data needs to be transmitted to the automaker's servers 

through the MQTT protocol in real-time or periodically for operations like data analysis, fault prediction, and 

remote control. The automaker issues remote command controls via the MQTT protocol, such as navigation 

map updates, system vulnerability fixes, and remote fault diagnosis.

Industrial Internet of Things

In Industrial Internet of Things (IIoT) applications, various industrial devices need to report data in real time 

and receive remote commands for operations. The MQTT protocol can serve as the communication protocol 

between devices and the industrial cloud platform, enabling real-time data reporting and remote command 

delivery. It can maintain stable message transmission in weak network conditions and extreme environments, 

ensuring effective message delivery in industrial scenarios.

Device Data Processing Platform

Since the MQTT protocol is highly suitable for low-bandwidth and unstable network environments, it is ideal 

for large-scale data platforms such as smart cities and urban brains for IoT data collection. Various 

terminals, such as sensors, mobile medical devices, and IoT devices, can collect environmental and business 

data and transmit it to downstream systems for processing or storage.

Instant Messaging Communication

The publish/subscribe model adopted by the MQTT protocol is well-suited for instant messaging (IM) 

scenarios. Users can publish messages to specific topics, while others receive relevant messages by 

subscribing to topics of interest. This model is ideal for implementing one-on-one and group chats.

Smart Home

In smart home applications, various appliances and smart devices need to report data in real time, receive 

remote commands for operations, and collaborate with other devices. The MQTT protocol can serve as the 

communication protocol between smart home devices and cloud platforms, mobile apps, or other devices, 

enabling real-time data reporting, remote control, and device collaboration.

TDMQ for MQTT
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Technical Architecture
Last updated：2026-04-01 16:21:33

MQTT Components and Deployment Architecture

Pub/Sub Client: client application or device identified by a unique client ID that can publish and 

subscribe to messages.

MQTT Proxy: server-side computing component responsible for MQTT protocol processing, connection 

session management, and authentication and authorization, stateless to allow rapid scaling.

NameSrv: naming discovery service responsible for routing and addressing based on topics, as well as 

Broker heartbeat registration.

RocketMQ Broker: server-side component that stores messages, responsible for message sending and 

receiving, storage, and message models, with support for horizontal scaling.

MQTT Implementation Principle and Architecture

TDMQ for MQTT
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Message Publishing Process

The publishing client establishes a connection with the Proxy. Once connected, it publishes an MQTT 

message. The Proxy parses and converts the message, then writes it into the RocketMQ Broker for 

persistence.

Message Storage

After receiving the message, the Broker first persists the message to the Commitlog data file, then creates 

two indexes based on the topic. The primary topic index is used for event notification, while the multi-level 

topic index is used for user maintenance of consumption progress.

Message Subscription Process

The subscribing client establishes a connection with the Proxy and specifies the subscribed topic 

expressions. The Proxy maintains each connection through sessions. When new messages arrive, the notify 

module broadcasts events to matching sessions, triggering immediate message pop. Additionally, the cache 

module reduces repeated extraction, improving performance and real-time message delivery.

TDMQ for MQTT
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Product series

Capability Comparison
Last updated：2026-04-01 16:21:33

TDMQ for MQTT offers various edition specifications to cater to the diverse needs of different business 

scenarios and scales. The main differences between current versions are as follows:

Edition Type
Basic Edition (Not 

Available for Sale)
Pro Edition Platinum Edition

TPS Specification

Two specification 

options are available: 

2000 and 5000. TPS 

units are converted 

according to 

. Excess 

messages sent or 

received will be 

rejected.

Billing 

Rules

Multiple 

specification options 

within 2000–50000. 

TPS units are 

converted according 

to . 

Excess messages 

sent or received will 

be rejected.

Billing Rules

Multiple specification 

options ranging from 

50000 TPS to 5 million 

TPS, with up to 10 

million connections.

TPS units are 

converted according to 

. Excess 

messages sent or 

received will be 

rejected.

Billing Rules

If you require higher 

specifications for the 

Platinum Edition, 

please  

to contact us.

submit a ticket

Resource Isolation

All components 

are deployed in 

high availability 

mode.

The computing 

layer is physically 

dedicated, while 

the storage layer 

and other Basic 

Edition clusters 

share physical 

resources and are 

logically isolated.

All components 

are deployed in 

high availability 

mode.

The computing 

layer is 

physically 

dedicated, while 

the storage layer 

and other Pro 

Edition clusters 

share physical 

resources and 

are logically 

isolated.

All components are 

physically dedicated 

and deployed in high 

availability mode.
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Server-Side 

ReceiveMaximum 

Setting

ReceiveMaximum = 

16. In the MQTT 5.0 

protocol, the server-

side Receive 

Maximum setting 

indicates the 

maximum number of 

QoS 1 and QoS 2 

PUBLISH packets that 

the server can 

process concurrently. 

QoS 0 packets are 

not limited. If the limit 

is exceeded, 

consumption requests 

will be rejected.

ReceiveMaximum = 1024. In the MQTT 5.0 

protocol, the server-side Receive Maximum 

setting indicates the maximum number of QoS 1 

and QoS 2 PUBLISH packets that the server can 

process concurrently. QoS 0 packets are not 

limited. If the limit is exceeded, consumption 

requests will be rejected.

Maximum Online 

Client Connections

The default ratio with 

TPS is 1:1 and cannot 

be adjusted. Client 

connections will be 

rejected if the limit is 

exceeded.

Can be freely adjusted within a range of 1 to 10 

times the TPS. Client connections will be 

rejected if the limit is exceeded.

Authentication 

Method

Supports default 

password 

authentication and 

SSL certificate 

authentication only. 

The "one-device-

one-certificate" 

feature is not 

supported.

In addition to passwords and SSL 

certificates, third-party authentication can be 

integrated. Currently, only JWT 

authentication is supported. More custom 

external authentication sources will be added 

later.

Supports the "one-device-one-certificate" 

feature (manual or automatic registration of 

device certificates and CA certificates).

Data Plane 

Authorization 

Management

Supports fine-grained 

authorization policies 

(client, IP, topic, and 

so on), with up to 10 

policies configured 

concurrently.

Supports fine-grained authorization policies 

(client, IP, topic, and so on), with up to 20–50 

policies configured concurrently.

Sending Messages via 

HTTP(S)
Not supported. Supported.

P2P Messaging Mode Not supported. Supported. With the consumer's client ID, 

TDMQ for MQTT
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messages can be sent directly to that client.
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Product Specifications
Last updated：2026-04-01 16:21:33

TDMQ for MQTT provides two forms: Pro Edition and Platinum Edition. Each form offers a rich variety of 

specifications for users to choose from. This article will introduce the specification details provided by both 

forms and the corresponding resource configuration recommendations.

Cluster Specifications

MQTT clusters are sold based on TPS specifications. When purchasing, please select the required TPS 

specification according to your business volume. The table below enumerates all TPS specifications and 

corresponding resource usage limits. For more detailed cluster usage limitations, see 

. Actual prices are subject to those on the .

Product Constraints 

and Usage Quotas product sales page

Edition TPS Specification
Complimentary Free 

Connections

Maximum Number of 

Connections Available 

for Separate 

Purchase

Pro Edition

2000 2000 20000

5000 5000 50000

10000 10000 100000

20000 20000 200000

50000 50000 500000

Platinum Edition

50000 50000 500000

100000 100000 1000000

200000 200000 2000000

500000 500000 5000000

Notice on "Basic Edition No Longer Available for New Purchases":

Specifications for which new purchases have been discontinued are unavailable on the purchase 

page and cannot be selected when configurations are being upgraded.

Management, renewal, and configuration upgrade for existing clusters remain unaffected.

TDMQ for MQTT
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We recommend using the currently available specifications, which provide more stable services 

and capabilities.
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MQTT Protocol Compatibility Notes
Last updated：2026-04-01 16:21:33

This document introduces the compatibility of TDMQ for MQTT with the MQTT protocol, as well as 

differences in supported features across protocol versions.

Protocol Compatibility Notes

TDMQ for MQTT is fully compatible with the standard , , and  protocols, 

supporting multi-language client access such as Java, C, C++, Golang, Python, .NET, and Rust from the 

open-source community.

MQTT 3.1 MQTT 3.1.1 MQTT 5.0

For the latest 5.0 protocol, all standard protocol features are supported except the following:

: a control packet (Packet Type = 0x10) newly added in MQTT 5.0 for multi-round 

authentication negotiation. For complex authentication scenarios, TDMQ for MQTT additionally supports 

non-standard authentication methods (such as one-device-one-certificate). For details, refer to 

.

AUTH Packet

Authentication Method Overview

: one of the Will Properties of the CONNECT packet, used to define the delay in 

seconds before sending the Will message if a device goes offline unexpectedly. Since the property is not 

supported, the value passed by the client cannot be recognized by the server and defaults to 0.

Will Delay Interval

: the backup server address returned by the server in the CONNACK packet. As a 

commercial product, TDMQ for MQTT provides stable service availability (SLA). In case of a server 

failure, the underlying resources automatically switch without changing the client's access point, so the 

client does not need to be aware of the backup server address.

Server Redirection

For the features not yet supported, TDMQ for MQTT will provide support as soon as possible. You can follow 

the latest .Release Notes

Capability Differences Across Different Protocol Versions

The 5.0 protocol enhances the following features on the basis of the 3.1.1 protocol. For detailed differences, 

refer to  and :5.0 Standard Protocol Reference 3.1.1 Standard Protocol Reference

Included the "Reason Code" field in the packet structure, offering more reason codes and detailed error 

reports.

Enhanced session management, that is, properties such as Clean Start and Session Expiry Interval for 

connections.

A mechanism for adding User Properties to multiple packet types, enabling custom metadata 

transmission and offering higher scalability.

: TDMQ for MQTT provides compatibility and enhancement at the server side. It 

supports clients using the 5.0, 3.1, or 3.1.1 protocols.

Shared Subscriptions

Topic Aliases.

TDMQ for MQTT
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Traffic control (Receive Maximum).

Enhanced authentication by introducing AUTH packets.

Provides the reason and reconnection address when the server disconnects.

It is recommended to upgrade the client SDK to the MQTT 5.0 version as soon as possible to enjoy more 

features.

TDMQ for MQTT
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Comparison with Apache
Last updated：2026-04-01 16:21:33

The feature comparison between TDMQ for MQTT and native open-source MQTT protocol is as follows:

Featu

re 

Categ

ory

Feature TDMQ for MQTT
Other Open-Source MQTT 

Implementations

Basic 

Featu

re

Visual 

Console

Provides pages for managing 

MQTT clusters and devices, with 

detailed displays of information 

such as QoS and device 

subscription relationships.

Different implementations vary in 

quality. Some projects lack a standard 

console, manage metadata via a 

command-line interface, and require 

customers to develop their own 

management console.

Message 

Query

Messages can be queried by 

time range and specific topics. 

More conditional queries will be 

supported in the future.

Not supported by most industry-

standard implementations.

Message 

Trace

Message delivery traces and 

history can be queried by 

message ID or client ID.

Not supported by most industry-

standard implementations.

Multi-

Protocol 

Support

Supports multiple protocols 

including MQTT, TLS, and 

WebSocket.

Not supported.

Ops 

Capa

bilitie

s

Underlying 

Architectu

re 

Awarenes

s

Requires monitoring only the 

cluster's quota and TPS levels. 

The underlying architecture is 

abstracted.

Requires managing the underlying 

machines and monitoring the 

architecture and various machine 

parameters.

Cross-AZ 

High-

Availability 

Deployme

nt

Supports cross-AZ high-

availability deployment to avoid 

IDC-level failures.

Requires O&M personnel to plan 

deployments and configure 

parameters manually.

Scaling 

Capability

Users perform visual 

configuration changes on the 

console as needed.

O&M personnel perform manual 

command-line operations, with low 

TDMQ for MQTT
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levels of automation and visual 

management capabilities.

Certificate 

Managem

ent

Integrates with Tencent Cloud 

SSL certificate management, 

providing web-based certificate 

management and notifications 

prior to expiration.

Users need to manage certificates 

themselves and continuously monitor 

their expiration dates.

Obser

vabilit

y

Resource 

Dashboar

d

Core metric observation, 

production and consumption 

reports, and fine-grained 

monitoring.

Not supported.

Alarm 

Managem

ent

Integrates with Tencent Cloud 

Cloud Monitor alarms, 

supporting alarms for metrics 

such as connection count and 

latency.

Not supported.

Secur

ity 

Contr

ol

Distribute

d Traffic 

Throttling

Ensures cluster security by 

throttling requests that exceed 

specified limits.

Not supported. This can easily lead to 

cluster overload and make it unusable.

Authentica

tion Policy

Supports multiple authentication 

policies, such as SSL 

certificates, one-device-one-

certificate, and one-device-

one-secret, and integrates with 

third-party authentication 

sources such as JWT and HTTP 

services.

Supports basic username and 

password authentication only.

Authorizati

on Policy

Supports multiple authorization 

policies across multiple 

dimensions (client ID, topic, IP, 

and so on), and priority 

management for different 

policies.

Not supported.

Root 

Account 

and Sub-

account 

Managem

ent

Supports Tencent Cloud root 

and sub-accounts, enabling 

Cloud Access Management 

(CAM)-based account 

management along with cross-

Not supported.

TDMQ for MQTT
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account authorization services 

across enterprises.
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High Availability
Last updated：2026-04-01 16:21:33

Cluster-Level High Availability (Cross-AZ Deployment)

TDMQ for MQTT provides cluster-level high availability capability. Cross-availability zone (AZ) deployment 

effectively improves service stability and disaster recovery capability. When purchasing an MQTT instance, 

you only need to select the region where the MQTT cluster is located. The server will deploy across multiple 

AZs by default when creating the cluster.

Deployment Architecture

The cross-AZ deployment architecture of MQTT is divided into the network layer, data layer, and control 

layer.

Network Layer

MQTT exposes multiple cluster access addresses to clients in the form of domain names. After connecting 

to a cluster access address, clients communicate with the MQTT data layer. The domain names can fail over 

to other AZs at any time. When an AZ is unavailable, the backend service switches to other available nodes 

in the same region, thereby achieving cross-AZ disaster recovery.

Data Layer

The MQTT data plane adopts a distributed deployment method, with multiple components deployed 

across AZs.

The Proxy component is stateless. When a certain AZ (such as AZ1) or its Proxy fails, the server 

automatically removes it from the backend server pool and attempts to establish a new Proxy node. All 

new client connections and requests are then seamlessly forwarded to Proxy nodes in other available 

AZs (such as AZ2 and AZ3).

Clients always communicate with a uniform domain name (the cluster access address mentioned above) 

and are unaware of backend Proxy switchovers, requiring no configuration changes or restarts. They may 

only observe a very brief (second-level) network jitter or timeout, after which connections are 

automatically restored. After AZ1 is restored, server-side health checks detect that its Proxy instances 

are healthy again and gradually add them back to the server pool to resume receiving traffic.

Brokers are responsible for message storage. Since clients cannot communicate with Broker nodes, they 

cannot directly sense the health status of the Brokers. When a certain AZ (such as AZ1) or its Brokers 

fail, the routing information in the NameServer cluster is updated to indicate that the queues for all 

topics are now being served by new Broker nodes (for example, those in AZ2). All Proxy nodes then pull 

the latest routing information from the NameServer cluster and route new client requests to Broker 

nodes in AZ2.
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Control Layer

Likewise, the MQTT console supports cross-AZ deployment. The console nodes do not handle data traffic, 

with one set of management and control services deployed per region.

Data-Level High Availability (Message Persistence)

One of the advantages of TDMQ for MQTT is persistent storage of messages.

When a client receives PUBACK (QoS = 0 or 1) or PUBCOMP (QoS = 2) from the server, it means the 

message has been sent successfully and the server has received it. Upon receiving the message, the 

server persistently stores it on the cloud disks of the Broker nodes, which support cross-AZ disaster 

recovery. Additionally, cloud disks offer backup points and replica storage, further ensuring message 

persistence and high data availability. Even if the Broker nodes across all regions fail, stored messages 

remain intact.

After messages are persistently stored, you can view their details and trace information using the 

 feature. By default, messages are retained on the server for three days. If this does 

Query 

Ordinary Messages
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not meet your requirements, you can purchase a Platinum Edition cluster and contact us by submitting 

an  to adjust the retention period.after-sales ticket
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Product Constraints and Usage Quota
Last updated：2026-04-01 16:21:33

To ensure stable performance of the cluster, TDMQ for MQTT imposes some usage limits based on different 

sales specification differences. For key feature differences between sales specifications, refer to 

. Below introduces the dimensional limitations you may encounter when using MQTT.

Product 

Series

Sales Specification Limits

Limit Item Limit Description
Behavior After Exceeding 

the Limit

Recommendati

on

Cluster TPS 

Limit

Strictly limited according to 

the specifications selected 

on the purchase page.

Note: The settings of the 

QoS and cleanSession 

parameters affect TPS 

calculations. One TPS is not 

equivalent to producing or 

sending one message. For 

details, see 

.

Billing 

Overview

After the TPS limit is 

exceeded, message 

production or consumption 

requests will be rejected and 

result in errors. For details, 

see 

.

Quota and Flow Control 

Instructions

You can view the relevant 

throttling metrics in the 

console. For details, see 

.Monitoring Instructions

When making a 

purchase, 

estimate traffic 

based on the 

actual 

situation. When 

traffic throttling 

occurs, you 

can choose to 

 

to handle 

sudden traffic 

spikes.

upgrade 

cluster 

specifications

Number of 

Client 

Connections to 

the Cluster

Strictly limited according to 

the specifications selected 

on the purchase page.

Client connections will be 

rejected, and CONNECT 

requests will return an error.

When making a 

purchase, 

estimate the 

number of 

clients based 

on the actual 

situation. When 

the number of 

clients reaches 

the upper limit, 

you can choose 

to 

.

upgrade 

cluster 

specifications

Number of 

Cluster 

Subscriptions

30 x Maximum number of 

client connections. The 

number of cluster 

subscriptions includes 

shared subscriptions and 

automatic subscriptions.

New client subscriptions will 

be rejected, and 

SUBSCRIBE requests will 

return an error.

When quota conflicts occur 

across multiple subscription 

scenarios, subscriptions are 

throttled according to the 

following priority: non-

clean-session subscriptions 

> Auto Subscribe rules > 
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manual subscriptions added 

by clients. For details, see 

.Auto Subscribe Instructions

Number of 

Topic Filters 

Subscribed per 

Client (Client 

ID)

30. The number of cluster 

subscriptions includes 

shared subscriptions and 

automatic subscriptions.

New client subscriptions will 

be rejected, and 

SUBSCRIBE requests will 

return an error.

When quota conflicts occur 

across multiple subscription 

scenarios, subscriptions are 

throttled according to the 

following priority: non-

clean-session subscriptions 

> Auto Subscribe rules > 

manual subscriptions added 

by clients. For details, see 

.Auto Subscribe Instructions

Cluster 

Subscription 

Rate

Maximum number of 

subscription requests 

(MQTT SUBSCRIBE 

requests) that a cluster can 

accept per second, whose 

value is the greater of 100 

and 1/100 of the number of 

client connections in the 

cluster specification, that is, 

 max(100, ClientNum/10

0)  .

New client subscriptions will 

be rejected, and 

SUBSCRIBE requests will 

return an error.

Cluster 

Unsubscription 

Rate

Maximum number of 

unsubscription requests 

(MQTT UNSUBSCRIBE 

requests) that a cluster can 

accept per second, whose 

value is the greater of 100 

and 1/100 of the number of 

client connections in the 

cluster specification, that is, 

 max(100, ClientNum/10

0)  .

New client unsubscriptions 

will be rejected, and 

UNSUBSCRIBE requests will 

return an error.

Cluster 

Connection 

Creation Rate

 max(100, ClientNum/10

0)  . If the maximum 

number of connections for a 

Client connections will be 

rejected, and CONNECT 

requests will return an error.
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cluster is 10000, the number 

of new client connections 

allowed per second is 100. 

Up to 100 new connections 

can be established per 

second.

Rate of 

Connections 

with Will 

Messages

100. Number of new client 

connections with Will 

messages allowed per 

second.

Client connections will be 

rejected, and CONNECT 

requests will return an error.

Data Plane Service Usage Limits

To ensure server stability and performance, with consideration for open-source protocol standards and 

specifications, TDMQ for MQTT has the following limits. If specific limit items conflict with current usage 

scenarios, corresponding operations can be performed based on recommendations in the table. For Platinum 

Edition clusters, some limit items can be adjusted through ticket service and expert support.

Limit 

Item 

Category

Limit Item Limit Item Description
Behavior after 

Exceeding the Limit

Recommendati

on

Resourc

e 

Naming

Client ID and 

Alias

Unique within a single 

cluster. If multiple 

clients or devices use 

the same Client ID, they 

may take over each 

other, causing 

disconnections.

Supported 

characters: digits 0–

9, lowercase letters 

a–z, uppercase 

letters A–Z, and 

three special 

characters:  Hyphe

n (-), Underscor

e (_), and At si

gn (@)  .

Length: 128 bytes.

Client connections 

will be rejected, and 

CONNECT requests 

will be rejected.

If the actual 

need exceeds 

the current 

specification 

limit, you can 

 

through a 

ticket.

contact us

Topic Name Channel and path for 

message transmission 

Once the quota is 

reached, client 
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defined in the MQTT 

protocol.

Supported 

characters: UTF-8 

encoded characters.

Length: 256 bytes.

PUBLISH requests 

will be rejected.

Number of 

Topic Levels

10. A topic name can 

contain up to 9 forward 

slashes (/).

Once the quota is 

reached, client 

PUBLISH or 

SUBSCRIBE 

requests will be 

rejected.

Number of 

Topic 

Prefixes

Default: 20.

Once the quota is 

reached, new topic 

prefixes cannot be 

created.

Message 

Propertie

s and 

Body

Message 

Size

4MiB, which is the size 

of a complete packet.

An error will occur if 

the message sent 

exceeds the allowed 

quota.

If the actual 

need exceeds 

the current 

specification 

limit, you can 

 

through a 

ticket.

contact us
Content Type 

Property 

Length

256 bytes, applicable 

only to MQTT 5.0.

Client connections 

(CONNECT) will be 

rejected, and 

PUBLISH requests 

will return an error.

User 

Property 

Length

8KB, applicable only to 

MQTT 5.0.

An error will occur if 

the message sent 

exceeds the allowed 

quota.

Correlation 

Data 

Property 

Length

8KB, applicable only to 

MQTT 5.0.

An error will occur if 

the message sent 

exceeds the allowed 

quota.

Length of 

Message 

Properties 

(Excluding 

Message 

Body)

16KB

An error will occur if 

the message sent 

exceeds the allowed 

quota.

TDMQ for MQTT

©2013-2026 Tencent Cloud. All rights reserved. Page 28 of 38

https://console.intl.cloud.tencent.com/workorder/category


Maximum 

Number of 

Topic Aliases

Disabled by default. Up 

to 10 per client.

Client connections 

exceeding the limit 

will be disconnected.

Message 

Retentio

n Rules

Retention 

Time for 

Unconsumed 

Messages 

(Including 

Retained 

Messages)

3 days.

Messages will be 

deleted if they 

exceed the retention 

period.
Platinum 

Edition clusters 

can be 

adjusted 

through 

 and 

expert support.

ticket 

serviceMaximum 

Number of 

Retained 

Messages 

per Cluster

10000

Once this limit is 

reached, new 

PUBLISH requests 

for retained 

messages will be 

rejected by the 

server.

Message 

Sending 

and 

Receivin

g

Maximum 

Number of 

Unacknowled

ged 

Messages 

(QoS > 0) 

Received by 

the Server 

per Session

For QoS 1 and 2 

messages, the 

maximum number of 

unacknowledged 

messages per client is 

32.

The server will 

disconnect the client 

if it receives 

messages exceeding 

the quota.

Platinum 

Edition clusters 

can be 

adjusted 

through 

 and 

expert support.

ticket 

service

Maximum 

Number of 

Unacknowled

ged 

Messages 

(QoS > 0) 

Sent by the 

Server per 

Session

For QoS 1 and 2 

messages, the 

maximum number of 

unacknowledged 

messages per client is 

16.

For clients using the 

MQTT 5 protocol, the 

limit can be adjusted via 

the  

setting, with a maximum 

of 1024.

Receive Maximum

Once the quota is 

reached, the server 

stops sending 

messages to the 

client.

HTTP API Each HTTP connection 

consumes one 

connection from the 

Once the quota is 

reached, any calls 

will return an error.
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quota. Each call is 

counted as a QoS 1 

message for TPS 

calculation. For details, 

see .API Usage Details

Number of 

Queued 

Messages 

per Cluster

No quantity limit, but 

subject to the message 

retention period.

-

Rate of 

Retained 

Message 

Publishing 

and 

Consumption 

per Cluster

100 messages per 

second.

Once the quota is 

reached, message 

publish requests will 

return an error. The 

server will stop 

sending messages to 

the client.

Client 

Connecti

on Client 

Heartbeat 

Check Cycle

(Keep Alive 

Interval)

30–1200 seconds. 

According to the 

protocol, if the server 

does not receive any 

message within 1.5 

times the Keep Alive 

interval, it will consider 

the current connection 

invalid.

If the interval set by 

the client exceeds 

this limit (default: 

1200s), 1200s is 

applied. If the 

interval set by the 

client is less than 

30s, 30s is applied.

-

Number of 

New 

Connections 

per Client ID

1 per second, 10 per 

minute.

Client connections 

will be rejected, and 

CONNECT requests 

will return an error.

-

HTTP Query 

for Client 

Online Status

Each HTTP connection 

consumes one 

connection from the 

quota. Each message 

call is counted as a QoS 

1 message for TPS 

calculation. For details, 

see .API Usage Details

API calls will fail 

once the limit is 

exceeded.

When making a 

purchase, 

estimate the 

number of 

clients based 

on the actual 

situation. When 

the number of 

clients reaches 

the upper limit, 

you can choose 

to upgrade 
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.

cluster 

specifications

WebSocket 

Connection 

Time

24 hours.

Automatically 

disconnects when 

the connection time 

is exceeded.

-

Offline Client 

Status 

Retention 

Time

Retained for 3 days by 

default. For clients 

using the MQTT 5 

protocol, the retention 

period can be adjusted 

by setting 

, up to 3 

days.

Session 

Expiry Interval

Client status will be 

deleted if it exceeds 

the retention period.
Platinum 

Edition clusters 

can be 

adjusted 

through 

 and 

expert support.

ticket 

service

Offline Client 

Status Count 

Limit

The cluster connection 

limit applies to both 

offline and online 

clients.

When the total 

number of online 

and offline clients 

exceeds the cluster's 

client connection 

limit, additional 

client connections 

will be rejected.

Certifica

te

Number of 

Server 

Certificates 

per Cluster

3, up to 10. -
Platinum 

Edition clusters 

can be 

adjusted 

through 

 and 

expert support.

ticket 

service

Number of 

CA 

Certificates 

per Cluster

32

Automatic or manual 

registration will fail 

once the limit is 

exceeded.

Automati

c 

Subscrip

tion

Number of 

Automatic 

Subscription 

Rules

Defaults to 10, with a 

maximum of 20.

New automatic 

subscription rules 

cannot be created.

If the actual 

need exceeds 

the current 

specification 

limit, you can 

 

through a 

ticket.

contact usNumber of 

Subscriptions 

per 

Automatic 

Defaults to 20, with a 

maximum of 30.

New subscriptions 

cannot be added to 

the rule. Any 

additions will not 

take effect.
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Subscription 

Rule

Shared 

Subscrip

tion

Maximum 

Number of 

Shared 

Subscription 

Groups per 

Cluster

20

Once the quota is 

reached, client 

subscription 

(SUBSCRIBE) 

requests will return 

an error.

Platinum 

Edition clusters 

can be 

adjusted 

through 

 and 

expert support.

ticket 

service

Maximum 

Number of 

Subscription 

Expressions 

per Shared 

Subscription 

Group

10, that is, the number 

of filters in  $share/

{ShareName}/{filte

r}  .

Once the quota is 

reached, client 

subscription 

(SUBSCRIBE) 

requests will return 

an error.

Number of 

Clients per 

Shared 

Subscription 

Group

1024

Once the quota is 

reached, client 

subscription 

(SUBSCRIBE) 

requests will return 

an error.

Message 

Enhance

ment 

Rules

Number of 

Message 

Enhancement 

Rules per 

Cluster

10. Each rule can have 

up to 10 key-value user 

properties, with each 

property value not 

exceeding 8KB.

Once the limit is 

exceeded, any 

requests to add new 

message 

enhancement rules 

will fail.

Other 

Features

Number of 

Propagation 

Properties 

per Client

Up to 10 key-value 

pairs. For details, see 

.Propagation Properties

Once the limit is 

exceeded, any 

requests to add new 

propagation 

properties will fail. 

You need to call the 

API to delete 

existing properties 

before adding new 

ones.

TDMQ for MQTT

©2013-2026 Tencent Cloud. All rights reserved. Page 32 of 38

https://console.intl.cloud.tencent.com/workorder/category?from=sales_sales
https://console.intl.cloud.tencent.com/workorder/category?from=sales_sales
https://intl.cloud.tencent.com/document/product/1294/76453


Number of 

Device 

Identities per 

Cluster

The limit is equal to the 

number of client 

connections to the 

cluster. For example, a 

cluster with 2000 TPS 

and 2000 connections 

supports up to 2000 

device identities.

Once the limit is 

exceeded, calling the 

device identity 

registration API will 

result in an error.

MQTT Protocol Usage Limits

TDMQ for MQTT currently supports all features of V3.1.1 and all features of the 5.0 protocol except the 

following:

1.  requests not supported.AUTH

2.  cannot be specified.Will Delay Interval

3.  not supported.Server Redirection

4. The Topic Alias feature is in grayscale. If needed, .contact us

5. When QoS is set to 2, duplicate messages may occur under certain extreme conditions (for example, 

network jitter). Ensure proper idempotency processing when necessary.
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Basic Concepts
Last updated：2026-04-01 16:21:33

MQTT

Industry standard protocol for Internet of Things (IoT) and mobile Internet, suitable for handling data 

transmission between mobile devices.

MQTT Server

Server that implements the MQTT protocol, responsible for maintaining persistent connections with MQTT 

clients, routing messages to corresponding clients or forwarding messages to other MQTT servers, while 

also handling the storage of MQTT offline messages.

MQTT Client

Device or application that uses the MQTT protocol to connect to the MQTT server.

Topic

Used to identify the category and structure of messages. The Publisher publishes messages to specific 

topics, and the Subscriber subscribes to specific topics to receive related messages.

Topic Prefix

A topic prefix is a core concept in TDMQ for MQTT that enables aggregated management and monitoring of 

topics sharing the same hierarchical prefix. It allows multiple subtopics with a common prefix to be treated 

as a single logical entity for data monitoring.

Wildcard​

Subscribers can use wildcards to subscribe to multiple topics at once. MQTT supports two types of topic 

wildcards: single-level wildcard (+) and multi-level wildcard (#), to satisfy different subscription demands.

The single-level wildcard (+) can be used at any level of a topic filter. It can be used in multiple levels of 

a topic filter and can be combined with multi-level wildcards. For example, "sport/tennis/+" matches 

"sport/tennis/player1" and "sport/tennis/player2", but does not match "sport/tennis/player1/ranking". In 

addition, since the single-level wildcard only matches a single level, "sport/+" does not match "sport", 

but matches "sport/".

The multi-level wildcard (#) can match any number of levels within a topic. It represents the parent level 

and any number of child levels. For example, if a client subscribes to "sport/tennis/player1/#", it will 

receive messages published under these topic names: "sport/tennis/player1", 
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"sport/tennis/player1/ranking", and "sport/tennis/player1/score/wimbledon". "sport/#" also matches 

messages with the topic "sport" because "#" includes the parent level.

Session

A session is the sum of stateful interactions between a client and a server. The session duration may be 

consistent with the underlying transport layer network connection, or may span multiple transport layer 

network connection cycles.

The MQTT v5 protocol defines the session lifecycle through two fields: Clean Start and Session Expiry 

Interval.

Note:

MQTT v3.1 and v3.1.1 include only the Clean Session property, which defines the following mappings:

- Clean Start Session Expiry Interval

CleanSession=True True 0

CleanSession=False False 259,200

Client Identifier

A client ID is a unique identifier for a client. Users must ensure it is globally unique according to their 

business scenarios. Connections using the same client ID will be rejected by the MQTT server.

QoS
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Quality of Service (QoS) refers to the service quality of message transmission. Each message can have its 

QoS set individually when sent. It includes the following levels:

QoS level 0 means at-most-once delivery, and messages may be lost.

QoS level 1 means at-least-once delivery. Messages are guaranteed to be delivered, but duplicates may 

occur.

QoS level 2 means exactly-once delivery. Messages are guaranteed to be delivered without duplication.

Message Retention

Message retention ensures that devices newly subscribing to a topic can promptly receive the latest status 

messages, even if the messages were published prior to the subscription. When a client publishes a message 

with the "Retain" tag, the proxy server retains the message. Therefore, any client subscribing to the 

corresponding topic will receive the last retained message, even if the recent publisher is not active.

Will Message

A will message is used to notify other subscribers of a client's offline status or perform some predefined 

operations when the client unexpectedly disconnects. In the event of an unexpected client disconnection (for 

example, network failure or client crash), the MQTT broker automatically publishes its will message to other 

subscribers. This allows them to be notified of the client's offline status or to perform predefined operations, 

such as updating its online status.

Shared Subscription

A shared subscription allows multiple clients to share a subscription to a topic, with only one client receiving 

messages published to that topic. When the primary client goes offline, it can seamlessly switch to another 

client to continue receiving messages, ensuring high availability.
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Supported Regions
Last updated：2026-04-01 16:21:33

A region refers to the geographical area where the physical data centers are located. Availability zones (AZs) 

are physically independent Tencent Cloud data centers within the region, with separate power and network 

resources. For more information, see .CVM - Regions and AZs

Supported Regions

China

Region Value

South China Guangzhou ap-guangzhou

East China

Nanjing ap-nanjing

Shanghai ap-shanghai

Shanghai Self-driving 

Cloud
ap-shanghai-adc

Hong Kong/Macao/Taiwan 

(China)
Hong Kong (China) ap-hongkong

North China Beijing ap-beijing

Southwest China Chengdu ap-chengdu

Countries and Regions Outside China

Region Value

Southeast Asia Singapore ap-singapore

Europe Frankfurt eu-frankfurt

West US Silicon Valley na-siliconvalley

Northeast Asia Tokyo ap-tokyo

How to Choose a Region

When choosing a region, you need to consider the following factors:
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The region where the TDMQ for MQTT cluster is located and the geographical locations of you and your 

target users. It is advisable to choose the region closest to your customers when you purchase a TDMQ 

for MQTT cluster to reduce access latency and improve access speed.

The relationship between TDMQ for MQTT and other cloud products. It is recommended that you choose 

the same region for other cloud products whenever possible, so that they can communicate through the 

private network, reducing latency and improving access speed.
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