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Copyright Notice

©2013-2026 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or

distribute in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior

written consent.

Trademark Notice

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group,

including its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third parties

referred to in this document are owned by their respective proprietors.

Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and

services only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or

services are subject to change. Specific products and services and the standards applicable to them are

exclusively provided for in Tencent Cloud's applicable terms and conditions.
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Related Agreement

Tencent HY 3D Glodal & Text Generation

Tencent HY 3D Global and Text

Generation Privacy Policy
Last updated：2026-01-27 11:26:10

1. INTRODUCTION

This Privacy Policy Module ("Module") applies if you use the following features: Tencent HY 3D Global, and 

Text Generation (collectively, "Features"). This Module is incorporated into the privacy policy located at 

(" "). Terms used but not defined in this Module shall have the meaning given to them in the 

Privacy Policy. In the event of any conflict between the Privacy Policy and this Module, this Module shall 

apply to the extent of the inconsistency.

Privacy Policy

2. CONTROLLERSHIP

The controller of the personal data described in this Module is as specified in the Privacy Policy.

3. PERSONAL DATA WE COLLECT

We collect, receive, store and otherwise process the following personal data about you:

Data Category Details

Account Data Account related data including APPID, UIN, User name, ID.

Configuration Data

Configuration and settings including rules and parameters, resource 

identifiers and attributes, server and system attributes, interface and 

resource information, region.

Network and 

Connection Data

Information such as the Internet protocol (IP) addresses and URL used to 

access or interact with the Features.

Diagnostic and 

Usage Data

Operational and usage data relating to your use of the Features, including 

event and request details, usage and timestamp data, operations data, log 

data, access log data, output information, billing data, error reports.

To provide the Features to you, we may also process the above data through integration with our features as 

follows:

Cloud Object Storage;

Tencent HY

©2013-2026 Tencent Cloud. All rights reserved. Page 4 of 15

https://intl.cloud.tencent.com/document/product/301/17345


Cloud Access Management. 

4. PURPOSES AND LEGAL BASIS

We will only use your personal data for the purposes and legal bases set out below:

Purpose Legal Basis

Provide our Features. We use data including 

Account Data, Configuration Data, Network and 

Connection Data, and Diagnostic and Usage Data 

to operate and provide you with the Features.

It is necessary for us to process this 

information in order to perform our contract 

with you, or to take steps at your request prior 

to entering a contract with you.

Troubleshooting. We use data including Account 

Data, Configuration Data, Network and Connection 

Data, and Diagnostic and Usage Data to monitor 

the Features’ performance and quality, detect and 

identify errors, bugs or failures, analyze the 

reasons and troubleshoot such problems.

It is necessary for us to process this 

information in order to perform our contract 

with you, or to take steps at your request prior 

to entering a contract with you.

Billing. We use data including Account Data, 

Configuration Data, and Diagnostic and Usage 

Data to facilitate our billing process.

It is necessary for us to process this 

information in order to perform our contract 

with you, or to take steps at your request prior 

to entering a contract with you.

5. HOW WE STORE AND SHARE PERSONAL INFORMATION

As specified in the Privacy Policy.

6. DATA RETENTION

We will retain personal data in Section 3 for as long as it is necessary for the fulfilment of the purpose(s) as 

described in this Module and as required or authorized by applicable laws, to resolve disputes and to enforce 

our terms and conditions, other applicable terms of service, and our policies. 

 

The actual retention period can vary for different data categories, depending on the context of your 

interactions with us, your configuration set up and your use of the Features (e.g., if you request or set a 

longer or shorter retention period).

 

For Account Data, Configuration Data, Network and Connection Data, and Diagnostic and Usage Data, we 

generally retain information for up to 7 days after your task request in connection with the Features to 

provide you the Features and for troubleshooting purposes, but may process or retain such data for a longer 

period (for example as long as you use the Features) for billing purposes. 
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If you have any questions or require additional information relating to the above (including where you require 

further or more specific information on how long we store your personal data), please refer to our Contact 

Information section in our Privacy Policy.
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Tencent HY 3D Global SaaS Privacy Policy
Last updated：2026-01-21 10:20:21

1. INTRODUCTION

This Privacy Policy Module ("Module") applies if you use 3D SaaS (the "Feature"). This Module is 

incorporated into the privacy policy located at (" "). Terms used but not defined in this Module 

shall have the meaning given to them in the Privacy Policy. In the event of any conflict between the Privacy 

Policy and this Module, this Module shall apply to the extent of the inconsistency.

Privacy Policy

2. CONTROLLERSHIP

The controller of the personal data described in this Module is as specified in the Privacy Policy.

3. PERSONAL DATA WE COLLECT

We collect, receive, store and otherwise process the following personal data about you:

Data Category Details

Account Data Account related data including APPID, UIN.

Configuration 

Data

Configuration and settings including resource identifiers and attributes, 

interface and resource information, region.

Diagnostic and 

Usage Data

Operational and usage data relating to your use of the Feature, including event 

and request details, usage data, operations data, log data, billing data.

To provide the Feature to you, we may also process the above data through integration with our features as 

follows:

Cloud Object Storage;

Cloud Access Management. 

4. PURPOSES AND LEGAL BASIS

We will only use your personal data for the purposes and legal bases set out below:

Purpose Legal Basis

Billing. We use data including Account Data, 

Configuration Data, and Diagnostic and 

Usage Data to facilitate our billing process.

It is necessary for us to process this information in 

order to perform our contract   with you, or to take 

steps at your request prior to entering a contract with 

you.
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5.  HOW WE STORE AND SHARE PERSONAL INFORMATION

As specified in the Privacy Policy.

6. DATA RETENTION

We will retain personal data in Section 3 for as long as it is necessary for the fulfilment of the purpose(s) as 

described in this Module and as required or authorized by applicable laws, to resolve disputes and to enforce 

our terms and conditions, other applicable terms of service, and our policies. 

 

The actual retention period can vary for different data categories, depending on the context of your 

interactions with us, your configuration set up and your use of the Features (e.g., if you request or set a 

longer or shorter retention period).

 

For Account Data, Configuration Data, and Diagnostic and Usage Data, we generally retain information for 

up to as long as you use the Feature, for billing purposes. 

 

If you have any questions or require additional information relating to the above (including where you require 

further or more specific information on how long we store your personal data), please refer to our Contact 

Information section in our Privacy Policy.
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Tencent HY 3D Global and Text

Generation Data Processing And Security

Agreement
Last updated：2026-01-27 11:28:35

1. BACKGROUND

This Data Processing and Security Agreement Module ("Module") applies if you use the following features: 

Tencent HY 3D Global, and Text Generation (collectively, "Features"). This Module is incorporated into the 

Data Processing and Security Agreement located at ( ). Terms used but not defined in this Module 

shall have the meaning given to them in the DPSA. In the event of any conflict between the DPSA and this 

Module, this Module shall apply to the extent of the inconsistency.

"DPSA"

2. PERSONAL DATA WE PROCESS

We will process the following data in connection with the Features:

Data Category Details

Customer Content 

Data such as text or image files, inputs, prompts and instructions, parameters 

and request settings that are provided to Tencent Cloud by, or on behalf of, 

customer or its end users through use of the Features, and metadata and 

technical attributes associated with such assets or inputs uploaded or provided 

to the Features.

Service Generated 

Content

Data generated or derived by Tencent Cloud through operation of the Features, 

including 3D model output, generated text and responses, and metadata and 

technical attributes associated with such assets and outputs generated by the 

Features and the Features’ processing of requests and responses.

To provide the Features to you, we may also process the above data through integration with our features as 

follows:

Cloud Object Storage;

Cloud Access Management. 

3. PURPOSES OF PROCESSING

We process the data categories in Section 2 for the purposes set out below:

Provide our Features. We use data such as Customer Content and Service Generated Content to 

operate and provide you or your end users with the Features.
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Troubleshooting. We use data including Customer Content and Service Generated Content to monitor 

the Features’ performance and quality, detect and identify errors, bugs or failures, analyse the reasons 

and troubleshoot such problems.

4. SUB-PROCESSORS

As specified in the DPSA.

5. DATA RETENTION

We will retain personal data in Section 2 for as long as it is necessary for the fulfilment of the purpose(s) as 

described in this Module and as required or authorized by applicable laws, to resolve disputes and to enforce 

our terms and conditions, other applicable terms of service, and our policies. The actual retention period can 

vary for different data categories, depending on the context of your interactions with us, your configuration 

set up (e.g., the retention periods you have set for the Features) and your use of the Features.

For example, for Customer Content, such data is processed temporarily to provide the Feature to you and 

your end users, and deleted upon the completion of the instructed processing. We do not store such data 

thereafter. 

For Service Generated Content, we generally retain information for up to 7 days after your task request in 

connection with the Feature. 

If you have any questions or require additional information relating to the above (including where you require 

further or more specific information on how long we store data subject personal data), please refer to our 

Contact Information section in our .Privacy Policy

6. SPECIAL CONDITIONS

You must ensure that the Features are only used by end users who are of at least the minimum age at which 

an individual can consent to the processing of their personal data. This may be different depending on the 

jurisdiction in which an end user is located.

 

These Features are not intended for the processing of sensitive data. You must ensure that the Features are 

not used to transfer or otherwise process any sensitive data by you or your end users, including (but not 

limited to) political opinions, religious or philosophical beliefs relating to your end users, where such 

processing could result in reputational risks to our business in and outside the jurisdiction in which your end 

users are located.

 

You represent, warrant and undertake that you shall provide all notices and disclosures to data subjects 

(including in relation to your use of the Features), have a lawful basis for processing the relevant data 

subjects’ personal data, and shall obtain and maintain all necessary consents from end users in respect of 

Tencent HY

©2013-2026 Tencent Cloud. All rights reserved. Page 10 of 15

https://intl.cloud.tencent.com/document/product/301/17345


the processing of their or the data subjects’ personal data (as applicable) in respect of the Features 

(including for the purposes of providing the Features), in accordance with the applicable laws and so as to 

enable us to comply with applicable laws. You agree you will indemnify and hold Tencent harmless from and 

against all claims, liabilities, costs, expenses, loss or damage (including consequential losses, loss of profit 

and loss of reputation and all interest, penalties and legal and other professional costs and expenses) 

incurred by Tencent arising directly or indirectly from a breach of this requirement. You represent, warrant 

and undertake that you are solely responsible for your use of the Features and its respective functions, and 

you have and will only use the Features and/or integrate the Features in your product, service or platform (as 

applicable) in compliance with (i) applicable laws and (ii) app store rules, agreements, terms or guidelines 

applicable in respect of the collection, storage, processing, transfer, disclosure, and use of any end user data 

in connection with your product, service or platform that uses and/or integrates the Features, including 

(without limitation) the Apple Developer Agreement, Apple Developer Program License Agreement, App Store 

Review Guidelines, Google Play Developer Distribution Agreement, Developer Program Policy, Developer API 

Terms of Service, Google Play Best Practices, and Google Play Developer Resources, in each case as 

amended or replaced from time to time.

 

Please note that we will only collect, process, store, or otherwise access the content generated by the end 

users of this function (hereinafter referred to as "UGC Content") as per your instructions. You declare, 

warrant, and commit that you (i) bear full responsibility for the use of the Features and UGC Content by the 

end users (including compliance with any relevant provisions related to UGC Content); (ii) ensure that the 

end users do not directly or indirectly transmit any UGC Content related to our provision of the Features to 

Tencent, unless in compliance with any applicable laws; and (iii) always use this function and/or integrate the 

Features into your products, services, or platform (if applicable) in compliance with any applicable laws.

 

You acknowledge, understand, and agree that (i) we do not make any representation or warranty or give any 

undertaking that the Features will be in compliance with any applicable laws or regulations, and (ii) any 

reliance on or use of the Features is at your sole risk.
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Tencent HY Image Global

Tencent HY Image Global Privacy Policy
Last updated：2026-01-21 10:25:15

1. INTRODUCTION

This Module applies if you use Tencent HY Image Global ("Feature"). This Module is incorporated into the 

privacy policy located at  (" "). Terms used but not defined in this Module shall have the 

meaning given to them in the Privacy Policy. In the event of any conflict between the Privacy Policy and this 

Module, this Module shall apply to the extent of the inconsistency.

Privacy Policy

2. CONTROLLERSHIP

The controller of the personal information described in this Module is as specified in the Privacy Policy.

3. AVAILABILITY

This Feature is available to users in certain jurisdictions, including Singapore, Indonesia, Malaysia, Thailand, 

South Korea and Japan.

4. HOW WE USE PERSONAL INFORMATION

We will use the information in the following ways and in accordance with the following legal bases:

Personal Information Use Legal Basis

Troubleshooting Data: Request 

ID, Access time, DNS domain 

name, Error message, Network 

type, output url/code, Single step 

debugging information.

We use this information for 

the purpose of analyzing 

the reasons for errors or 

failures and troubleshoot 

such problems.

﻿

Please note that this data 

is integrated with our 

Cloud Log Service (CLS) 

feature for this purpose.

We process this information as 

it is necessary for us to 

perform our contract with you 

to provide the Feature.

5. HOW WE SHARE AND STORE PERSONAL INFORMATION

As specified in the Privacy Policy. 

6. DATA RETENTION
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We will retain personal information in accordance with the following:

Personal Information Retention Policy

Troubleshooting Data
This data will be automatically deleted within 7 days.

﻿
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Tencent HY Image Global Data Processing

And Security Agreement
Last updated：2026-01-21 10:26:24

1. BACKGROUND

This Module applies if you use Tencent HY Image Global ("Feature"). This Module is incorporated into the 

Data Processing and Security Agreement located at  (" "). Terms used but not defined in this Module 

shall have the meaning given to them in the DPSA. In the event of any conflict between the DPSA and this 

Module, this Module shall apply to the extent of the inconsistency.

DPSA

2. PROCESSING

We will process the following data in connection with the Feature:

Personal Information Use

Customer Content: images you input 

for the operation of the Feature, DNS 

domain name (if you upload the image 

via a URL), prompt for image creation, 

image style selection, image 

configuration, watermark (if you turn on 

the watermark feature), output image, 

root account, and sub-account UIN

We only process this data for the purposes of providing 

the Feature to you, including processing such data input by 

you for image creation based on your descriptions and 

prompts.

﻿

To provide the Feature to you, we also process this data 

through integration with our Cloud Object Storage (COS) 

to store only output image and watermark (if you turn on 

the watermark feature).

﻿

3. SERVICE REGION

As specified in the DPSA.

4. SUB-PROCESSORS

As specified in the DPSA.

5. DATA RETENTION

We will store personal data processed in connection with the Feature as follows:

Personal 

Information
Retention Policy
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Customer Content

We do not store images that you input to the Features. Output images 

generated through the Feature are temporarily stored in our COS features 

and automatically deleted after 7 days. 

﻿

If the customer terminates the services with us, the data will be automatically 

deleted after 7 days.

6. SPECIAL CONDITIONS

You must ensure that this Feature is only used by end users who are of at least the minimum age at which 

an individual can consent to the processing of their personal data. This may be different depending on the 

jurisdiction in which an end user is located.

You represent, warrant and undertake that you shall obtain and maintain all necessary consents from data 

subjects in respect of the processing of their personal data (as applicable) in respect of the Feature 

(including for the purposes of providing the Feature), in accordance with applicable laws and so as to enable 

us to comply with applicable laws. You agree you will indemnify and hold Tencent harmless from and against 

all claims, liabilities, costs, expenses, loss or damage (including consequential losses, loss of profit and loss 

of reputation and all interest, penalties and legal and other professional costs and expenses) incurred by 

Tencent arising directly or indirectly from a breach of this requirement.

This Feature is not intended for the processing of sensitive data. You must ensure that this Feature is not 

used to transfer or otherwise process any sensitive data by you or your end users.

Please note that we will only collect, process, store, or otherwise access the content generated by the end 

users of this function (hereinafter referred to as "UGC Content") as per your instructions. You declare, 

warrant, and commit that you (i) bear full responsibility for the use of this function and UGC Content by the 

end users (including compliance with any relevant provisions related to UGC Content); (ii) ensure that the 

end users do not directly or indirectly transmit any UGC Content related to our provision of this function to 

Tencent, unless in compliance with any applicable laws; and (iii) always use this function and/or integrate 

this function into your products, services, or platform (if applicable) in compliance with any applicable laws.

You acknowledge, understand and agree that (i) we do not make any representation or warranty or give any 

undertaking that this Feature will be in compliance with any applicable laws or regulations, and (ii) any 

reliance on or use of this Feature is at your sole risk.
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