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eI EFiAYE]: 2026-05-26 23:25:03

EfAtE): 2025-12-07 00:26:40

£ 18

RREMEESTUTAR:
MEEHNXME,

B0

Createlibrary
DeletelLibrary
DescribeLibraries
DescribelLibrarySecret
DescribeOfficiallnstances
DescribeOfficialOverview
DescribeTrafficPackages
ModifyLibrary
SendSmsCode
VerifySmsCode

AR AR -

Instance
Library
LibraryExtension

TrafficPackage
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https://intl.cloud.tencent.com/document/api/1283/74888
https://intl.cloud.tencent.com/document/api/1283/74887
https://intl.cloud.tencent.com/document/api/1283/74879
https://intl.cloud.tencent.com/document/api/1283/74886
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NEANFAN
18} |

BT EHRE: 2026-05-26 23:24:54

HRuS

BEERZFITE (Smart Media Hosting, SMH) BAFREWENE. 8. NEFFRENBRHEN—IGNFMHE
WIBRRRFTZ

RETHMTAN SMH IRSSR APl #2195 API 3.0%0.

BRTBAEARRSS R APl 33 SMH #1T#HIE, BIAEIRRGRNE. EWRIRERRSE.,

SMH XFHFBARSRIZOER, BSL AP .

NBER
SMH BB 2R AP| EOME A EES L TE:
RiE Hiik

R EEEREERETEAN—RBETLD, 8- TREFETERII., BRSRRERES 5L
R RN SR BRI B Ko S SR BUIRAR

VAR S8R 1D BN Libraryld, FSERM—mR—MEMRE, EERERER B4R, HBME AP B
ID BEEIETEIRAE ID,

IRIsER  RRERREN LibrarySecret, EIEASIARSHEAXMNZEONTZTEEEIZZSH, ARNIDARE
#H HEIEN, EEIRGRERBIERR.

APl RIEAN]]

1RAA{ER API Explorer TEELEAR AP,

A DABIZERIEIRERF, &id APl Explorer TEIERE APl #Z#ORSENT:

1.3\ AP| Explorer TETiIHE., £% AP| Explorer TEER{ER, &2 {&A API Explorer,
2.8 Createlibrary, BIZEIEMARE,

3.8% SMH Zfl&a , EERAERIZER.

Zith, HeEEREFEENRHITER,
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AP| %

SIFEFATE: 2026-05-26 23:24:55

PaaS AksStEXIZO

BEORM
CreateLibrary
DeletelLibrary
DescribelLibraries
DescribelLibrarySecret

ModifyLibrary

EACEEXEO

EOBR
DescribeOfficiallnstances
DescribeOfficialOverview
DescribeTrafficPackages
SendSmsCode

VerifySmsCode
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HAAR
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BIFEFATE: 2026-05-26 23:24:56

1. ArSSHbiE

AP| TIEFRTHIIEIEN, AP @A siE A 842 5 smh.intl.tencentcloudapi.com , th3ziSigEMEE 55, 4l
N MBI AYIE R 9 smh.ap—guangzhou.tencentcloudapi.com ,

WHRERMIAIGEANG R, RIBEBZONEFIFMAEMNE, SEmEBNAIREMNE DS BANgNRSES. fIWE
[TMERIEKR, =BoENEINT MEvRS23, RRMIBE smh.ap—guangzhou.tencentcloudapi.com E—F8Y,

AR MEESURRIMLSS, EiUEEFIHISANEE,

AR ERE APIBEAR, ATFRARTRNFROIIMRMARSAIME, ™ mSFntEIREERAAR/AH
SEEFER, #BOSFHMEBEROXERAANSHRPE,

BRI EFNERIIR:
M CE
MIAHIEIEAN (HE, RZEFEEREX) smh.intl.tencentcloudapi.com
X (M) smh.ap—-guangzhou.tencentcloudapi.com
FLRX (£8) smh.ap-shanghai.tencentcloudapi.com
ERIX (FR) smh.ap-nanjing.tencentcloudapi.com
FEibiX (IE=R) smh.ap-beijing.tencentcloudapi.com
FAEitX  (p%ER) smh.ap-chengdu.tencentcloudapi.com
AAEitX (&K) smh.ap—chonggqing.tencentcloudapi.com
BEAHEX (FEER) smh.ap-hongkong.tencentcloudapi.com
WARE (o) smh.ap-singapore.tencentcloudapi.com
TWAERE (HIDA) smh.ap-jakarta.tencentcloudapi.com
TXERE (EF) smh.ap—bangkok.tencentcloudapi.com
TAXEI (BR) smh.ap-seoul.tencentcloudapi.com
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TAFRIE (RR) smh.ap-tokyo.tencentcloudapi.com
ZEFRH (FFEL) smh.na—ashburn.tencentcloudapi.com
ZEAES (ED) smh.na-siliconvalley.tencentcloudapi.com
mEMX (ZRT) smh.sa—-saopaulo.tencentcloudapi.com
FOMitX (Z=5=f) smh.eu—frankfurt.tencentcloudapi.com

AR BTESRENFEMXEREAEEN, ESHEERERSH (A4S Region AERMEXitE) , FE
IR EEF ER X tIRANE, &IFAN Region RIMIEIRIT—.

ERXIFA M SRR
HLEMX (LB smh.ap-shanghai-fsi.tencentcloudapi.com
LEX CRYIEE) smh.ap-shenzhen-fsi.tencentcloudapi.com

2. BIEX

Bl AP (UEREIROMEI HTTPS HTiB(E, RIESTEMNEEEE.

3. 18X AE
TIER HTTP 15K 5%

e POST (%)
e GET

POST &R 1FH) Content-Type Z£H:

e application/json (%) , WIFERERFE v3 (TC3-HMAC-SHA256)
* application/x—-www-form-urlencoded, AHITUERZERFE vl (HmacSHA1T 5 HmacSHA256)
* multipart/form—-data ({XEB0EOXE) , WIERZERAE v3 (TC3-HMAC-SHA256) .

GET BEXRHIERBR/NAE#BII32KB, POST IEREFEHAERTE vl (HmacSHAT, HmacSHA256) BYAR154#85id
1MB, POST EKREAZZAE v3 (TC3-HMAC-SHA256) RIz1F10MB,

4. FRRiG
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D>
i
¥

S5

TNZR

ST EHRE: 2026-05-26 23:24:57

AHBUERTMRAFPNZROZR/NSH, NIFVE, A5 MERORMOSEPAIBYXESHHTIRA, B8R
IERDFBEETILESH, TERERREBK.

AHSENBREANBRBERNER DRSS REMERER.

(ERZER A v3 IAHSH

BERAHEVE (BNBAIE TC3-HMAC-SHA256) BLEERAE vI (FEXMEAIEERRMERLE) , BERE,
XIFERRIERE, X¥5 POST JSON #33, MHEeE—ERTT, HEERZERZRHETEER,

\\

AR HTEMNER, SoEOXEPNROERNZERE VI GET 5K, MARERENERTIE V3,
ERERFLIE V3 I, AHSHFES—NE HTTP Header 15K LA, AR

SHEL E30 BiE ik
. o _ HTTP ##sk: X-TC-Action, R{EMIEORM, BUESEEOTHIEAS HET ETFAHS Action FI34EE, it
eHen e = ZERS BB WETMFIZIEND, BUEN Describelnstances,
HTTP i§%:k: X-TC-Region, &%, MIFNE BIRIER MEEONIE, MESSEONDHASHETR
Region String - FiaH S Region R, FE: ELEOATESRZSN, BOXEPSITULIFRLRE, WHENMEERZS T
FLEN,
— . _ HTTP %k : X-TC-Timestamp, 487 UNIX /88, BIiCRER APl &RAOEHE), FiE0 1520223702, 8: 40
imestamp neger | = RSRSSMEEEETSSE, 23RERTHEE,
) , _ HTTP i&Rk: X-TC-Version, R{ERT API gOkEA, ENESEEOSIEHASAHESH Version FIiHEE, FMERS
Version String =

E2RRR AR 2017-03-12,

HTTP tmtE S ELE0FER, fHlun:

TC3-HMAC-SHAZ256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content—type;host,
Signature=fe5f80f77d5fa3becal38a248ff027d0445342fe2855ddcO6317663032611024

Hep,

- TC3-HMAC-SHA256: #EAi%, BRIEEEZE;

Authorization | String | & - Credential: ##&iF, AKID*** £ Secretld; Date £ UTC i EMAL, METSHARLSH X-TC-

Timestamp &8 UTC i5#RE BE—F: service ARG RE, BEAERAE, flm, EE

cvm.tencentcloudapi.com BEHEEREZ cvm, A7 REMERA smh: tc3_request AEEFER S

- SignedHeaders: #5228 iTHLEMER, content—type fl host FuiELal;

— Signature: ERFE,

HTTP i@ k: X-TC-Token, Bl = RiEIRS AMMAMIGRZ S FIEPH Token, {FRANEEIF Secretid
Token String &5 Secretkey B{EERAIRFHZEEITFH TmpSecretld ] TmpSecretKey, (I HI 482 Bt Token F

.

) HTTP A% k: X-TC-Language. BEEIELMES, (NFHEOZGIESE. B{E: zh-CN, en-US. zh-CN &

Language String ES

Elgsz, en-US iR[EE3,

RixAPEEE I\ M SRS S ZATIRFIEI T, BROSHRENREZE Offset=0, ROEE
Limit=10, MEIEREMIZIRIER URL, iBRKER. BRERGIANT:

©2013-2026 BB TIRINFTE 10 #1040
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HTTP GET 1&KEmRH51:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TE3-—HMAC—SHAZ256 Credenitial=AKTDA ** %k ks &k kb ko /o])
18-10-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993
£0614b047e5d£4582db9%e9b£f4672bab50567dbalbcocctl74c474

Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&K&HmE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID***x****kkxkkkkkxkkkkkkxkkkkkkxrx* /()
18-05-30/cvm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5
924a6f2b5d7d672d79c15b13162d927900855cfba6789%a8edbi4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form-data) &K&W RE ((AFENIZROSZEF)

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*** ¥ ¥ XXX XXXXXXAXXXAXAXXXXAXXXAAXAAAX /D)
18-05-30/cvm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5
924a6£2b5d7d672d79c15b13162d927900855cfba678%a8edbdc

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

——-58731222010402

Content-Disposition: form-data; name="Offset"

©2013-2026 BB TIRINFTE 11 #1040
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0

—-58731222010402
Content-Disposition:

10

—--58731222010402--

form-data; name="Limit"

ERZER A VI WAKSE

ERZERTE VI
SHEMR xE
Action String
Region String
Timestamp Integer
Nonce Integer
Secretld String
Signature String
Version String
SignatureMethod String
Token String
Language String

{E: 12 % ): 7 |_;\

033

=
E

el

Ho

il

2l

2l

(BERAFRE HmacSHA256 1 HmacSHA1) , AHRSHMEES—KEIEREF,

fiig

RFMIECSM, ESSEOCHDENSHET X TAHESH Action 89iREE, NSRS ST HIHITIR
10, EUEA Describelnstances,

tibt S8, FRMIARZRENTRENNE, BEOESHHERESTEROSEFEASHL LS Region 19
WA, EE: REROFREGRZSY, BOXEPMBEIIRE, EHEEERZSHEFRER.

LHT UNIX BIHEE, ElicR&ER AP iFRAATE, 01529223702, MES SHMEEETA, &35|EREFTH
iR,

WEHLIEEL, 5 Timestamp BASER, ATIHIEERBIE.

£ ZAPIESE FHIEHRIE S H Secretld, — Secretld M EIME—HT Secretkey , T Secretkey SEMFAR
iERER Signature,

WERER, ARBIELRERNSIEE, FERPREZMNEASHITESBL,
BRIER API EORRA., BESZEROEPAS L RS Version FREE, FIIEES /IR 2017-03-12,

FR AT, BRIZEF HmacSHA256 #l HmacSHA1, REEEIZE9 HmacSHA256 B, HEM
HmacSHA256 BEINERE R, EMiERI9ER HmacSHAT MiFEE,

Bl =2 %iEES FRfEMIER 22 EIET 6 Token, FHENEEIF Secretld fll Secretkey MEERAENEZS
ﬁ.ﬁ[qﬂﬁﬁ TmpSecretld ] TmpSecretkey, {FRHSEARTEIRBLL Token FEE,

EBEEDEESNES, (NE9EOXGITSE. BE: zh-CN, en-US, zh-CN BB, en-US BEIHEIL,

EW MR SRS 2 EBITIR, HiFKREMIZIRIER URL, 1ERAE. ERERAFIT:

HTTP GET 15K &Rl

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&Sign
atureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadebd5
9blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23823223&SecretId

:AKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST 15K

©2013-2026 BN =hRINFRE
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https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=
1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2dl18
1d02&Region=ap-guangzhou&Nonce=23823223&Secret TA=AKTID* * % & # # k kk & sk ok sk ok kodeoeokox ok ok ook

* Kk Kk ok

Hhig 5z

A mPiBEO Region FEREVAIIEIN TRAR, MRIBORIFZRPAAEIE, WREZROEPEMIE
iZ]8

Hhigf EN{E
HEAHE (PEEFE) ap-hongkong

TAFE (HhnL) ap-jakarta

©2013-2026 BB TIRINFTE 13 #1040
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O v3

SIFEFATE: 2026-05-26 23:24:59

MTFXHEIHIAT R 75E v3 NERIRE, EREEGRESBCHRBRERBBNET API NAER. BiEEFEER
S APl Explorer fl EIlZ&<1TTA (TCCLI) FAREIR, MMEAFTZESIWM@I AP FREITER.

W {ER APl Explorer

=R

R L@ APl Explorer B [BERB4 /] BREESMZOZBRNERITRE.

Bl APl XS MERETEHRIE, AFRPEEEATEREIE, S3FENTREIEKRHITES (Signature)
BMERBEEELNHSHPIEEZZZERAUBENARBRREEK.

AT LEBRITE
BT AT HRBHRPER:

1. IEEREBN S

EBWRBEREHEFBERPRERBUARIEN. BSEEHE = APl 21 TTEHARBRHEXES

ICN o

ong

2. RIPIEHPREUE
NTHIEEREERREEFHEN, BT AP RERBERSECRITEIERNERE, FEERNBRENRRS
ERBERN—ERD, REFBNE APl RSS2, RSFZEARINBERSEURFNEREITERSE, HIWE
BRPNEHE, MRIBFREEN, BFSBEHEA—H, BNT AP BEEIRIEK,

#EHAE V3 (TC3-HMAC-SHA256) IRE LBE T UMAINERGE VI, MEEZRE, IFEARNBER, X
JSON 830, POST IBRXFFHEZHAMTF S, HEE—ERA, EEERZERLETEESR.

BRIER, BINER API Explorer FRY“S R BER"INEE, EEZZIRAD“API 3.0 R v37, ATAMNAERERT
FEHITIONE, ATEEER SDK i3, HZFEFEBB NS API EEER 7 MEILNEIZIES SDK, ELHETERM
BRI, YWEFHE, X Python, Java, PHP. Go. NodeJS. .NET. C++,

FIELEEI
AEANZEEIF R, Z4AEIE Secretld H Secretkey, B TAFP RS A IABEMN A,

* Secretld: BTHRR AP BRESN, FTNESRELENAFZ,
* SecretKey: ATIIE AP ERENS D, PINERELENED,

©2013-2026 BB TIRINFTE 14 #1040


https://console.intl.cloud.tencent.com/api/explorer
https://intl.cloud.tencent.com/products/cli
https://console.intl.cloud.tencent.com/api/explorer?SignVersion=api3v3
https://console.intl.cloud.tencent.com/cam/capi
https://console.intl.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en
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* AFPLAFBARERERIE, BRHME, TMEERMFRE, MEME, BINEREZRERIL.

FIERE RN ERSENT:

1. BF BB EAOEHE
2. BIfE =APIZH ROIZEHIaTTE
3. £ =APIZ5H TiE, B [ﬂFﬁLT‘* ] BIE—3I24A,

BB v3 EZdTE

= APl X255 GET #1 POST 153K, MFGETAIE, RAX¥F Content-Type: application/x-www-form-
urlencoded WMYI&R ., JWFPOSTAHE, BEIKIF Content-Type: application/json AR

Content-Type: multipart/form-data MBI, json MINEARZEIROIZHEF, multipart BXRAE
BEROXE, WRZEOREEER json ##XEA, SZERMWSEOXAERA, #EFEM POST 15K, EARE
MERHTESR, B GET IBKRXHE 32 KB KAKIEKE.

THEUERS[ER MEZHFTIRENFF, DEENMBERNTETRE. BNEFZROZRN:

ﬂ

1. ZIRSHFNETTR, ZIZORER;
2. ZIEORREN, FEERERRIVRE;
3. BOBZMNZEMERE, JNERESRIESHREAENCER.

ARG, TeARSHIHEZEONSE, HIREXEBZILENER, EXMEARZON, BEIREIPRERIE,
BMERONSHHNERE, AERBRIWXMIFHNSHEIE. L, XBR Eﬁ??ﬁﬂﬁ’&%%’éﬁﬂ?ﬁﬂi@)\%i& =
FIDRIRSLREERINEMSEL, H40 Language F1 Token AHSEL (£ HTTP LEMEE, /0 X-TC- BiZ) .

1E§i§}5ﬁF‘E{]Secreﬂdﬂjsecreﬂ(eyﬁj\%ul_% AR T D * * % % % % % & K K ok ok ok K ok ok ok o ok o o o o o K o *D
Kok A KKK A K KA KA KA K KA KA KA KK A KA K AKX F':uﬁgr_j‘l‘lEEHER%%ﬁ“5EA%”E’]EE7H-HK:U\, IRE—%
BB, WIEKATEE

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Authorization: TC3-HMAC-SHA256 Credential=AKTID* ** %k kkkkkkkk ko k ok kk ok dokdokdokdx
*/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;host;x-tc—action, Signat
ure=10bla37a7301a02cal9a647ad722d5e43b4b3cff309d421d85b46093f6ab6cdf" \

-H "Content-Type: application/json; charset=utf-8" \

-H "Host: cvm.tencentcloudapi.com" \

—-H "X-TC-Action: DescribeInstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

-H "X-TC-Region: ap—-guangzhou" \

©2013-2026 BB TIRINFTE 8515 #1040
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> Tencent Cloud

-d "{"Limit":

-name"} ]}

1,

"Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance

THIFARRERITEIRE,

1. BHEHEIE RS

AT ACRBE R PHERITEIBER S (CanonicalRequest)

CanonicalRequest

HTTPRequestMethod + '\n' +

CanonicalURI +

'"\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders +

'\n' +

HashedRequestPayload

FEREM
HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

©2013-2026 BN =hRINFRE

EErE
HTTP &k 7Ai% (GET. POST ) . MT{EIEIESR rosT .
URI 28, AP 3.0 BEREEET (/) .

ARC HTTP iR URL E9EAFRrS, 3T POST &%k, BEAZFMAE", 3T GET iEH, MR URL iE
£ (7)) EEMNFHFEAS, Hl: Limit=10&0ffset=0,

iEE: CanonicalQueryString BE#¥E RFC3986 #4T URLEncode /iR (FHFHEBEEASEFE) , F
FE UTF-8. M ERREESIREERTRG.

S5 EHAIER, E0EE host fl content-type T35, thalfi Bt e85 MIEEHSHR
BOME—tE N S, R AERIMEIN T B O kA0,

HHEDM) :

1. k30 key Hl value Hi—$p/NE, HEISERETIE, BB keyvalue\n HlHHE;

2. 2 kE0, WAL key UNE) BY ASCI HFHITHHE,

Rt EERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.comynx-tc-action:describeinstances\n ,

HE: content-type IIHIEIREENENS, FERBEEMEEIERIEERESBMNEN charset &, 1
RERANOLENT—H, RSEECIERRIMEN,

S5ERMLEER, HBLRIEREMLELESS5 T EHR, # CanonicalHeaders BIEMILTAERE ——H L
K1, content-type ] host F@hifsLEn,

FREAm

1. 80 key Si—HRUNE

2. 27dEl key UNE) $ER ASCI FFHITHE, FEAMSS () 2R,

X content-type;host;x—tc—action

HHREX (payload, Bl body, tbmfl} {"Limitn": 1, "Filters": [{"Values":
["%u672ar\ubhdTd\u540d"], "Name": "instance-name™}]} } i P 'i.‘l'ﬁﬁ!‘l"tﬁg?{l
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI% HTTP ifS1ES0 SHA256 18%, #AG+7+
HHRIE, RERUEERMNETE, 3T GET ik, RequestPayload EEAZEFME. Tt HER
&= 35e9%c5ble3aeh7532d3c9f17eadbcB0222632e5b1ff7f6eB9887£1398934£064
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ARIEA LA, RAEIPFEIRINTIERBNT:

POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

X-tc—-action:describeinstances

content-type, host;x—-tc-action
35e9¢5b0e3ae67532d3¢9f17ead6ec90222632e5b1ff7f6e89887£1398934f064

2. BHEHERFH

RIS PHRTERF S

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEEMm

Algorithm

ReguestTimestamp

CredentialScope

HashedCanonicalRequest

R
ERE%, BREIEEAN TC3I-HMAC-SHA256 ,

imHR AT E R, EMERASIRHSE X-TC-Timestamp EVE, EXZHRIATIE UNIX BFE)EE, $EEIE. thmdl
H{EMN 1551113065

FIEEE, #8154 Date/service/tc3_request, B EHER. FRIAREEETEILFFHFE (te3_request) .
Date 31 UTC iR EIM B, BETENLHSH X-TC-Timestamp #REH) UTC Rt E BE—3
service AFF@RE, NS BRANSSIESE N, WRITHERE 2019-02-25/cvm/te3 _request,

AR SIS AR BAEHE, THEHEA
Lowercase(HexEncode(Hash.SHAZ56(CanonicalRequest))), EmFlitEERE
T019a55be8395899b900£fb556424200d984910£34794a27cb3fb7d10ff6aledd

1. Date WAZNMBY[E]E X-TC-Timestamp 1t8EE], BRNXX3 UTC+0, MRIMARSGAMIXER, Bl
H/I\KX, BEHAXRMG L ERRD), E2E2ERARANERK, FRIZEEZA 1551113065, F4HR/\XH
Bf[El2 2019-02-26 00:44:25, {E21+EBZIr Date BY UTC+0 OB EHEAN Y 2019-02-25, A Z

2019-02-26,

2. Timestamp MAE HRIRZATE, BERHEERAZFENINEREZELSHN, MREZEBI A D #HNMER
W, MRKEEANITEREIEY, AT —RNEGE, BHREY, REERITHEIR,

©2013-2026 BN =hRINFRE
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RIEUA LA, TREPFENGERFRFRUT:

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910£34794a27cb3fb7d10ffcale84

3. itEER
) HERERRES, HRENT:

S

SecretKey ERLIE e b dh i b i e b G S b i i SR S S b b i i i S A dh i b i e S L L)

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256 (SecretDate, Service)
SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

KA HAYBREH  SecretDate . SecretService # SecretSigning E_HHIAVEUNE, ATEEESAEITED
FRF, BEERN T/ ASIFESITENNE B D579
da98fb70dcf6b112dc21038d1eeeb3a95c74b4dcb12¢1131f864f6066bd02be,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af,

BER, TEANRIEES, HMAC ERBHSHIRFRIEER—1F, BIUZMRIBRNE. LA RASE key
£8I, JHRSH data /5. BEINVEERHSRHEZHFIRIAROEE, A ERRAITENRIFANTH7 EHEASA
REME, LEAMERRIR HFIRI.

FERRR R
SecretKey [Eha b SecretKey, Bl o hehkkm kA kR R R R A AR AR AR KK TR KRN
Date Bl Credential F#Y Date FEHER., RFHIE{ER 2019-02-25 ,

Service Bl Credential 8 Service FERER., ETRHE{ER owm .

2) HEER, ABULT:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

BRETEERE 10bla37a7301a02cal%9a647ad722d5e43b4b3cf£309d421d85b46093f6ab6bcdf

4. 3¥1% Authorization
AT R 3 #E Authorization:
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Authorization =

Algorithm + ' ' +

'Credential=' + SecretId + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature=' + Signature

FEREIR i

Algorithm FEEH%, BEAN TcI-HMAC-SHAZSE .

Sacretld @iﬁij’qﬂﬂﬂ Secreﬂd’ Eﬂ AEKID** A *xhkxhkF kA b XA AT R XK KT R AR AT RN K LT

CredentialScope R, JFiEoE, ERfitESERE 2019-02-25/cvm/tcl_request .
SignedHeaders REx, #5%2MLEER, HRHIEMERN content-type;host;x-tc-action .

HERE. BTHTHERRE

Signature i _
10bla37a7201a02cal%abd7ad722d5e43b4db3cf£309d421d85b46093£6abhcdf ,

MRIELA LA, TAEIPBEIRERN:

TC3-HMAC-SHA256 Credential=AKID****kkkkkkkkkkkkkkkkkkkkkkkkkkkx*x/2019-02-25/cvm/tc
3_request, SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301a02
cal%a647ad722d5e43b4b3cf£309d421d85b46093f6abbc4df

RATENERERNT:

POST https://cvm.tencentcloudapi.com/

Anthorizations TCI-ENMAC-SEA256 Crecentilal=AKTDHHHEHEtdtlititttitfdiiidtitdtiadttdd /20
19-02-25/cvm/tc3_request, SignedHeaders=content-type;host;x-tc-action, Signature=
10bla37a7301a02cal%9a647ad722d5e43b4b3cf£309d421d85b46093f6ab6c4df

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-nam
e"}t1}

/A Note:

ERKIENEY HTTP k& (Header) FiERMK (Payload) AHAMEZITEIRFHATTE—H, TS
REEAN—NER, JNBIITELRERAT, WEMESFAHAXEHE,
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HRET

ELFRIAR APl 3.0 B, EEFEREEMMBITIE SDK 3.0, SDK FHETERZMNIITE, FARN R T RIEMHAERK
®OBNR], HAIXENRERIES

* Python
* Java

o PHP

* Go

¢ NodedS
e NET

o C++

THRET AEF-RNEMZER demo, BRI MMM mSEZRAERR:

¢ Signature Demo

NTEFEMERERTRE, TAUIRRRES A, FLEANERTRTREXI. EkEE. BAANEONS
HIERN ERER TR E, RBRAERERIRE, ATREERE, IRFRIBEREER SDK.

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {

private final static Charset UTF8 = StandardCharsets.UTF_S8;

// %%zﬁ%fffﬁf{g TENCENTCLOUD_SECRET_ID, Ej‘gﬂ?/fﬂgg ARTD**** &k Ak k ok ok kok ok kok kA A kKA A Ak

AR

private final static String SECRET_ID = System.getenv ("TENCENTCLOUD_SECRET_ID");
EEREIFETE TENCENTCLOUD. _SECRET_KEY, (BTG * %% %% ko ks sk ok ko ko ok ok ok ok ok

* ok Kk

private final static String SECRET_KEY = System.getenv ("TENCENTCLOUD_SECRET_KE

Y");

private final static String CT_JSON = "application/json; charset=utf-8";

©2013-2026 BB TIRINFTE 8520 #1040
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public static byte[] hmac256 (byte[] key, String msg) throws Exception {
Mac mac = Mac.getlInstance ("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

}

public static String sha256Hex (String s) throws Exception {
MessageDigest md = MessageDigest.getInstance ("SHA-256");
byte[] d = md.digest (s.getBytes (UTF8)) ;

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

}

public static void main (String[] args) throws Exception {

String service = "cvm";

String host = "cvm.tencentcloudapi.com";
String region = "ap-guangzhou";

String action = "DescribelInstances";
String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp "1551113065";

//String timestamp = String.valueOf (System.currentTimeMillis () / 1000);
SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd");

/) DFEIKX, SIESZMLE

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String date = sdf.format (new Date (Long.valueOf (timestamp + "000")));

J ) kR ko ok Sk ok ke ok K K ;"/Fgg%? 1: f#f;’%fﬂ,ﬁz%??% ok ok ok ok ko ok ok kA A

String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\n"

+ "host:" + host + "\n" + "x-tc-action:" + action.tolLowerCase() + "\n";

String signedHeaders = "content-type;host;x-tc-action";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u5

40d\"], \"Name\": \"instance-name\"}]}";

String hashedRequestPayload = sha256Hex (payload) ;

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canoni
calQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

J ) KKKk ok kA Kk ;’-/Fg;_? 28 fﬁf}‘;"f—tﬁ;\: "%"’f"\_:‘f"‘% ok ok ok ok ok ok ok ok ok ok ok ok
String credentialScope = date + "/" + service + "/" + "tc3_request";
String hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope +
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"\n" + hashedCanonicalRequest;
System.out.println (stringToSign) ;

J ) kR ko ok ok ke ok ok K ;’-/F,%g 3: Zf}%’é"g ok ok ok ok ok ok ok Ak ok kA

byte[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);

byte[] secretService = hmac256 (secretDate, service);
byte[] secretSigning = hmac256 (secretService, "tc3_request");
String signature = DatatypeConverter.printHexBinary (hmac256 (secretSigning, string

ToSign) ) .toLowerCase () ;

System.out.println (signature) ;

J ) KKK KAk kA Kk ﬁggg 4: f#jfg AUthorization ****&&k*k*44 44

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.println (authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put ("Authorization", authorization);

"Content-Type", CT_JSON) ;

"Host", host);

headers.put
headers.put
headers.put ("X-TC-Action", action);

headers.put

(
(
(
headers.put ("X-TC-Timestamp", timestamp);
("X-TC-Version", wversion);
(

headers.put

"X-TC-Region", region);

StringBuilder sb = new StringBuilder () ;
sb.append ("curl -X POST https://") .append (host)

.append (" -H \"Authorization: ") .append(authorization) .append("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")
.append (" -H \"Host: ") .append (host) .append ("\"")

.append (" -H \"X-TC-Action: ") .append(action) .append ("\"")
.append (" -H \"X-TC-Timestamp: ") .append (timestamp) .append ("\"")
.append (" -H \"X-TC-Version: ") .append(version) .append("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append ("\"")
.append (" —-d '").append(payload) .append("'");

System.out.println(sb.toString());
}
}

Python

# —*— coding: utf-8 —*-
import hashlib, hmac, Jjson, os, sys, time

from datetime import datetime
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# ZiHSE
t FERENIGEE

* Ak kK

TENCENTCLOUD_SECRET_ID, E)“gﬁffyﬁg ARTD**** &k ok ok ok ok ok ok ok ok ok ok kA kA A A A A A

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

t+ BERENIEELE

* ok

TENCENTCLOUD_SECRET_KEY, /Ejgﬁ/fﬂﬂ\ ok ok kK ok kK ok Kk Kk Kk Kk Ak Ak Ak kA A K

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "DescribeInstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"
#timestamp = int (time.time ())

timestamp = 1551113065
date = datetime.utcfromtimestamp (timestamp) .strftime ("SY-%m—-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"5ﬁﬁﬁ "], "Name": "instance-—-nam

e"}1}

HA A A Ak A A ;’-/Fggé 1: f#fi?fﬂﬂi%ﬂ?n%’ ok koA kA kA A A A A
http_request_method = "POST"

canonical_uri =

"/ll

canonical_querystring = ""

ct = "application/json; charset=utf-8"
payload = json.dumps (params)
canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, act

ion.lower ())

signed_headers =

"content-type;host;x-tc-action"

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()

canonical_request
"\n" +

canonical_uri +

= (http_request_method + "\n" +

canonical_qguerystring + "\n" +

canonical_headers + "\n" +

signed_headers +

"\n" +

hashed_request_payload)

print (canonical_request)

H Rk Ak Kk kA A —,-'-/Fg% P& f#jg,f#f‘_\f,g’__ﬁ"fg‘% ok ko ok Ak kA Ak kA

credential_scope

hashed_canonical_

igest ()
string_to_sign =
str(timestamp) +

credential_scope

hashed_canonical__

©2013-2026 BN =hRINFRE

= date + "/" + service + "/" + "tc3_request"

request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexd

(algorithm + "\n" +
"\n" +
+ "\nll +

request)
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print (string_to_sign)

H ko ok ok Sk ok ko ok ok Kk ;'-/Fggg 3: Z‘f""’é" ok ok ok ok ok ok ok ok Ak kA

# ITEZEHERE
def sign(key, msqg):
return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha2

56) .hexdigest ()

print (signature)

H Rk ok ok ok ko ok K ;'-/Fg/%? 4: f#fg AULROTIzZAation ****kkkk &k kk*

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

print ('curl -X POST ' + endpoint

+ ' -H "Authorization: ' + authorization + '"'
+ ' —-H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + host + '"!
+ ' -H "X-TC-Action: ' + action + '"'
+ ' -H "X-TC-Timestamp: ' + str(timestamp) + '"'
+ ' -H "X-TC-Version: ' + version + '"'
+ ' -H "X-TC-Region: ' + region + '"'
+ " -d '" + payload + "'")
Golang

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
n fmt n

"os n

"strings"
"time"

)

func sha256hex (s string) string {
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b := sha256.5um256 ([]byte(s))
return hex.EncodeToString(b[:])

}

func hmacsha256 (s,
hashed := hmac.New(sha256.New,
hashed.Write ([]byte(s))

return string (hashed.Sum(nil))

}

key string)

string {
[l1byte (key))

func main () {

// EERENIETSE

* Kk ko kK

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

// BERENGELE

* & Kk

secretKey :=

host := "cvm.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"
service := "cvm"

version := "2017-03-12"

action := "DescribeInstances"
region := "ap-guangzhou"

//var timestamp int64 = time.Now ()

var timestamp int64 = 1551113065
// step 1: build canonical request
httpRequestMethod := "POST"

"/"

canonicalQueryString :=

canonicalURI :=
W
canonicalHeaders :=
"application/json; charset=utf-8",
signedHeaders
“{"Limit": 1,

"instance—-name"}] }°

payload := "Filters"
hashedRequestPayload :=
canonicalRequest :=
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)

fmt .Println (canonicalRequest)

// step 2: build string to sign

date := time.Unix (timestamp,

©2013-2026 BN =hRINFRE

0) .UIC ()

0s.Getenv ("TENCENTCLOUD_SECRET_KEY")

.Unix ()

string

host, strings.ToLower (action))

:= "content-type;host;x-tc-action"

: [{"Values":

sha256hex (payload)

fmt.Sprintf ("$s\n%s\n%s\n%s\n%s\n%s",

.Format ("2006-01-02")

["\u672a\u547d\u540d"1,

TENCENTCLOUD_SECRET_ID, Ejﬂﬂ?/ﬁﬂﬂ/‘j AR TDHF** Kk * ko ok ok h ok ok ok ok ok ok kA A Ak

TENCENTCLOUD_SECRET_KEY, 1579/7_7/5%5’4] Kok kK ok ok kK kK kK ok kA Kk kA KA A K

fmt.Sprintf ("content-type:%$s\nhost:%s\nx-tc-action:%s\n",

"Name" :
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credentialScope := fmt.Sprintf ("%$s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.Println(string2sign)

// step 3: sign string

secretDate := hmacsha256 (date, "TC3"+secretKey)
secretService := hmacsha256 (service, secretDate)
secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString ([]byte (hmacsha256(string2sign, secretSigning)))
fmt .Println (signature)

// step 4: build authorization

authorization := fmt.Sprintf ("%$s Credential=%s/%s, SignedHeaders=%s, Signature=%
S",

algorithm,

secretId,

credentialScope,

signedHeaders,
signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" curl -X POST https://%s\

—-H "Authorization: %s"\

-H "Content-Type: application/json; charset=utf-8"\

—-H "Host: %s" -H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\

-d '"%s'", host, authorization, host, action, timestamp, version, region, payload)
fmt.Println (curl)

s

PHP
<?php
// %£§§f$ﬁ§§ TENCENTCLOUD_SECRET_ID, {E)‘@ﬁ/ﬁﬂgg AR TD** * &k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok
* ok ok ok ok

$SsecretId = getenv ("TENCENTCLOUD_SECRET_ID");
// %%Eﬁﬁ%?%ﬁ%ﬁgg TENCENTCLOUD_SECRET_KEY, @i@jﬁﬁ%ﬂ]*w***************************

* KA Kk

$SsecretKey = getenv ("TENCENTCLOUD_SECRET_KEY") ;
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Shost = "cvm.tencentcloudapi.com";
Sservice = "cvm";

Sversion = "2017-03-12";

Saction = "DescribelInstances";
Sregion = "ap-guangzhou";

// Stimestamp = time();
Stimestamp = 1551113065;
Salgorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string
ShttpRequestMethod = "POST";

ScanonicalUri = "/";

ScanonicalQueryString = "";

ScanonicalHeaders = implode ("\n", [
"content-type:application/json; charset=utf-8",
"host:".S$Shost,

"x—tc—action:".strtolower (Saction),

"

1)

$signedHeaders = implode (";", [

"content-type",

"host",

"x-tc—-action",

1)

Spayload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":
"instance-name"}]}"';

ShashedRequestPayload = hash ("SHA256", S$payload);
ScanonicalRequest = S$httpRequestMethod."\n"
.$canonicalUri."\n"

.$canonicalQueryString."\n"
.ScanonicalHeaders."\n"

.$signedHeaders."\n"

.ShashedRequestPayload;

echo ScanonicalRequest.PHP_EOL;

// step 2: build string to sign

Sdate = gmdate ("Y-m—-d", S$timestamp);

ScredentialScope = $date."/".$service."/tc3_request";
ShashedCanonicalRequest = hash ("SHA256", S$ScanonicalRequest) ;
SstringToSign = $algorithm."\n"

.Stimestamp."\n"

.$credentialScope."\n"

.ShashedCanonicalRequest;

echo $stringToSign.PHP_EOL;

// step 3: sign string
SsecretDate = hash_hmac ("SHA256", S$date, "TC3".SsecretKey, true);
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$secretService hash_hmac ("SHA256", S$service, S$secretDate, true);

SsecretSigning hash_hmac ("SHA256", "tc3_request", S$secretService, true);
$signature = hash_hmac ("SHA256", S$stringToSign, S$secretSigning);

echo $signature.PHP_EOL;

// step 4: build authorization
Sauthorization = $algorithm
." Credential=".S$secretId."/".ScredentialScope

SignedHeaders=".S$signedHeaders.", Signature=".S$signature;
echo Sauthorization.PHP_EOL;

Scurl = "curl -X POST https://".Shost
.' —-H "Authorization: '.S$authorization.'"'

.' —-H "Content-Type: application/json; charset=utf-8"'

.' —-H "Host: '.S$host.'™'

.'" -H "X-TC-Action: '.S$Saction.'"'

.'" -H "X-TC-Timestamp: '.Stimestamp.'"'
.'" -H "X-TC-Version: '.$version.'"'

.' -H "X-TC-Region: '.$region.'"'

" —-d '"".S$Spayload."'";

echo S$Scurl.PHP_EOL;

Ruby

# —*— coding: UTF-8 —*-
# require ruby>=2.3.0
require 'digest'
require 'json'

require 'time'

require 'openssl'

# BHSH
# %%gﬁﬁ%ﬁﬁgﬁgég TENCENTCLOUD_SECRET_ID, ﬁi%vﬁﬁnw AR TD* % * % ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok A

* oAk A A

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]
# %%gﬁﬁgﬂ@%;ﬂ% TENCENTCLOUDﬁSECRETiKEY,Zgjﬁﬁﬁww ok Sk ok ok ok ok ok ok ok ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* *

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou'

action = 'DescribelInstances'
version = '2017-03-12"

algorithm = 'TC3-HMAC-SHA256'
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# timestamp = Time.now.to_ 1
timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('$Y-%m-%d")

Forxkkakkakknkk SEOE 10 PHIEHITEIERER ok ko k ok ok kA kA K
http_request_method = 'POST'

canonical_uri = '/'

canonical_querystring = "'

canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}\n

x—-tc—action:#{action.downcase}\n"

signed_headers = 'content-type;host;x-tc-action'

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name', 'Values' =>
["Rap&'] ]}

# payload = JSON.generate (params, { 'ascii_only' => true, 'space' => ' ' })

# json will generate in random order, to get specified result in example, we hard
—code it here.

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "i
nstance-name"}]}'

hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

]1.350in ("\n")

puts canonical_request

# oAk A KA R A kA Kk kP ) PHPEILEC T EAGEER ot kot ok ok ok ok Kk ok kA K

credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string to_sign

. S| AEAh
#oAA A KA A K AR KA KK _;'-/F_g%? 3 Z7L = hok kA ok ok ok Ak k kA K

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')

signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

©2013-2026 BB TIRINFTE 5529 #1040



> Tencent Cloud BB AT

puts signature

H kA Ak ok Ak ﬁggg 4: j‘t#fi?_" AUthOorization ****44k**444%

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, Signed
Headers=#{signed_headers}, Signature=#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + '"' \

+ ' -H "Content-Type: application/json; charset=utf-8""' \
+ ' -H "Host: ' 4+ host + '""' \

+ ' -H "X-TC-Action: ' + action + '""' \

+ ' -H "X-TC-Timestamp: ' + timestamp.to_s + '"' \

+ ' -H "X-TC-Version: ' + version + '"' \

+ ' -H "X-TC-Region: ' + region + '""' \

+ " -d '" + payload + """

DotNet

using System;
using System.Collections.Generic;
using System.Security.Cryptography;

using System.Text;

public class Application

{

public static string SHA256Hex (string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (int i = 0; i < hashbytes.Length; ++1i)

{

builder.Append (hashbytes[i].ToString ("x2"));
}

return builder.ToString() ;
I
s

public static byte[] HmacSHA256 (byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256 (key))

{

return mac.ComputeHash (msqg) ;

}
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public static Dictionary<String, String> BuildHeaders (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd") ;

DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);

long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, Mi
dpointRounding.AwayFromZero) / 1000;

J) KAk A Ak kA Ak Ak ok SEHEE o PEEELI IR R ko ok ok ok ok ok Sk koA kA

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"

+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower () + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

J ) kR ko ok ok ok ke ok ok ;’-/Fg%? 28 jt;:f‘jfg,f%té" gz"’f'ée"‘% ok ok ok ok Kk ok ok ok ok kA

string credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

J ) kR ko ok Sk ke ok ok K ;’-/Fg;% 3: 1—/—""&’\"_’&7 ook ok ok ko ok ok ok ok ok ok

byte[] tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

byte[] secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
byte[] secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
byte[] secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_requ
est"));

byte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringTo
Sign));

string signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower
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Console.WriteLine (signature) ;

J ) KA KKKk kA Ak ;’-/F‘q?%? 4: f#jg AUthOTization ***x &k kkkk x4k

string authorization = algorithm + "

+ "Credential=" + secretid + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders +
+ "Signature=" + signature;
Console.WritelLine (authorization);
Dictionary<string, string> headers =

headers.Add ("Authorization",

headers.Add ("Host", endpoint);
headers.Add ("Content-Type",
headers.Add ("X-TC-Timestamp",
headers.Add ("X-TC-Version", version);
headers.Add ("X-TC-Action", action);
headers.Add ("X-TC-Region", region);

return headers;

}

public static void Main (string]]

{

// BHHEE
// BERENELE
* oA A A A KA

string SECRET_ID =
// BEERENELE

* A Kk

string SECRET_KEY =

new Dictionary<string,

contentType + ";

" n
14

string> () ;

authorization);

charset=utf-8");

requestTimestamp.ToString());

args)

TENCENTCLOUD_SECRET_ID, /E"jgﬁ/fﬂgg AR TD*** & &k ok ok ok ok ok ok ok ok ok ok ok ok &k kA A Ak

Environment .GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID") ;
TENCENTCLOUD _SECRET_KEY, Ejﬂﬁ/fﬂg@ Aok A A AhhAAhhAA AR A A A KA A KA A A Ak A A A

Environment .GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KE

")

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "DescribelInstances";

string version = "2017-03-12";

// WA FROIFERIRE, RETEE2019-02-26 00:44:25,

WS HEITH, WRETEF, B

HEMA -

// DateTime date = DateTime.UtcNow;

/7 EBAIX, BT EIZ—RBUTCHTIEE, ZNBSHLE

DateTime date = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds
(1551113065) ;

string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\ub

47d\\u540d\"], \"Name\":

Dictionary<string, string> headers =

©2013-2026 BN =hRINFRE

BuildHeaders (SECRET_ID,

\"instance-name\"}]}";

SECRET_KEY, service

32 #1040



> Tencent Cloud BB AT

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}

NodedS
const crypto = require('crypto');
function sha256 (message, secret = '', encoding) {
const hmac = crypto.createHmac ('sha256', secret)

return hmac.update (message) .digest (encoding)

}

function getHash (message, encoding = 'hex') {
const hash = crypto.createHash ('sha256")
return hash.update (message) .digest (encoding)

t

function getDate (timestamp) {

const date = new Date(timestamp * 1000)

const year = date.getUTCFullYear ()

const month = ('0' + (date.getUTCMonth() + 1)) .slice(-2)
const day = ('0' + date.getUTCDate()) .slice(-2)

return " ${year}-${month}-${day}"

}

function main () {
/) BHSE
// %E%ﬁgf%ﬁﬂtg TENCENTCLOUD_SECRET_ID, /E")“gﬁ/fyﬂg AR TD* * %k ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* A Kk k kA

const SECRET_ID = process.env.TENCENTCLOUD_SECRET_ID
// %%&Effﬁ%&kg TENCENTCLOUD_SECRET_KEY, {E’)‘bﬁ/fﬂﬂ{] ok ok ok ok ko ok Kk ok ok ko ok ko ok ok ok ok ok ko ok Ak A

* A Kk

const SECRET_KEY = process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"

const service = "cvm"
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const region = "ap-guangzhou"
const action = "DescribelInstances"
const version = "2017-03-12"

//const timestamp = getTime ()
const timestamp = 1551113065
//HTIEJZEFE,  FRER Y SR AT IE] H B

const date = getDate (timestamp)

) KKKk kA Kk %/F,?gé 1: f#jgfﬂ/ﬁigﬁ% ok ok kA A A A A A A A A
const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u54
0d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = getHash (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x—-tc—action:" + action.tolLowerCase() + "\n"

const signedHeaders = "content-type;host;x-tc-action"
const canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"

canonicalQueryString + "\n"

n
n
+ canonicalHeaders + "\n"
+ signedHeaders + "\n"

i

hashedRequestPayload

console.log(canonicalRequest)

J ) KKK KAk kA Ak ;’-/Fé@g 28 f#jg,f%t%" gz"’f'éf‘% ok ok ok ok Kk ok ok ok ok kA

const algorithm = "TC3-HMAC-SHA256"
const hashedCanonicalRequest = getHash (canonicalRequest) ;
const credentialScope = date + "/" + service + "/" + "tc3_request"

const stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

console.log(stringToSign)

J) kA Ak kA kA kA k HHE 3 FETECE gk kA kA kA A AR

const kDate = sha256 (date, 'TC3' + SECRET_KEY)

const kService = sha256(service, kDate)

const kSigning = sha256('tc3_request', kService)

const signature = sha256 (stringToSign, kSigning, 'hex')

console.log(signature)

J ) KA KKK kA kA Ak _;’-/Fg%Y 4: f}}‘f;‘? AUthOTization #****& &k k444
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const authorization = algorithm + " " +

"Credential=" + SECRET_ID + "/" + credentialScope + ", " +
"SignedHeaders=" + signedHeaders + ", " +

"Signature=" + signature

console.log(authorization)

const curlcmd = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + '"'

+ ' —-H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + endpoint + '"'

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + timestamp.toString() + '"'
+ ' -H "X-TC-Version: ' + version + '"'

+ ' -H "X-TC-Region: ' + region + '"'

+ " -d '"" + payload + """

console.log(curlcmd)

}

main ()

C++

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>
#include <openssl/hmac.h>

using namespace std;

string get_data (int64_t xtamp)

{

string utcDate;

char buff[20] = {0};

// time_t timenow;

struct tm sttime;

sttime = *gmtime (xtamp) ;

strftime (buff, sizeof (buff), "$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

}
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string int2str (int64_t n)
{

std::stringstream ss;

ss << n;

return ss.str();

}

string sha256Hex (const string &str)

{

char buf[3];

unsigned char hash|[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha256);

SHA256_Update (&sha256, str.c_str(), str.size());
SHA256_Final (hash, &sha256);

std::string NewString = "";

for(int i = 0; i < SHA256_DIGEST_ LENGTH; i++)
{

snprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;

}

return NewString;

}

string HmacSha256 (const string &key, const string &input)

{
unsigned char hash([32];

HMAC_CTX *h;

#if OPENSSIL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

#telse

h = HMAC_CTX_ _new() ;

#endif

HMAC_Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL)

7
HMAC_Update (h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;
HMAC_Final (h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX_cleanup (h) ;

#else

HMAC_CTX_free (h);

#endif
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std::stringstream ss;

ss << std::setfill('0"'");

for (int i = 0; i < len; i++)
{

ss << hash[i];

}

return (ss.str());

}

string HexEncode (const string &input)

{

static const char* const lut = "0123456789%abcdef";
size_t len = input.length();

string output;

output.reserve (2 * len);

for (size_t i = 0; i < len; ++1i)
{

const unsigned char c = input[i];
output .push_back (lut[c >> 4]);
output.push_back (lut[c & 15]);

}

return output;

}

int main ()
{

/) BB
/) BEIRENELTE

* ok kA A K

TENCENTCLOUD_SECRET._ID, /E‘jgﬁ/iﬂﬂ(j ARTD* * #* & & & &k Ak ok ok ko h ok kA Ak kA A A

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;
// %@iﬁ%f%ﬁ;@% TENCENTCLOUD_SECRET_KEY, Ejﬂ/ﬁfiﬂﬂfj ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Ak ok

* A KA

string SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY");

string service = "cvn";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";

int64_t timestamp = 1551113065;
string date = get_data (timestamp);

J ) KKKk Ak kA Kk ;'-/,’:5%? 1: f#jg}ﬂﬁigy% ok ok ok A kA A A A A
string httpRequestMethod = "POST";

©2013-2026 BN =hRIXERE 5837 #1047



> Tencent Cloud BB AT

string canonicalUri = "/";

string canonicalQueryString =

mww,
r

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8
\n")

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\ub

40d\"], \"Name\": \"instance-name\"}]}";

string hashedRequestPayload = sha256Hex (payload) ;
string canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

kvl =y o

J ) KKK KA kA kA Ak _;’-/Fg% 28 f#f’f#ﬁ "%"’f'ée",% ok ok ok ok ok ok ok ok ko kA

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScop
e + "\n" + hashedCanonicalRequest;

cout << stringToSign << endl;

ety At

J ) KKK KAk kA Ak ;’-/Fé@%? 3: Zfﬁﬁg ok ok ok ok ok ok ok ok ok ok ok ko
string kKey = "TC3" + SECRET_KEY;
string kDate = HmacSha256 (kKey, date);

string kService = HmacSha256 (kDate, service);

string kSigning HmacSha256 (kService, "tc3_request");
string signature = HexEncode (HmacSha256 (kSigning, stringToSign));

cout << signature << endl;

J ) KKK KAk A kA Kk _;'-/F_ﬁ"/_l;%? 4: f#fg AUthorization ****&&k*k*4 444

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

string curlcmd = "curl -X POST https://" + host + "\n"

+ " —-H \"Authorization: " + authorization + "\"\n"

+ " -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
+ " —-H \"Host: " 4+ host + "\"\n"
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+ " —-H \"X-TC-Action: " + action + "\"\n"

+ " —-H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
+ " —-H \"X-TC-Version: " + version + "\"\n"

+ " -H \"X-TC-Region: " + region + "\"\n"

+ " -d '" + payload + "\'";

cout << curlcmd << endl;
return 0;

bi

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

void get_utc_date (int64_t timestamp, char* utc, int len)
{

// time_t timenow;

struct tm sttime;

sttime = *gmtime (xtamp) ;

strftime (utc, len, "%$Y-%m-%d", &sttime);

}

void sha256_hex (const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha256);

SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

for(int i = 0; i < SHA256_DIGEST LENGTH; i++)
{

snprintf (buf, sizeof (buf), "%02x", hash[i]);
strcat (result, buf);

}

}

void hmac_sha256 (const char* key, int key_len,
const char* input, int input_len,

unsigned char* output, unsigned int* output_len)
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{

HMAC_CTX *h;

#if OPENSSL_VERSION NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

#felse

h = HMAC_CTX_new () ;

#endif

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsigned char* )input, input_len);
HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION NUMBER < 0x10100000L
HMAC_CTX_cleanup (h);

#else

HMAC_CTX_free (h);

#endif

void hex_encode (const char* input, int input_len, char* output)

{

static const char* const lut = "0123456789%abcdef";
char add_out[128] = {0};

char temp[2] = {0};

for (size_t 1 = 0; i1 < input_len; ++1i)

{

const unsigned char c = input[i];

temp[0] = lutlc >> 4];

strcat (add_out, temp);

temp[0] = lut[c & 15];

strcat (add_out, temp);

}

strncpy (output, add_out, 128);
}

void lowercase (const char * src, char * dst)
{

for (int i = 0; srcli]; i++)

{

dst[i] = tolower(srcl[il]);

}

}
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int main ()

{
// BHHEEH

// %gﬁgf%‘ﬁgé’ TENCENTCLOUD_SECRET_ID, @jﬂﬂ?/ﬁﬂg/‘j AR TD** A &k ok ok ok ok ok ok ok ok ok ok ok ok ok ok & ok ok ok Ak

*ok kA A K

const char* SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

// %giggf,]\'ﬁg% TENCENTCLOUD_SECRET_KEY, Ejﬂﬁ/ﬁﬂﬂf\j ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Ak ok

* A KA

const char* SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;

const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "Describelnstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

J ) KKKk kA Kk %/F,?gé 1: f#}%’fﬂ/"@"igﬁ% ok ok kA A A A A A A A A

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json;
€sVhs

strcat (canonical_headers, host);

strcat (canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase (action, value);
strcat (canonical_headers, value);

strcat (canonical_headers, "\n");

charset=utf-8\nhos

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\ub547
d\\u540d\"], \"Name\": \"instance-name\"}]}";

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload);

char canonical_request[256] = {0};
sprintf (canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,

canonical_uri, canonical_query_string, canonical_headers,
signed_headers, hashed_request_payload);

printf ("$s\n", canonical_request);

/o= fof

J ) KKK KAk kA Ak ;’-/Fé@%? 28 f#jg{jﬁ gz"’f"éf‘% ok ok ok ok Kk ok Ak ok kA
const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
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sprintf (request_timestamp, "%d", timestamp) ;

char credential_scope[64] = {0};

strcat (credential_scope, date);

sprintf (credential_scope, "%$s/%s/tc3_request", date, service);

char hashed_canonical_request[100] = {0};

sha256_hex (canonical_request, hashed_canonical_request);

char string_to_sign[256] = {0};

sprintf (string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf ("$s\n", string_to_sign);

i fohe

J ) KKK KAk kA Kk ﬁ_ﬁ”% 3: ifﬁﬁ’g ok ok ok ok Kk ok Ak ok Ak ok

char k_key[64] = {0};

sprintf (k_key, "%s%s", "TC3", SECRET_KEY);
unsigned char k_date[64] = {0};

unsigned int output_len = 0;

hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
unsigned char k_service[64] = {0};

hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_le

n);
unsigned char k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc3_request"), k_signin

g, &output_len);
unsigned char k_hmac_sha_sign[64] = {0};
hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac

_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

J ) KKK KAk kA Ak ;’-/Fg% 4: f}#ﬁ? AUthOTization ****%&&kkkk x4k

char authorization[512] = {0};

sprintf (authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

char curlcmd([10240] = {0};

sprintf (curlcmd, "curl —-X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %$s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %$s\"\n \

-d \'&s\'",
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host, authorization, host, action, request_timestamp, version, region, payload);
printf ("$s\n", curlcmd);
return O;

}

HES

* Lua: GitHub

e Swift: GitHub

e Dart: GitHub

e Shell(Bash): GitHub

AR

FHEMTERBRMVEIRD, BRIEZFRERAIE,
iz iR HE A
AuthFailure.SignatureExpire ERHHEA, Timestamp SEESFHEWEARMMEEEFGBTR D,
AuthFailure.SecretldNotFound BEAAEFE, BHSHEEERHEESEEE, ESVEN TEREEETFERN.

. . . BERER, JHEEERTHER ATERS5TMAEMNAETENS, thEEREEH Secretkey iR
AuthFailure.SignatureFailure

S,
AuthFailure. TokenFailure [RETEF Token FiR.
AuthFailure.InvalidSecretld FiRdEE (T2 AP BEER) |
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EME TN

BT EHRE: 2026-05-26 23:25:01

BRAHEVI BREFH, ERMENREEHIUERTE v3, HEEARERSE v,

BRIER, BIUER AP Explorer Y “ES ZBAERLINEE, BB RRAN“API 3.0 R v17, aAfUEMER TR
BTN, FIRHTHORBIEESNSERE, thalEIELEMR SDK 13, HEEABIN S AP BBER 7 fE A
‘RIZIES SDK, EZFETERMEXRTE, WEFFIR, Xi#F Python, Java, PHP, Go. NodeJS. .NET,

C++,

#EFF{ER APl Explorer

=R

REJLAIEIT API Explorer B [BRZ B 4] BREESMEOZBNERTIRE.

Bl APl X8 NMARERETEMNIIE, BIEMERBFEELHBERSHHTEESERER (Signature) A%
IBERESH .

BEEEHRREITLR, ©2EIEHE Secretld ] Secretkey; ZERPREELLDEIN, BHE SAPIRHATIE
BiE, BUEERBET APl 0.

1. BIERERIE

EE—RMEMAT APl 28I, 1BRIE = APl ZHHTIE BFIERERIL,
Z2EILEIE Secretld ] SecretKey:

e Secretld FBF 4R APl ARES#H)
e Secretkey AT INBERZFRFRRS B[IHIITE R FFBNEHA,
s HFWITRRERZSEIE, BRitsE,

HIERERUNEFSRUT:

1. B BREEPMEFA .
2. BIfE = API 250 (IR A TIE
3. 7F = APl %5 TiHE, 2 [FrE=] B UEIE—X Secretld/SecretKey,

IR BTIKSHRZAMIABEMY Secretld/SecretKey,

2. £ ERE

BTLZEREIL Secretld 1 Secretkey [, MAMERERET ., U TFTREBERAE vI £RERBHNFEMAILTE:
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https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en
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https://console.intl.cloud.tencent.com/cam/capi
https://console.intl.cloud.tencent.com/cam/capi
https://console.intl.cloud.tencent.com/
https://console.intl.cloud.tencent.com/cam/capi
https://console.intl.cloud.tencent.com/cam/capi
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IR B Secretld ] SecretKey H3IE:

[ ] Secr‘etld: AKID**‘k***‘k*************************

° SeCretKey: R i e A b b b d A b b b b S A S b b 2 b b b 4

FE: XBRETRA, BIRERFEFREIER Secretld #1 SecretKey #1TE4EIR(E!
M=ARBS2IEELNITIER (Describelnstances) EXFEI, HEFERX—ZON, HEiERSEATENT:

SEBIR X SEE

Action alr ! Describelnstances

Secretld 224A ID AR TD* * % % % % % % ok ok ok ok ok ok ok k x x % & K & & K K ok ok ok Kk k ok
Timestamp EENEN kS 1465185768

Nonce BEALIEEE % 11886

Region SCBI PR 7E X 13 ap—guangzhou

Instancelds.0 FEIBAIZH ID ins—-09dx96dg

Offset EXEa=s 0

Limit ERA SV 20

Version BORAKS 2017-03-12

XERBRTEDAHSHNEROBMASH, BPAIMMRELZRBEERNINEMSE, #I2 Language 1 Token 2t

2.1. W SEHF

BARNEERSHIRSHEBNFHE (ASCIB) AFRHFE. TR 1) RESEI[#THIR, SEERSXINEAD
7, 725K\ 2) % ASCI 1BEE A/, 40 Instancelds.2 EHETE Instancelds. 12 [5H, A2EFEE, hF2
BEBE. AP LMEBRIZIES PROEXHEFR R ECRTIX—ThEE, % PHP Hf ksort K%, ERREISEEHEE
ZERUT:

{

'Action' : 'DescribelInstances',
'Instancelds.0' : 'ins-09dx96dg',
'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',
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'SecretId' : 'AKID***‘k****************************',
'Timestamp' : 1465185768,

'Version': '2017-03-12"',

}

EREERFRITESTARN, X LERFFNSERTHR, SEINSR—HENH.

2.2. HEERFRH B

LA BERIERFRE,

WE L —THEFIFRE RSB MUR S HEBM=SLE X, % Action S8, ESEERA "Action" , £
#4189 "Describelnstances" , EUIH&ILER A Action=Describelnstances .

AR “SEE” HRKREMIE url HFBENE.

REFBAMENE TS HA " THEE—E, SERENINBERFRFSEN:

Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0
&Region=ap-guangzhou&Secret Id=AKID* ** **kx &k kxkkxkkhkkhkkxxdhxxdhrxkrx*gTimestamp=1465
185768&Version=2017-03-12

2.3. PHERERRXFHH

LS BREMBERREXFRE.
BREXFREHUTIL T SEHIAL:

1. 7EKRFE: X35 POST 1 GET A, XEEM GET &K, FERIENEKE.

2. IBEREMN-EELHITIR(Describelnstances)iIiEK1igZ A cvm.tencentcloudapi.com, SLFREIIEKIGBZIRIEE
OFfBREROAEMAR, FREEOMA,

3. BRI HAIMRASAPIIERIEZEERN / .

4. ERFRE: B E—SERERFRS,

BREXBHOPHENN R BRAE + BREN +BKRER + 2 + BRFRFE .
TOIRIBHESE R

GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=1ns-09dx96dgs&L
imit=20&Nonce=11886&0ffset=0&Region=ap—guangzhou&Secret TA=AKID* ** * % %k kkx Kk *xx* %
FrxFAA XK F I AKX gTimestamp=1465185768&Version=2017-03-12

24. EBERE

LS BREMZ RS,
B7{ER HMAC-SHA1 A3 E— S hiRBNEREXFHHERTER, RERKEMNERSHER Basebs #H1TH
13, ENFSRERENERS,
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BT, U PHP 1= R4I:

SsecretKey = "*kkkkhkkkkkhkkkkkkhkkkkhkhkkkkkhkkkrx !,

SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins
-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID*****x%%*
*hkkkkkkkkkkkkkkkkkkkkxxgTimestamp=1465185768&Version=2017-03-12";

SsignStr = base64_encode (hash_hmac ('shal', $srcStr, S$secretKey, true));

echo $signStr;

RARFEINERSN:

TRAM2x fNMO9EiVTNmPg06MRnCvQ=

[

FEREERFIITES RN, JRLERFPNEXHITERRIE, SRNERSSHFHI—HENA,

3. A BRI

ERNZRHANERERFENBRSEY, FENHRAT URL i3,

WM E—HAEHNERE R TRAM2xFNMO9EIVTNMPgO6MRNCVQ= , RARSZIMNEZEFERSE (Signature)
A TRAM2xfNMO9EIVTNmMPgO6MRNCvQ%3D, EISATFAMRARIIEKR URL,

EE: MRAPIERAER GET, siEFiERAEN POST @AY Content-Type J3 application/x-www-form—
urlencoded, M&XFERIFFAEIFRSHNENEEM URL HiE, SHEN=-FSITERB,. IE ASCI FHFE
URL {REBEIRES A UTF-8 #1T4RIB.

AR ALRERIESNNEERBMAFAESE#TT urlencode, ERXMIERAT, MATENERBHIT URL Hi3
, DR URL RESSHEREN,

AR HithSBEEEHITRED, REXRMA RFC 3986, {EA %XY SHF#HFREIMNFHITE DL, H
REXTHY” B #EFR (0-9 MIASFE A-F) , ERNERSIRER.

4. FRZKW

RIETFRIER, FAEMNTERRWNEIRD, BRIELRERLE,

B HizA
AuthFailure.SignatureExpire FZITHR
AuthFailure.SecretldNotFound BEATREFE
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AuthFailure.SignatureFailure BREIR

AuthFailure. TokenFailure token &%

AuthFailure.InvalidSecretld BHIEE (FE = APl AR
5. ZBER

ELRRAR APl 3.0 BY, HEFERARENBITS SDK 3.0, SDK HETHEZMTTE, FANRX I RIBHMNEMR
?RDE”To éﬁ'.li}_lﬂljéﬁ*ilnm :

* Python
* Java

e PHP

* Go
NodedS
e NET

o C++

THRET AEF-RNEMZER demo, BRI MMM mSEZRAERR:

¢ Signature Demo

NTEBFZENBRERTRE, TAUIMRRERES A, B LEANERIRAMII., ERESE. BARANEONS
HHBEHMU ERERIEE, RBRABRERIE, ATAZEAN, XMARBREREM SDK .

ERZHILEAY url FTBEN: https://cvm.tencentcloudapi.com/?
Action=DescribelInstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret TA=AKID* * * * k% %% % % % & * * * k k k k kkkk k¥ ** ¥ * *gSjgnature=7RAM2x fNMO9E1iVINmMPg

06MRNCvQ%3D&Timestamp=1465185768&Version=2017-03-12 ,

AR BT RAPNZHEEEMN, HEEEARRAHAI(E, FLWMRFBL url FEXRZPITHHER curl &
BREANSREIENER: T2 IH., ATEE—THUERRER url , FEELUREIFE Secretld ]
Secretkey NEXLHZERTA, FHERRSHRINBIEIEN Timestamp ,

IR A FERRAF, FRERIEES, EERESBRNITEEIN url FJREESEMAE, RAASHNIFRFA
@, EXHAZMERE. REMBSHEME, BERITEEREIR,

AR UTRBBMGERT API 3.0, TREEERABTHMERRE, BUNNAISEIRAE .
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Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance (method);

SecretKeySpec secretKeySpec = new SecretKeySpec (key.getBytes (CHARSET), mac.getAlg
orithm());

mac.init (secretKeySpec) ;

byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

}

public static String getStringToSign (TreeMap<String, Object> params) {
StringBuilder s2s = new StringBuilder ("GETcvm.tencentcloudapi.com/?");

/) BEBERNSEHATFHAE, LT reeMaptRIEITZ

for (String k : params.keySet ()) {

s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}

return s2s.toString() .substring (0, s2s.length() - 1);

}

public static String getUrl (TreeMap<String, Object> params) throws UnsupportedEnc
odingException {
StringBuilder url = new StringBuilder ("https://cvm.tencentcloudapi.com/?2");

// ZFRERATurl IS N7 REER

for (String k : params.keySet ()) {
/) BEINMEREH#Turlencode, HFkeyElEHRXFE, BULMXIIREvalue#fTurlencode
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHAR

SET) ) .append ("&") ;
}
return url.toString() .substring (0, url.length() - 1);

}

public static void main (String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapdlXHz5)

HE
// SLEREERT R S(EBRENEL, #I4]: params.put ("Nonce”, new Random().nextInt (java.lang.
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Integer.MAX VALUE) ),

params.put ("Nonce", 11886); // LWHSH

// SLERERT I SEB R L EFIRTE, #I%: params.put ("Timestamp"”, System.currentTimeMil
lis() / 1000);

params.put ("Timestamp", 1465185768); // LWHSE

// %Egifgf%ﬁgg TENCENTCLOUD_SECRET_ID, /E"]“gﬁ/iﬂgg AR TD* * * &k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Ak

* ok Ak kA

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_ID")); // ALHZH
params.put ("Action", "DescribelInstances"); // WHSE

params.put ("Version", "2017-03-12"); // L\HSE

params.put ("Region", "ap-guangzhou"); // LHS#

params.put ("Limit", 20); // WES#

params.put ("Offset", 0); // WEZS#

params.put ("InstanceIds.O0", "ins-09dx96dg"); /) WESE

// BEREIIET S TENCENTCLOUD_SECRET KEY, (EXNZVHIAT ***## A% A x Atk tkhk ok stk ot
* A ok

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD
_SECRET_KEY"), "HmacSHA1")); // LHZB#

System.out.println (getUrl (params)) ;

}

}

Python

FE: WRZFE Python 2 FMEAHIETT, FELZLE requests {kBiiEl: pip install requests

# —*— coding: utf8 —*-—
import base64

import hashlib

import hmac

import os

import time

import requests

# %gzggfq{ﬁgg TENCENTCLOUD_SECRET_ID, /57“9/7?/57%9"7 AR TD* % * %k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok A kA
* ok & ok ok

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

# %Ezﬁﬁfﬁﬁﬁg TENCENTCLOUD_SECRET_KEY, /E"jgﬁ/fﬂgg ok ok ok ok ok ok ok ok ok ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* K

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def get_string_to_sign (method, endpoint, params):
s = method + endpoint + "/2"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str
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def sign_str (key, s, method):
hmac_str = hmac.new (key.encode ("utf8"), s.encode ("utf8"), method) .digest ()
return base64.b64dencode (hmac_str)

if name_ == '__main__ ':

endpoint = "cvm.tencentcloudapi.com"
data = {

'Action' : 'DescribelInstances',
'InstancelIds.0' : 'ins-09dx96dg',
'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : secret_id,

'Timestamp' : 1465185768, # int (time.time/())
'Version': '2017-03-12"

}

s = get_string_to_sign ("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)
print (data["Signature"])

# MR, AI0ERIGE 2112

# resp = requests.get ("https://" + endpoint, params=data)
# print (resp.url)

Golang

package main

import (

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
"fmt"

"og"

"sort"

"strconv"

)

func main () {
// %Ezﬁﬁf%ﬁ;@% TENCENTCLOUD_SECRET_ID, Ejﬂﬂ?/ﬁﬂﬂg AR TD* * %k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok A ok

* Ak kA K

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")
// %gﬁgf%'ﬁg% TENCENTCLOUD_SECRET_KEY, E)@U_T/fﬂg/\j ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* A KA
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secretKey := os.Getenv ("TENCENTCLOUD_SECRET_KEY")
params := map|[string]string/{
"Nonce": "11886",

"Timestamp": strconv.Itoa(1465185768),
"Region": "ap-guangzhou",

"SecretId": secretld,

"Version": "2017-03-12",

"Action": "DescribelInstances",
"InstanceIds.O0": "ins-09dx96dg",
"Limit": strconv.Itoa(20),

"Offset": strconv.Itoa(0),

}

var buf bytes.Buffer
buf.WriteString ("GET")
buf.WriteString ("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

// sort keys by ascii asc order

keys := make([]lstring, 0, len (params))
for k, _ := range params {

keys = append (keys, k)

}

sort.Strings (keys)

for i := range keys {
k := keys[i]
buf.WriteString (k)
buf.WriteString("=")
buf.WriteString(
buf.WriteString("&")
I3

buf.Truncate (buf.Len() - 1)

params [k])

hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write (buf.Bytes())

fmt.Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))
}

PHP
<?php
// %Eﬁﬁfﬁ%‘;ﬁé’ TENCENTCLOUD_SECRET_ID, @Wﬁ/ﬁﬂg/\j AR TD* * A &k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Ak
* ok ok kA
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SsecretId = getenv ("TENCENTCLOUD_SECRET_ID");
// ggé?ﬁﬁ%fﬁ&ﬁ%ﬁ% TENCENTCLOUD_SECRET_KEY, ﬁiﬁuﬁﬁwgg ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko

* A A

SsecretKey = getenv ("TENCENTCLOUD_SECRET_KEY") ;

Sparam|["Nonce"] = 11886; //rand();
Sparam["Timestamp"] = 1465185768; //time () ;
Sparam["Region"] = "ap-guangzhou";
Sparam["SecretId"] = S$secretld;
Sparam["Version"] = "2017-03-12";
Sparam["Action"] = "Describelnstances";
Sparam["InstancelIds.0"] = "ins-09dx96dg";
Sparam["Limit"] = 20;

Sparam["Offset"] = 0;

ksort (Sparam) ;

$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( $param as S$key => Svalue ) {
SsignStr = $signStr . Skey . "=" . Svalue . "&";

}
$signStr = substr ($signStr, 0, -1);

Ssignature = base64_encode (hash_hmac ("shal", $signStr, S$secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// Sparam["Signature"] = Ssignature;

// Surl = "https://cvm.tencentcloudapi.com/?".http build query (Sparam);
// echo Surl.PHP_EOL;

// Sch = curl_init();

// curl_setopt ($Sch, CURLOPT URL, Surl);

// Soutput = curl_exec(Sch);

// curl_close (Sch);

// echo json_decode (Soutput) ;

Ruby

# —*— coding: UTF-8 —*-
# require ruby>=2.3.0
require 'time'

require 'openssl'
require 'baseo64'

# %§i§§f$fﬁ§§ TENCENTCLOUD_SECRET_ID, {57?/7_?/;%9"7 AR TD* ** & ok ok ok ok ok ok ok ok ok ok ok & ok ok ok ok ok ok ok A & ok
* ok ok kA

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

# %%?ﬁﬁ%i%ﬁ%ﬂ}? TENCENTCLOUD_SECRET_KEY,ZEj@ﬁﬂ%mg ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok
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* *

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'Action' => 'DescribelInstances',

'Instancelds.0' => 'ins-09dx96dg’,
'Limit' => 20,

'Nonce' => 11886,

'Offset' => 0,

'Region' => 'ap-guangzhou',

'SecretId' => secret_id,

'Timestamp' => 1465185768, # Time.now.to_1i

'Version' => '2017-03-12",

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item]

params << "#{item[O] }=#{item[1]}"
end

sign += params.join('&')

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Baseb64.encodeb64 (OpenSSL: :HMAC.digest (digest,

n))
puts datal['Signature']

# require 'net/http'
# uri = URI('https://' + endpoint)
# uri.query = URI.encode_www_form(data)
# p uri
# res = Net::HTTP.get_response (uri)
# puts res.body
DotNet

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;

using System.Text;

public class Application {

public static string Sign(string signKey,

{
string signRet = string.Empty;
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using (HMACSHAl mac = new HMACSHAL (Encoding.UTF8.GetBytes (signKey)))
{

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));
signRet = Convert.ToBase64String (hash);

}

return signRet;

I3

public static string MakeSignPlainText (SortedDictionary<string, string> requestPa
rams, string requestMethod, string requestHost, string requestPath)
{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

string v = "";

foreach (string key in requestParams.Keys)

{

v += string.Format ("{0}={1}&", key, requestParamslkey]);

I3

retStr += v.TrimEnd ('&");

return retStr;

}

public static void Main (string|[] args)
{

/) B

/) BEREHIETE

* ok ok ok kA

TENCENTCLOUD_SECRET_ID, {é‘)“gﬂ?/fﬂgg ARTD*** * &k Ak ko ok ok ok ok ok ok ok ok kA A kA A Ak

string SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID") ;
// %gﬁgf%'ﬁgi%’ TENCENTCLOUD_SECRET_KEY, {E‘]@H_T/iﬂg‘ ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* ok Kk

string SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KE

¥

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "DescribeInstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768; // AJ/EIEF 2019-02-26 00:44:25, ILSEIERN A,
Ve vy

// long timestamp = ToTimestamp () / 1000;

// string requestTimestamp = timestamp.ToString();

Dictionary<string, string> param = new Dictionary<string, string>();

param.Add ("Limit", "20");

param.Add ("Offset", "O");

param.Add ("InstancelIds.0", "ins-09dx96dg") ;
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param.Add ("Action", action);
param.Add ("Nonce", "11886");
// param.Add ("Nonce'", Math.Abs (new Random().Next ()).ToString());

param.Add ("Timestamp", RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string> (p
aram, StringComparer.Ordinal);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

}

}

NodedS

const crypto = require('crypto');

function get_req url (params, endpoint) {

params|['Signature'] = encodeURIComponent (params|['Signature']);
const url_strParam = sort_params (params)

return "https://" + endpoint + "/?" + url_strParam.slice(1);

}

function formatSignString(regMethod, endpoint, path, strParam) {

let strSign = regMethod + endpoint + path + "?" + strParam.slice(l);
return strSign;

}

function shal (secretKey, strsign) {

let signMethodMap = {'HmacSHA1l': "shal"};
let hmac = crypto.createHmac (signMethodMap]|['HmacSHAl1'], secretKey || "");
return hmac.update (Buffer.from(strsign, 'utf8')) .digest ('baseb64")

}

function sort_params (params) {

let strParam = "";

let keys = Object.keys (params);

keys.sort () ;

for (let k in keys) {

//k = k.replace(/_/g, '.');

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}

return strParam
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function main () {
/) BHZE
// %g1£§f$ﬁ§§ TENCENTCLOUD_SECRET_ID, [E)’gﬁ/ﬂﬂ@ AR TD* * A &k ok ok ok ok ok ok ok & ok ok ok ok ok ok & ok ok ok Ak

ok kA A K

const SECRET_ID = process.env.TENCENTCLOUD_SECRET_ID
// %giggf%ﬁ@% TENCENTCLOUD_SECRET_KEY, Ejﬂﬂ?/fﬂg"j ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko

* A KA

const SECRET_KEY = process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"
const Region = "ap-guangzhou"

const Version = "2017-03-12"

const Action = "DescribeInstances"

const Timestamp = 1465185768 // AT/HES 2016-06-06 12:02:48, ISEIEATA, LALEEAE
// const Timestamp = Math.round (Date.now() / 1000)

const Nonce = 11886 // [EHIEZEE

//const nonce = Math.round (Math.random() * 65535)

let params = {};

params|['Action'] = Action;
params|['InstanceIds.0'] = 'ins-09dx96dg’;
params|['Limit'] = 20;

params|['Offset'] = 0;

params [ 'Nonce'] = Nonce;

params|['Region'] = Region;
params|['SecretId'] = SECRET_ID;
params|['Timestamp'] = Timestamp;
params|['Version'] = Version;

/) 1. XIS, HHEERFGE

strParam = sort_params (params)

/) 2. WEEZRXFTE

const regMethod = "GET";

const path = "/";

strSign = formatSignString(regMethod, endpoint, path, strParam)
// console.log (strSign)

// 3. EHEESE
params|['Signature'] = shal (SECRET_KEY, strSign)
console.log(params|['Signature'])

// 4. B{Turl GhBHHIEFIEKurl
// const req url = get_req url (params, endpoint)

// console.log (params['Signature'])
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// console.log(req url)
ki
main ()
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s

o] 45 5%

BT EHRE: 2026-05-26 23:25:02

7 API 3.0 #ZOEIAIR[E JSON #44E, REIHE JSON ARTAYR O REXEFHEBE, RE JSSON R & APRE
79 50 MB, WIFRREIREFEBERARS, BREFRMFHRLBAEEIR, BREZOSEPSL HATIEINEE (F20
IfESEE) SEDTINEE, EHREBERAETK.

TR BRIREBRBERSIHESWMIET, AR HTTP IRESES8200, Hla0iREHESMEHNEIRIEEERK
W, 18 HTTP JRSHB2200, mA=401,

IEFRIREIZE R

M =RRSBEOEBLAIIREIIEK (DescribelnstancesStatus) 2017-03-12 hRAFfl, EEAKIN, HAIEERIIR
BT

{

"Response": {
"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "bbSb41468-520d-4192-b42£f-595cc34b6eclc"

}
}

* Response REWHIH Requestld EBEIEMNFER, TiLIEKRMINSE S, RE API BT, NHERIRE,

e Requestld BF— APl I5RHIME—FRIR, WR APl HIMEE, IR TE, HIRMHHZ ID KRG,

s RTEENFEI, HERHINEMEOEXNFE, FAENEOMRENFES LEOXEPHNEN . HEIHE
TotalCount ] InstanceStatusSet 134 DescribelnstancesStatus #EOE XHFER, HTERIERANEFP BT
"B IR ERSES], FELt TotalCount ZELLIER THIIREIER O, InstanceStatusSet IR

=R [O] 45 5R
ERAEN, EEEEROIN T

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your si

gnature is correct."
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Hy
"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

}
}

e Error WHEIMARREZIEKIBARAELM, Error FERERIERNERR Code 1 Message FEXFE IR KA 2 A EIRE]
Y,

e Code RAMLENEIRID, HiEKLEHN A USERIEZERBE L BRG] SO N IREIIRER
BN REMBREE,

* Message Bt TRMERRENRNRRE, BEUSLKEEAKMAL, WXAUEREEREEENEN, A
P ARAREHX MR ENE.

* Requestld BF— APl i5RAOB—RIR, R API HIMSE, TR TS, FHiMHiZ ID sKRRE)E,

NHEFIRG

ZRPURTFE Error FE, WRRAR AP EOKMK, Error ) Code FERRTTHIRG, FRBSSERATRE
HIBVEIRIBA A HEEIRD. TENERBIIRIBESEAT @ AP X" BR TR “HIRE TUH.
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PaaS Ar551HX iz
{2 ESUR AR R i B I

BIFEFATE: 2026-05-26 23:25:10

1. & O¥ER
BEORRES:
5% PasS BRSIHABFRET

BB CIERIEIRS: 208/

FF{FA API Explorer
mEs

API Explorer #2{# T 7E41EFA . BRWILE.

REERARBENEM SDK ARG,

2. WMASE

MIERSESIRIIE TEROBRSHBNH D AHSH,

SEBIR ik KR
Action = String
Version = String
Region = String
Libraryld = String
Name w String
Remark w String
LibraryExtension =
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LibraryExtension

smh.intl.tencentcloudapi.com ,

SDK fURBEMMIREICRIZOFES , BAIEBERRXERNEKASTH

(=]

TEAHSHIIRL RHIBERSE,

\

NHEZE, AEOBYE: ModifyLibrary,
NHZE, AEOBYE: 2021-07-12,

AHSE, WS NRIESE,

WK 1D
BRAAERIR, &% 50 MFN, WAEMNRMSL,
i, &% 250 TFN. WAENAREHL,

BAEECED, B0 SWaEMERATENR, BMERE
ANSE, MAMEEZS BN RAMEREDEED,
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https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74890#LibraryExtension
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3. LS

SRR eyt EfipU

ME—I55K ID, HBRRSIRER, RIEKEIRE (FIFKEEMERERERARS
Requestld ~ String i, MIZRIERAZIRE Requestld) , EfI6)EFHEERHIZIRIFRA
Requestld,

4. 51

I SRR A BB B 15

BTG

POST / HTTP/1.1

Host: smh.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyLibrary
<PNHIFKRSE>

{

"Remark": " %ﬁ-%;ﬁz o

"LibraryId": "smhljjexrwwoa9ok",
"LibraryExtension": {

"EnableFileHistory": true,
"UseRecycleBin": true

b

"Name" : n%ﬁ-%?n

}

ik et

{

"Response": {

"RequestId": "8dfefeb57-2188-4e66-b5ef-07e493b003ce"
}

}

5. ARERR
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SDK

7 APl 3.0 IRETEEENF LT EE (SDK) , XIFSMEIZIES, EEHERIAA AP,

® Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

WweITIA
* Tencent Cloud CLI 3.0

6. tH1xh9

MXIIE T O S ZEERNEIRG, HEtMExGiFEl AHE

THIXAG

InternalError
InvalidParameterValue.LimitExceeded
MissingParameter

ResourceNotFound.Library
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MEBEEIR,

SHEMERFIFEEIRE,

BIAEAFEINETHEKS.
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https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/smh/v20210712/client.go
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BRI ER A

ST EHRE: 2026-05-26 23:25:11

2 [ 4R
1. =OFER

OBk smh.intl.tencentcloudapi.com ,
&) PaaS BRSBIFIRERH
FRAZEOIEKRIMFERE . 200R/7,

WFF{EF API Explorer

R

API Explorer 12t TTEL& AR, FRMIE. SDK ABERFIRFQFIZOEFEN . BIEEERARNEKRAEM
REIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

SEBR A%y KE R

Action = String NHSE, AEOBME: DescribelibrarySecret,
Version 2 String NHZE, AEOBE: 2021-07-12,

Region 5 String NHZE, SR EESE,

Libraryld = String R4KEE 1D

3. M4

Libraryld String  BWAIIEHEE ID

LibrarySecret  String = ZiHZIAVIEIREZ4A

Requestld String  ME—1EXK ID, HARSBIHEMN, BRBERTERE (EEREEMRERRERRGERIAR
5, MWIZRIERAEIRE Requestld) , EAIIO)RAN FHEREIZXIEKA
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Requestld,

4. 451

1 B IR E R
BN

POST / HTTP/1.1
Host: smh.intl.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribelibrarySecret

NHBEBRSE>
{
"LibraryId": "smhljjexrwwoa9ok"
}
it T 51
{
"Response": {
"LibraryId": "smhljjexrwwoa9ok",
"LibrarySecret": "5563cadd2dc2adbeFFArrakk kA xakkkAkkxkkkhkxxrkkAAxrchoabd8abecl649
O n ,
"RequestId": "61f8e8a2-964a-49d3-ad85-12£29d79%ac23"

}
}

5. FRERR

SDK
= API 3.0 RIETECERIFATASE (SDK) , XFSMREEES,

® Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

©2013-2026 BN =hRINFRE

AREE L ERERA AP,

5565 #1047


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/smh/v20210712/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs

> Tencent Cloud BHERFRE

* Tencent Cloud SDK 3.0 for C++

w<TIR

e Tencent Cloud CLI 3.0

6. TH1xh3

ATRFUE T2 O SSEEEXNEIRE, HEMtMEREGFED AHEIRD,

=g 1D
InternalError AEREE IR,
ResourceNotFound.Library BEAEAEFEERARTHKS,
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> Tencent Cloud

EIHRINE

ST E#RE: 2026-05-26 23:25:12

1. Ok

EOEKRER:  smh.intl.tencentcloudapi.com ,

B8 PaaS IRSTHRESIR
BOIAROEKINRRSI: 200R/%,

W {ER APl Explorer
=i

API Explorer Rt 7 AL . TRIVIE. SDK RIBEMMIRFNTIZOFEESN ., BRIEEESXIERIEKRREH

REIER AR BEER SDK EARSG,

2. MINSE

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

SHAIR G KR
Action = String
Version 2 String
Region & String
A f
LibraryldsN & fray o
String
PageNumber & Integer
PageSize & Integer
2 *
3. M4
SHER KR ik
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HAR

NHZE, AEOBYE: Describelibraries,
NHEZE, NMEORE: 2021-07-12,
NHEZE, WSEARESE.

REB—IHEZTEAEE ID 318, 8X5KN LR 100 4,

Tihg, A EA PageSize A, BRIMERN 1.

FE, Bi, B4 PageNumber A, EIMERN 20, &K
&9 100,
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Array of
List ey ETNELIIES
Library
TotalCount  Integer %
—IEX ID, HARSBIFER, BXIEKRTARRE (FEKEEMEREKREERA
Requestld String REiwR, MEIZXIERAETXE Requestld) . ENLO)SRNEERMHIZRIEK

Requestld,

4. 51

TN BRI E
BRI

PN

POST / HTTP/1.1
Host: smh.intl.tencentcloudapi.com
Content-Type: application/json

X-TC—-Action: Describelibraries

<PHIFTKRSE>
{}
i L 451
{
"Response": {
"List": [
{
"LibraryId": "smhOg8nrvsg7té6y6",
"Name" : n??’%% ",
"Remark" : H?f&% " ,
"BucketName": "smh-it-251202137",
"BucketRegion": "ap-guangzhou",
"AccessDomain": "smhOg8nrvsg/7té6y6.api.tencentsmh.cn",
"CreationTime": "2021-09-28T06:02:262",
"LibraryExtension": {
"IsFileLibrary": true,

"IsMultiSpace": false,
"CosStorageClass": "INTELLIGENT_TIERING",
"UseRecycleBin": false,

"AutoRemoveRecycledDays": null,
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"EnableSearch": false,
"DenyOnQuotalessThanUsage":
"EnableFileHistory": false,
"FileHistoryCount": null,

"FileHistoryExpireDay": null,

"MaxDirFileNameLength": 255,
"IsPublicRead": false,
"IsMultiAlbum": null,
"AllowPhoto": null,
"AllowPhotoExtName": null,
"AllowVideo": null,
"AllowVideoExtName": null,
"AllowFileExtName": [],

"RecognizeSensitiveContent":

b

"Size": "O",
"DirNum": "0O",
"FileNum": "QO"
b

{

false,

false

"LibraryId": "smhljjexrwwoa9ok",

"Name n . "??&%" p

"Remark" . n ",

"BucketName": "smh-it-251202137",

"BucketRegion": "ap-guangzhou",

"AccessDomain": "smhljjexrwwoa9ok.api.tencentsmh.

"CreationTime": "2021-09-28T09:43:07z",

"LibraryExtension": {
"IsFileLibrary": true,

"IsMultiSpace": false,

"CosStorageClass": "INTELLIGENT_TIERING",

"UseRecycleBin": false,

"AutoRemoveRecycledDays": null,

"EnableSearch": false,
"DenyOnQuotalessThanUsage":
"EnableFileHistory": false,

"FileHistoryCount": null,

"FileHistoryExpireDay": null,

"MaxDirFileNameLength": 255,
"IsPublicRead": false,
"IsMultiAlbum": null,
"AllowPhoto": null,
"AllowPhotoExtName": null,
"AllowVideo": null,
"AllowVideoExtName": null,
"AllowFileExtName": [],

"RecognizeSensitiveContent":
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b

"Size": "0O",

"DirNum": "Q0",

"FileNum": "O"

b

{

"LibraryId": "smhl2pzokd9cé6r5n",
"Name": "FRIE",

"Remark": "",

"BucketName": "smh-it-251202137",
"BucketRegion": "ap-guangzhou",
"AccessDomain": "smhl2pzokd9cé6r5n.api.tencentsmh.
"CreationTime": "2021-09-28T12:31:312",
"LibraryExtension": {

"IsFileLibrary": true,

"IsMultiSpace": false,

"CosStorageClass": "INTELLIGENT_TIERING",
"UseRecycleBin": false,
"AutoRemoveRecycledDays": null,
"EnableSearch": false,

"DenyOnQuotalessThanUsage": false,
"EnableFileHistory": false,
"FileHistoryCount": null,
"FileHistoryExpireDay": null,
"MaxDirFileNameLength": 255,
"IsPublicRead": false,
"IsMultiAlbum": null,
"AllowPhoto": null,
"AllowPhotoExtName": null,
"AllowVideo": null,
"AllowVideoExtName": null,

"AllowFileExtName": [],
"RecognizeSensitiveContent": false

b

"Size": "O",

"DirNum": "O",

"FileNum": "O"

by

{

"LibraryId": "smh3s9ig6lfsoudl",
"Name": "FfFE",

"Remark": "",

"BucketName": "smh-it-251202137",
"BucketRegion": "ap-guangzhou",
"AccessDomain": "smh3s9ig6lfsoudl.api.tencentsmh.
"CreationTime": "2021-09-28T12:32:062",
"LibraryExtension": {
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"IsFileLibrary": true,
"IsMultiSpace": false,
"CosStorageClass": "INTELLIGENT_TIERING",
"UseRecycleBin": false,
"AutoRemoveRecycledDays": null,
"EnableSearch": false,
"DenyOnQuotalessThanUsage": false,
"EnableFileHistory": false,
"FileHistoryCount": null,
"FileHistoryExpireDay": null,
"MaxDirFileNameLength": 255,
"IsPublicRead": false,
"IsMultiAlbum": null,
"AllowPhoto": null,
"AllowPhotoExtName": null,
"AllowVideo": null,
"AllowVideoExtName": null,
"AllowFileExtName": [],

"RecognizeSensitiveContent": false

b

"Size": "O",

"DirNum": IIO"’

"FileNum": "O"

b

{

"LibraryId": "smhlporquwrl19142",

"Name" : n??’%%nl

"Remark": " ",

"BucketName": "smh-it-251202137",
"BucketRegion": "ap-guangzhou",
"AccessDomain": "smhlporquwrl9142.api.tencentsmh.
"CreationTime": "2021-09-28T12:33:202",
"LibraryExtension": {

"IsFileLibrary": true,

"IsMultiSpace": false,

"CosStorageClass": "INTELLIGENT_TIERING",
"UseRecycleBin": false,
"AutoRemoveRecycledDays": null,
"EnableSearch": false,
"DenyOnQuotalessThanUsage": false,
"EnableFileHistory": false,

"FileHistoryCount": null,

"FileHistoryExpireDay":
"MaxDirFileNameLength":

"IsPublicRead": false,
"IsMultiAlbum": null,
"AllowPhoto": null,
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"AllowPhotoExtName": null,
"AllowVideo": null,
"AllowVideoExtName": null,
"AllowFileExtName": [],

"RecognizeSensitiveContent":

b

"Size": "O",
"DirNum": "QO",
"FileNum": "O"
b

{

false

"LibraryId": "smh32bey5ullr6bx",

"Name": "FfFE",

"Remark" . " ",

"BucketName": "smh-it-251202137",

"BucketRegion": "ap-guangzhou",

"AccessDomain": "smh32bey5ullr6bx.api.tencentsmh.

"CreationTime": "2021-09-28T12:33:272",

"LibraryExtension": {
"IsFileLibrary": true,

"IsMultiSpace": false,

"CosStorageClass": "INTELLIGENT_TIERING",

"UseRecycleBin": false,

"AutoRemoveRecycledDays": null,

"EnableSearch": false,
"DenyOnQuotalessThanUsage":
"EnableFileHistory": false,
"FileHistoryCount": null,

"FileHistoryExpireDay": null,
"MaxDirFileNameLength": 255,

"IsPublicRead": false,
"IsMultiAlbum": null,
"AllowPhoto": null,
"AllowPhotoExtName": null,
"AllowVideo": null,
"AllowVideoExtName": null,
"AllowFileExtName": [],

"RecognizeSensitiveContent":

by

"Size": "Oll,
"DirNum": "0",
"FileNum": "O"
I

1,
"TotalCount": 6,

false,

false

A\
em”,

"RequestId": "3d486825-fc56-434f-82d0-1db782b66728"
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5. FRERR

SDK

Z API 3.0 R TEENFATIAESE (SDK) , XEZMEZIES, EEHENIAR AP,
® Tencent Cloud SDK 3.0 for Python

e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js

* Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

WweITIAR
e Tencent Cloud CLI 3.0

6. TH1xh3

MTHMRIIE T RO S5 EAXNEIRTD, EtEREFED AHERE,

HIRD ETpUY
InternalError AEEEIR,
InvalidParameterValue.LimitExceeded SHENETFREGEIRS .
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/smh/v20210712/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/smh/src/v20210712/SmhClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1283/74891#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud BB AT

il PR IR A J2E

ST EHRE: 2026-05-26 23:25:13

32 [

1. =OFER

OBk smh.intl.tencentcloudapi.com ,
kR PaaS ARSZIHIAE

FRAZEOIEKRIMFERE . 200R/7,

WFF{EF API Explorer

R

API Explorer 12t TTEL& AR, FRMIE. SDK ABERFIRFQFIZOEFEN . BIEEERARNEKRAEM
REIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

SEBR Wik KA HR

Action 2 String NHZE, KIZOBVE: Deletelibrary,
Version 2 String NHZE, XEOBE: 2021-07-12,
Region & String NHZE, WSEAESEH,
Libraryld = String RUREE 1D

3. M4

SRR eyt DY
E—IEK ID, HRSIHER, BRIERPZIRE (FEKEEMRERERARS

Requestld  String i, MIZRIERAEIRE Requestld) , E[6IAHEE R HZRIE K
Requestld,
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https://console.intl.cloud.tencent.com/api/explorer?Product=smh&Version=2021-07-12&Action=DeleteLibrary
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873

> Tencent Cloud BB AT

4. 51

A5 ARG
P BRIR (A

PN

POST / HTTP/1.1

Host: smh.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: Deletelibrary

{
"LibraryId": "smhOg8nrvsg7té6yo"

}

ol )

{

"Response": {

"RequestId": "ea829232-caal-4dfe-9bbb-2f428cfael8c"
}

}

5. FXERIR

SDK
= API 3.0 RIETECEMF R TESE (SDK) , XIFSMEIRIES, SEEHENER AP,

¢ Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
® Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

w{ITIA

® Tencent Cloud CLI 3.0
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/smh/v20210712/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/smh/src/v20210712/SmhClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463

> Tencent Cloud BB AT

6 fomte u i ==

. T51xME

AUTRFUE T2 O S5BEEXMNEIRE, EthEiREFED AHERE,

TG R

InternalError AEBEEIR
InternalError.ModifyResourceStatusFail B BT PR S W
ResourcelnUse.MultiSpace ZHP = BRI ERFEEEFERNEFP=IE,
ResourceNotFound.Library BAEAEFEESAETHRIKS,
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https://intl.cloud.tencent.com/document/api/1283/74891#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud BB AT

EUFERLSUNES

BT EHRE: 2026-05-26 23:25:14

2 [ 4R
1. =OFER

OBk smh.intl.tencentcloudapi.com ,
B3 PaaS ARSZIHIRE

FRAZEOIEKRIMFERE . 200R/7,

WFF{EF API Explorer

R

API Explorer 12t TTEL& AR, FRMIE. SDK ABERFIRFQFIZOEFEN . BIEEERARNEKRAEM
REIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

SERMN ik KB HAR

Action = String NHSE, AEOBE: Createlibrary,
Version 2 String NHZE, AEROBE: 2021-07-12,
Region & String NHEZE, SRR SH,

Name 2 String WIRERZIR, &% 50 1NFEF

Remark =S String &F, &S 250 MNFH

FERER, MERTHUEN., SRRATBXGEER

BucketName = String hEtE .

FhEtRFRTENIEl, RS AIEN, HRIRAAEZFE
BucketRegion ) String I AEARETE R,
LibraryExtension £ LibraryExtension IRMAEERED, HDSHMERTAEN
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https://console.intl.cloud.tencent.com/api/explorer?Product=smh&Version=2021-07-12&Action=CreateLibrary
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74890#LibraryExtension

> Tencent Cloud BB AT

3. LS

SEBMR AU R
Libraryld String AR 1D

AccessDomain String

E—IEK ID, HRSIHER, BRBFERPZIRE (FIEKEEMREARLERER

Requestld String 5%, MIZRIEKRAETXE Requestld) ., ENIE)FRAEEZIZMHIZIRIERH
Requestld,

4. 451

w5 RUEBIRIAEE
BUERIR (A

BN

POST / HTTP/1.1
Host: smh.intl.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: Createlibrary
<PNHBEBRSE>

{

"Name": "MRHEEIKRE",
"LibraryExtension": {
"IsFileLibrary": true,

"IsMultiSpace": true

}
}
i HH R f5)
{
"Response": {
"AccessDomain": "smh3etdg8gpi220l1.api.tencentmsh.cn",
"LibraryId": "smh3etdg8gpi2201",
"RequestId": "5cclbd23-8ff1-4£f7a-86£9-640c97266c15"
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5. FRERR

SDK

Z API 3.0 R TEEMNFATIAEE (SDK) ,

MNP T 12O SSZ AR EIRD, HibERDIEL

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

wLTIR

Ap

Tencent Cloud CLI 3.0

6. TH1xh3

FHiRE

InternalError

InternalError.PostpaidFail

InvalidParameterValue
InvalidParameterValue.BucketNamelnvalid
InvalidParameterValue.BucketNameNotBelongYou
InvalidParameterValue.BucketNotFound
InvalidParameterValue.BucketNotSupport

InvalidParameterValue.BucketRegioninvalid

©2013-2026 BN =hRINFRE

iﬁ:ﬂﬂ’fﬁ&h =

AREE L ERERA AP,

tHIxh,

DU

NEREIR.

RS BT BRI
ZHEEEIR.
FHEERIRTRL
FERBMAE T HREKS.
FERAFES A EEEHE.,
RS EARZIFH IR

TFERRFR I TTRL
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/smh/v20210712/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/smh/src/v20210712/SmhClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1283/74891#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud BB AT

InvalidParameterValue.CosStorageClass IBEMNFMEEE TN,

EENEFEEARTEEED EFME, 5T 8E
RIS RED BFHEINEE.

InvalidParameterValue.CosStorageClasslintelligentTiering

MissingParameter RS EERIR
UnauthorizedOperation.PassRole KR#ZF cam:PassRole 1R,
UnauthorizedOperation.ServiceLinkedRole RRF SMH RBZEXAE,
UnsupportedOperation.Balanceless WP REAE
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EAEEXEO

S UE RS 50 1ERY

BRIFEFATE: 2026-05-26 23:25:04

1. #ZO4EIR

EOiEKEE: smh.intl.tencentcloudapi.com ,

KIERR(EIIER RS E H T2 X HINBRAEERKS

BROIAR OISR RS 2007/,

FF{FA API Explorer

REER

API Explorer 2t 7 AL . ZRIIE. SDK REBERMIRENTIZOFESN . BRIEEB/XIERMIEKREH

REERARBENEM SDK ARG,

2. WMASE

MTERSEIIRMNIILE TIROBRSBNIMOAHSE, TBAXSLIIRL AHIERSY.

SRR
Action
Version

Region

Purpose

PhoneNumber
Code
Instanceld

CountryCode

©2013-2026 BN =hRINFRE

Wik

fim

ali

i

ali

i) il ol

i

%

i

String
String

String

String

String
String
String

String

NHSE, AEOBYE: VerifySmsCode,

~

AHZE, AERORE: 2021-07-12,

\

HSU, AEOAFEEELSH.

~
L
\

NS ER, HEIFRgBREEANKS, BindSuperAdmin; {RIGAR

A FREEIEChannelUpdateVerify, &
BERBREERKSHFI S
(SRS

BEATEXLA ID

BIENBREEAKSNFINSHBNERNE. BN +86.
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https://console.intl.cloud.tencent.com/api/explorer?Product=smh&Version=2021-07-12&Action=VerifySmsCode
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873

> Tencent Cloud

3. WML

)

4. 51

SRR eyt EfipU

W—iEX ID, HRSHER, BXERBRIRE (FERKEEMEREREERKARS
Requestld  String I, NWHZRIERAFEIXE Requestld) , EL[C)EN HBERHEIZ

Requestld,

AN BEIEFR{SIEIERS

BTG

POST / HTTP/1.1

Host: smh.intl.tencentcloudapi.com

Content-Type:

application/json

X-TC-Action: VerifySmsCode
<PNHIFKRSE>
{
"Purpose": "BindSuperAdmin",
"InstanceId": "nOv9tdme",
"PhoneNumber": "18999999999",
"Code": "2261"
}

i tH 7= 51
{
"Response": {
"RequestId": "98a878b5-8cl6-4788-a7e7-4blal%a461db"
}
}

5. A REARIR

SDK

7 APl 3.0 RETEEENF AT EE (SDK) , XIFZSMEIZIES, EEHERIAR AP,
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> Tencent Cloud BB AT

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

® Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

A/\ITIE
* Tencent Cloud CLI 3.0

6. TH1xh3

MTMMRIIE T RO SR XNEIRTD, EtEiREIFED AHERE,

IR DU

InvalidParameterValue.CountryCode FBENERABIN.
InvalidParameterValue.PhoneNumber EENFNSBIR.

LimitExceeded.UserLimit EREIRPHRERS, BRARTmAE,
ResourceNotFound.Officiallnstance BEACELOIAFESAETERKS.
UnauthorizedOperation.SmsCode EERIEEERRET
UnauthorizedOperation.SmsCodeExceeded FEERIEBIIDREEIR, BEHAEEERIES,
UnsupportedOperation.Purpose BENBNAZZ .
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/smh/v20210712/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/smh/src/v20210712/SmhClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1283/74891#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud

Y Sey SAEETNRE

eI EFiAYE: 2026-05-26 23:25:05

1. Ok

EOEKRER:  smh.intl.tencentcloudapi.com ,

RIEATRHE /- 2EFINBRAEREANKSHEEIRITES

BOIAROEKINRRSI: 200R/%,

W {ER APl Explorer
=i

API Explorer Rt 7 AL . TRIVIE. SDK RIBEMMIRFNTIZOFEESN ., BRIEEESXIERIEKRREH

REIER AR BEER SDK EARSG,

2. MINSE

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

SHER Bk R
Action = String
Version 2 String
Region & String
Purpose 2 String
PhoneNumber 2 String
Instanceld & String
CountryCode £ String

3. WthSE

SRR it )

(S

©2013-2026 BN =hRINFRE

iR

NHEZE, AEOBYE: SendSmsCode,

\

~

NHSE, NEROBE: 2021-07-12,

N

~

AHZE, TEROFFTEERELSH.

\

KIS B/, ZHRISHRIBREIEAMKS, BindSuperAdmin; {3
kRN FER, ChannelUpdateVerifyZ

BENBREEAIKSHFNSH
EAT&EXEH ID

BrENBREEAKSHFNSHENERNE, 2NN +86,
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https://console.intl.cloud.tencent.com/api/explorer?Product=smh&Version=2021-07-12&Action=SendSmsCode
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873

> Tencent Cloud BB AT

WE—IEXK ID, HRSZBIHENR, BRERTRRE (EEREEMEREARERIARS
Requestld  String I, NMIZRIERAEIRE Requestld) , E[alAHE R HIZRIE K
Requestld,

4. 51

TN RSN
BN

POST / HTTP/1.1

Host: smh.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: SendSmsCode

NHIBERSEH>
{
"Purpose": "BindSuperAdmin",
"InstanceId": "nOv9tdme",
"PhoneNumber": "18999999999"
}
i 1 T 1)
{
"Response": {
"RequestId": "37c3c855-caee-4c44-9778-bdec5998e5f1"

}
}

5. ARERR

SDK
= API 3.0 RETEENARTARSE (SDK) , XEFZMEEIES, SEEHEIER AP,

* Tencent Cloud SDK 3.0 for Python
® Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

® Tencent Cloud SDK 3.0 for Go

©2013-2026 BN =hRIXERE 2585 10471


https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/smh/v20210712/client.go

> Tencent Cloud BB AT

¢ Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

HLTIA

* Tencent Cloud CLI 3.0

6. tH1xh9

ATRIE 7320 S5ZEEXME RS, EtErEiEl AHERE.

FERMG R

InternalError.SendSms AIXFEEIIEEE R £ iR,
InvalidParameterValue.CountryCode BEMNERABEN.
InvalidParameterValue.NotModified EENFHSHBS HEE.
InvalidParameterValue.NotSuperAdmin BENFNSBIFZEWNBREERRA,
InvalidParameterValue.PhoneNumber HEENFNSBIE.
RequestLimitExceeded.SendSms REEEE FISBENEEIRIEEIREISRERRS,
ResourceNotFound.Officiallnstance EALCEEAAFEHINETEHRKS,
UnsupportedOperation.Purpose EENBMNASZZIE,
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/smh/src/v20210712/SmhClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1283/74891#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud BB AT

EREE

eI EFiAYE: 2026-05-26 23:25:06

3z R
1. EOHER
EOEKRER:  smh.intl.tencentcloudapi.com ,
BRERRE
FRAZEOIEKRIMFERE . 200R/7,

W {ER APl Explorer

R

API Explorer 12t TTEL& AR, FRMIE. SDK ABERFIRFQFIZOEFEN . BIEEERARNEKRAEM
SRR Bh4ERL SDK ERATRHA,

2. MINZ%

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

SEBR 1WA it HAR

Action = String NHSE, AIEOBE: DescribeTrafficPackages,

Version 2 String NHZE, AEOBE: 2021-07-12,

Region S String NHZE, MEOANEEEBLSEH.

ResourceldsN & g::;g"f BRI HES R 1D B, SRERILRY 100 1.

PageNumber S Integer Tif5, EA FEH PageSize £/, BIMERN 1.

PageSize = Integer ETDT%IE ¥A, BS PageNumber {4, EUMEN 20, &KX
&9 100,

OrderBy N String SHIEESFHITHER

OrderByType & String HR A=

Type &5 Integer SR L BYTHI%
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https://console.intl.cloud.tencent.com/api/explorer?Product=smh&Version=2021-07-12&Action=DescribeTrafficPackages
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873

> Tencent Cloud BB AT

3. LS

SEBR KA R
Array of
List =y
TrafficPackage REE5IR
TotalCount  Integer 5%

W—iEX ID, HRSIHER, BXERBRIRE (BERKEEMEREFR
Requestld String BEMEIARRSS IR, MPZRIERASIRE Requestld) , EfIGIRANFEER
HiZxiEKR Requestld,

4. 51

1 BERE R LM
BATH

POST / HTTP/1.1

Host: smh.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeTrafficPackages

<REBRSE>

{1
i H R f5
{
"Response": {
"List": [
{
"InstanceId": "jexrwwoa",
"Domain": "jexrwwoa.cofile.net",
"Type": O,
"Size": "107374182400",
"SizeGB": 100,
"Remain": "89017835619",
"Used": "18356346781",
"UsedPercentage": "17.10",
"EffectiveTime": "2021-10-12T03:53:292",
"ExpireTime": "2021-11-12T15:59:592"
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https://intl.cloud.tencent.com/document/api/1283/74890#TrafficPackage

> Tencent Cloud BB AT

}

I

"TotalCount": 1,

"RequestId": "27ec9933-ad39-46b0-9eal-£863a89dd00c"

}
}

5. FRERIR

SDK

= API 3.0 IR TEREMALTESE (SDK) , XIFZMRERIES, EEEHENER AP,
¢ Tencent Cloud SDK 3.0 for Python

e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js

¢ Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

WweITIA
e Tencent Cloud CLI 3.0

6. fH1xh9

AR T g O\ SZEEXAEIRE, EMEIRBIERN A HE1RE,

HIRG ET:PUN
InternalError REFEEIR,
InvalidParameterValue.LimitExceeded SHENES FREGEIR,
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/smh/v20210712/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/smh/src/v20210712/SmhClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1283/74891#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

&> Tencent Cloud

E1HE /5 SLHIRE 5 20

BT E#RE: 2026-05-26 23:25:07

1. Ok

EOEKRER:  smh.intl.tencentcloudapi.com ,

BEWEH RIS EE

BOIAROEKINRRSI: 200R/%,

W {ER APl Explorer

R

API Explorer 121t 7T & AR .

AWML, SDK {URBLERAMRENRIZOFES . BAIEESREANBERASTH

FER AR BohERL SDK ARG,

2. MINZ%

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

SEAR Wi
Action =
Version =
Region £

3. LS

SRR

Quantity
Storage

UserCount
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HE
]

Integer

String

Integer

it R
String NHEZE REEOEYE: DescribeOfficialOverview,
String NHZE, AEOBE: 2021-07-12,
String NHZE, RKEOTNFTEEBLSH.
R
nREIBIHE

SIERNSTFEE, 20 Bytes, HTHRFEREBERS, %FEA String

ﬁgo

BEEPENERNS AP
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https://console.intl.cloud.tencent.com/api/explorer?Product=smh&Version=2021-07-12&Action=DescribeOfficialOverview
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
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: KA TITRE, BN Bytes, HTHFEREBERS], 1%FEI String 2
InternetTraffic String

B,

—i5K ID, BHRSIHER, BXEKRIARIRE (FEKEEMEREREERIAR
Requestld String Fim, MRZRIERA=IRE Requestld) , EALO AR FEEIRIZRIE R

Requestld,

4. A5l

1 BERE LI R IR
BN

POST / HTTP/1.1

Host: smh.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeOfficialOverview

<PHBEBRSE>

{1}

iR Bl

{
"Response": {
"Quantity": 1,

"Storage": "1342177280",

"UserCount": 4,

"InternetTraffic": "6442450944",

"RequestId": "0188bc60-7c75-4207-a457-898£114324a3"

}
}

5. ARERIR

SDK
= API 3.0 IRE TERRENFALRIAESE (SDK) , XEZMEIZIES, sEEHEIER AP,

¢ Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java

> Tencent Cloud BB AT

* Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

WwLITIA
e Tencent Cloud CLI 3.0

6. tH1xh3

ATRFUE 7RO S5ZEERNEIRE, EMMERGFED AHEIRE,

EHIRIG AR
InternalError ISR
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https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/smh/v20210712/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/smh/src/v20210712/SmhClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1283/74891#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud

BIH'E X6l

eI EFiAYE: 2026-05-26 23:25:09

1. EZOfER

EOEKRIER:  smh.intl.tencentcloudapi.com ,

BHEH RIS

BOIAROEKIMRRFI: 200R/%,

#FF{ER APl Explorer
=i

API Explorer 121t 7T &R .
SRR BEER SDK ARG,

2. MNZ%

M™IERSEINRMNIIE THROBRSHENHD A

SHEMN
Action
Version
Region

SuperAdminAccount

Instancelds.N

PageNumber

PageSize

OrderBy

OrderByType
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AD HD &
S

iy

i

iy

iy

iy

i

%

i

String
String
String
Boolean

Array of
String

Integer

Integer

String

String

HRIIE. SDK fCREMRMIRENRIZOAFES . BAIEERXEANBERASTH

2, TRAHSBIIRIN 2NHIERSU,

NHESE AREOBYE: DescribeOfficiallnstances,

\\

\

NHSE, AFEOBYE: 2021-07-12,

~

NHZE, DEROTFTERELSH.

EEEEIHHENBRERANKS, BIMEN false,

[eos

ZR—PEHEZIIH ID Eil, BIRIFRI LR 100

/N

"o

RS, A, ELS PageSize {§MA, EIMERN 1.

BUIE, ¥R, BS PageNumber £/, BRIMER
20, wmAMERN 100,

SHEE S #ATHEF
HFHR
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https://console.intl.cloud.tencent.com/api/explorer?Product=smh&Version=2021-07-12&Action=DescribeOfficialInstances
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
https://intl.cloud.tencent.com/document/api/1283/74873
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> Tencent Cloud

ME—1EK ID, HBRSZIHER, BRBERBRIRE (FiEREEMRERERA

AutoRenew & Integer S
BindPhone 5 Boolean
o *
3. Wt 2%
SEBR KA IR
Array of .
List 4 SEIFZ
Instance
TotalCount  Integer B
Requestld String

Requestld,

4. 51

T EWEFLH
PN N )

POST / HTTP/1.1
Host:
Content-Type:
X-TC-Action:
<NHIFKRSE>

smh.intl.tencentcloudapi.com
application/json

DescribeOfficialInstances

{1

ithRB

{

"Response": {
"List": [

{
"InstanceId": "jexrwwoa",
"Jjexrwwoa.cofile.net",
"EffectiveTime": "2021-11-17T03:03:452",

"2021-12-17T23:59:592",

"Domain":

"ExpireTime":
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RS, MIZRIERAEIRE Requestld) . ENOJRE TR ZE R HIZRIE K
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https://intl.cloud.tencent.com/document/api/1283/74890#Instance

> Tencent Cloud

"UserLimit": 5,

"StorageLimit": "53687091200",

"StoragelLimitGB": 50,
"Isolated": false,
"AutoRenew": 1,
"SuperAdminAccount": null
}

1,
"TotalCount": 1,

"RequestId": "27ec9933-ad39-46b0-9eal-£863a89dd00c"

}
}

5. AXERIR

SDK

Z APl 3.0 Rt TEEEN A LT EE (SDK)

MMMRI G T O S5 AER XA EIRED, Hits

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

wLTIA

Ap

Tencent Cloud CLI 3.0

6. tH1xH

THIRD

InternalError

InvalidParameterValue.LimitExceeded
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, XIFSMRIZIES, BEEAENEA AP,

ARG,

REREIR.

SHENENFRHEEBERE,
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/smh/v20210712/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/smh/v20210712/smh_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/smh/src/v20210712/SmhClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1283/74891#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud BB AT

LB

ST E#RE: 2026-05-26 23:25:15

Instance

EATEXZMER

WA T4EO5|A: DescribeOfficiallnstances.

BFR et ET:PUN
Instanceld String S5 ID
. , TRIFE., IRIHLERER, MiZEMRN null,
Domain String N — S
FE: MFERFEEIRE null, RABAZEWE.
. . Timestamp s
EffectiveTime SO8601 A 2B (8]
ExoireTime Timestamp TEART (8], ANRAIEEITEIKABREES, ZEMR null,
P ISO8601 A WFREAERE null, FREREIEMRE.

AFHE. MRANRETEARREABARESIH, ZBEER
UserLimit Integer null,

AR WFERABEIRE null, RRBAEBRE.

FEBE, B{IAN Bytes, ATHFEEBERS, ZFEN
String K&, MRNIZEITEHARBIFHEBELAE, ZEUR
null,

FE: WEFERATEERE null, RREAHBERE.

StorageLimit String

EFHEEE, BAIN GB., IRNERETBF A EHFREETEX
StorageLimitGB Integer B, ZREMHER null,
ER: WFERATEEIRE] null, RREARBERE.

Isolated Boolean LA THRE
AutoRenew Integer FEIFIR, 0t Feh4EFR; 10 BEh4EsE; 20 FIHIAREE,

BAEEAKS, MRAEZETALFHHENBRAEEANKSD
SuperAdminAccount  String HEILBIRAEBRERERKS, MiZEMHR null,
FE: MFERAEERE null, REAZIERIE,

Bucket String BRI T, BRFMERER
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> Tencent Cloud BB AT

BRI T, RBmHSRER

LogBucket String

TR WFERAIEERE null, RREBAZIERE,

Library
PaaS RBBEAEER
W& OS5I Describelibraries,

e it IR

Libraryld String YRR ID

Name String BARERIF AR

Remark String #2F

BucketName String RIREESRER COS 1xfiiR

BucketRegion String SRS E R COS TREt@AT7E Ay ithig

AccessDomain String ZEAEERIN S API 35813

. . Timestamp 2R
CreationTime SOB601 peluNEReFELR
LibraryExtension LibraryExtension KRS B IN

BIEERE, BN Bytes, ATHFREBERS, ZFERN

Size String String 28,
DirNum String WAEEE R, BTFRFREEERE, ZFRR String £,
FileNum String WREEC R, BTFRFREEEIRE, ZFRR String £,
LibraryExtension
WA B B

WA T3EOS| A Createlibrary, DescribelLibraries, ModifyLibrary,

B e Wk R
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> Tencent Cloud

IsFileLibrary

IsMultiSpace

CosStorageClass

UseRecycleBin

AutoRemoveRecycledDays

EnableSearch

DenyOnQuotalLessThanUsage

EnableFileHistory

FileHistoryCount

FileHistoryExpireDay

©2013-2026 BN =hRINFRE

Boolean

Boolean

String

Boolean

Integer

Boolean

Boolean

Boolean

Integer

Integer

i

i

i

i

i

i

i

iy

i

BREREIEE

true IXXHRBURIRE, AJFEE@REINH; false
FERARRBUG AR, (XA RR R AR B
BRIAR false, TEBAELIRETEEE N,

true NS ZEERIAE, AIEESZSMEPZE;
false ABMEFEEIGHAE, FEERIEBF=E, X
AEMRIANRE—FAF =@, BAR false, FEHRIE
FEEIZEARBEMZEN.

REZE COS WRIFMEHXHNITZIEED, (N5
STANDARD. STANDARD_IA,
INTELLIGENT_TIERING. MAZ_STANDARD,
MAZ_STANDARD_IA #]
MAZ_INTELLIGENT_TIERING, ERiAN
STANDARD, X% AZ FhE@RNISEER
MAZ_ FBRTFZ AZ 78R, SNBENMER
IE MAZ_ FFkRORBTFIES AZ MTEAEREL, SHIEEE
BE B2 INTELLIGENT_TIERING 5§
MAZ_INTELLIGENT_TIERING BY, EEELNTZE
WHBEED BEME, SINSREILN, EEKES]
EETREEK,

EEFTELERIETNEE. FIAA false,

SFEEIUREARY, BnMEREKIEITEAIRER, EE
B2 1095 (3 ) , H/EN 0 MAFBEEIMER, FIA
70, HRFEEWILES, ZEMR null,

TR EFERAIAERE null, REAZBNIE.

RRRAXMARRERINE, BIARN false,

REGAESEFZ BB RN TEEREFMREE
Y, BEEEIREIFK, FIAR false,

RETEHREMRA, BIAR false,

S RHLRAN, EEBTHRENDLRAAY
HE LR, BETEEN 173 999, HARFEH LA
B, ZEMERTBERN null,

FE: WFERAIEERE null, RREAEIERE.

SRR LA, EERHLERARENREIKKE,
EVESEEA 0 3 999, HiEEN 0 AKX IR
B, SRFEHERAEE, ZEMERIEER null,
FE: WFERAIEERE null, RERAZIBERE.
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MaxDirFileNameLength

IsPublicRead

IsMultiAlbum

AllowPhoto

AllowPhotoExtName

AllowVideo

AllowVideoExtName

AllowFileExtName

RecognizeSensitiveContent
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Integer

Boolean

Boolean

Boolean

Array of
String

Boolean

Array of
String

Array of
String

Boolean

iy

i

i

i

i

i

i

iy

BRIAXHRBNERKE, T8 255, BN
265, RS BARIMEFER RS, Bl
RzFERNER), ELFENKERBTBERMEN
BRAXGBAZTREEZN,

EEABEABIE, FREERFELEERSCLH,
BRIAR false, (MR ZERAESZIFZEIE, &
NizEER null,

AR FERATRERE null, RERAIBYE.

RIS KBR A ERS TR SRS, FEEAEE—R
B% (BNEHE) BREXHRERFESEER, &
N gERIEEBFRRAEXE RBERFAERBR. AIA
7 false, {RERFAP =[BRS BRI B ST 5148
M, SNZEMR null, FEREERIZETEEEL,
R WWFERAIRERE null, RREREIERE.

IR BVEAER S RIT ERER A, BUAR true, X
PR EEARBEAETZEY, SUZEME
A null,

AR MEFERAEEIRE] null, RIEARIBERE.,

SRARBGRERT LERRAN, BEATNT R
B, BRARZHA, HRISRIE Y BRI NAY
MIME KB B apFIlR, {XERMEF EGRIREER R
ZHzEM, SMEMR nul,

EE: MWFERATEERE null, RREAREIBERE.

SRR BN A ER S /AT LBV, BRIAA true, X
PR EEAKBBAEIZEY, SUZEME
7 null,

AR WWFERAEEIR[E] null, RAEARBRIE.

SERRBIGRE S EAEURRT, IBEARTRIT R
B, BARNTHA, RISRIE T BRI NAY
MIME XEBRpFIRT, (NP =BG R LB R 2
BN, SMEMR nul,

IR WWFERRTRERE null, RREREIERE.

FRE X RBR R ERVFIXXMAT RAR, BANTE
A, LR ERMRBRENG, (NBAP |G
REGREFZREME, SNZEMERN null,

ER: WFERAIRERE null, RREAEIBERE.

RALENESHITHRATEE, BIAR false,
NP =RREESFTZEE, SNZEEN
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> Tencent Cloud

TrafficPackage

RERXREEE

WU OS5I DescribeTrafficPackages.,

BR

Instanceld

Domain

Type

Size

SizeGB

Remain

Used

UsedPercentage

EffectiveTime

ExpireTime
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KEY

String

String

Integer

String

Integer

String

String

String

Timestamp
ISO8601

Timestamp
ISO8601

null,

AR FERATRERE null, RERAIBEYE.

F3

(S

MERIREATITINAYSEA] ID

LTRE®R. MRIFHTLERER, MEMEHN null,
TR WFERAIEERE null, RABRAZIBERE.

MERRENFRE, 0 AUEMXE, 1 NG

BmE, BN Bytes, HTHFREBERTI, 1ZFEN String

RRME, BN Bytes, HTHFXREUSERS, %FE&H String

=S

BERARE, 204 Bytes, HTHFERERBERS], ZFERA

String K&,

BERBED, BTHFREBERS], ZFE) String K&,

£XETE, ENRERIREAITT G 8]

iTHARY(E), BOARHEHNAYSERIROE AR E], dIRMER IR EAAITINAISE
BINIRET BHKABEES, ZEEHR null,
TR EFERAIAERE null, RREAHBNIE.
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> Tencent Cloud

IR

ST E#RE: 2026-05-26 23:25:16

IgE A

NRIREIZERPIFTE Error FFER, NMFRTRIEA APl EROKMW, Hla0:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your si

gnature is correct."

Hy

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

}
}

Error ARy Code REHIRIE, Message RniZiEIZMNEMEE,

HIRIDYIR
NHEHIRTD
THIRD

ActionOffline
AuthFailure.InvalidAuthorization

AuthFailure.lnvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

©2013-2026 BN =hRINFRE

il
EOET4.

1BEREEHN Authorization AFEEBINER
)i

MFA 1%,

BHAERE, BE T8 KERARS SRR
FEZEA, WIRESIER, BRERHASKIESIE
Eﬁ, /EIE\ UEZ:1%EI =)

S HITHA, Timestamp RS ZRATENEZE S
SRS, BB E)R S AR ER 8 E

o

Nl e
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https://intl.cloud.tencent.com/zh/document/product/378/12036
https://console.intl.cloud.tencent.com/cam/capi

> Tencent Cloud

AuthFailure.SignatureFailure

AuthFailure. TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

InvalidRequest

IpInBlacklist

IpNotinWhitelist

LimitExceeded
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