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@ Tencent Cloud

APl 44
RS

BIFEFATE: 2026-07-10 16:48:55

E 3Rk
E#RTE: 2026-07-10 16:47:32
KREHEBETUTAR:
HEEENXIE,

Bz O:

® CreateTaskFromAction
o FEAZS: TaskTags
* ModifyTaskRunStatus

o FMEAZ: Issue, Record, IncludeRecordIinReport

£ 2K

& #RTE): 2025-08-01 17:17:22
KREHEBETUTAR:
HEEENXIE,

BRiEO:

® DescribeTaskList
o ¥fiAZ: Archld, ArchName

E 1K

AfmEtE: 2024-09-19 09:52:28
KERERMEETUTHS:
HNEEEBHNXY,
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https://intl.cloud.tencent.com/document/api/1235/64609
https://intl.cloud.tencent.com/document/api/1235/64596
https://intl.cloud.tencent.com/document/api/1235/64601
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* CreateTaskFromAction

® CreateTaskFromTemplate

* DeleteTask

* DescribeActionFieldConfigList
® DescribeActionLibraryList

* DescribeObjectTypelList

® DescribeTask

® DescribeTaskExecutel.ogs

® DescribeTaskList

* DescribeTaskPolicyTriggerLog
¢ DescribeTemplate

¢ DescribeTemplateList

* ExecuteTask

* ExecuteTaskinstance

* ModifyTaskRunStatus

* TriggerPolicy

FTIR AR

* ActionFieldConfigDetail
¢ ActionFieldConfigResult
e ActionFilter

® ActionLibraryListResult
* ApmServicelnfo

® DescribePolicy

¢ ObjectType

* ObjectTypeConfig

* ObjectTypeConfigFields
® ObjectTypedsonParse
* PolicyTriggerLog

* ResourceOffline

* TagWithCreate

* TagWithDescribe

* Task

* TaskConfig

* TaskGroup

* TaskGroupAction
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https://intl.cloud.tencent.com/document/api/1235/64609
https://intl.cloud.tencent.com/document/api/1235/64608
https://intl.cloud.tencent.com/document/api/1235/64607
https://intl.cloud.tencent.com/document/api/1235/64606
https://intl.cloud.tencent.com/document/api/1235/64605
https://intl.cloud.tencent.com/document/api/1235/64604
https://intl.cloud.tencent.com/document/api/1235/64603
https://intl.cloud.tencent.com/document/api/1235/64602
https://intl.cloud.tencent.com/document/api/1235/64601
https://intl.cloud.tencent.com/document/api/1235/64600
https://intl.cloud.tencent.com/document/api/1235/64599
https://intl.cloud.tencent.com/document/api/1235/64593
https://intl.cloud.tencent.com/document/api/1235/64598
https://intl.cloud.tencent.com/document/api/1235/64597
https://intl.cloud.tencent.com/document/api/1235/64596
https://intl.cloud.tencent.com/document/api/1235/64595
https://intl.cloud.tencent.com/document/api/1235/64610#ActionFieldConfigDetail
https://intl.cloud.tencent.com/document/api/1235/64610#ActionFieldConfigResult
https://intl.cloud.tencent.com/document/api/1235/64610#ActionFilter
https://intl.cloud.tencent.com/document/api/1235/64610#ActionLibraryListResult
https://intl.cloud.tencent.com/document/api/1235/64610#ApmServiceInfo
https://intl.cloud.tencent.com/document/api/1235/64610#DescribePolicy
https://intl.cloud.tencent.com/document/api/1235/64610#ObjectType
https://intl.cloud.tencent.com/document/api/1235/64610#ObjectTypeConfig
https://intl.cloud.tencent.com/document/api/1235/64610#ObjectTypeConfigFields
https://intl.cloud.tencent.com/document/api/1235/64610#ObjectTypeJsonParse
https://intl.cloud.tencent.com/document/api/1235/64610#PolicyTriggerLog
https://intl.cloud.tencent.com/document/api/1235/64610#ResourceOffline
https://intl.cloud.tencent.com/document/api/1235/64610#TagWithCreate
https://intl.cloud.tencent.com/document/api/1235/64610#TagWithDescribe
https://intl.cloud.tencent.com/document/api/1235/64610#Task
https://intl.cloud.tencent.com/document/api/1235/64610#TaskConfig
https://intl.cloud.tencent.com/document/api/1235/64610#TaskGroup
https://intl.cloud.tencent.com/document/api/1235/64610#TaskGroupAction
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* TaskGroupActionConfig
* TaskGroupConfig

® TaskGrouplnstance

* TaskGrouplnstancesExecuteRules
* TaskListltem

* TaskMonitor

* TaskReportinfo

* Template

* TemplateGroup

* TemplateGroupAction
* TemplateListltem

* TemplateMonitor

* TemplatePolicy
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https://intl.cloud.tencent.com/document/api/1235/64610#TaskGroupActionConfig
https://intl.cloud.tencent.com/document/api/1235/64610#TaskGroupConfig
https://intl.cloud.tencent.com/document/api/1235/64610#TaskGroupInstance
https://intl.cloud.tencent.com/document/api/1235/64610#TaskGroupInstancesExecuteRules
https://intl.cloud.tencent.com/document/api/1235/64610#TaskListItem
https://intl.cloud.tencent.com/document/api/1235/64610#TaskMonitor
https://intl.cloud.tencent.com/document/api/1235/64610#TaskReportInfo
https://intl.cloud.tencent.com/document/api/1235/64610#Template
https://intl.cloud.tencent.com/document/api/1235/64610#TemplateGroup
https://intl.cloud.tencent.com/document/api/1235/64610#TemplateGroupAction
https://intl.cloud.tencent.com/document/api/1235/64610#TemplateListItem
https://intl.cloud.tencent.com/document/api/1235/64610#TemplateMonitor
https://intl.cloud.tencent.com/document/api/1235/64610#TemplatePolicy
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API TRIEN|]

RA LAMER API Explorer TEEZIEAR API,
AN AEIESES ), BT APl Explorer TEIF APl #OMFSENT:
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https://intl.cloud.tencent.com/document/api/1235/64584
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1. ¥\ API Explorer TETIHE, £% API Explorer TE{FRER., &8N {#/A API Explorer,
2. ¥§H DescribeTask #&00, BEEAHSH, EWEERAESER.
3. EREGERHPEEEHIS IR,

)
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https://console.intl.cloud.tencent.com/api/explorer
https://intl.cloud.tencent.com/document/product/1080/38761
https://intl.cloud.tencent.com/document/api/1235/64603
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API 58

SIFEFRTE: 2026-07-10 16:48:50

ESHEXEO

BOBMR EOIheE SRS OR/FD)
CreateTaskFromTemplate MEZIEFE IR IE S 10
DeleteTask IFR{ESS 10
DescribeActionFieldConfigList SREENERE B ES IR 20
DescribeActionLibraryList SRENNTEEET ISR 100
DescribeObjectTypeList BN REBTF 20
DescribeTask HEES 20
DescribeTaskExecutelogs REUVBEHIFZAE 20
DescribeTaskList EEESIIR 100
DescribeTemplate EREHRE 20
ExecuteTask WATES 10
ExecuteTasklnstance PATIESSSHIESLHI 10
ModifyTaskRunStatus BESBITIRE 10
CreateTaskFromAction MEDEBIEIE SR 20
DescribeTaskPolicyTriggerlLog SRERIPA= & B 20
TriggerPolicy AR IP A SRR 20
ZINEHEXEO
BORMR EOTheE SRERFRE OR/FD)
DescribeTemplateList BRZRETIF 100
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https://intl.cloud.tencent.com/document/api/1235/64608
https://intl.cloud.tencent.com/document/api/1235/64607
https://intl.cloud.tencent.com/document/api/1235/64606
https://intl.cloud.tencent.com/document/api/1235/64605
https://intl.cloud.tencent.com/document/api/1235/64604
https://intl.cloud.tencent.com/document/api/1235/64603
https://intl.cloud.tencent.com/document/api/1235/64602
https://intl.cloud.tencent.com/document/api/1235/64601
https://intl.cloud.tencent.com/document/api/1235/64599
https://intl.cloud.tencent.com/document/api/1235/64598
https://intl.cloud.tencent.com/document/api/1235/64597
https://intl.cloud.tencent.com/document/api/1235/64596
https://intl.cloud.tencent.com/document/api/1235/64609
https://intl.cloud.tencent.com/document/api/1235/64600
https://intl.cloud.tencent.com/document/api/1235/64595
https://intl.cloud.tencent.com/document/api/1235/64593

> Tencent Cloud TImia) - SRR

©2013-2026 S ThRINFIE 510 #1650



> Tencent Cloud ZHE) - SRR

HAAR
16 K251

BIEEFATE: 2026-07-10 16:48:50

1. ArSSHbiE

AP| THsmiE gz N, AP Rt hIigiE Nig& 5 cfg.intl.tencentcloudapi.com , th3ZiFtgEMhEE R 5], B
WM AYIE R 9 cfg.ap—guangzhou.tencentcloudapi.com .

WHRERMIAIGEANG R, RIBEBZONEFIFMAEMNE, SEmEBNAIREMNE DS BANgNRSES. fIWE
[TMAERIEKR, =BoETREINT MRS 23, RRMIEE cfg.ap—guangzhou.tencentcloudapi.com 2—%1#,

AR MEESURRIMLSS, EiUEEFIHISANEE,

AR ERE APIBEAR, ATFRARTRNFROIIMRMARSAIME, ™ mSFntEIREERAAR/AH
SEEFER, #BOSFHMEBEROXERAANSHRPE,

BRI EFNERIIR:
M g2
MIAHIEIEAN (HE, RZEFEEREX) cfg.intl.tencentcloudapi.com
X (M) cfg.ap—guangzhou.tencentcloudapi.com
FLRX (£8) cfg.ap-shanghai.tencentcloudapi.com
ERIX (FR) cfg.ap—nanjing.tencentcloudapi.com
FEibiX (IE=R) cfg.ap-beijing.tencentcloudapi.com
FAEitX  (p%ER) cfg.ap—chengdu.tencentcloudapi.com
AAEitX (&K) cfg.ap—chongqing.tencentcloudapi.com
BEAHEX (FEER) cfg.ap—hongkong.tencentcloudapi.com
WARE (o) cfg.ap-singapore.tencentcloudapi.com
TWAERE (HIDA) cfg.ap-jakarta.tencentcloudapi.com
TXERE (EF) cfg.ap-bangkok.tencentcloudapi.com
TAXEI (BR) cfg.ap—-seoul.tencentcloudapi.com

©2013-2026 BB TIRINFTE 11 H165m
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TAFRIE (RR) cfg.ap-tokyo.tencentcloudapi.com
ZEFRH (FFEL) cfg.na—ashburn.tencentcloudapi.com
EEAEE (ES) cfg.na-siliconvalley.tencentcloudapi.com
EEBX (RRT) cfg.sa—saopaulo.tencentcloudapi.com
FOMitX (Z=5=f) cfg.eu—frankfurt.tencentcloudapi.com

AR BTESRENFEMXEREAEEN, ESHEERERSH (A4S Region AERMEXitE) , FE
IR EEF ER X tIRANE, &IFAN Region RIMIEIRIT—.

TR XA ERIXEE
HLEMX (LB cfg.ap—shanghai-fsi.tencentcloudapi.com
@it CRYIEE) cfg.ap—shenzhen—fsi.tencentcloudapi.com

2. BIEX

Bl AP (UEREIROMEI HTTPS HTiB(E, RIESTEMNEEEE.

3. 18X AE
TIER HTTP 15K 5%

e POST (%)
e GET

POST &R 1FH) Content-Type Z£H:

e application/json (#F) , WIFERERFE v3 (TC3-HMAC-SHA256)
e application/x—-www-form-urlencoded, AHITUERZERFE vl (HmacSHA1T 8 HmacSHA256)
* multipart/form—-data ({XEB0EOXE) , WIERZERAE v3 (TC3-HMAC-SHA256) .

GET BEXRHIERBR/NAE#BII32KB, POST IEREFEHAERTE vl (HmacSHAT, HmacSHA256) BYAR154#85id
1MB, POST EKREAZZAE v3 (TC3-HMAC-SHA256) RIz1F10MB,

4. FRRiG

©2013-2026 BB TIRINFTE 12 H165m
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D>
i
¥

S5

AHBUERTMRAFPNZROZR/NSH, NIFVE, A5 MERORMOSEPAIBYXESHHTIRA, B8R
IERDFBEETILESH, TERERREBK.

AHSENBREANBRBERNER DRSS REMERER.

(ERZER A v3 IAHSH

BERAHEVE (BNBAIE TC3-HMAC-SHA256) BLEERAE vI (FEXMEAIEERRMERLE) , BERE,
XIFERRIERE, X¥5 POST JSON #33, MHEeE—ERTT, HEERZERZRHETEER,

\\

AR HTEMNER, SoEOXEPNROERNZERE VI GET 5K, MARERENERTIE V3,
ERERFLIE V3 I, AHSHFES—NE HTTP Header 15K LA, AR

SHEL E30 BiE ik
. o _ HTTP ##sk: X-TC-Action, R{EMIEORM, BUESEEOTHIEAS HET ETFAHS Action FI34EE, it
eHen e = ZERS BB WETMFIZIEND, BUEN Describelnstances,
HTTP i§%:k: X-TC-Region, &%, MIFNE BIRIER MEEONIE, MESSEONDHASHETR
Region String - FiaH S Region R, FE: ELEOATESRZSN, BOXEPSITULIFRLRE, WHENMEERZS T
FLEN,
— . _ HTTP %k : X-TC-Timestamp, 487 UNIX /88, BIiCRER APl &RAOEHE), FiE0 1520223702, 8: 40
imestamp neger | = RSRSSMEEEETSSE, 23RERTHEE,
) , _ HTTP i&Rk: X-TC-Version, R{ERT API gOkEA, ENESEEOSIEHASAHESH Version FIiHEE, FMERS
Version String =

E2RRR AR 2017-03-12,

HTTP tmtE S ELE0FER, fHlun:

TC3-HMAC-SHAZ256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content—type;host,
Signature=fe5f80f77d5fa3becal38a248ff027d0445342fe2855ddcO6317663032611024

Hep,

- TC3-HMAC-SHA256: #EAi%, BRIEEEZE;

Authorization | String | & ~ Credential: #&EIE, AKID** 2 Secretid; Date £ UTC #iiTEMEE, BESSNARSH X-TC-
Timestamp #2867 UTC #RERE BE—3 service AEGFRE, BYnEEaE. 6w, &S
cvm.tencentcloudapi.com BREFREE cvm., A= REMER cfg; tc3_request AEEFHS;

- SignedHeaders: #5228 iTHLEMER, content—type fl host FuiELal;
— Signature: ERFE,
HTTP iRk X-TC-Token, Bl £ FiLIESS FRiAMNIGIE S EIEPE Token, {FRANEEIF Secretld

Token String &5 Secretkey B{EERAIRFHZEEITFH TmpSecretld ] TmpSecretKey, (I HI 482 Bt Token F
.

) HTTP A% k: X-TC-Language. BEEIELMES, (NFHEOZGIESE. B{E: zh-CN, en-US. zh-CN &

Language String ES

Elgsz, en-US iR[EE3,

RixAPEEE I\ M SRS S ZATIRFIEI T, BROSHRENREZE Offset=0, ROEE
Limit=10, MEIEREMIZIRIER URL, iBRKER. BRERGIANT:

©2013-2026 BB TIRINFTE 5814 H165m
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HTTP GET 1&KEmRH51:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TE3-—HMAC—SHAZ256 Credenitial=AKTDA ** %k ks &k kb ko /o])
18-10-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993
£0614b047e5d£4582db9%e9b£f4672bab50567dbalbcocctl74c474

Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&K&HmE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID***x****kkxkkkkkxkkkkkkxkkkkkkxrx* /()
18-05-30/cvm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5
924a6f2b5d7d672d79c15b13162d927900855cfba6789%a8edbi4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form-data) &K&W RE ((AFENIZROSZEF)

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*** ¥ ¥ XXX XXXXXXAXXXAXAXXXXAXXXAAXAAAX /D)
18-05-30/cvm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5
924a6£2b5d7d672d79c15b13162d927900855cfba678%a8edbdc

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

——-58731222010402

Content-Disposition: form-data; name="Offset"

©2013-2026 BB TIRINFTE 5515 #165M
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0

—-58731222010402
Content-Disposition:

10

—--58731222010402--

TIE] - SRR

form-data; name="Limit"

ERZER A VI WAKSE

ERZERTE VI
SHEMR xE
Action String
Region String
Timestamp Integer
Nonce Integer
Secretld String
Signature String
Version String
SignatureMethod String
Token String
Language String

{E: 12 % ): 7 |_;\

033

=
E

el

Ho

il

2l

2l

(BERAFRE HmacSHA256 1 HmacSHA1) , AHRSHMEES—KEIEREF,

fiig

RFMIECSM, ESSEOCHDENSHET X TAHESH Action 89iREE, NSRS ST HIHITIR
10, EUEA Describelnstances,

tibt S8, FRMIARZRENTRENNE, BEOESHHERESTEROSEFEASHL LS Region 19
WA, EE: REROFREGRZSY, BOXEPMBEIIRE, EHEEERZSHEFRER.

LHT UNIX BIHEE, ElicR&ER AP iFRAATE, 01529223702, MES SHMEEETA, &35|EREFTH
iR,

WEHLIEEL, 5 Timestamp BASER, ATIHIEERBIE.

£ ZAPIESE FHIEHRIE S H Secretld, — Secretld M EIME—HT Secretkey , T Secretkey SEMFAR
iERER Signature,

WERER, ARBIELRERNSIEE, FERPREZMNEASHITESBL,
BRIER API EORRA., BESZEROEPAS L RS Version FREE, FIIEES /IR 2017-03-12,

FR AT, BRIZEF HmacSHA256 #l HmacSHA1, REEEIZE9 HmacSHA256 B, HEM
HmacSHA256 BEINERE R, EMiERI9ER HmacSHAT MiFEE,

Bl =2 %iEES FRfEMIER 22 EIET 6 Token, FHENEEIF Secretld fll Secretkey MEERAENEZS
ﬁ.ﬁ[qﬂﬁﬁ TmpSecretld ] TmpSecretkey, {FRHSEARTEIRBLL Token FEE,

EBEEDEESNES, (NE9EOXGITSE. BE: zh-CN, en-US, zh-CN BB, en-US BEIHEIL,

EW MR SRS 2 EBITIR, HiFKREMIZIRIER URL, 1ERAE. ERERAFIT:

HTTP GET 15K &Rl

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&Sign
atureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadebd5
9blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23823223&SecretId

:AKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST 15K

©2013-2026 BN =hRINFRE
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https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=

1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2dl18
1d02&Region=ap-guangzhou&Nonce=23823223&Secret TA=AKTID* * % & # # k kk & sk ok sk ok kodeoeokox ok ok ook

* Kk Kk ok

Hhig 5z

A mPiBEO Region FEREVAIIEIN TRAR, MRIBORIFZRPAAEIE, WREZROEPEMIE
iZ]8

©2013-2026 BB TIRINFTE 5817 #165m
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Hh 15

A (b5)
FamithX (RLE)
AEthX (EE)
TERHE (M)
BREHX (PEFRE)
TX%Fm (Hhnik)
EEMX ()
TA%FIL (&/R)
EHEME (L)
FEERX (LEER)
FmithE (RYIER)
TWRFRR (BrintE)
TAFE: ()
Bt (E=51E)
ZEFRSE (BSEL)

XEARSE ()

©2013-2026 BN =hRINFRE
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O v3

SIFEFRTE: 2026-07-10 16:48:53

MTFXHEIHIAT R 75E v3 NERIRE, EREEGRESBCHRBRERBBNET API NAER. BiEEFEER
S APl Explorer fl EIlZ&<1TTA (TCCLI) FAREIR, MMEAFTZESIWM@I AP FREITER.

W {ER APl Explorer

=R

R L@ APl Explorer B [BERB4 /] BREESMZOZBRNERITRE.

Bl APl XS MERETEHRIE, AFRPEEEATEREIE, S3FENTREIEKRHITES (Signature)
BMERBEEELNHSHPIEEZZZERAUBENARBRREEK.

AT LEBRITE
BT AT HRBHRPER:

1. IEEREBN S

EBWRBEREHEFBERPRERBUARIEN. BSEEHE = APl 21 TTEHARBRHEXES

ICN o

ong

2. RIPIEHPREUE
NTHIEEREERREEFHEN, BT AP RERBERSECRITEIERNERE, FEERNBRENRRS
ERBERN—ERD, REFBNE APl RSS2, RSFZEARINBERSEURFNEREITERSE, HIWE
BRPNEHE, MRIBFREEN, BFSBEHEA—H, BNT AP BEEIRIEK,

#EHAE V3 (TC3-HMAC-SHA256) IRE LBE T UMAINERGE VI, MEEZRE, IFEARNBER, X
JSON 830, POST IBRXFFHEZHAMTF S, HEE—ERA, EEERZERLETEESR.

BRIER, BINER API Explorer FRY“S R BER"INEE, EEZZIRAD“API 3.0 R v37, ATAMNAERERT
FEHITIONE, ATEEER SDK i3, HZFEFEBB NS API EEER 7 MEILNEIZIES SDK, ELHETERM
BRI, YWEFHE, X Python, Java, PHP. Go. NodeJS. .NET. C++,

FIELEEI
AEANZEEIF R, Z4AEIE Secretld H Secretkey, B TAFP RS A IABEMN A,

* Secretld: BTHRR AP BRESR, FTUNESRELENAFZ,
* Secretkey: ATIIE APl ERENS D, PINERELENED,
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* AFPLAFBAERERIE, BRHME, TMEERMFRE, MEME, BINEREZRERIL.

HIERERUNEFSRUT:

1. BF BNZEER MRS .
2. gIfE ZAPIEH ROIZHI B TE.
3. &£ =APIZH TIH, B4 [rE®:#] QIE—XEHA,

BB v3 EZdTE

= APl X255 GET #1 POST 153K, MFGETAIE, RAX¥F Content-Type: application/x-www-form-
urlencoded WMYI&R ., JWFPOSTAHE, BEIKIF Content-Type: application/json AR

Content-Type: multipart/form-data MBI, json MINEARZEIROIZHEF, multipart BXRAE
BEROXE, WRZEOREEER json ##XEA, SZERMWSEOXAERA, #EFEM POST 15K, EARE
MNERHTER, (B GET iHKRAXHF 32 KB NAIEKRE.

TEHUZRSFREBR MEEHFTIREAOF, DFENMEBERNITEIRE., BMEFZEOZ

[

N

1. ZIRSHFNETTR, ZIZORER;
2. ZIEOZREN, FTRAEARHZRIVIRE;
3. ZROBEMZUMERE, JNERESBIESWKBANTIER,

AERBIF, TEARSHEEZEONSE, HNREXFEFTZILENER. AXMEAREON, BERBXIFEE,
BMEONSEHATER, FEBRWXMIFNSEFE, i, XBRBRTHOARSHEMIEOWASE, BF
AIURIESLFREERINEMSEL, B840 Language F1 Token AHSBE (£ HTTP LERHEE, Kl X-TC- i) .

RIZBEFH Secretld 1 SecretKey DRIE:  AKID* ** ok kxkkxkkkkkkxkkkkkkxkkxkkxxk ]
cxsrnn s | FPEEE NRERSREN RAE WENRS, REE—5
R, MIEKAIEE.

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Authorization: TC3-HMAC-SHA256 Credential=AKTID* ** %k kkkkkkkk ko k ok kk ok dokdokdokdx
*/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;host;x-tc—action, Signat
ure=10bla37a7301a02cal9a647ad722d5e43b4b3cff309d421d85b46093f6ab6cdf" \

-H "Content-Type: application/json; charset=utf-8" \

-H "Host: cvm.tencentcloudapi.com" \

—-H "X-TC-Action: DescribeInstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

-H "X-TC-Region: ap—-guangzhou" \
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> Tencent Cloud

-d "{"Limit":

-name"} ]}

1,

TIE] - SRR

"Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance

THIFARRERITEIRE,

1. BHEHEIE RS

AT ACRBE R PHERITEIBER S (CanonicalRequest)

CanonicalRequest

HTTPRequestMethod + '\n' +

CanonicalURI +

'"\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders +

'\n' +

HashedRequestPayload

FEREM
HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

©2013-2026 BN =hRINFRE

EErE
HTTP &k 7Ai% (GET. POST ) . MT{EIEIESR rosT .
URI 28, AP 3.0 BEREEET (/) .

ARC HTTP iR URL E9EAFRrS, 3T POST &%k, BEAZFMAE", 3T GET iEH, MR URL iE
£ (7)) EEMNFHFEAS, Hl: Limit=10&0ffset=0,

iEE: CanonicalQueryString BE#¥E RFC3986 #4T URLEncode /iR (FHFHEBEEASEFE) , F
FE UTF-8. M ERREESIREERTRG.

S5 EHAIER, E0EE host fl content-type T35, thalfi Bt e85 MIEEHSHR
BOME—tE N S, R AERIMEIN T B O kA0,

HHEDM) :

1. k30 key Hl value Hi—$p/NE, HEISERETIE, BB keyvalue\n HlHHE;

2. 2 kE0, WAL key UNE) BY ASCI HFHITHHE,

Rt EERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.comynx-tc-action:describeinstances\n ,

HE: content-type IIHIEIREENENS, FERBEEMEEIERIEERESBMNEN charset &, 1
RERANOLENT—H, RSEECIERRIMEN,

S5ERMLEER, HBLRIEREMLELESS5 T EHR, # CanonicalHeaders BIEMILTAERE ——H L
K1, content-type ] host F@hifsLEn,

FREAm

1. 80 key Si—HRUNE

2. 27dEl key UNE) $ER ASCI FFHITHE, FEAMSS () 2R,

X content-type;host;x—tc—action

HHREX (payload, Bl body, tbmfl} {"Limitn": 1, "Filters": [{"Values":
["%u672ar\ubhdTd\u540d"], "Name": "instance-name™}]} } i P 'i.‘l'ﬁﬁ!‘l"tﬁg?{l
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI% HTTP ifS1ES0 SHA256 18%, #AG+7+
HHRIE, RERUEERMNETE, 3T GET ik, RequestPayload EEAZEFME. Tt HER
&= 35e9%c5ble3aeh7532d3c9f17eadbcB0222632e5b1ff7f6eB9887£1398934£064
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TIE] - SRR

ARIEA LA, RAEIPFEIRINTIERBNT:

POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

X-tc—-action:describeinstances

content-type, host;x—-tc-action
35e9¢5b0e3ae67532d3¢9f17ead6ec90222632e5b1ff7f6e89887£1398934f064

2. BHEHERFH

RIS PHRTERF S

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEEMm

Algorithm

ReguestTimestamp

CredentialScope

HashedCanonicalRequest

R
ERE%, BREIEEAN TC3I-HMAC-SHA256 ,

imHR AT E R, EMERASIRHSE X-TC-Timestamp EVE, EXZHRIATIE UNIX BFE)EE, $EEIE. thmdl
H{EMN 1551113065

FIEEE, #8154 Date/service/tc3_request, B EHER. FRIAREEETEILFFHFE (te3_request) .
Date 31 UTC iR EIM B, BETENLHSH X-TC-Timestamp #REH) UTC Rt E BE—3
service AFF@RE, NS BRANSSIESE N, WRITHERE 2019-02-25/cvm/te3 _request,

AR SIS AR BAEHE, THEHEA
Lowercase(HexEncode(Hash.SHAZ56(CanonicalRequest))), EmFlitEERE
T019a55be8395899b900£fb556424200d984910£34794a27cb3fb7d10ff6aledd

1. Date WAZNMBY[E]E X-TC-Timestamp 1t8EE], BRNXX3 UTC+0, MRIMARSGAMIXER, Bl
H/I\KX, BEHAXRMG L ERRD), E2E2ERARANERK, FRIZEEZA 1551113065, F4HR/\XH
Bf[El2 2019-02-26 00:44:25, {E21+EBZIr Date BY UTC+0 OB EHEAN Y 2019-02-25, A Z

2019-02-26,

2. Timestamp MAE HRIRZATE, BERHEERAZFENINEREZELSHN, MREZEBI A D #HNMER
W, MRKEEANITEREIEY, AT —RNEGE, BHREY, REERITHEIR,

©2013-2026 BN =hRINFRE
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MRIBUA LA, TREPFENGERFFRUT:

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910£f34794a27cb3fb7d10ff6ale84

3. itEER
) HEREBRES, HRENT:

S

SecretKey = MWhkhkhkhAhhhkhkh A A hhkkhk Ak A Ak hkhk Ak A Ak hk k%N

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256 (SecretDate, Service)
SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

KA HAYBR4H  SecretDate . SecretService #H SecretSigning ‘E_HHIAVEGNE, ATEEESAEITED
FRF, BEERNTASIFSITENNE B D509
da98fb70dcf6b112dc21038d1eeeb3a95c74b4dcb12¢1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af,

BER, TEANREES, HMAC ERBHSHIAFRIEER—1F, BIUZMRIBRNE. LI RASE key
£, JHRSH data /5. BEINVEERMSRHEZHFIRIAIROEE, A ERRAITENRIFA 7 EHEIAEA
REME, LEAMERRIR HFIRI.

FERRR R
SecretKey [Eha b SecretKey, Bl o hehkkm kA kR R R R A AR AR AR KK TR KRN
Date Bl Credential F#Y Date FEHER., RFHIE{ER 2019-02-25 ,

Service Bl Credential 8 Service FERER., ETRHE{ER owm .

2) HEER, ABLT:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

BRETESERE 10bla37a7301a02cal%9a647ad722d5e43b4b3cf£309d421d85b46093f6ab6cdf

4. 1% Authorization
AT R 3 #E Authorization:
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Authorization =

Algorithm + ' ' +

'Credential=' + SecretId + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', ' +

'Signature=' + Signature

FEREIR i

Algorithm FEEH%, BEAN TcI-HMAC-SHAZSE .

Sacretld @iﬁij’qﬂﬂﬂ Secreﬂd’ Eﬂ AEKID** A *xhkxhkF kA b XA AT R XK KT R AR AT RN K LT

CredentialScope R, JFiEoE, ERfitESERE 2019-02-25/cvm/tcl_request .
SignedHeaders REx, #5%2MLEER, HRHIEMERN content-type;host;x-tc-action .

HERE. BTHTHERRE

Signature i _
10bla37a7201a02cal%abd7ad722d5e43b4db3cf£309d421d85b46093£6abhcdf ,

MRIBLA LA, TEIPBEIRERN:

TC3-HMAC-SHA256 Credential=AKID***kkkkkkkkkkkkkkkkkkkkkkkkkkkxx/2019-02-25/cvm/tc
3_request, SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301a02
cal%a647ad722d5e43b4b3cf£309d421d85b46093f6abbc4f

RATENERERNT:

POST https://cvm.tencentcloudapi.com/

Aunthorizations TCI-ENAC-SEA256 Crecentilal=AKTDHHHEHFEEHFEERTETTTTTTTTETIEEEISE /20
19-02-25/cvm/tc3_request, SignedHeaders=content-type;host;x-tc-action, Signature=
10bla37a7301a02cal%9a647ad722d5e43b4b3cf£309d421d85b46093f6abbcdf

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\ub547d\u540d"], "Name": "instance-nam
e"}t1}

/A Note:

TERKIENEY HTTP kB (Header) FiERMK (Payload) AHAMEZITEIRIHVATTE—H, TS
REEAN—NER, JNBIITEZRERAT, WEMESFAAXEHE,

©2013-2026 BB TIRINFTE 5824 H165M



> Tencent Cloud ZHE) - SRR

HRET

ELFRIAR APl 3.0 B, EEFEREEMMBITIE SDK 3.0, SDK FHETERZMNIITE, FAN R T RIEMHAERK
®OBNR], HAIXENRERIES

* Python
* Java

e PHP

* Go

¢ NodedS
e NET

o C++

THRET AEF-RNEMZER demo, BRI MHEIN NI mSEZRAERR:

¢ Signature Demo

NTEFEMERERTRE, TAUIRRERES M, BLANERTRETREXI. HREE. BANEONS
HBERN ERERTRENE, RBRANERERIRE, AFREERE, IRARBEREER SDK.

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {

private final static Charset UTF8 = StandardCharsets.UTF_S8;

/) %%zﬁ%fffﬁf{g TENCENTCLOUD_SECRET_ID, {é‘)“gﬂ?/fﬂgg ARTD**** &k ok ko ok ok ok kok k& kA kKA A Ak

R

private final static String SECRET_ID = System.getenv ("TENCENTCLOUD_SECRET_ID");
SRR EIT IS TENCENTCLOUD. SECRET KEY, {EFJARMIHT % %%+ %k k kot ook ok ook ok ook ok ok 4ok ok

* ok Kk

private final static String SECRET_KEY = System.getenv ("TENCENTCLOUD_SECRET_KE

Y");

private final static String CT_JSON = "application/json; charset=utf-8";
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public static byte[] hmac256 (byte[] key, String msg) throws Exception {
Mac mac = Mac.getlInstance ("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

}

public static String sha256Hex (String s) throws Exception {
MessageDigest md = MessageDigest.getInstance ("SHA-256");
byte[] d = md.digest (s.getBytes (UTF8)) ;

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

}

public static void main (String[] args) throws Exception {

String service = "cvm";

String host = "cvm.tencentcloudapi.com";
String region = "ap-guangzhou";

String action = "DescribelInstances";
String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp "1551113065";

//String timestamp = String.valueOf (System.currentTimeMillis () / 1000);
SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd");

// OFEKX, SIESZMLE

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String date = sdf.format (new Date (Long.valueOf (timestamp + "000")));

J ) kR ok ok Sk ok ke ok ok K ;"/Fgg%? 1: f#f;’%fﬂ,ﬁz%??% ok ok ok ok ko ok ok kA A

String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\n"

+ "host:" + host + "\n" + "x-tc-action:" + action.tolLowerCase() + "\n";

String signedHeaders = "content-type;host;x-tc-action";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\ub5

40d\"], \"Name\": \"instance-name\"}]}";

String hashedRequestPayload = sha256Hex (payload) ;

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canoni
calQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

J ) KKKk Ak kA Kk ;’-/F_g;_? 28 f#jgf%ﬁ;\f "%"’f"\_:‘f"‘% ok ok ok ok ok ok ok ok ok ok ok ok
String credentialScope = date + "/" + service + "/" + "tc3_request";
String hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope +
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"\n" + hashedCanonicalRequest;
System.out.println(stringToSign) ;

J ) kR ok ok ok ke ok ok K ;’-/F,%g 3: Zf}%’é"g ok ok ok ok ok ok ok ok ok ok kA

byte[] secretDate = hmac256(("TC3" + SECRET_KEY) .getBytes (UTF8), date);

byte[] secretService = hmac256 (secretDate, service);
byte[] secretSigning = hmac256 (secretService, "tc3_request");
String signature = DatatypeConverter.printHexBinary (hmac256 (secretSigning, string

ToSign) ) .toLowerCase () ;

System.out.println (signature) ;

J ) KKK KAk kA Kk ﬁggg 4: f#jfg AUthorization ****&&kk*444*

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.println (authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put ("Authorization", authorization);

"Content-Type", CT_JSON) ;

"Host", host);

headers.put
headers.put
headers.put ("X-TC-Action", action);

headers.put

(
(
(
headers.put ("X-TC-Timestamp", timestamp) ;
("X-TC-Version", wversion);
(

headers.put

"X-TC-Region", region);

StringBuilder sb = new StringBuilder () ;
sb.append ("curl -X POST https://") .append (host)

.append (" -H \"Authorization: ") .append(authorization) .append("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")
.append (" -H \"Host: ") .append (host) .append ("\"")

.append (" -H \"X-TC-Action: ") .append(action) .append ("\"")
.append (" -H \"X-TC-Timestamp: ") .append (timestamp) .append ("\"")
.append (" -H \"X-TC-Version: ") .append(version) .append("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append("\"")
.append (" —-d '"").append(payload) .append("'");

System.out.println(sb.toString());
}
}

Python

# —*— coding: utf-8 —*-
import hashlib, hmac, Jjson, os, sys, time

from datetime import datetime
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# ZiHSE
t FERENIGEE

* Ak kK

TIE] - SRR

TENCENTCLOUD_SECRET_ID, E)“gﬁffyﬁg ARTD**** &k ok ok ok ok ok ok ok ok ok ok kA kA A A A A A

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

t+ BERENIEELE

* ok

TENCENTCLOUD_SECRET_KEY, /Ejgﬁ/fﬂﬂ\ ok ok kK ok kK ok Kk Kk Kk Kk Ak Ak Ak kA A K

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "DescribeInstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"
#timestamp = int (time.time ())

timestamp = 1551113065
date = datetime.utcfromtimestamp (timestamp) .strftime ("SY-%m—-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"5ﬁﬁﬁ "], "Name": "instance-—-nam

e"}1}

HA A A Ak A A ;’-/Fggé 1: f#fi?fﬂﬂi%ﬂ?n%’ ok koA kA kA A A A A
http_request_method = "POST"

canonical_uri =

"/ll

canonical_querystring = ""

ct = "application/json; charset=utf-8"
payload = json.dumps (params)
canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, act

ion.lower ())

signed_headers =

"content-type;host;x-tc-action"

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()

canonical_request
"\n" +

canonical_uri +

= (http_request_method + "\n" +

canonical_qguerystring + "\n" +

canonical_headers + "\n" +

signed_headers +

"\n" +

hashed_request_payload)

print (canonical_request)

H Rk Ak Kk kA A —,-'-/Fg% P& f#jg,f#f‘_\f,g’__ﬁ"fg‘% ok ko ok Ak kA Ak kA

credential_scope

hashed_canonical_

igest ()
string_to_sign =
str(timestamp) +

credential_scope

hashed_canonical__

©2013-2026 BN =hRINFRE

= date + "/" + service + "/" + "tc3_request"

request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexd

(algorithm + "\n" +
"\n" +
+ "\nll +

request)
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print (string_to_sign)

H ko ok ok Sk ok ko ok ok Kk ;'-/Fggg 3: Z‘f""’é" ok ok ok ok ok ok ok ok Ak kA

# ITEZEHERE
def sign(key, msqg):
return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha2

56) .hexdigest ()

print (signature)

H Rk ok ok ok ko ok K ;'-/Fg/%? 4: f#fg AULROTIzZAation ****kkkk &k kk*

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

print ('curl -X POST ' + endpoint

+ ' -H "Authorization: ' + authorization + '"'
+ ' —-H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + host + '"!
+ ' -H "X-TC-Action: ' + action + '"'
+ ' -H "X-TC-Timestamp: ' + str(timestamp) + '"'
+ ' -H "X-TC-Version: ' + version + '"'
+ ' -H "X-TC-Region: ' + region + '"'
+ " -d '" + payload + "'")
Golang

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
n fmt n

"os n

"strings"
"time"

)

func sha256hex (s string) string {
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b := sha256.5um256 ([]byte(s))
return hex.EncodeToString(b[:])

}

func hmacsha256 (s,
hashed := hmac.New(sha256.New,
hashed.Write ([]byte(s))

return string (hashed.Sum(nil))

}

key string)

string {
[l1byte (key))

func main () {

// EERENIETSE

* Kk ko kK

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

// BERENGELE

* & Kk

secretKey :=

host := "cvm.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"
service := "cvm"

version := "2017-03-12"

action := "DescribeInstances"
region := "ap-guangzhou"

//var timestamp int64 = time.Now ()

var timestamp int64 = 1551113065
// step 1: build canonical request
httpRequestMethod := "POST"

"/"

canonicalQueryString :=

canonicalURI :=
W
canonicalHeaders :=
"application/json; charset=utf-8",
signedHeaders
“{"Limit": 1,

"instance—-name"}] }°

payload := "Filters"
hashedRequestPayload :=
canonicalRequest :=
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)

fmt .Println (canonicalRequest)

// step 2: build string to sign

date := time.Unix (timestamp,

©2013-2026 BN =hRINFRE

0) .UIC ()

0s.Getenv ("TENCENTCLOUD_SECRET_KEY")

.Unix ()

string

host, strings.ToLower (action))

:= "content-type;host;x-tc-action"

: [{"Values":

sha256hex (payload)

fmt.Sprintf ("$s\n%s\n%s\n%s\n%s\n%s",

.Format ("2006-01-02")

["\u672a\u547d\u540d"1,

TIE] - SRR

TENCENTCLOUD_SECRET_ID, Ejﬂﬂ?/ﬁﬂﬂ/‘j AR TDHF** Kk * ko ok ok h ok ok ok ok ok ok kA A Ak

TENCENTCLOUD_SECRET_KEY, 1579/7_7/5%5’4] Kok kK ok ok kK kK kK ok kA Kk kA KA A K

fmt.Sprintf ("content-type:%$s\nhost:%s\nx-tc-action:%s\n",

"Name" :
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credentialScope := fmt.Sprintf ("%$s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.Println(string2sign)

// step 3: sign string

secretDate := hmacsha256 (date, "TC3"+secretKey)
secretService := hmacsha256 (service, secretDate)
secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString ([]byte (hmacsha256(string2sign, secretSigning)))
fmt .Println (signature)

// step 4: build authorization

authorization := fmt.Sprintf ("%$s Credential=%s/%s, SignedHeaders=%s, Signature=%
S",

algorithm,

secretId,

credentialScope,

signedHeaders,
signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" curl -X POST https://%s\

—-H "Authorization: %s"\

-H "Content-Type: application/json; charset=utf-8"\

—-H "Host: %s" -H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\

-d '"%s'", host, authorization, host, action, timestamp, version, region, payload)
fmt.Println (curl)

s

PHP
<?php
// %gz&}gf%ﬁgi‘? TENCENTCLOUD_SECRET_ID, /57\?/7?/;%9"7 ARTD*** A A* Ak ok k ok k ok h ok k kA ok k kA ok kA Ak
* ok ok ok ok

$SsecretId = getenv ("TENCENTCLOUD_SECRET_ID");
// %%gﬁﬁgﬂﬁ%g@% TENCENTCLOUD_SECRET_KEY, ﬁiﬁuﬁﬁmﬁ ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* KA Kk

$SsecretKey = getenv ("TENCENTCLOUD_SECRET_KEY") ;
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Shost = "cvm.tencentcloudapi.com";
Sservice = "cvm";

Sversion = "2017-03-12";

Saction = "DescribelInstances";
Sregion = "ap-guangzhou";

// Stimestamp = time();
Stimestamp = 1551113065;
Salgorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string
ShttpRequestMethod = "POST";

ScanonicalUri = "/";

ScanonicalQueryString = "";

ScanonicalHeaders = implode ("\n", [
"content-type:application/json; charset=utf-8",
"host:".S$Shost,

"x—tc—action:".strtolower (Saction),

"

1)

$signedHeaders = implode (";", [

"content-type",

"host",

"x-tc—-action",

1)

Spayload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":
"instance-name"}]}"';

ShashedRequestPayload = hash ("SHA256", S$payload);
ScanonicalRequest = S$httpRequestMethod."\n"
.$canonicalUri."\n"

.$canonicalQueryString."\n"
.ScanonicalHeaders."\n"

.$signedHeaders."\n"

.ShashedRequestPayload;

echo ScanonicalRequest.PHP_EOL;

// step 2: build string to sign

Sdate = gmdate ("Y-m—-d", S$timestamp);

ScredentialScope = $date."/".$service."/tc3_request";
ShashedCanonicalRequest = hash ("SHA256", S$ScanonicalRequest) ;
SstringToSign = $algorithm."\n"

.Stimestamp."\n"

.$credentialScope."\n"

.ShashedCanonicalRequest;

echo $stringToSign.PHP_EOL;

// step 3: sign string
SsecretDate = hash_hmac ("SHA256", S$date, "TC3".SsecretKey, true);
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$secretService hash_hmac ("SHA256", S$service, S$secretDate, true);

SsecretSigning hash_hmac ("SHA256", "tc3_request", S$secretService, true);
$signature = hash_hmac ("SHA256", S$stringToSign, S$secretSigning);

echo $signature.PHP_EOL;

// step 4: build authorization
Sauthorization = $algorithm
." Credential=".S$secretId."/".ScredentialScope

SignedHeaders=".S$signedHeaders.", Signature=".S$signature;
echo Sauthorization.PHP_EOL;

Scurl = "curl -X POST https://".Shost
.' —-H "Authorization: '.S$authorization.'"'

.' —-H "Content-Type: application/json; charset=utf-8"'

.' —-H "Host: '.S$host.'™'

.'" -H "X-TC-Action: '.S$Saction.'"'

.'" -H "X-TC-Timestamp: '.Stimestamp.'"'
.'" -H "X-TC-Version: '.$version.'"'

.' -H "X-TC-Region: '.$region.'"'

" —-d '"".S$Spayload."'";

echo S$Scurl.PHP_EOL;

Ruby

# —*— coding: UTF-8 —*-
# require ruby>=2.3.0
require 'digest'
require 'json'

require 'time'

require 'openssl'

# BHSH
# %%gﬁﬁ%ﬁﬁgﬁgég TENCENTCLOUD_SECRET_ID, ﬁi%vﬁﬁnw AR TD* % * % ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok A

* oAk A A

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]
# %%gﬁﬁgﬂ@%;ﬂ% TENCENTCLOUDﬁSECRETiKEY,Zgjﬁﬁﬁww ok Sk ok ok ok ok ok ok ok ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* *

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou'

action = 'DescribelInstances'
version = '2017-03-12"

algorithm = 'TC3-HMAC-SHA256'
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# timestamp = Time.now.to_ 1
timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('$Y-%m-%d")

Forxkkakkakknkk SEOE 10 PHIEHITEIERER ok ko k ok ok kA kA K
http_request_method = 'POST'

canonical_uri = '/'

canonical_querystring = "'

canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}\n

x—-tc—action:#{action.downcase}\n"

signed_headers = 'content-type;host;x-tc-action'

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name', 'Values' =>
["Rap&'] ]}

# payload = JSON.generate (params, { 'ascii_only' => true, 'space' => ' ' })

# json will generate in random order, to get specified result in example, we hard
—code it here.

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "i
nstance-name"}]}'

hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

]1.350in ("\n")

puts canonical_request

# oAk A KA R A kA Kk kP ) PHPEILEC T EAGEER ot kot ok ok ok ok Kk ok kA K

credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string to_sign

. S| AEAh
#oAA A KA A K AR KA KK _;'-/F_g%? 3 Z7L = hok kA ok ok ok Ak k kA K

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')

signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)
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puts signature

H kA Ak ok Ak ﬁggg 4: j‘t#fi?_" AUthOorization ****44k**444%

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, Signed
Headers=#{signed_headers}, Signature=#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + '"' \

+ ' -H "Content-Type: application/json; charset=utf-8""' \
+ ' -H "Host: ' 4+ host + '""' \

+ ' -H "X-TC-Action: ' + action + '""' \

+ ' -H "X-TC-Timestamp: ' + timestamp.to_s + '"' \

+ ' -H "X-TC-Version: ' + version + '"' \

+ ' -H "X-TC-Region: ' + region + '""' \

+ " -d '" + payload + """

DotNet

using System;
using System.Collections.Generic;
using System.Security.Cryptography;

using System.Text;

public class Application

{

public static string SHA256Hex (string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (int i = 0; i < hashbytes.Length; ++1i)

{

builder.Append (hashbytes[i].ToString ("x2"));
}

return builder.ToString() ;
I
s

public static byte[] HmacSHA256 (byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256 (key))

{

return mac.ComputeHash (msqg) ;

}
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public static Dictionary<String, String> BuildHeaders (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd") ;

DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);

long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, Mi
dpointRounding.AwayFromZero) / 1000;

J) KAk A Ak kA Ak Ak ok SEHEE o PEEELI IR R ko ok ok ok ok ok Sk koA kA

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"

+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower () + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

J ) kR ko ok ok ok ke ok ok ;’-/Fg%? 28 jt;:f‘jfg,f%té" gz"’f'ée"‘% ok ok ok ok Kk ok ok ok ok kA

string credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

J ) kR ko ok Sk ke ok ok K ;’-/Fg;% 3: 1—/—""&’\"_’&7 ook ok ok ko ok ok ok ok ok ok

byte[] tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

byte[] secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
byte[] secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
byte[] secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_requ
est"));

byte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringTo
Sign));

string signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower
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();

Console.WriteLine (signature) ;

J ) KA KKKk kA Ak ;’-/F‘q?%? 4: f#jg AUthOTization ***x &k kkkk x4k
string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;

Console.WritelLine (authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("X-TC-Timestamp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", version);

headers.Add ("X-TC-Action", action);

headers.Add ("X-TC-Region", region);

return headers;

}

public static void Main (string[] args)

{

/) EHEE

// BEIREIFEZE TENCENTCLOUD_SECRET_ID, {BEARAIHT ARID**** %k k44 x4 A%k kkkkk k4 44 4 &

* A Kk k k A

string SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");
// %g§§f$ﬁ§§ TENCENTCLOUD_SECRET_KEY, Ejﬂﬂ?/ﬁﬂ@ ok ok ok ok ok ok ok Kk ok Ak ok ok ok ok ok ok ok ok ok ko ok Ak A

* A Kk

string SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KE

")

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "DescribelInstances";

string version = "2017-03-12";

/) LM F T BIRERRE, REBATIEE2019-02-26 00:44:25, LSHIENTH, WEETESE, Bz
HEMA -

// DateTime date = DateTime.UtcNow;

/7 EBAIX, BT EIZ—RBUTCHTIEE, ZNBSHLE

DateTime date = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds
(1551113065) ;

string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\ub
47d\\u540d\"], \"Name\": \"instance-name\"}]}";

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service
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, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}

NodedS
const crypto = require('crypto');
function sha256 (message, secret = '', encoding) {
const hmac = crypto.createHmac ('sha256', secret)

return hmac.update (message) .digest (encoding)

}

function getHash (message, encoding = 'hex') {
const hash = crypto.createHash ('sha256")
return hash.update (message) .digest (encoding)

t

function getDate (timestamp) {

const date = new Date(timestamp * 1000)

const year = date.getUTCFullYear ()

const month = ('0' + (date.getUTCMonth() + 1)) .slice(-2)
const day = ('0' + date.getUTCDate()) .slice(-2)

return " ${year}-${month}-${day}"

}

function main () {
/) BHSE
// %E%ﬁgf%ﬁﬂtg TENCENTCLOUD_SECRET_ID, /E")“gﬁ/fyﬂg AR TD* * %k ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* A Kk k kA

const SECRET_ID = process.env.TENCENTCLOUD_SECRET_ID
// %%&Effﬁ%&kg TENCENTCLOUD_SECRET_KEY, {E’)‘bﬁ/fﬂﬂ{] ok ok ok ok ko ok Kk ok ok ko ok ko ok ok ok ok ok ko ok Ak A

* A Kk

const SECRET_KEY = process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"

const service = "cvm"
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const region = "ap-guangzhou"
const action = "DescribelInstances"
const version = "2017-03-12"

//const timestamp = getTime ()
const timestamp = 1551113065
//HTIEJZEFE,  FRER Y SR AT IE] H B

const date = getDate (timestamp)

) KKKk kA Kk %/F,?gé 1: f#jgfﬂ/ﬁigﬁ% ok ok kA A A A A A A A A
const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u54
0d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = getHash (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x—-tc—action:" + action.tolLowerCase() + "\n"

const signedHeaders = "content-type;host;x-tc-action"
const canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"

canonicalQueryString + "\n"

n
n
+ canonicalHeaders + "\n"
+ signedHeaders + "\n"

i

hashedRequestPayload

console.log(canonicalRequest)

J ) KKK KAk kA Ak ;’-/Fé@g 28 f#jg,f%t%" gz"’f'éf‘% ok ok ok ok Kk ok ok ok ok kA

const algorithm = "TC3-HMAC-SHA256"
const hashedCanonicalRequest = getHash (canonicalRequest) ;
const credentialScope = date + "/" + service + "/" + "tc3_request"

const stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

console.log(stringToSign)

J) kA Ak kA kA kA k HHE 3 FETECE gk kA kA kA A AR

const kDate = sha256 (date, 'TC3' + SECRET_KEY)

const kService = sha256(service, kDate)

const kSigning = sha256('tc3_request', kService)

const signature = sha256 (stringToSign, kSigning, 'hex')

console.log(signature)

J ) KA KKK kA kA Ak _;’-/Fg%Y 4: f}}‘f;‘? AUthOTization #****& &k k444
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const authorization = algorithm + " " +

"Credential=" + SECRET_ID + "/" + credentialScope + ", " +
"SignedHeaders=" + signedHeaders + ", " +

"Signature=" + signature

console.log(authorization)

const curlcmd = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + '"'

+ ' —-H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + endpoint + '"'

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + timestamp.toString() + '"'
+ ' -H "X-TC-Version: ' + version + '"'

+ ' -H "X-TC-Region: ' + region + '"'

+ " -d '"" + payload + """

console.log(curlcmd)

}

main ()

C++

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>
#include <openssl/hmac.h>

using namespace std;

string get_data (int64_t xtamp)

{

string utcDate;

char buff[20] = {0};

// time_t timenow;

struct tm sttime;

sttime = *gmtime (xtamp) ;

strftime (buff, sizeof (buff), "$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

}

©2013-2026 BB TIRINFTE 5840 #165M



> Tencent Cloud ZHE) - SRR

string int2str (int64_t n)
{

std::stringstream ss;

ss << n;

return ss.str();

}

string sha256Hex (const string &str)

{

char buf[3];

unsigned char hash|[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha256);

SHA256_Update (&sha256, str.c_str(), str.size());
SHA256_Final (hash, &sha256);

std::string NewString = "";

for(int i = 0; i < SHA256_DIGEST_ LENGTH; i++)
{

snprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;

}

return NewString;

}

string HmacSha256 (const string &key, const string &input)

{
unsigned char hash([32];

HMAC_CTX *h;

#if OPENSSIL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

#telse

h = HMAC_CTX_ _new() ;

#endif

HMAC_Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL)

7
HMAC_Update (h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;
HMAC_Final (h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX_cleanup (h) ;

#else

HMAC_CTX_free (h);

#endif
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std::stringstream ss;

ss << std::setfill('0"'");

for (int i = 0; i < len; i++)
{

ss << hash[i];

}

return (ss.str());

}

string HexEncode (const string &input)

{

static const char* const lut = "0123456789%abcdef";
size_t len = input.length();

string output;

output.reserve (2 * len);

for (size_t i = 0; i < len; ++1i)
{

const unsigned char c = input[i];
output .push_back (lut[c >> 4]);
output.push_back (lut[c & 15]);

}

return output;

}

int main ()
{

/) BB
/) BEIRENELTE

* ok kA A K

TENCENTCLOUD_SECRET._ID, /E‘jgﬁ/iﬂﬂ(j ARTD* * #* & & & &k Ak ok ok ko h ok kA Ak kA A A

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;
// %@iﬁ%f%ﬁ;@% TENCENTCLOUD_SECRET_KEY, Ejﬂ/ﬁfiﬂﬂfj ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Ak ok

* A KA

string SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY");

string service = "cvn";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";

int64_t timestamp = 1551113065;
string date = get_data (timestamp);

J ) KKKk Ak kA Kk ;'-/,’:5%? 1: f#jg}ﬂﬁigy% ok ok ok A kA A A A A
string httpRequestMethod = "POST";
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string canonicalUri = "/";

string canonicalQueryString =

mww,
r

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8
\n")

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\ub

40d\"], \"Name\": \"instance-name\"}]}";

string hashedRequestPayload = sha256Hex (payload) ;
string canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

kvl =y o

J ) KKK KA kA kA Ak _;’-/Fg% 28 f#f’f#ﬁ "%"’f'ée",% ok ok ok ok ok ok ok ok ko kA

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScop
e + "\n" + hashedCanonicalRequest;

cout << stringToSign << endl;

ety At

J ) KKK KAk kA Ak ;’-/Fé@%? 3: Zfﬁﬁg ok ok ok ok ok ok ok ok ok ok ok ko
string kKey = "TC3" + SECRET_KEY;
string kDate = HmacSha256 (kKey, date);

string kService = HmacSha256 (kDate, service);

string kSigning HmacSha256 (kService, "tc3_request");
string signature = HexEncode (HmacSha256 (kSigning, stringToSign));

cout << signature << endl;

J ) KKK KAk A kA Kk _;'-/F_ﬁ"/_l;%? 4: f#fg AUthorization ****&&k*k*4 444

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

string curlcmd = "curl -X POST https://" + host + "\n"

+ " —-H \"Authorization: " + authorization + "\"\n"

+ " -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
+ " —-H \"Host: " 4+ host + "\"\n"
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+ " —-H \"X-TC-Action: " + action + "\"\n"

+ " —-H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
+ " —-H \"X-TC-Version: " + version + "\"\n"

+ " -H \"X-TC-Region: " + region + "\"\n"

+ " -d '" + payload + "\'";

cout << curlcmd << endl;
return 0;

bi

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

void get_utc_date (int64_t timestamp, char* utc, int len)
{

// time_t timenow;

struct tm sttime;

sttime = *gmtime (xtamp) ;

strftime (utc, len, "%$Y-%m-%d", &sttime);

}

void sha256_hex (const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha256);

SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

for(int i = 0; i < SHA256_DIGEST LENGTH; i++)
{

snprintf (buf, sizeof (buf), "%02x", hash[i]);
strcat (result, buf);

}

}

void hmac_sha256 (const char* key, int key_len,
const char* input, int input_len,

unsigned char* output, unsigned int* output_len)
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{

HMAC_CTX *h;

#if OPENSSL_VERSION NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

#felse

h = HMAC_CTX_new () ;

#endif

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsigned char* )input, input_len);
HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION NUMBER < 0x10100000L
HMAC_CTX_cleanup (h);

#else

HMAC_CTX_free (h);

#endif

void hex_encode (const char* input, int input_len, char* output)

{

static const char* const lut = "0123456789%abcdef";
char add_out[128] = {0};

char temp[2] = {0};

for (size_t 1 = 0; i1 < input_len; ++1i)

{

const unsigned char c = input[i];

temp[0] = lutlc >> 4];

strcat (add_out, temp);

temp[0] = lut[c & 15];

strcat (add_out, temp);

}

strncpy (output, add_out, 128);
}

void lowercase (const char * src, char * dst)
{

for (int i = 0; srcli]; i++)

{

dst[i] = tolower(srcl[il]);

}

}
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int main ()

{

/) BHZE

// %gﬁgf%‘ﬁgé’ TENCENTCLOUD_SECRET_ID, /E‘jgﬁ/iﬂgg AR TD* * A &k ok ok ok ok ok ok ok & ok ok ok ok ok ok & ok ok ok Ak

ok kA A K

const char* SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");
// %§i£§ffﬁ§§ TENCENTCLOUD_SECRET_KEY, Ejﬂﬂ?/fﬂﬂ"j ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko

* A KA

const char* SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;

const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "Describelnstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

) KKKk ok kA Kk %/F,?gé 1: f#jgfﬂ/ﬁigﬁ% ok ok kA A A A A A A A A

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhos
€sWhs

strcat (canonical_headers, host);

strcat (canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase (action, wvalue);
strcat (canonical_headers, value);

strcat (canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\ub547
d\\u540d\"], \"Name\": \"instance-name\"}]}";

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload);

char canonical_request[256] = {0};
sprintf (canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,

canonical_uri, canonical_query_string, canonical_headers,
signed_headers, hashed_request_payload);

printf ("$s\n", canonical_request);

/o= fof

J ) KA KKKk kA Ak ;’-/Fé@%? 28 jt#jt;_zﬁ’fj‘ﬁ "%"’f"é‘i‘% ok ok ok ok Kk ok Ak ok kA
const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
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sprintf (request_timestamp, "%d", timestamp) ;

char credential_scope[64] = {0};

strcat (credential_scope, date);

sprintf (credential_scope, "%$s/%s/tc3_request", date, service);

char hashed_canonical_request[100] = {0};

sha256_hex (canonical_request, hashed_canonical_request);

char string_to_sign[256] = {0};

sprintf (string_to_sign, "%$s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf ("$s\n", string_to_sign);

b fohe

J ) KKK KAk kA Kk ﬁ_ﬁ”% 3: ifﬁﬁ’g Kok ok ok ok ok ok ok Ak ok Ak ok

char k_key[64] = {0};

sprintf (k_key, "%s%s", "TC3", SECRET_KEY);
unsigned char k_date[64] = {0};

unsigned int output_len = 0;

hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
unsigned char k_service[64] = {0};

hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_le

n);
unsigned char k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc3_request"), k_signin

g, &output_len);
unsigned char k_hmac_sha_sign[64] = {0};
hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac

_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

J ) KKK KAk kA Ak ;’-/Fg% 4: f}}‘f;‘fz‘_ AUthOTization ***x &k kkkkkk*

char authorization[512] = {0};

sprintf (authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

char curlcmd([10240] = {0};

sprintf (curlcmd, "curl —-X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %$s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %$s\"\n \

-d \'&s\'",
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host, authorization, host, action, request_timestamp, version, region, payload);
printf ("$s\n", curlcmd);
return O;

}

HES

* Lua: GitHub

e Swift: GitHub

e Dart: GitHub

e Shell(Bash): GitHub

AR

FEMTERBRMVEIRD, BRIEZFRERAIE,
iz iR HE A
AuthFailure.SignatureExpire ERHHEA, Timestamp SEESFHEWEARMMEEEFGBTR D,
AuthFailure.SecretldNotFound BEAAEFE, BHSHEEERHEESEEE, ESVEN TEREEETFERN.

. . . BERER, JHEEERTHER ATERS5TMAEMNAETENS, thEEREEH Secretkey iR
AuthFailure.SignatureFailure

S,
AuthFailure. TokenFailure [RETEF Token FiR.
AuthFailure.InvalidSecretld FiRdEE (T2 AP BEER) |
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

> Tencent Cloud

EdME TN

ST EHRE: 2026-07-10 16:48:54

BRAEVI BREFH, ERMENREEHIUERTE v3, HEEARERSE v,

TIE] - SRR

BRIER, BIUER AP Explorer Y “ES R BAERLINEE, BB RBIRA N API 3.0 R v17, aAfUEMEZITE
BATINE, FIRETHORBIEESNSERE, eI EIELEMR SDK i3, HEEABN S AP BBER 7 fE R
‘RTIZIES SDK, EZFETERMEXRTE, WEFFIR, Xi#F Python, Java, PHP, Go. NodeJS. .NET,

C++,

#EFF{ER APl Explorer
=i
&R BUEIE APl Explorer B9 [ER&B4M] BREFESMEOSTBNENITE.

BT AP B TBRIEREITEMNIIE, B8 MEREBFEELAHBRSHTEEERER (Signature) DAL

IBERESMD .

BEEEHRREITLR, ©2EIEHE Secretld ] Secretkey; ZERPREELLDEI, EHE SAPIZHATIE

15, SMNITERAZT APl 0,

SE A (D
1. BRI
EE—RERAT APl 28I, 1BRIE = APl ZBHHTIE BFIERERIL,
ZEEILEIE Secretld ] SecretKey:

e Secretld FHF4riR APl ARES#H)

e Secretkey AT INBERZFHFHRSB[IHINITIR R FFBNEHA,
s AFWITRRERTSEIE, BHRtsE,

HiIEZ2 SN E RS EBIIT:

1. B BRBEEPMERIA .
2. BIfE = API Z50 (IR HI A TIE
3. 7F = APl %5 TiHE, 2 [FrE=] B UEIE—X Secretld/SecretKey,

IR BTIKSHRZAMIABEMY Secretld/SecretKey,

2. £ ERE

BTLZEREIL Secretld ] Secretkey [, MAMERERET ., U TREBERAE vI £RERBHFEMAILTZ:
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https://console.intl.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en
https://console.intl.cloud.tencent.com/api/explorer?SignVersion=api3v1
https://console.intl.cloud.tencent.com/cam/capi
https://console.intl.cloud.tencent.com/cam/capi
https://console.intl.cloud.tencent.com/
https://console.intl.cloud.tencent.com/cam/capi
https://console.intl.cloud.tencent.com/cam/capi
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I8 Secretld ] SecretKey H3IE:

° Secr‘etld: AKID**‘k***‘k*************************

® SeCretKey: R e A b b b S A b b b b S AR S b b 2 A I b I 4

FE: XBRETRA, BIRERFEFREIER Secretld #1 SecretKey #1TE4EIR(E!
M=ARZ2IEELNTIER (Describelnstances) EXRFEI, HEFERX—ZON, HEiERSEATENT:

SRR XX SEE

Action alr et Describelnstances

Secretld 224A ID AR TD* * % % % % % % K ok ok ok ok ok ok k x % % & K & & K K ok ok ok ok k ok
Timestamp EENEN kS 1465185768

Nonce BEALIEEE % 11886

Region SCBI PR 7E X 13 ap—guangzhou

Instancelds.0 FEIBAIZH ID ins—09dx96dg

Offset EXEa=s 0

Limit ERA SV 20

Version BORAKS 2017-03-12

XERBTRTEDAHZHNEROBMASH, BPAIMMRIELREERNINEMSE, 2 Language 1 Token 23t

2.1. W SEHF

BANEERSHIRSHEBNFHE (ASCIB) AFRHFE. TR 1) RESEI[#THIR, SEERSXINAD
7, 725K\ 2) % ASCI BEE A/, 40 Instancelds.2 EHETE Instancelds. 12 [5H, A2EFEE, hF2
BB, AP LMEBRIZIES PROEXHEFR R ECRTIX—TIhEE, % PHP Hf ksort K%, ERREISEEHFE
ZERUT:

{

'Action' : 'DescribelInstances'’,
'Instancelds.0' : 'ins-09dx96dg',
'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',
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'SecretId' : 'AKID***‘k****************************',
'Timestamp' : 1465185768,

'Version': '2017-03-12"',

}

EREERFRITESTARN, X LERFFNSERTHR, SEINSR—HENH.

2.2. HEERFRH B

LA BERIERFRE,

WE L —THEFIFRE RSB MUR S HEBM=SLE X, % Action S8, ESEERA "Action" , £
#4189 "Describelnstances" , EUIH&ILER A Action=Describelnstances .

AR “SEE” HRKREMIE url HFBENE.

REFBAMENE TS HA " THEE—E, SERENINBERFRFSEN:

Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0
&Region=ap-guangzhou&Secret Id=AKID* ** **kx &k kxkkxkkhkkhkkxxdhxxdhrxkrx*gTimestamp=1465
185768&Version=2017-03-12

2.3. PHERERRXFHH

LS BREMBERREXFRE.
BREXFREHUTIL T SEHIAL:

1. 7EKRFE: X35 POST 1 GET A, XEEM GET &K, FERIENEKE.

2. IBEREMN-EELHITIR(Describelnstances)iIiEK1igZ A cvm.tencentcloudapi.com, SLFREIIEKIGBZIRIEE
OFfBREROAEMAR, FREEOMA,

3. BRI HAIMRASAPIIERIEZEERN / .

4. ERFRE: B E—SERERFRS,

BREXBHOPHENN R BRAE + BREN +BKRER + 2 + BRFRFE .
TOIRIBHESE R

GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=1ns-09dx96dgs&L
imit=20&Nonce=11886&0ffset=0&Region=ap—guangzhou&Secret TA=AKID* ** * % %k kkx Kk *xx* %
FrxFAA XK F I AKX gTimestamp=1465185768&Version=2017-03-12

24. EBERE

LS BREMZ RS,
B7{ER HMAC-SHA1 A3 E— S hiRBNEREXFHHERTER, RERKEMNERSHER Basebs #H1TH
13, ENFSRERENERS,
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BT, U PHP 1= R4I:

SsecretKey = "*kkkkhkkkkkhkkkkkkhkkkkhkhkkkkkhkkkrx !,

SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins
-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID*****x%%*
*hkkkkkkkkkkkkkkkkkkkkxxgTimestamp=1465185768&Version=2017-03-12";

SsignStr = base64_encode (hash_hmac ('shal', $srcStr, S$secretKey, true));

echo $signStr;

RARFEINERSN:

TRAM2x fNMO9EiVTNmPg06MRnCvQ=

[

FEREERFIITES RN, JRLERFPNEXHITERRIE, SRNERSSHFHI—HENA,

3. A BRI

ERNZRHANERERFENBRSEY, FENHRAT URL i3,

WM E—HAEHNERE R TRAM2xFNMO9EIVTNMPgO6MRNCVQ= , RARSZIMNEZEFERSE (Signature)
A TRAM2xfNMO9EIVTNmMPgO6MRNCvQ%3D, EISATFAMRARIIEKR URL,

EE: MRAPIERAER GET, siEFiERAEN POST @AY Content-Type J3 application/x-www-form—
urlencoded, M&XFERIFFAEIFRSHNENEEM URL HiE, SHEN=-FSITERB,. IE ASCI FHFE
URL {REBEIRES A UTF-8 #1T4RIB.

AR ALRERIESNNEERBMAFAESE#TT urlencode, ERXMIERAT, MATENERBHIT URL Hi3
, DR URL RESSHEREN,

AR HithSBEEEHITRED, REXRMA RFC 3986, {EA %XY SHF#HFREIMNFHITE DL, H
REXTHY” B #EFR (0-9 MIASFE A-F) , ERNERSIRER.

4. FRZKW

RIETFRIER, FAEMNTERRWNEIRD, BRIELRERLE,

B HizA
AuthFailure.SignatureExpire FZITHR
AuthFailure.SecretldNotFound BEATREFE
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AuthFailure.SignatureFailure BREIR

AuthFailure. TokenFailure token &%

AuthFailure.InvalidSecretld BHIEE (FE = APl AR
5. ZBER

ELRRAR APl 3.0 BY, HEFERARENBITS SDK 3.0, SDK HETHEZMTTE, FANRX I RIBHMNEMR
?RDE”To éﬁ'.li}_lﬂljéﬁ*ilnm :

* Python
* Java

e PHP

* Go
NodedS
e NET

o C++

THRET AEF-RNEMZER demo, BRI MMM mSEZRAERR:

® Signature Demo

NTEBFZENBRERTRE, TAUIMRRERES A, B LEANERIRAMII., ERESE. BARANEONS
HHBEHMU ERERIEE, RBRABRERIE, ATAZEAN, XMARBREREM SDK .

ERZHILEAY url FTBEN: https://cvm.tencentcloudapi.com/?
Action=DescribelInstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret TA=AKID* * * * k% %% % % % & * * * k k k k kkkk k¥ ** ¥ * *gSjgnature=7RAM2x fNMO9E1iVINmMPg

06MRNCvQ%3D&Timestamp=1465185768&Version=2017-03-12 ,

AR BT RAPNZHEEEMN, HEEEARRAHAI(E, FLWMRFBL url FEXRZPITHHER curl &
BREANSREIENER: T2 IH., ATEE—THUERRER url , FEELUREIFE Secretld ]
Secretkey NEXLHZERTA, FHERRSHRINBIEIEN Timestamp ,

IR A FERRAF, FRERIEES, EERESBRNITEEIN url FJREESEMAE, RAASHNIFRFA
@, EXHAZMERE. REMBSHEME, BERITEEREIR,

AR UTRBBMGERT API 3.0, TREEERABTHMERRE, BUNNAISEIRAE .
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Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance (method);

SecretKeySpec secretKeySpec = new SecretKeySpec (key.getBytes (CHARSET), mac.getAlg
orithm());

mac.init (secretKeySpec) ;

byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

}

public static String getStringToSign (TreeMap<String, Object> params) {
StringBuilder s2s = new StringBuilder ("GETcvm.tencentcloudapi.com/?");

/) BEBERNSEHATFHAE, LT reeMaptRIEITZ

for (String k : params.keySet ()) {

s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}

return s2s.toString() .substring (0, s2s.length() - 1);

}

public static String getUrl (TreeMap<String, Object> params) throws UnsupportedEnc
odingException {
StringBuilder url = new StringBuilder ("https://cvm.tencentcloudapi.com/?2");

// ZFRERATurl IS N7 REER

for (String k : params.keySet ()) {
/) BEINMEREH#Turlencode, HFkeyElEHRXFE, BULMXIIREvalue#fTurlencode
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHAR

SET) ) .append ("&") ;
}
return url.toString() .substring (0, url.length() - 1);

}

public static void main (String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapdlXHz5)

HE
// SLEREERT R S(EBRENEL, #I4]: params.put ("Nonce”, new Random().nextInt (java.lang.
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Integer.MAX VALUE) ),

params.put ("Nonce", 11886); // LWHSH

// SLERERT I SEB R L EFIRTE, #I%: params.put ("Timestamp"”, System.currentTimeMil
lis() / 1000);

params.put ("Timestamp", 1465185768); // LWHSE

// %Egifgf%ﬁgg TENCENTCLOUD_SECRET_ID, /E"]“gﬁ/iﬂgg AR TD* * * &k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Ak

* ok Ak kA

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_ID")); // ALHZH
params.put ("Action", "DescribelInstances"); // WHSE

params.put ("Version", "2017-03-12"); // L\HSE

params.put ("Region", "ap-guangzhou"); // LHS#

params.put ("Limit", 20); // WES#

params.put ("Offset", 0); // WEZS#

params.put ("InstanceIds.O0", "ins-09dx96dg"); /) WESE

// BEREIIET S TENCENTCLOUD_SECRET KEY, (EXNZVHIAT ***## A% A x Atk tkhk ok stk ot
* A ok

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD
_SECRET_KEY"), "HmacSHA1")); // LHZB#

System.out.println (getUrl (params)) ;

}

}

Python

FE: WRZFE Python 2 FMEAHIETT, FELZLE requests {kBiiEl: pip install requests

# —*— coding: utf8 —*-—
import base64

import hashlib

import hmac

import os

import time

import requests

# %gzggfq{ﬁgg TENCENTCLOUD_SECRET_ID, /57“9/7?/57%9"7 AR TD* % * %k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok A kA
* ok & ok ok

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

# %Ezﬁﬁfﬁﬁﬁg TENCENTCLOUD_SECRET_KEY, /E"jgﬁ/fﬂgg ok ok ok ok ok ok ok ok ok ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* K

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def get_string_to_sign (method, endpoint, params):
s = method + endpoint + "/2"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str
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def sign_str (key, s, method):
hmac_str = hmac.new (key.encode ("utf8"), s.encode ("utf8"), method) .digest ()
return base64.b64dencode (hmac_str)

if name_ == '__main__ ':

endpoint = "cvm.tencentcloudapi.com"
data = {

'Action' : 'DescribelInstances',
'InstancelIds.0' : 'ins-09dx96dg',
'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : secret_id,

'Timestamp' : 1465185768, # int (time.time/())
'Version': '2017-03-12"

}

s = get_string_to_sign ("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)
print (data["Signature"])

# MR, AI0ERIGE 2112

# resp = requests.get ("https://" + endpoint, params=data)
# print (resp.url)

Golang

package main

import (

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
"fmt"

"og"

"sort"

"strconv"

)

func main () {
// %Ezﬁﬁf%ﬁ;@% TENCENTCLOUD_SECRET_ID, Ejﬂﬂ?/ﬁﬂﬂg AR TD* * %k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok A ok

* Ak kA K

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")
// %gﬁgf%'ﬁg% TENCENTCLOUD_SECRET_KEY, E)@U_T/fﬂg/\j ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* A KA
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secretKey := os.Getenv ("TENCENTCLOUD_SECRET_KEY")
params := map|[string]string/{
"Nonce": "11886",

"Timestamp": strconv.Itoa(1465185768),
"Region": "ap-guangzhou",

"SecretId": secretld,

"Version": "2017-03-12",

"Action": "DescribelInstances",
"InstanceIds.O0": "ins-09dx96dg",
"Limit": strconv.Itoa(20),

"Offset": strconv.Itoa(0),

}

var buf bytes.Buffer
buf.WriteString ("GET")
buf.WriteString ("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

// sort keys by ascii asc order

keys := make([]lstring, 0, len (params))
for k, _ := range params {

keys = append (keys, k)

}

sort.Strings (keys)

for i := range keys {
k := keys[i]
buf.WriteString (k)
buf.WriteString("=")
buf.WriteString(
buf.WriteString("&")
I3

buf.Truncate (buf.Len() - 1)

params [k])

hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write (buf.Bytes())

fmt.Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))
}

PHP
<?php
// %Eﬁﬁfﬁ%‘;ﬁé’ TENCENTCLOUD_SECRET_ID, @Wﬁ/ﬁﬂg/\j AR TD* * A &k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Ak
* ok ok kA
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SsecretId = getenv ("TENCENTCLOUD_SECRET_ID");
// ggé?ﬁﬁ%fﬁ&ﬁ%ﬁ% TENCENTCLOUD_SECRET_KEY, ﬁiﬁuﬁﬁwgg ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko

* A A

SsecretKey = getenv ("TENCENTCLOUD_SECRET_KEY") ;

Sparam|["Nonce"] = 11886; //rand();
Sparam["Timestamp"] = 1465185768; //time () ;
Sparam["Region"] = "ap-guangzhou";
Sparam["SecretId"] = S$secretld;
Sparam["Version"] = "2017-03-12";
Sparam["Action"] = "Describelnstances";
Sparam["InstancelIds.0"] = "ins-09dx96dg";
Sparam["Limit"] = 20;

Sparam["Offset"] = 0;

ksort (Sparam) ;

$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( $param as S$key => Svalue ) {
SsignStr = $signStr . Skey . "=" . Svalue . "&";

}
$signStr = substr ($signStr, 0, -1);

Ssignature = base64_encode (hash_hmac ("shal", $signStr, S$secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// Sparam["Signature"] = Ssignature;

// Surl = "https://cvm.tencentcloudapi.com/?".http build query (Sparam);
// echo Surl.PHP_EOL;

// Sch = curl_init();

// curl_setopt ($Sch, CURLOPT URL, Surl);

// Soutput = curl_exec(Sch);

// curl_close (Sch);

// echo json_decode (Soutput) ;

Ruby

# —*— coding: UTF-8 —*-
# require ruby>=2.3.0
require 'time'

require 'openssl'
require 'baseo64'

# %§i§§f$fﬁ§§ TENCENTCLOUD_SECRET_ID, {57?/7_?/;%9"7 AR TD* ** & ok ok ok ok ok ok ok ok ok ok ok & ok ok ok ok ok ok ok A & ok
* ok ok kA

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

# %%?ﬁﬁ%i%ﬁ%ﬂ}? TENCENTCLOUD_SECRET_KEY,ZEj@ﬁﬂ%mg ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok
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* *

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'Action' => 'DescribelInstances',

'Instancelds.0' => 'ins-09dx96dg’,
'Limit' => 20,

'Nonce' => 11886,

'Offset' => 0,

'Region' => 'ap-guangzhou',

'SecretId' => secret_id,

'Timestamp' => 1465185768, # Time.now.to_1i

'Version' => '2017-03-12",

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item]

params << "#{item[O] }=#{item[1]}"
end

sign += params.join('&')

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Baseb64.encodeb64 (OpenSSL: :HMAC.digest (digest,

n))
puts datal['Signature']

# require 'net/http'
# uri = URI('https://' + endpoint)
# uri.query = URI.encode_www_form(data)
# p uri
# res = Net::HTTP.get_response (uri)
# puts res.body
DotNet

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;

using System.Text;

public class Application {

public static string Sign(string signKey,

{
string signRet = string.Empty;

©2013-2026 BN =hRINFRE
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using (HMACSHAl mac = new HMACSHAL (Encoding.UTF8.GetBytes (signKey)))
{

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));
signRet = Convert.ToBase64String (hash);

}

return signRet;

I3

public static string MakeSignPlainText (SortedDictionary<string, string> requestPa
rams, string requestMethod, string requestHost, string requestPath)
{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

string v = "";

foreach (string key in requestParams.Keys)

{

v += string.Format ("{0}={1}&", key, requestParamslkey]);

I3

retStr += v.TrimEnd ('&");

return retStr;

}

public static void Main (string|[] args)
{

/) B

/) BEREHIETE

* ok ok ok kA

TENCENTCLOUD_SECRET_ID, {é‘)“gﬂ?/fﬂgg ARTD*** * &k Ak ko ok ok ok ok ok ok ok ok kA A kA A Ak

string SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID") ;
// %gﬁgf%'ﬁgi%’ TENCENTCLOUD_SECRET_KEY, {E‘]@H_T/iﬂg‘ ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* ok Kk

string SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KE

¥

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "DescribeInstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768; // AJ/EIEF 2019-02-26 00:44:25, ILSEIERN A,
Ve vy

// long timestamp = ToTimestamp () / 1000;

// string requestTimestamp = timestamp.ToString();

Dictionary<string, string> param = new Dictionary<string, string>();

param.Add ("Limit", "20");

param.Add ("Offset", "O");

param.Add ("InstancelIds.0", "ins-09dx96dg") ;
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param.Add ("Action", action);
param.Add ("Nonce", "11886");
// param.Add ("Nonce'", Math.Abs (new Random().Next ()).ToString());

param.Add ("Timestamp", RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string> (p
aram, StringComparer.Ordinal);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

}

}

NodedS

const crypto = require('crypto');

function get_req url (params, endpoint) {

params|['Signature'] = encodeURIComponent (params|['Signature']);
const url_strParam = sort_params (params)

return "https://" + endpoint + "/?" + url_strParam.slice(1);

}

function formatSignString(regMethod, endpoint, path, strParam) {

let strSign = regMethod + endpoint + path + "?" + strParam.slice(l);
return strSign;

}

function shal (secretKey, strsign) {

let signMethodMap = {'HmacSHA1l': "shal"};
let hmac = crypto.createHmac (signMethodMap]|['HmacSHAl1'], secretKey || "");
return hmac.update (Buffer.from(strsign, 'utf8')) .digest ('baseb64")

}

function sort_params (params) {

let strParam = "";

let keys = Object.keys (params);

keys.sort () ;

for (let k in keys) {

//k = k.replace(/_/g, '.');

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}

return strParam
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functi

on main () {

/) BHZE
// %g1£§f$ﬁ§§ TENCENTCLOUD_SECRET_ID, [E)’gﬁ/ﬂﬂ@ AR TD* * A &k ok ok ok ok ok ok ok & ok ok ok ok ok ok & ok ok ok Ak

ok kA A K

const

SECRET_ID = process.env.TENCENTCLOUD_SECRET_ID

TIE] - SRR

// %giggf%ﬁ@% TENCENTCLOUD_SECRET_KEY, Ejﬂﬂ?/fﬂg"j ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko

* A KA

const

const
const
const
const
const
// con
const

//cons

let pa
params
params
params
params
params
params
params
params

params

// 1.

strPar

// 2.
const
const

strSig
// con

// 3.
params

consol

// 4.
// con
// con

SECRET_KEY = process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
Region = "ap-guangzhou"

Version = "2017-03-12"

Action = "DescribelInstances"

Timestamp = 1465185768 // AJ/EBE 2016-06-06 12:02:48, WSHIENTHY, LUZLErrE

st Timestamp = Math.round (Date.now() / 1000)
Nonce = 11886 // BEHIIEZEE
t nonce = Math.round (Math.random() * 65535)

rams = {};

['"Action'] = Action;
'Instancelds.0'] = 'ins-09dx96dg';
'Limit'] = 20;

'Offset'] = 0;

'Nonce'] = Nonce;

'Region'] = Region;

'SecretId'] = SECRET_ID;
'Timestamp'] = Timestamp;

[
[
[
[
[
[
[
[

'Version'] = Version;

XBEH 7, HPHEERFIFE

am = sort_params (params)

HEEEIRXFIFE
regqMethod = "GET";
path = n/";

n = formatSignString(regqMethod, endpoint, path, strParam)

sole.log (strSign)

EREEE
['Signature'] = shal (SECRET_KEY, strSign)

e.log(params|['Signature'])

HiTur 1 kB H HiEIE Kurl
st req url = get_req url (params, endpoint)

sole.loqg (params['Signature'])
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// console.log(req url)
}
main ()

©2013-2026 BN =hRIXERE 5563 16501



> Tencent Cloud ZHE) - SRR

s

o] 45 5%

ST EHRE: 2026-07-10 16:48:54

7 API 3.0 #ZOEIAIR[E JSON #44E, REIHE JSON ARTAYR O REXEFHEBE, RE JSSON R & APRE
79 50 MB, WIFRREIREFEBERARS, BREFRMFHRLBAEEIR, BREZOSEPSL HATIEINEE (F20
IfESEE) SEDTINEE, EHREBERAETK.

TR BRIREBRBERSIHESWMIET, AR HTTP IRESES8200, Hla0iREHESMEHNEIRIEEERK
W, 18 HTTP JRSHB2200, mA=401,

IEFRIREIZE R

M =RRSBEOEBLAIIREIIEK (DescribelnstancesStatus) 2017-03-12 hRAFfl, EEAKIN, HAIEERIIR
BT

{

"Response": {
"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "bbSb41468-520d-4192-b42£f-595cc34b6eclc"

}
}

* Response REWHIH Requestld EBEIEMNFER, TiLIEKRMINEE, RE API BT, NIMHERIRE,

e Requestld BF— APl i5RHIME—HRIR, AR API HIMEE, IR T E, HIRMHHZ ID KRG,

s RTEZENFEI, HERHINAEMEOEXNFE, FAENEOMRENFES LEOXEPHNEN ., HEIHE
TotalCount ] InstanceStatusSet 134 DescribelnstancesStatus #EOE XHFER, HTERIERANEFP BT
"B IR ERSES], FELt TotalCount ZELLIER THIIREIER O, InstanceStatusSet IR

=R [O] 45 5R
ERAEN, EEEEROIN T

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your si

gnature is correct."
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Hy
"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

}
}

e Error WHEIMARKREZIEKIBRAELM, Error FERERIERNERR Code 1 Message FEXFE AR KA 2 A EIRE]
Y,

e Code RAMLENEIRID, HiEKLEHN A UAEREZERBE L BRG] SO N IREIIRER
BN REMBREE,

* Message Bt TRXMERRENRNRRRE, BEUSLKESEAKMAL, WXAUEREEREEENEN, A
P ARAREHX MR ENE.

* Requestld BF— APl i5RAOMB—RIR, R API HIMSE, AR TS, FHiMHiZ ID sKRRE)E,

NHEFIRG

ZRPURTFE Error FE, WRRAR AP EOKMK, Error ) Code FERRTTHIRG, FRBSSERATRE
HIBVEIRIBA A HEEIRD. TENERBIIRIBESEAT @ AP X" BR TR “HIRE TUH.
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ESHEXEO
MZ0 Bl HE 2%

BIFEFATE: 2026-07-10 16:49:08

kv H- N
1. =OHER
EOIEKIFEA:  cfg.intl.tencentcloudapi.com ,
MEZ 0B IE L
BN A REMZERE: 100R/F0,

FF{FA API Explorer
mEs

TIE] - SRR

API Explorer 2t 7 AL . ZRIIE. SDK REBERMIRENTIZOFESN . BRIEEB/XIERMIEKREH

REERARBENEM SDK ARG,

2. WMASE

MIERSESIRIIE TEROBRSHBNH D AHSH,

SR %SV it
Action = String
Version = String
Region S String
Templateld = Integer
TaskConfig = TaskConfig
o x
3. WIS
SEBR KA R
Taskld Integer  SIERINAIEZLID
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NHSE, AIEOBYE: CreateTaskFromTemplate,

~

N2

7N\

&

£, AEOBE: 2021-08-20,

~

NHZL, WSHNHESH.

N

MEREREREINZNERRID

BENEES
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=CreateTaskFromTemplate
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64610#TaskConfig
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E—IEXK ID, BHRSBIHER, BRERTRIRE (EEREEMEREAKRERIARS
Requestld  String i, MNZRIBEBRASIRTG Requestld) , ENIE)EANEEREIZRIBERE
Requestld,

4. 51

TN RIBEIIRIR BIEIELR
BT TEI R T R IR E B AR SR T S E R

BATH

POST / HTTP/1.1
Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: CreateTaskFromTemplate
<PHIBERSE>

{

"TemplateId": 689,
"TaskConfig": {
"TaskTitle": "MRHEZR, XEXT B, BT IEABIMME—TMEAPE—TIENEBEX S
"TaskGroupsConfig": [

{

"TaskGroupInstances": [
"ins—xXxXXXXXXX"

1y
"TaskGroupActionsConfig": [
{

"TaskGroupActionOrder": 1,

"TaskGroupActionCustomConfiguration": "{\"timeout\":200, \"percentage\":80}"
}
]
}
]
}
}
i 451
{
"Response": {
"RequestId": "flOaeeB8ac-2ed3-4a7f-a25b-£0d47d228dd30",

"TaskId": 50
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5. FRERR

SDK

Z API 3.0 R TEEMNFATIAEE (SDK) ,

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

wLTIR

Ap

ATRFUE 7420 558 B X A

Tencent Cloud CLI 3.0

6. TH1xh3

FHiRE

AuthFailure
AuthFailure.UnauthorizedOperation
InternalError

InvalidParameter
InvalidParameterValue
LimitExceeded

UnknownParameter

UnsupportedOperation

©2013-2026 BN =hRINFRE

iﬁ:ﬂﬂ’fﬁ&h =

x03, HAthiaix

TIE] - SRR

AREE L ERERA AP,

CAMZE & /£ IR,
camARIZIURIE,
REBEEIR

SRR
SHEVERIR.

BT ECATRRH o
RIS EHIR

BRIEARSH
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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Ml FR1ESS

BT EHRE: 2026-07-10 16:49:07

Sz R
1. =OFER
EOIEKIEA:  cfg.intl.tencentcloudapi.com ,
HIFRIESS
FRIMZEOIEKRIMFERE . 100R/7,

WFF{EF API Explorer

R

API Explorer 12t TTEL& AR, FRMIE. SDK ABERFIRFQFIZOEFEN . BIEEERARNEKRAEM
REIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

SRR WA 3 E1pU
Action = String NHEZE, AEOEVE: DeleteTask,
Version 2 String NEZE, AEFEOBYE: 2021-08-20,
Region & String NHEZE, WSEANIRSH,
Taskld 2 Integer 51D
& 3§
3. WS4
SEBMR i R

W—iEK ID, HRSBIHER, BREKRTRIRE (BIFKEEHMEREKREEHTIARS
Requestld  String i, MIZRIERAEIRE Requestld) , E[6IAHEE R HZRIE K
Requestld,

©2013-2026 BN =hRIXERE 5569 16501


https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=DeleteTask
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
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4. 51

A IERIESS
BWATH

POST / HTTP/1.1

Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DeleteTask
<NHIFKRSE>

{
"TaskId": "222"

}

bR Gl

{
"Response": {
"RequestId": "6549edla-911f-46dd-b6cd-2c02d5bd180£"

}
}

5. ARERR

SDK
= AP 3.0 IR TERENFARIRSE (SDK) , XGZMEIZIES, EEHENIER AP,

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

® Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

wLTIR

e Tencent Cloud CLI 3.0
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6. TH1xh3

AUTRFUE T2 O S5BEEXMNEIRE, EthEiREFED AHERE,

RS PN

AuthFailure CAMZE R/ ENEEIR.
FailedOperation BIERMN,
InternalError AEREEIR
InvalidParameter SR,
InvalidParameterValue SEEEERIR.

©2013-2026 BB TIRINFTE 8871 H165M


https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud ZHE) - SRR

SREGHER= (U R B S 2R
RIAEFNE: 2026-07-10 16:49:06
1. EOHER

#EOEXE R cfg.intl.tencentcloudapi.com ,

WRIBNEIDIREGEN A= ESEESRER, ERESHEERNRBAMID

@

.,
BOIAROEKINRRSI: 200R/%,

W {ER APl Explorer

R

API Explorer 12t TTEL& AR, FRMIE. SDK ABERFIRFQFIZOEFEN . BIEEERARNEKRAEM
REIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

SEBR Wk KE AR

Action 2 String NHSE, AEOBYE: DescribeActionFieldConfigList,
Version 2 String NHZE, AEOBE: 2021-08-20,

Region & String NHZE, WSEAESEH,

Actionlds.N = Array of Integer fEIDFI &

ObjectTypeld = Integer MHRERID

3. HthTE

SEBIR it RN
Array of . e
Common BRI ES
ActionFieldConfigResult B %=
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https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
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Array of - .
Results =i [
ActionFieldConfigResult UGS S
ResourceOffline  Array of ResourceOffline BRETEER
W—IEK ID, HRSIHEN, BRIBFRBIRE (FHIFK
) EEMFEREREEHIARS I, MIZRIERFRIKE
Requestld String

Requestld) ., Efiz(o)@REtHEERMHIZRIERHN
Requestld,

4. 51

A TR

BTG

POST / HTTP/1.1

Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeActionFieldConfigList
<PNHIFKRSE>

{

"ObjectTypeId": "1",
"ActionIds": [

"ill

]

s

T

{

"Response": {
"RequestId": "f3433a9%9a-e8fd-40b9-88e7-dd8b3f1al81f",
"Common": [

{

"ActionId": 1,
"ActionName": "XAl",
"ConfigDetail": [

{

"Type": "number",
"Lable": "mN{EEBAEYETIIE] (s) ",
"Field": "ActionTimeout",
"DefaultValue": "1800",
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"Config": "{\"max\": 86400, \"min\": 0, \"tooltip\": \ "GIEROFBATATE)\ " 1 1,
"Required": 1,

"Validate": "{\"op\": \"==\", \"value\": \"IBETHEF\", \"relatedField\": \"rebo
ot_mod\"}",
"Visible": "{\"op\": \"<\", \"type\": \"need_insert\", \"value\": 0, \"relatedFie

1d\": \"ActionTimeout\"}"

}
]
}

1,
"Results": []

}
}

5. ARERR

SDK
= API 3.0 R TERENFRIESE (SDK) , XIFZMEREIZIES, SeEHENREB AP

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

® Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

wLTIR

¢ Tencent Cloud CLI 3.0

6. fH1xh9

MTHMRIIE T RO S5 EAXNEIRTD, EtEiREFEN AHERE,

HIRD R
AuthFailure CAMZE R/ ENEEIR,
InternalError AEREE IR
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InvalidParameter SHEIR,
InvalidParameterValue SHEVEREIR,
MissingParameter R DS EEIR
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IRENNTE SR

SIFEFATE: 2026-07-10 16:49:06

1. O
BOEREE:
S O e

BAECARIEIRS: 1005/

cfg.intl.tencentcloudapi.com ,

W {ER APl Explorer

R

API Explorer 12t TTEL& AR, FRMIE. SDK ABERFIRFQFIZOEFEN . BIEEERARNEKRAEM
SRR Bh4ERL SDK ERATRHA,

2. MINZ%
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MTREKRSEIIRNIE TIEOBRSHAB O AHESE, TEAHSHIIRD LHIERSE,
SHBR WA it iR
Action 2 String NFEZE, ANEOBYE: DescribeActionLibraryList,
Version ot String NHZE, AEOBYE: 2021-08-20,
Region & String NHEZE, WSBERIRSH,
Limit = Integer 0-100
Offset 2 Integer ZRIAMEO
ObjectType £ Integer REHID
Arrav of KeywordBUE{"EhEBFR": "a_title", "f#iiA": "a_desc", "BIfEE
F||terS.N lz:? y ) |J|| ||a typeu “ﬁJLH-_”E—.I" ||a Create t|me", ||:’&/\7kn
ActionFilter
"a_resource_type"}
. Array of 4 s — e — -
Attribute.N ) sEDE, 1RTENE, 2R/RTIRENE
Integer
ActionldsN & Array of TFIEIN —sH{EID
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> Tencent Cloud

Integer

3. mthTE

ZEAR E- it
Array of
Results

ActionLibraryListResult

Total Integer

Requestld String

4. 51

T SHEEETIRES

N FEEF IR IR E S
)N N )

POST / HTTP/1.1
Host:
Content-Type:
X-TC-Action:
<PNHIFBKRSE>

{

"Limit": 10,
"Offset": O,
"Filters": [
{

"Keyword":
"Values": [
mqm

]

}

1y
"ObjectType": 1,
"Attribute": [

1

" a_t ype " .
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application/json

s
B
S

BEWGERYIE

FEILRFH

HE—IEXK ID, HRSBIHEMR,
[RERBEHEIAAR S i,
[a) REAY FE EIRHIZRIEKE Requestld,

BRIERBRE (

DescribeActionLibraryList

e =

=18

TIE] - SRR

EH At

NRZRIERAEIRTE Requestld) . EfL
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N

{

"Response": {

"RequestId": "cZéemOxYnnDreBNJm",
"Results": [

{

"ActionName": "kl CGUHK) -,
"Desc": "XJCVMIEITRAIRIE",

"ActionType": "F&H",

"CreateTime": "2023-07-04 11:20:43",
"Creator": "RA",

"UpdateTime": "2023-07-04 11:20:43",
"RiskDesc": "SMX[",

"ActionId": 1,

"AttributeId": 1,

"RelationActionId": 2,

"ActionCommand": "ARBHEZXNT&NAPTIEO",

"ActionContent": " Z=api StopInstances",
"ActionCommandType": 1,

"ActionDetail": "<p>f@HZ=api <a href=\"https://cloud.tencent.com/document/produc
t/213/15743\">StopInstances</a>*kMl</p>",
"ResourceType": "RFZBZEHFIR",

"IsAllowed": true,

"ActionBestCase": "https://cloud.tencent.com/document/product/1500/74357",
"ObjectType": "CVM",

"MetricIdList": [

614,

615

]

b

{

"ActionName": "FF#l",

"Desc": "XCvMIAITFAIRIE",

"ActionType": "EH,

"CreateTime": "2022-11-29 18:08:46",
"Creator": "ZR4",

"UpdateTime": "2022-11-29 18:08:46",
"RiskDesc": "SMX[&",

"ActionId": 2,

"AttributeId": 2,

"RelationActionId": 1,

"ActionCommand": "ARABRASXNEAPTIEO",
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"ActionContent": " Z=api StartInstances",

"ActionCommandType": 1,

"ActionDetail": "<p>@HZ=api <a href=\"https://cloud.tencent.com/document/produc
t/213/15735\">StartInstances</a>Ftl</p>",

"ResourceType": "PRFZBEIFIR",

"IsAllowed": true,

"ActionBestCase": "",

"ObjectType": "CVM",

"MetricIdList": []

b

{

"ActionName": "EF",

"Desc": "ERF",

"ActionType": "EH,

"CreateTime": "2023-05-24 15:33:39",
"Creator": "ZRZ",

"UpdateTime": "2023-05-24 15:33:39",
"RiskDesc": "SMX[&",

"ActionId": 3,

"AttributeId": 1,

"RelationActionId": O,

"ActionCommand": "ERABIRASXN~EAPTIEO",

"ActionContent": "W Z=api RebootInstances",

"ActionCommandType": 1,

"ActionDetail": "<p>W@fHZ=api <a href=\"https://cloud.tencent.com/document/produc
t/213/15742\">Reboot Instances</a>&EF</p>",

"ResourceType": "BRFZBIFIR",

"IsAllowed": true,

"ActionBestCase": "https://tcloud4api.woa.com/document/product/1607/888637!previe
w& ! document=1",

"ObjectType": "CVM",

"MetricIdList": []

b

{

"ActionName": "CPUFIFEERF",

"Desc": "{FEMstress-ngEMITEEN, ZHFH1inux&KIThR: Centos7.2KkBAL, Coreds 1745.5.0
&ML, Debian9.0RKkPALE, Ubuntu 16.04.1K%ME",

"ActionType": "FE&H",

"CreateTime": "2022-11-29 18:08:46",
"Creator": "ZRZ",

"UpdateTime": "2022-11-29 18:08:46",
"RiskDesc": "EMX[&",

"ActionId": 4,

"AttributeId": 1,

"RelationActionId": O,

"ActionCommand": "#!/bin/bash\n\nuser=$ (whoami)\nif [ !$user == 'root' ]\nthen\n

sudo —-i\nfi\n\nfunction command_exists () {\n if command -v $1 > /dev/null 2>&1; th
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o

en\n return 1\n else\n return O0\n fi\n}\n\necho -e \"[\" date +\"$Y-%m-%d $H:%M:%
S\""\"] \\c\"\n\nos_desc=$ (cat /etc/*release)\n# echo $os_desc\n\ndeclare -A os_d
ic\nos_dic=([CentOS]=\"yum install stress-ng -y\" \\\n [CoreOS]=\"docker pull ale
xeiled/stress—ng\" \\\n [Debian]=\"apt-get install -y stress-ng\" \\\n [Ubuntu]=
\"apt—-get install -y stress-ng\")\n\nos_name='N/A'\n\nfor key in $(echo ${!os_dic
[*]1})\ndo\n if [[ Sos_desc =~ S$key ]]\n then\n os_name=$key\n echo S$key\n fi\ndon
e\n\nif [ $os_name == 'N/A' ]J\nthen\n echo \"Unsupported Linux distributions\"\n
exit 1\nfi\n\n# os_name=$ (cat /etc/*release | awk 'NR==1{print ($1)}')\n\necho -e
\"[\" date +\"%Y-%m-%d $H:%M:%S\" \"] \\c\"\necho \"installing stress-ng...\"\nco
mmand_exists stress-ng\n\nif [[ $? -eq O ]]\nthen\n ${os_dic[$os_name]}\n echo -e
\"[\" date +\"%Y-%m—-%d $H:%M:%S\" " \"] \\c\"\n echo \"Checking the installation st
atus...\"\n command_exists stress-ng\n if [[ $? -eq 0 && $os_name != 'CoreOS' ]]
\n then\n echo —-e \"[\" 'date +\"%Y-%m-%d %H:%M:%S\""\"] \\c\"\n echo \"Fail to in
stall\"\n exit 1\n else\n echo -e \"[\" date +\"%Y-%m-%d $H:%M:%S\" " \"] \\c\"\n e
cho \"stress—-ng has already installed\"\n fi\nelse\n echo —-e \"[\" date +\"%Y-%m-
$d $H:$M:$S\""\"] \\c\"\n echo \"stress-ng has already installed\"\nfi\n\necho -e
\"[\" date +\"$Y-%m—-%d %H:%M:%S\" \"] \\c\"\necho \"Starting to perform stress te
st.\"\nif [ Sos_name == \"CoreOS\" ]\nthen\n docker run —--rm alexeiled/stress-ng
-c 0 -1 {{percentage}} ——-timeout {{timeout}}\nelse\n stress-ng -c 0 -1 {{percenta
ge}t} ——timeout {{timeout}}\nfi\n\nif [[ !$? -eq 0 ]]\nthen\n echo -e \"[\" date +
\"$Y-%m—%d $H:$M:%$S\""\"] \\c\"\n echo \"failed\"\n exit 1\nelse\n echo —-e \"[\"®
date +\"%Y-%m-%d SH:%M:%S\" \"] \\c\"\n echo \"completed\"\n exit O\nfi",
"ActionContent": "#!/bin/bash\n\nuser=$ (whoami)\nif [ !Suser == 'root' ]\nthen\n
sudo —-i\nfi\n\nfunction command_exists(){\n if command -v $1 > /dev/null 2>&1; th
en\n return 1\n else\n return 0\n fi\n}\n\necho -e \"[\" date +\"%$Y-%m-%d %H:3M:%
S\""\"] \\c\"\n\nos_desc=$ (cat /etc/*release)\n# echo $os_desc\n\ndeclare -A os_d
ic\nos_dic=([CentOS]=\"yum install stress-ng -y\" \\\n [CoreOS]=\"docker pull ale
xeiled/stress—-ng\" \\\n [Debian]=\"apt—-get install -y stress-ng\" \\\n [Ubuntu]=
\"apt-get install -y stress-ng\")\n\nos_name='N/A'\n\nfor key in $(echo ${!os_dic

[*]1})\ndo\n if [[ Sos_desc =~ S$key ]]\n then\n os_name=$key\n echo S$key\n fi\ndon
e\n\nif [ Sos_name == 'N/A' ]\nthen\n echo \"Unsupported Linux distributions\"\n
exit 1\nfi\n\n# os_name=$ (cat /etc/*release | awk 'NR==1{print ($1)}')\n\necho -e

\"[\" date +\"&Y-%m-%d $H:%M:%S\" \"] \\c\"\necho \"installing stress-ng...\"\nco
mmand_exists stress-ng\n\nif [[ $? —-eq 0 ]]\nthen\n ${os_dic[Sos_name]}\n echo -e
\"[\" date +\"&Y-%m-%d %$H:%M:%S\" \"] \\c\"\n echo \"Checking the installation st
atus...\"\n command_exists stress-ng\n if [[ $? -eq 0 && $os_name != 'CoreOS' ]]
\n then\n echo —-e \"[\" date +\"%Y-%m—-%d %H:%M:%S\" \"] \\c\"\n echo \"Fail to in
stall\"\n exit 1\n else\n echo -e \"[\" 'date +\"%Y-%m-%d $H:3M:%S\""\"] \\c\"\n e
cho \"stress—-ng has already installed\"\n fi\nelse\n echo —-e \"[\" date +\"%Y-%m-
$d $H:$M:$S\""\"] \\c\"\n echo \"stress-ng has already installed\"\nfi\n\necho -e
\"[\" date +\"%Y-%m—-%d $H:3M:%S\" \"] \\c\"\necho \"Starting to perform stress te
st.\"\nif [ Sos_name == \"CoreOS\" ]\nthen\n docker run --rm alexeiled/stress-ng
-c 0 -1 {{percentage}} —--timeout {{timeout}}\nelse\n stress-ng -c 0 -1 {{percenta
ge}} ——timeout {{timeout}}\nfi\n\nif [[ !$? -eq 0 ]]\nthen\n echo -e \"[\" date +
\"%Y-3m-%d %$H:3M:3%S\" " \"] \\c\"\n echo \"failed\"\n exit 1\nelse\n echo -e \"[\"®
date +\"%Y-%m-%d $H:%M:%S\" \"] \\c\"\n echo \"completed\"\n exit O\nfi",
"ActionCommandType": O,
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"ActionDetail": "<p>{FMtatiBE FARstress-—ngfpXHEHITEM</p>\n<p>8pLHNSE: stress-ng -
c 0 -1 {{percentage}} —-timeout {{timeout}}</p>\n<p><a href=\"https://cloud.tence
nt .com/document /api/1340/52676\">tatBAXIE</a></p>\n<p><a href=\"https://wiki.ub
untu.com/Kernel/Reference/stress-ng\">stress-ngB A XH</a></p>\n",
"ResourceType": "CPUZLR",

"IsAllowed": true,

"ActionBestCase": "",

"ObjectType": "CVM",

"MetricIdList": []

I

{

"ActionName": "WERIBAERF",

"Desc": "{EMstress-ngEMTEEN, E#IFH1inux&KITHR: Centos7.2&A L, Ccoreos 1745.5.0
K&LALE, Debian9.oX&PAL, Ubuntu 16.04.1K&BALE"™,

"ActionType": "F&H",

"CreateTime": "2022-11-29 18:08:46",
"Creator": "R%",

"UpdateTime": "2022-11-29 18:08:46",
"RiskDesc": "SMXB&",

"ActionId": 7,

"AttributeId": 1,

"RelationActionId": O,

"ActionCommand": "#!/bin/bash\n\nuser=$ (whoami)\nif [ !Suser == 'root' ]\nthen\n

sudo —-i\nfi\n\nfunction command_exists(){\n if command -v $1 > /dev/null 2>&1; th
en\n return 1\n else\n return 0\n fi\n}\n\necho -e \"[\" date +\"%$Y-%m-%d %H:3M:%
S\""\"] \\c\"\n\nos_desc=$ (cat /etc/*release)\n# echo $os_desc\n\ndeclare -A os_d
ic\nos_dic=([CentOS]=\"yum install stress-ng -y\" \\\n [CoreOS]=\"docker pull ale
xeiled/stress—-ng\" \\\n [Debian]=\"apt—-get install -y stress-ng\" \\\n [Ubuntu]=

\"apt-get install -y stress-ng\")\n\nos_name='N/A'\n\nfor key in $(echo ${!os_dic

[*]1})\ndo\n if [[ Sos_desc =~ S$key ]]\n then\n os_name=$key\n echo S$key\n fi\ndon
e\n\nif [ Sos_name == 'N/A' ]\nthen\n echo \"Unsupported Linux distributions\"\n
exit 1\nfi\n\n# os_name=$ (cat /etc/*release | awk 'NR==1{print ($1)}')\n\necho -e

\"[\" date +\"&Y-%m-%d $H:%M:%S\" \"] \\c\"\necho \"installing stress-ng...\"\nco
mmand_exists stress-ng\n\nif [[ $? —-eq 0 ]]\nthen\n ${os_dic[Sos_name]}\n echo -e
\"[\" date +\"&Y-%m-%d %$H:%M:%S\" \"] \\c\"\n echo \"Checking the installation st
atus...\"\n command_exists stress-ng\n if [[ $? -eq 0 && $os_name != 'CoreOS' ]]

\n then\n echo —-e \"[\" date +\"%Y-%m—-%d %H:%M:%S\" \"] \\c\"\n echo \"Fail to in
stall\"\n exit 1\n else\n echo -e \"[\" 'date +\"%Y-%m-%d $H:3M:%S\""\"] \\c\"\n e
cho \"stress—-ng has already installed\"\n fi\nelse\n echo —-e \"[\" date +\"%Y-%m-
$d $H:$M:$S\""\"] \\c\"\n echo \"stress-ng has already installed\"\nfi\n\necho -e
\"[\" date +\"%Y-%m—-%d $H:3M:%S\" \"] \\c\"\necho \"Starting to perform stress te
st\"\nif [ Sos_name == \"CoreOS\" ]\nthen\n docker run --rm alexeiled/stress-ng -
-vm-bytes $(awk '/MemAvailable/{printf \"%d\\n\", $2 * 0.01*{{percentagel}};}' < /
proc/meminfo)k —--vm-keep -m 1 -t {{timeout}}\nelse\n avaliable_mem=$ (awk '/"MemAv
ailable:/{printf \"%d\\n\", $2;}' < /proc/meminfo)\n free_mem=$ (awk '/"MemFree:/

{printf \"%d\\n\", $2;}' < /proc/meminfo)\n buffer=$(awk '/"Buffers:/{printf \"%d
\\n\", $2;}' < /proc/meminfo)\n cache=$ (awk '/"Cached:/{printf \"%d\\n\", $2;}' <
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/proc/meminfo)\n if [ -n \"S$avaliable_mem\" ]\n then\n stress-ng —--vm-bytes $[$av
aliable_mem*{{percentage}}/100]k —-vm-keep —-m 1 -t {{timeout}}\n else\n stress—-ng
——vm-bytes $[ (Sfree_mem+Sbuffer+Scache) *{{percentage}}/100]k —--vm-keep —-m 1 -t
{{timeout}}\n fi\nfi\n\nif [[ !$? -eqg 0 ]]\nthen\n echo —-e \"[\" date +\"%$Y-%m-%d
$H:3M:%S\" " \"] \\c\"\n echo \"Failed\"\n exit 1\nelse\n echo -e \"[\"'date +\"&%Y-
gm—%d $H:3M:%S\""\"] \\c\"\n echo \"Completed\"\n exit 0\nfi",

"ActionContent": "#!/bin/bash\n\nuser=$ (whoami)\nif [ !Suser == 'root' ]\nthen\n
sudo —-i\nfi\n\nfunction command_exists () {\n if command -v $1 > /dev/null 2>&1; th
en\n return 1\n else\n return O0\n fi\n}\n\necho -e \"[\" date +\"$Y-%m-%d $H:%M:%
S\""\"] \\c\"\n\nos_desc=$ (cat /etc/*release)\n# echo $os_desc\n\ndeclare -A os_d
ic\nos_dic=([CentOS]=\"yum install stress-ng -y\" \\\n [CoreOS]=\"docker pull ale
xeiled/stress—ng\" \\\n [Debian]=\"apt—-get install -y stress—-ng\" \\\n [Ubuntu]=
\"apt—-get install -y stress—-ng\")\n\nos_name='N/A'\n\nfor key in $(echo ${!os_dic
[*]})\ndo\n if [[ $os_desc =~ Skey 1]\n then\n os_name=$key\n echo S$key\n filndon
e\n\nif [ $os_name == 'N/A' ]J\nthen\n echo \"Unsupported Linux distributions\"\n
exit 1\nfi\n\n# os_name=$ (cat /etc/*release | awk 'NR==1{print($1)}')\n\necho -e
\"[\" date +\"$Y-%m-%d %H:%M:%S\" \"] \\c\"\necho \"installing stress-ng...\"\nco
mmand_exists stress-ng\n\nif [[ $? —-eq 0 ]]\nthen\n ${os_dic[Sos_name] }\n echo -e
\"[\" date +\"$Y-%m—-%d %H:%M:%S\" \"] \\c\"\n echo \"Checking the installation st
atus...\"\n command_exists stress-ng\n if [[ $? -eq 0 && S$os_name != 'CoreOS' ]]
\n then\n echo —-e \"[\" 'date +\"%Y-%m-%d %H:3M:%S\" " \"] \\c\"\n echo \"Fail to in
stall\"\n exit 1\n else\n echo -e \"[\" date +\"&Y-%m-%d $H:%M:%S\""\"] \\c\"\n e
cho \"stress—ng has already installed\"\n fi\nelse\n echo -e \"[\" date +\"$Y-%m—
$d $H:%M:%S\" " \"] \\c\"\n echo \"stress—-ng has already installed\"\nfi\n\necho -e
\"[\" date +\"$Y-%m—-%d %H:%M:%S\" \"] \\c\"\necho \"Starting to perform stress te
st\"\nif [ $Sos_name == \"CoreOS\" ]\nthen\n docker run —--rm alexeiled/stress—-ng -
-vm-bytes $(awk '/MemAvailable/{printf \"%d\\n\", $2 * 0.01*{{percentage}};}' < /
proc/meminfo)k —-vm-keep -m 1 -t {{timeout}}\nelse\n avaliable_mem=$ (awk '/"MemAv
ailable:/{printf \"%d\\n\", $2;}' < /proc/meminfo)\n free_mem=$ (awk '/"MemFree:/
{printf \"%d\\n\", $2;}' < /proc/meminfo)\n buffer=$ (awk '/"Buffers:/{printf \"3%d
\N\n\", $2;}' < /proc/meminfo)\n cache=$ (awk '/"Cached:/{printf \"%d\\n\", $2;}' <
/proc/meminfo)\n if [ -n \"Savaliable_mem\" ]\n then\n stress-ng —-vm-bytes $[S$Sav
aliable_mem*{{percentage}}/100]k —--vm-keep —-m 1 -t {{timeout}}\n else\n stress-ng
——vm-bytes $[ (Sfree_mem+Sbuffer+Scache) *{{percentage}}/100]k —--vm-keep —-m 1 -t
{{timeout}}\n fi\nfi\n\nif [[ !$? -eq 0 ]]\nthen\n echo -e \"[\" date +\"%Y-%m-%d
$H:%M:%S\""\"] \\c\"\n echo \"Failed\"\n exit 1\nelse\n echo -e \"[\" date +\"%Y-
sm—%d $H:%M:%S\" " \"] \\c\"\n echo \"Completed\"\n exit 0\nfi",
"ActionCommandType": O,

"ActionDetail": "<p>{FtatiBE FARstress-ngfp X TEM</p>\n<p>8LHNE: stress-ng -
-vm-bytes $(awk '/MemAvailable/{printf \"%d\\n\", $2 * 0.01*{{percentage}t};}' < /
proc/meminfo)k —--vm-keep -m 1 -t {{timeout}}</p>\n<p><a href=\"https://cloud.tenc
ent .com/document /api/1340/52676\">tat B A X E</a></p>\n<p><a href=\"https://wiki.u
buntu.com/Kernel/Reference/stress-ng\">stress-ngBHXIH</a></p>",

"ResourceType": "WNEHIR",

"IsAllowed": true,

"ActionBestCase": "",

"ObjectType": "CVM",
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"MetricIdList": []

|

{

"ActionName": "HEPXERERS",

"Desc": "{FMstress-ngEMITEAEN, ZIFH1inux&KITAR: Centos7.2KkBA L, Coreos 1745.5.0
&ML, Debian9.0RkAE, Ubuntu 16.04.1KME",

"ActionType": "FE&H",

"CreateTime": "2022-11-29 18:08:46",
"Creator": "ZRZ",

"UpdateTime": "2022-11-29 18:08:46",
"RiskDesc": "SMX[&",

"ActionId": 8,

"AttributeId": 1,

"RelationActionId": O,

"ActionCommand": "#!/bin/bash\n\nuser=$ (whoami)\nif [ !$Suser == 'root' ]\nthen\n
sudo —-i\nfi\n\nfunction command_exists () {\n if command -v $1 > /dev/null 2>&1; th
en\n return 1\n else\n return O0\n fi\n}\n\necho -e \"[\" date +\"%Y-%m-%d %H:3M:%
S\" \"] \\c\"\n\nos_desc=$ (cat /etc/*release)\n# echo $os_desc\n\ndeclare -A os_d
ic\nos_dic=([CentOS]=\"yum install stress-ng -y\" \\\n [CoreOS]=\"docker pull ale
xeiled/stress—-ng\" \\\n [Debian]=\"apt-get install -y stress-ng\" \\\n [Ubuntu]=
\"apt-get install -y stress-ng\")\n\nos_name='N/A'\n\nfor key in $(echo ${!os_dic
[*]})\ndo\n if [[ Sos_desc =~ S$key ]]\n then\n os_name=$key\n echo S$key\n fi\ndon
e\n\nif [ Sos_name == 'N/A' ]\nthen\n echo \"Unsupported Linux distributions\"\n
exit 1\nfi\n\n# os_name=$ (cat /etc/*release | awk 'NR==1{print ($1)}')\n\necho -e
\"[\" date +\"$Y-%m—-%d %H:3M:%S\" \"] \\c\"\necho \"installing stress-ng...\"\nco
mmand_exists stress—-ng\n\nif [[ $? —-eqg 0 ]]\nthen\n ${os_dic[Sos_name] }\n echo -e
\"[\" date +\"2Y-%m-%d $H:3%M:%S\" " \"] \\c\"\n echo \"Checking the installation st
atus...\"\n command_exists stress-ng\n if [[ $? -eq 0 && S$os_name != 'CoreOS' ]]
\n then\n echo -e \"[\" ' date +\"%Y-%m-%d %H:%M:%S\""\"] \\c\"\n echo \"Fail to in
stall\"\n exit 1\n else\n echo -e \"[\"'date +\"%Y-%m-%d $H:3M:%S\""\"] \\c\"\n e
cho \"stress-ng has already installed\"\n fil\nelse\n echo -e \"[\" date +\"$Y-%m—
$d $H:%M:%$S\""\"] \\c\"\n echo \"stress-ng has already installed\"\nfi\n\necho -e
\"[\" date +\"%Y-%m-%d $H:%M:%S\" \"] \\c\"\necho \"Starting to perform stress te
st.\"\nif [ Sos_name == \"CoreOS\" ]\nthen\n cd {{dir}} && docker run —--rm alexei
led/stress—-ng ——-iomix 1 —--iomix-bytes “df -k {{dir}} | awk 'NR==2{printf (\"%d\\n
\", ($3+$4)*0.01*{{percentage}}-$3)}"' k -t {{timeout}}\nelse\n cd {{dir}} && stre
ss—ng ——iomix 1 —--iomix-bytes “df -k {{dir}} | awk 'NR==2{printf (\"%d\\n\", ($3+
$4)*0.01*{{percentage}}-$3)}"' k -t {{timeout}}\nfi\n\nif [[ !$? —-eg 0 ]]\nthen\n
echo —e \"[\" 'date +\"$Y-3%m-%d $H:3M:%S\" " \"] \\c\"\n echo \"Failed\"\n exit 1\ne
1se\n echo -e \"[\" date +\"%Y-%m-%d $H:%M:%S\" " \"] \\c\"\n echo \"Completed\"\n
exit O\nfi",

"ActionContent": "#!/bin/bash\n\nuser=$ (whoami)\nif [ !$Suser == 'root' ]\nthen\n
sudo —-i\nfi\n\nfunction command_exists () {\n if command -v $1 > /dev/null 2>&1; th
en\n return 1\n else\n return 0\n fi\n}\n\necho -e \"[\" date +\"%Y-%m-%d %$H:%M:%
S\""\"] \\c\"\n\nos_desc=$ (cat /etc/*release)\n# echo $os_desc\n\ndeclare -A os_d
ic\nos_dic=([CentOS]=\"yum install stress-ng -y\" \\\n [CoreOS]=\"docker pull ale
xeiled/stress—ng\" \\\n [Debian]=\"apt-get install -y stress-ng\" \\\n [Ubuntu]=
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\"apt-get install -y stress-ng\")\n\nos_name='N/A'\n\nfor key in $(echo ${!os_dic

[*1})\ndo\n if [[ Sos_desc =~ S$key ]]\n then\n os_name=$key\n echo $key\n fi\ndon
e\n\nif [ Sos_name == 'N/A' ]\nthen\n echo \"Unsupported Linux distributions\"\n
exit 1\nfi\n\n# os_name=$ (cat /etc/*release | awk 'NR==1{print ($1)}')\n\necho -e

\"[\" date +\"$Y-%m-%d $H:%M:%S\" \"] \\c\"\necho \"installing stress-ng...\"\nco
mmand_exists stress-ng\n\nif [[ $? —-eq 0 ]]\nthen\n ${os_dic[S$Sos_name]}\n echo -e
\"[\" date +\"%Y-%m-%d %$H:%M:%S\""\"] \\c\"\n echo \"Checking the installation st
atus...\"\n command_exists stress-ng\n if [[ $? -eq 0 && $os_name != 'CoreOS' ]]
\n then\n echo -e \"[\" date +\"%Y-%m—-%d %$H:%M:%S\" " \"] \\c\"\n echo \"Fail to in
stall\"\n exit 1\n else\n echo -e \"[\" 'date +\"%Y-%m-%d $H:3M:%S\""\"] \\c\"\n e
cho \"stress—-ng has already installed\"\n fi\nelse\n echo -e \"[\" date +\"%Y-%m-
%d $H:%M:%$S\" " \"] \\c\"\n echo \"stress-ng has already installed\"\nfi\n\necho -e
\"[\" date +\"%Y-%m—-%d %H:%3M:%S\" " \"] \\c\"\necho \"Starting to perform stress te
st.\"\nif [ $os_name == \"CoreOS\" ]\nthen\n cd {{dir}} && docker run —--rm alexei
led/stress—-ng ——iomix 1 —--iomix-bytes “df -k {{dir}} | awk 'NR==2{printf (\"%d\\n
\", ($3+$%4)*0.01*{{percentage}}-$3)}' k -t {{timeout}}\nelse\n cd {{dir}} && stre
ss—-ng ——iomix 1 —-—-iomix-bytes ‘df -k {{dir}} | awk 'NR==2{printf (\"$d\\n\", ($3+
$4)*0.01*{{percentage}}-$3)}' k -t {{timeout}}\nfi\n\nif [[ !$? —-eq 0 ]]\nthen\n
echo —e \"[\" 'date +\"%Y-%m-%d %$H:3M:%S\" " \"] \\c\"\n echo \"Failed\"\n exit 1\ne
1se\n echo -e \"[\" date +\"%Y-%m-%d %$H:%M:%S\" " \"] \\c\"\n echo \"Completed\"\n
exit O\nfi",

"ActionCommandType": O,

"ActionDetail": "<p>{FMtatiBE FAstress-ngfpXHEHITEM</p>\n<p>8pLAHNSE: stress-ng -
—iomix 1 —-—-iomix-bytes ‘df -k {{dir}} | awk 'NR==2{printf (\"%d\\n\", ($3+$4)*0.01
*{{percentage}}-$3)}' 'k -t {{timeout}}</p>\n<p><a href=\"https://cloud.tencent.co
m/document /api/1340/52676\">tatBEAXIE</a></p>\n<p><a href=\"https://wiki.ubuntu.
com/Kernel/Reference/stress-ng\">stress-ngB A XH</a></p>\n",

"ResourceType": "WHERIE",

"IsAllowed": true,

"ActionBestCase": "",

"ObjectType": "CVM",

"MetricIdList": []

b

{

"ActionName": "RIZHFE",

"Desc": "RMEZBIEZ",
"ActionType": "FE&H",

"CreateTime": "2022-11-29 18:08:46",
"Creator": "ZRH",

"UpdateTime": "2022-11-29 18:08:46",
"RiskDesc": "SMXBE",

"ActionId": 9,
"AttributeId": 1,
"RelationActionId": 24,

"ActionCommand": "echo -e \"[\" 'date +\"%Y-%m-%d $H:3M:3S\" \"] \\c\" && echo 'in
ject kernel error success!' && echo -e \"[\" date +\"$Y-%m-%d SH:$M:%3S\""\"] \\c

\" && sleep 5 && echo -e \"[\" date +\"%Y-%m-%d %H:%M:%S\" \"] \\c\" && echo c >
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/proc/sysrg-trigger &",

"ActionContent": "echo —-e \"[\" date +\"%$Y-%m-%d $H:3M:3S\" " \"] \\c\" && echo 'in
ject kernel error success!' && echo -e \"[\" date +\"$Y-%m-%d SH:3$M:%3\""\"] \\c

\" && sleep 5 && echo —-e \"[\" date +\"%Y-%m-%d $H:%M:%$S\" " \"] \\c\" && echo c >

/proc/sysrg-trigger &",

"ActionCommandType": O,

"ActionDetail": "<p>{EMtatiBlE NEARAZBIESRL</p>\n<p>MEMNE: echo ¢ > /proc/sysrq
-trigger</p>\n<p><a href=\"https://cloud.tencent.com/document/api/1340/52676\">ta
tBANXHE</a></p>",

"ResourceType": "CPUZLR",

"IsAllowed": true,

"ActionBestCase": "",

"ObjectType": "CVM",

"MetricIdList": []

b

{

"ActionName": "R IofAE",

"Desc": "{FMstress-ngEMITEEN, ZIFH1inux&KITHR: Centos7.2KkA L, Coreds 1745.5.0
KLBAE, Debian9.0/RBAE, Ubuntu 16.04.1 K% E",

"ActionType": "FE&H",

"CreateTime": "2022-11-29 18:08:46",
"Creator": "ZRZ",

"UpdateTime": "2022-11-29 18:08:46",
"RiskDesc": "SMX[&",

"ActionId": 10,

"AttributeId": 1,

"RelationActionId": O,

"ActionCommand": "#!/bin/bash\n\nuser=$ (whoami)\nif [ !$Suser == 'root' ]\nthen\n
sudo —-i\nfi\n\nfunction command_exists () {\n if command -v $1 > /dev/null 2>&1; th
en\n return 1\n else\n return 0\n fi\n}\n\necho -e \"[\" date +\"%Y-%m-%d %H:3M:%
S\" \"] \\c\"\n\nos_desc=$ (cat /etc/*release)\n# echo $os_desc\n\ndeclare -A os_d
ic\nos_dic=([CentOS]=\"yum install stress-ng -y\" \\\n [CoreOS]=\"docker pull ale
xeiled/stress—-ng\" \\\n [Debian]=\"apt-get install -y stress-ng\" \\\n [Ubuntu]=
\"apt-get install -y stress-ng\")\n\nos_name='N/A'\n\nfor key in $(echo ${!os_dic
[*]})\ndo\n if [[ Sos_desc =~ S$key ]]\n then\n os_name=$key\n echo S$key\n fi\ndon
e\n\nif [ Sos_name == 'N/A' ]\nthen\n echo \"Unsupported Linux distributions\"\n
exit 1\nfi\n\n# os_name=$ (cat /etc/*release | awk 'NR==1{print ($1)}')\n\necho -e
\"[\" date +\"$Y-%m—-%d %H:3M:%S\" \"] \\c\"\necho \"installing stress-ng...\"\nco
mmand_exists stress-ng\n\nif [[ $? —-eqg 0 ]]\nthen\n ${os_dic[Sos_name] }\n echo -e
\"[\" date +\"2Y-%m-%d $H:%M:%S\" " \"] \\c\"\n echo \"Checking the installation st
atus...\"\n command_exists stress-ng\n if [[ $? -eq 0 && S$os_name != 'CoreOS' ]]
\n then\n echo -e \"[\" ' date +\"%$Y-%m-%d %H:%M:%S\""'\"] \\c\"\n echo \"Fail to in
stall\"\n exit 1\n else\n echo -e \"[\" 'date +\"%Y-%m—-%d %$H:3M:%S\""\"] \\c\"\n e
cho \"stress-ng has already installed\"\n fil\nelse\n echo -e \"[\" date +\"$Y-%m—
$d $H:%M:%$S\""\"] \\c\"\n echo \"stress-ng has already installed\"\nfi\n\necho -e
\"[\" date +\"$Y-%m-%d $H:%M:%S\" \"] \\c\"\necho \"Starting to perform stress te

st.\"\nif [ $os_name == \"CoreOS\" ]\nthen\n docker run —--rm alexeiled/stress-ng
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——vm-bytes {{bytes_num}}{{bytes_unit}} —--hdd {{io_process_num}} —--vm-keep -t {{ti
meout } }\nelse\n stress-ng —--vm-bytes {{bytes_num}}{{bytes_unit}} —--hdd {{io_proce
ss_num}} —--vm-keep -t {{timeout}}\nfi\n\nif [[ !$? -eq 0 ]]\nthen\n echo -e \"
[\""date +\"%$Y-%m-%d %$H:3M:%S\""\"] \\c\"\n echo \"Failed\"\n exit l1\nelse\n echo
—e \"[\" date +\"$Y-%m-%d SH:%M:%S\" " \"] \\c\"\n echo \"Completed\"\n exit O\nf
i,

"ActionContent": "#!/bin/bash\n\nuser=$ (whoami)\nif [ !Suser == 'root' ]\nthen\n
sudo —-i\nfi\n\nfunction command_exists () {\n if command -v $1 > /dev/null 2>&1; th
en\n return 1\n else\n return O0\n fi\n}\n\necho -e \"[\" date +\"$Y-%m-%d $H:%M:%
S\""\"] \\c\"\n\nos_desc=$ (cat /etc/*release)\n# echo $os_desc\n\ndeclare -A os_d
ic\nos_dic=([CentOS]=\"yum install stress-ng -y\" \\\n [CoreOS]=\"docker pull ale
xeiled/stress—ng\" \\\n [Debian]=\"apt—-get install -y stress—-ng\" \\\n [Ubuntu]=
\"apt—-get install -y stress—-ng\")\n\nos_name='N/A'\n\nfor key in $(echo ${!os_dic
[*]})\ndo\n if [[ $os_desc =~ Skey 1]\n then\n os_name=$key\n echo S$key\n filndon
e\n\nif [ $os_name == 'N/A' ]J\nthen\n echo \"Unsupported Linux distributions\"\n
exit 1\nfi\n\n# os_name=$ (cat /etc/*release | awk 'NR==1{print($1)}')\n\necho -e
\"[\" date +\"$Y-%m-%d %H:%M:%S\" \"] \\c\"\necho \"installing stress-ng...\"\nco
mmand_exists stress-ng\n\nif [[ $? —-eq 0 ]]\nthen\n ${os_dic[Sos_name] }\n echo -e
\"[\" date +\"$Y-%m—-%d %H:%M:%S\" \"] \\c\"\n echo \"Checking the installation st
atus...\"\n command_exists stress-ng\n if [[ $? -eq 0 && S$os_name != 'CoreOS' ]]
\n then\n echo —-e \"[\" 'date +\"%Y-%m-%d %H:3M:%S\" " \"] \\c\"\n echo \"Fail to in
stall\"\n exit 1\n else\n echo -e \"[\" date +\"&Y-%m-%d $H:%M:%S\""\"] \\c\"\n e
cho \"stress—ng has already installed\"\n fi\nelse\n echo -e \"[\" date +\"$Y-%m—
$d $H:%M:%S\" " \"] \\c\"\n echo \"stress—-ng has already installed\"\nfi\n\necho -e
\"[\" date +\"$Y-%m—-%d %H:%M:%S\" \"] \\c\"\necho \"Starting to perform stress te
st.\"\nif [ Sos_name == \"CoreOS\" ]J\nthen\n docker run —--rm alexeiled/stress—-ng
——vm-bytes {{bytes_num}}{{bytes_unit}} —--hdd {{io_process_num}} —--vm-keep -t {{ti
meout } }\nelse\n stress-ng —--vm-bytes {{bytes_num}}{{bytes_unit}} —--hdd {{io_proce
ss_num}} —--vm-keep -t {{timeout}}\nfi\n\nif [[ !$? -eq 0 ]]\nthen\n echo -e \"
[\""date +\"%Y-%m—-%d $H:3M:%S\""\"] \\c\"\n echo \"Failed\"\n exit l1\nelsel\n echo
—e \"[\" date +\"%Y-%m-%d SH:$M:$S\" ' \"] \\c\"\n echo \"Completed\"\n exit 0\nf
i,

"ActionCommandType": O,

"ActionDetail": "<p>{EtatiBB FAstress—ngipRXHEITEM</p>\n<p>@FLAB: stress-ng -
-vm-bytes {{bytes_num}}{{bytes_unit}} —--hdd {{io_process_num}} —--vm-keep -t {{tim
eout } }</p>\n<p><a href=\"https://cloud.tencent.com/document/api/1340/52676\">tat
BAXHE</a></p>",

"ResourceType": "IOBLR",

"IsAllowed": true,

"ActionBestCase": "",

"ObjectType": "CVM",

"MetricIdList": []

b

{

"ActionName": "RN{ZFOOM",

"Desc": "{FMstress-ngEMTEEN, ZIFH1inux&KITAR: Centos7.2KkA L, Coredos 1745.5.0
KM E, pDebian9g.0 &AL, Ubuntu 16.04.1K%BAE",
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"ActionType": "FE&H",

"CreateTime": "2023-07-04 11:20:43",
"Creator": "RZ",

"UpdateTime": "2023-07-04 11:20:43",
"RiskDesc": "SMX[&",

"ActionId": 11,

"AttributeId": 1,

"RelationActionId": O,

"ActionCommand": "#!/bin/bash\n\nuser=$ (whoami)\nif [ !Suser == 'root' ]\nthen\n
sudo —-i\nfi\n\nfunction command_exists () {\n if command -v $1 > /dev/null 2>&1; th
en\n return 1\n else\n return O0\n fi\n}\n\necho -e \"[\" date +\"$Y-%m-%d %H:3%M:
S\""\"] \\c\"\n\nos_desc=$ (cat /etc/*release) \n# echo S$os_desc\n\ndeclare -A os_d

o\°
o\

ic\nos_dic=([Cent0S]=\"yum install stress-ng -y\" \\\n [CoreOS]=\"docker pull ale
xeiled/stress—ng\" \\\n [Debian]=\"apt-get install -y stress-ng\" \\\n [Ubuntu]=
\"apt—-get install -y stress—-ng\")\n\nos_name='N/A'\n\nfor key in $(echo ${!os_dic
[*]1})\ndo\n if [[ Sos_desc =~ Skey ]]\n then\n os_name=S$key\n echo S$key\n fil\ndon
e\n\nif [ Sos_name == 'N/A' ]\nthen\n echo \"Unsupported Linux distributions\"\n
exit 1\nfi\n\n# os_name=$ (cat /etc/*release | awk 'NR==1{print($1)}')\n\necho -e
\"[\" date +\"$Y-%m-%d %H:%M:%S\" \"] \\c\"\necho \"installing stress-ng...\"\nco
mmand_exists stress-ng\n\nif [[ $? -eq O ]]\nthen\n ${os_dic[$Sos_name]}\n echo -e
\"[\" date +\"$Y-%m—-%d %H:%M:%S\" \"] \\c\"\n echo \"Checking the installation st
atus...\"\n command_exists stress-ng\n if [[ $? -eq 0 && S$os_name != 'CoreOS' ]]
\n then\n echo —-e \"[\" 'date +\"%Y-%m-%d %H:3M:%S\" " \"] \\c\"\n echo \"Fail to in
stall\"\n exit 1\n else\n echo -e \"[\" 'date +\"%Y-%m—-%d $H:%M:%S\""\"] \\c\"\n e
cho \"stress—ng has already installed\"\n fi\nelse\n echo -e \"[\" date +\"$Y-%m—
$d $H:%M:%S\" " \"] \\c\"\n echo \"stress—-ng has already installed\"\nfi\n\necho -e
\"[\" date +\"%Y-%m-%d $H:%M:%S\" " \"] \\c\"\necho \"Starting to perform stress te
st.\"\nif [ $Sos_name == \"CoreOS\" ]J\nthen\n docker run —--rm alexeiled/stress—-ng
—-bigheap 10 --bigheap-growth 4K -t {{timeout}}\nelse\n stress-ng --bigheap 10 --
bigheap-growth 4K -t {{timeout}}\nfi\necho \"Completed\"\n\n",

"ActionContent": "#!/bin/bash\n\nuser=$ (whoami)\nif [ !$user == 'root' ]\nthen\n
sudo —-i\nfi\n\nfunction command_exists () {\n if command -v $1 > /dev/null 2>&1; th
en\n return 1\n else\n return O0\n fi\n}\n\necho -e \"[\" date +\"$Y-%m-%d $H:%M:%
S\"\"] \\c\"\n\nos_desc=$ (cat /etc/*release)\n# echo $os_desc\n\ndeclare -A os_d
ic\nos_dic=([CentOS]=\"yum install stress—-ng -y\" \\\n [CoreOS]=\"docker pull ale
xeiled/stress—ng\" \\\n [Debian]=\"apt-get install -y stress-ng\" \\\n [Ubuntu]=
\"apt—-get install -y stress—-ng\")\n\nos_name='N/A'\n\nfor key in $(echo ${!os_dic
[*]1})\ndo\n if [[ S$Sos_desc =~ $key ]]\n then\n os_name=$key\n echo S$key\n fi\ndon
e\n\nif [ $os_name == 'N/A' ]J\nthen\n echo \"Unsupported Linux distributions\"\n
exit 1\nfi\n\n# os_name=$ (cat /etc/*release | awk 'NR==1{print($1)}')\n\necho -e
\"[\" date +\"%Y-%m—-%d $H:3M:%S\" " \"] \\c\"\necho \"installing stress—-ng...\"\nco
mmand_exists stress-ng\n\nif [[ $? -eq 0 ]]\nthen\n ${os_dic[$os_name]}\n echo -e
\"[\" date +\"%Y-%m—-%d $H:%M:%S\" " \"] \\c\"\n echo \"Checking the installation st
atus...\"\n command_exists stress-ng\n if [[ $? -eq 0 && $os_name != 'CoreOS' ]]
\n then\n echo —-e \"[\" 'date +\"%Y-%m-%d %H:3%M:%S\""\"] \\c\"\n echo \"Fail to in
stall\"\n exit 1\n else\n echo -e \"[\" 'date +\"%Y-%m-%d $H:3M:%S\" \"] \\c\"\n e

cho \"stress-ng has already installed\"\n fi\nelse\n echo -e \"[\" date +\"$Y-%m—
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%d %H:%M:%S\"‘\"] \\c\"\n echo \"stress-ng has already installed\"\nfi\n\necho -e

\"[\" date +\"$Y-%m-%d %H:%M:%S\" " \"] \\c\"\necho \"Starting to perform stress te
st.\"\nif [ $os_name == \"CoreOS\" ]\nthen\n docker run --rm alexeiled/stress-ng

—-bigheap 10 --bigheap-growth 4K -t {{timeout}}\nelse\n stress-ng —--bigheap 10 —-
bigheap-growth 4K -t {{timeout}}\nfi\necho \"Completed\"\n\n",
"ActionCommandType": O,

"ActionDetail": "<p>{FMtatiBE FARstress-ngfp X TEM</p>\n<p>8pLHNE: stress-ng -
-bigheap 10 --bigheap-growth 4K -t {{timeout}}</p>\n<p><a href=\"https://cloud.te
ncent .com/document /api/1340/52676\">tatBEAXE</a></p>",

"ResourceType": "WNEHIR",

"IsAllowed": true,

"ActionBestCase": "https://cloud.tencent.com/document/product/1500/81504",
"ObjectType": "CVM",

"MetricIdList": []

b

{

"ActionName": "ZTIR{E",

"Desc": "TME, AFMRNIRTE, TMEEFRENRE",
"ActionType": "F&H",

"CreateTime": "2022-11-29 18:08:4¢6",
"Creator": "RZ",

"UpdateTime": "2022-11-29 18:08:46",
"RiskDesc": "{EXE&",

"ActionId": 12,

"AttributeId": 1,

"RelationActionId": 13,

"ActionCommand": "ARBBHAEXN~mAPTIZO",
"ActionContent": "TIR{E",
"ActionCommandType": 1,

"ActionDetail": null,
"ResourceType": "Hfth",
"IsAllowed": true,
"ActionBestCase": "",
"ObjectType": "CVM",
"MetricIdList": []

}

I

"Total": 45

}

}

5. A& RIR

SDK
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= APl 3.0 R TEEENF LT EE (SDK) , XIFZMRERRIES,

¢ Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++
@wR1TIA

e Tencent Cloud CLI 3.0

6. taixtY
MTRFUE 7O S EEERNEIRE, HthEREFED AHE
THIXAG
InternalError
InvalidParameter
InvalidParameterValue

MissingParameter

UnsupportedOperation
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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BHEXRRIESIE

SIFEFATE: 2026-07-10 16:49:05

kv H- 2
1. =OFER
EOIEKIEA:  cfg.intl.tencentcloudapi.com ,
BN REBTIR
FRAZEOIEKRIMFERE . 200R/7,

WFF{EF API Explorer

R

API Explorer 12t TTEL& AR, FRMIE. SDK ABERFIRFQFIZOEFEN . BIEEERARNEKRAEM
REIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

\
Y
\

SEBR Avvid KA R
Action E String NHSE, ANEOBYE: DescribeObjectTypelist,
Version = String NHZEH, REOBE: 2021-08-20,
Region & String NHZE, WSEAESH,
FIs iR R
SupportType S Integer 0: ZFaTH

11 FREANNR
2: N FNED YR

3. WthSE

SHBR E-Syit] TP
A f o
ObjectTypeList rr'ay © WREBT|F
ObjectType
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=DescribeObjectTypeList
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64610#ObjectType
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H—i15K ID, HRSIRERK, BRERARERE (EFEERKEAEMERER
Requestld String BEIRIARSS IR, MIZRIBERARIATS Requestld) . EMIEARNEER
#iZ)RiEKE) Requestld,

4. 51

B ERITREBTIR
BTG

POST / HTTP/1.1
Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeObjectTypelist
<NHIFKRSE>

{
"SupportType": 1
}

il et

{

"Response": {
"ObjectTypelList": [

{

"ArchLayer": 2,
"ObjectHasNewAction": false,
"ObjectPlat formName": "CVM",
"ObjectSupportType": 2,
"ObjectTypeId": 1,
"ObjectTypedsonParse": null,
"ObjectTypeLevelOne": "it&",
"ObjectTypeParams": {
"Fields": [

{

"Header": "SL{EliD",
"JsonParse": null,

"Key": "InstanceId",
"Transfer": null,

"Type": O

b

{
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"Header": "SCHIZFR",

"JsonParse": null,

"Key": "InstanceName",

"Transfer": null,

"Type": O

b

{

"Header": "AJAHKX",

"JsonParse": null,

"Key": "Placement.Zone",
"Transfer": "{\"ap-seoul-1\": \"\\u9996\\u5c14\\ud4e00\\u533a\", \"ap-seoul-2\":
\"\\u9996\\u5c14\\ude8c\\u533a\"}",
"Type": O

b

{

"Header": "ZFE1pvaittiitr,

"JsonParse": null,

"Key": "PrivateIpAddresses",
"Transfer": null,

"Type": O

by

{

"Header": "VPC-ID",

"JsonParse": null,

"Key": "VirtualPrivateCloud.VpcId",
"Transfer": null,

"Type": O

by

{

"Header": "FMID",

"JsonParse": null,

"Key": "VirtualPrivateCloud.SubnetId",
"Transfer": null,

"Type": O

}

1y

"Key": "InstanceId"

b

"ObjectTypeTitle": "CVM"

}

I

"RequestId": "fd1309c8-f198-4a6e-924c-8%9a80a274138"
}

}

©2013-2026 BN =hRIXERE 5592 #1650



> Tencent Cloud

5. FRERIR

SDK
= APl 3.0 R TECENF LT EE (SDK) , XIFZMRERIES,

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

wRTIR

Tencent Cloud CLI 3.0

6. tH1xh

ZEOE TS BEERNEIRID, HEthEREIFER AHERE,
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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FES

ST EHRE: 2026-07-10 16:49:04

Sz R
1. =OFER
EOIEKIERA:  cfg.intl.tencentcloudapi.com ,
BEES
FRIMZEOIEKRIMFERE . 200R/F,

WFF{EF API Explorer

R

API Explorer 12t TTEL AR, FRMIE. SDK ABEMFIRERFIZOZFEN . BIEEERARNEKRAREM
IREIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIE TEROBRSBNH D AHSH, TBEAHKSEIIRIL 2AHIERSLU,

SRR WA Rl ETpU
Action 2 String NHEZE, ANEOEYE: DescribeTask,
Version 2 String NESE, AEOBE: 2021-08-20,
Region & String NEZE, WSBEANRSH,
Taskld 2 Integer 51D
& 3%
3. iS4
e EZ E4id R
Task Task EEER

ESHNAVEGIRERER, nullRRIARSEIRSE

Reportinfo TaskReportinfo o e _ N
P P B WFEBEASEE null, EREUREIANE.
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=DescribeTask
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64610#Task
https://intl.cloud.tencent.com/document/api/1235/64610#TaskReportInfo
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H—i5K ID, HRSIRER, BRIERARRE (FEEREAEMEREREE
Requestld  String HOABRS IR, NIZRIERAEIRE Requestld) , EfIE)EFHRERMIZR
15K Requestld,

4. 51

TN BEREGES
BTG

POST / HTTP/1.1

Host: cfg.intl.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeTask
NHIERSE>

{
"TaskId": 6834

}

il et

{
"Response": {

"ReportInfo": null,

"RequestId": "68da5328-ff1f-4320-92c0-a67e65c8a298",
"Task": {

"AlarmPolicy": T[],

"ApmServiceList": [

{

"InstanceId": "test-ins",

"RegionId": 1,
"ServiceNameList": [

"test—-service"

]

}

1y

"ApplicationId": "",

"ApplicationName": "",

"Tags": [],

"TaskCreateTime": "2023-10-09 10:55:18",
"TaskDescription": "HMERIEAIBIEL",

"TaskEndTime": null,
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"TaskExpect": null,

"TaskGroups": [

{

"ObjectTypeId": 1,
"TaskGroupActions": [
{

"ActionApiType": 1,

"ActionAttribute": 1,

"ActionId": 1,

"ActionRisk": "SX&",

"ActionTitle": "KMl (GUiL) v,

"ActionType": "FE&H",

"IsExecuteRedo": false,

"TaskGroupActionCreateTime": "2023-10-09 10:55:18",
"TaskGroupActionCustomConfiguration™: "{\"force\": \"&H\", \"destIp\": \"\", \"ex
cludeIp\": \"\", \"localPort\": \"\", \"netPercent\": 8, \"remotePort\": \"\",
\"excludePort\": \"\", \"netInterface\": \"ethO\"}",
"TaskGroupActionExecuteId": null,

"TaskGroupActionExecuteTime": null,

"TaskGroupActionGeneralConfiguration": "{\"AliasTitle\": \"\", \"PreTimeWait\":
0, \"ActionTimeout\": 1800, \"AfterTimeWait\": 0}",

"TaskGroupActionId": 13785,

"TaskGroupActionOrder": 1,

"TaskGroupActionRandomId": 457181,

"TaskGroupActionRecoverId": 355514,

"TaskGroupActionStatus": 2001,

"TaskGroupActionStatusType": O,

"TaskGroupActionUpdateTime": "2023-10-09 10:55:18",

"TaskGroupInstances": []

b

{

"ActionApiType": 1,

"ActionAttribute": 2,

"ActionId": 2,

"ActionRisk": "SX[&",

"ActionTitle": "FFHL",

"ActionType": "FE&H",

"IsExecuteRedo": false,

"TaskGroupActionCreateTime": "2023-10-09 10:55:18",
"TaskGroupActionCustomConfiguration™: "{\"force\": \"&H\", \"destIp\": \"\", \"ex
cludeIp\": \"\", \"localPort\": \"\", \"netPercent\": 8, \"remotePort\": \"\",
\"excludePort\": \"\", \"netInterface\": \"ethO\"}",
"TaskGroupActionExecuteId": 457181,

"TaskGroupActionExecuteTime": null,

"TaskGroupActionGeneralConfiguration": "{\"PreTimeWait\": 0, \"ActionTimeout\": 1
800, \"AfterTimeWait\": 0}",

"TaskGroupActionId": 13786,
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"TaskGroupActionOrder": 2,
"TaskGroupActionRandomId": 355514,
"TaskGroupActionRecoverId": null,
"TaskGroupActionStatus": 2001,
"TaskGroupActionStatusType": O,

"TaskGroupActionUpdateTime": "2023-10-09 10:55:18",
"TaskGroupInstances": []

}

1y

"TaskGroupCreateTime": "2023-10-09 10:55:18",
"TaskGroupDescription": "1",
"TaskGroupDiscardInstanceList": [],

"TaskGroupId": 6454,

"TaskGroupInstanceList": [

"ins-kng6h3r8",

"ins-6leitwrk",

"ins-d2e45nba"

I
"TaskGroupInstancesExecuteRule": [
{

"TaskGroupInstancesExecuteMode": 3,
"TaskGroupInstancesExecuteNum": 2,
"TaskGroupInstancesExecutePercent": 100
}

1y

"TaskGroupMode": 1,
"TaskGroupOrder": 1,
"TaskGroupSelectedInstancelList": [1],
"TaskGroupTitle": "1",
"TaskGroupUpdateTime": "2023-10-09 10:55:18"
}

1y

"TaskId": 5417,

"TaskMode": 1,

"TaskMonitors": [

{

"InstancesIds": [

"ins-kng6h3r8",

"ins-6leitwrk",

"ins-d2e45nba"

I

"MetricChineseName": "CPU{ERHZE",
"MetricId": 614,

"MetricName": "CpuUsage",
"TaskMonitorId": 5850,
"TaskMonitorObjectTypeId": 1,

"Unit" B "%"
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}

I

"TaskOwnerUin": "700000174829",
"TaskPauseDuration": 60,
"TaskPlanId": null,
"TaskPlanTitle": null,
"TaskPolicy": null,
"TaskProtectStrategy": null,
"TaskRegionId": 1,
"TaskStartTime": null,
"TaskStatus": 1001,
"TaskStatusType": O,

"TaskSummary": null,

"TaSkTag": "",
"TaskTitle": "E’%AZEWEEZE",
"TaskUpdateTime": "2023-10-09 10:55:18"
}
}
}

w2 FeAXPRAYE R

LD |

POST / HTTP/1.1
Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json

X-TC—-Action: DescribeTask
<PNHIFBRSE>

{
"TaskId": 6834
}
i tH 451
{
"Response": {
"Error": {
"Code": "UnauthorizedOperation",
"Message": "fEFTPURIELLTHEE! v
b
"RequestId": "dl1fc7e73-8e6d-45fa-a333-c199914883e9"
}
}
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5. AXERIR

SDK

Z APl 3.0 R TEREMNFLTLESE (SDK) , XIFZMREIES, EEHFEER AP,
® Tencent Cloud SDK 3.0 for Python

e Tencent Cloud SDK 3.0 for Java

® Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js

¢ Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

weITIA
® Tencent Cloud CLI 3.0

6. tH1xh

ATRIUE T2 OS5ZEEXRMEIRE, EfMEREFED AHEIRE,

IR R

AuthFailure CAMEZ & /IR,
DryRunOperation DryRun #fF, KRIFBKEESEHINN, REZET DryRun S,
FailedOperation BRIERMN,

InternalError RNEBEEIR
InvalidParameter SR,
InvalidParameterValue SEHEVEERIR.
LimitExceeded B B EIPRH .
MissingParameter RDSEERIR
OperationDenied BRIEHIELE,
RequestLimitExceeded TARADREEBIL T SRR .
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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ResourcelnUse FRM SR,
Resourcelnsufficient TR E,
ResourceNotFound TR FE,
ResourceUnavailable ZRAAIA,
ResourcesSoldOut TBREE,
UnauthorizedOperation RIBPURIE,
UnknownParameter RIS EHEEIR
UnsupportedOperation BIEAIE,
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IREUEZ IR HE

SIFEFATE: 2026-07-10 16:49:03

ST N
1. = O%EIA
BEOEREE:
RIS B S
BRIAE OB RIMEIRE: 2000 /%D,

#FF{ER APl Explorer
=i

cfg.intl.tencentcloudapi.com ,

TIE] - SRR

API Explorer 2t 7 AL . TRIVIE. SDK RIBEMMIRFNTIZOFEESN ., BRIEEE/XIERIEKRKREH

REIER AR BEER SDK EARG,

2. MINSE

M™IERSEINRMIE TEROBRSBNH D AHSH, TBEAHKSEIIRIL 2AHIERSLU,

SERMNR AYvi KA
Action = String
Version = String
Region = String
Taskld = Integer
Limit = Integer
Offset = Integer

3. mthTE

SEBR it R
A f "
LogMessage rr.ay © AR
String
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NESE, AEOBUE: DescribeTaskExecutelogs,

W
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L>

&

HZE, FEROBE: 2021-08-20,

NHZH, WSHRNAESE,

\

REIRIATITE

HSHInR1T
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=DescribeTaskExecuteLogs
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
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W—IEK ID, HRSIHER, BRXERTRRE (EFEREEMERAREERA
Requestld String BRSEIE, MPRZXIERFAETHKE Requestld) , EfIo)SARFEEIRHIZRIER
Requestld,

4. 51

A5 TRl

BTG

POST / HTTP/1.1
Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeTaskExecutelogs
NHIFGKRSE>

{

"Limit": "10",
"TaskId": "387",
"Offset": "O"

t

ik et

{

"Response": {

"RequestId": "ef03a439-2337-441b-9d53-89b618674c98",
"LogMessage": []

}

}

5. F A& &R

SDK
= API 3.0 IRETEREMFARIAES (SDK) , XEGZMEIZIES, sEEHENIER AP,

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
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¢ Tencent Cloud SDK 3.0 for Node.js
® Tencent Cloud SDK 3.0 for .NET
¢ Tencent Cloud SDK 3.0 for C++

HLFTIA

* Tencent Cloud CLI 3.0

6. tH1xH

ATRIUE T2 OS5ZEERMEIRE, EfEREFED AHERE,

FHRMG EERUN

AuthFailure CAMEZE & /IR,
AuthFailure.UnauthorizedOperation camARIFRURIE,
InternalError AEBERIR .
InvalidParameter SEERIR.
InvalidParameterValue SEEEERIR,
OperationDenied BRIEIEY,
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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T WESIIE

BT EHRE: 2026-07-10 16:49:02

Sz R
1. =OFER
EOIEKIERA:  cfg.intl.tencentcloudapi.com ,
EWESTIE
ERIMZEOIEKRIMZERE . 100,R/7Y,

WFF{EF API Explorer

R

API Explorer 12t TTEL AR, FRMIE. SDK ABEMFIRERFIZOZFEN . BIEEERARNEKRAREM
IREIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIE TEROBRSBNH D AHSH, TBEAHKSEIIRIL 2AHIERSLU,

SEBR ik KR R

Action 2 String NHEZE, AFEOBYE: DescribeTaskList,
Version = String NHZE, AEOBE: 2021-08-20,

Region & String NHZE, WSEAESEH.

Limit = Integer 7 DILlimit

Offset = Integer 7 1 Offset

TaskTitle & String BB

TaskTag.N B Array of String PR EE

TaskStatus S Integer gzii&ééioi:&zzﬁi; 002 —- 17 1008 —-
TaskStartTime & String Friaatial, BEEI%Y-%m-%d %H:%M:%S
TaskEndTime & String ZRAtE, BEEEL%Y-%m-%d %H:%M:%S
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=DescribeTaskList
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587

> Tencent Cloud ZHE) - SRR

TaskUpdateTime & String BB, BEEER%Y-%m-%d %H:%M:%S
Array of _

Tags.N &= BFX

d - TagWithDescribe e
Filters.N S Array of ActionFilter i s
Taskld.N =S Array of Integer JEZKID
Applicationld.N & Array of String KBXN A IDT# %
ApplicationName.N & Array of String KB R AR

ESRETHIE--ZIFZ1E ESIRE0N001 — KFALE
TaskStatusList.N & Array of Integer 1002 — #1701 1003 — &= 1004 —— F54
=)
Archld S String 243D
ArchName & String ZEMI BTN
~ 5
3. HILZEN
SHBNR i) HaA
A f
TaskList rrayo %
TaskListltem

Total Integer FIFRM=E

H—IEXK ID, HRFJBIHER, BRXIERTRIRE (FFKEEMMEREREE
Requestld  String HRARSSIR, MRZRIERASIRE Requestld) , EfIja)ATEEIRHIZR
15KH) Requestld,

4. A5l

T EiEEGTIR
BiEEATIR

BN
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https://intl.cloud.tencent.com/document/api/1235/64610#TagWithDescribe
https://intl.cloud.tencent.com/document/api/1235/64610#ActionFilter
https://intl.cloud.tencent.com/document/api/1235/64610#TaskListItem

> Tencent Cloud

POST / HTTP/1.1

Host:

cfg.intl.tencentcloudapi.com

Content-Type: application/json
X-TC-Action: DescribeTaskList
<PNHIERSH>

{

"Limit": "10",
"TaskTag": [

n%?ﬁ n
1y

O TeEiLT s T

}

TN

{

"Response": {

"RequestId":

"TaskList": [

{

"TaskId": 2,

"TaskTitle": "[ M7RX-XHL",
"TaskDescription": " M7SX-x#",
"TaskTag": " §#",

"TaskStatus": 1002,

"TaskCreateTime":
"TaskUpdateTime":

"TaskPreCheckStatus": 0,

"TaskPreCheckSuccess": false

}
1,

"Total": 1

}
}

T2 EWEHFIIR(ETUHEREESR)

BEWEGIIR(ETHCINSESR)

BN

POST / HTTP/1.1

Host:

cfg.intl.tencentcloudapi.com

Content-Type: application/json

©2013-2026 BN =hRINFRE

"47el2dca-fa37-49b4-86el-d7d3d7674640",

"2021-08-14 00:37:34",
"2021-09-18 19:18:28",
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> Tencent Cloud ZHE) - SRR

X-TC—-Action: DescribeTaskList
<PNHIFRSE

{
"Lj_mit": "2",
"Offset": "O"
}

HithRpl

{

"Response": {

"RequestId": "597dbef8-fcf3-46c2-9561-£87694052606",
"TaskList": [

{

"TaskId": 3077,

"TaskTitle": "BEFUGMIRE",
"TaskDescription": " SER 2R FIAG it 0
"TaskTag": "",

"TaskStatus": 1001,

"TaskCreateTime": "2022-09-19 12:57:22",
"TaskUpdateTime": "2022-09-19 12:57:22",
"TaskPreCheckStatus": 2,
"TaskPreCheckSuccess": false

b

{
"TaskId": 3076,

"TaskTitle": " [ABZ] Mongo T mtifE",
"TaskDescription": " [ABZ] Mongo T RFE",
"TaskTag": "",

"TaskStatus": 1003,

"TaskCreateTime": "2022-09-19 11:09:50",
"TaskUpdateTime": "2022-09-19 12:17:49",
"TaskPreCheckStatus": 0,
"TaskPreCheckSuccess": false

}

I

"Total": 2450

}

}

5. FRE&RIR

SDK
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> Tencent Cloud

= API 3.0 RETEREENARTARSE (SDK) , XKZMERIES,

® Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++
@wR1TIA

e Tencent Cloud CLI 3.0

6. taixtY
M T #OWSZERXNEIRE, HthEiREiFER A :
THIXAG
InternalError
InvalidParameter
InvalidParameterValue
MissingParameter
UnknownParameter

UnsupportedOperation

©2013-2026 BN =hRINFRE
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SHEETEIR.
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RS IR,
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud ZHE) - SRR

EWLNE

SIFEFRTE: 2026-07-10 16:49:00

Sz R
1. EOHER
EOIEKIERA:  cfg.intl.tencentcloudapi.com ,
EWRE
FRIMZEOIEKRIMFERE . 200R/F,

WFF{EF API Explorer

R

API Explorer 12t TTEL AR, FRMIE. SDK ABEMFIRERFIZOZFEN . BIEEERARNEKRAREM
IREIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIE TEROBRSBNH D AHSH, TBEAHKSEIIRIL 2AHIERSLU,

SEBR A%V KE R

Action = String NHESE, AIEOBE: DescribeTemplate,
Version 2 String NHZE, AEOBYE: 2021-08-20,
Region = String NHEZE, WSEANRSH,

Templateld = Integer ZHEID

3. M4

SERR it R
Template Template = ZINFEIEIE

E—IEK ID, HRSIHEM, BRBERBZIRE (FEKEEMRERERIARS

Requestld  String i, NMRZRIEKRAESIRE Requestld) ., EO)RAREERMFIZRIERN
Requestld,
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=DescribeTemplate
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
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> Tencent Cloud ZHE) - SRR

4. 51

T B2

R LIEZ

PN N )

POST / HTTP/1.1

Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeTemplate

<PHBEBRSE>

{
"TemplateId": 1953

}

iR Bl

{

"Response": {
"RequestId": "eb5cf31b7-d530-4bce-8836-4c227b463b31",
"Template": {

"AlarmPolicy": T[],

"ApmServiceList": [],

"Tags": [1,

"TemplateCreateTime": "2023-10-09 11:03:31",
"TemplateDescription": "cvmkAlRIE, BARNIBER",
"TemplateGroups": [

{

"CreateTime": "2023-10-09 11:03:31",
"Description": "ZEENIEIH=IEHE",

"Mode": 1,

"ObjectTypeId": 1,

"Order": 1,

"TemplateGroupActions": [

{

"ActionApiType": 1,
"ActionAttribute": 1,
"ActionId": 1,
"ActionTitle": "kl (GUhL) -,

"ActionType": "FE&H",
"CreateTime": "2023-10-09 11:03:31",
"CustomConfiguration”: "{\"force\": \"&H\", \"destIp\": \"\", \"excludeIp\":

\"\", \"localPort\": \"\", \"netPercent\": 8, \"remotePort\": \"\", \"excludePort
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> Tencent Cloud ZHE) - SRR

\": \"\", \"netInterface\": \"ethO\"}",
"ExecuteId": null,

"GeneralConfiguration": "{\"AliasTitle\": \"\", \"PreTimeWait\": 0, \"ActionTimeo
ut\": 1800, \"AfterTimeWait\": 0}",
"Order": 1,

"RandomId": 368448,

"RecoverId": 232618,
"TemplateGroupActionId": 3982,
"UpdateTime": "2023-10-09 11:03:31"
b

{

"ActionApiType": 1,
"ActionAttribute": 2,

"ActionId": 2,

"ActionTitle": "FF#l",

"ActionType": "FE&H",

"CreateTime": "2023-10-09 11:03:31",

"CustomConfiguration": "{\"force\": \"&H\", \"destIp\": \"\", \"excludeIp\":

\"\", \"localPort\": \"\", \"netPercent\": 8, \"remotePort\": \"\", \"excludePort
\": \"\", \"netInterface\": \"ethO\"}",
"ExecuteId": 368448,

"GeneralConfiguration": "{\"PreTimeWait\": 0, \"ActionTimeout\": 1800, \"AfterTim
eWait\": O}",
"Order": 2,

"RandomId": 232618,

"RecoverId": null,
"TemplateGroupActionId": 3983,
"UpdateTime": "2023-10-09 11:03:31"
}

1y

"TemplateGroupId": 1659,

"Title": "EHEEBEIIE",
"UpdateTime": "2023-10-09 11:03:31"
}

1y

"TemplateId": 1175,
"TemplateIsUsed": 1,
"TemplateMode": 1,

"TemplateMonitors": [

{

"MetricChineseName": "CPU{EFHXR",
"MetricId": 614,

"MetricName": "CpuUsage",

"MonitorId": 2173,
"ObjectTypeId": 1
}
I
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> Tencent Cloud

"TemplateOwnerUin": "700000174829",
"TemplatePauseDuration": 60,
"TemplatePolicy": null,
"TemplateRegionId": 1,

"TemplateSource": O,

"TemplateTag": "",

"TemplateTitle": "CVMXAL",
"TemplateUpdateTime": "2023-10-09 11:03:31"

}
}
}

5. ARERR

SDK
= API 3.0 RIETEEEMFRIRSE (SDK) , XIFSMRERIES,

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

WmLTIR

Ap

Tencent Cloud CLI 3.0

BEE S ERIEA AP,

6. THIxhY
ATRFUE T O SEEEXRNEIRE, HEMtMEREFED AHEIRD,
THIRD R
AuthFailure CAMZE B/ ENEHIR.
FailedOperation BRIFRI,
InternalError NEREIR
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

&> Tencent Cloud

InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
ResourcelnUse
Resourcelnsufficient
UnknownParameter

UnsupportedOperation

©2013-2026 BN =hRINFRE
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BT ECERBR A .

BRIFHRIELE,
HIRE A,
BRTE,
RAS IR,

BRIEARSZHS .
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> Tencent Cloud ZHE) - SRR

MATIES

SIFEFHATE: 2026-07-10 16:48:59

Sz R
1. =OFER
EOIEKIERA:  cfg.intl.tencentcloudapi.com ,
WITIES
FRIMEOIEKRIMFRE . 100R/7,

WFF{EF API Explorer

R

API Explorer 12t TTEL AR, FRMIE. SDK ABEMFIRERFIZOZFEN . BIEEERARNEKRAREM
IREIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIE TEROBRSBNH D AHSH, TBEAHKSEIIRIL 2AHIERSLU,

SHBR I HE R
Action = String NHSE, AIEOBE: ExecuteTask,
Version = String NHESE, XEOBE: 2021-08-20,
Region & String NEZE, WSERLESE.
Taskld 2 Integer SEHITHIESID
7~ ¥
3. B %
SRR E it iR

W—iEK ID, BRSBIHER, BREKRTRIRE (BIFKEEHMEREKREERIARS
Requestld  String i, MIZRIERAEIRE Requestld) , E[6) A HEE R HIZRIE K
Requestld,
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=ExecuteTask
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587

> Tencent Cloud ZHE) - SRR

4. 51

1 PATIESS

BTG

POST / HTTP/1.1

Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ExecuteTask

<RFEBFRSE>

{
"TaskId": "222"

}

iR pl

{

"Response": {
"RequestId": "46924e75-a149-4130-aac0-853dbf0abead"

}
}

5. FRERIR

SDK
= AP 3.0 IRE TERRERNFARITRSE (SDK) , XGZMEEZEIES, sEEHENIEA AP,

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

WwLITIAR
e Tencent Cloud CLI 3.0
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463

> Tencent Cloud ZHE) - SRR

6. TH1xh3

AITRFUE T2 O S5EEEXMNEIRE, EthEREFERD AHERE,

FHIRMG f#iR

AuthFailure CAMZE &/ ENEEIR.
FailedOperation BRIERM,
InternalError REBEEIR
InvalidParameter SR,
UnsupportedOperation BIERXIE,
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https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud ZHE) - SRR

MATIESshESLHB

SIFEFRTE: 2026-07-10 16:48:58

=2 [ SR
1. =OFER

EOIEKIERA:  cfg.intl.tencentcloudapi.com ,
fin &R BAESHIEHE, ST IHIHITEIRIE
FRIMEOIEKRIMFRE . 100R/7,

WFF{EF API Explorer

R

API Explorer 12t TTEL AR, FRMIE. SDK ABEMFIRERFIZOZFEN . BIEEERARNEKRAREM
IREIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIE TEROBRSBNH D AHSH, TBEAHKSEIIRIL 2AHIERSLU,

SEBR ik KR R

Action 2 String NHESE, ARIEOBEME: ExecuteTasklnstance.
Version = String NHZE, AEOBE: 2021-08-20,

Region & String NHZE, WSEAESEH,

Taskld o Integer 551D

TaskActionld = Integer E5sHEID

TasklInstancelds.N = Array of Integer S HEZHIID

IsOperateAll = Boolean L REEMES

ActionType 2 Integer BEZER:  (1—-Bh 2——H4T7 3—Bkhid 5——-FEid)
TaskGroupld = Integer fELRID

3. HthTE
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=ExecuteTaskInstance
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587

> Tencent Cloud ZHE) - SRR

M—i5K ID, HRSBIHAEN, BRIBERTZRE (EEREAEMRERERIARS
Requestld ~ String i, NMIZRIERAZIRE Requestld) , EfI6) I HEERHIZIRIFKA
Requestld,

4. 51

A5 R

BTG

POST / HTTP/1.1
Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json

X-TC—-Action: ExecuteTaskInstance
<pNHIEKRSE>

{

"TaskId": "222",
"TaskActionId": "2430",
"TaskInstanceIds": [
4670,

4671,

4672

1y

"IsOperateAll": true,
"ActionType": 1,
"TaskGroupId": 12

}

TN

{

"Response": {

"RequestId": "6549edla-911f-46dd-b6cd-2c02d5bd180£f"
}

}

5. FxE&RIRE
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> Tencent Cloud

SDK
Z APl 3.0 R R TEEENF LT EE (SDK)

® Tencent Cloud SDK 3.0 for Python
® Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

weITIA
* Tencent Cloud CLI 3.0

6. tH1xh

MUTRIE 72O S5ZEERNEIRE, EfEiREFED AHER

THIXAG

AuthFailure
AuthFailure.UnauthorizedOperation
InternalError
InvalidParameter
InvalidParameterValue
MissingParameter
OperationDenied
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation

UnsupportedOperation

©2013-2026 BN =hRINFRE

XEFSMRIZIES,

TIE] - SRR

REE A {ERVIER AP,

iR
CAMZE & /&N IR,

camARRBURIE.
REREEIR.
SHEEIR,
ZHEEEIR.
RS EERIR,
BRIFRIELE,
BB E.
BRIFE,
TRAAIA.
RIRIERIE,

BRIEARSH
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud ZHE) - SRR

BBUESBITIAE

SIFEFRTE: 2026-07-10 16:48:58

sz [ $H A
1. 3O
EOIEKIERA:  cfg.intl.tencentcloudapi.com ,
BBRESBITIRE
FRIMEOIEKRIMFRE . 100R/7,

WFF{EF API Explorer

R

API Explorer 12t TTEL AR, FRMIE. SDK ABEMFIRERFIZOZFEN . BIEEERARNEKRAREM
IREIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIE TEROBRSBNH D AHSH, TBEAHKSEIIRIL 2AHIERSLU,

SERMNR ik KR R

Action — String NHSE, ANEOBYE: ModifyTaskRunStatus,
Version = String NHZE, AEOBE: 2021-08-20,

Region N String PNHZE, WSEARRSEN.

Taskld & Integer £551D

ESIRTE, 1001-—KF48 1002—-#1TH (H4T7) 1003--#1T

Status AT Integer z
= J i (EHS) 1004-—HITE

RITEREEHETH (HAHERIRSANITEREN, TEL
IsExpect £ Boolean S

ELLFER)
Summary & String B AL (HBEIIRTSRTINITERE, FEESHFER)
Issue =S String |2 3 LA Rz AU
Record S String JBARIDR
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=ModifyTaskRunStatus
https://intl.cloud.tencent.com/document/api/1235/64587
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> Tencent Cloud ZHE) - SRR

IncludeRecordinReport ) Integer

3. HthTE

St TS TR

—i5K ID, HRSIHER, BRERTRRE (FEEKEAEHMEREREEIRIARS
Requestld  String %, MNZKIERASIRE Requestld) . EfICANFERMHIZIRIEKE
Requestld,

4. A5l

1 BN

BN

POST / HTTP/1.1

Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyTaskRunStatus
<PNHIFKRSE>

{

"Status": "1002",
"TaskId": "1698"
}

il et

{

"Response": {

"RequestId": "8e9a0777-££96-4020-8aec-6802d8103689"
}

}

T2 & 1ETE
BT
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> Tencent Cloud ZHE) - SRR

POST / HTTP/1.1

Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyTaskRunStatus

<pHIFBRSE>
{
"Status": "1004",
"IsExpect": true,
"TaskId": "222",
"Summary" .o Ejé:él:-l«/t\;"
s

i 1
{
"Response": {

"RequestId": "e38eca72-e4ae-4a86-9696-7df399%e672bd"
}
}

5. FRERR

SDK
= API 3.0 RIETEEMFRIRSE (SDK) , XIFSMERIES, sEEHENER AP,

* Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

® Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

WwLITIA
¢ Tencent Cloud CLI 3.0
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463

> Tencent Cloud

AUTRFUE T 42O\ 558 B X A EEIRED,

BT
AuthFailure
FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
MissingParameter
OperationDenied
ResourcelnUse

UnsupportedOperation

©2013-2026 BN =hRINFRE

LI E)

HhiHRBIF 0 AHEIRD,

fi

S

CAMZE &/ £ EHIR,
BRIFRY.

REREIR.

SRR,
SHEEEIR.
RS E IR,
BRIEWIBLE,

HRB AR,

BRIEARZHS .

- SREELR
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https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud ZHE) - SRR

R 3P 1= SRS

BT EHRE: 2026-07-10 16:48:57

=2 [ SR

1. =OFER

EOIEKIERA:  cfg.intl.tencentcloudapi.com ,
AT REEGIFE (RENMATIRE2F)
FRIMZEOIEKRIMFERE . 200R/F,

WFF{EF API Explorer

R

API Explorer 12t TTEL AR, FRMIE. SDK ABEMFIRERFIZOZFEN . BIEEERARNEKRAREM
IREIER UKL B4R SDK EARE.

2. MINSE

M™IERSEINRMIE TEROBRSBNH D AHSH, TBEAHKSEIIRIL 2AHIERSLU,

SHEMR AYvi i) HR
Action = String NHZE, AEOBMYE: TriggerPolicy,
Version = String NHZE, AEOBE: 2021-08-20,
Region & String NHSE, WSEARESEH,
Taskld = Integer JREZRID
Name o String B
Content = String MEAS
TriggerType = Integer A ERE, 0—-fl&; 1--RE
3. WS
SEAMR it N
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=TriggerPolicy
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587

> Tencent Cloud ZHE) - SRR

Taskld Integer JEZRID
Success Boolean  E2&HiLARKIN

WE—IEK ID, HRSIHEM, BXBERBZRE (FBHREEMRERERIARS

Requestld ~ String i, MRZRIERAESTXE Requestld) , ENIC)SRNEERMHIZRIEKRI
Requestld,

4. 51

51 1
1

BN

POST / HTTP/1.1
Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: TriggerPolicy
<PNHIFKRSE>

{

"TaskId": 5491,

"Name": "ff&IFFENNEK",
"Content": "RERIPEEAS",

"TriggerType": O

I
il )
{
"Response": {
"RequestId": "1050e4e3-efla-4e2f-b100-c68dfd38fc75",
"Success": true,
"TaskId": 5491
I
s

5. FRERIR
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> Tencent Cloud

SDK

7 APl 3.0 A TEEENF LT EE (SDK) , XIFSMEIZIES, EEHERIARA AP,

¢ Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
* Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

weITIA
* Tencent Cloud CLI 3.0

6. tH1xh

ATRIUE T2 OS5ZEEXRMEIRE, EfMEREFED AHEIRE,

FHRMG R

AuthFailure CAMZE 2 /ENER 1R,
InternalError ANEBERIR .

InvalidParameter SR,
InvalidParameterValue SEHBEERIR,
MissingParameter RO SEENR .
RequestLimitExceeded TERAREGEL 7 SRR,
UnauthorizedOperation RIZIURIE,
UnsupportedOperation BRIEFRI5,
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud

IREFI=f & HE

ST E#RE: 2026-07-10 16:49:01

1. 2O
BOEREE:
REUPRALR B

BAECERIEIRS: 20/

#FF{ER APl Explorer
=i

cfg.intl.tencentcloudapi.com ,

TIE] - SRR

API Explorer 2t 7 AL . TRIVIE. SDK RIBEMMIRFNTIZOFEESN ., BRIEEE/XIERIEKRKREH

REIER AR BEER SDK EARG,

2. MINSE

M™IERSEINRMIE TEROBRSBNH D AHSH, TBEAHKSEIIRIL 2AHIERSLU,

SHEMN AYvis il
Action — String
Version 2 String
Region & String
Taskld = Integer
Page = Integer
PageSize = Integer

3. mthTE

SEAR KE

)

Array of

TriggerLogs
99 9 PolicyTriggerLog

©2013-2026 BN =hRINFRE

1ip

[

NHESE, AEOBYE: DescribeTaskPolicyTriggerLog,

N

~
N

NHESE, AEOBUE: 2021-08-20,

~

NHSE, WSENFIESE.

N

SEZRID
TS

T E

ik B&
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=DescribeTaskPolicyTriggerLog
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64610#PolicyTriggerLog

> Tencent Cloud ZHE) - SRR

W—iEK ID, HRSBIHER, BRERTSIRE (HEREEMEREA
Requestld String REEIARRSS IS, NMNZRIERAEIRE Requestld) , EAL[aFRATE
EIRMHIZRIERE Requestld,

4. 51

511
1

BTG

POST / HTTP/1.1

Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeTaskPolicyTriggerLog

<RFEBFRSE>

{

"TaskId": 5491,
"Page": 1,
"PageSize": 11
}

ithRB

{

"Response": {

"RequestId": "1bba6839-682a-4123-9728-ec3fcl141235b",
"TriggerLogs": [

{

"Content": "RERIFE=MIXAS-MEL",

"CreatTime": "2023-11-14 12:51:33",

"Name": "f&IFAZNEH-RE ",

"TaskId": 5491,

"TriggerType": 1

I

{

"Content": "fIAIFENEZAS",
"CreatTime": "2023-11-14 12:37:20",

"Name": "BLARIPAZML",
"TaskId": 5491,
"TriggerType": O

}
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> Tencent Cloud

5. A& RIR

SDK

TIE] - SRR

= API 3.0 RIETECERMF R TESE (SDK) , XIFSMEIRIES, SeEHENEA AP,

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

A/\I_IIE
e Tencent Cloud CLI 3.0

. FHIRAG
IXTRBI T OSBRI EIRE, RN

RS

AuthFailure
AuthFailure.UnauthorizedOperation
FailedOperation

InternalError

InvalidParameter
InvalidParameterValue

MissingParameter

©2013-2026 BN =hRINFRE

/

HEHRD,
R
CAMZE R /SR,

camARIZIURIE .
RIERIK,
NEREEIR.
SR,
SHEEEIR.

RS IR
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud TImia) - SRR

RequestLimitExceeded TERAREEBIL T SRR
UnauthorizedOperation RIZPURIE.
UnknownParameter RANSENEEIR,
UnsupportedOperation BIETRXS.
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> Tencent Cloud

MEDERIEE SR

SIFEFRTE: 2026-07-10 16:49:09

1. 2O
BOEREE:
MEE GRS
BAECERIEIRS: 20/

#FF{ER APl Explorer
=i

cfg.intl.tencentcloudapi.com ,

TIE] - SRR

API Explorer 2t 7 AL . TRIVIE. SDK RIBEMMIRFNTIZOFEESN ., BRIEEE/XIERIEKRKREH

REIER AR BEER SDK EARG,

2. MINSE

SRR
Action

Version

Region
TaskActionld

Tasklnstances.N
TaskTitle

TaskDescription

TaskActionGeneralConfiguration

©2013-2026 BN =hRINFRE

DAYy

=
=

ali

17|

Pl

3 il

iy

MTIERSEINRMNIIE T HROBKRS B D

TR JCIE

%

=

String

String

String

Integer

Array of String
String

String

String

HBSEIIRN RNHIERSE,

NHZSE, NEOBE:
CreateTaskFromAction,

NESE, AEOBUE: 2021-08-20,

\

NHZE, WSENTESH.

)

S{EID, B MENEFIRIEO
DescribeActionLibraryList5%XEX

S5 EZRISLHIID

EEERIR, NMEMEOABGNERR
B, NMEMNEOARENEER
fEERZH, TEjsonFFIHLEAN, AU
MEpfEIFIEBRO

DescribeActionFieldConfigList3kEY, A~
IEBNMERNERIASEL
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=CreateTaskFromAction
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587

> Tencent Cloud

TaskActionCustomConfiguration

TaskPauseDuration

TaskTags.N

3. Hth SN

AW KE
Taskld Integer

Requestld String

4. 51

1 IREEDIEREZIE SR

WRIBSNE R IR LR 5

BATH

POST / HTTP/1.1

TIE] - SRR

EEEX S, FEjsonFIIMLEN, B
BAMBHEIEIEREDO
DescribeActionFieldConfigList3REX, A

&5 String " - ol g s
EEOMERNERNIASEY, TE: WMES
B, BEERIMNEN , SORIEEANBY
(=l
- | JEZEhEEETE, 2D, NEUEA
0 nteger .
7960
Array of e
5 Ty
TagWithCreate PRESIR
HaR
SR INAYELAID

WE—I5K ID, HRSIHER, SRIFGKMBIIRE (FIFKEEHMRERERARS
i, MIZRIFEKAEIRE Requestld) . EL[a)EA B ERHIZRIEK
Requestld,

Host: cfg.intl.tencentcloudapi.com

Content-Type: application/json

X-TC—-Action: CreateTaskFromAction

<RFEBFRSE>

{
"TaskActionId":
"TaskInstances":
"ins-jjphrwng"

1,

©2013-2026 BN =hRINFRE
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https://intl.cloud.tencent.com/document/api/1235/64610#TagWithCreate

> Tencent Cloud ZHE) - SRR

og '

"TaskTitle": "CVMARSZZRZTIRIE",
"TaskDescription": "BIE&ESEZMH"
I

ket

{

"Response": {

"RequestId": "a3875789-7d89-4bf1-8763-e9046¢c6459d7",
"TaskId": 10959

}
}

5. FRERIR

SDK
= API 3.0 RIETECERNF R TESE (SDK) , XIFSMEIRIES, SeEHENEA AP,

¢ Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

WmLITIR

e Tencent Cloud CLI 3.0

JdA

6. fH1xAE

ZIROE WS BEEXREIRD, EthiRiDFEN AHEIRD,
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud ZHE) - SRR

2l S P
EWRNETIR

BIEEFATE: 2026-07-10 16:48:56

22 4R
1. =OER
EOIEKIEA:  cfg.intl.tencentcloudapi.com ,
BNEKETR
ERAZIEREMZERE: 100R/F,

#FF{FA API Explorer

A

API Explorer 12t TTELIAMA. ERIIE. SDK KBBERFIRIECRIZOEEH ., BAIBEEESRABNIERRNEM
REIER UK B4R SDK EARE.

2. WMASE

MU MIERSEFIRNIE TIROBERSEHNE D R HESE, TBAHSHIIRA AHIFGRKSLL,

SEBR ik KR AR

Action = String /A’i;%?&’ ZH%DEX_{E:
DescribeTemplatelList,

Version 2 String NHESE, AFEOBYE: 2021-08-20,

Region & String NHSE, WSEREESH,

Limit = Integer 2 TLimit, &A{E100

Offset = Integer 7 T10ffset

Title & String BERBIR

Tag.N B Array of String IR

IsUsed S Integer RS, 1-—— AR, 2-——=H
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https://console.intl.cloud.tencent.com/api/explorer?Product=cfg&Version=2021-08-20&Action=DescribeTemplateList
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587
https://intl.cloud.tencent.com/document/api/1235/64587

> Tencent Cloud ZHE) - SRR

Array of

Tags.N ) TS
g - TagWithDescribe e
TemplateSource & Integer ZHKFE 0-BE 1-EXHEE
TemplateldListN & Array of Integer 231D
Filters.N & Array of ActionFilter RS
A ¥
3. Wi Z%
SERR i) R
Array of
TemplateList Y ZRETIFR

TemplateListltem
Total Integer FIFRM=E

W—iEK ID, HRSBIHFER, BRERBSIRE (BEREEMER
Requestld String EREEIIARS I, MIZRIFERAEIXG Requestld) . ENLE)RE
RIS ERMIZRIEKE Requestld,

4. A5l

T ZINETIR
EWRZRETIR

BN

POST / HTTP/1.1
Host: cfg.intl.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeTemplatelist
<PNHIFKRSE>

{

"Limit": "10",
"Offset": "O"
t

f Al

©2013-2026 BN =hRIXERE 55135 #1650


https://intl.cloud.tencent.com/document/api/1235/64610#TagWithDescribe
https://intl.cloud.tencent.com/document/api/1235/64610#ActionFilter
https://intl.cloud.tencent.com/document/api/1235/64610#TemplateListItem

> Tencent Cloud

{

"Response": {

"RequestId": "0c06dc9d-1e90-4062-a038-74abf2bbd43d",

"TemplateList": [

{
"TemplateId": 511,

"TemplateTitle": "FEAzBK",

"TemplateDescription":

"FEBAZB RIHRIUE",

"TemplateTag": "ZORAR:tHAA",

"TemplateIsUsed": 1,

"TemplateCreateTime":

"TemplateUpdateTime":

"TemplateUsedNum": 0
b

{
"TemplateId": 509,

"2021-10-12 17:28:13",
"2021-10-12 17:48:16",

"TemplateTitle": "CPU%—ﬁﬁ",
"TemplateDescription": "CPUSRAEIIEIH=INIUE",
"TemplateTag": "#ORJARB:THAA",

"TemplateIsUsed": 2,

"TemplateCreateTime":

"TemplateUpdateTime":

"TemplateUsedNum": O
}

1,
"Total": 2

}
}

T2 ERETIR
EWRWIIR
BN

POST / HTTP/1.1

"2021-09-28 15:38:00",
"2021-10-11 16:26:45",

Host: cfg.intl.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeTemplatelist

<PNHBERSE>

{
"Limit": 1,
"Offset": O
}

©2013-2026 BN =hRINFRE
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> Tencent Cloud ZHE) - SRR

T )

{

"Response": {

"RequestId": "b96d80d2-51b4-4f0f-8501-90b5ed5f0cfc",
"TemplateList": [

{
"TemplateCreateTime": "2024-07-01 15:26:46",

"TemplateDescription": "test-descrition",
"TemplateId": 1959,

"TemplateIsUsed": 1,

"TemplateSource": O,

"TemplateTag": "BORJARE:HAEAH",
"TemplateTitle": "RIFEIRIE",
"TemplateUpdateTime": "2024-07-01 15:48:26",
"TemplateUsedNum": 0

}

1y

"Total": 22

}
}

5. ARERR

SDK

Z APl 3.0 Rt TEEENF LT ESE (SDK) , XIFZMRERRIES, EEHENIAR AP,
* Tencent Cloud SDK 3.0 for Python

¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js

e Tencent Cloud SDK 3.0 for .NET
® Tencent Cloud SDK 3.0 for C++

w<TIR

* Tencent Cloud CLI 3.0

6. fHIxhY
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cfg/v20210820/CfgClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cfg/V20210820/CfgClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cfg/v20210820/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/cfg/v20210820/cfg_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cfg/V20210820/CfgClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cfg/src/v20210820/CfgClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463

> Tencent Cloud

AL 742 O\ 558 5 X 51X

FHIRMG

InternalError
InvalidParameter
InvalidParameterValue
MissingParameter
UnknownParameter

UnsupportedOperation

©2013-2026 BN =hRINFRE

b EHIRAD1F L

TIE] - SRR

NHEEIRI,

SHEESE R,
RS IR
RAS IR,

BRIEARSZH .

55138 16501


https://intl.cloud.tencent.com/document/api/1235/64611#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

> Tencent Cloud

RS

ST E#RE: 2026-07-10 16:49:10

ActionFieldConfigDetalil

RS2
WA~ RO5 M-

BN

Type

Lable
Field

DefaultValue

Config

Required

Validate

Visible

R EHEN

*E

String

String
String

String

String

Integer

String

String

DescribeActionFieldConfigList,

Eiipu

Il it)
WETI T

input SCAIE
textarea £{73CAE
number B{EHNE
select ifIEE3
cascader {RERIEIF2E
radio 83

time B E)i%IE

£A{*label
AREE—IRID, SRR Ikey

HiME

HNRETNT, JIREEERERED, FEEEERRE=E]:

{
placeholder: string (¢&5{5)
tooltip: string (I2R{EQ)

reg: RegExp (F@A P IEIHTIE NI IRE M)

max: number (FFHNE, BHIRAHNFRE, WFREMME, BELR)

min: number (3 FEEBEAIE, BE TR)

step: number (I8 B BERANERNSK, Eiild)

format: string (BF/E%EI289EE, HYYYY-MM-DDERTER R, YYYY-MM-DD HH:mm:ss =TT 5 8)

separator: stringl] (ZTHMENDIRT, TEIAFHEEETFSR, EHELBPEANIEFEER)

multiple: boolean (25 %1% 3 G122 H BEGE R RH )
options: BEIFEFRUMIN [FH5 FRfERz]

EiEA TR { value: string; label: string 1]

TIE] - SRR

Bid O IREUET { api: string(EO#bhE), params: string[] (EO2 8 MM TS HEBENMeld, MiHREReldEAMFAGNBANEIFISBEONE A

ERTTEAE NS T B A R EE) |
}

EEHH0-FT1--2)

computefit B FiEVEitfeldFHEMSHRBEKR (1 = TREMPLAZELFT—TEST)

[ReldName,

{ config: IEIRERE, EFEEAGHREHN )

©2013-2026 BN =hRINFRE
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> Tencent Cloud ZHE) - SRR

ActionFieldConfigResult

IFRZUBCE SR

#WANT#EO5| B DescribeActionFieldConfigList,

B xR ¥ i
Actionld Integer sfEID
ActionName String fEB IR

ConfigDetail = Array of ActionFieldConfigDetail = EOfEFIRIAVEE(UEC B i¥18

ActionFilter

e v = V)

WA FHEOSI A DescribeActionLibraryList, DescribeTaskList, DescribeTemplateList,

B it ik fER
Keyword  String = XHF
Values Array of String = =2 BEATE

ActionLibraryListResult

S E LSRR

WA T#EOSI B DescribeActionLibraryList,

©2013-2026 BN =hRIXERE 55140 #1650



> Tencent Cloud ZHE) - SRR

=4 b - i) fidit

ActionName String fEBFR

Desc String EEIAR

ActionType String fEZEE, SOE: ["FE","BEXN"]
CreateTime String el fE :npE)

Creator String EUEE FN

UpdateTime String iR E

RiskDesc String oy | 3 U

Actionld Integer tAfEID

Attributeld Integer shfEmE (1: & 2: WE)
RelationActionld Integer FEBERIENEID
ActionCommand String BiEeS
ActionCommandType  Integer NfEER (0 —— tat 1 —— TAPI)
ActionContent String BEMhERIE#L, json string
ResourceType String By

ActionDetail String IfE A

IsAllowed Boolean ETAFSNRS{ER
ActionBestCase String miFEEERE AR aE e
ObjectType String FERER

MetricldList Array of Integer  WIRIERIDTE

IsNewAction Boolean ESEME

ObjectTypeld Integer FRZERID

ApmServicelnfo

R AR RE I M N ARER
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> Tencent Cloud ZHE) - SRR

WA T#EO5| A DescribeTask, DescribeTemplate,

B i Wik
Instanceld String = k51D
ServiceNameList = Array of String 2 RIFEEFR
Regionld Integer ES gD

DescribePolicy

BRI ERES

WA THEOS|A: DescribeTask,

£ R Dk R
TaskPolicyldList Array of String =~ 8 fRiFSRERIDIIF
RIPHREINE
WEE:
TaskPolicyStatus String = « BhE: F|TCRLRIPTEHE

o SRR J|TAMKLIPI=EHRE
» EWE: RTEIPEREESME

SREEALI

]

TaskPolicyRule String

PR WA IR RFRT, 228F

]

TaskPolicyDealType Integer

ObjectType

P ESit

WA T4EO3|H: DescribeObjectTypeList,
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> Tencent Cloud

B -3
ObjectTypeld Integer
ObjectTypeTitle String
ObjectTypelLevelOne String
ObjectTypeParams ObjectTypeConfig
ObjectTypedsonParse ObjectTypeJsonParse
ObjectHasNewAction Boolean
ObjectPlatformMame String
ObjectSupportType Integer
ArchLayer Integer
IsArchSvg Boolean
ObjectTypeConfig
MNREEE

WA T4EO5| B DescribeObjectTypelist,

B i)
Key String

Fields Array of ObjectTypeConfigFields

ObjectTypeConfigFields

SYREBIFERRRY

WA T4EO5| B DescribeObjectTypelist,

©2013-2026 BN =hRINFRE

Fik

MEFERID

MRERER

HRHERIE N

HMEER B

tket&OjsonfBHTHLN, nul FEERET

E L EEHEE

MU EFSRGE P ERERZM

1) FEEHNNR 2: MAXRFNS oS
1EANE 20818E 3. BHiER

ES NG EE

WRERBREFERTIR

TIE] - SRR
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> Tencent Cloud

B -3l B R

Key String E instanceld

Header String B2 = ffllic

Transfer String 5 FREESEERE, S4AFEEEN, HEFEIEENUI

JsonParse  String & tke#Ipod FER{E W ER AT

Type Integer & FERHRY O:str 1:list
ObjectTypedsonParse

tr/Epod Y RSB N AL AR RVRET

WA F#EOSI B DescribeObjectTypelist,

#B i
MameSpace String
WaorkloadMame String
LanlF String
Instanceld String
PolicyTriggerLog
PERIEAR BE

Tk
R
TEasaM
T RIP

TRID

WA T#EO51 B DescribeTaskPolicyTriggerLog,

©2013-2026 BN =hRINFRE
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> Tencent Cloud

# -0

Taskld Integer

Mame String

TriggerType Integer

Content String

CreatTime String
ResourceOffline
RIR T4

WU FHEOS| A DescribeActionFieldConfigList,

B

Resourceld

ResourceDeleteTime

HesourceDeleteMessage

TagWithCreate

RTEANRIE. RERE

WU FHZOS|H: CreateTaskFromAction, CreateTaskFromTemplate,

B it
Tagkey String =

TagValue String =

TagWithDescribe

RRARETIR

©2013-2026 BN =hRINFRE

s
ERID

AR

R, 0—-RE, —WE

AE

fik 2 B (8]

-3
Integer
String

String

Wik FEn

tnE

InEE

Wik
&
S

&

fi#ig
@ iFID
o= Gl s 4 L]

Al FERET

TIE] - SRR
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> Tencent Cloud ZHE) - SRR

WA T O51A: DescribeTask, DescribeTaskList, DescribeTemplate, DescribeTemplateList,

B it wiE  HER
TagKey String =2 InEw
TagValue  String &£ WREE

Task

15

WA T3EO5| B DescribeTask,
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> Tencent Cloud

=]

Taskld
TaskTitle
TaskDescription
TaskTag
TaskStatus

TaskStatusType
TaskProtectStrategy

TaskCreateTime
TaskUpdateTime

TaskGroups

TaskStartTime
TaskEndTime
TaskExpect

TaskSummary

TaskMode
TaskPauseDuration
TaskOwnerUin
TaskRegionld

TaskMonitors
TaskPaolicy
Tags

TaskPlanld
TaskPlanTitle

Applicationid

ApplicationMame
AlarmPolicy

ApmServiceList
Verifyld

PolicyDealType

TraakDlanCTtartTirma

©2013-2026 BN =hRINFRE

i)
Integer
String
String
String
Integer

Integer

String

String
String

Array of TaskGroup

String

String

Integer

String

Integer
Integer
String

Integer

Array of TaskMonitor

DescribePolicy

Array of TagWithDescribe

Integer

String

String

String
Array of String

Array of ApmServicelnfo

Integer

Integer

CHwirmm

A

]

Gl

]

]

]

]

fil

il

]

Gl

]

]

fil

Gl

]

]

]

fil

fin

fil

&

faik
51D
E&RE
E&RR

BEXIRE

TIE] - SRR

fESEIETR, 1001-—FFHE 100279 ($4T) 1003—-#tiTh (EfE) 1004—RMiTLEHR

AFERIRT, RBEFUATIPIREGER: 0 — BRER, 1 — ML), 2— £M, 3-—41F

fRiPRes
AR HFERRTEEIER] null, FLEITRERE.

EE=geUlE Sl
EE=EEE I
E5anfEd

FrsETia]
AR IEFERRTEERR] null, RLREIFEERE.

S5 TRET(E]
R MWFERRIHEIRD] null, BREFIEME.

ETHEME. 11 FEME, 20 FHSHE
R IFERRTEEIRR] null, EREFHERE.

=)o
AR ICFERTEERR] null, RREFHEIE.

E&R. 1 FIHIT, 2:8mHIT
BB ERK, S5
S8 2E Uin

ttefID

g it e

RiFHRES
R IFERRTEEIRR] null, EREFHERE.

TREETI*

FKEAATWERITRIID
AR WEFERRTEEER] null, RLEFHERE.

KRG TR B
R MWFERRTHERD] null, FRETFIEME.

KEMRID
FE: EFERTIAEIRR] null, FREAIERE.

FKEAHORLF 250
KA S EIE
KEAHIAPMER S5

R BWIETID
R MWFERRIHEIRD] null, BREFIEME.

PEAEEN, 1—IRFEE, 2-—REEE

THEIFF b e ]
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> Tencent Cloud

==L NINT- TR Y- TR TR

TaskPlanEndTime
TaskOrg

Tasklssue

TaskRegionMName
TaskArchld
TaskScenario

TaskPurpose

ALYy =
String &
Array of TaskOrg &
String &
String &
String &
Array of TaskTarget &
Array of TaskTarget &

TaskConfig

MEHER BRI ESN T ERBENTES S

WA T4EO5| B CreateTaskFromTemplate,

&R
TaskGroupsConfig
TaskTitle
TaskDescription
TaskMode
TaskPauseDuration
Tags

PolicyDealType

TaskGroup

E5o4H

il

Array of TaskGroupConfig
String

String

Integer

Integer

Array of TagWithCreate

Integer

WA T2 OS5 A DescribeTask,

©2013-2026 BN =hRINFRE

TIE] - SRR

AR WEFERRTEEER] null, RLEFHERE.

it R 8]

AR LFERRTEEIRE] null, FLEFBEFHE.

PNGE R

EE: EFEETEERR] null, BREAEIERE.

[a) B it

EE: SFETTAERR] null, RLEAEIEBIE.

region{E &

ZEMID

M s

mERB N
ik gk
= AfFREE, EERIEEETHIESEPMER T —
& BUEHRGRT, TEIEGAREEER
S EGHINSEE, RN AR
& WEHITRIV -—-FI0NIT/ 2 ——BahT, AENEGARSIRRTERI
& MBS, BAs, FMENELGAEELN B ehE (S E
& Mg REER, AEMNEGNEE RS
& PrELEL N, - IFEE, 2-HEEE
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> Tencent Cloud

B

TaskGroupld
TaskGroupTitle
TaskGroupDescription
TaskGroupOrder
CbjectTypeld
TaskGroupCreateTime
TaskGroupUpdateTime
TaskGroupActions
TaskGrouplnstancelist

TaskGroupMode

TaskGroupDiscardinstanceList
TaskGroupSelectedinstanceList

TaskGrouplnstancesExecuteRule

TaskGroupAction

£S5 HEnhiE

i

Integer

String

String

Integer
Integer

String

String

Array of TaskGroupAction
Array of String
Integer

Array of String
Array of String

Array of TaskGrouplnstancesExecuteRules

WA T#EOS|A: DescribeTask,

©2013-2026 BN =hRINFRE

Ik

Fim

Fim

Fim

|

Fim

Fim

Fim

il

|

Fim

TIE] - SRR

fifid

F5E{EID

pal it
R

&5 AT
MRERID
F&SAEIRE g
ES A B8
shfE Rl fETIZR
ENHIES
MiTRT, 1 —— IFRTT, 2 -—— HEmT
A&7
S FIFE

HLEGIEER AN
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> Tencent Cloud

B

TaskGroupActionid

TaskGrouplnstances

Actionld

TaskGroupActionOrder

TaskGroupActionGeneralConfiguration

TaskGroupActionCustomConfiguration

TaskGroupActionStatus

TaskGroupActionCreateTime

TaskGroupActionUpdateTime

ActionTitle

TaskGroupActionStatusType

TaskGroupActionRandomid

TaskGroupActionRecoverld

TaskGroupActionExecuteld

ActionApiType

ActionAttribute

ActionType

IsExecuteRedo

ActionRisk

TaskGroupActionExecuteTime

TaskGroupActionStartTime

i)

Integer

Array of TaskGrouplnstance

Integer

Integer

String

String

Integer

String

String

String

Integer

Integer

Integer

Integer

Integer

Integer

String

Boolean

String

Integer

String

TaskGroupActionConfig

©2013-2026 BN =hRINFRE

Hm

Hm

Hm

Hm

HID

FHm

FHm

FHm

FHm

FHm

FHm

FHm

o

o

o

o

o

o

17

P

1E55 3 4HEDfFID

ESTRMEERTIE

EIfEID

A EINE

THEEFEREE

SHEMERENEE

SAEERE
HiEE:

* 2001: FFHE
o 2002: fHRT
* 2003: HUfTH
s 2004: HITER

ah{E o 4R Bl i BT 8]

ah{E o 4R EHT AT 8]

BRI

TIE] - SRR

PEREL 0 — TGS, 11— REED, 2—— KM, 3-8k, 4@k

Randomid

Recoverld

Executeld

AHapiZR, O:tat, :=api

18, 2:E

ENfERE: Fa, BEX

EEFER

EE R 2R A

ENfEIEITHY (8]
B

s EFF e AT AT 8]
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> Tencent Cloud ZHE) - SRR

WEBFRITHIESE

WA T4EO5| B CreateTaskFromTemplate,

B/ HER pig  HER

TaskGroupActionOrder Integer & EENEEREARRING, MIFE, FEESEEELEFSmP B S8
TaskGroupActionGeneralConfiguration  String & EEASE, FEsonFFHEEA, FIMMEEEMFIFEORE, THEHBIMERENTESE
TaskGroupActionCustomConfiguration | String = DEBENXZH, FEjsonFIHEA, AILIMERESMEFEENRE, MASIAMERSRPEIESE

TaskGroupConfig

fEARIBCEIN
WA T4EO5|H: CreateTaskFromTemplate,

B %a Wik

Pl R S D P o)

CVM ins—xxx

MySQL cdb-xxx

CLB Ib—xxx

Redis crs—xxx

NATRIZ nat-xxx

TN ERIEE dox-—xxx

IEERTIET S ("Clusterld":"cls—xxx","Instanceld": "ins—xxx","LanlP":"1.1.1.1"}
triEEREPod {"Clusterld":"cls—
xxx","PodName":"podname","NodeMame":"1.1.1.1","NameSpace":"ns","Workload":"workload"}
TDSGQL-MySQL(InnoDB) tdsqlshard—xxx

TDSQL-C cynosdbmysgl-xxx

VPCF M subnet—xoxx

CKafka ckafka—xxx

MariaDB tdsgl-xxxx

PostgreSGL postgres—xxx

TRAEM* gateway—xxx

FREERBT = {"Clusterld":"cls—xxx","Instanceld":"eklet—xood","LanlP":"1.1.1.1,"NodePoolld": "np—xx"}
ServerlessE RIS ("Clusterld™:"cls—omx","Instanceld":"eklet—oox","LanlP":"1.1.1.1"}
Elasticsearch®E 2 es—xxxx

RabbitMQ amgp—xxxx

2l

TaskGrouplnstances Array of String

TaskGroupTitle String ES ENfELEIRAR, THEBINEURR PR ENfEARTR
TaskGroupDescription String & ENFARSER, AIEBLINEUELE hEIENELRHEA
TaskGroupMode Integer & EFERATIRTL. 1 —— IWFHIT, 2 —- FERIGT, TIESARNEL s R ITIR T

Array of

! & ENELEFRENENTES4Y, THEHAMERESNPMENESL, RENDMAEEESENS HE
TaskGroupActionConfig

TaskGroupActionsConfig

TaskGrouplnstance

E5 7 AL

WA T2 OS5I A DescribeTask,
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> Tencent Cloud ZHE) - SRR

B it Wik fEe
TaskGrouplnstanceld Integer = SEAIID
TaskGrouplnstanceObjectld String = SEfIID
SERIhERITIRT
WEHE:
* 3001: FRFHA
TaskGrouplnstanceStatus Integer =

* 3002: #AfTH
* 3003: MITHEHR

* 3004: &P
TaskGrouplnstanceCreateTime String = SE il Bl i A ]
TaskGrouplnstancellpdateTime String = S {5l BB i et ]
TaskGrouplnstanceStatusType Integer = HEHE: 0 — TR, 1— A, 2— KM, 3—£81E, 4Bkl
TaskGrouplnstanceStartTime String = HATHEIE
TaskGrouplnstanceEndTime String = AT RIE
TaskGrouplnstancelsRedo Boolean & SEfjil = & Pl Eil
e SE 1T A ()
TaskGrouplnstanceExecuteTime Integer o sh B

TaskGrouplnstancesExecuteRules

HLEREERALI

WA T#EOS|A: DescribeTask,
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> Tencent Cloud

B

TaskGrouplnstancesExecuteMode

TaskGrouplnstanceskExecutePercent

TaskGrouplnstancesExecuteMum

TaskListltem

ESTIRER

WA T4EOS|A: DescribeTaskList,

©2013-2026 BN =hRINFRE

Integer

Integer

Integer

WhIk

TIE] - SRR

i i
SEf AR
WEE:

10 2EIEA
2: HEHEEVEE EEFEA
3: MRS ESEITA

1R EEBI SRR R T, T EREL 51

R TR E
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> Tencent Cloud

B

Taskld

TaskTitle
TaskDescription
TaskTag
TaskStatus
TaskCreateTime
TasklUpdateTime

TaskPreCheckStatus

TaskPreCheckSuccess

TaskExpect

Applicationld

ApplicationName

Verifyld

TaskStatusType

Archid

ArchMarme

TaskSource

Tags

TaskMonitor

AR

fefir]

Integer

String

String

String

Integer

String

String

Integer

Boolean

Integer

String

String

Integer

Integer

String

String

Integer

Array of TagWithDescribe

WA T#EOS|A: DescribeTask,

©2013-2026 BN =hRINFRE

TIE] - SRR

{EEARAR(001 — FRFTEE 1002 — BT 1003 — HiED 1004 — F5EF)

{ESS BURL AT E]

155 E Al 8]

0——FFF8, 1——i#tiTh, 225

HERERGET

MRS RE TR 1-FHEME 2- A RS TE

*EERNAID

RERRIFBER

BEEID

REHE: 0 — TR, 1—— AiTh, 2—— KM, 31

Z489ID

Rinsin

CHFERENR
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> Tencent Cloud

B i)
TaskMonitorld Integer
Metricld Integer

TaskMonitorObjectTypeld Integer

Metrichame String
Instanceslds Array of String
MetricChineseMame String
Unit String

TaskOrg

EHEANRAR

e TS5 A DescribeTask,

B xE ik fE
TaskRole String & p B ==) ]
TaskOperator  String & mEA

TaskReportinfo

BEERERTER

KT O5| A DescribeTask,

©2013-2026 BN =hRINFRE

iR

el

el

i

i

el

el

i

Hiik

W i 1B ATID
EIZIEITID
RITIEIRITRERID
EIRER
SEFIDF| =
A&t

iU

TIE] - SRR
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> Tencent Cloud

#

Stage
CreateTime
ExpirationTime
Expired

CosUrl
Log

ArchiveStage
ArchiveTime

Archivelluid

TaskTarget

BB AT

i)
Integer
String
String
Boolean

String

String

Integer
String

String

H i

0-—FFE, 1——EHESH, 2--SHMI, 3—-SHEN

BlFRATE

B S ERE LA E)

ESHM

MR S cos 3T b

MEREFHAE

EE: FEEEEE null, ®RREAEIBME.

O--FFFiE, 1--1E7EU34Y, 2——V3R4RETH, 3--1A84%mM

5448

344D

WU T4EO5I B DescribeTask, DescribeTemplate,

=t

Targetld

TargetDesc

Type

Source

TargetStatus

©2013-2026 BN =hRINFRE

ER

Integer

String

Integer

Integer

Integer

BhiR

£

£

ik
H¥rtn

H¥riE

ZID

it

NS
2R B

1:Es 2BPTA

BirirE 2 S 2R

WEE:

* 0 FRMIER

s

=li55

TIE] - SRR
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> Tencent Cloud TImia) - SRR

Template

2000

WA T#EO5| B DescribeTemplate,
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> Tencent Cloud

L]

Templateld
TemplateTitle
TermplateDescription
TemplateTag
TemplatelsUsed
TemplateCreateTime
TemplateUpdateTime
TemplateMode
TermplatePauseDuration
TemplateOwnerUin
TemplateRegionld
TemplateGroups

TemplateMonitors

TemplatePolicy

Tags
TemplateSource
ApmServicelist
AlarmPolicy
PolicyDealType
TemplateScenario

TemplatePurpose

TemplateGroup

E594A

©2013-2026 BN =hRINFRE

i
Integer
String
String
String
Integer
String
String
Integer
Integer
String
Integer
Array of TemplateGroup

Array of TemplateMonitor

TemplatePolicy

Array of TagWithDescribe
Integer

Array of ApmServicelnfo
Array of String

Integer

Array of TaskTarget

Array of TaskTarget

TIE] - SRR

1A

SZIREID

Z IR

200 FEFR A

HENXInE

FRRE. 1 ——— FAP, 2 — £H
200 e 1) ER A E)

S8 i B BT )
R, 1 FITRIT, 2887
Bl E SR, RAa
SRR E Vin

ithizfID

ENfELH

Lop k=t

P
B BFRTMEEE nul, RRBFIENE,

ImEFE

SR 0-BR 1-TREF

apmfi FE{E 2

CF fi-ton

PR R N, 1--IAFER, 2--REEE
Wk

M B
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> Tencent Cloud ZHE) - SRR

WA T4EO3|A: DescribeTemplate,

B xR Wik R

TemplateGroupld Integer = ZIEEID

TemplateGroupActions | Array of TemplateGroupAction = 2 FIEE DB SR

Title String = A tmE

Description String = Rt

Order Integer = TR F

Mode Integer = WiTwRIU. 1 —— IWFEHIT, 2 —— BT
ObjectTypeld Integer = MERERID

CreateTime String = b Ehel FE ]

UpdateTime String = & 40 BT 1)

TemplateGroupAction

ES5 D HNE

WA 4203 DescribeTemplate,
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> Tencent Cloud ZHE) - SRR

B i) Wik iR
TemplateGroupActionld  Integer 2 0 HNEID
Actionld Integer £ IfEID

Order Integer £ N EIR
GeneralConfiguration String T SHFEREE
CustomConfiguration String £ SHEMFBENEER
CreateTime String g chiE o dH I iR AT 8]
UpdateTime String 2 e LR AT 18]
ActionTitle String = ENERFR

Randomid Integer £ B & HEflid

Recoverld Integer £ W8 &NfFid

Executeld Integer £ MiTENEId

ActionApiType Integer & EfHapiz£E, 0O:tat, :=api
ActionAttribute Integer & TR, 2:4E
ActionType String & fEEE: FEMEEN
ActionRisk String & sIfERBEELR, 1R 2:cpFE 35 A
FailurePerformance String = aER

TemplateListltem

ZPEIIRER

WA T4EO3|M: DescribeTemplateList,
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> Tencent Cloud

T

Templateld
TemplateTitle
TemplateDescription
TemplateTag
TemplatelsUsed
TemplateCreateTime
TemplateUpdateTime
TemplateUsedMum

TemplateSource

- 4i]
Integer
String
String
String
Integer
String
String
Integer

Integer

TemplateMonitor

HIEAEAR

WU FHEOSIH: DescribeTemplate,

#
Monitorld
Metricld
ObjectTypeld
MetricMame

MetricChineseName

TemplatePolicy

RIF RIS

WA 42031 DescribeTemplate,

©2013-2026 BN =hRINFRE

i
Integer
Integer
Integer
String

String

ik

2IFID

IR R

SRR

ZIREERE

SWMERE. 1 — #BP, 2 - 28
e el FE LD

42 0 [EE T e )

IR KBRS E

SWENR 0-BREW 1-THER

(P

pk

HIZIEHRID
HIZIEIRSERID
EinEm

HPCIEHT

TIE] - SRR
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> Tencent Cloud

R
TemplatePaolicyldList
TemplatePolicyRule

TemplatePolicyDealType

©2013-2026 BN =hRINFRE

i)
Array of String
String

Integer

ik
{RiPEHERRIDT

B AL

1P S A S IR R 1WA AT,

2. 5=

TIE] - SRR
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> Tencent Cloud

IR

ST E#RE: 2026-07-10 16:49:10

IgE A

TIE] - SRR

NRIREIZERPIFTE Error FFER, NMFRTRIEA APl EROKMW, Hla0:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your si

gnature is correct."

Hy

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

}
}

Error ARy Code REHIRIE, Message RniZiEIZMNEMEE,

HIRIDYIR
NHEHIRTD
THIRD

ActionOffline
AuthFailure.InvalidAuthorization

AuthFailure.lnvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

©2013-2026 BN =hRINFRE

il
EOET4.

1BEREEHN Authorization AFEEBINER
)i

MFA 1%,

BHAERE, BE T8 KERARS SRR
FEZEA, WIRESIER, BRERHASKIESIE
Eﬁ, /EIE\ UEZ:1%EI =)

S HITHA, Timestamp RS ZRATENEZE S
SRS, BB E)R S AR ER 8 E

o
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