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Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy
or distribute in any way, in whole or in part, the contents of this document without Tencent Cloud's the

prior written consent.

Trademark Notice

¢ Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group,
including its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third

parties referred to in this document are owned by their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and
services only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products
or services are subject to change. Specific products and services and the standards applicable to them

are exclusively provided for in Tencent Cloud's applicable terms and conditions.
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Permission Management Guide
Overview

Last updated: 2024-09-26 15:34:19

If you use Tencent Smart Advisor-Chaotic Fault Generator in Tencent Cloud that are managed by different
people but share your cloud account keys, the following issues may arise:

The risk of your key being compromised is high since multiple users are sharing it.
Users might introduce security risks from misoperations due to the lack of user access control.

To solve these issues, you can use sub-accounts to enable different individuals to manage different
businesses. By default, sub—accounts do not have permission to use CFG. You need to create a policy to

grant them the necessary permissions.

Introduction

Cloud Access Management (CAM) is a set of web services provided by Tencent Cloud that primarily helps
customers securely manage access permissions to resources under their Tencent Cloud account. With
CAM, you can create, manage, and terminate users (groups), and control who can use which Tencent
Cloud resources through identity and policy management.

When using CAM, you can associate a policy with a user or a group of users. The policy can authorize or
deny users the ability to use specified resources to complete specific tasks. For more basic information
on CAM policies, see Policy Syntax. For more information on using CAM policies, please see Policies.
Skip this chapter if you don’t need cloud access management of CAM resources for sub—accounts.

Skipping this chapter does not affect your understanding and use of the rest of the document.

Getting Started

A CAM policy must authorize the use of one or more CFG operations or deny the use of one or more CFG
operations. It must also specify the resources that can be used for the operations (which can be all
resources or specific resources for some operations). Additionally, the policy can include conditions set
for operating the resources.

Some CFG API operations do not support resource-level permissions. This means that for these types of
API operations, you cannot specify a particular resource to use. Instead, you must specify all resources

when using these operations.
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Authorization Policy Syntax

Policy Syntax

CAM policy:

"version":"2.0",

"statement":

[

"effect":"effect",
"action":["action"],

"resource": ["resource"],

version: Required. Currently, only the value 2.0 is allowed.

statement: It is used to describe the detailed information of one or more permissions. This element
covers permissions or permission sets of several other elements such as effect, action, resource, and

condition. A policy has only one statement element.

effect: Required. This element describes the statement results. Value options: allow (allow) and deny
(explicitly deny).

action: Required. This element describes the allowing or denial actions. Actions can be APIs (prefixed
with cfg:).

resource: Required. This element describes the specific data of authorization. The resources are

described in a six-segment format, and the resource definition details of each product are different.

Tencent Smart Advisor—-Chaotic Fault Generator (CFG) Operations

In the CFG policy statement, you can specify any API operation from any service that supports Tencent
Smart Advisor-Chaotic Fault Generator. For CFG, use the API prefixed with cfg:. Example: cfg:CreateTask
or cfg:CreateTemplate.

To specify multiple operations in one statement, separate them with commas as follows:

"action":["cfg:actionl", "cfg:action2"]
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You can also use wildcards to specify multiple operations. For example, you can specify all operations

that begin with the word "Describe" as follows:

"action":["cfg:Describe*"]

If you want to specify all operations in the cloud database, use the * wildcard character as follows:

"action": ["cfg:*"]

CFG Resources

Each CAM policy statement is applicable to specific resources. The general format of resources is as

follows:

gcs:project_id:service_type:region:account:resource

project_id: Describe the project information. It is only for compatibility with early CAM logic and does

not need to be filled in.

service_type: product abbreviation, such as cfg

region : regional information, such as ap—guangzhou

account: root account of the resource owner, such as uin/653339763

resource: specific resource details of each product, such as instanceld/instance_id1 or instanceld/*

For example, you can specify the specific task ID (1) in the statement as follows:

"resource": [ cs::cfg:ap—-guangzhou:uin/11111:taskid/1"]

You can also use the * wildcard character to specify all instances belonging to a specific account, as

follows:

"resource":[ "gcs::cfg:ap-guangzhou:uin/11111:taskid/*"]

If you want to specify all resources, or if a particular API action does not support resource-level

permissions, use the * wildcard character in the Resource element, as follows:

"resource": ["*"]
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To specify multiple resources in one instruction, separate them with a comma. The following is an

example of specifying two resources:

LIRS

resource": ["resourcel",

The following table describes the resources that can be used by CFG and the corresponding resource
description methods. The word prefixed by $ is an alias, region refers to the target region, and account
refers to the account ID.

Resource Resource Description Method in Authorization Policy
Experiment gcs::cfg:Sregion:Saccount:taskid/STaskId
Template library gcs::cfg::Saccount:templateid/$Templateld
Custom action qcs::cfg::$account:actionid/$ActionId
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Authorizable Resource Types

Last updated: 2024-09-26 15:34:19

Resource-level permissions can be used to specify which resources a user can operate with.

Tencent Smart Advisor-Chaotic Fault Generator (CFG) supports certain resource-level permissions. This
means that for Chaotic Fault Generator operations that support resource-level permissions. You can
control when to allow users to perform operations or use specified resources.

Authorizable resource types in Cloud Access Management (CAM) are as follows:

Resource Type Resource Description Method in Authorization Policy

. qcs::cfg:Sregion:Saccount:taskid/*
CFG Experiment Task Related . .
gcs::cfg:$region:$account:taskid/$TaskId

. gcs::cfg::$account:template/*
CFG Template Library Related
gcs::cfg::$account:template/$Templateld

. gcs::cfg::Saccount:actionid/*
CFG Custom Action Related . .
qcs::cfg::Saccount:actionid/$ActionId

The following table describes API operations that currently support resource-level permissions in the CFG
policy and the resources and condition keys supported by each operation. When specifying resource

paths, you can use the * wildcard in the paths.
List of APIs that support resource—-level authorization

Experiment Related

API Call Sequence Resource Path

gcs::cfg:Sregion:Saccount:taskid/*
DeleteTask . .
gcs::cfg:$region:$account:taskid/$TaskId

. gcs::cfg:$region:$account:taskid/*
DescribeTask . ,
gcs::cfg:$region:$account:taskid/$TaskId

. gcs::cfg:$region:$account:taskid/*
DescribeTaskExecutelLogs , ,
gcs::cfg:Sregion:Saccount:taskid/$TaskId

. . gcs::cfg:$region:$Saccount:taskid/*
DescribeTaskList , ,
gcs::cfg:$region:$account:taskid/$TaskId

DescribeTaskStatistics qcs::cfg:Sregion:Saccount:taskid/*
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DescribeTaskStatisticsOperateCondition

EditTask

ExecuteTask

ExecuteTasklnstance

ModifyTaskResult

ModifyTaskStatus

Template Library Related

API Call Sequence

DeleteTemplate

DescribeTemplate

DescribeTemplateList

EditTemplate

ModifyTemplatelsUsed

Action Library Related

API Call Sequence

DescribeActionLibraryList
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gcs:

gcs:

qcs:

qcs:

qcs:

gcs:

gcs:

qcs:

qcs:

qcs:

gcs:

Resource Path

:cfg:

:cfqg:
:cfqg:

:cfg:
:cfg:

:cfg:
:cfqg:

:cfqg:
:cfg:

:cfg:
:cfg:

:cfg:
:cfqg:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

$Sregion:

Sregion:
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Saccount

Saccount

Saccount

Saccount

Saccount

Saccount

Saccount

Saccount

Saccount

Saccount

Saccount

Saccount

Saccount

:taskid/S$TaskId

ttaskid/*
:taskid/S$TaskId

:taskid/*
:taskid/S$TaskId

:taskid/*
:taskid/S$TaskId

:taskid/*
:taskid/$TaskId

:taskid/*
:taskid/S$TaskId

:taskid/*
:taskid/$TaskId

gcs::cfg::$account

qcs:

qcs:

qcs:

qcs:

qcs:

qcs:

qcs:

gcs:

qcs:

:cfg:

:cfg:
:cfg:

:cfg:
:cfg:

:cfg:
:cfg:

:cfg:
:cfg:

:Saccount

:Saccount

:Saccount

:Saccount

:Saccount

:Saccount

:Saccount

:Saccount

:Saccount

Resource Path

:template/*
:template/S$TemplateId

:template/*
:template/S$TemplateId

:template/*
:template/S$TemplateId

:template/*
:template/STemplateId

:template/*
:template/S$TemplateId

gcs::cfg::Saccount:actionid/*

gcs:

:cfg::$account:actionid/$ActionId
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. gcs::cfg::$account:actionid/*
DeleteCustomAction
qgcs::cfg::$account:actionid/$ActionId

. gcs::cfg::Saccount:actionid/*
UpdateCustomAction
gcs::cfg::S$Saccount:actionid/S$SActionId

. . gcs::cfg::$account:actionid/*
DescribeCustomAction o .
gcs::cfg::$account:actionid/$ActionId

List of APIs not Supporting Resource-level Authorization

For API operations that do not support resource-level permissions in the CFG policy, you can still grant
user permissions to use these operations, but you must specify the resource element of the policy

statement as *.

API Call Sequence API Description

CreateTask This API is used to create an experiment.

CreateTemplate This API is used to create a template library.

CreateCustomAction This API is used to create the custom action.
DescribeActionFieldConfigLi This API is used to obtain the action field configuration parameter
st list.

DescribeActionLibraryList This API is used to obtain the action library list.

This API is used to obtain user CAM service authorization

DescribeCamldentity . .
information.
DescribeNoticeld This API is used to obtain the user notification template ID.

This API is used to obtain monitoring metric information of object
DescribeObjectMetrics ! sy ' toring metric ! J

types.
DescribeObjectTypeList This API is used to query the object type list.
DescribeRegionList This API is used to query the region list.
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Service Authorization and Role
Permissions

Last updated: 2024-09-26 15:34:19

When using Tencent Smart Advisor-Chaotic Fault Generator (CFG), you may encounter various scenarios
that require service authorization to access related cloud resources. Each scenario usually corresponds to
the preset policies contained in different roles, mainly involving the CFG_QCSLinkedRolelnChaos role. This
document will show the details of the authorization policy, authorization scenarios, and authorization

steps.

Role Permissions (CFG_QCSLinkedRolelnChaos)

After you activate the CFG service, Tencent Cloud will grant your account CFG_QCSLinkedRolelnChaos
role permission. This service role is associated with multiple preset policies by default. To obtain relevant
permissions, it is necessary to execute the corresponding preset policy authorization operation in specific
authorization scenarios. After the operation is completed, the corresponding policy will appear in the list
of authorization policies for the role. The CFG_QCSLinkedRolelInChaos preset policy associated with the

role includes the access permissions for the CFG service to cloud resources.

Preset Policies (QcloudAccessForCFGLinkedRolelnChaos)

Authorization Scenarios

After you register and log in to Tencent Cloud and log in to CFG Console for the first time, you need to
go to Cloud Access Management page to grant current account the permissions for the CFG service to
operate cloud resources such as Cloud Virtual Machine (CVM), Load Balancing (CLB), TencentCloud
Automation Tools (TAT), Elastic Cache Redis (Redis), TencentDB for MySQL (CDB), Tencent Cloud
Observability Platform (Monitor), and Virtual Private Cloud (VPC).

Authorization Steps

1. Log in to the CFG Console, select Experiment Management in the left sidebar, and the Service

Authorization window will pop up.
2. Click Go to Authorize to enter the Role Management page.

3. Click Agree to Authorize, and after the identity verification is completed, the authorization will be

successfully granted.
Permissions

Cloud Load Balancer (CLB)
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Permission Description
clb:DescribeTargets This permission is used to query the Cloud Load Balancer (CVM) list.

clb:BatchModifyTargetW This permission is used to batch modify the forwarding weights of the
eight backend machines bound to the listener.

clb:DescribelLoadBalance
rs

This permission is used to obtain the CLB instance list.

clb:SetLoadBalancerSecu

. This permission is used to bind load balancers with security groups.
rityGroups

TencentCloud Automation Tools (TAT)

Permission Description

tat:DescribeAutomationAgentStatus This permission is used to query the client status.
tat:DescribeCommands This permission is used to query commands.
tat:invokeCommand This permission is used to trigger commands.
tat:Describelnvocations This permission is used to query execution results.
tat:RunCommand This permission is used to execute temporary commands.
tat:DescribelnvocationTasks This permission is used to query execution tasks.

Elastic Cache Redis (Redis)

Permission Description
redis:Describelnstances This permission is used to display instance contents.
redis:KillMasterGroup This permission is used to simulate failures.

TencentDB for MySQL (CDB)

Permission Description

cdb:DescribeDBInstances This permission is used to query the instance list.
cdb:SwitchDBInstanceMast This permission is used to support users to actively switch the
erSlave primary—secondary instance roles.

cdb:DescribeTasks This permission is used to query the task list of CloudDB instances.
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cdb:ModifylnstanceParam

cdb:DescribelnstancePara
ms

cdb:DescribelnstancePara
mRecords

Cloud Virtual Machine (CVM)

Permission
cvm:Describelnstances
cvm:Rebootinstances
cvm:Stoplnstances
cvm:Startinstances
cvm:CreateSecurityGroup

cvm:DeleteSecurityGroup

Cloud Monitoring (Monitor)

Permission

monitor:CreateAlarmNotice

monitor:DescribeAlarmHistories

monitor:DescribeAlarmPolicies

monitor:DescribeBaseMetrics

monitor:GetMonitorData

VPC

Permission

vpc:ResetNatGatewayConn
ection

vpc:DescribeNatGateways
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This permission is used to modify instance parameters.

This permission is used to query the list of configurable parameters
for instances.

This permission is used to query the parameter modification log of
instances.

Description

This permission is used to query CVM V3.

This permission is used to restart CVM V3.

This permission is used to shut down CVM V3.
This permission is used to start CVM V3.

This permission is used to create security groups.

This permission is used to delete security groups.

Description

This permission is used to create alarm notifications.
This permission is used to query Alarm 2.0 records.

This permission is used to query the Alarm 2.0 policy list.
This permission is used to pull the monitoring metric list.

This permission is used to pull monitoring data.

Description

This permission is used to adjust the maximum concurrency of the
NAT gateway V3.

This permission is used to query the NAT gateway V3.
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vpc:ModifyNatGatewayAttri

but This permission is used to modify the attributes of NAT gateway V3.
ute
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Sub-users and Authorization

Last updated: 2024-09-26 15:34:19

O Note
You need to check whether the root account has the QcloudAccessForCFGLinkedRoleInChao
s permission on the Role page. If not, please complete authorization according to Preset Policy
in Service Authorization and Role Permissions; otherwise sub—-users cannot normally use the CFG

console or call other cloud resources through CFG.

Creating Sub-users and Granting All Operation Permissions to CFG

Step 1: Create a Sub-user with the Root Account

1. Log in to the CAM Console and choose Users > User List in the left sidebar.

2. On the User List page, choose Create User > Custom Creation to enter the New Sub-user page.
3. In the Select Type step, select Access Resources and Receive Messages, and click Next.
4

. In the Fill in User Information step, you can create sub-users in batches, set access methods and

console passwords, etc. Please set as required and then click Next.

5. On the Set User Permissions page, select different methods as required to set permissions for the
created sub-users, and click Next to save the settings. You can modify relevant permission settings

later. There are three ways to set permissions:

Add sub-users to an existing user group or a new user group.
Copy existing user permissions.

Authorize from the policy list.

6. On the Review Information and Permissions page, click Complete after confirming that the information

is correct to complete the custom creation of sub—user operations.

@ Note

For related documents, see Creating Sub-user.

Step 2: Create a Custom Policy

1. Log in to CAM Console and select Policies in the left sidebar.

2. On the Policies page, choose Create Custom Policy > Create by Policy Syntax to enter the Creation
page.
3. Select CFG for the template type, select QcloudCFGFullAccess, and click Next.
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4. Refer to the following authorization syntax to achieve the effect of allowing sub-accounts to operate

Step 3: Associate the Policy with Users/User Groups

all functions of CFG and permitting CFG roles to manage corresponding resources. For details, see

CFG Role Description.

version
"statement":

{

"action":

"resource":

"effect":

"effect":

"action":

"cfg:*",

L]
’

"allow"

"allow",

"cam:PassRole",

"resource":

"gcs::cam: :uin/${OwnerUin}:role/tencentcloudServiceRoleName/CFG_QCSLin

kedRoleInChaos"

}

1. On the Policies page, click Associate User/User Group/Role on the right side of the New Policy tab. A

dialog box will pop up.

2. Select the user you want to associate with, and click OK to complete association. You can also switch

Step 4: Add CAM Read-only Permissions to the Sub-user

—
.

P 0D

between users or user groups for selection.

Log in to the CAM Console and choose Users > User List in the left sidebar.

On the User List page, select the sub-user to set permissions for, and enter the User Details page.

On the User Details page, click Associate Policy to enter the Associate Policy page.

In the Set User Permissions step, select Link Policy from Policy List, check

QcloudCamReadOnlyAccess, and click Next.

In the Review User Permissions step, click Confirm to complete the authorization of CAM read-only

access permissions to the sub-user. After the above operations are completed, CFG can obtain the

existing permissions of the root account through the sub-user and complete the authentication

process.

©2013-2025 Tencent Cloud. All rights reserved.
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Step 5: Authorize CAM to the Sub-user

After completing the above settings, users can log in to the sub-account to view permissions.
Log in to CAM Console, and select Overview on the left sidebar to enter the overview page, where the

sub-user login address can be viewed.
Create sub-users and grant certain CFG operation permissions to them.

Step 1: Create a Sub-user with the Root Account

1. Log in to the CAM Console and choose Users > User List in the left sidebar.

2. On the User List page, select Create User > Custom Creation to enter the New Sub-user page.
3. In the Select Type step, select Access Resources and Receive Messages, and then click Next.
4

. In the Fill in User Information step, you can create sub-users in batches, set access methods and
console passwords, etc. Please set as required and then click Next.

5. On the Set User Permissions page, select different methods as required to set permissions for the
created sub-users, and click Next to save the settings. You can modify relevant permission settings

later. There are three ways to set permissions:

Add sub-users to an existing user group or a new user group.
Copy existing user permissions.

Authorize from the policy list.

6. On the Review Information and Permissions page, click Complete after confirming that the information

is correct to complete the custom creation of sub—user operations.

@® Note

For related documents, see Creating Sub-user.

Step 2: Create a Custom Policy

1. Log in to CAM Console and select Policies in the left sidebar.

2. On the Policies page, choose Create Custom Policy > Create by Policy Syntax to enter the Creation
page.

3. Select CFG for the template type and select QcloudCFGFullAccess , and then click Next.

4. Refer to the following authorization syntax to achieve the effect of allowing sub-accounts to operate

all functions of CFG and permitting CFG roles to manage corresponding resources. For details, see

<1>CFG Role Description.
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"statement": [

"action": "cfg:*",
~n . mxn
" ;

source

"allow"

"allow",

"cam:PassRole",

Tencent Smart Advisor-Chaotic Fault Generator

"gcs::icam: :uin/${OwnerUin}:role/tencentcloudServiceRoleName/CFG_QCSLin

kedRoleInChaos"

N Note

The resource description in resource needs to be replaced with the ID of the root account.

Step 3: Associate the Policy with Users/User Groups

1. On the Policies page, click Associate User/User Group/Role on the right side of the New Policy tab. A

dialog box will pop up.

2. Select the user you want to associate with, and click OK to complete association. You can also switch

between users or user groups for selection.

Step 4: Add CAM Read-only Permissions to the Sub-user

—
.

P 0D

QcloudCamReadOnlyAccess, and click Next.

Log in to the CAM Console and choose Users > User List in the left sidebar.
On the User List page, select the sub-user to set permissions for, and enter the User Details page.
On the User Details page, click Associate Policy to enter the Associate Policy page.

In the Set User Permissions step, select Link Policy from Policy List, check

5. In the Review User Permissions step, click Confirm to complete the authorization of CAM read-only

access permission to the sub-user. After the above operations are completed, CFG can obtain the

existing permissions of the root account through the sub-user and complete the authentication

process.

Step 5: End

©2013-2025 Tencent Cloud. All rights reserved.
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After completing the above settings, users can log in to the sub-account to view permissions. Select

Overview on the left sidebar to enter the overview page, where the sub-user login address can be viewed.

@® Note

Once the policy takes effect, the current sub—account can view all function names, but can only

operate and view details of functions within the resource.

Example

@® Note

The following example shows only the usage of CAM and the process of completing a CFG chaos

engineering experiment. During operations, replace OwnerUin with the root account's UIN.

"version": "2.0",
"statement": [
{
"action": "cfg:*",
"resource": "*",

"effect": "allow"

"effect": "allow",
"action": "cam:PassRole",
"resource":
"gcs::cam: :uin/${OwnerUin}:role/tencentcloudServiceRoleName/CFG_QCSLinke
dRoleInChaos"
tr
{
"action": |
"tag:DescribeTagKeys",
"tag:DescribeTagValues",
"tag:DescribeResourceTagsByResourcelds",
"tag:AttachResourcesTag",
"tag:ModifyResourcesTagValue",
"tag:DetachResourcesTag"
1y
"resource": "*",

"effect": "allow"
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"action": [

"monitor:DescribeAlarmPolicies"

LU ]
’
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