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@ Tencent Cloud B &I

APl 44
BEFhE

BIEEFATE: 2026-04-16 17:03:57

Pavay \ N

£ 2 REf

KfmbtEl: 2025-01-15 16:55:45
KREMBETUTAS:
NECHNIXHE,

g0

¢ ListAggregateDiscoveredResources

FTREIES

* AggregateResourcelnfo

(EBEA L AR

¢ ConfigRule
o fBEAkG: AccountGroupld, AccountGroupName, RuleOwnerld, ManageTriggerType

Pavax \ A

£ 18K

KEfE: 2024-12-02 15:05:48
KREMBETUTAS:
HEEEANXIE,

FrigiEO:

¢ DescribeDiscoveredResource
¢ ListAggregateConfigRules

¢ ListConfigRules

¢ ListDiscoveredResources

e PutEvaluations
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https://intl.cloud.tencent.com/document/api/1164/67734
https://intl.cloud.tencent.com/document/api/1164/66772#AggregateResourceInfo
https://intl.cloud.tencent.com/document/api/1164/66772#ConfigRule
https://intl.cloud.tencent.com/document/api/1164/66771
https://intl.cloud.tencent.com/document/api/1164/66768
https://intl.cloud.tencent.com/document/api/1164/66767
https://intl.cloud.tencent.com/document/api/1164/66770
https://intl.cloud.tencent.com/document/api/1164/66766

> Tencent Cloud EEHIT

AR AR -

* Annotation

e ConfigRule

¢ FEvaluation

e Filter

* |nputParameter

* |InputParameterForManage
* Resourcelistinfo

® SourceConditionForManage
* Tag

* TriggerType
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https://intl.cloud.tencent.com/document/api/1164/66772#Annotation
https://intl.cloud.tencent.com/document/api/1164/66772#ConfigRule
https://intl.cloud.tencent.com/document/api/1164/66772#Evaluation
https://intl.cloud.tencent.com/document/api/1164/66772#Filter
https://intl.cloud.tencent.com/document/api/1164/66772#InputParameter
https://intl.cloud.tencent.com/document/api/1164/66772#InputParameterForManage
https://intl.cloud.tencent.com/document/api/1164/66772#ResourceListInfo
https://intl.cloud.tencent.com/document/api/1164/66772#SourceConditionForManage
https://intl.cloud.tencent.com/document/api/1164/66772#Tag
https://intl.cloud.tencent.com/document/api/1164/66772#TriggerType

> Tencent Cloud EET

Introduction

ST EHRE: 2026-04-16 16:48:57

CloudConfig (Config) is a cloud resource auditing and governance platform. It continuously records and
evaluates the configuration information and change operations of different cloud resources in different
regions under multiple customer accounts. CloudConfig (Config) supports Tencent Cloud best practices,
providing customers with managed compliance rules and various scenario compliance packages, and also

supports custom rules. It helps users continuously evaluate the compliance of resource configurations.

©2013-2026 BN =hRIXERE 6 #1057
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AP| %

SIFEFRTE: 2026-04-16 17:04:52

UEESEIE

BEORM
ListAggregateConfigRules
ListConfigRules

PutEvaluations

SREXREO

EOBM
DescribeDiscoveredResource
ListAggregateDiscoveredResources

ListDiscoveredResources
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https://intl.cloud.tencent.com/document/api/1164/66768
https://intl.cloud.tencent.com/document/api/1164/66767
https://intl.cloud.tencent.com/document/api/1164/66766
https://intl.cloud.tencent.com/document/api/1164/66771
https://intl.cloud.tencent.com/document/api/1164/67734
https://intl.cloud.tencent.com/document/api/1164/66770

> Tencent Cloud EET

HAAR
16 K251

BIFEFATE: 2026-04-16 17:11:34

1. ArSSHbiE

AP| SZHEFEHITIEN, AP @E g N E& 5 config.intl.tencentcloudapi.com , thxiF+gE s a2 k0,
Flanr M AYIE = A config.ap—guangzhou.tencentcloudapi.com ,

WHRERMIAIGEANG R, RIBEBZONEFIFMAEMNE, SEmEBNAIREMNE DS BANgNRSES. fIWE
[TMERIEKR, =BoENREIN MARS23, RERMIEE config.ap—guangzhou.tencentcloudapi.com 2—%#Y,

AR MEESURRIMLSS, EiUEEFIHISANEE,

AR ERE APIBEAR, AFARTENEFRZOIIMRERSOME, ™~ mFaitEIREERAAR/AH
SEEFER, #BOSFHMEBEROXERAANSHRPE,

BRI EFNERIIR:
R 152
MIAHIEIEAN (HE, RZEFEEREX) config.intl.tencentcloudapi.com
X (M) config.ap—guangzhou.tencentcloudapi.com
FLRX (£8) config.ap—shanghai.tencentcloudapi.com
ERIX (FR) config.ap—nanjing.tencentcloudapi.com
b (JEm) config.ap-beijing.tencentcloudapi.com
FAEitX  (p%ER) config.ap—chengdu.tencentcloudapi.com
AAEitX (&K) config.ap—chongging.tencentcloudapi.com
BEAHEX (FEER) config.ap—hongkong.tencentcloudapi.com
WARE (o) config.ap—singapore.tencentcloudapi.com
TWAERE (HIDA) config.ap-jakarta.tencentcloudapi.com
TXERE (EF) config.ap—bangkok.tencentcloudapi.com
TAXEI (BR) config.ap—seoul.tencentcloudapi.com

©2013-2026 BN =hRIXERE 8 #1057
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EIhig 15

TRZFRIE (RR) config.ap-tokyo.tencentcloudapi.com
EZEFRE (FHEIL) config.na—ashburn.tencentcloudapi.com
EEAEE (EE) config.na-siliconvalley.tencentcloudapi.com
mEX (ZRT) config.sa—saopaulo.tencentcloudapi.com
FMtX (E=5fR) config.eu—frankfurt.tencentcloudapi.com

AR BTSRENFEMXEREAEEN, EHHOERXRSN (NS Region HEMXiE) , FE
RIS E T SR X tIRAER, &IFA Region RUMIE{RIT—.

ERIXIEA M ERXEE
HERX (EBER) config.ap—shanghai-fsi.tencentcloudapi.com
@it CRYIER) config.ap—shenzhen—fsi.tencentcloudapi.com

2. BIETX

BBl APl BIERBIZROWEE HTTPS #1TEE, RUSTEMNBEEEE.

\E :
3. 18 *E/i
TIEH HTTP B3R A E:
e POST (%)
e GET
POST &k #FH Content-Type 2£H!:

e application/json (%) , AWIFERTERFE v3 (TC3-HMAC-SHA256)
e application/x—www-form—-urlencoded, HIUFAERZE vl (HmacSHAT 5 HmacSHA256)
* multipart/form-data ({XEBD#EOXYF) , DIERZTERFLIE v3 (TC3-HMAC-SHA256)

GET iEKRMIERBANRERIT32KB, POST iEKREAER A vl (HmacSHAT, HmacSHA256) KRS #Eid
IMB, POST ERIERERE v3 (TC3-HMAC-SHA256) BFZ#510MB,
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¥{ER uTF-8 4R,
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> Tencent Cloud EET

D>
i
¥

S5

AHBUERTMRAFPNZROZR/NSH, NIFVE, A5 MERORMOSEPAIBYXESHHTIRA, B8R
IERDFBEETILESH, TERERREBK.

AHSENBREANBRBERNER DRSS REMERER.

(ERZER A v3 IAHSH

BERAHEVE (BNBAIE TC3-HMAC-SHA256) BLEERAE vI (FEXMEAIEERRMERLE) , BERE,
XIFERRIERE, X¥5 POST JSON #33, MHEeE—ERTT, HEERZERZRHETEER,

\\

AR HTEMNER, SoEOXEPNROERNZERE VI GET 5K, MARERENERTIE V3,
ERERFLIE V3 I, AHSHFES—NE HTTP Header 15K LA, AR

SHEL E30 BiE ik
. o _ HTTP ##sk: X-TC-Action, R{EMIEORM, BUESEEOTHIEAS HET ETFAHS Action FI34EE, it
eHen e = ZERS BB WETMFIZIEND, BUEN Describelnstances,
HTTP i§%:k: X-TC-Region, &%, MIFNE BIRIER MEEONIE, MESSEONDHASHETR
Region String - FiaH S Region R, FE: ELEOATESRZSN, BOXEPSITULIFRLRE, WHENMEERZS T
FLEN,
— . _ HTTP %k : X-TC-Timestamp, 487 UNIX /88, BIiCRER APl &RAOEHE), FiE0 1520223702, 8: 40
imestamp neger | = RSRSSMEEEETSSE, 23RERTHEE,
) , _ HTTP i&Rk: X-TC-Version, R{ERT API gOkEA, ENESEEOSIEHASAHESH Version FIiHEE, FMERS
Version String =

E2RRR AR 2017-03-12,

HTTP tmtE S ELE0FER, fHlun:

TC3-HMAC-SHAZ256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content—type;host,
Signature=fe5f80f77d5fa3becal38a248ff027d0445342fe2855ddcO6317663032611024

Hep,

- TC3-HMAC-SHA256: #EAi%, BRIEEEZE;

Authorization | String | & ~ Credential: #&EIE, AKID** 2 Secretid; Date £ UTC #iiTEMEE, BESSNARSH X-TC-
Timestamp &8 UTC i5#RE BE—F: service ARG RE, BEAERAE, flm, EE
cvm.tencentcloudapi.com BFEEERBE cvm, 7= REUEH config: te3_request AEEFHSH;

- SignedHeaders: #5228 iTHLEMER, content—type fl host FuiELal;
— Signature: ERFE,
HTTP iRk X-TC-Token, Bl £ FiLIESS FRiAMNIGIE S EIEPE Token, {FRANEEIF Secretld

Token String &5 Secretkey B{EERAIRFHZEEITFH TmpSecretld ] TmpSecretKey, (I HI 482 Bt Token F
.

) HTTP A% k: X-TC-Language. BEEIELMES, (NFHEOZGIESE. B{E: zh-CN, en-US. zh-CN &

Language String ES

Elgsz, en-US iR[EE3,

RixAPEEE I\ M SRS S ZATIRFIEI T, BROSHRENREZE Offset=0, ROEE
Limit=10, MEIEREMIZIRIER URL, iBRKER. BRERGIANT:

©2013-2026 BB TIRINFTE 11 #105m



> Tencent Cloud EET

HTTP GET 153K &5l

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID****/2018-10-09/cvm/tc3_request, Sign
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) &R :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****/2018-05-30/cvm/tc3_request, Si
gnedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79c15b13162d
9279b0855cfba6789a8edb4c

Content-Type: application/json
Host: cvm.tencentcloudapi.com
X-TC—-Action: DescribelInstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1527672334
X-TC-Region: ap—guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—-data) I&EREMREI ((UFENZEOSZE)

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****/2018-05-30/cvm/tc3_request, Si
gnedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d
927900855cfba6789%a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC—-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

©2013-2026 BN =hRIXERE %12 #1057



> Tencent Cloud

—=58731222010402

Content-Disposition:

0

—-=58731222010402

Content-Disposition:

10

—=58731222010402—-

EERIT

form—-data; name="Offset"

form-data; name="Limit"

ERZR7IE VI WAKSE

ERERTIE VI

SHBEM

Action

Region

Timestamp

MNonce

Secretld

Signature

Version

SignatureMethod

Token

Language

(BEREFRE HmacSHA256 1 HmacSHA1) , AHRSHMEES—KEIEKREH,

i)

String

String

Integer

Intager

String

String

String

String

String

String

hifk

=
E

Ho

il

2l

el

Ho

i

BREAEOSM. RESZEOCHPENSHET XTSI Action #9715, FIII=ARSSEMNERERIFIE
$#0, BUEH Describelnstances.

tinta 28y, FAFMREZREN T hESEE, ENESNERESSEOSEFENSELNESE Region /Y
. R REBROTFEESRRSH, BOCHPETUIFINRA, KHEEEBRSMBTEER.

AT UNIX R8BS, TlER AR AP iFHEINTE], FIa01520223702, MRS SpiitEEETA, S5EERITH
iR,

MEHLEES, 5 Timestamp BASE®R, BATFHEEREE,

£ =APIESE EHIEHRIAS 08 Secretld, — Secretld M RBIME—#T SecretKey , T Secretkey SRFEARRK
ERES Signature,

WRES, BREIRLREROSEE, FEAPREIMNEANSHITHESEE,
RIER AP BORRE. EESZEOEPNSRHSE Version #Ii%BE. FIINEMESBRIMRA 2017-03-12,

EEA, BEIEF HmacSHA256 1 HmacSHAL., BHEIEFELESHN HmacSHA256 B, ZH{EE
HmacSHA256 BAITE R, EMiFRISER HmacSHAT ITEE.

BN = EiIERS ARG 22 EIET M Token, {FRREEIT Secretld fl Secretkey H{EERAIGNEZ S
‘,-EE,L[[EPEG TmpSecretld ] TmpSecretkey, {FHEAEAN FEEIREIL Token FEE,

HERMOEENIES, (NEoEOESH24,. BE: zh-CN, en-US, zh-CN BRI, en-US iREHT,

RIgAFPBESIE MRS [ITFZIR, HBEREMIRIRIFR URL, HRKE. BERERGIAT:

HTTP GET &

SKEEH A

https://cvm.tencentcloudapi.com/?Action=DescribeInstances&Version=2017-03-12&Sign
atureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9%bd9eadebid5
9blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23823223&SecretId

©2013-2026 BN =hRINFRE
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@ Tencent Cloud BEET

BN SRR R R R R R R e e g

Host: cvm.tencentcloudapi.com

HTTP POST &K &)1 :

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=15

ithigh 52k

RFmFAEEO Region FERAVAIIAEL FRR, MRBEOAFAITZRTRMAR, NEEROSHEHREIRR
BA,

i 2 EN{E
WK (PEFE)  ap-hongkong

TAFR (o) ap-singapore

©2013-2026 BB TIRINFTE 5814 #105m



> Tencent Cloud EET

O v3

SIFEFATE: 2026-04-16 17:13:47

MTFXHEIHIAT R 75E v3 NERIRE, EREEGRESBCHRBRERBBNET API NAER. BiEEFEER
S APl Explorer fl EIlZ&<1TTA (TCCLI) FAREIR, MMEAFTZESIWM@I AP FREITER.

W {ER APl Explorer

=R

R L@ APl Explorer B [BERB4 /] BREESMZOZBRNERITRE.

Bl APl XS MERETEHRIE, AFRPEEEATEREIE, S3FENTREIEKRHITES (Signature)
BMERBEEELNHSHPIEEZZZERAUBENARBRREEK.

AT LEBRITE
BT AT HRBHRPER:

1. IEEREBN S

EBWRBEREHEFBERPRERBUARIEN. BSEEHE = APl 21 TTEHARBRHEXES

ICN o

ong

2. RIPIEHPREUE
NTHIEEREERREEFHEN, BT AP RERBERSECRITEIERNERE, FEERNBRENRRS
ERBERN—ERD, REFBNE APl RSS2, RSFZEARINBERSEURFNEREITERSE, HIWE
BRPNEHE, MRIBFREEN, BFSBEHEA—H, BNT AP BEEIRIEK,

#EHAE V3 (TC3-HMAC-SHA256) IRE LBE T UMAINERGE VI, MEEZRE, IFEARNBER, X
JSON 830, POST IBRXFFHEZHAMTF S, HEE—ERA, EEERZERLETEESR.

BRIER, BINER API Explorer FRY“S R BER"INEE, EEZZIRAD“API 3.0 R v37, ATAMNAERERT
FEHITIONE, ATEEER SDK i3, HZFEFEBB NS API EEER 7 MEILNEIZIES SDK, ELHETERM
BRI, YWEFHE, X Python, Java, PHP. Go. NodeJS. .NET. C++,

FIELEEI
AEANZEEIF R, Z4AEIE Secretld H Secretkey, B TAFP RS A IABEMN A,

* Secretld: BTHRR AP BRESN, FINESELENAFZ,
* Secretkey: ATIIE AP BRENS D, PINERELENED,

©2013-2026 BB TIRINFTE 5515 #105M


https://console.intl.cloud.tencent.com/api/explorer
https://intl.cloud.tencent.com/products/cli
https://console.intl.cloud.tencent.com/api/explorer?SignVersion=api3v3
https://console.intl.cloud.tencent.com/cam/capi
https://console.intl.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en

> Tencent Cloud EET

* AFPLAFRAERERIE, BRHE, TMEERMFRE, MEME, BANEREZRZERIE.

FIERE RN ERSENT:

1. BF BB EAOEHE
2. BIfE =APIZH ROIZEHIaTTE
3. £ =APIZ5H TiE, B [ﬂFﬁLT‘* ] BIE—3I24A,

BB v3 EZdTE

= APl X255 GET #1 POST 153K, MFGETAIE, RAX¥F Content-Type: application/x-www-form-
urlencoded WMYI&R ., JWFPOSTAHE, BEIKIF Content-Type: application/json AR

Content-Type: multipart/form-data MBI, json MINEARZEIROIZHEF, multipart BXRAE
BEROXE, WRZEOREEER json ##XEA, SZERMWSEOXAERA, #EFEM POST 15K, EARE
MERHTESR, B GET IBKRXHE 32 KB KAKIEKE.

THEUERS[ER MEZHFTIRENFF, DEENMBERNTETRE. BNEFZROZRN:

ﬂ

1. ZIRSHFNETTR, ZIZORER;
2. ZIEORREN, FEERERRIVRE;
3. BOBZMNZEMERE, JNERESRIESHREAENCER.

ARG, TeARSHIHEZEONSE, HIREXEBZILENER, EXMEARZON, BEIREIPRERIE,
BMERONSHHNERE, AERBRIWXMIFHNSHEIE. L, XBR Eﬁ??ﬁﬂﬁ’&%%’éﬁﬂ?ﬁﬂi@)\%i& =
FIDRIRSLREERINEMSEL, H40 Language F1 Token AHSEL (£ HTTP LEMEE, /0 X-TC- BiZ) .

1E§i§}5ﬁF‘E{]Secreﬂdﬂjsecreﬂ(eyﬁj\%ul_% AR T D * * % % % % % & K K ok ok ok K ok ok ok o ok o o o o o K o *D
Kok A KKK A K KA KA KA K KA KA KA KK A KA K AKX F':uﬁgr_j‘l‘lEEHER%%ﬁ“5EA%”E’]EE7H-HK:U\, IRE—%
BB, WIEKATEE

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Authorization: TC3-HMAC-SHA256 Credential=AKTID* ** %k kkkkkkkk ko k ok kk ok dokdokdokdx
*/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;host;x-tc—action, Signat
ure=10bla37a7301a02cal9a647ad722d5e43b4b3cff309d421d85b46093f6ab6cdf" \

-H "Content-Type: application/json; charset=utf-8" \

-H "Host: cvm.tencentcloudapi.com" \

—-H "X-TC-Action: DescribeInstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

-H "X-TC-Region: ap—-guangzhou" \

©2013-2026 BB TIRINFTE 5516 #105M


https://console.intl.cloud.tencent.com/
https://console.intl.cloud.tencent.com/cam/capi
https://console.intl.cloud.tencent.com/cam/capi

> Tencent Cloud

-d "{"Limit":

-name"} ]}

1,

EERIT

"Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance

THIFARRERITEIRE,

1. BHEHEIE RS

AT ACRBE R PHERITEIBER S (CanonicalRequest)

CanonicalRequest

HTTPRequestMethod + '\n' +

CanonicalURI +

'"\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders +

'\n' +

HashedRequestPayload

FEREM
HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

©2013-2026 BN =hRINFRE

EErE
HTTP &A% (GET. POST ) . n{IEIESNR PosT .
URI 81, AP 3.0 EEAESIT (/) .

ARC HTTP iR URL E9EAFRrS, 3T POST &%k, BEAZFMAE", 3T GET iEH, MR URL iE
5 (?) GEMNFREAS, Fli0: Limit=10&0ffset=0,

iEE: CanonicalQueryString BE#¥E RFC3986 #4T URLEncode /iR (FHFHEBEEASEFE) , F
FFE UTF-8. #FFFRREEESMEERITRE.

S5 EHAIER, E0EE host fl content-type T35, thalfi Bt e85 MIEEHSHR
BOME—tE N S, R AERIMEIN T B O kA0,

HHEDM) :

1. k30 key Hl value Hi—$p/NE, HEISERETIE, BB keyvalue\n HlHHE;

2. 2 kE0, WAL key UNE) BY ASCI HFHITHHE,

Rt EERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.comynx-tc-action:describeinstances\n ,

HE: content-type IIHIEIREENENS, FERBEEMEEIERIEERESBMNEN charset &, 1
RERANOLENT—H, RSEECIERRIMEN,

S5ERMLEER, HBLRIEREMLELESS5 T EHR, # CanonicalHeaders BIEMILTAERE ——H L
K1, content-type ] host F@hifsLEn,

FREAm

1. 80 key Si—HRUNE

2. 27dEl key UNE) $ER ASCI FFHITHE, FEAMSS () 2R,

X content-type;host;x—tc—action

HREX (payload, Bl body, tEmfl} {"Limitv": 1, "Filters": [{"Values":
["%u672ar\ubhdTd\u540d"], "Name": "instance-name™}]} } i P i'I':ﬁﬁq{tﬁEif-J
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI% HTTP ifS1ES0 SHA256 18%, #AG+7+
HHRIE, RERUEERMNETE, 3T GET ik, RequestPayload EEAZEFME. Tt HER
= 35e9%c5ble3aeh7532d3c9f17eadbcB0222632e5b1ff7f6eB9887£1398934£064

5817 #105m



> Tencent Cloud

EERIT

ARIEA LA, RAEIPFEIRINTIERBNT:

POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

X-tc—-action:describeinstances

content-type, host;x-tc-action
35e9e5b0e3ae67532d3e¢9f17ead6ec90222632e5b1ff7£6e89887£1398934£064

2. HEGERTNS

BRI HHERSERFAS:

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FREM

Algorithm

ReguestTimestamp

CredentialScope

HashedCanonicalRequest

Bz
EREZ, BRIBEEN TC3-HMAC-SHAZ56 ,

iARATEEE, ENF RSN H S X-TC-Timestamp EVE, EIHAIRTE UNIX BTEEE, BRI, tmfl
BM{EH 1551113065 ,

{ZIEEE, #8379 Date/service/tc3_request, B15 HEE. FMiERMBENSELTFTHSE (tc3_request) .
Date 3 UTC {RENEIMBE, BESENAHSH X-TC-Timestamp A UTC fFiERE B E—3
service HFEME, WS EAENTRER—H. THTESEREE 2019-02-25/cvm/tc3_request,

BIR S IR TR BARAE, THEHEA
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))), ETFITEERE
T019ah5bef 305899900 fb5564ed200d984910£34794a27ch3fb7d10{ffhaleldd

1. Date WATUMABS[EIEL X-TC-Timestamp it815%2], BIFXJN UTC+0, MIRMARSAMIXESR, FI40
HFN\X, BSHEXRNGE LEAND, EREZRNBEALERY. RigiIEEY 156561113065, &R/ \XAHY
Af[B]& 2019-02-26 00:44:25, {BEitEH5ZIrY Date BY UTC+0 BIHHEAN A 2019-02-25, A=

2019-02-26,
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2. Timestamp AR HRIR SN E, BREBERAZNENINENEZERLSHN, MREEBE A D HPNNHER

it o

W, AR EATERBEEY, FIET—RIERE, BREY, ROoZERTHER.

RIBUA LI, RAEPFENGERFRFRUT:

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
7019a55be83958990900fb5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. itEER
1) HEREZZEHE, HRBNT:

SecretKey = Whhkhhkhkhkhkhk kA hkhkhkhkkhkkhhAkhkhAkhkhkhkkh ki rhkhkk%xN

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256 (SecretDate, Service)
SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

=

IRAEHAYEAEH SecretDate . SecretService # SecretSigning RHAFIAVEIE, ATEEESAEITE
FR, BEHEAN TN HEIFRSITEREmE D507
da98fb70dcf6b112dc21038d1eeeb3a95¢74b4dcb12¢1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05fbaf,

HER, TRNGRRIES, HMAC ERHFSHIRFRIEN—1F, BUIIRMERAE. LR EBRSE key

SNy

£RI, JHRZH data /5. BEINVEERBZRME _HFIBIANROE, A ERRMITENRFN 7 SR
RENE, LAMERRZE HEIAS.

FEEM ES
SECFE‘tKE'f Eﬂﬁﬂ"ﬂ SECFE‘tKE"p', E[] EEEAR KRR R AR TR RN T AT ER T AR AT R DR
Date Bl Credential B84 Date SFER{EM.,. ITHIEMER 2019-02-25 ,

Service Bl Credential &Y Service FEE{ER. ETREIE{ER owm .

2) HEER, WABUT:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

HRENTESERE 10bla37a7301a02cal%9a647ad722d5e43b4b3cf£309d421d85b46093f6abbcdf
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4. Bt Authorization
AN A& 4E Authorization:

Authorization =

Algorithm + ' ' +

'Credential=' + SecretId + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature=' + Signature

FEREM e

Algorithm FREAE, BEHR TCI-HMAC-SHA256 .

Secretld WHEFTPR] Secretld, B AKID**#=rrsasrdshsshensnkshrsrrssnts

CredentialScope R b3, BiEoE., bRfitHESERE 2019-02-25/cvm/tol_request .
SignedHeaders R, #5F5a0LER, WRHAIEER content-type;host;x-tc-action .

HERE. ETHTHEERSE

Signature
10b1a37a7301a02cal%a647ad722d5%ed3b4b3cff309d421dE85b46093f6abbcdf ,

WRIEA LA, REIPEEIRERN:

TC3-HMAC-SHA256 Credential=ARKID********kkkkkkkkkkkkkkkkkkkxx*x*x*x/2019-02-25/cvm/tc
3_request, SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301a02
cal9%9a647ad722d5e43b4b3cf£309d421d85b46093f6abbc4f

RATENEBEEAT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID******xkkkkkkkkkkhkrkkhkkhkrkxhkkkrxx /D()
19-02-25/cvm/tc3_request, SignedHeaders=content-type;host;x-tc-action, Signature=
10bl1a37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b46093f6ab6bcdf

Content-Type: application/Jjson; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\ub547d\u540d"], "Name": "instance—-name"

<blockquote class="d-mod-notice">
<div class="d-mod-title d-notice-title">

<i class="d-icon-notice"></i>F&:
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</div>
<p><br>i%3k7i\5§ﬁqﬂ’9 HTTP 3kZ (Header) FEKK (Payload) WIAHERBITEIREFNRNETE
H, ENSREFZFZA—BE IR, ATUNBIFTEILRERAD, NENMBFAAEHE, </p>

</blockquote>

<h2 id=".E7.AD.BE.E5.90.8D.E6.BC.94.E7.A4.BA">TRER</h2><p>TEXLFRARA 2API 3.0
B, #EFFERREMNBEINES spk 3.0 , sDK FRTHERNERE, FANIRXFETRiRUNEAIZOR,
SRIENREZESE: </p>

* Python
* Java

e PHP

e Go

¢ NodedS
e NET

e C++

THEHRMH T AERNERZER demo, EWAIMKEIN N mSEZRREMN:

¢ Signature Demo

NTEBRWBEZRZIRE, THEMUIMREZIES A, B LEANEZTRETEI, BXRNER. ARNEONS
BOBESHN EREZIRRENE, RBRABESRIE, HTE&ERAM, XA RERE(FMA SDK,
Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo ({

private final static Charset UTF8 = StandardCharsets.UTF_8;

/) EEGEIFIELTE TENCENTCLOUD_SECRET_ID, BN AKRID****

private final static String SECRET_ID = System.getenv ("TENCENTCLOUD_SECRET_ID") ;
/) EEREIELTE TENCENTCLOUD_SECRET_KEY, (EXTAIHT ****

private final static String SECRET_KEY = System.getenv ("TENCENTCLOUD_SECRET_KE
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")
private final static String CT_JSON = "application/json; charset=utf-8";

<span class="hljs-keyword">public</span> <span class="hljs-keyword">static</s
pan> <span class="hljs-keyword">byte</span>[] hmac256 (<span class="hljs-keywo
rd">byte</span>[] key, String msg) <span class="hljs-keyword">throws</span> E
xception {

Mac mac = Mac.getInstance (<span class="hl]js-string">&quot;HmacSHA256&quot;</s
pan>) ;

SecretKeySpec secretKeySpec = <span class="hljs—keyword">new</span> SecretKey
Spec (key, mac.getAlgorithm());

mac.init (secretKeySpec) ;

<span class="hlJjs-keyword">return</span> mac.doFinal (msg.getBytes (UTF8)) ;

}

<span class="hljs-function"><span class="hljs-keyword">public</span> <span cl
ass="hljs-keyword">static</span> String <span class="hljs-title">sha256Hex</s
pan><span class="hljs-params"> (String s)</span> <span class="hljs-keyword">th
rows</span> Exception </span>{

MessageDigest md = MessageDigest.getInstance (<span class="hljs-string">&quot;
SHA-256&quot; </span>) ;

<span class="hljs-keyword">byte</span>[] d = md.digest (s.getBytes (UTF8)) ;
<span class="hl]js-keyword">return</span> DatatypeConverter.printHexBinary (d) .
toLowerCase () ;

}

<span class="hljs-function"><span class="hljs-keyword">public</span> <span cl
ass="hljs-keyword">static</span> <span class="hl]js-keyword">void</span> <span
class="hljs-title">main</span><span class="hljs-params"> (String[] args)</span

> <span class="hljs-keyword">throws</span> Exception </span>{

String service = <span class="hljs-string">&quot;cvm&quot;</span>;

String host = <span class="hljs-string">&quot;cvm.tencentcloudapi.com&quot; </
span>;

String region = <span class="hljs-string">&quot;ap-guangzhou&quot;</span>;

String action = <span class="hl]js-string">&quot;Describelnstances&quot; </span
>;

String version = <span class="hljs-string">&quot;2017-03-12&quot; </span>;
<span class="hl]js-string">&quot; TC3-HMAC-SHA256&quot; </spa

String algorithm
n>;

String timestamp = <span class="hljs-string">&quot;1551113065&quot;</span>;

<span class="hljs-comment">//String timestamp = String.valueOf (System.current
TimeMillis () / 1000);</span>
SimpleDateFormat sdf = <span class="hljs-keyword">new</span> SimpleDateFormat

(<span class="hljs-string">&quot;yyyy-MM-dd&quot; </span>) ;
<span class="hljs-comment">// FENKX, TUNEZ L E</span>

sdf.setTimeZone (TimeZone.getTimeZone (<span class="hljs-string">&quot; UTC&quo
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t;</span>));
String date = sdf.format (<span class="hl]js-keyword">new</span> Date (Long.valu

eOf (timestamp + <span class="hljs-string">&quot;000&quot; </span>)));

<span class="hljs—comment">// **%%%%%kkkkk* IR 1 IEHISEIERE *rx ok x ok kkkkkxk
</span>

String httpRequestMethod = <span class="hljs-string">&quot;POST&quot; </span>;
String canonicalUri = <span class="hljs-string">&quot; /&quot;</span>;

String canonicalQueryString = <span class="hl]js-string">&quot; &quot;</span>;
String canonicalHeaders = <span class="hljs-string">&quot;content-type:applic
ation/json; charset=utf-8\n&quot; </span>

+ <span class="hljs-string">&quot;host:&quot;</span> + host + <span class="hl
js—-string">&quot; \n&quot; </span> + <span class="hljs-string">&quot;x—-tc-actio
n:&quot; </span> + action.toLowerCase () + <span class="hljs-string">&quot; \n&g
uot; </span>;

String signedHeaders = <span class="hljs-string">&quot;content-type;host;x-tc

—action&quot; </span>;

String payload = <span class="hljs-string">&quot; {\&quot;Limit\&quot;: 1, \&g
uot;Filters\&quot;: [{\&quot;Values\&quot;: [\&quot;\\u672a\\u547d\\u540d\&qu
ot; 1, \&quot;Name\&quot;: \&quot;instance-name\&quot; }]}&quot;</span>;

String hashedRequestPayload = sha256Hex (payload) ;

String canonicalRequest = httpRequestMethod + <span class="hljs-string">&quo
t; \n&quot; </span> + canonicalUri + <span class="hljs-string">&quot; \n&quot; </
span> + canonicalQueryString + <span class="hljs-string">&quot; \n&quot;</span
>

+ canonicalHeaders + <span class="hljs-string">&quot;\n&quot;</span> + signed
Headers + <span class="hljs-string">&quot; \n&quot;</span> + hashedRequestPayl
oad;

System.out.println (canonicalRequest) ;

<span class="hljs—comment">// ****x%kkkkxx%* -}jg% 228 ?#}%1%%%?1’&% Kk Kk K K Kk Kk Kk Kk ok
*</span>

String credentialScope = date + <span class="hljs-string">&quot;/&quot;</span
> 4+ service + <span class="hljs-string">&quot;/&quot;</span> + <span class="h
ljs—-string">&quot;tc3_requesté&quot; </span>;

String hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

String stringToSign = algorithm + <span class="hljs-string">&quot; \n&quot;</s
pan> + timestamp + <span class="hljs-string">&quot; \n&quot;</span> + credenti
alScope + <span class="hljs-string">&quot; \n&quot;</span> + hashedCanonicalRe
quest;

System.out.println(stringToSign) ;

<span class="hljs—comment">// ***%%%%%kkkkk* HiE 3 TEER Kokkk kKKK XX XK K< /gpa
n>

<span class="hljs-keyword">byte</span>[] secretDate = hmac256((<span class="h
ljs—-string">&quot; TC3&quot; </span> + SECRET_KEY) .getBytes (UTF8), date);
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<span class="hl]js-keyword">byte</span>[] secretService hmac256 (secretDate,
service);

<span class="hljs-keyword">byte</span>[] secretSigning = hmac256 (secretServic

e, <span class="hljs-string">&quot;tc3_request&quot;</span>);
String signature = DatatypeConverter.printHexBinary (hmac256 (secretSigning, st
ringToSign)) .toLowerCase () ;

System.out.println (signature) ;

<span class="hljs-comment">// ***xxkkxxkixx LG 41 PHF Authorization *****xxx*
* %Kk *x< /span>

String authorization = algorithm + <span class="hljs-string">&quot; &quot;</s
pan> + <span class="hljs-string">&quot;Credential=&quot;</span> + SECRET_ID +
<span class="hljs-string">&quot;/&quot;</span> + credentialScope + <span clas
s="hljs-string">&quot;, &quot;</span>

+ <span class="hljs-string">&quot; SignedHeaders=&quot; </span> + signedHeaders
+ <span class="hljs-string">&quot;, &quot;</span> + <span class="hljs-strin
g">&quot; Signature=&quot; </span> + signature;

System.out.println (authorization);

TreeMapé&lt; String, String> headers = <span class="hljs-keyword">new</span> Tr
eeMapé&lt;String, String>();

headers.put (<span class="hljs-string">&quot;Authorization&quot;</span>, autho
rization);

headers.put (<span class="hljs-string">&quot;Content-Type&quot;</span>, CT_JSO
N) ;

headers.put (<span class="hljs-string">&quot; Host&quot;</span>, host);
headers.put (<span class="hljs-string">&quot; X-TC-Action&quot;</span>, actio
n);

headers.put (<span class="hljs-string">&quot; X-TC-Timestamp&quot;</span>, time
stamp) ;

headers.put (<span class="hljs-string">&quot; X-TC-Version&quot;</span>, versio
n);

headers.put (<span class="hljs-string">&quot; X—-TC-Region&quot;</span>, regio

n);

StringBuilder sb = <span class="hl]js-keyword">new</span> StringBuilder () ;
sb.append (<span class="hljs-string">&quot;curl —-X POST https://&quot;</span
>) .append (host)

.append (<span class="hljs-string">&quot; —-H \&quot;Authorization: &quot;</spa
n>) .append (authorization) .append (<span class="hljs-string">&quot; \&quot; &quo
t;</span>)

.append (<span class="hljs-string">&quot; -H \&quot;Content-Type: application/
json; charset=utf-8\&quot; &quot; </span>)

.append (<span class="hljs-string">&quot; —-H \&quot;Host: &quot;</span>).appen
d (host) .append (<span class="hljs-string">&quot; \&quot; &quot; </span>)

.append (<span class="hljs-string">&quot; —-H \&quot;X-TC-Action: &quot;</span
>) .append (action) .append (<span class="hljs-string">&quot; \&quot; &quot; </span
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>)

.append (<span class="hljs-string">&quot; —-H \&quot;X-TC-Timestamp: &quot;</sp
an>) .append (timestamp) .append (<span class="hljs-string">&quot; \&quot; &quot; </
span>)

.append (<span class="hljs-string">&quot; —-H \&quot;X-TC-Version: &quot;</span
>) .append (version) .append (<span class="hl]js-string">&quot; \&quot; &quot; </span
>)

.append (<span class="hljs-string">&quot; -H \&quot;X-TC-Region: &quot;</span
>) .append (region) .append (<span class="hljs-string">&quot; \&quot; &quot; </span
>)

.append (<span class="hljs-string">&quot; -d &#x27; &quot; </span>) .append (paylo
ad) .append (<span class="hljs-string">&quot; &#x27; &quot; </span>) ;
System.out.println(sb.toString());

}

Python

# —*— coding: utf-8 —*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BEHHSH
# FEERENIELTE TENCENTCLOUD_SECRET_ID, {EJITAIAY AKID****
secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

# FBEIREIFIELTE TENCENTCLOUD_SECRET_KEY, BATPIR] ****
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"

endpoint = "https://" + host

region = "ap—-guangzhou"

action = "DescribeInstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int (time.time () )

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%m-%d")
params = {"Limit": 1, "Filters": [{"Values": [u"ﬂﬁﬁﬁg"], "Name": "instance—-nam

e"}1}

# * IE 1 BHEVLEIERSE *
http_request_method = "POST"

canonical_uri = "/"
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canonical_querystring = ""

ct = "application/json; charset=utf-8"
payload = json.dumps (params)
canonical_headers = "content-type:%s\nhost:%$s\nx-tc-action:%s\n" % (ct, host, act

ion.lower ())

signed_headers = "content-type;host;x-tc-action"

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

# * HEE 2 HHEFESFHE *
credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexd
igest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)

print (string_to_sign)

# * 3 fHEE *

# ITEEEIHERE

def sign(key, msqg):

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha2

56) .hexdigest ()
print (signature)

# * LB 4 BEE Authorization *

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

print ('curl -X POST ' + endpoint
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+ <span class="hljs-string">&#x27; -H &quot;Authorization: &#x27;</span> + au
thorization + <span class="hljs-string">&#x27; &quot; &#x27;</span>

+ <span class="hljs-string">&#x27; -H &quot;Content-Type: application/json; c
harset=utf-8&quot; &#x27; </span>

+ <span class="hljs-string">&#x27; -H &quot;Host: &#x27;</span> + host + <spa
n class="hljs-string">&#x27; &quot; &#x27; </span>

+ <span class="hljs-string">&#x27; -H &quot;X-TC-Action: &#x27;</span> + acti
on + <span class="hljs-string">&#x27; &quot; &#x27;</span>

+ <span class="hljs-string">&#x27; -H &quot;X-TC-Timestamp: &#x27;</span> + <
span class="hljs-built_in">str</span> (timestamp) + <span class="hljs-string">
&#x27; &quot; &#x27; </span>

+ <span class="hljs-string">&#x27; -H &quot;X-TC-Version: &#x27;</span> + ver

EET

sion + <span class="hljs-string">&#x27; &quot; &#x27;</span>

+ <span class="hljs-string">&#x27; -H &quot;X-TC-Region: &#x27;</span> + regi

on + <span class="hljs-string">&#x27; &quot; &#x27;</span>

+ <span class="hljs-string">&quot; -d &#x27;&quot;</span> + payload + <span c

lass="hljs-string">&quot; &#x27; &quot; </span>)

Golang

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
n fmt n

" os n

"strings"

"t ime n

)

func sha256hex (s string) string {
b := sha256.Sum256 ([]byte(s))
return hex.EncodeToString(b[:])

}

func hmacsha256 (s, key string) string {

hashed := hmac.New(sha256.New, []byte (key))

hashed.Write ([]byte(s))
return string (hashed.Sum(nil))

}
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func main () {

// BEIREIMETE TENCENTCLOUD_SECRET_ID, {EAAIAT AKID****
secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

/) BEIREIFIEZTE TENCENTCLOUD SECRET KEY, (BATBIRT ****
secretKey := os.Getenv ("TENCENTCLOUD_SECRET_KEY")

host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "DescribeInstances"

region := "ap-guangzhou"

//var timestamp inté64 = time.Now().Unix ()

var timestamp int64 = 1551113065

<span class="hljs-comment">// step 1: build canonical request string</span>
httpRequestMethod := <span class="hljs-string">&quot;POST&quot; </span>
canonicalURI := <span class="hljs-string">&quot;/&quot;</span>
canonicalQueryString := <span class="hljs-string">&quot; &quot;</span>
canonicalHeaders := fmt.Sprintf (<span class="hljs-string">&quot;content-typ
e:%s\nhost:%s\nx-tc-action:%s\n&quot; </span>,

<span class="hljs-string">&quot;application/json; charset=utf-8&quot;</span>,
host, strings.ToLower (action))

signedHeaders := <span class="hljs-string">&quot;content-type;host;x-tc-actio
n&quot; </span>

payload := <span class="hljs-string">" {&quot;Limit&quot;: 1, &quot;Filters&qu
ot;: [{&quot;Values&quot;: [&quot;\u672a\u547d\u540d&quot;], &quot;Name&quo
t;: &quot;instance—-name&quot; }]} </span>

hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf (<span class="hljs-string">&quot;%$s\n%s\n%s\n%
s\n%s\n%s&quot; </span>,

httpRequestMethod,

canonicalURTI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.Println (canonicalRequest)

<span class="hljs-comment">// step 2: build string to sign</span>

date := time.Unix (timestamp, <span class="hljs-number">0</span>).UTC () .Format
(<span class="hljs-string">&quot;2006-01-02&quot; </span>)

credentialScope := fmt.Sprintf (<span class="hljs-string">&quot;%$s/%s/tc3_requ
est&quot; </span>, date, service)

hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf (<span class="hljs-string">&quot; %$s\n%d\n%s\n%s&quo
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t;</span>,

algorithm,

timestamp,
credentialScope,
hashedCanonicalRequest)
fmt .Println(string2sign)

<span class="hljs—-comment">// step 3: sign string</span>

secretDate := hmacsha256 (date, <span class="hljs-string">&quot; TC3&quot;</spa
n>+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 (<span class="hljs-string">&quot;tc3_requesté&quot;

</span>, secretService)
signature := hex.EncodeToString([]<span class="hljs-keyword">byte</span> (hmac
sha256 (string2sign, secretSigning)))

fmt .Println (signature)

<span class="hljs-comment">// step 4: build authorization</span>
authorization := fmt.Sprintf (<span class="hljs-string">&quot;%s Credential=%
s/%s, SignedHeaders=%s, Signature=%$s&quot;</span>,

algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (<span class="hljs-string"> curl -X POST https://%s\

—-H "Authorization: %s"

-H "Content-Type: application/json; charset=utf-8"

—-H "Host: %s" -H "X-TC-Action: %s"

-H "X-TC-Timestamp: %d"

-H "X-TC-Version: %s"

—-H "X-TC-Region: %s"

-d '%s'', host, authorization, host, action, timestamp, version, region, payload)
fmt.Println (curl)

PHP
<?php
// %gﬁgffﬁgg—!‘? TENCENTCLOUD_SECRET_ID, Ejﬁﬂ?/fﬂﬂg AR TD* ** %Ak Ak ok ok ok ok ok ok ok ok ok ok ok ok ok Ak ok ok Ak
* ok ok ok ok

SsecretId = getenv ("TENCENTCLOUD_SECRET_ID");
/) EEIGEIIET e TENCENTCLOUD_SECRET _KEY, {BEAFIH % % % % s s sk sk ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok %
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* & Kk

$secretKey = getenv ("TENCENTCLOUD_SECRET_KEY") ;

Shost = "cvm.tencentcloudapi.com";
Sservice = "cvm";

Sversion = "2017-03-12";

Saction = "Describelnstances";
Sregion = "ap-guangzhou";

// Stimestamp = time();
Stimestamp = 1551113065;
Salgorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string
ShttpRequestMethod = "POST";

ScanonicalUri = "/";

ScanonicalQueryString = "";

ScanonicalHeaders = implode ("\n", [
"content-type:application/json; charset=utf-8",
"host:".S$Shost,

"x—tc—action:".strtolower (Saction),

nn

1)

$signedHeaders = implode (";", [

"content-type",

"host",

"x-tc-action",

1)

Spayload = "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":
"instance-name"}]}"';

ShashedRequestPayload = hash ("SHA256", Spayload);
$canonicalRequest = S$httpRequestMethod."\n"
.ScanonicalUri."\n"

.$canonicalQueryString."\n"
.$canonicalHeaders."\n"

.$signedHeaders."\n"

.ShashedRequestPayload;

echo ScanonicalRequest.PHP_EOL;

// step 2: build string to sign

Sdate = gmdate ("Y-m-d", S$timestamp);

ScredentialScope = $date."/".S$service."/tc3_request";
ShashedCanonicalRequest = hash ("SHA256", S$canonicalRequest) ;
SstringToSign = $algorithm."\n"

.Stimestamp."\n"

.ScredentialScope."\n"

.$hashedCanonicalRequest;

echo S$stringToSign.PHP_EOL;
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// step 3: sign string

SsecretDate = hash_hmac ("SHA256", $date, "TC3".S$secretKey, true);
SsecretService = hash_hmac ("SHA256", S$service, S$secretDate, true);
SsecretSigning = hash_hmac ("SHA256", "tc3_request", S$secretService, true);
Ssignature = hash_hmac ("SHA256", S$stringToSign, S$secretSigning);

echo S$signature.PHP_EOL;

// step 4: build authorization

Sauthorization = $algorithm
." Credential=".$secretId."/".ScredentialScope
.", SignedHeaders=".$signedHeaders.", Signature=".S$signature;

echo Sauthorization.PHP_EOL;

Scurl = "curl -X POST https://".Shost
.' —-H "Authorization: '.S$authorization.'"'

.' —-H "Content-Type: application/json; charset=utf-8"'

.' —-H "Host: '.S$host.'"'

.'" -H "X-TC-Action: '.S$Saction.'"'

.'" -H "X-TC-Timestamp: '.Stimestamp.'"'
.'" -H "X-TC-Version: '.S$version.'"'

.'" -H "X-TC-Region: '.$region.'"'

" —-d '"".$payload."'";

echo Scurl.PHP_EOL;

Ruby

# —*— coding: UTF-8 —*-—
# require ruby>=2.3.0
require 'digest'
require 'json'

require 'time'

require 'openssl'

# EHZE

# FEEREHIELTE TENCENTCLOUD_SECRET_ID, {EJITAIAY AKID****
secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

# BERENIETE TENCENTCLOUD_SECRET _KEY, [EARFIHG ****
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou'
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action = 'DescribelInstances'

version = '2017-03-12"

algorithm = 'TC3-HMAC-SHA256'

# timestamp = Time.now.to_ 1

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('$Y-%m-%d")

# * BEE 1 PHIEHEIERE *
http_request_method = 'POST'
canonical _uri = '/'
canonical_querystring = "'

canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}\n

x—tc—action:#{action.downcase}\n"

signed_headers = 'content-type;host;x-tc-action’

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name', 'Values' =>
['RpE'] }] }

# payload = JSON.generate (params, { 'ascii_only' => true, 'space' => ' ' })

# json will generate in random order, to get specified result in example, we hard
—code it here.

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "i
nstance-name"} ] }'

hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].Jjoin("\n")

puts canonical_request

# * HIE 2 PEGESFHE *

credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string to_sign

#o* BEE 3 ITHEES +
digest = OpenSSL::Digest.new('sha256")
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secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)
puts signature

# * I g0 BFE Authorization *
authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, Signed
Headers=#{signed_headers}, Signature=#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \

+ <span class="hljs-string">&#x27; -H &quot;Authorization: &#x27;</span> + au
thorization + <span class="hljs-string">&#x27; &quot; &#x27;</span> \

+ <span class="hljs-string">&#x27; -H &quot;Content-Type: application/json; c
harset=utf-8&quot; &#x27; </span> \

+ <span class="hljs-string">&#x27; -H &quot;Host: &#x27;</span> + host + <spa
n class="hljs-string">&#x27; &quot; &#x27; </span> \

+ <span class="hljs-string">&#x27; -H &quot;X-TC-Action: &#x27;</span> + acti
on + <span class="hljs-string">&#x27; &quot; &#x27;</span> \

+ <span class="hljs-string">&#x27; —-H &quot;X-TC-Timestamp: &#x27;</span> + t
imestamp.to_s + <span class="hljs-string">&#x27; &quot; &#x27; </span> \

+ <span class="hljs-string">&#x27; -H &quot;X-TC-Version: &#x27;</span> + ver
sion + <span class="hljs-string">&#x27; &quot; &#x27;</span> \

+ <span class="hljs-string">&#x27; -H &quot;X-TC-Region: &#x27;</span> + regi
on + <span class="hljs-string">&#x27; &quot; &#x27; </span> \

+ <span class="hljs-string">&quot; -d &#x27;&quot;</span> + payload + <span c
lass="hljs-string">&quot; &#x27; &quot; </span>

DotNet

using System;
using System.Collections.Generic;
using System.Security.Cryptography;

using System.Text;

public class Application

{

public static string SHA256Hex (string s)
{

using (SHA256 algo = SHA256.Create())

{
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byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder () ;

for (int i = 0; i < hashbytes.Length; ++i)

{

builder.Append (hashbytes[i] .ToString ("x2"));

}

return builder.ToString();

}

}

<span class="hljs-function"><span class="hljs-keyword">public</span> <span cl
ass="hljs-keyword">static</span> <span class="hljs-built_in">byte</span>[] <s
pan class="hljs-title">HmacSHA256</span> (<span class="hljs-params"><span clas
s="hljs-built_in">byte</span>[] key, <span class="hljs-built_in">byte</span>
[] msg</span>)</span>

{

<span class="hljs-keyword">using</span> (HMACSHA256 mac = <span class="hl]js-k
eyword">new</span> HMACSHA256 (key))

{

<span class="hljs-keyword">return</span> mac.ComputeHash (msqg) ;

}

}

<span class="hljs-function"><span class="hljs-keyword">public</span> <span cl
ass="hljs-keyword">static</span> Dictionary&lt;String, String> <span class="h
1js-title">BuildHeaders</span> (<span class="hljs-params"><span class="hl]js-bu
ilt_in">string</span> secretid,

<span class="hljs-built_in">string</span> secretkey, <span class="hljs-built_
in">string</span> service, <span class="hljs-built_in">string</span> endpoin
t, <span class="hljs-built_in">string</span> region,

<span class="hljs-built_in">string</span> action, <span class="hljs-built_i
n">string</span> version, DateTime date, <span class="hljs-built_in">string</
span> requestPayload</span>)</span>

{

<span class="hljs-built_in">string</span> datestr = date.ToString(<span class
="hljs-string">&quot; yyyy-MM-dd&quot; </span>) ;

DateTime startTime = <span class="hljs—-keyword">new</span> DateTime (<span cla
ss="hljs—number">1970</span>, <span class="hl]js-number">1</span>, <span class
="hljs—number">1</span>, <span class="hljs-number">0</span>, <span class="hlj
s—number">0</span>, <span class="hljs-number">0</span>, <span class="hljs-num
ber">0</span>, DateTimeKind.Utc);

<span class="hljs-built_in">long</span> requestTimestamp = (<span class="hljs
—built_in">long</span>)Math.Round((date - startTime).TotalMilliseconds, Midpo
intRounding.AwayFromZero) / <span class="hljs-number">1000</span>;

<span class="hljs—comment™>// ** %%k kkkkk** HIR 1 BHEDISEIERE **xxxkxkrkkxkx

</span>
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<span class="hljs-built_in">string</span> algorithm = <span class="hljs-strin
g">&quot; TC3-HMAC—-SHA256&quot; </span>;

<span class="hljs-built_in">string</span> httpRequestMethod = <span class="hl
js—string">&quot; POST&quot; </span>;

<span class="hljs-built_in">string</span> canonicalUri = <span class="hljs-st
ring">&quot; /&quot; </span>;

<span class="hljs-built_in">string</span> canonicalQueryString = <span class
="hljs-string">&quot; &quot; </span>;

<span class="hljs-built_in">string</span> contentType = <span class="hljs-str
ing">&quot;application/json&quot; </span>;

<span class="hljs-built_in">string</span> canonicalHeaders = <span class="hlj
s—string">&quot; content-type: &quot; </span> + contentType + <span class="hljs-
string">&quot;; charset=utf-8\n&quot;</span>

+ <span class="hljs-string">&quot;host:&quot;</span> + endpoint + <span class
="hljs-string">&quot; \n&quot; </span>

+ <span class="hljs-string">&quot;x-tc-action:&quot; </span> + action.ToLower
() + <span class="hljs-string">&quot; \n&quot; </span>;

<span class="hljs-built_in">string</span> signedHeaders = <span class="hljs-s
tring">&quot; content-type;host; x-tc-action&quot; </span>;

<span class="hljs-built_in">string</span> hashedRequestPayload = SHA256Hex (re
questPayload) ;

<span class="hljs-built_in">string</span> canonicalRequest = httpRequestMetho
d + <span class="hljs-string">&quot; \n&quot; </span>

+ canonicalUri + <span class="hljs-string">&quot; \n&quot; </span>
canonicalQueryString + <span class="hljs-string">&quot; \n&quot; </span>
canonicalHeaders + <span class="hljs-string">&quot; \n&quot; </span>

signedHeaders + <span class="hljs-string">&quot; \n&quot;</span>

+ + o+ o+

hashedRequestPayload;

Console.WriteLine (canonicalRequest) ;

<span class="hljs—comment">// ***x**xxkkxk*x }_Ij;l,% 229 ;#}%1%%%?1"{}% Kk ok ok kK Kk ok ok ok ok
*</span>

<span class="hljs-built_in">string</span> credentialScope = datestr + <span c
lass="hljs-string">&quot;/&quot;</span> + service + <span class="hljs-strin
g">&quot; /&quot; </span> + <span class="hljs-string">&quot;tc3_requesté&quot; </
span>;

<span class="hljs-built_in">string</span> hashedCanonicalRequest = SHA256Hex
(canonicalRequest) ;

<span class="hljs-built_in">string</span> stringToSign = algorithm + <span cl
ass="hljs-string">&quot; \n&quot; </span>

+ requestTimestamp.ToString() + <span class="hljs-string">&quot; \n&quot;</spa
n>

+ credentialScope + <span class="hljs-string">&quot; \n&quot;</span>

+ hashedCanonicalRequest;

Console.Writeline (stringToSign) ;

<span class="hljs—comment">// * ok ok Kok Kok Kok Kok Kk ok -,'-jg% 3: i+%§% *************</spa
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n>

<span class="hljs-built_in">byte</span>[] tc3SecretKey = Encoding.UTF8.GetByt
es (<span class="hljs-string">&quot; TC3&quot; </span> + secretkey);

<span class="hljs-built_in">byte</span>[] secretDate = HmacSHA256 (tc3SecretKe
vy, Encoding.UTF8.GetBytes (datestr));

<span class="hljs-built_in">byte</span>[] secretService = HmacSHA256 (secretDa

te, Encoding.UTF8.GetBytes (service));

HmacSHA256 (secretSe
rvice, Encoding.UTF8.GetBytes (<span class="hljs-string">&quot;tc3_request&quo

<span class="hljs-built_in">byte</span>[] secretSigning

t;</span>));

<span class="hljs-built_in">byte</span>[] signatureBytes = HmacSHA256 (secretS
igning, Encoding.UTF8.GetBytes (stringToSign)) ;

<span class="hljs-built_in">string</span> signature = BitConverter.ToString (s
ignatureBytes) .Replace (<span class="hljs-string">&quot;-&quot;</span>, <span
class="hljs-string">&quot; &quot; </span>) .ToLower () ;

Console.WriteLine (signature) ;

<span class="hljs—comment">// ***xxkxxxxxxx LI 4: PHE Authorization *x**xxkx
*HAAFAL/span>

<span class="hljs-built_in">string</span> authorization = algorithm + <span c
lass="hljs-string">&quot; &quot;</span>

+ <span class="hljs-string">&quot;Credential=&quot;</span> + secretid + <span
class="hljs-string">&quot; /&quot;</span> + credentialScope + <span class="hlj
s—string">&quot;, &quot;</span>

+ <span class="hljs-string">&quot; SignedHeaders=&quot;</span> + signedHeaders
+ <span class="hljs-string">&quot;, &quot;</span>

+ <span class="hljs-string">&quot; Signature=&quot;</span> + signature;

Console.WriteLine (authorization);

Dictionaryé&lt;<span class="hljs-built_in">string</span>, <span class="hljs-bu
ilt_in">string</span>> headers = <span class="hljs-keyword">new</span> Dictio
nary&lt;<span class="hljs-built_in">string</span>, <span class="hljs-built_i
n">string</span>>();

headers.Add (<span class="hljs-string">&quot;Authorization&quot;</span>, autho
rization);

headers.Add (<span class="hljs-string">&quot;Host&quot;</span>, endpoint);
headers.Add (<span class="hljs-string">&quot;Content-Type&quot;</span>, conten
tType + <span class="hljs-string">&quot;; charset=utf-8&quot;</span>);
headers.Add (<span class="hljs-string">&quot; X-TC-Timestamp&quot;</span>, requ
estTimestamp.ToString()) ;

headers.Add (<span class="hljs-string">&quot; X-TC-Version&quot;</span>, versio
n);

headers.Add (<span class="hljs-string">&quot; X-TC-Action&quot;</span>, actio
n);

headers.Add (<span class="hljs-string">&quot; X-TC-Region&quot;</span>, regio
n);

<span class="hljs-keyword">return</span> headers;
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}

<span class="hljs-function"><span class="hljs-keyword">public</span> <span cl
ass="hljs-keyword">static</span> <span class="hljs-keyword">void</span> <span
class="hljs-title">Main</span> (<span class="hljs-params"><span class="hl]js-bu
ilt_in">string</span>[] args</span>)</span>

{

<span class="hljs-comment">// Z{AS#</span>

<span class="hljs-comment">// BEIREWIELTE TENCENTCLOUD_SECRET_ID, {EARHIA
AKID********************************</Span>

<span class="hljs-built_in">string</span> SECRET_ID = Environment.GetEnvironm
entVariable (<span class="hljs-string">&quot; TENCENTCLOUD_SECRET_ID&quot;</spa
n>);

<span class="hljs-comment">// FEIREWRZE TENCENTCLOUD_SECRET_KEY, {EARAIHI
********************************</Span>

<span class="hljs-built_in">string</span> SECRET_KEY = Environment.GetEnviron
mentVariable (<span class="hl]js-string">&quot; TENCENTCLOUD_SECRET_KEY&quot;</s

pan>) ;

<span class="hljs-built_in">string</span> service = <span class="hljs-strin
g">&quot; cvm&quot; </span>;

<span class="hljs-built_in">string</span> endpoint = <span class="hljs-strin
g">&quot; cvm.tencentcloudapi.com&quot; </span>;

<span class="hljs-built_in">string</span> region = <span class="hljs-string">
&quot; ap—guangzhou&quot; </span>;

<span class="hljs-built_in">string</span> action = <span class="hljs-string">
&quot;Describelnstancesé&quot; </span>;

<span class="hljs-built_in">string</span> version = <span class="hljs-strin
g">&quot;2017-03-12&quot; </span>;

<span class="hljs-comment">// LACBETFREIFEHERE, REAREE2019-02-26 00:44:2
5, WWSEERRA, MREHMESF, ENHER: </span>

<span class="hljs-comment">// DateTime date = DateTime.UtcNow; </span>

<span class="hljs-comment">// JEERNEX, ZBINLtATEIS—RAUTCHEE, TNESSHE</sp
an>

DateTime date = <span class="hljs-keyword">new</span> DateTime (<span class="h
1js—number">1970</span>, <span class="hljs—-number">1</span>, <span class="hlj
s—number">1</span>, <span class="hljs—-number">0</span>, <span class="hljs—num
ber">0</span>, <span class="hljs-number">0</span>, <span class="hljs—number">
0</span>, DateTimeKind.Utc) .AddSeconds (<span class="hljs—-number">1551113065</
span>) ;

<span class="hljs-built_in">string</span> requestPayload = <span class="hljs-
string">&quot; {\&quot; Limit\&quot;: 1, \&quot;Filters\&quot;: [{\&quot;Values
\&quot; : [\&quot; \\u672a\\u547d\\u540d\&quot; ], \&quot;Name\s&quot;: \&quot;in

stance-name\&quot; }] }&quot; </span>;

Dictionaryé&lt;<span class="hljs-built_in">string</span>, <span class="hljs-bu
ilt_in">string</span>> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service
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, endpoint, region, action, version, date, requestPayload);

Console.WritelLine (<span class="hljs-string">&quot;POST https://cvm.tencentclo
udapi.com&quot; </span>) ;

<span class="hljs-keyword">foreach</span> (KeyValuePair&lt;<span class="hljs-
built_in">string</span>, <span class="hljs-built_in">string</span>> kv <span
class="hljs-keyword">in</span> headers)

{

Console.WritelLine (kv.Key + <span class="hljs-string">&quot;: &quot;</span> +
kv.Value);

}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

t

NodeJdS
const crypto = require('crypto');
function sha256 (message, secret = '', encoding) {
const hmac = crypto.createHmac ('sha256', secret)

return hmac.update (message) .digest (encoding)

}

function getHash (message, encoding = 'hex') {
const hash = crypto.createHash('sha256")

return hash.update (message) .digest (encoding)

}

function getDate (timestamp) {

const date = new Date(timestamp * 1000)

const year = date.getUTCFullYear ()

const month = ('0' + (date.getUTCMonth() + 1)) .slice(-2)

const day = ('0' + date.getUTCDate()) .slice(-2)

return <span class="hljs-subst">${year}</span>-<span class="hljs-subst">${month}
</span>-<span class="hl]js-subst">${day}</span>

}

function main () {
/) BHEE
/) EEREIETE TENCENTCLOUD SECRET_ID, {BANTFIHY AKID****
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const SECRET_ID = process.env.TENCENTCLOUD_SECRET_ID
/) BEIGEIELE TENCENTCLOUD _SECRET KEY, {EATAIHT ****
const SECRET_KEY = process.env.TENCENTCLOUD_SECRET_KEY

<span class="hljs-keyword">const</span> endpoint = <span class="hljs-string">
&quot; cvm.tencentcloudapi.com&quot; </span>

<span class="hljs-keyword">const</span> service = <span class="hljs-string">&
quot; cvm&quot; </span>

<span class="hl]js-keyword">const</span> region = <span class="hljs-string">&qg

uot; ap—guangzhou&quot; </span>

<span class="hljs-keyword">const</span> action = <span class="hljs-string">&qgq
uot;Describelnstances&quot; </span>

<span class="hljs-keyword">const</span> version = <span class="hljs-string">g&
quot;2017-03-12&quot; </span>

<span class="hljs-comment">//const timestamp = getTime ()</span>

<span class="hljs-keyword">const</span> timestamp = <span class="hljs-numbe
r">1551113065</span>

<span class="hljs-comment">//Bf[E]4bIE, IRENHSRASB)HEE</span>

<span class="hljs-keyword">const</span> date = getDate (timestamp)

<span class="hljs—comment™>// ***xxxxx&***%* IR 1 HHEIITEIERE *rrrxxkxkxkxk
</span>

<span class="hl]js-keyword">const</span> payload = <span class="hljs-string">&
quot; {\&quot;Limit\&quot;: 1, \&quot;Filters\&quot;: [{\&quot;Values\&quot; :
[\&quot; \\u672a\\u547d\\u540d\&quot; ], \&quot;Name\&quot;: \&quot;instance-na
me\&quot; }] }&quot; </span>

<span class="hljs-keyword">const</span> hashedRequestPayload = getHash (payloa
d) ;

<span class="hljs-keyword">const</span> httpRequestMethod = <span class="hl7js
-string">&quot; POST&quot; </span>

<span class="hljs-keyword">const</span> canonicalUri = <span class="hljs-stri
ng">&quot; /&quot; </span>

<span class="hljs-keyword">const</span> canonicalQueryString = <span class="h
1js-string">&quot; &quot; </span>

<span class="hljs-keyword">const</span> canonicalHeaders = <span class="hljs-
string">&quot; content-type:application/json; charset=utf-8\n&quot;</span>

+ <span class="hljs-string">&quot;host:&quot;</span> + endpoint + <span class
="hljs—-string">&quot; \n&quot; </span>

+ <span class="hljs-string">&quot;x-tc-action:&quot; </span> + action.toLowerC
ase () + <span class="hljs-string">&quot; \n&quot;</span>

<span class="hljs-keyword">const</span> signedHeaders = <span class="hljs-str

ing">&quot; content-type;host; x-tc-action&quot; </span>

<span class="hljs-keyword">const</span> canonicalRequest = httpRequestMethod
+ <span class="hljs-string">&quot; \n&quot; </span>
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canonicalUri + <span class="hljs-string">&quot; \n&quot; </span>

canonicalQueryString + <span class="hljs-string">&quot; \n&quot; </span>

¥
+
+ canonicalHeaders + <span class="hljs-string">&quot;\n&quot; </span>
+ signedHeaders + <span class="hljs-string">&quot; \n&quot;</span>

+ hashedRequestPayload

<

span class="hljs-built_in">console</span>.log(canonicalRequest)
<span class="hljs—comment">// **xxxxxxxxxx* JGIB o PHEFTZFTRFE *xxxxxxkkkk*
*</span>
<span class="hl]js-keyword">const</span> algorithm = <span class="hljs-strin
g">&quot; TC3-HMAC-SHA256&quot; </span>
<span class="hl]js-keyword">const</span> hashedCanonicalRequest = getHash (cano
nicalRequest) ;
<span class="hljs-keyword">const</span> credentialScope = date + <span class
="hljs-string">&quot; /&quot;</span> + service + <span class="hl]js-string">&qu
ot; /&quot; </span> + <span class="hljs-string">&quot;tc3_requesté&quot;</span>
<span class="hljs-keyword">const</span> stringToSign = algorithm + <span clas
s="hljs-string">&quot; \n&quot; </span> +
timestamp + <span class="hljs-string">&quot; \n&quot; </span> +
credentialScope + <span class="hljs-string">&quot; \n&quot;</span> +
hashedCanonicalRequest

<span class="hljs-built_in">console</span>.log(stringToSign)

<span class="hljs—comment">// *k kK kkkKkok Kok KKk -,'fg% 3: -H-ﬁ%% *************</spa
n>

<span class="hljs-keyword">const</span> kDate = sha256 (date, <span class="hlj
s—string">&#x27; TC3&#x27;</span> + SECRET_KEY)

<span class="hljs-keyword">const</span> kService

sha256 (service, kDate)
<span class="hljs-keyword">const</span> kSigning = sha256(<span class="hljs-s
tring">&#x27;tc3_request&#x27;</span>, kService)

<span class="hljs-keyword">const</span> signature = sha256(stringToSign, kSig
ning, <span class="hljs-string">&#x27;hex&#x27;</span>)

<span class="hljs-built_in">console</span>.log(signature)

<span class="hljs-comment">// ***xxkkxxkixx LG 41 PHE Authorization ****xxxx*
*****</span>

<span class="hljs-keyword">const</span> authorization = algorithm + <span cla
ss="hljs-string">&quot; &quot;</span> +

<span class="hljs-string">&quot;Credential=&quot;</span> + SECRET_ID + <span

class="hljs-string">&quot; /&quot; </span> + credentialScope + <span class="hl]
s—-string">&quot;, &quot;</span> +

<span class="hljs-string">&quot; SignedHeaders=&quot; </span> + signedHeaders +
<span class="hljs-string">&quot;, &quot;</span> +

<span class="hljs-string">&quot; Signature=&quot;</span> + signature

<span class="hljs-built_in">console</span>.log(authorization)

<span class="hljs-keyword">const</span> curlcmd = <span class="hljs-string">g&
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#x27;curl -X POST &#x27;</span> + <span class="hljs-string">&quot;https://&qu
ot;</span> + endpoint

+ <span class="hljs-string">&#x27; —-H &quot;Authorization: &#x27;</span> + au
thorization + <span class="hl]js-string">&#x27; &quot; &#x27;</span>

+ <span class="hljs-string">&#x27; —-H &quot;Content-Type: application/json; c
harset=utf-8&quot; &#x27; </span>

+ <span class="hljs-string">&#x27; —-H &quot;Host: &#x27;</span> + endpoint +

<span class="hljs-string">&#x27; &quot; &#x27; </span>

+ <span class="hljs-string">&#x27; —-H &quot;X-TC-Action: &#x27;</span> + acti
on + <span class="hljs-string">&#x27; &quot; &#x27; </span>

+ <span class="hljs-string">&#x27; —-H &quot;X-TC-Timestamp: &#x27;</span> + t
imestamp.toString () + <span class="hljs-string">&#x27; &quot; &#x27;</span>

+ <span class="hljs-string">&#x27; -H &quot;X-TC-Version: &#x27;</span> + ver
sion + <span class="hljs-string">&#x27; &quot; &#x27;</span>

+ <span class="hljs-string">&#x27; -H &quot;X-TC-Region: &#x27;</span> + regi
on + <span class="hljs-string">&#x27; &quot; &#x27;</span>

+ <span class="hljs-string">&quot; -d &#x27;&quot;</span> + payload + <span c
lass="hljs-string">&quot; &#x27; &quot; </span>

<span class="hljs-built_in">console</span>.log (curlcmd)

main ()

C++

#include <algorithm>
#include <cstdlib>

#include <iostream>

#include <iomanip>

#include <sstream>

#include <string>

#include <stdio.h>

#include <time.h>

#include <openssl/sha.h>

#include <openssl/hmac.h>

using namespace std;

string get_data (int64_t &timestamp)

{

string utcDate;
char buff[20] = {0};

// time_t timenow;

struct tm sttime;

sttime = *gmtime (&timestamp) ;
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strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string (buff);
return utcDate;

}

string int2str (int64_t n)
{

std::stringstream ss;

ss << n;

return ss.str();

}

string sha256Hex (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha256);

SHA256_Update (&sha256, str.c_str(), str.size());
SHA256_Final (hash, &sha256);

std::string NewString = "";

for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;

}

return NewString;

}

string HmacSha256 (const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;,

#if OPENSSL_VERSION NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

#felse

h = HMAC_CTX_new /() ;

#endif
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<span class="hljs-built_in">HMAC_Init_ex</span> (h, &key[<span class="hljs—num
ber'">0</span>], key.<span class="hljs-built_in">length</span> (), <span class
="hljs-built_in">EVP_sha256</span> (), <span class="hljs-literal">NULL</span
>)

<span class="hljs-built_in">HMAC_Update</span> (h, ( <span class="hljs-keywor
d">unsigned</span> <span class="hljs-keyword">char</span>* )s&input[<span clas
s="hljs—-number">0</span>], input.<span class="hljs-built_in">length</span>
())

<span class="hljs-keyword">unsigned</span> <span class="hljs-keyword">int</sp
an> len = <span class="hljs-number">32</span>;

<span class="hljs-built_in">HMAC_Final</span> (h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX_cleanup (h);

#else

HMAC_CTX_free (h);

#endif

std::stringstream ss;

ss &lt;&lt; std::<span class="hljs-built_in">setfill</span> (<span class="hl7]s
—string">&#x27; 0&#x27; </span>) ;

<span class="hljs-keyword">for</span> (<span class="hl]js-keyword">int</span>
i = <span class="hljs—-number">0</span>; 1 &lt; len; i++)

{

ss &lt;&lt; hash[i];

}

<span class="hl]js-keyword">return</span> (ss.<span class="hljs-built_in">str

</span>());

string HexEncode (const string &input)
{
static const char* const lut = "0123456789%abcdef";

size_t len = input.length();

string output;

output.<span class="hljs-built_in">reserve</span> (<span class="hljs-number">2
</span> * len);

<span class="hl]js-keyword">for</span> (<span class="hljs-keyword">size_t</spa
n> i = <span class="hljs—-number">0</span>; i &lt; len; ++i)

{
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<span class="hljs-keyword">const</span> <span class="hljs-keyword">unsigned</
span> <span class="hljs-keyword">char</span> ¢ = input[i];

output.<span class="hljs-built_in">push_back</span> (lut[c >> <span class="hlj
s—number">4</span>]) ;

output.<span class="hljs-built_in">push_back</span> (lut[c & <span class="hljs
—number">15</span>]) ;

}

<span class="hl]js-keyword">return</span> output;

int main ()

{

/) BHHZE

/) EEIGEIIETE TENCENTCLOUD SECRET_ID, fEANTHIAT AKID***%
string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

// EEIGEIIETE TENCENTCLOUD SECRET KEY, BATLPIRY ****
string SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;

string service = <span class="hljs-string">&quot;cvm&quot; </span>;

string host = <span class="hljs-string">&quot;cvm.tencentcloudapi.com&quot; </
span>;

string region = <span class="hljs-string">&quot;ap-guangzhou&quot;</span>;

string action = <span class="hl]js-string">&quot;Describelnstances&quot;</span
>
string version = <span class="hljs-string">&quot;2017-03-12&quot;</span>;
<span class="hljs-keyword">int64_t</span> timestamp = <span class="hljs-numbe
r">1551113065</span>;

string date = <span class="hljs-built_in">get_data</span> (timestamp) ;

<span class="hljs—comment">// ***%%%kkkkk** IR 1 HHEIITEIERE *rx ok xxkx ok xkxk
</span>

string httpRequestMethod = <span class="hljs-string">&quot;POST&quot; </span>;
string canonicalUri = <span class="hljs-string">&quot;/&quot;</span>;

string canonicalQueryString = <span class="hl]js-string">&quot;&quot;</span>;
string lower = action;

std::<span class="hljs-built_in">transform</span>(action.<span class="hljs-bu
ilt_in">begin</span> (), action.<span class="hljs-built_in">end</span> (), lowe
r.<span class="hljs-built_in">begin</span> (), ::tolower);

string canonicalHeaders = <span class="hljs-built_in">string</span> (<span cla
ss="hljs-string">&quot; content-type:application/Jjson; charset=utf-8\n&quot;</
span>)

+ <span class="hljs-string">&quot;host:&quot;</span> + host + <span class="hl
js—-string">&quot; \n&quot; </span>

+ <span class="hljs-string">&quot;x-tc—-action:&quot;</span> + lower + <span c

lass="hljs-string">&quot; \n&quot; </span>;

EET
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string signedHeaders = <span class="hljs-string">&quot;content-type;host;x-tc
—action&quot; </span>;

string payload = <span class="hljs-string">&quot; {\&quot;Limit\&quot;: 1, \&g
uot;Filters\&quot;: [{\&quot;Values\&quot;: [\&quot;\\u672a\\u547d\\u540d\&qu
ot; 1], \&quot;Name\&quot;: \&quot;instance-name\&quot; }]}&quot;</span>;

string hashedRequestPayload = <span class="hljs-built_in">sha256Hex</span> (pa
yload) ;

string canonicalRequest = httpRequestMethod + <span class="hljs-string">&quo
t; \n&quot; </span>

+ canonicalUri + <span class="hljs-string">&quot; \n&quot;</span>
canonicalQueryString + <span class="hljs-string">&quot; \n&quot; </span>
canonicalHeaders + <span class="hljs-string">&quot; \n&quot; </span>

signedHeaders + <span class="hljs-string">&quot; \n&quot;</span>

+ + 4+ o+

hashedRequestPayload;
cout &lt;&lt; canonicalRequest &lt;&lt; endl;

<span class="hljs—comment">// ****x%kkkkxx%* -}jg% 228 ?#}%1%%%?1’&% Kk K kK K kK kK ok ok
*</span>

string algorithm = <span class="hljs-string">&quot; TC3-HMAC-SHA256&quot; </spa
n>;

string RequestTimestamp = <span class="hljs-built_in">int2str</span> (timestam
p);

string credentialScope = date + <span class="hljs-string">&quot; /&quot;</span
> 4+ service + <span class="hljs-string">&quot;/&quot;</span> + <span class="h
ljs—-string">&quot;tc3_requesté&quot; </span>;

string hashedCanonicalRequest = <span class="hljs-built_in">sha256Hex</span>
(canonicalRequest) ;

string stringToSign = algorithm + <span class="hljs-string">&quot; \n&quot;</s
pan> + RequestTimestamp + <span class="hljs-string">&quot; \n&quot;</span> + c
redentialScope + <span class="hljs-string">&quot; \n&quot;</span> + hashedCano
nicalRequest;

cout &lt;&lt; stringToSign &lt;&lt; endl;

<span class="hljs—comment">// ***xxxxxxxx¥x* JHIB 3. JTEIR *rrkkkkkxxxxx*x*x< /g
pan>

string kKey = <span class="hljs-string">&quot; TC3&quot;</span> + SECRET_KEY;
string kDate = <span class="hljs-built_in">HmacSha256</span> (kKey, date);
string kService = <span class="hljs-built_in">HmacSha256</span> (kDate, servic

e);

string kSigning = <span class="hljs-built_in">HmacSha256</span> (kService, <sp
an class="hljs-string">&quot;tc3_request&quot;</span>);

string signature = <span class="hljs-built_in">HexEncode</span> (<span class
="hljs-built_in">HmacSha256</span> (kSigning, stringToSign)) ;

cout &1t;&lt; signature &lt;&lt; endl;

<span class="hljs—comment">// **x*xxkxxxxxx LI 4: PHE Authorization **xx*x*x

*****</Span>
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}i

string authorization = algorithm + <span class="hljs-string">&quot; &quot;</s
pan> + <span class="hljs-string">&quot;Credential=&quot;</span> + SECRET_ID +
<span class="hl]js-string">&quot;/&quot;</span> + credentialScope + <span clas
s="hljs-string">&quot;, &quot;</span>

+ <span class="hljs-string">&quot; SignedHeaders=&quot;</span> + signedHeaders
+ <span class="hljs-string">&quot;, &quot;</span> + <span class="hljs-strin
g">&quot; Signature=&quot; </span> + signature;

cout &lt;&lt; authorization &lt;&lt; endl;

string curlcmd = <span class="hljs-string">&quot;curl -X POST https://&quot;
</span> + host + <span class="hljs-string">&quot; \n&quot; </span>

+ <span class="hljs-string">&quot; -H \&quot;Authorization: &quot;</span> + a
uthorization + <span class="hljs-string">&quot; \&quot; \n&quot; </span>

+ <span class="hljs-string">&quot; -H \&quot;Content-Type: application/Jjson;
charset=utf-8\&quot; &quot; </span> + <span class="hlJjs-string">&quot; \n&quot;
</span>

+ <span class="hljs-string">&quot; -H \&quot;Host: &quot;</span> + host + <sp
an class="hljs-string">&quot; \&quot; \n&quot; </span>

+ <span class="hljs-string">&quot; -H \&quot;X-TC-Action: &quot;</span> + act
ion + <span class="hljs-string">&quot; \&quot; \n&quot; </span>

+ <span class="hljs-string">&quot; -H \&quot;X-TC-Timestamp: &quot;</span> +
RequestTimestamp + <span class="hljs-string">&quot; \&quot; \n&quot; </span>

+ <span class="hljs-string">&quot; -H \&quot;X-TC-Version: &quot;</span> + ve
rsion + <span class="hljs-string">&quot; \&quot; \n&quot; </span>

+ <span class="hljs-string">&quot; -H \&quot;X-TC-Region: &quot;</span> + reg
ion + <span class="hljs-string">&quot; \&quot; \n&quot; </span>

+ <span class="hljs-string">&quot; -d &#x27;&quot;</span> + payload + <span c
lass="hljs-string">&quot; \&#x27; &quot; </span>;

cout &lt;&lt; curlcmd &lt;&lt; endl;

<span class="hljs-keyword">return</span> <span class="hljs-number">0</span>;

#include <ctype.h>

#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>

#include <openssl/sha.h>

#include <openssl/hmac.h>

void get_utc_date (int64_t timestamp, char* utc, int len)

{
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// time_t timenow;

struct tm sttime;

sttime = *gmtime (&timestamp) ;

strftime (utc, len, "%$Y-%m-%d", &sttime);

}

void sha256_hex (const char* str, char* result)
{

char buf[3];

unsigned char hash|[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha256);

SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf (buf, sizeof (buf), "%02x", hash[i]);
strcat (result, buf);

}

I3

void hmac_sha256 (const char* key, int key_len,
const char* input, int input_len,

unsigned char* output, unsigned int* output_len)
{

HMAC_CTX *h;

#if OPENSSL_VERSION NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

#else

h = HMAC_CTX_new () ;

#endif
HMAC_Init_ex (h, key, key_len, EVP_sha256(), <span class="hljs-literal">NULL</
span>) ;

HMAC_Update (h, ( <span class="hljs-keyword">unsigned</span> <span class="hl]s
—-keyword">char</span>* )input, input_len);
HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX_cleanup (h) ;

#else

HMAC_CTX_free (h);

#endif
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void hex_encode (const char* input, int input_len, char* output)

{
static const char* const lut = "0123456789%9abcdef";

<span class="hljs-keyword">char</span> add_out [<span class="hljs—-number">128
</span>] = {<span class="hljs-number">0</span>};

<span class="hljs-keyword">char</span> temp[<span class="hljs—-number'">2</span
>] = {<span class="hljs-number">0</span>};

<span class="hljs-keyword">for</span> (<span class="hljs-keyword">size_t</spa
n> i = <span class="hljs—number">0</span>; i &lt; input_len; ++1i)

{

<span class="hl]js-keyword">const</span> <span class="hl]js-keyword">unsigned</
span> <span class="hljs-keyword">char</span> ¢ = input[i];

temp [<span class="hljs—number">0</span>] = lut[c >> <span class="hljs-numbe
r">4</span>];

<span class="hljs-built_in">strcat</span> (add_out, temp);

temp[<span class="hljs—-number">0</span>] = lut[c & <span class="hljs-number">
15</span>];

<span class="hljs-built_in">strcat</span> (add_out, temp);

}

<span class="hljs-built_in">strncpy</span> (output, add_out, <span class="hl7js

—number">128</span>) ;

void lowercase (const char * src, char * dst)
{

for (int i = 0; src[i]; i++)
{

dst[i] = tolower(srcl[il]);

}

}

int main ()

{

/) BHHZE

/) EEREIFIELE TENCENTCLOUD _SECRET_ID, BN AIAY AKID****
const char* SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");
/) EBEGEWMIELTE TENCENTCLOUD SECRET _KEY, {ENAIET ****
const char* SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;

const char* service = "cvm";
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const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "DescribeInstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

+ N

<span class="hljs—comment">// Kk kk kK kKkk Kk kK Kk '/"_'/:E% 1: ?#}%f}nu}\ﬂlﬁ‘ $ Kok kk Kk Kok kok KKk x
</span>

<span class="hljs-keyword">const</span> <span class="hljs-keyword">char</span
>* http_request_method = <span class="hljs-string">&quot;POST&quot;</span>;
<span class="hljs-keyword">const</span> <span class="hljs-keyword">char</span
>* canonical_uri = <span class="hljs-string">&quot;/&quot;</span>;

<span class="hljs-keyword">const</span> <span class="hljs-keyword">char</span
>* canonical_query_string = <span class="hljs-string">&quot; &quot; </span>;
<span class="hljs-keyword">char</span> canonical_headers[<span class="hl]js-nu
mber">100</span>] = {<span class="hl]js-string">&quot;content-type:applicatio
n/json; charset=utf-8\nhost:&quot;</span>};

<span class="hljs-built_in">strcat</span>(canonical_headers, host);

<span class="hljs-built_in">strcat</span>(canonical_headers, <span class="hlj
s—string">&quot; \nx-tc—action:&quot; </span>) ;

<span class="hl]js-keyword">char</span> value[<span class="hljs—number">100</s
pan>] = {<span class="hljs—number">0</span>};

lowercase (action, wvalue);

<span class="hljs-built_in">strcat</span> (canonical_headers, value);

<span class="hljs-built_in">strcat</span>(canonical_headers, <span class="hlj
s—string">&quot; \n&quot; </span>) ;

<span class="hljs-keyword">const</span> <span class="hljs-keyword">char</span
>* signed_headers = <span class="hljs-string">&quot;content-type;host;x-tc-ac
tion&quot; </span>;

<span class="hljs-keyword">const</span> <span class="hljs-keyword">char</span
>* payload = <span class="hljs-string">&quot; {\&quot;Limit\&quot;: 1, \&quot;
Filters\&quot;: [{\&quot;Values\&quot;: [\&quot;\\u672a\\u547d\\u540d\&quo
t;1, \&quot;Name\&quot;: \&quot;instance—-name\&quot; }]}&quot;</span>;

<span class="hljs-keyword">char</span> hashed_request_payload[<span class="hl
Js—number">100</span>] = {<span class="hljs—-number">0</span>};

sha256_hex (payload, hashed_request_payload);

<span class="hljs-keyword">char</span> canonical_request [<span class="hljs-nu
mber">256</span>] = {<span class="hljs-number">0</span>};

<span class="hljs-built_in">sprintf</span> (canonical_ request, <span class="hl
js—-string">&quot; $s\n%$s\n%s\n%$s\n%s\n%s&quot; </span>, http_request_method,
canonical_uri, canonical_gqguery_string, canonical_headers,

signed_headers, hashed_request_payload);

<span class="hljs-built_in">printf</span>(<span class="hljs-string">&quot; %s
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\n&quot; </span>, canonical_request);

<span class="hljs—comment">// ****xxkkkkxx* '/ng% 228 ?#}%1%%%??&% Kk K kK Kk kK Kk ok ok
*</span>

<span class="hljs-keyword">const</span> <span class="hljs-keyword">char</span
>* algorithm = <span class="hljs-string">&quot; TC3-HMAC-SHA256&quot; </span>;
<span class="hljs-keyword">char</span> request_timestamp[<span class="hl]js-nu
mber">16</span>] = {<span class="hljs—-number">0</span>};

<span class="hljs-built_in">sprintf</span> (request_timestamp, <span class="hl
Jjs—string">&quot; $d&quot; </span>, timestamp) ;

<span class="hl]js-keyword">char</span> credential_scope[<span class="hljs-num
ber">64</span>] = {<span class="hljs-number">0</span>};

<span class="hljs-built_in">strcat</span>(credential_scope, date);

<span class="hljs-built_in">sprintf</span> (credential_scope, <span class="hlj
s—string">&quot; %$s/%$s/tc3_requesté&quot; </span>, date, service);

<span class="hljs-keyword">char</span> hashed_canonical_request [<span class
="hljs—-number">100</span>] = {<span class="hljs-number">0</span>};

sha256_hex (canonical_request, hashed_canonical_request);

<span class="hljs-keyword">char</span> string_to_sign[<span class="hljs—-numbe
r">256</span>] = {<span class="hljs—number">0</span>};

<span class="hljs-built_in">sprintf</span> (string_to_sign, <span class="hl]js-
string">&quot; $s\n%s\n%s\n%s&quot; </span>, algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

<span class="hl]js-built_in">printf</span>(<span class="hljs-string">&quot; %s

\n&quot; </span>, string_to_sign);

<span class="hljs—comment™>// ** %%k kkkkk** HIR 30 JTEEER *xkxkkkkxkxkhk*g /g
pan>

<span class="hljs-keyword">char</span> k_key[<span class="hljs—-number">64</sp
an>] = {<span class="hljs—-number">0</span>};

<span class="hljs-built_in">sprintf</span> (k_key, <span class="hljs-string">&
quot; %$s%s&quot; </span>, <span class="hljs-string">&quot; TC3&quot;</span>, SEC
RET_KEY) ;

<span class="hl]js-keyword">unsigned</span> <span class="hljs-keyword">char</s
pan> k_date[<span class="hljs-number">64</span>] = {<span class="hljs-numbe
r">0</span>};

<span class="hl]js-keyword">unsigned</span> <span class="hljs-keyword">int</sp
an> output_len = <span class="hljs-number">0</span>;

hmac_sha256 (k_key, <span class="hljs-built_in">strlen</span> (k_key), date, <s
pan class="hljs-built_in">strlen</span> (date), k_date, &output_len);

<span class="hljs-keyword">unsigned</span> <span class="hljs-keyword">char</s
pan> k_service[<span class="hljs-number">64</span>] = {<span class="hljs-numb
er">0</span>};

hmac_sha256 (k_date, output_len, service, <span class="hljs-built_in">strlen</
span> (service), k_service, &output_len);

<span class="hljs-keyword">unsigned</span> <span class="hljs-keyword">char</s
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pan> k_signing[<span class="hljs-number">64</span>] = {<span class="hljs-numb
er">0</span>};

hmac_sha256 (k_service, output_len, <span class="hljs-string">&quot;tc3_reques
t&quot; </span>, <span class="hl]js-built_in">strlen</span> (<span class="hljs-s
tring">&quot; tc3_requests&quot;</span>), k_signing, &output_len);

<span class="hljs-keyword">unsigned</span> <span class="hljs-keyword">char</s
pan> k_hmac_sha_sign[<span class="hl]js—-number">64</span>] = {<span class="hl]
s—number">0</span>};

hmac_sha256 (k_signing, output_len, string_to_sign, <span class="hljs-built_1i

n">strlen</span>(string to_sign), k_hmac_sha_sign, &output_len);

<span class="hl]js-keyword">char</span> signature[<span class="hljs-number">12
8</span>] = {<span class="hljs-number">0</span>};

hex_encode (k_hmac_sha_sign, output_len, signature);

<span class="hljs-built_in">printf</span> (<span class="hljs-string">&quot; %s

\n&quot; </span>, signature);

<span class="hljs—comment">// ***xxkxxxxxxx LI 4: PHE Authorization *x**xxkx
*HAAFAL/span>

<span class="hljs-keyword">char</span> authorization[<span class="hljs—-numbe
r">512</span>] = {<span class="hljs—number">0</span>};

<span class="hljs-built_in">sprintf</span> (authorization, <span class="hljs-s
tring">&quot; $s Credential=%s/%s, SignedHeaders=%s, Signature=%s&quot;</span
>y
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

<span class="hljs-built_in">printf</span>(<span class="hljs-string">&quot; %s

\n&quot; </span>, authorization);

<span class="hl]js-keyword">char</span> curlcmd[<span class="hljs—number">1024
0</span>] = {<span class="hljs-number">0</span>};

<span class="hljs-built_in">sprintf</span>(curlcmd, <span class="hljs-strin
g">&quot;curl -X POST https://%s\n \

-H \&quot;Authorization: %s\&quot;\n \

—-H \&quot;Content-Type: application/json; charset=utf-8\&quot;\n \

-H \&quot;Host: %s\&quot;\n \

—-H \&quot; X-TC-Action: %s\&quot;\n \

—-H \&quot; X-TC-Timestamp: %s\&quot;\n \

—-H \&quot; X-TC-Version: %$s\&quot;\n \

—-H \&quot;X-TC-Region: %s\&quot;\n \

-d \&#x27;%s\&#x27; &quot; </span>,

host, authorization, host, action, request_timestamp, version, region, payloa
d) ;

<span class="hljs-built_in">printf</span> (<span class="hljs-string">&quot; %s
\n&quot; </span>, curlcmd) ;

<span class="hljs-keyword">return</span> <span class="hljs-number">0</span>;
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HitiE=

e |ua: GitHub

e Swift: GitHub

¢ Dart: GitHub

* Shell(Bash): GitHub

AR

FEUNTERBRMIE IR, BRIEXIRIERGIE,
THixhg o iR@R
AuthFailure.SignatureExpire FERITE, Timestamp 5BEEWENE RN EEENEBE RS,
AuthFailure.SecretldNotFound ~ BAFFE, BIEHSESRHESHER, 2S5 EN TFRIEZTFR,

, , . HFEER, JEEFRITHER, IEFS5ETMEENASTENS, WEEEREH Secretkey iR
AuthFailure.SignatureFailure

S,
AuthFailure.TokenFailure I[RETIES Token iR,
AuthFailure InvalidSecretld BEAEE (2T AP BiEER) |
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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EdME TN

SIFEFRTE: 2026-04-16 17:15:03

BRAEVI BREFH, ERMENREEHIUERTE v3, HEEARERSE v,

EET

BRIER, BIUER AP Explorer Y “ES R BAERLINEE, BB RBIRA N API 3.0 R v17, aAfUEMEZITE
BATINE, FIRETHORBIEESNSERE, eI EIELEMR SDK i3, HEEABN S AP BBER 7 fE R
‘RTIZIES SDK, EZFETERMEXRTE, WEFFIR, Xi#F Python, Java, PHP, Go. NodeJS. .NET,

C++,

#EFF{ER APl Explorer
=i
&R BUEIE APl Explorer B9 [ER&B4M] BREFESMEOSTBNENITE.

BT AP B TBRIEREITEMNIIE, B8 MEREBFEELAHBRSHTEEERER (Signature) DAL

IBERESMD .

BEEEHRREITLR, ©2EIEHE Secretld ] Secretkey; ZERPREELLDEI, EHE SAPIZHATIE

15, SMNITERAZT APl 0,

SE A (D
1. BRI
EE—RERAT APl 28I, 1BRIE = APl ZBHHTIE BFIERERIL,
ZEEILEIE Secretld ] SecretKey:

e Secretld FBF4riR APl ARES#H)

e Secretkey AT INBERZFRFRRSB[IHIIR R FFBNEHA,
s AFWITRRERZSEIE, BHRtsE,

HiIEZ2 SN E RS EBIIT:

1. B BRBEEPMERIA .
2. BIfE = API Z50 (IR HI A TIE
3. 7F = APl %5 TiHE, 2 [FrE=] B UEIE—X Secretld/SecretKey,

IR BTIKSHRZAMIABEMY Secretld/SecretKey,

2. £ ERE

BTLZEREIL Secretld ] Secretkey [, MAMERERET ., U TREBERAE vI £RERBHFEMAILTZ:
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https://console.intl.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en
https://console.intl.cloud.tencent.com/api/explorer?SignVersion=api3v1
https://console.intl.cloud.tencent.com/cam/capi
https://console.intl.cloud.tencent.com/cam/capi
https://console.intl.cloud.tencent.com/
https://console.intl.cloud.tencent.com/cam/capi
https://console.intl.cloud.tencent.com/cam/capi
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I8 Secretld ] SecretKey H3IE:

° Secr‘etld: AKID**‘k***‘k*************************

® SeCretKey: R e A b b b S A b b b b S AR S b b 2 A I b I 4

FE: XBRETRA, BIRERFEFREIER Secretld #1 SecretKey #1TE4EIR(E!
M=ARZ2IEELNTIER (Describelnstances) EXRFEI, HEFERX—ZON, HEiERSEATENT:

SRR XX SEE

Action alr et Describelnstances

Secretld 224A ID AR TD* * % % % % % % K ok ok ok ok ok ok k x % % & K & & K K ok ok ok ok k ok
Timestamp EENEN kS 1465185768

Nonce BEALIEEE % 11886

Region SCBI PR 7E X 13 ap—guangzhou

Instancelds.0 FEIBAIZH ID ins—09dx96dg

Offset EXEa=s 0

Limit ERA SV 20

Version BORAKS 2017-03-12

XERBTRTEDAHZHNEROBMASH, BPAIMMRIELREERNINEMSE, 2 Language 1 Token 23t

2.1. W SEHF

BANEERSHIRSHEBNFHE (ASCIB) AFRHFE. TR 1) RESEI[#THIR, SEERSXINAD
7, 725K\ 2) % ASCI BEE A/, 40 Instancelds.2 EHETE Instancelds. 12 [5H, A2EFEE, hF2
BB, AP LMEBRIZIES PROEXHEFR R ECRTIX—TIhEE, % PHP Hf ksort K%, ERREISEEHFE
ZERUT:

{

'Action' : 'DescribelInstances'’,
'Instancelds.0' : 'ins-09dx96dg',
'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',
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'SecretId' : 'AKID***‘k****************************',
'Timestamp' : 1465185768,

'Version': '2017-03-12"',

}

EREERFRITESTARN, X LERFFNSERTHR, SEINSR—HENH.

2.2. PHEIBERFHIH

LA BERIERFRE,

WE L —THEFIFRE RSB MUR S HEBM=SLE X, % Action S8, ESEERA "Action" , £
#4189 "Describelnstances" , EUIH&ILER A Action=Describelnstances .

AR “SEE” HRKREMIE url HFBENE.

REFBAMENE TS HA " THEE—E, SERENINBERFRFSEN:

Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0
&Region=ap-guangzhou&Secret Id=AKID* ** **kx &k kxkkxkkhkkhkkxxdhxxdhrxkrx*gTimestamp=1465
185768&Version=2017-03-12

2.3. PHERERRXFHH

LS BREMBERREXFRE.
BREXFREHUTIL T SEHIAL:

1. 7EKRFE: X35 POST 1 GET A, XEEM GET &K, FERIENEKE.

2. IBEREMN-EELHITIR(Describelnstances)iIiEK1igZ A cvm.tencentcloudapi.com, SLFREIIEKIGBZIRIEE
OFfBREROAEMAR, FREEOMA,

3. BRI HAIMRASAPIIERIEZEERN / .

4. ERFRE: B E—SERERFRS,

BREXBHOPHENN R BRAE + BREN +BKRER + 2 + BRFRFE .
TOIRIBHESE R

GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=1ns-09dx96dgs&L
imit=20&Nonce=11886&0ffset=0&Region=ap—guangzhou&Secret TA=AKID* ** * % %k kkx Kk *xx* %
KrxF A A XK F I AKX gTimestamp=1465185768&Version=2017-03-12

24. EBERE

LS BREMZ RS,
B7{ER HMAC-SHA1 A3 E— S hiRBNEREXFHHERTER, RERKEMNERSHER Basebs #H1TH
13, ENFSRERENERS,
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BT, U PHP 1= R4I:

SsecretKey = "*kkkkkkkkkhkkkkkkhkkkkhkkkkkhkhkkkx !,

SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins
-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID*****x%%*
*hkkkkkkkkkkkkkkkkkkkkk*ksTimestamp=1465185768&Version=2017-03-12";

SsignStr = base64_encode (hash_hmac ('shal', $srcStr, S$secretKey, true));

echo $signStr;

RARFEINERSN:

TRAM2x fNMO9EiVTNmPg06MRnCvQ=

[

FEREERFIITES RN, JRLERFPNEXHITERRIE, SRNERSSHFHI—HENA,

3. A BRI

ERNZRHANERERFENBRSEY, FENHRAT URL i3,

WM E—HAEHNERE R TRAM2xFNMO9EIVTNMPgO6MRNCVQ= , RARSZIMNEZEFERSE (Signature)
A TRAM2xfNMO9EIVTNmMPgO6MRNCvQ%3D, EISATFAMRARIIEKR URL,

EE: MRAPIERAER GET, siEFiERAEN POST @AY Content-Type J3 application/x-www-form—
urlencoded, M&XFERIFFAEIFRSHNENEEM URL HiE, SHEN=-FSITERB,. IE ASCI FHFE
URL {REBEIRES A UTF-8 #1T4RIB.

AR ALRERIESNNEERBMAFAESE#TT urlencode, ERXMIERAT, MATENERBHIT URL Hi3
, DR URL RESSHEREN,

AR HithSBEEEHITRED, REXRMA RFC 3986, {EA %XY SHF#HFREIMNFHITE DL, H
REXTHY” B #EFR (0-9 MIASFE A-F) , ERNERSIRER.

4. FRZKW

RIETFRIER, FAEMNTERRWNEIRD, BRIELRERLE,

B HizA
AuthFailure.SignatureExpire FZITHR
AuthFailure.SecretldNotFound BEATREFE
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BHIREE IR
AuthFailure.SignatureFailure HRHIR
AuthFailure.TokenFailure token £5i%
AuthFailure.InvalidSecretld ZiEE (R2 APl BHAKE)

5. ZERETR

fESEFRIEA API 3.0 BY, #EF(EMAEEMMEIN R SDK 3.0, SDK #ERTERNERE, FRNRXEmiRHENER
EZOBIA., HRIISHRIZIESH:

* Python
e Java

e PHP

e Go
NodedS
e NET

o C++

TEHRHETAEFRNERER demo, EAIMKEINMAN=mSERERNEN:

¢ Signature Demo

NTEFENBRERIRE, THULIMREEIES NG, B EANERIREEMNII, HROER. FRNEROMS
HHBEHMN ERERIRENE, RBRABRERIE, A TAEZEAN, XMARBREREM SDK .

A2 url AJBEAN: https://cvm.tencentcloudapi.com/?
Action=DescribelInstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secret Id=AKID****x &k krrkxkkkhxxxkkrrxxkkhrxxx*xgSignature=7RAM2xfNMO9EiVINmMPg

06MRNCvQ%3D&Timestamp=1465185768&Version=2017-03-12 ,

AR AFRAFNZBASENN, HEEEARRAHANE, FLLNRIFL url EXEEZFITHHER curl &
DRPANSREENEIR: ERTH, A TEI—TTUEEREN url , FEERREIFE Secretld
SecretKey NELMZRA, FERARAHFISBBIEN Timestamp ,

IR A TERREF, FERIEES, EZER—ESBRNTREEIN url FJREESEMAE, RAASHNIFRFA
@, EXHAZMERE. REMBSHEME, BERITEEREIR,
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en
https://github.com/TencentCloud/signature-process-demo
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IR UTMUBSGERT API 3.0, TEEERATHEMNERIRE, BUXNAISEIRX N,

Java

import
import
import
import
import
import

import

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

Java.util.TreeMap;

javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;
javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";

EET

©2013-2026 BN =hRINFRE

<span class="hljs-function"><span class="hljs-keyword">public</span> <span cl
ass="hljs-keyword">static</span> String <span class="hljs-title">sign</span><
span class="hljs-params">(String s, String key, String method)</span> <span c
lass="hljs-keyword">throws</span> Exception </span>{

Mac mac = Mac.getInstance (method);

SecretKeySpec secretKeySpec = <span class="hl]js-keyword">new</span> SecretKey
Spec (key.getBytes (CHARSET), mac.getAlgorithm()) ;

mac.init (secretKeySpec);

<span class="hljs-keyword">byte</span>[] hash = mac.doFinal (s.getBytes (CHARSE
T))

<span class="hljs-keyword">return</span> DatatypeConverter.printBase64Binary
(hash) ;

}

<span class="hljs-function"><span class="hljs-keyword">public</span> <span cl
ass="hljs-keyword">static</span> String <span class="hljs-title">getStringToS
ign</span><span class="hljs-params"> (TreeMap&lt;String, Object> params)</span
> </span>{

StringBuilder s2s = <span class="hljs-keyword">new</span> StringBuilder (<span
class="hljs-string">&quot; GETcvm.tencentcloudapi.com/?&quot; </span>) ;

<span class="hljs-comment">// BRANEBRNSEHHITFHEHF, WABTreeMapRIEINFE</s
pan>

<span class="hljs-keyword">for</span> (String k : params.keySet ()) {
s2s.append (k) .append (<span class="hljs-string">&quot;=&quot; </span>) .append (p

arams.get (k) .toString()) .append (<span class="hljs-string">&quot; &&quot; </span
>) i

}

<span class="hl]js-keyword">return</span> s2s.toString() .substring(<span class
="hljs—number">0</span>, s2s.length() - <span class="hljs—-number">1</span>);

}
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<span class="hljs-function"><span class="hljs-keyword">public</span> <span cl
ass="hljs-keyword">static</span> String <span class="hljs-title">getUrl</span
><span class="hl]js-params"> (TreeMap&lt; String, Object> params)</span> <span c
lass="hljs-keyword">throws</span> UnsupportedEncodingException </span>{
StringBuilder url = <span class="hljs-keyword">new</span> StringBuilder (<span
class="hljs-string">&quot;https://cvm.tencentcloudapi.com/?&quot; </span>);
<span class="hljs-comment">// SEFFFEREurl PNSHINFZEER</span>

<span class="hljs-keyword">for</span> (String k : params.keySet ()) {

<span class="hljs—comment">// EEINIFEKREHTurlencode, HFkey#BRNFHE, HLbsh
{3t Hvalue#{Turlencode</span>

url.append (k) .append (<span class="hljs-string">&quot;=&quot;</span>) .append (U
RLEncoder.encode (params.get (k) .toString (), CHARSET)) .append(<span class="hljs
-string">&quot; &&quot; </span>) ;

}

<span class="hljs-keyword">return</span> url.toString() .substring(<span class
="hljs—number">0</span>, url.length() - <span class="hljs—-number">1</span>);

}

<span class="hljs-function"><span class="hljs-keyword">public</span> <span cl
ass="hljs-keyword">static</span> <span class="hl]js-keyword">void</span> <span
class="hljs-title">main</span><span class="hljs-params">(String[] args)</span

> <span class="hljs-keyword">throws</span> Exception </span>{

TreeMapé&lt; String, Object> params = <span class="hljs-keyword">new</span> Tre
eMapé&lt; String, Object>(); <span class="hljs-comment">// TreeMap_jLLEEbﬁHh</s
pan>

<span class="hljs-comment">// SEFREARKNN S{EAENLL, FI90: params.put (squot;Non
ce&quot;, new Random () .nextInt (java.lang.Integer.MAX_VALUE)) ;</span>
params.put (<span class="hl]js-string">&quot;Nonce&quot;</span>, <span class="h

1js—-number">11886</span>); <span class="hljs-comment">// S </span>
<span class="hljs-comment">// SEfRARAINHERRLZHBIRTE, FI1: params.put (squ
ot; Timestamp&quot;, System.currentTimeMillis() / 1000);</span>

params.put (<span class="hljs-string">&quot; Timestamp&quot;</span>, <span clas
s="hljs-number">1465185768</span>); <span class="hljs-comment">// ANEBE</sp
an>

<span class="hljs-comment">// FBEIXEWIELTE TENCENTCLOUD_SECRET_ID, {EAMRHIA
AKID********************************</Span>

params.put (<span class="hljs-string">&quot; SecretId&quot;</span>, System.gete
nv (<span class="hljs-string">&quot; TENCENTCLOUD_SECRET_ID&quot;</span>)); <sp
an class="hljs-comment">// xS </span>

params.put (<span class="hljs-string">&quot;Action&quot;</span>, <span class
="hljs-string">&quot;Describelnstancesé&quot; </span>); <span class="hljs-comme
nt">// NESE</span>

params.put (<span class="hl]js-string">&quot;Version&quot;</span>, <span class
="hljs-string">&quot;2017-03-12&quot; </span>); <span class="hljs—comment">//
NHEBE</span>

params.put (<span class="hljs-string">&quot;Region&quot;</span>, <span class
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="hljs-string">&quot; ap—guangzhou&quot; </span>); <span class="hljs-commen
t">// RNHESE</span>

params.put (<span class="hl]js-string">&quot; Limit&quot;</span>, <span class="h
1js-number">20</span>); <span class="hljs-comment">// WESE</span>
params.put (<span class="hl]js-string">&quot;Offset&quot;</span>, <span class
="hljs-number">0</span>); <span class="hljs-comment">// WESE</span>
params.put (<span class="hl]js-string">&quot; Instancelds.0&quot;</span>, <span
class="hljs-string">&quot; ins-09dx96dg&quot; </span>); <span class="hljs-comme
nt">// WES#</span>

<span class="hljs-comment">// TBEIXRBEWELSE TENCENTCLOUD_SECRET_KEY, {ENRAIN
********************************</Span>

params.put (<span class="hljs-string">&quot; Signature&quot;</span>, sign (getSt
ringToSign (params), System.getenv(<span class="hljs-string">&quot; TENCENTCLOU
D_SECRET_KEY&quot; </span>), <span class="hl]js-string">&quot; HmacSHAl&quot;</s
pan>)); <span class="hljs-comment">// AHS¥</span>
System.out.println (getUrl (params)) ;

}

Python

AR WREE Python 2 BMEHIETT, FERLE requests IRFiE:  pip install requests o

# —*— coding: utfs —*—
import base64

import hashlib

import hmac

import os

import time

import requests

# EEIGEIFIELTE TENCENTCLOUD_SECRET _ID, {BAN/TBIH] AKID***%*
secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

# EBERGEIELTE TENCENTCLOUD SECRET KEY, (BANTHIH] ****
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def get_string_to_sign (method, endpoint, params):
s = method + endpoint + "/2"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str
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def sign_str (key, s, method):
hmac_str = hmac.new (key.encode ("utf8"), s.encode ("utf8"), method) .digest ()

return base64.b64dencode (hmac_str)

if name == 'main':

endpoint = "cvm.tencentcloudapi.com"

data = {
'Action' : 'DescribelInstances',
'InstanceIds.0' : 'ins-09dx96dg’',
'Limit' : 20,
'Nonce' : 11886,
'Offset' : O,
'Region' : 'ap-guangzhou',
'SecretId' : secret_id,
'Timestamp' : 1465185768, # int (time.time/())
'Version': '2017-03-12"

}

s = get_string_to_sign ("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)
print (data["Signature"])

# UERSSEFRVEE, FCIh/E ATaE 4 it 2%

# resp = requests.get ("https://" + endpoint, params=data)
# print (resp.url)

Golang

package main

import (

"bytes"

"crypto/hmac"

"crypto/shal"

"encoding/base64"

"fmt"

nog"

"sort"

"strconv"

)

func main () {

/) BEIREIELTE TENCENTCLOUD_SECRET_ID, {ENTHIB ARID****
secretId := o0s.Getenv ("TENCENTCLOUD_SECRET_ID")

/) BEIGEWIELE TENCENTCLOUD _SECRET _KEY, {EATAIHT ****
secretKey := os.Getenv ("TENCENTCLOUD_SECRET_KEY")
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params := map[string]string{

"Nonce": "11886",

"Timestamp": strconv.Itoa(1465185768),
"Region": "ap-guangzhou",

"SecretId": secretlId,

"Version": "2017-03-12",

"Action": "DescribeInstances",
"InstancelIds.O0": "ins-09dx96dg",
"Limit": strconv.Itoa(20),

"Offset": strconv.Itoa(0),

}

<span class="hljs-keyword">var</span> buf bytes.Buffer

buf.WriteString (<span class="hljs-string">&quot; GET&quot; </span>)
buf.WriteString (<span class="hljs-string">&quot;cvm.tencentcloudapi.com&quot;
</span>)

buf.WriteString(<span class="hljs-string">&quot; /&quot; </span>)
buf.WriteString (<span class="hl]js-string">&quot; ?&quot; </span>)

<span class="hljs-comment">// sort keys by ascii asc order</span>

keys := <span class="hljs-built_in">make</span>([]<span class="hljs-keyword">
string</span>, <span class="hljs-number">0</span>, <span class="hljs-built_i
n">len</span> (params) )

<span class="hljs-keyword">for</span> k, _ := <span class="hljs-keyword">rang
e</span> params {

keys = <span class="hljs-built_in">append</span> (keys, k)

}

sort.Strings (keys)

<span class="hljs-keyword">for</span> i := <span class="hljs-keyword">range</
span> keys {

k := keys[i]

buf.WriteString (k)

buf.WriteString(<span class="hljs-string">&quot;=&quot; </span>)
buf.WriteString
buf.WriteString(<span class="hljs-string">&quot; &&quot; </span>)

}

params [k])

(
(
(
(

buf.Truncate (buf.Len () - <span class="hlJjs-number">1</span>)
hashed := hmac.New(shal.New, []<span class="hljs-keyword">byte</span> (secretkK
ey))

hashed.Write (buf.Bytes())

fmt.Println (base64.StdEncoding.EncodeToString (hashed.Sum(<span class="hljs-11i

teral">nil</span>)))
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PHP
<?php
// %gifﬁf%ﬁ@% TENCENTCLOUD_SECRET_ID, E]“gﬁ/&'ﬂﬂ{] AR TD* * %k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok A ok
ok ok ok ok ok

SsecretId = getenv ("TENCENTCLOUD_SECRET_ID");
// %ﬁgiggﬁfﬁgiﬁ TENCENTCLOUD_SECRET_KEY, /E’jﬂ/ﬁ/ﬂl?@ ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* A K

SsecretKey = getenv ("TENCENTCLOUD_SECRET_KEY") ;

S$param["Nonce"] = 11886; //rand();
Sparam|["Timestamp"] = 1465185768; //time () ;
Sparam["Region"] = "ap-guangzhou";
Sparam|["SecretId"] = S$secretld;
Sparam["Version"] = "2017-03-12";
Sparam["Action"] = "Describelnstances";
Sparam["InstancelIds.0"] = "ins-09dx96dg";
Sparam["Limit"] = 20;

Sparam["Offset"] = 0;

ksort ($param) ;

$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( S$param as S$key => Svalue ) {
SsignStr = $signStr . Skey . "=" . Svalue . "&";

s
SsignStr = substr($signStr, 0, -1);

Ssignature = base64_encode (hash_hmac ("shal", $signStr, S$secretKey, true));
echo S$signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// Sparam["Signature"] = Ssignature;

// Surl = "https://cvm.tencentcloudapi.com/?".http build query (Sparam);
// echo Surl.PHP_ EOL;

// Sch = curl init();

// curl_setopt ($Sch, CURLOPT URL, Surl);

// Soutput = curl_exec (Sch);

// curl_close (Sch);

// echo json_decode (Soutput) ;

Ruby
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# —*- coding: UTF-8 —*-
# require ruby>=2.3.0
require 'time'

require 'openssl'
require 'baseo64'

# FEEIRENIZELTE TENCENTCLOUD_SECRET_ID, {EJITAIAY AKID****
secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

# EEREMNIEL S TENCENTCLOUD SECRET KEY, {HATLPIRT ****
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'Action' => 'DescribelInstances',

'InstanceIds.0' => 'ins-09dx96dg’',
'Limit' => 20,

'Nonce' => 11886,

'Offset' => 0,

'Region' => 'ap-guangzhou',
'SecretId' => secret_id,
'Timestamp' => 1465185768, # Time.now.to_ i
'Version' => '2017-03-12",

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[O0] }=#{item[1]}"
end

sign += params.join('&"')

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Baseb64.encode64 (OpenSSL::HMAC.digest (digest,

nj)
puts data['Signature']

# require 'net/http'
# uri = URI('https://' + endpoint)
# uri.query = URI.encode_www_form(data)
# p uri
# res = Net::HTTP.get_response (uri)
# puts res.body
DotNet
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using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;

using System.Text;

public class Application {

public static string Sign(string signKey, string secret)

{

string signRet = string.Empty;

using (HMACSHAl mac = new HMACSHAIl (Encoding.UTF8.GetBytes (signKey)))
{

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));
signRet = Convert.ToBase64String (hash);

}

return signRet;

}

public static string MakeSignPlainText (SortedDictionary<string, string> requestPa
rams, string requestMethod, string requestHost, string requestPath)
{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?2";

string v = "";

foreach (string key in requestParams.Keys)

{

v += string.Format ("{0}={1}&", key, requestParams]|[key]);

}

retStr += v.TrimEnd('&"');

return retStr;

}

<span class="hljs-function"><span class="hljs-keyword">public</span> <span cl
ass="hljs-keyword">static</span> <span class="hljs-keyword">void</span> <span
class="hljs-title">Main</span> (<span class="hljs-params"><span class="hljs-bu
ilt_in">string</span>[] args</span>)</span>

{

<span class="hljs-comment">// ZHS#{</span>

<span class="hljs-comment">// FEIREHIEZLE TENCENTCLOUD_SECRET_ID, fETAIHT

AKID********************************</Span>

<span class="hljs-built_in">string</span> SECRET_ID = Environment.GetEnvironm
entVariable (<span class="hljs-string">&quot; TENCENTCLOUD_SECRET_ID&quot; </spa
n>);
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<span class="hljs-comment">// FEREHIEZFLE TENCENTCLOUD_SECRET KEY, {ENTHIHI
********************************</5pan>

<span class="hljs-built_in">string</span> SECRET_KEY = Environment.GetEnviron
mentVariable (<span class="hl]js-string">&quot; TENCENTCLOUD_SECRET_KEY&quot;</s

pan>) ;

<span class="hljs-built_in">string</span> endpoint = <span class="hljs-strin

g">&quot; cvm.tencentcloudapi.com&quot; </span>;

<span class="hljs-built_in">string</span> region = <span class="hljs-string">
&quot; ap—guangzhou&quot; </span>;

<span class="hljs-built_in">string</span> action = <span class="hljs-string">
&quot;DescribelInstancesé&quot; </span>;

<span class="hljs-built_in">string</span> version = <span class="hljs-strin
g">&quot;2017-03-12&quot; </span>;

<span class="hljs-built_in">double</span> RequestTimestamp = <span class="hlj
s—-number">1465185768</span>; <span class="hljs-comment">// Af/EIE 2019-02-26 0
0:44:25, WS EET B, XLFrA/E</span>

<span class="hljs-comment">// long timestamp = ToTimestamp () / 1000;</span>
<span class="hljs-comment">// string requestTimestamp = timestamp.ToString/();
</span>

Dictionaryé&lt; <span elass="hljs-built_in">string</span>, <span class="hljs-bu
ilt_in">string</span>> param = <span class="hl]js-keyword">new</span> Dictiona
ry&lt;<span class="hljs-built_in">string</span>, <span class="hljs-built_in">
string</span>> () ;

param.Add (<span class="hl]js-string">&quot;Limit&quot;</span>, <span class="hl
Jjs—string">&quot; 20&quot; </span>) ;

param.Add (<span class="hljs-string">&quot;Offset&quot;</span>, <span class="h
1js-string">&quot; O&quot; </span>) ;

param.Add (<span class="hljs-string">&quot; Instancelds.0&quot;</span>, <span c
lass="hljs-string">&quot; ins-09dx96dg&quot; </span>) ;

param.Add (<span class="hl]js-string">&quot; Action&quot;</span>, action);
param.Add (<span class="hl]js-string">&quot;Nonce&quot;</span>, <span class="hl
Jjs—string">&quot; 11886&quot; </span>) ;

<span class="hljs-comment">// param.Add (&quot;Nonce&quot,;, Math.Abs (new Rando
m().Next ()).ToString());</span>

param.Add (<span class="hljs-string">&quot; Timestamp&quot;</span>, RequestTime
stamp.ToString());
param.Add (<span class="hljs-string">&quot;Version&quot;</span>, version);

param.Add (<span class="hljs-string">&quot; SecretId&quot;</span>, SECRET_ID);
param.Add (<span class="hljs-string">&quot;Region&quot;</span>, region);
SortedDictionaryé&lt; <span eclass="hljs-built_in">string</span>, <span class="h
ljs-built_in">string</span>> headers = <span class="hljs-keyword">new</span>
SortedDictionary&lt; <span class="hljs-built_in">string</span>, <span class="h
1js-built_in">string</span>> (param, StringComparer.Ordinal) ;

<span class="hljs-built_in">string</span> sigInParam = MakeSignPlainText (head
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ers, <span class="hljs-string">&quot;GET&quot;</span>, endpoint, <span class
="hljs—-string">&quot; /&quot; </span>) ;

<span class="hljs-built_in">string</span> sigOutParam = Sign (SECRET_KEY, sigl
nParam) ;

Console.WriteLine (sigOutParam) ;

}

NodedS

const crypto = require('crypto');

function get_req url (params, endpoint) {

params|['Signature'] = encodeURIComponent (params|['Signature']);
const url_strParam = sort_params (params)

return "https://" + endpoint + "/?" + url_strParam.slice(1);

}

function formatSignString(regMethod, endpoint, path, strParam) {

let strSign = regMethod + endpoint + path + "?" + strParam.slice(l);
return strSign;

}

function shal (secretKey, strsign) {

let signMethodMap = {'HmacSHAl': "shal"};
let hmac = crypto.createHmac (signMethodMap|['HmacSHAL1'], secretKey || "");
return hmac.update (Buffer.from(strsign, 'utf8')) .digest ('base64d')

}

function sort_params (params) {

let strParam = "";

let keys = Object.keys (params);

keys.sort () ;

for (let k in keys) {

//k = k.replace(/_/g, '.');

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}

return strParam

}

function main () {

/) BHSE

// BEREIMETE TENCENTCLOUD_SECRET_ID, EANNAIHG AKID***%*
const SECRET_ID = process.env.TENCENTCLOUD_SECRET_ID
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// EEGEMIELTE TENCENTCLOUD SECRET _KEY, {EAPIHT ***%*
const SECRET_KEY = process.env.TENCENTCLOUD_SECRET_KEY

<span class="hljs-keyword">const</span> endpoint = <span class="hljs-string">
&quot; cvm.tencentcloudapi.com&quot; </span>

<span class="hljs-keyword">const</span> Region = <span class="hljs-string">&q
uot; ap—guangzhou&quot; </span>

<span class="hl]js-keyword">const</span> Version = <span class="hljs-string">&
quot;2017-03-12&quot; </span>

<span class="hl]js-keyword">const</span> Action = <span class="hljs-string">&q
uot;Describelnstancesé&quot; </span>

<span class="hl]js-keyword">const</span> Timestamp = <span class="hljs—numbe
r">1465185768</span> <span class="hljs-comment">// AJ/E/EL 2016-06-06 12:02:48,
WS EER B, LALFR9E</span>

<span class="hljs-comment">// const Timestamp = Math.round (Date.now() / 1000)
</span>

<span class="hljs-keyword">const</span> Nonce = <span class="hljs-number">118
86</span> <span class="hljs-comment">// FENIIEE#</span>

<span class="hljs-comment">//const nonce = Math.round (Math.random() * 65535)

</span>

<span class="hljs-keyword">let</span> params = {};

params [<span class="hljs-string">&#x27;Action&#x27;</span>] = Action;

params [<span class="hljs-string">&#x27; InstanceIds.0&#x27;</span>] = <span ¢l

ass="hljs-string">&#x27;1ins-09dx96dg&#x27; </span>;

params [<span class="hljs-string">&#x27;Limité&#x27;</span>] = <span class="hlj
s—number">20</span>;

params [<span class="hljs-string">&#x27;0ffset&#x27;</span>] = <span eclass="hl
js—number">0</span>;

params [<span class="hljs-string">&#x27;Nonce&#x27;</span>] = Nonce;

params [<span class="hljs-string">&#x27;Region&#x27;</span>] = Region;

params [<span class="hljs-string">&#x27; SecretIdé&#x27;</span>] = SECRET_ID;
params [<span class="hljs-string">&#x27; Timestamp&#x27;</span>] = Timestamp;
params [<span class="hljs-string">&#x27;Version&#x27;</span>] = Version;

<span class="hljs-comment">// 1. XZEHAF, HHiZEKFFE</span>

strParam = sort_params (params)

<span class="hljs-comment">// 2. HEZFZRXFrFE</span>

<span class="hl]js-keyword">const</span> regMethod = <span class="hljs-strin
g">&quot; GET&quot; </span>;

<span class="hl]js-keyword">const</span> path = <span class="hljs-string">&quo
t; /&quot; </span>;

strSign = formatSignString(regMethod, endpoint, path, strParam)

<span class="hljs-comment">// console.log(strSign)</span>
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<span class="hljs-comment">// 3. ZEHEZE</span>

params [<span class="hljs-string">&#x27; Signatures&#x27;</span>] = shal (SECRET_
KEY, strSign)

<span class="hljs-built_in">console</span>.log (params|[<span class="hljs-strin
g">&#x27; Signature&#x27; </span>])

<span class="hljs-comment">// 4. #H{TurlGiEHH#FiEKurl</span>

<span class="hljs-comment">// const req url = get_req url (params, endpoint)</
span>

<span class="hljs-comment">// console.loqg (params[&#x27;Signature&#x27;])</spa
n>

<span eclass="hljs-comment">// console.loqg(req url)</span>

main ()
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s

+
'“én

SIFEFRTE: 2026-04-16 17:15:45

7 API 3.0 #ZOEIAIR[E JSON #44E, REIHE JSON ARTAYR O REXEFHEBE, RE JSSON R & APRE
79 50 MB, WIFRREIREFEBERARS, BREFRMFHRLBAEEIR, BREZOSEPSL HATIEINEE (F20
IfESEE) SEDTINEE, EHREBERAETK.

AR BRIREBERBERSIHESLIET, MWK HTTP RESEE9200, FIHREIRESIABNEIRIBEERKL
)n& 15 HTTP »H(:..,\EE_'JEQOO, HEZ:IEE4O10

RIS

M =RRSBEOEBLAIIREIIEK (DescribelnstancesStatus) 2017-03-12 hRAFfl, EEAKIN, HAIEERIIR
BT

{

"Response": {
"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "bbSb41468-520d-4192-b42£f-595cc34b6eclc"

}
}

* Response REWHIH Requestld EBEIEMNFER, TiLIEKRMINSE S, RE API BT, NMHERIRE.,

e Requestld BF—" APl BERMIME—IRR, R APl HEIFE, TR TE, HiR(HZ ID RERDHE,

s RTEENFERI, HERHINAEMEOEXNFE, FAENEOMRENFES LEOXEPHNEN ., HEIHE
TotalCount ] InstanceStatusSet 134 DescribelnstancesStatus #EOE XHFER, HTERIERANEFP BT
"B IR ERSES], FELt TotalCount ZELLIER THIIREIER O, InstanceStatusSet IR

%R Bl 45
LA, EEEHERAINTH:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your si

gnature is correct."
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Hy
"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

}
}

e Error WHEIMARREZIEKIBARAELM, Error FERERIERNERR Code 1 Message FEXFE AR KA 2 A EIRE]
Y,

e Code RAMLENEIRID, HiEKLEHN A UERIEZERBE L BRG] SO N IREIIRER
BN REMBREE,

* Message Bt TRXMERRENRNRRE, BEWSLKESARMAL, WXAUEREEREFEENEN, A
P ARAREHX MR ENE.

* Requestld BF— APl i5RAOMB—RIR, R API HIMSE, TR TS, FHiRMHiZ ID KRRE)E,

NHEFIRG

ZRPURTFE Error FE, WRRAR AP EOKMK, Error ) Code FERRTTHIRG, FRBSSERATRE
HIBVEIRIBA A HEEIRD. TENERBIIRIBESEAT @ AP X" BR TR “HIRE TUH.
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ULEE S
LB EXMNITEEE

BIFEFATE: 2026-04-16 17:09:33

22 7 A
1. =OHER

EOIEKITEA:  config.intl.tencentcloudapi.com ,
EIRBEE XML LS

BN OIS RIMZERS: 200%/%,

FF{FA API Explorer

A

API Explorer 12t TTELAA. ERIIE. SDK KBERFIRECRIZOEEN ., BEESRABNERNEM
REIER UK B4R SDK EARE.

2. WMASE

M TIEKRSEFIRNIE TEROBERSENE D A HESE, TBELAHSEBIIRA AHIERSI,

SRR ik KE iR
Action 2 String NHZE, REOBYE: PutEvaluations,
Version = String NEZE, ANZEOEUE: 2022-08-02,
Region 2 String NEZE, FRT@ZIFN thiEsE,

ElE<hE . MBEXMNTIZNscfRRENSFENS
ResultToken = String ResultToken{&

SR NSIR

. = Array of N . e
EvaluationsN £ _ BHEXANIHEERER.
Evaluation

3. ML
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https://intl.cloud.tencent.com/document/api/1164/66760
https://intl.cloud.tencent.com/document/api/1164/66760
https://intl.cloud.tencent.com/document/api/1164/66760
https://intl.cloud.tencent.com/document/api/1164/66760
https://intl.cloud.tencent.com/document/api/1164/66760#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/product/583/9210#.E5.87.BD.E6.95.B0.E5.85.A5.E5.8F.82.3Ca-id.3D.22input.22.3E.3C.2Fa.3E
https://intl.cloud.tencent.com/document/api/1164/66772#Evaluation
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ME—I55K ID, HBRRSIRER, RIEKEIRE (FIFKEEMERERERARS
Requestld ~ String i, MIZRIERAZIRE Requestld) , EfI6)EAFHEERHIZRIFRA
Requestld,

4. 51

A1 B3R EEXRNFEER
LIREE XNThLE

BNTH

POST / HTTP/1.1
Host: config.intl.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: PutEvaluations
<pNHIEKRSE>

"ResultToken": "WmOyZ1lY3WmlKa3cxaWloQlu-H3WA6JZnHA6CUAN2DWG****",
"Evaluations": [
{
"ComplianceResourceId": "disk-26itbgha",
"ComplianceResourceType": "QCS::CBS::Disk",
"ComplianceRegion": "ap-guangzhou",
"ComplianceType": "NON_COMPLIANT",
"Annotation": {
"Configuration™: "1",
"DesiredValue": "2",
"Operator": "equal",
"Property": "age"
}
}
]
}
i HH R f5)
{
"Response": {

"RequestId": "d947eba9-£908-4d2e-9b3d-63bded43abdla"
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5. FRERR

SDK

Z APl 3.0 Rt TECEMNF LT EE (SDK)

Tencent Cloud SDK 3.0 for Python

Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go

Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET

Tencent Cloud SDK 3.0 for C++

> i?vi:yﬂ”ﬁ*zln =

WweITIAR
e Tencent Cloud CLI 3.0

6. TH1xh3

ATRFUE 7420 558 B X A

HIRE

InvalidParameter

ResourceNotFound.AccountGrouplsNotExist
ResourceNotFound.ResourceNotExist

ResourceNotFound.RulelsNotExist
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https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1164/66773#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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IRERALZ 2=

SIFEFTE: 2026-04-16 17:10:22

Sz R
1. =OFER
EOEKIEA: config.intl.tencentcloudapi.com ,
FRENFZ1) 2=
FRAZEOIEKRIMFERE . 200R/7,

W {ER APl Explorer

R

API Explorer 12t TTEL& AR, FRMIE. SDK ABERFIRFQFIZOEFEN . BIEEERARNEKRAEM
SRR Bh4ERL SDK ERATRHA,

2. MINZ%

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

SHBR WhiZe R iR
Action 2 String NHZE, RFEOBE: ListConfigRules,
Version 2 String NHZEH, RAEOBE: 2022-08-02,
Region = String NHEZE, ERT @I thiETE,
Limit = Integer SNBE.
= -
HX{E/E:.: 1"'200
=,
Offset = Integer - .
= 7 BVESSE: S/MERO
HEF KB B FR).
OrderType 5 String % : desc,
i : asc
X BRELR
10 SN
RiskLevel.N & Array of Integer RXAL,
= yor e 2: R,
3: BB,
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https://intl.cloud.tencent.com/document/api/1164/66760
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> Tencent Cloud EET

SRBN g KB i
AR o
State S String ACTIVE: [5H

UN_ACTIVE: {28

EER,

ComplianceResult.N & Array of String COMPLIANT: &%
NON_COMPLIANT: RE#

RuleName & String =S

o *
3. WIS
SRR i AR
Total Integer 5%
Array of .
It !
ems ConfigRule el

W—i1EK ID, HRSIHER, BREKRARRE (FEKEAEMEREREREER
Requestld  String ARSEIE, MRZRIERASIRE Requestld) , EL6) AT EEIRMIZIXE
SRHY Requestld,

4. 51

A SREXRZIZR
FRERALINZ &

BN

POST / HTTP/1.1

Host: config.intl.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: ListConfigRules
<PNHBEBRSE>

"Offset": O,
"Limit": 10,
"OrderType": "desc",
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@ Tencent Cloud BEET

"RiskLevel": [

1

1,

"State": "ACTIVE",

"ComplianceResult": [

"COMPLIANT"

1y

"RuleName": "CAM"
I3

i 451

{
"Response": {
"RequestId": "107£8d51-7095-4a6f-b374-a8aa7743584b",
"Items": [
{
"AccountGroupId": "ca-324234",
"AccountGroupName": "IKS4H",
"Annotation": null,
"CompliancePackId": "",
"CompliancePackName": null,
"ComplianceResult": "NON_COMPLIANT",
"ConfigRuleId": "cr-HQxxxxxxxhROBxxxxGodh",
"ConfigRuleInvokedTime": null,
"CreateTime": "2024-11-15 14:21:47",
"Description": "CAMAF FAEFEEEZRM AccessKey, NMFEMM, v,
"ExcludeResourceldsScope": [],
"Identifier": "cam-user-invalid-ak-check",
"IdentifierType": "SYSTEM",
"InputParameter": [],
"Labels": [
"FF,
n BRER
1,
"ManageInputParameter": [],

"ManageTriggerType": [
"ConfigurationItemChangeNotification"

1y

"RegionsScope": [],

"ResourceType": [

"QCS::CAM: :User"

1y

"RiskLevel": 3,

"RuleName": "CAMAFP FTAFECERNIANIZEHACcessKey ",
"RuleOwnerId": 84935363164,
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> Tencent Cloud EET

"ServiceFunction": null,
"SourceCondition": [],

"Status": "ACTIVE",

"TagsScope": [],

"TriggerType": [

{

"MaximumExecutionFrequency": null,
"MessageType": "ConfigurationItemChangeNotification"
}

]

}

]

"Total": 1

}
}

5. FRERR

SDK

Z API 3.0 Rt TEEMNF LA TARE (SDK) , XISSMREIZIES, EEHENIAR AP,
® Tencent Cloud SDK 3.0 for Python

e Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for Node.js

® Tencent Cloud SDK 3.0 for .NET
¢ Tencent Cloud SDK 3.0 for C++

WweITIAR
e Tencent Cloud CLI 3.0

6. TH1xh3

MTHMRIIE T RO S5 EAXNEIRTD, EtEiREFEN AHERE,

HIRD IR
InvalidParameter SEEEIR,
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https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/config/v20220802/client.go
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> Tencent Cloud EET

M= 2R 3R EXNAL 1) 3R

SIFEFHATE: 2026-04-16 17:10:41

2 [ 4R
1. =OFER

EOEKIEA: config.intl.tencentcloudapi.com ,
M= HIRENFLNZ 1) =

FRAZEOIEKRIMFERE . 200R/7,

W {ER APl Explorer

R

API Explorer 12t TTEL& AR, FRMIE. SDK ABERFIRFQFIZOEFEN . BIEEERARNEKRAEM
SRR Bh4ERL SDK ERATRHA,

2. MINZ%

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

SEAR YS! KA iR
Action = String NHESE, AIEOBYE: ListAggregateConfigRules,
Version 2 String NHZE, REOBE: 2022-08-02,
Region g String NHEZE, ERT @I thEFE,
Limit = Integer STIRH!
Offset = Integer (e
AccountGroupld = String kS 4HID
OrderType = String HEF KB, % desc, I%: asc
XBe LR
10 S,
RiskLevel.N S Array of Integer 5. .

3: fRMPBL.
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> Tencent Cloud

ComplianceResult.N
RuleName

RuleOwnerld

3. it 5%

SRR

Total

[tems

Requestld

4. 51

AYvi
a~
|
a~
|
a~
|
a~
|

%

=Sl

Integer

Array of

ConfigRule

String

A1 kS A IREVMNIZIZR
TS HIREXA TR

BATH

POST / HTTP/1.1

Host: config.intl.tencentcloudapi.com

E
=]

String

Array of String

String

Integer

s

R

MRS

BREEES

IR

MR ENKSID

EET

ME—155K ID, HBRSIHER, BRXBRMBTRE (FHKEEMREREER

KRS, MNZRIERASIRE Requestld) , ENIEATEEREIZ
SKH Requestld,

Content-Type: application/json

X-TC-Action:

<REBRSE>

"Offset": O,
"Limit": 10,
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> Tencent Cloud EET

"OrderType": "",

"RiskLevel": [],

"State": "ACTIVE",

"ComplianceResult": [
"COMPLIANT"

1y

"RuleName":

"RuleOwnerId": 1,

"AccountGroupId": "ca-sdfs7734h24h3"

mn
14

bR Gl

{

"Response": {
"RequestId": "149el116a-90ef-45£3-9d5d-3d77£fd1c9eb3",
"Items": [

{

"RegionsScope": [
"ap-shanghai"

1,

"TagsScope": [

{

"TagKey": "tagl",
"TagValue": "tag2"
}

I

"ExcludeResourcelIdsScope": |
"ins—-asdasd"

1y

"Annotation": null,
"RuleOwnerId": 23424,

"CompliancePackId": "cp-xzfz0vul007feuhwi8auv",
"CompliancePackName": "&#i1",
"AccountGroupId": "ca-sdfs7734h24h3",
"AccountGroupName": "NKS4H",
"ComplianceResult": "NON_COMPLIANT",
"ConfigRuleId": "cr-13vkg9c3ldixgabkepxe",

"ConfigRuleInvokedTime": null,

"ManageTriggerType": [

"SCHEDULE"

I

"CreateTime": "2022-11-16 14:25:01",

"Description": "IKSihOEEFAFLEDXBE—THFPAH, WRFSAN, ",
"Identifier": "cam-user—-group-bound",

"IdentifierType": "SYSTEM",

©2013-2026 BN =hRIXERE 5581 10501



> Tencent Cloud EET

"InputParameter": [],
"Labels": [],
"ManageInputParameter": [],
"ResourceType": [

"QCS::CAM: :User"

1,

"RiskLevel": 3,

"RuleName": "CaMIfO)JEEFHFWHIXEEAFA",
"ServiceFunction": null,
"SourceCondition": [

{

"DesiredValue": "1",
"EmptyAs": "COMPLIANT",
"Operator": "GreaterOrEquals",

"Required": false,

"SelectPath": "$User.GroupBindNum"

}

I

"Status": "ACTIVE",

"TriggerType": [

{

"MaximumExecutionFrequency": "TwentyFour_Hours",
"MessageType": "ScheduledNotification"
}

]

}

1y

"Total": 1

}
}

5. ARERR

SDK
= API 3.0 RIETECERNFATARSE (SDK) , XIFSMRIZES, EEHENIER AP,

® Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/src/services/config/v20220802/config_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Config/V20220802/ConfigClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/config/src/v20220802/ConfigClient.cpp

> Tencent Cloud

wLTIR

* Tencent Cloud CLI 3.0

6. TH1xh3

ATRFUE 72O S5ZEEXNEIRE, HEMMERGFD AHER

Fixtg

InvalidParameter

ResourceNotFound.AccountGrouplsNotExist
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https://intl.cloud.tencent.com/document/product/1013/33463
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> Tencent Cloud EET

HIRERIEO
IRENZRRY IR

BIEEFATE: 2026-04-16 17:09:04

22 ] 4+ SR
1. =OHER
EOIEKITEA:  config.intl.tencentcloudapi.com ,
SRENEIRTIR
BN OIS RIMZERS: 200%/%,

FF{FA API Explorer

A

API Explorer 12t TTELAA. ERIIE. SDK KBERFIRECRIZOEEN ., BEESRABNERNEM
REIER UK B4R SDK EARE.

2. WMASE

MTERSEIIRMNIILE TIROBRSBNIMOAHSE, TBAXSLIIRL AHIERSY.

W

SEBIR %SV it IR

Action = String NHEZSE, A#EOBYE: ListDiscoveredResources,
Version 2 String NHZE, AEOBYE: 2022-08-02,

Region = String NEZE, FNT@ZIFH0 thiEsE,

MaxResults 2 Integer BRIERHE

Filters.N & Array of Filter resourceName: H=RJER resourceld : ZEID
Tags.N s Array of Tag MR

NextToken = String F—Titoken

OrderType S String HEFE AT asc. desc
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> Tencent Cloud

3. LS

NextToken

Requestld

4. 451

W—IEK ID, HAR

E-Syit] R
Array of o
Resourcelistinfo wriR
T—H
Strin N
9 AR
String REEHEIARR

Rz

1 SRENFIRT IR

BN

POST / HTTP/1.1

Host: config.intl.tencentcloudapi.com

Content-Type: application/json

X-TC—-Action: ListDiscoveredResources

<REBFRSE>

"OrderType": "desc",

"NextToken":

"MaxResults": 10,
"Filters": [

{

1,
"Tags":

"Values": [
"ins-234234"
1,

"Name": "resourceName"

"TagKey" . H?ZFEEB ",

"Tag\/alue" . "EE%B"

©2013-2026 BN =hRINFRE

© WFERFIREIRE] null, RRERAEIBRUE,
AREZRE (FiEK

5RARIRE Requestld) , ENLGEATEHE
&3RAY Requestld,

"C3IptlTj6hT1WOWKVO3NI",

EET

Hith/RE
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https://intl.cloud.tencent.com/document/api/1164/66772#ResourceListInfo

> Tencent Cloud

}

i HH 15
{
"Response": {
"Items": [
{
"ResourceStatus": "Running",
"Tags": [
{
"TagKey": "F&ER",
"TagValue": "IZEER"
}
I
"ResourceType": "cvm",
"ResourceId": "ins-234er",
"ResourceCreateTime": "2022-10-10 12:56:37",
"ResourceRegion": "ap-guangzhou",
"ResourceName": "ZLRRSZES",
"ResourceZone": "ap-guangzhou-1",
"ResourceDelete": 1,
"ComplianceResult": "COMPLIANT"
}
1y
"NextToken": "C3IptlTj6hT1IWOWKVO3NI",
"RequestId": "4006b9%ea-9033-4b80-8496-6917c900bl22"
}
}

5. FX&ERIR

SDK
Z APl 3.0 Rt TEENF AT EE (SDK) , XIFZSMREIRIES, EEHERIAA AP,

e Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

* Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/config/v20220802/config_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/config/v20220802/ConfigClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Config/V20220802/ConfigClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/config/v20220802/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/src/services/config/v20220802/config_client.ts

@ Tencent Cloud BEET

® Tencent Cloud SDK 3.0 for .NET
e Tencent Cloud SDK 3.0 for C++

WmYTIR

* Tencent Cloud CLI 3.0

6. tH1xh3

MTHMRIE T RO S EEAXNEIRE, EMEREFED AHERE,

ti2fm Epo
InvalidParameter SEEEIR .,
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Config/V20220802/ConfigClient.cs
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FRFEB

SIFEFRTE: 2026-04-16 17:08:46

kv H- 2
1. EOHER
EOEKIEA: config.intl.tencentcloudapi.com ,
TREIE
FRAZEOIEKRIMFERE . 200R/7,

W {ER APl Explorer

R

API Explorer 12t TTEL& AR, FRMIE. SDK ABERFIRFQFIZOEFEN . BIEEERARNEKRAEM
SRR Bh4ERL SDK ERATRHA,

2. MINZ%

M™IERSEINRMIIE THEROBRSBNH D AHSH, TBAHKSEIIRIL LAHIERSLU,

SEBR %y KE R
Action 2 String NHZE AREOBYE: DescribeDiscoveredResource,
Version 2 String NHZE, AEOBE: 2022-08-02,
Region = String NHZE, ERT @I tEFE,
Resourceld = String HIRID
ResourceType = String SRR
ResourceRegion = String REHhE
3. WS %
SRR it HR
Resourceld String HiFld
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(_‘b Tencent Cloud BEET

SRR it R
ResourceType String D Eain]
ResourceName String AR
ResourceRegion String R
ResourceZone String FRAAX
Configuration String FREE
ResourceCreateTime  String TR EIERE)
Tags T mE
UpdateTime String RIRE FhAT (8]

W—iEK ID, HRSBIHER, SREKRTRIRE (FERKEEMERRER
Requestld String BEMEIARRSS UM, MHZRIEKRASIRG Requestld) . ENLO)RER FER
HiZRIEKE Requestld,

4. A5l

T REEIRIEE

RINEIRIFIF
)N N )

POST / HTTP/1.1

Host: config.intl.tencentcloudapi.com
Content-Type: application/json
X-TC—-Action: DescribeDiscoveredResource

<REBFRSE>

"ResourceId": "ins-2avllcxx",
"ResourceType": "QCS::CVM::Instance",
"ResourceRegion": "ap—-guangzhou"
}
i 1 T 51
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> Tencent Cloud EET

{

"Response": {

"RequestId": "2ea2d804-d278-4631-b04d-70bd40el1ad78",

"Configuration": "{\"InstanceState\":\"RUNNING\",\"InstanceName\":\"R&B&Z\",\"Ins

tanceId\":\"ins-111\",\"InstanceType\" :\"S5.SMALL2\",\"VirtualPrivateCloud\": {\"V
pcId\":\"vpc-333\", \"SubnetId\":\"subnet-gxupkefw\", \"AsVpcGateway\":false, \"Priv
ateIpAddresses\":null, \"Ipv6AddressCount\":0}, \"PrivateIpAddresses\": [\"111
\"],\"PublicIpAddresses\":null, \"OsName\":\"TencentOS Server 4 for x86_64\", \"Mem
ory\":2,\"CPU\":1,\"InternetAccessible\":{\"InternetChargeType\":\"\",\"InternetM
axBandwidthOut\":0, \"PublicIpAssigned\":false, \"BandwidthPackageId\":\"\"}, \"Imag
eId\":\"img-333\",\"InstanceChargeType\" :\"PREPAID\", \"SecurityGroupIds\": [\"sg-2
22\"]1,\"DataDisks\":null, \"SystemDisk\":{\"DiskType\":\"CLOUD_PREMIUM\",\"DiskId
\":\"disk—auh4557w\"}, \"ExpiredTime\":\"2024-12-28T08:07:127Z\", \"RenewFlag\":\"NO
TIFY_AND_MANUAL_RENEW\",\"LatestOperation\":\"\",\"Placement\":{\"ProjectId\":
0}, \"LatestOperationState\":\"\", \"CamRoleName\" :\"\"}",

"ResourceCreateTime": "2024-11-28 16:07:12",
"ResourceId": "ins-2avllcxx",
"ResourceName": "XREpR",

"ResourceRegion": "ap-guangzhou",
"ResourceType": "QCS::CVM::Instance",
"ResourceZone": "",

"Tags": [],

"UpdateTime": "2024-11-28 16:08:36"

}

}

5. FRERIR

SDK
= API 3.0 IRETEREMNFARIAES (SDK) , XKZMEIZIES, sEEHENIER AP,

* Tencent Cloud SDK 3.0 for Python
* Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

WLTIAR

e Tencent Cloud CLI 3.0
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https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Config/V20220802/ConfigClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/config/v20220802/client.go
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Config/V20220802/ConfigClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/config/src/v20220802/ConfigClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
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6. THIxhY
AT RBI T RO S B BEXIRE, Efres

@Ellaeﬁz.'!
InvalidParameter

ResourceNotFound.ResourceNotExist
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> Tencent Cloud

k= 2HIRENEDIRY IR

SIFEFRTE: 2026-04-16 17:08:20

1. EZOfER

EET

EOEXE R config.intl.tencentcloudapi.com ,

MK = HIRERZRYIZR

BOIAROEKIMRRFI: 200R/%,

#FF{ER APl Explorer

REER

API Explorer 2t 7 AL . TRIVIE. SDK RIBEMMIRFNTIZOFEESN ., BRIEEE/XIERIEKRKREH
REIER AR BEER SDK EARG,

2. MINSE

SRR
Action

Version
Region
MaxResults

AccountGroupld

Filters.N

Tags.N

NextToken

OrderType
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https://console.intl.cloud.tencent.com/api/explorer?Product=config&Version=2022-08-02&Action=ListAggregateDiscoveredResources
https://intl.cloud.tencent.com/document/api/1164/66760
https://intl.cloud.tencent.com/document/api/1164/66760
https://intl.cloud.tencent.com/document/api/1164/66760
https://intl.cloud.tencent.com/document/api/1164/66760
https://intl.cloud.tencent.com/document/api/1164/66760#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://intl.cloud.tencent.com/document/api/1164/66772#Filter
https://intl.cloud.tencent.com/document/api/1164/66772#Tag

> Tencent Cloud

3. LS

SEBR KA iR
Array of .
ltems *1E

AggregateResourcelnfo

—n

~

NextToken String

B

M—iEK ID, HRSIHER, BXIEREBEIRE (
Requestld String ftt IR E SR BEHEIA AR
el AR B E R 1%

4. 51

A SRENERTIR
RERIRTIR

BN

POST / HTTP/1.1
Host: config.intl.tencentcloudapi.com
Content-Type: application/json

X-TC—-Action: ListAggregateDiscoveredResources
<PHIERSE>

"AccountGroupId": "ca-sdfsdfsdf",
"OrderType": "DESC",
"Tags": [
{
"TagKey": "TAGL",
"TagValue": "TAG3"

1,
"MaxResults": 1,
"Filters": [
{
"Values": [
"CvM"
1,

"Name": "resourceType
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B WFEAIEERE null, RTEAZIBRIE.

EET

KREHE
5RAR3KE Requestld) , &
5KH9 Requestld,
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https://intl.cloud.tencent.com/document/api/1164/66772#AggregateResourceInfo

> Tencent Cloud EET

}
I
"NextToken": "sdfsdfsdf456457rsft"
}
i 1 T 51
{
"Response": {
"Items": [
{
"ResourceOwnerName": "HEFR",
"ResourceStatus": "1",
"ResourceOwnerId": 1,
"Tags": [
{
"TagKey": "TAG2",
"TagValue": "33ATGS5"
}
1y
"ResourceType": "cvm",
"ResourceId": "ins-324234",
"ResourceCreateTime": "234234234234",
"ResourceRegion": "ap-hangzhou",
"ResourceName": "fRZ523",
"ResourceZone": "ap-guanghzou",
"ResourceDelete": 1,
"ComplianceResult": "COMPLIANCE"
}
1y
"NextToken": "0f6ac54682ee49d5b0",
"RequestId": "3d105d8-5820-434f-9fac-76f92"
}
}

5. FRE&RIR

SDK
= API 3.0 RIETECERMF R TESE (SDK) , XIFSMEIRIES, SEEHENEA AP,

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/config/v20220802/config_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/config/v20220802/ConfigClient.java

@ Tencent Cloud BEET

* Tencent Cloud SDK 3.0 for PHP

* Tencent Cloud SDK 3.0 for Go

* Tencent Cloud SDK 3.0 for Node.js
¢ Tencent Cloud SDK 3.0 for .NET

¢ Tencent Cloud SDK 3.0 for C++

WwLITIA
e Tencent Cloud CLI 3.0

6. fH1xh9

ATRFUE 7RO S5ZEERNEIRE, EMMERGFED AHEIRE,

HIRG R
InternalError AEREEIR
InvalidParameter IR,
ResourceNotFound.AccountGrouplsNotExist SEHREFE,
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https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Config/V20220802/ConfigClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/config/v20220802/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/src/services/config/v20220802/config_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Config/V20220802/ConfigClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/config/src/v20220802/ConfigClient.cpp
https://intl.cloud.tencent.com/document/product/1013/33463
https://intl.cloud.tencent.com/document/api/1164/66773#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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LB

ST EHRE: 2026-04-16 17:05:37

AggregateResourcelnfo

BRIIFIRESR

WA T4EOSI M ListAggregateDiscoveredResources,

B it
ResourceType String
ResourceName String
Resourceld String
ResourceRegion String
ResourceStatus String
ResourceDelete Integer
ResourceCreateTime String
Tags Array of Tag
ResourceZone String
ComplianceResult String
ResourceOwnerld Integer
ResourceOwnerName String

Annotation

A

EET

HIRBR

HIRID

ihigy

BIRRS

MR 1:EMER 0:ARMIER
HIREY T8

MR

ATAKX

BHURE

RIRFTEAFID

FA P HEFR

WA T™#EOS51A: ListAggregateConfigRules, ListConfigRules, PutEvaluations,
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@ Tencent Cloud BEET

HBFR it Wk R
Configuration ~ String & BRYRIEIREEE ., KENO~2561IFM, BIEBRIAESNESE
DesiredValue String £ BEHALERE . KENO~2561IFY, BB FESMEE

) RSB EMHAERE Z ENLERIZER . KEROV6UFR, BENX
Operator String & . R —T Ab AL

AN ERIHEE R I FERATRERN =

) LA B RRELEMARAIISONIRZR, KENO~2561UFE, BE

Property String B

SN _E RIS R ER A REN =

ConfigRule

MNIFE

WA T™#EOS| A ListAggregateConfigRules, ListConfigRules,

BFR
Identifier
RuleName

InputParameter

SourceCondition

ResourceType

Labels

RiskLevel

ServiceFunction

CreateTime

Description
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Array of
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String
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AN 5 ZR SR B,
BRRIREN,

MRS HEE B IRZE

N ET AR
y D ess2454
AR XS

2:FA X &
3: =X

RIS 9z B9 PRI £

Bl AT 8]
B YYYY-MM-DD h:i:s

FETPU
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AR

Status

ComplianceResult

Annotation

ConfigRulelnvokedTime

ConfigRuleld

IdentifierType

CompliancePackld

TriggerType

ManagelnputParameter

CompliancePackName

RegionsScope

TagsScope

ExcludeResourceldsScope

AccountGroupld
AccountGroupName

RuleOwnerld

ManageTriggerType
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String
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Annotation

String

String

String

String

Array of TriggerType

Array of
InputParameterForManage

String
Array of String

Array of Tag

Array of String

String
String

Integer

Array of String

EET

fEiR

ACTIVE: BB
NO_ACTIVE: &1t

&#: 'COMPLIANT'
AEM: 'NON_COMPLIANT'
ToSERFBFIN: 'NOT_APPLICABLE!

"]

LU (% B )
B YYYY=-MM-DD h:i:s

ANID

CUSTOMIZE: BENIN .
SYSTEM: 3EEM)

SMEID
fid R S HY
ScheduledNotification: FEEAfE .
IR

ConfigurationltemChangeNotification: 3

Y
SHEE

BRI
RExLhI
RERTREE

MNSHHEE ZIRIDFRL, BRI ZZRAIT
WA,

M= 4HID
M-SR = FR
M EREAFID
PRI 2 3502 /T
ScheduledNotification: EHAf%
5

ConfigurationltemChangeNotification: 3=

BfR
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Evaluation

BE XN 45

WA T3EO5| A PutEvaluations,

B it
ComplianceResourceld String
ComplianceResourceType String
ComplianceRegion String
ComplianceType String
Annotation Annotation

Filter

TIRTIRTHIE

4

rgl#

ali

Pl

Pl

el

17|

EET

f&

=

EMHERIRID, KENO0~2561F

EIHMERIREE,

XHFE

QCS::CVM:Instance. QCS::CBS::Disk.
QCS::VPC::Vpc. QCS::VPC::Subnet,
QCS::VPC::SecurityGroup. QCS::CAM::User.
QCS::CAM::Group. QCS::CAM::Policy.
QCS::CAM::Role, QCS::COS::Bucket

EHE IR
KERO~32PFRF
BMKE, HE:
COMPLIANT: &#1.
NON_COMPLIANT: R&H

AEMFZRIFTER .

WA OS5I A ListAggregateDiscoveredResources, ListDiscoveredResources,

BIR Eid wE ER

EWFERER RRBM:
resourceType HiEHIE: resourceRegion MIBRIRZ: resourceDelete ORI

resourceName RJEID: resourceld FjRZEH:

%, 1EMIFR resourceRegionAndZonelthis]/a] B X

Name String )

Values VOl x mgeenm
String

InputParameter

©2013-2026 BN =hRINFRE

5599 #105M



> Tencent Cloud EET

ZHE

WA TEOSI B ListAggregateConfigRules, ListConfigRules,

B i Wik R

ParameterKey String = B

Type String & SR EZERY: Require, AJIEZERL: Optional,
Value String S ZHE

InputParameterForManage

MUANZ

WA T O51A: ListAggregateConfigRules, ListConfigRules,

B it Wik R
ValueType String B B, BYE: Integer, FfFE: String
ParameterKey String & S Key
Type String & SRR PMEZERY: Require, AJIRZEAEL: Optional,
DefaultValue String B ZINE
Description String B ETHBUN

Resourcelistinfo

FZRIFIRER

WA T O51A: ListDiscoveredResources,
B it R
ResourceType String SRR
ResourceName String FIRBFR
Resourceld String HIEID
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B

ResourceRegion
ResourceStatus
ResourceDelete
ResourceCreateTime
Tags

ResourceZone

ComplianceResult

EET

i R

String Hhig

String TR

Integer 12 20 RBIER
String SR eI EATE)

Array of Tag mEER

String AKX

String BIVRE

SourceConditionForManage

EIRImALIN R

WA T#EOS| A ListAggregateConfigRules, ListConfigRules,

B it
EmptyAs String
SelectPath String
Operator String
Required Boolean

DesiredValue String

Diyvir

7]

7]

7]

17|

i

=

FMHRn=, GH: COMPLIANT, F&H:

H: NOT_APPLICABLE
B

IRETERM

SEUF

HALE{E

AN T2 O51 A DescribeDiscoveredResource, ListAggregateConfigRules,

ListAggregateDiscoveredResources, ListConfigRules, ListDiscoveredResources,
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B it Wik R
TagKey String S Fn%key
TagValue String £ Frz&value

TriggerType

M7 Fr il & 28 BY

WA T4EOSI A ListAggregateConfigRules, ListConfigRules,

B i) I IR
MessageType String = fi g B
MaximumExecutionFrequency String & fah /& BT ) FE) A
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> Tencent Cloud EET
/':I:I:
Ta1xig
BIAEFATE: 2026-04-16 17:07:59
Ab Ny
Ih&8ET AR
MRREILERPFE Error FER, MRRIEA AP #EOKW, F40:
{
"Response": {
"Error": {
"Code": "AuthFailure.SignatureFailure",
"Message": "The provided credentials could not be validated. Please check your si

gnature is correct."

Hy

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

}
}

Error ARy Code REHIRIE, Message RniZiEIZMNEMEE,

HIRIDYIR
NHEHIRTD
THIRD

ActionOffline
AuthFailure.InvalidAuthorization

AuthFailure.lnvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
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https://intl.cloud.tencent.com/document/product/378/12036
https://console.intl.cloud.tencent.com/cam/capi
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THIRD

AuthFailure.SignatureFailure

AuthFailure. TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient
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EREIR, ERITEEIR, BYRARAXHH
BE2HEXHENESZITHEITRE,
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DryRun &1, KFRIBEBRESEMINN, REZE
T DryRun &#4,

RIER,

REREEIR .

BOREFE.

SRR (AFESERN. REEHR) .
SHEEEIR,

AKX body B multipart & 1R,

IP it B EAE AR,

IP It R ER R BT,

BT ECERPR S .

P RmANFE
BORATFE,
TEREGREGEBIE T SRR R
EMKS I SARBRE

IP BRSTL,

EMKSIRIA.
BEREEBIREI AN,
RS,

RIEARRE.
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https://intl.cloud.tencent.com/document/product/598
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EHIRIG

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable

UnauthorizedOperation

UnknownParameter

UnsupportedOperation

UnsupportedProtocol

UnsupportedRegion

Al S5 E1RED

THIRD

ResourceNotFound.AccountGrouplsNotExist

ResourceNotFound.ResourceNotExist

ResourceNotFound.RulelsNotExist
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