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Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or
distribute in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior

written consent.

Trademark Notice

¢ Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group,
including its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third parties

referred to in this document are owned by their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and
services only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or
services are subject to change. Specific products and services and the standards applicable to them are

exclusively provided for in Tencent Cloud's applicable terms and conditions.
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Practical Tutorial
Use Cloud Firewall with Other Products

Last updated: 2025-10-24 15:14:43

Cloud Firewall can be used with Anti-DDoS Advanced, Web Application Firewall (WAF), and Security Group

for protection:

@ Internet @ Internet
Anti-DDoS Advanced & Edge firewall
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n B NAT firewall
HTTPS encrypted traffic Unencrypted traffic
v ¥
Outbound traffic
o WAF & Edge firewall (CVM private IP) Out
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For inbound traffic

Cloud Firewall and WAF work together as the overall perimeter protection layer for cloud security.
WAF offers protection for encrypted HTTPS traffic, while Cloud Firewall integrates threat

intelligence, intrusion prevention system (IPS), and virtual patching to protect unencrypted traffic.

SaaS WAF and the edge firewall work in parallel. After the traffic passes through the SaaS WAF, it
does not goes through the edge firewall. However, the traffic can go back to the source DNAT IP of
the NAT firewall.

CLB WAF is deployed after Cloud Firewall. Traffic goes through the edge firewall before CLB WAF.
If Tencent Cloud CDN is used, traffic that goes back to CLB or CVM still passes through the edge

firewall.
For outbound traffic

The NAT firewall can help control outgoing requests based on CVM and control access based on
domain name. With Tencent Threat Intelligence, it can automatically block any malicious IP

addresses or domain names for outgoing requests.
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If the NAT firewall is not enabled, access control for outbound traffic is only available with the edge
firewall after the traffic goes through the NAT gateway. From the perspective of Cloud Firewall, the

traffic comes from a public IP address.

Since Cloud Firewall and Security Group are standalone systems, traffic is allowed only when it is allowed

by the policies of both systems.

Cloud Firewall Enterprise offers enterprise—grade security group features, which allow flexible access

control and blocked request logging between VPCs, subnets in a VPC, and IDC direct connections.

@® Note

Cloud Firewall offers protection based on public IP addresses, so you can enable it according to
your demands:
Only enable protection for certain assets to save costs. We recommend that you enable
protection for all your cloud assets to prevent intrusion from non-essential assets if your budget

permits.

If only the web services of your cloud assets are exposed and they are protected by WAF, you
can just enable outgoing request protection. This way, Cloud Firewall is used with WAF for

overall network protection to secure both inbound and outbound connections at a lower cost.

Cloud Firewall has been used in gaming, e—~commerce, and many other large—scale scenarios
that require a bandwidth of dozens of Gbps. If your business traffic demands exceed 1 Gbps,

contact our business manager for a custom business solution.
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CFW Anti—Mining Practice Tutorial

Last updated: 2026-08-06 15:48:30

This document describes how CFW defends against common crypto—mining worm attacks in real-world
cloud environments. The description focuses on three aspects: defense, detection, and rapid containment

after an intrusion.

Prerequisites

Defense against crypto—mining worm attacks is implemented through the Intrusion Defense module of CFW.
Currently, the Premium, Enterprise, and Ultimate editions all support the Intrusion Defense feature, which can
defend against crypto—mining attacks. However, common crypto—mining attacks are typically launched from
hosts in the private network after they are infected with malware such as trojans or botnets. To accurately
locate the at-risk hosts within the private network, you need to enable the NAT Firewall feature. Therefore, it

is recommended that your CFW edition be Premium, Enterprise, or Ultimate.

How Mining Worms Spread

Crypto—mining worms primarily spread by exploiting network vulnerabilities. Vulnerabilities are generally

categorized into common vulnerabilities and 0-DAY/N-DAY vulnerabilities.

Common Vulnerability Exploitation

Crypto—mining worms typically exploit common vulnerabilities that are widespread in applications or
websites, such as code flaws, configuration errors, and weak passwords in business systems. They launch
persistent scanning and attack activities over the internet to infect hosts. Common attack methods that
leverage these generic vulnerabilities include: SSH/RDP brute—force password cracking, command injection
attacks, credential stuffing attacks, Webshell communication, and connections to malicious external hosts.

Common intrusion methods via generic vulnerabilities are shown in the following table:

Intrusion Type Representative Family Typical Intrusion Method
Brute—force Attack MyKingsMrbMinerLoggerMinerGuardMinerDD MongoDB brute—force
Category G RDPMiner attack

SSH brute—force attack

Tomcat brute—force
attack

MySQL brute—force
attack
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Zero-Day/N-Day Vulnerability Exploitation
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PostgreSQL brute—force
attack

SQL Server brute—force
attack

FTP brute-force attack
RDP brute—force attack
SMB brute—force attack

Telnet brute—force
attack

After a 0-DAY or N-DAY vulnerability is disclosed, if it remains unpatched during the temporary window

before a fix is available, it can easily lead to widespread propagation and infection, causing significant

damage to applications or business operations.

Common 0-DAY/N-DAY vulnerabilities primarily include: WebLogic vulnerability exploitation,

deserialization vulnerability exploitation, EternalBlue, Tomcat remote code execution vulnerabilities, and

others.

Common intrusion methods that exploit 0-DAY/N-DAY vulnerabilities are shown in the following table:

Intrusion Type Representative Family
Syst
ystom . WannaMine
Vulnerability
Application 8220MinerBashMinerkworkersMin
vulnerabilities erTraceMinerCarbonMiner
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Typical Intrusion Method

MS17-010 EternalBlue (CVE-2017-0143)

Confluence Remote Code Execution
Vulnerability (CVE-2021-26084)

Confluence Remote Command Execution
(CVE-2019-3396)

Gitlab exiftool Remote Command Execution
Vulnerability (CVE-2021-22205)

Apache NIFI Remote Code Execution
Vulnerability (CVE-2020-9491)

Yonyou NC Remote Code Execution
Vulnerability (CNVD-2021-30167)
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How CFW Defends Against Mining Worms
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Docker Remote API Unauthorized Access
Vulnerability (CVE-2019-17671)

YAPI Remote Code Execution Vulnerability

Log4j2 Remote Code Execution Vulnerability
(CVE-2021-44228)

Jenkins Unauthorized Command Execution
Vulnerability (CVE-2017 -1000353)

Weblogic Remote Execution Vulnerability
(CVE-2021-2109)

Hadoop Yarn Unauthorized Access
Vulnerability

CFW performs real-time detection on traffic passing through it. If malicious characteristics, such as those of

crypto—mining worms, are detected in the traffic, CFW can automatically block it to defend against crypto—

mining worm attacks. This defense is specifically reflected in the following two aspects:

Defending Against Common Vulnerabilities

Attacks that exploit generic vulnerabilities are often carried out through methods such as RDP/SSH brute—

force cracking and system command injection. You can defend against such attacks using the Basic Defense

module within the Intrusion Defense feature of CFW. Basic Defense incorporates intrusion detection rules

accumulated from Tencent Cloud's extensive experience in offensive and defensive security practices. These

rules cover common network attack types and malicious code. The details are as follows:

©2013-2026 Tencent Cloud. All rights reserved.
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Intrusion prevention rules

ALL Effective Scope v ZQ Rule type: Basic Protection...

RuleID | Rule type T Rule name Attack type 7 Severity Action ) T
» 551101 Basic Protection... Proxy tunneling Malware m Observe v
» 551100 Basic Protection... Proxy tunneling Malware m Observe v

» 551098 Basic Protection... Proxy tunneling Malware m Observe v
» 551098 Basic Protection... Proxy tunneling Malware m Observe v
» 551097 Basic Protection... Proxy tunneling Malware m Observe v
» 551096 Basic Protection... Remote access Trojan Exploit Attack m Block v
» 551095 Basic Protection... Remote access Trojan Exploit Attack m Block v
» 551094 Basic Protection... Remote access Trojan Exploit Attack m Block v
» 551093 Basic Protection... Remote access Trojan Exploit Attack m Block v
» 551092 Basic Protection... Remote access Trojan Exploit Attack m Block v

Enable the Basic Defense feature to defend against attacks from crypto—-mining worms that exploit
generic vulnerabilities. The specific steps to enable it are as follows:

1. Log in to the CFW console. In the left-side navigation, click Intrusion Defense.

2. On the Intrusion Defense page, click C’ to enable the Threat Intelligence and Basic Defense switches,

and select the protection mode as Block Mode or Strict Mode.

@ Note:

©2013-2026 Tencent Cloud. All rights reserved. Page 9 of 16


https://console.tencentcloud.com/cfw/asset

> Tencent Cloud Tencent Cloud Firewall

In Observation Mode, detected crypto—-mining worm activities are not automatically blocked
but are recorded in the Alarm Center.

In Block Mode, the Threat Intelligence module supports automatically blocking unauthorized
external connections, and the Basic Defense module supports automatically blocking high—
confidence alarms.

In Strict Mode, any alarms detected by the Threat Intelligence and Basic Defense modules are

automatically blocked or added to the blocklist.

Threat Intelligence O View details Basic Rule D View rules

Built-in Tencent Security's comprehensive threat intelligence detection accurately identifies and automatically updates malicious Intrusion detection rules accumulated from long-term attack and defense practices on the Tencent Cloud platform. They cover
source IP addresses and dangerous domain names in real-time. common network attack types and malicious code, with high detection rates and low false positive rates.

Supports automatic false positive scanning, removing false positives and expired IP addresses from the block list Tencent Security Threat Intelligence Center continuously operates the detection rules.

Virtual Patch () View rules Security baseline () View rules
Provides protection against popular vulnerabilities, common vulnerabilities, and high-risk vulnerabilities through hot patching, without Observe the Internet access during the specified period, and set up the IP/domain name baseline accordingly. When the baseline is
the need to restart the service or install actual patches in the business system. set, an alert is triggered whenever there are access request from new IPs/domain names.

Supports automatic update detection rules for 0-day vulnerabilities at an hourly level.

Protection Mode Observe 19 Block 51 () Strict52 Advanced settings Poweredby: @ @ ®

3. On the Intrusion Defense Logs page, you can view the details of intrusion logs.

Intrusion Prevention Log

Allassets v 2026.07-3100:00:00 - 2026-08-06 23:59:59 [
Inson  Servercompromised  Latea movements Honeypet
v ssscrue v Wifewies v -
Attack type T Severltylevel 7 Aftackresult ) ¥ Access Source (Mine) Source Port Access destination (External) Destination port  Protocol T ProxyIP () Occurrence Time. Polley T Source T Firewall type T Operation
Crypromiing btnet
rypominng Fated sse s Top - 20260806 15:10:50 ek | sasorue View dtal
Crypromiing bnet
yomiing Faied assr2 a3 op . 202608.08 150709 Osiock | sascrue Vi sl
Crypromining bonet
- S High Failed 3770 443 Tcp B 2026-08.06 16:07:07 OBlock Basic Rule View detal
Crypromining bonet
it hei, High Falled 33722 4e3 Tcp R 2026-08.06 15:07:06 ©Block Basic Rule View detail
Crypromiing bnet
ypominng Fated seass P Top - 20250806 16:3819 Ok | Basicrue Viewdetl
Crypromiing bonet
ypmiing Faied saos w0 Top E 20260806 143635 Ooiosk | BascRue e et
Crytomining botet
fypromining botnel High Failed 53652 443 TP B 2026-08.06 14:36:33 OBiock Basic Rule View detail

Defending Against Zero-Day/N-Day Vulnerabilities

If popular 0-DAY and N-DAY vulnerabilities are not patched in a timely manner, the risk of being exploited
and infected by crypto—mining worms is high. CFW leverages the Tencent Cloud Intelligence Center to obtain
vulnerability intelligence in real time. This enables CFW to promptly discover 0-DAY and N-DAY
vulnerabilities, acquire their Proof of Concept (POC) details at the earliest opportunity, and implement them
to build a virtual patch rule library. This process allows CFW to gain a critical time advantage in the offensive

and defensive battle against hackers. The details are as follows:
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Intrusion prevention rules

Reset all

Rule D |}
» 551294
» 551078
» 551077
» 551076
» 551074
» 551073
» 551072
» 551071
» 551070
> 551067

ALL Effective Scope v

Rule type T

Virtual patch rules

Virtual patch rules

Virtual patch rules

Virtual patch rules

Virtual patch rules

Virtual patch rules

Virtual patch rules

Virtual patch rules

Virtual patch rules

Virtual patch rules

Q Rule type: Virtual patch rules

Rule name

Fastjson - Remote
Code Execution

WordPress exploit

WordPress exploit

Redis exploit

Spring exploit

WebLogic exploit

Spring exploit

WordPress exploit

WordPress exploit

Third-party component

exploit

Attack type T

Exploit Attack

Exploit Attack

Exploit Attack

Exploit Attack

Exploit Attack

Exploit Attack

Exploit Attack

Exploit Attack

Exploit Attack

Exploit Attack

Severit)

High

High

E
w
-

High

High

High

Tencent Cloud Firewall

Action () T

Observe v

Block v

Block v

Block v

Block v

Block v

Block v

Block v

Block v

Observe v

Enable the Virtual Patch switch to defend against crypto—mining worm attacks that exploit 0-DAY/N-DAY

vulnerabilities. The specific steps are as follows:

1. Log in to the CFW console. In the left-side navigation, click Intrusion Defense.

2. On the Intrusion Defense page, click C’ to enable the Virtual Patch switch, and select the protection

mode as Block Mode or Strict Mode.

©2013-2026 Tencent Cloud. All rights reserved.
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Threat Intelligence Q View details Basic Rule o View rules
Built-in Tencent Security's comprehensive threat intelligence detection identifies and updates malicious Intrusion detection rules accumulated from long-term attack and defense practices on the Tencent Cloud platform. They cover
source IP addresses and dangerous domain names in real-time. common network attack types and malicious code, with high detection rates and low false positive rates.

Supports automatic false positive scanning, removing false positives and expired IP addresses from the block list. Tencent Security Threat Intelligence Center continuously operates the detection rules.

Virtual Patch C View rules Security baseline C View rules
Provides protection against popular vt common and high-risk vt through hot patching, without Observe the Internet access during the specified period, and set up the IP/domain name baseline accordingly. When the baseline is
the need to restart the service or install actual patches in the business system. set, an alert is triggered whenever there are access request from new IPs/domain names.

Supports automatic update detection rules for 0-day vulnerabilities at an hourly level.

Protection Mode Observe 19 @ Advanced settings Poweredby: @ @ @

3. On the Intrusion Defense Logs page, you can view the details of intrusion logs.

Intrusion Prevention Log

Alassets v 2060731000000 - 2026080620595 {5
Intrusion Servercompromised Lateral movements  Honeypot
Al poicies v Vitalpatcn v Aifrewalypes v a
Attack type T Severity level T Attack result () T Access Source Source Port (Mine) Protocol T Proxy IP Oceurrence Time Policy T Source T Firewall type 7 operation
Gommand injecton
b High Falled 47840 80 HTTP - 2026-08.06 15:05:11 OBlock Virual Patch Internet Serlal Firewall View details
wuerabilty atack Network Detection and
v == Atempt a012 B HrTP E 20260606 145542 0 Aert vitual Patch e View details
Sensiive File Access
["icn | Failed 204 8050 wrTe E 20260806 140813 Osiosk | vinualaicn Intermet Seral Firewa View detals
Sensiive il Access
[ icn | Falls ara a0%0 HrTe . 20260606 140750 Osiock | vitualPaten Inleret Sertal Frewall  View detats
Gommand njct
ommand nfcton Faled saoz2 @ wrre . 20260806 132803 Osock | VirualPatcn ineet Seal Frewall  view detas
Bad Robat
2d ot = Fates s @ wrre . 2026.00.06 130507 OBock | it paten et Sera Fiewall  view detas
Command injecion
’ ["icn | Falled 33592 B wrTe - 20260806 120303 Osiosk | viualaicn Intemet Serial Frewall  View detas

How CFW Detects Mining Worms

Tencent Cloud Threat Intelligence can detect malicious outbound traffic in real time. It incorporates Tencent
Security's global threat intelligence detection to accurately identify traffic accessing malicious source IPs or
dangerous domains, with updates occurring automatically within seconds. For both public network and
private network assets, all traffic passing through CFW is inspected. If crypto—mining worm attack traffic is

detected, the host is marked as compromised and displayed in the Alarm Center.

Attackalerts  Aftack Interception Statistics  Honeypot events
Al assets v 2hows | Tdays | 20260730 162342 - 2026.080616:2342 [
Attack alerts Top 10 Most Alerted IPs

Pending events © Network scan detection Valnerabilty explots

1.9« 6.1 kimes 4.2 cimes

07301500 0721 2100 03020300 08.03 0900 08.04 1500 05.052100

Security baseline (Out) Network scan  (208) Brute force. Delivery (6) Exploit (999+) Command & control (2) Lateral movements (6) Outgoing access
Notresobved v Algieclons v IntemelSeralFrew.. v alalackresus v E) co® &
Attack type ¥ Severity level 7 Access Source Sourcs Port Access destination Destination port Protocol 7 Oceurrence Time 4 Source ¥ Alert counts ¢ Firewall type 7 Attack result Operation @

2grab Scaning Too Err
. [ iedun | seo04 w0 wrre 2026.08.08 151008 Basic Rl | e . bypass tlock Iy

How to Use CFW for Rapid Containment After a Breach

If a server has been successfully compromised by a crypto—mining worm, you can use CFW to quickly locate

the at-risk hosts, and then use Cloud Workload Protection to scan and remove the malware from the
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infected hosts. This helps prevent risks such as malicious file uploads by hackers and information leakage.

o For public network assets, the Internet Boundary of CFW can identify them. If a public network asset is

infected by a crypto—mining worm, Threat Intelligence can immediately locate the compromised asset,

and automatically block the threat.

Atack alerts  Attack Interception Statistics  Honeypot events.

Alassets

Blocked attacks

Blocked by the blocklist

164.8 cimes

Inbound  Lateral movements  Outbound
Notresobved v Intemet Serlal Frew... v
Severity level ¥ Attack result

Attack type 7 Access Source (External)

ot
!

Block brute-force attacks

0 trmes

Access destination (Mine)

Vulnerability exploits

548 ires

Destination port  Protocol 7

20 HTTP

24 hours Tdays | 20260730 152054  ~2026.08.06 152450 [

Destination port

Blocked Attack IPs  Locatlon

Oceurrence Time 1 Source 7 Firewall type 7

2026.08.06 15:05:11 Virtual Patch

o For private network assets, which require address translation to access the Internet, CFW can only

locate the translated public IP address. Therefore, if a private network asset is infected by a crypto—

mining worm, you need to add the private network asset to the NAT Firewall. The Alarm Center will then

alert you that the translated public IP address has accessed a mining pool's IP address or domain. You

can then use that IP address or domain to search the traffic logs of the NAT Firewall to identify which

specific private network asset is exhibiting the crypto—-mining worm behavior, thereby achieving the goal

of locating the source host.

Attack alerts  Attack Interception Statistics  Honeypot events.

Blocked attacks

Blockad by the blocklist

164.8 cines

Notresobved v Intemet Serial Frew... v

Attack type ¥ Severitylovel 7 Attack result () Access Source (External)

‘Command Injection
High

Block brute-force aftacks

0 imes

Access destination (Mine)

Vulnerability exploits

548 ine

Destination port  Protocol ¥

& HTTP

Jthows | Tdas | 2026.0730152054 - 20260806 152054 £

Destination port

Blocked Attack IPs  Localion

Q S OB & envew

Occurrence Time 1 Source 7 Firewall type 7 Blocked attacks 1 Operation ©

2026.08.06 15:05:11 Viual Pateh interme Serial Frewal 1 Bypass  Block  Ignore

o Proactively configure Access Control rules for blocking. When Intrusion Defense detects which host has

initiated crypto—mining behavior to the Internet, if it is a public network asset, you can configure a

blocking rule in Access Control > Internet Border Rule > Outbound Rule.

o If itis a VPC asset, you can configure a blocking rule in Access Control > NAT Border Rule > Outbound

Rule.
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Inter—VVPC Firewall Practice Tutorial

Last updated: 2024-09-06 17:57:45

VPN Cloud Migration Scenarios

User requirement: Adopt VPN connections for Office Network and Public Cloud, with core business and
data residing on the public cloud. Security monitoring of the office network is lower than the production

network.

Business challenge: When the local office network is compromised due to attacks such as phishing,

attackers can easily attack core business on the cloud via VPC Private Line.

Solution: Integrate Inter—-VPC Firewall and enable intrusion defense block mode to automatically block

and monitor the office network's access to cloud services, intercepting scanning and attack traffic.

Practical configuration: See Create Inter—VPC Firewall f for configuration, select CCN mode for

integration, select Auto for Inter—-VPC Firewall, and select Point to point for the routing mode.

Hybrid Cloud Scenario

User requirement: The client has multiple local IDCs that are interconnected via CCN and uses private
lines to connect to Public Cloud VPC.

Business challenge: When certain IDCs are isolated to prevent accessing public cloud services, it is also

necessary to prevent lateral movement to the cloud if a local IDC is compromised.
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Solution: Integrate Inter—VPC Firewall and enable Intrusion Defense. Set access control rules to block
certain IDCs' source addresses.

Practical configuration: See Create Inter—VPC Firewall for configuration, select CCN mode for
integration, select Auto for Inter—VPC Firewall, and select Point to multipoint for the routing mode (if

there are fewer local IDCs, point to point can be selected).

Cross—Account Peering Connection Scenario

User requirement: User B's cloud business needs to retrieve data from User A and User C, with a

requirement for data inflow only.

Business challenge: User B VPC need to access User A and User C VPCs, but to ensure data security,
User A VPC and User C VPC need to be blocked from accessing User B.

Solution: Integrate Inter—-VPC Firewall and configure access control rules to block all traffic destined for
User B VPC.

Practical configuration: See Create Inter—VPC Firewall for configuration, select VPC mode for

integration, select Auto for Inter—-VPC Firewall, and select Point to point for the routing mode.
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FAQs

Does Integrating an Inter-VPC Firewall Affect Business?

There will be a very brief interruption during integration. It is recommended to choose a less busy period for
this. CFW can provide R&D support, and based on experience, the integration of the Inter—VPC Firewall has

minimal impact on the business. If concerned, you can try it in a test environment.

Can Security Groups Replace Inter-VPC Firewall?

Inter—-VPC Firewall can perform log audits, observe rule matched and allowed traffic. However, server security
groups do not have this feature. Additionally, the intrusion defense feature of the Inter—-VPC Firewall can
address threats in the traffic, monitor scanning traffic and attack traffic, while security groups do not have

this feature.
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