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Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or
distribute in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior

written consent.

Trademark Notice

¢ Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group,
including its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third parties

referred to in this document are owned by their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and
services only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or
services are subject to change. Specific products and services and the standards applicable to them are

exclusively provided for in Tencent Cloud's applicable terms and conditions.
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Product Introduction
Product Overview

Last updated: 2026-07-27 16:37:42

What Is CFW?

Tencent Cloud Firewall (CFW) is a SaaS-based firewall designed for public cloud environments. It currently
provides users with internet boundary protection and addresses unified management and Log Auditing for
cloud-based Access Control. While offering traditional firewall features, it also supports multi—-tenancy and
elastic scaling in the cloud. CFW serves as the network security infrastructure for migrating user services to

the cloud.
Product Features

Cloud Firewall Overview

CFW provides a unified network Access Control Center for users. On the Console Overview page, users can
clearly and intuitively view firewall-related content, which includes the following modules:
Asset Protection Overview: Displays the quantity of user public network assets, private network assets,

exposed ports, and security events, and provides users with vulnerability intelligence for reference.

Firewall Status Monitoring: Displays the peak bandwidth values for the internet boundary and the NAT
boundary over the past 7 days.

Traffic Statistics: Displays the inbound and outbound traffic volume, as well as the total traffic volume,
within a time range from 24 hours to 6 months.

Security Policy Configuration: Displays the number of Access Control rules, the remaining quota, and
the security policies adopted for Intrusion Defense for the internet boundary, NAT boundary, and VPC

boundary.

Log Storage Statistics: Displays the total log memory, current memory, and remaining available capacity.

Cloud Firewall Switch

Internet Firewall Toggle: The system automatically identifies the public IP addresses, associated
instances, and bound assets of cloud tenants, and manages Access Control protection at the public IP
address granularity through the CFW toggle. Currently, CFW supports BGP public IP addresses (tri-
carrier |P addresses are not supported, similarly hereinafter). Through the public IP address list (asset
list) in the CFW toggle, users can quickly view the existing outbound or inbound rules associated with

each public IP address and perform unified management via the Access Control module.

VPC Firewall Toggle: The system automatically identifies the number of VPCs within a cloud tenant's

private network, along with their connectivity status and methods, and presents this information through
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a visual VPC network topology view. When using the VPC Firewall for the first time, you need to enable
the unified VPC Firewall toggle. After the toggle is enabled, the system automatically configures sub—
firewalls for all pairwise relationships between interconnected VPCs. You can enable or disable these

sub-firewalls and also configure Access Control rules based on the pairwise relationships between VPCs.

NAT Firewall Toggle: The NAT Firewall is a virtualized firewall. Its principle is similar to that of a NAT
Gateway. The NAT Firewall provides network address translation capabilities, as well as security auditing
features such as Access Control and log retention.

After a NAT firewall instance is activated and created, the system automatically identifies the subnets
within the VPC in the selected region. Users only need to locate the subnet to be connected and enable
the firewall switch. The system then automatically modifies the subnet route to redirect the Internet traffic
of the subnet to the NAT firewall. Users can configure access control lists on the NAT firewall to filter out
and manage traffic.

Asset center

The Asset Center allows you to view and manage the relevant data and information of each asset. By
reviewing the details of the TOP5 core assets, the TOP5 high-risk assets, and all your public network assets,
private network assets, and VPCs, you can better control the asset status, manage assets, and predict and

prevent security incidents.
Alarm Center

The Alarm Center allows you to view alarm events triggered when assets are under network attack. After you
configure all the required security policies for CFW in the Access Control, Intrusion Defense, and Security
Baseline modules, you can perform security Ops for network boundary protection by continuously monitoring
alarms from CFW.

Traffic Center

The Traffic Center is a visual information page that categorizes traffic based on internet outbound and
inbound traffic, as well as inter—VPC traffic access. It is divided into sections for external access statistics,

active outbound connections analysis, and inter—-VPC activity.

Access Control

Access Control rules are a collection of security policies, defined in the form of five—tuples and arranged in a
list. For each data flow passing through the internet boundary, CFW matches the five—tuple information
according to the execution order of the rule list. If a matching data flow is found, the corresponding
operation is performed on that data flow according to the action of the hit rule. This meets tenants' needs
for Access Control protection of public IP addresses and fulfills users' requirements for security Ops auditing
through log recording. The Enterprise Security Group addresses protection scenarios between VPC subnets,
between VPCs, and across hybrid cloud dedicated lines. By maintaining the configuration habit based on

five—tuples, it becomes easier to manage and control security group configurations.
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Intrusion Defense

CFW automatically identifies unknown risks beyond the access control rules based on its protection mode. It
conducts intrusion prevention rule detection on the north—south traffic of public network IP addresses. It also

prevents vulnerabilities in CVM from being exposed to the Internet.

Network honeypot

The Network Honeypot service is a simulated business system that does not actually host any real business.
After being exposed in a tenant's network through probes, if it is triggered by an attacker, it actively records
attacker information and traces attack methods. This provides accurate attacker intelligence and
countermeasure tracing capabilities for the defense of real business. In guarantee for important periods

scenarios, it buys sufficient time for real business to achieve the goal of successful defense.

Security Baseline

A security baseline refers to a process where CFW observes traffic access over a certain period to generate
a preliminary list of IP addresses or domains. Users can then maintain this baseline list by adding or
removing IP addresses or domains based on security scores, associated security events, and network access

conditions, thereby forming the final security baseline.
Log Audit

CFW provides a rule hit log recording feature that retains data for 7 days. This feature records all network
traffic processed by firewall actions and the corresponding effective rules, assisting security Ops personnel
in audit work. When network connection failures or similar issues occur, you can quickly troubleshoot and fix
them by searching the logs. Additionally, you can view operation history from the past 30 days, which
improves the work efficiency of enterprise and network security administrators and reduces management

costs.
Log Analysis

In Log Analysis, you can view the details of all traffic logs stored over the past 6 months by the CFW
associated with your login account. Additionally, Log Analysis supports log search and query based on

search statements and provides reporting and statistical analysis services.

Address Template

This feature provides users with a more convenient and faster way to manage IP addresses and domains in
batches. In the address template, users can create IP address or domain templates, add multiple IP

addresses or domains, and then match the created templates with relevant rules in Access Control.
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Product Strengths

Last updated: 2026-07-30 15:56:03

Easy to Enable and No Deployment Required

CFW uses the software—defined networking (SDN) technology to provide a SaaS firewall on the public cloud,
ensuring automatic identification of cloud assets and one-click enabling/disabling of the firewall service. It
can be used with simple policy configurations and provides CFW features without deployment costs (when

compared with traditional hardware deployment).

High Stability and Reliability, and Smooth Expansion

CFW has a primary—secondary disaster recovery mechanism to ensure stable and reliable performance. At
the same time, it fully leverages the strengths of SaaS services to support elastic scaling of bandwidth,

assets, and storage, enabling on—-demand assignment and smooth scaling.

Unified Management and Control, High Efficiency, and Ease of Use

CFW provides unified access control and security isolation capabilities for traffic between the Internet or

VPCs. In addition, it also offers a unified access control plane for users.
Internet boundary access control: Based on the access control rules configured for public IP
addresses, CFW can be used to block or observe threatening access destination traffic, and prevent
external threat access sources from launching attacks on cloud assets.
NAT firewall access control: Access control rules are configured based on private network assets to
perform traffic control and security protection, blocking abnormal external connections.
VPC boundary access control: Based on the access control rules configured between VPCs within a
tenant, CFW can be used to control access behaviors between VPCs, achieving security isolation
between VPCs.
Enterprise Security Group: It retains the configuration habits based on the five—tuple, facilitating the
management of security group configurations. It meets the protection requirements for scenarios
between VPC subnets, between VPCs, and across hybrid cloud dedicated lines. In addition, it
supports block logs, enabling you to easily build a DMZ zone on the cloud.

CFW adheres to the rule configuration modes of traditional firewalls and combines the use cases of

security Ops personnel, which helps reduce your learning costs and improve usability.

Cybersecurity Classified Protection Compliance Service and Log Audit

CFW helps meet the requirements for boundary protection and Access Control specified in the Multi-

Level Protection Scheme (MLPS).
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Rule hit logs: When an access control rule takes effect and is hit, CFW will record the five-tuple
information of the hit traffic and provide the corresponding rule to facilitate your security Ops. When a
fault occurs, you can rapidly troubleshoot and fix it based on log retention.

User operation logs: Record the user operation information in CFW, including login operations of all
accounts, CFW toggle operations, and operations such as adding, deleting, and editing rules. User

operation logs help improve management efficiency and reduce management costs.
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Use Cases

Last updated: 2026-07-24 08:30:23

Outbound Access Control

Outbound Access Control is a scenario from inside to outside. When you need to block a CVM on the cloud
from accessing a specific external address or domain name, you can configure outbound Access Control

rules for all public IP addresses that require management to meet your security requirements.

Inbound Access Control

Inbound Access Control is a scenario from outside to inside. When you need to block a specific external
address from accessing a CVM on the cloud, you can configure inbound Access Control rules for all public IP

addresses that require management to meet your security requirements.

Hit Log Audit

When you need to audit the hits of the access control rules of CFW or trace the effective rules in case of
failure, you can use the rule hit log audit feature of CFW for quick log audit and failure recovery, improving

your security Ops efficiency and reducing Ops costs.

Operation Log Audit

When you need to manage operations on CFW, you can use the user operation log feature of CFW to quickly
locate the operation time, operation content, and operation account, meeting your management

requirements.
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Protection Specifications

Last updated: 2026-07-27 16:47:46

Tencent Cloud Firewall

The following section describes the performance limits of different types of Tencent CFW features:

Metric Internet Firewall
Throughput 100 Gbps+
(Gbps) (horizontally scalable)

Within the same AZ:
Latency (ms) <1 ms; across AZs:
millisecond-level.

Maximum New

Sessions 50,000+
(count)

Concurrent

Connections 10,000,000+
(count)

Policy Capacity

. 1,000,000+
(quantity)

@ Note:

©2013-2026 Tencent Cloud. All rights reserved.

NAT Firewall

20 Gbps

Within the same AZ: <1
ms; across AZs:
millisecond-level.

10,000+

4,000,000+

1,000,000+

VPC Firewall

100 Gbps+ (horizontally

scalable)

Within the same AZ: <1
ms; across AZs:
millisecond-level.

50,000+

10,000,000+

1,000,000+

To scale protection performance to its limit, you must purchase sufficient north-south bandwidth

and VPC firewall bandwidth based on your service bandwidth requirements.
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Relevant Concepts

Last updated: 2026-05-12 17:18:43

Internet Boundary

The internet boundary refers to the boundary between the internet and the Tencent Cloud private network.
Internet boundary traffic refers to the traffic communicated between cloud assets and the internet, also
known as north—south traffic.
North—south traffic must be traffic between public IP addresses. Based on direction, it can be further
categorized into "outbound traffic" and "inbound traffic":

Outbound traffic: traffic initiated by cloud assets to the internet via their bound public IP addresses.

Inbound traffic: traffic initiated from the internet to the public IP addresses of cloud assets.

Internet Firewall

The Internet Firewall is a firewall that inspects north—south traffic and is a cluster-based firewall. It takes
effect between the assets associated with your EIPs and the external internet. Its working principle is

illustrated in the following diagram:

@ Internet
A &
. Tencent | I

Cloud Disable Internet @ Enable Internet
Boundary Firewall Boundary Firewall

Vo
Elastic Public IP
|

Associated Assets

MNAT VPN Other

CLB  Gateway Gateway Types

The internet boundary firewall supports access control and log auditing, and comes with a built—in intrusion
prevention module. It requires no complex network connection configuration or image file installation, and

supports immediate use, default cluster deployment, and smooth performance expansion.

NAT Firewall
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The NAT Firewall is a firewall that manages private network assets. It supports proactive outbound

connection control at the CVM level and can locate internal CVMs that initiate malicious outbound

connections. Its working principle is illustrated in the following diagram:

o Add Mode: If there is no NAT Gateway in the current region, this mode enables specified instances to

access the internet through the firewall by leveraging the built—in NAT feature of the NAT Firewall.

'
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Boundary Firewall
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= Gateway

&
MNarth-South Traffic

v
Subnet

Cloud Cloud
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VPC-to-VPC

MNorth-South Traffic

£ Internet Boundary Firewall

+

Enable NAT
Boundary Firewall

.

@ NAT Bou ndary
Firewall
' N

Morth-South Traffic
VPC2

v
Subnet

Cloud Cloud
Assets Assets

o Access Mode: If a NAT Gateway already exists in the current region, or if you wish to keep the egress IP

address for public network access unchanged, you can use this mode to smoothly integrate the NAT

Firewall between the NAT Gateway and the CVM instances.
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The NAT Firewall supports traffic control and security protection for private network assets, and also

supports network traffic forwarding based on SNAT and DNAT.

Virtual Private Cloud (VPC)

A Virtual Private Cloud (VPC) is a logically isolated network space that you customize on Tencent Cloud,
similar to a traditional network you operate in a data center. The service resources hosted within a Tencent
Cloud VPC are your Tencent Cloud resources, including CVMs, CLBs, cloud databases, and more.
VPC provides you with:

Elastic IP: Allows Internet access.

Peering Connection: Enables interconnection between VPCs. For details, see the Peering Connection.
CCN: Enables communication between VPCs. For details, see Cloud Connect Network.

You can achieve interconnection between VPCs in the cloud through Peering Connection or CCN. Traffic

between VPCs is also referred to as east—-west traffic. For details, see the Virtual Private Cloud.

VPC Firewall

VPC Firewall is a distributed firewall that detects east—west traffic between VPCs. VPC Firewall takes effect

between your two VPCs, as shown in the figure below:

©2013-2026 Tencent Cloud. All rights reserved.

Tencent Cloud Firewall
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The VPC Firewall is deployed between two VPCs connected via a Peering Connection or CCN. It supports
features such as Access Control, topology visualization, and Log Auditing. It requires no complex routing
configuration or image file installation, supports immediate use, and provides dedicated resource allocation

for users.

Access Control

ACL is a collection of traffic filtering rules. All rules that take effect on the same type of traffic form an
access control list. Each ACL rule is composed of the rule body and description:
o Rule body: Specifies whether communication from a specific address and port to another address and

port using a certain protocol is allowed or denied.
O Source: The address initiating the communication, which is typically an IP address.

O Destination: The address receiving the communication, which can be an IP address or a domain

name.
O Destination port: The port number of the destination address.
O Protocol: The network protocol used by both parties in the communication.

O Policy: When a traffic matches all of the preceding conditions, it is considered a hit traffic, and the

firewall will execute the corresponding action based on the policy defined in the rule.

O Pass: Allow traffic that hits a rule, record the number of hits but not the Access Control logs,

and record traffic logs.

O Monitor: Allow traffic that hits a rule, record the number of hits, and record both Access

Control logs and traffic logs.
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Block: Block traffic that hits a rule, record the number of hits and the Access Control logs. The

traffic logs record information about one request packet of the traffic.

Rule description: Records the purpose of the access control rule.

O Note:
A reasonable and standardized rule description helps improve the rule's readability, reduce

subsequent maintenance costs, and enhance efficiency.

Rule Priority

The execution order is the position of the rule in the list, and the rule with execution order 1 has the highest
priority. For each data flow passing through the firewall, the firewall will match the rules in the list in a top—
down order:

If a data flow hits a rule, the firewall executes the corresponding policy and stops matching further rules.
If a data flow does not hit the current rule, the firewall continues matching the next rule.
If a data flow hits no rules, the firewall allows the data flow by default.

In an access control list, the value of the execution priority is an integer ranging from 1 to n. 1 indicates
the highest priority, and n indicates the total number of rules, namely, the lowest priority in the current

rule list, usually used for wildcard rules.
The execution order adheres to two principles: continuity principle and non-repeatability principle.

Continuity principle: The execution order should be consecutive positive integers. If the number of

current rules is n, the maximum value of the execution order is n.

Non-repeatability principle: No duplicate execution order values are allowed within the same rule list.

The continuity and non-repeatability of execution priorities are ensured by the following three points:
Adding a rule: The execution order is set to n+1.

Inserting a rule: The execution order is based on the insertion position. All subsequent rules will

automatically shift one position backward, with their execution order values increasing by 1.

Editing a rule: By modifying the execution order, you can move the rule to a new position. The
execution order can be adjusted to the target position's execution order value, with a minimum
of 1 and a maximum of n. After you enter the target position's execution order value, the rule
will be inserted at that position. All subsequent rules will automatically shift one position

backward, with their execution order values increasing by 1.

Intrusion Defense

Intrusion Defense is a system that monitors network traffic and checks for suspicious activities. It issues
alarms or takes proactive countermeasures when suspicious events are detected. CFW integrates features

such as Tencent Cloud Threat Intelligence, basic defense, and virtual patches. It performs real-time
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monitoring, statistics, and analysis on your internet boundary traffic, proactively identifies unknown risks like

external intrusions and malicious outbound connections, and provides real-time protection and alarms.

Logs

Rule Hit Logs: Rule hit records are logged in the Rule Hit Logs to assist Ops personnel with security
auditing. The logs display the 5-tuple information of data flows that are allowed, observed, or blocked.
You can view the corresponding effective rules by clicking a button.
Operation Logs: CFW operation logs are categorized into user login logs, switch operation logs, and rule
operation logs.

User Login Logs: Record the login activities of all accounts for the user.

Switch Operation Logs: These logs record the status of the CFW toggle.

Rule Operation Logs: User operations for adding, deleting, and editing Access Control rules are

recorded here.
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Selection Guide

Last updated: 2026-08-1117:38:37

Quick Selection

Tencent Cloud Firewall

You can quickly select a model based on the number of protected IPs and the bandwidth scale.

Core Evaluation Dimension

By number of protected IP

addresses

By protected bandwidth scale

Business Requirement

No more than 10

More than 10

No more than 10 Mbps

Greater than 10 Mbps and less
than 100 Mbps

No less than 100 Mbps and
less than 300 Mbps

No less than 300 Mbps

Edition Specifications and Feature Comparison

Recommended Version
Pay AsYouGo Edition

Premium Edition/Enterprise
Edition/Ultimate Edition

Pay AsYouGo Edition

Premium Edition

Enterprise Edition

Ultimate Edition

The billing models, bandwidth specifications, and supported features for each edition are as follows:

Feature Item

Base price

North—-South
Bandwidth

Protected public
IP address
quantity

NAT Firewall
(Cluster)

Pay AsYouGo
Edition

Pay as you go

10 Mbps, not
scalable.

Up to 10

Supported

©2013-2026 Tencent Cloud. All rights reserved.

Premium Edition

420 USD/month

Default 20
Mbps, supports
scaling to 200
Mbps.

Default 10,
supports
scaling.

Supported

Enterprise . .
L Ultimate Edition
Edition
1,450 3,900
USD/month USD/month
Default 100 Default 300
Mbps, scalable Mbps, scalable
to 1 Gbps. to 100 Gbps.
Default 50, Default 200,
supports supports
scaling. scaling.
Supported Supported
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NAT Firewall
(Primary/Second
ary)

VPC Firewall
(Cluster)

VPC Firewall
(Primary/Second
ary)

Number of
Access Control
Rules

Intrusion
Defense (IPS)

Threat
intelligence

NDR

Enterprise
Security Group

Security
baseline

Network
Honeypot

Log analysis

Log Shipping

Firewall Agent

Supported

Not supported.

Not supported.

1,000 entries

Not supported.

Not supported.

Not supported.

Not supported.

Not supported.

Not supported.

Not supported.

Not supported.

Time-limited
support

©2013-2026 Tencent Cloud. All rights reserved.

Supported

Not supported.

Not supported.

1,000 entries

Supported

Supported

Not supported.

Supported

Not supported.

Supported

Supported, with
paid scaling.

Supported

Supported

Supported

Supported

Supported

2,000 entries

Supported

Supported

Supported, with
paid scaling.

Supported

Not supported.

Supported

Supported, with
paid scaling.

Supported

Supported

Tencent Cloud Firewall

Supported

Supported

Supported

5,000 entries

Supported

Supported

Supported, with
paid scaling.

Supported

Exclusive
support

Supported

Supported, with
paid scaling.

Supported

Supported
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Supported Region

Last updated: 2026-08-11 18:00:39

CFW supports deployment in the Chinese mainland (including multiple regions) and non-Chinese mainland
(including international and Hong Kong (China), Macao (China), and Taiwan (China)), and can adapt to the
diverse requirements of different user businesses in terms of compliance, network performance, and security
protection.

If your business region is not yet in the CFW supported regions list, you can contact us by submit a ticket,

and we will assist in evaluating and provide you with corresponding support.
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Region

Chinese
mainland
region

MNon-Chinese
mainland
region

Guangzhou
Shanghai
Manjing
Beijing
Chengdu
Chongging

Shenzhen
Finance

Shanghai
Finance

Shanghai
Autonomous
Driving Cloud

Beijing
Finance

Hong Kong
(China)

Singapore

Europe
(Frankfurt)

West US
(Silicon
Valley)

Mortheast
Asia
(Tokyo)

Mortheast
Asia
{Seoul)

Southeast
Asia
(Jakarta)

Southeast
Asia
(Bangkok)

South
America
(Sao Paulo)

US Eastern
(Virginia)

Riyadh, Saudi
Arabia

Internet
Firewall
(Serial Mode)

©2013-2026 Tencent Cloud. All rights reserved.

MNAT Firewall
(Primary/Sec
ondary Mode)

v

MNAT Firewall
(Cluster
Mode)

VPC Firewall
(Primary and
Secondary
Maode)

v

VPC Firewall
(Cluster
Mode)

Tencent Cloud Firewall

NDR
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CFW High Availability Specification

Last updated: 2026-01-23 17:12:54

Cloud Firewall (CFW) is a SaaS-based firewall built on a cloud—native architecture, providing unified security
policy management and threat protection for enterprise cloud services. The product adopts a highly available
design, delivering continuous security assurance for your business through core technologies such as multi—
AZ deployment, distributed clusters, real-time health checks, and automatic failover, while minimizing impact
on business traffic.

Cloud Firewall (CFW) provides diverse deployment modes to accommodate protection requirements across
different network boundaries and business scenarios. Each mode has its own focus in terms of architecture
and availability design, allowing you to make selections based on your actual business needs.

Internet Firewall

NAT Firewall

VPC Firewall (Cluster — Multi-route Table)
VPC Firewall (Cluster — Policy—based Routing)
VPC Firewall (Primary/Secondary)

Internet Firewall

Architecture Design

This product adopts a high availability architecture design, aimed at ensuring service continuity and
effectively handling various failure scenarios.

Multi—-(AZ) deployment: Adopting a cross—AZ active—active architecture, firewall cluster instances are
distributed across multiple (AZ)s. When a failure occurs in any AZ, it supports automatic and seamless
switchover of business traffic to other healthy AZs, thus maximizing service continuity and high availability.
Distributed processing architecture: Adopting a distributed cluster architecture, client sessions will be load—
balanced across multiple processing nodes within the cluster. This design not only effectively handles traffic
surges but also achieves fault isolation: When a single machine fails, it only affects a small number of
sessions being processed, which will be automatically rescheduled to other healthy nodes for recovery after

client reconnection.
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Internet
A
v
EIP
------Traffic Redirection--=
TGW Gateway nternet
Boundary Firewall
=1 --Real-time Interception--
¥
VPC

CWM Server

CVM Server

Access Impact

Second-level seamless access: Diverts traffic to the firewall by adding a single hop to the existing traffic
path. This process requires no routing table modifications, thus without interrupting existing network
sessions. Leveraging standard TCP/IP retransmission mechanisms, the entire access process remains

transparent to the business network, causing no perceptible jitter or interruption to services.

Failover and Self-Healing

Node-level self-healing cluster: The management plane monitors each data plane node through real-
time heartbeat detection. Upon detecting an abnormal node, the scheduling system will remove it within
seconds and redistribute its traffic to healthy nodes using the (Re—hash) algorithm, achieving second-

level fault isolation.

Session state synchronization: The cluster employs distributed session synchronization technology.
During normal operation, session states are continuously synchronized across all nodes. When a single—
node failure occurs and triggers traffic migration, the newly taking—over node can recognize and inherit
the original session state, ensuring that most TCP long connections remain uninterrupted and achieving a

seamless switchover imperceptible to users.
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NAT Firewall

Architecture Design

NAT Firewall provides two deployment modes to meet different users' network architecture and security
management requirements.
New mode: The firewall directly undertakes the NAT Gateway functionality, with public IP addresses (EIP)
mounted on the firewall instance. This simplifies the network topology and enables unified management
of security and networking features.
Deployment mode: The firewall is deployed in series between the Cloud Virtual Machine (CVM) and the
existing NAT Gateway, serving as an intermediate hop for traffic scrubbing. This retains the user's

existing NAT Gateway architecture and achieves smooth security reinforcement.

Internet

MNAT Gateway
A

. Traffic Redirection---- - »|

MAT Boundary Firewall )
BAmary Instance <::> NAT Boundary Firewall
’ Standby Instance

pmees Real-time Interception - --»

VPC

CVM Server

CVM Server

Access Impact

The impact of the access process varies depending on the deployment mode. It is recommended to choose
an appropriate timing for the operation based on business sensitivity.
New mode: In this mode, EIPs are hosted by the firewall instance. To achieve high availability, it is
recommended to configure an additional standard NAT Gateway as a backup egress. When the firewall

fails, traffic can be redirected to the backup NAT Gateway by switching the standby route.
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A Note:
This switchover will result in changes to the egress EIP. Please assess whether your business can
accommodate the following impacts:

1. Active network connections established through the original EIP will be interrupted, requiring
clients to reconnect.

2. If third—party services (such as databases or APIs) have added the original EIP to their access
allowlist, the EIP of the backup NAT Gateway must also be added to the allowlist in advance.
Otherwise, access will be denied after the switchover.

3. If your business domain name resolves directly to this EIP, you need to synchronously update
the DNS records.

Deployment mode: Brief network jitter may occur during implementation. As the next hop in the VPC
routing table needs to be modified, the deployment process typically causes 1-2 seconds of network
jitter, which may interrupt established long-lived connections (such as database connections or long
polling).

@ Note:

It is recommended to perform the operation during off-peak business hours to minimize the
impact on sensitive services.

Failover and Self-Healing

Disaster recovery in the new mode: Achieved through backup route switching. When the NAT Firewall
fails, traffic can be switched to the backup NAT Gateway.

A Note:
This switchover will result in changes to the egress EIP. Please assess whether your business can
accommodate the following impacts:

1. Active network connections established through the originalEIP will be interrupted, requiring
clients to reconnect.

2. If third—party services (such as databases or APIs) have added the original EIP to their access
allowlist, the EIP of the backup NAT Gateway must also be added to the allowlist in advance.
Otherwise, access will be denied after the switchover.

3. If your business domain name resolves directly to this EIP, you need to synchronously update
the DNS records.

Disaster recovery in access mode: Supports primary/secondary switching and automatic bypass. When
the firewall fails, the system will automatically point the next hop of the subnet route to the original NAT
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Gateway, allowing traffic to completely bypass the firewall and ensuring uninterrupted network

connectivity.

Manual Bypass mechanism: Provides emergency response capability. In critical situations such as service
misinterception or the need to temporarily restore maximum network performance, users can manually
enable the Bypass feature to allow traffic to directly pass through along the original path, temporarily
bypassing security inspection.

VPC Firewall (Cluster — Multi-route Table)
Architecture Design

VPC Firewall provides security protection for inter-VPC traffic through routing—based traffic steering and is
built on an elastic and scalable distributed architecture.
Traffic steering principle: By dynamically modifying the default route table of the VPC, inter-VPC traffic
to be protected is actively steered to the firewall cluster for security inspection.

Distributed cluster architecture: Employs a distributed cluster deployment model, leveraging a self-
developed intelligent scheduling algorithm to load-balance traffic across multiple firewall engines within
the cluster for parallel processing. When facing business traffic surges, the cluster can automatically

scale elastically, effectively avoiding single—point performance bottlenecks.

VPC Firewall (Cluster - Multi-route Table)

VPC1 VPC2
veet Routing Table Routing Table vee2
192.168.1.0/24 172.16.1.0/24

Cloud Connect Network

Cloud Firewall
Routing Table

Cloud Firewall
VPC

Manually modifying the routing table for traffic
redirection may cause network impact

Access Impact

VPC Firewall adopts a traffic steering mode, and the access process involves dynamic adjustments to routing

policies. The specific impacts are as follows:
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Network jitter: During Firewall Toggle activation, the underlying network undergoes routing convergence,

typically resulting in 1-2 seconds of brief network jitter or latency.

CVM mutual access experience: For CVM mutual access across VPCs or between subnets within the
same VPC, the network will not be interrupted. Based on the TCP/IP protocol's retransmission

mechanism, this is typically perceived at the service level as a brief fluctuation in latency.

Paa$S service impact: For PaaS services (such as databases and middleware) connected via (CCN),
established long-lived connections may be interrupted during the traffic switching process, requiring the

service side to implement reconnection mechanisms.

Failover and Self-Healing

Node-level self-healing cluster: The management plane monitors each data plane node through real-
time heartbeat detection. Upon detecting an abnormal node, the scheduling system will remove it within
seconds and redistribute its traffic to healthy nodes using the (Re—hash) algorithm, achieving second-
level fault isolation.

Session state synchronization: The cluster employs distributed session synchronization technology.
During normal operation, session states are continuously synchronized across all nodes. When a single—
node failure occurs and triggers traffic migration, the newly taking—over node can recognize and inherit
the original session state, ensuring that most TCP long connections remain uninterrupted and achieving a
seamless switchover imperceptible to users.

Link—level bypass protection: In extreme scenarios (such as complete cluster unavailability), the system
features an automatic Bypass mechanism. Upon detecting a failure, the (CCN) will automatically
withdraw traffic steering routes, reverting traffic to the original path and ensuring fundamental
connectivity.

Manual Bypass mechanism: Provides emergency response capability. In critical situations such as service
misinterception or the need to temporarily restore maximum network performance, users can manually
enable the Bypass feature to allow traffic to directly pass through along the original path, temporarily

bypassing security inspection.
VPC Firewall (Cluster — Policy-based Routing)

Architecture Design

VPC Firewall's policy—based routing achieves service—unaware secure access through intelligent traffic
steering technology.
Traffic steering principle: Cloud Firewall (CFW) automatically deploys routing policies, intelligently
steering inter-VPC traffic requiring protection to the firewall cluster through policy—based routing,

without requiring modifications to the user's existing route tables.

Distributed cluster architecture: Employs an elastic distributed cluster architecture, utilizing an intelligent

scheduling algorithm to achieve load balancing of traffic across multiple firewall engines. Supports
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automatic elastic scaling to effectively handle business traffic fluctuations and avoid single—point
performance bottlenecks.

VPC Firewall (Cluster - Policy-based Routing)

VPC1 VPC2

VPC1 VPC2
Routing Table Routing Table

Cloud Connect Network

192.168.1.0/24 172.16.1.0/24

Deploy routing policies without affecting the network

Source VPC Source Segment Destination Segment Next Hop
VPC1 0.0.0.0/0 172.16.1.0/24 Cloud Firewall Cluster
Cloud Firewall | VPC2 0.0.0.0/0 192.168.1.0/24 Cloud Firewall Cluster

Cluster

Access Impact

Policy—based routing employs non-intrusive traffic steering technology to minimize impact on services:
Service—unaware access: Achieved through non-intrusive traffic steering technology, avoiding direct
modifications to underlying network route tables, thereby maintaining the stability of the existing network
architecture.

Zero—-Jitter Deployment: The onboarding process aims to avoid business—perceivable network jitter or
connection interruptions, achieving a smooth launch that is nearly imperceptible to the business side.
Real-time effect: Policies take effect immediately upon configuration without requiring business interruption

or coordination.

Failover and Self-Healing

Node-level self-healing cluster: The management plane monitors each data plane node through real-
time heartbeat detection. Upon detecting an abnormal node, the scheduling system will remove it within
seconds and redistribute its traffic to healthy nodes using the (Re-hash) algorithm, achieving second-

level fault isolation.

Session state synchronization: The cluster employs distributed session synchronization technology.
During normal operation, session states are continuously synchronized across all nodes. When a single—
node failure occurs and triggers traffic migration, the newly taking—over node can recognize and inherit
the original session state, with the goal of maintaining TCP long-lived connection states. This reduces

connection interruptions caused by node failures and achieves seamless switchover.
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Link—level bypass protection: In extreme scenarios (such as complete cluster unavailability), the system
features an automatic Bypass mechanism. Upon detecting a failure, the (CCN) will automatically
withdraw traffic steering routes, reverting traffic to the original path and ensuring fundamental

connectivity.

Manual Bypass mechanism: Provides emergency response capability. In critical situations such as service
misinterception or the need to temporarily restore maximum network performance, users can manually
enable the Bypass feature to allow traffic to directly pass through along the original path, temporarily

bypassing security inspection.
VPC Firewall (Primary/Secondary)

Architecture Design

VPC Firewall (Primary/Secondary) provides secure protection for inter—VPC traffic by means of route table—
based traffic steering, delivering reliable security assurance for enterprise cloud networks.
Traffic steering principle: By dynamically modifying the default route table of the VPC, inter-VPC traffic

requiring protection is actively steered to the VPC firewall cluster for security inspection and Access Control.

VPC Firewall (Primary/Secondary)

VPC1 VPC2

Routing Table Routing Table

Cloud Connect Network

Cloud Firewall
Routing Table

WVPC Firewall
(Primary Instance)

VPC1 VPC2

192.168.1.0/24 172.16.1.0/24

Manually modifying the routing table for traffic
redirection may cause network impact

VPC Firewall
(Standby Instance)

Access Impact
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VPC Firewall (Primary/Secondary) employs the route table-based traffic steering approach. The onboarding
process entails adjustments to network routing, with specific impacts as follows:
Brief route convergence jitter: The enabling operation triggers dynamic route rule publishing, causing 1~2
seconds of network jitter during the brief period when routes take effect. This is a normal technical

phenomenon; it is recommended to perform this operation during off-peak business hours.

Business access perception: This jitter has minimal impact on most services. Mutual access between
Cloud Virtual Machines (CVMs) (whether across VPCs or within the same VPC) will not be interrupted,

only experiencing brief delays; short—connection services typically remain imperceptibly affected.

Long-lived connection interruption risk: For PaaS services such as databases and message queues
connected through Cloud Connect Network (CCN), their established TCP long-lived connections are

highly likely to be interrupted during the switchover process. This represents the primary risk point.

N Note:
Before enabling VPC Firewall (Primary/Secondary), be sure to verify and ensure that your
application supports automatic reconnection/retransmission mechanisms for long-lived

connections to prevent service abnormalities.

Failover and Self-Healing

Cross—AZ active—active disaster recovery: Supports distributing firewall cluster nodes across multiple
(AZ)s within the same region. When a failure occurs in any AZ, traffic is automatically routed to healthy

AZs, achieving AZ-level failover and ensuring business continuity.

Manual Bypass mechanism: Provides emergency response capability. In critical situations such as service
misinterception or the need to temporarily restore maximum network performance, users can manually
enable the Bypass feature to allow traffic to directly pass through along the original path, temporarily

bypassing security inspection.
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