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Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy
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Trademark Notice
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All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group,
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parties referred to in this document are owned by their respective proprietors.
Service Statement
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or services are subject to change. Specific products and services and the standards applicable to them

are exclusively provided for in Tencent Cloud's applicable terms and conditions.

©2013-2025 Tencent Cloud. All rights reserved. Page 2 of 95



fb Tencent Cloud Tencent Cloud EdgeOne

Contents

General Reference

Configuration Syntax
Overview
Configuration Group Syntax Explanation
Condition
Variables

Request and Response Actions
Processing order
Default HTTP Headers of Origin—-Pull Requests
Default HTTP Response Headers
HTTP Restrictions

Country/region and Corresponding Codes

©2013-2025 Tencent Cloud. All rights reserved. Page 3 of 95



> Tencent Cloud Tencent Cloud EdgeOne

General Reference
Configuration Syntax
Overview

Configuration syntax is a standardized format based on JSON for defining, exporting, and importing site
configurations.
Version management: This grammar allows you to compare configuration differences between
different versions and fast rollback to earlier versions. Users can directly view change details in JSON
format in the version history, or create a new version by editing JSON text to implement precise

adjustment of configured settings.

Configuration import and export: Users can write or modify JSON configuration files according to this
syntax to achieve rapid configuration copying between different sites, batch update configurations, or

restore original configurations.

Function Module Configuration Example

Each feature module in the console has an independent syntax format. Before checking the following
example, it is advisable to get familiar with the core component of configuration syntax.
To view the complete configuration parameter description, please refer to Configuration Group Syntax

Explanation.

Syntax Examples

"FormatVersion": "1.0" // Configuration format version
"ZoneConfig": { //Site-level configuration, containing

all configuration items for "site acceleration”

"Rules": [ //Hierarchical configuration containing
all rules in the rule engine
{
"RuleName": "test",
"Branches": [

{

"

"Condition": "${http.request.host} in ['example.com']",
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"Actions":

//rule operation list

Security": { // Web security configuration root
object

"ZoneDefaultPolicy": // Default (global) policy

"HostPolicy": // Domain—-level security policy

// Protection Policy Template
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Configuration Group Syntax Explanation

Last updated: 2025-12-05 14:21:00

This document is a detailed syntax explanation of the module configuration group structure in version

management. Among them, the Condition structure and variable definition details can be further checked

in the corresponding document chapter, with the link as follows:

Nested rules and syntax details of conditional expressions: Condition

Dynamic extraction rules for request data: Variable

Common Unit Standard

All time value units must be in seconds (s), all file size units must be in bytes (B), and the value must be

pure digits.

Unit Type

Time

Configuration Example and Description

Set a 30-minute cache: 30 * 60 = 1800

(seconds)

Size (bytes)

Configuration Group Overview

Set a 10MB size limit: 10 * 1024 * 1024 = 10485760

The version file for each site contains the following fields, with descriptions as follows:

Configura
Type

tion Field vp
FormatVe .

. String
rsion
ZoneConf
. ZoneConfig
19
Rules Array of Rules
WebSecu WebSecurity
rity
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Re
qui
red

Ye

No

No

No

Corresponding
Configuration
Group

Global
Configuration

Site
Acceleration
Configuration
Group

Site
Acceleration
Configuration
Group

Web
protection

Description

Syntax version, defaults to 1.0. Input
other value error will be reported.

Site-level configuration includes all
configuration items in Site
Acceleration, and all are required
unless the configuration is invalid.

Rule-level configuration includes all
rules in the rule engine, and the
array can be empty, indicating no
rules are enabled.

Web security protection settings,
supported features in the
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configuration corresponding console under

group "Security Protection - Web
Protection". For details, see
WebSecurity .

Data Types

AccelerateMainlandParameters

Accelerate optimization and configuration in mainland China.

Require L
Name Type d Description
Accelerate and optimize configurations in the Chinese
mainland toggle on/off, values are as follows:
Switch String No on: Enable.
off: Disable.

AccessURLRedirectParameters

Access URL redirection configuration parameters.

R
eq
Name Type ui Description
re
d
StatusCo N Status code, value is one of 301, 302, 303,
Integer
de o 307, 308.
Target request protocol, values as follows:
N http: target request protocol http.
Protocol String o https: target request protocol HTTPS.
follow: Follow request.
HostN N Target HostName.
ostivam HostName Note: this field may return null, which
e o
indicates a failure to obtain a valid value.
N Target path.
URLPath URLPath Note: this field may return null, which
o

indicates a failure to obtain a valid value.

©2013-2025 Tencent Cloud. All rights reserved. Page 7 of 95



> Tencent Cloud

QueryStri
ng
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Query string.

AccessURLRedirectQuerySt N

ring

Note: this field may return null, which
indicates a failure to obtain a valid value.

AccessURLRedirectQueryString

Access URL redirection configuration parameters.

Name

Action

Type

String

AdaptiveFrequencyControl

adaptive frequency control

Name

Enabled

Sensitivi
ty

Action

AllowActionParameters

Type

String

String

Security
Action

Req
uire

Yes

No

Requir
4 Description
ed
Execution action. The values are as follows:
No full: retain all.

ignore: ignore all.

Description

Is adaptive frequency control enabled? Values are as follows:
on: enable.

off: disable.

The restriction level of adaptive frequency control. This field is
required when Enabled is on. Values are as follows:
Loose: Loose.

Moderate: Moderate.
Strict: Strict.

The handling method of adaptive frequency control. This field is
required when Enabled is on. SecurityAction Name supports:
Monitor: Monitor.

Deny: Block.

Web security Allow additional parameter

Name

©2013-2025 Tencent Cloud. All rights reserved.

Type

Req Description
uire
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MinDelayTi
me

MaxDelayT
ime

AuthenticationParameters

String

String
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d
Minimum latency response time. When configured as Os, it
N means no delay and direct response.
o
Supported measurement units: s: seconds, value ranges
from O to 5.
Maximum latency response time. Supported measurement
No units: s: seconds.

s: seconds, value ranges from 5 to 10.

Token authentication configuration parameters.

Name

AuthType

SecretKey

Timeout

Ty
pe

Stri

Stri

Int

€9
er

R
e
q
u

ir

o o

©2013-2025 Tencent Cloud. All rights reserved.

Description

Authentication type. Values as follows:
TypeA: authentication method a type, for specific meaning please
refer to Authentication Method A.

TypeB: authentication method b type, for specific meaning please
refer to, see Authentication Method B.

TypeC: authentication method c type, for specific meaning please
refer to Authentication Method C.

TypeD: Authentication method type D. For specific meaning, see
Authentication Method D.

TypeVOD: Authentication method type V. For specific meaning,
see Authentication Method V.

Primary authentication key, consisting of 6—40 uppercase/lowercase
letters or numbers, cannot contain " and $.

Valid duration of the authentication URL, in seconds, value: 1—
630720000. Used to judge if the client access request is expired.
If the current time exceeds "timestamp + validity period", it is an
expired request, and a 403 is returned directly.

If the current time does not exceed "timestamp + validity period",
the request is not expired, and the md5 string is further validated.
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BackupSecr Stri
etKey ng
Stri
AuthParam
ng
TimeParam Stri
ng
Stri
TimeFormat
ng
BandwidthAbuseDefense

Tencent Cloud EdgeOne

Note: when authtype is one of typea, typeb, typec, or typed, this field
is required.

Backup authentication key, consisting of 6—40 uppercase/lowercase
letters or numbers, cannot contain " and $.

Authentication parameter name. The node will validate the
corresponding value of this parameter name. It consists of 1—100
uppercase/lowercase letters, numbers, or underscores.

Note: this field is required when authtype is either typea or typed.

Authentication timestamp, which cannot be the same as the field
value of AuthParam.
Note: this field is required when authtype is typed.

Authentication time format. Values as follows:
dec: decimal.

hex: hexadecimal.

Note: this field is required when authtype is typed. the default is hex.

Bandwidth abuse protection (applicable only to Chinese mainland) configuration.

Name

Enabled

Action

Type

String

Security
Action

Re

qui
red

Ye

BlockIPActionParameters

Description

Traffic Anti-Fraud (applicable only to Chinese mainland) is
enabled or not. Values are as follows:
on: Enable.

off: Disable.

The handling method of Traffic Anti-Fraud (applicable only to
Chinese mainland). This field is required when Enabled is on.
SecurityAction Name supports:

Monitor: Monitor.

Deny: Block.

Challenge: Challenge, where
ChallengeActionParameters.Name only supports JSChallenge.

Web security IP blocking additional parameter

©2013-2025 Tencent Cloud. All rights reserved.
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Req
Name Type uire
d
Duration String Yes
BotManagement

Web security BOT rule structure.

Name Type

ClientAttesta ClientAttest
tionRules ationRules

CacheConfigCustomTime

Tencent Cloud EdgeOne

Description

The penalty duration for blocking IP. Supported measurement
units are as follows:
s: seconds, value ranges from 1 to 120.

m: minutes, value ranges from 1 to 120.

h: hr, value ranges from 1 to 48.

Req

uire Description

d

N Definition list of client authentication rules. feature in
o

beta test. Submit a ticket if needed.

Node cache TTL custom cache time configuration parameters.

Name Type Required Description

Switch String No
CacheTim

Integer No
e

CacheConfigParameters

Node cache TTL config.

Name Type R
e
q
u

©2013-2025 Tencent Cloud. All rights reserved.

Custom cache time switch, valid values:
on: Enable.

off: Disable.

Custom cache time value, unit: seconds. value range:
0-315360000.

Note:this field is required when switch is on; when
switch is off, this field is not required and will not take
effect if filled.

Description
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e
d
Follow the origin site cache config. Only one of FollowOrigin,
Follow o N NoCache, or CustomTime can be configured with Switch set to
- FollowOrigin
Origin o] on.
Note: This field may return null, indicating no valid value.
NoC N No cache configuration. Only one of FollowOrigin, NoCache, or
ovac NoCache CustomTime can be configured with Switch set to on.
he o . e e .
Note: This field may return null, indicating no valid value.
Custom cache time configuration. Only one of FollowOrigin,
Custo CacheConfigC N NoCache, or CustomTime can be configured with Switch set to
mTime ustomTime o on.

Note: This field may return null, indicating no valid value.

CacheKeyConfigParameters

Cache key configuration.

R
e
q
Name Type u Description
ir
e
d
Whether full path cache is enabled, values as follows:
FullURL String N on: Enable full path cache (ignore parameter disabled).
Cache © off: Disable full path cache (ignore parameter enabled).
Whether case-insensitive cache is enabled, values as
IgnoreC ) N follows:
ase String o on: Ignore.

off: Do not ignore.

The query string retention config. This field and
FullURLCache must be set simultaneously but cannot both
be on.

QueryStr CacheKeyQuer N
ing yString o

CacheKeyCookie

Custom Cache Key Cookie config.

©2013-2025 Tencent Cloud. All rights reserved. Page 12 of 95
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Req
Name Type uire Description

Feature switch, values as follows:

Switch String No on: Enable.
off: Disable.

Cache action, values are as follows:
full: Retain all.

ignore: Ignore all.

. . includeCustom: Retain specified parameters.
Action String No

excludeCustom: Ignore specified parameters.

Note: When Switch is on, this field is required. When Switch
is off, this field is not required. If filled, it does not take
effect.

Custom Cache Key Cookie name list.
Array of Note: This field is required when Action is includeCustom or
Values . No . . s
String excludeCustom. When Action is full or ignore, it is not

required. If filled, it does not take effect.

CacheKeyHeader

Custom Cache Key HTTP request header configuration.

Req
Name Type uire Description
d
Feature switch, values as follows:
Switch String No on: Enable.
off: Disable.
Custom Cache Key HTTP request header list.
Val Array of N Note: When Switch is on, this field is required. When Switch
alues String ° is off, this field is not required. If filled, it does not take

effect.

CacheKeyParameters

Custom Cache Key config. The configuration parameters FullURLCache and QueryString use a composite
expression. For example, see:

Retain all query strings. Enable case-insensitive.

©2013-2025 Tencent Cloud. All rights reserved. Page 13 of 95
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"CacheKey": {
"FullURLCache": "on",
"QueryString": {

"Switch": "off"

ty

"IgnoreCase": "on"

Ignore all query strings. Enable case-insensitive.

"CacheKey": {
"FullURLCache": "off",
"QueryString": {

"Switch": "off"
ty

"IgnoreCase": "on"

Retain specified parameters in the query string. Disable case-insensitive.

"CacheKey": {
"FullURLCache": "off",
"QueryString": {

"Switch": "on",
"Action": "includeCustom",

"Values": ["namel", "name2", "name3"]

ty

"IgnoreCase":

©2013-2025 Tencent Cloud. All rights reserved. Page 14 of 95
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Ignore specified parameters in the query string. Disable case-insensitive.

Nam

Fullu
RLCa
che

Quer
yStri

ng

Ignor
eCas

Type

String

CacheKe
yQueryStr
ing

String

"excludeCustom",

["namel", "name2", "name3"]

- c O ® I

o o =

©2013-2025 Tencent Cloud. All rights reserved.

Description

Retain all query strings switch, values as follows:
on: Enable.

off: Disable.

Note: At least one configuration must be set among FullURLCache,
IgnoreCase, Header, Scheme, and Cookie. This field and
QueryString.Switch must be set simultaneously but cannot both be on.

The query string retention config. This field and FullURLCache must
be set simultaneously but cannot both be on.
Note: This field may return null, indicating no valid value.

Case-insensitive switch, values as follows:
on: Enable.

off: Disable.

Note: At least one configuration must be set among FullURLCache,
IgnoreCase, Header, Scheme, and Cookie.
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Head CacheKe N
er yHeader o]
Sche . N
String
me o]
Cook CacheKe N
ie yCookie o
CacheKeyQueryString
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HTTP request header configuration parameters. At least one
configuration must be set among FullURLCache, IgnoreCase, Header,
Scheme, and Cookie.

Note: This field may return null, indicating no valid value.

Request protocol switch, values as follows:
on: Enable.
off: Disable.

Note: At least one configuration must be set among FullURLCache,
IgnoreCase, Header, Scheme, and Cookie.

Cookie configuration parameter. At least one configuration must be
set among FullURLCache, IgnoreCase, Header, Scheme, and Cookie.
Note: This field may return null, indicating no valid value.

Custom Cache Key query string configuration parameter.

Name Type
Switch String
Action String
Array of
Values .
String
CacheParameters

Node cache TTL config.

©2013-2025 Tencent Cloud. All rights reserved.

Req
uire

No

No

No

Description

Query string retain/ignore specified parameter switch,
values as follows:
on: Enable.

off: Disable.

Query string retain/ignore specified parameter action.
Values are as follows:
includeCustom: Retain some parameters.

excludeCustom: Ignore some parameters.

Note: When Switch is on, this field is required. When Switch
is off, this field is not required. If filled, it does not take

effect.

List of parameter names to retain/ignore in the query
string.

Note: When Switch is on, this field is required. When Switch
is off, this field is not required. If filled, it does not take

effect.
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R
e
q
Name Type u Description
ir
e
d
Follow the origin site cache. Leave unset means this configuration is
Follow Follow N unset. Only one of FollowOrigin, NoCache, or CustomTime can be
Origin Origin o configured with Switch set to on.
Note: This field may return null, indicating no valid value.
No cache. Leave unset means this configuration is unset. Only one of
NoCac NoCa N FollowOrigin, NoCache, or CustomTime can be configured with Switch
he che o set to on.
Note: This field may return null, indicating no valid value.
Custom cache time. Leave unset means this configuration is unset.
Custo r:_L:_IS: N Only one of FollowOrigin, NoCache, or CustomTime can be configured
mTime o o with Switch set to on.

Note: This field may return null, indicating no valid value.

CachePrefreshParameters

Cache pre-refresh. Config.

R
e
q
~
Name v u Description
pe .
ir
e
d
Cache pre-refresh switch, values are as follows:
Switch Stri N on: Enable.
n o]
g off: Disable.
Int The pre-refresh time is set to a percentage value of the node cache
n
CacheTime N time, values: 1—99.
Percent 9 o] Note: When Switch is on, this field is required. When Switch is off,
er

this field is not required. If filled, it does not take effect.

ChallengeActionParameters
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Web security Challenge additional parameter

Re
Name Type qui Description
red
Safe execution challenge action. The values are as follows:
InterstitialChallenge: Interstitial challenge.
Challenge String Ye InlineChallenge: Embedded challenge.
Option s
P JSChallenge: JavaScript challenge.
ManagedChallenge: Managed challenge.
Time interval for repeated challenges. This field is required when
Name is InterstitialChallenge/InlineChallenge. Default value is
300s. Supported units are as follows:
Interval String No s: seconds, value ranges from 1 to 60.
m: minutes, value ranges from 1 to 60.
h: hr, value ranges from 1 to 24.
. Client authentication method ID. This field is required when
Attesterld String No . . .
Name is InterstitialChallenge/InlineChallenge.
ClientAttestationRule
Client authentication rule
Req
Name Type uire Description
d
Rule ID of the client authentication rule.
Different rule configurations can be supported through the
rule ID:
Add new rule: ID is empty or no specified ID parameter.
Id String No Modify existing rule: specify the rule ID to be
updated/modified.
Delete existing rules: Existing rules not included in the
ClientAttestationRule list of BotManagement parameters
will be deleted.
Name String No Name of the client authentication rule.
Enabled String No Whether the rule is enabled. Values as follows:

on: Enable.

©2013-2025 Tencent Cloud. All rights reserved. Page 18 of 95
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off: Disable.

Rule priority. A smaller value indicates higher priority

Priorit Integer No
4 9 execution, ranging from 0 to 100. Default is O.
. . The rule content must comply with expression grammar. For
Condition String No .
details, refer to the product document.
Attesterld String No Client authentication Option ID.
. Array of Client device configuration. If the DeviceProfiles parameter
DevicePr . . . . . .
il DevicePr No value is not specified in ClientAttestationRules: Keep the
ofiles
ofile existing client device configuration and do not modify it.
Client authentication failed handling method. SecurityAction
Name parameter supports:
InvalidAtt . Deny: Block.
estationA SecurityA No Monitor: Monitor.
ti
ction cton Redirect: Redirect.

Challenge: Challenge.

Default value: Monitor.

ClientAttestationRules

Client authentication configuration.

Req
Name Type uire Description
d
List of client authentication. Use ModifySecurityPolicy to
modify Web protection configuration:
If the Rules parameter in
Array of SecurityPolicy.BotManagement.ClientAttestationRules is not
ClientAtte specified or has a length of zero: Clear all client
Rules stationRul No authentication rule configurations.
e If the ClientAttestationRules parameter value is not

specified in SecurityPolicy.BotManagement: Keep the
existing client authentication rule configuration and do not
modify it.

ClientFiltering

intelligent client filter

©2013-2025 Tencent Cloud. All rights reserved. Page 19 of 95
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Name Type

Enabled String

Security

Action .
Action

ClientIPCountryParameters

Req
uire

Yes

Tencent Cloud EdgeOne

Description

Intelligent client filtering is enabled or not. Values are as
follows:
on: Enable.

off: Disable.

The handling method of intelligent client filtering. This field is
required when Enabled is on. SecurityAction Name supports:
Monitor: Monitor.

Deny: Block.

Challenge: Challenge, where
ChallengeActionParameters.Name only supports
JSChallenge.

Carry regional information of the client IP in back-to-origin requests. The value format is ISO-3166-1

two-letter code.

Name Type
Switch String
HeaderNa .

String
me

ClientIPHeaderParameters

Req
uire Description
d

Configuration switch, values as follows:
No on: Enable.

off: Disable.

The request header name for storing regional information of

No the client IP. Valid when Switch=on. If empty, use the default

value: EO-Client-IPCountry.

Storage of client request IP header information configuration.

- Req
Name Y uire
e
P d
Switch Stri No
ng

©2013-2025 Tencent Cloud. All rights reserved.

Description

Configuration switch, values as follows:
on: Enable.
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off: Disable.

The request header name containing client IP during origin pull.
No When Switch is on, this parameter is required. X-Forwarded-For
cannot be filled in.

HeaderN Stri
ame ng

CompressionParameters

Intelligent compression configuration.

R
eq
Name Type ui Description
re
d
Intelligent compression configuration switch, values as follows:
Switch String N on: Enable.
© off: Disable.
Supported compression algorithm list. When Switch is on, this field
Algorit Array of N is required, otherwise it is ineffective. Values are as follows:
hms String o brotli: the brotli algorithm.

gzip: the gzip algorithm.

ContentCompressionParameters

Content compression configuration.

N T Requi b escripti
ame e escription
yp red p
Content compression configuration switch, values as follows:
on: Enable.
Switch String Yes off: Disable.
When the Switch is on, it simultaneously supports the brotli and
gzip compression algorithms.
CustomRule
Web security custom rule
Name Type Req Description
uire
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Name String Yes Custom rule name.

Conditio . The custom rule content must comply with expression grammar.
String Yes .
n For details, refer to the product document.

Execution action of the custom rule. Supported Name values for
SecurityAction:
Deny: Block.

Monitor: Monitor.

Security ReturnCustomPage: Use the specified page to block.

Action Action Yes Redirect: Redirect to URL.
BlockIP: IP block
JSChallenge: JavaScript challenge.
ManagedChallenge: Managed challenge.

Allow: pass.

Whether the custom rule is enabled. Values as follows:

Enabled String Yes on: Enable
off: Disable

Custom rule ID.
Different rule configurations can be supported through the rule
ID:

Add new rule: ID is empty or no specified ID parameter.

Id String No Modify existing rule: specify the rule ID to be

updated/modified.

Delete existing rules: Existing rules not included in the
Rules list of CustomRules parameters will be deleted.

Custom rule type. Values as follows:

BasicAccessRule: basic access control
RuleTyp

e

String No PreciseMatchRule: exact matching rule, default;
ManagedAccessRule: expert custom rule, output only.

Default is PreciseMatchRule.

Priority of custom rules, ranging from 0 to 100. Default is O.

Priorit Integer No
y 9 Only supports exact matching rules (PreciseMatchRule).

CustomRules

Web security custom rule architecture

©2013-2025 Tencent Cloud. All rights reserved. Page 22 of 95



> Tencent Cloud

Name

Rules

CustomTime

Type

Array of
CustomRu

le
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Req
uire Description

Custom rule definition list.
Use ModifySecurityPolicy to modify Web protection
configuration:
If the Rules parameter is not specified or has a length of
zero: Clear all custom rule configurations.

If the CustomRules parameter value is not specified in
SecurityPolicy: Keep the existing custom rule
configuration and do not modify it.

Node cache TTL custom cache time parameter configuration.

R
e
q
T
Name : u
? ir
e
d
Switch stri N
ng o
IgnoreCache Stri N
Control ng o
Int
CacheTime eg
er ©
DenyActionParameters

Description

Custom cache time switch, values are as follows:
on: Enable.

off: Disable.

Ignore origin server CacheControl switch, values are as follows:
on: Enable.

off: Disable.

Note: When Switch is on, this field is required. When Switch is off,
this field is not required. If filled, it does not take effect.

Custom cache time value in seconds, range: 0—315360000.
Note: When Switch is on, this field is required. When Switch is off,
this field is not required. If filled, it does not take effect.

Additional parameter for safe execution action as ban.

Name

Type

©2013-2025 Tencent Cloud. All rights reserved.

Re
qui

Description
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red
Whether to extend the ban on the source IP. Values as follows:
on: Enable.
off: Disable.

Blocklp String No Enabled, the client IP that triggers the rule will be continuously
blocked. When this option is enabled, you must specify the
BlocklpDuration parameter simultaneously.

Note: This option cannot intersect with the ReturnCustomPage
or Stall option.

BlocklpDur . . .

ation String No When BlockIP is on, the ban duration for IP.
whether to use a custom page. values as follows:

on: Enable.
off: Disable.

ReturnCus String No Enabled, use custom page content to block requests. When

tomPage this option is enabled, ResponseCode and ErrorPageld
parameters must be simultaneously designated.

Note: This option cannot intersect with the Blocklp or Stall
option.

Response .

String No Status code of the custom page.

Code

ErrorPagel .

d String No Pageld of the custom page.

Whether to suspend the request source without processing.
Values are as follows:

on: Enable.

off: Disable.

Stall String No Enabled, it no longer responds to requests in the current
connection session and does not actively disconnect. Used for
crawler combat to consume client connection resources.

Note: This option cannot intersect with the Blocklp or
ReturnCustomPage option.
DeviceProfile
Client device configuration
Name Type Req Description
uire
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ClientT
vp String
e
HighRisk Int
MinScore eger
HighRisk .
Securit
RequestA .
. yAction
ction
MediumR
iskMinSc Integer
ore
MediumR s it
ecur
iskReque A : :
stAction yAction
ErrorPage

Custom error page

Name Type
StatusCod

Integer
e
RedirectU String

©2013-2025 Tencent Cloud. All rights reserved.

Yes

No

No

No

No

Tencent Cloud EdgeOne

Client device type. Values are as follows:
i0OS

Android
WebView

The minimum value to determine a request as high-risk ranges
from 1—99. The larger the value, the higher the request risk,
resembling a request initiated by a Bot client. The default value
is 50, corresponding to 51—100 as high-risk.

Handling method for high-risk requests. SecurityAction Name
parameter supports:
Deny: Block.

Monitor: Monitor.
Redirect: Redirect.
Challenge: Challenge.

Default value: Monitor.

The minimum value to determine a request as medium-risk
ranges from 1—99. The larger the value, the higher the request
risk, resembling a request initiated by a Bot client. The default
value is 15, corresponding to 16—50 as medium-risk.

Handling method for medium-risk requests. SecurityAction
Name parameter supports:
Deny: Block.

Monitor: Monitor.
Redirect: Redirect.
Challenge: Challenge.

Default value: Monitor.

Requir D ioti

od escription

v Status code. Support scope: 400, 403, 404, 405, 414, 416,
es 451, 500, 501, 502, 503, 504.

Yes Redirect URL, need to be a complete jump path, such as
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RL

ErrorPageParameters

Custom error page configuration parameters.

Name Type
ErrorPageParam Array of
s ErrorPage

ExceptionRule

Web security exception rule

Name Type

Id String
Name String
Condition String
SkipScope String

©2013-2025 Tencent Cloud. All rights reserved.

Req
uire

No

No

No

No

Tencent Cloud EdgeOne

https://www.test.com/error.html.

Re
qui Description
red
Custom error page configuration list.
No Note: This field may return null, indicating no
valid value.
Description

Exception rule ID.

Different rule configurations can be supported through
the rule ID:

Add new rule: ID is empty or no specified ID
parameter.

Modify existing rule: specify the rule ID to be
updated/modified.

Delete existing rules: Existing rules not included in
the Rules list of ExceptionRules parameters will be
deleted.

Exception rule name.

The exception rule content must comply with expression
grammar. For details, refer to the product document.

Exception rule execution option, values are as follows:
WebSecurityModules: The security protection module
that designates exception rules.

ManagedRules: Designate managed rules.
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Skip request specific type, values are as follows:
SkipOnAllRequestFields: Skip all requests;

SkipOption String No SkipOnSpecifiedRequestFields: Skip specified request
fields.

Valid when SkipScope is ManagedRules.

Security protection module with specified exception
rules. Valid when SkipScope is WebSecurityModules.
Valid values:

websec-mod-managed-rules: managed rules;

WebSecurit Array of websec-mod-rate-limiting: rate limit;
yModulesFo . No
. String websec-mod-custom-rules: custom rule;
rException
websec-mod-adaptive-control: adaptive frequency
control, intelligent client filter, slow attack protection,
traffic theft protection;
websec-mod-bot: bot management.
Specific managed rules for designated exception rules.
ManagedRu Al f Vpl'd ly wh ; SkipS i Mg dRul g d at thi
ray o a n en cope is Manage es, and a s
lesForExce r . ¥ No ,I only w P . pel 9 uies, an !
ption String point, you cannot specify
ManagedRuleGroupsForException.
ManagedRu Arrav of Managed rule groups for exception rules. Valid only when
leGroupsFo Striny No SkipScope is ManagedRules, and at this point, you
rException g cannot specify ManagedRulesForException.
. Array of ) ) . )
RequestFiel R tFiol Specify exception rules to skip specific request fields.
equestFie
dsForExcep d Fq £ No Valid only when SkipScope is ManagedRules and
sForExce
tion " P SkipOption is SkipOnSpecifiedRequestFields.
ion
Whether the exception rule is enabled. Values as follows:
Enabled String No on: Enable
off: Disable
ExceptionRules
Web security exception rule
Req
Name Type uire Description
d
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Definition list of exception rules. Use ModifySecurityPolicy to
modify the Web protection configuration:

Array of If the Rules parameter is not specified or has a length of
Rules ExceptionRu No zero: Clear all exception rule configurations.
le If the ExceptionRules parameter value is not specified in

SecurityPolicy: Keep the existing exception rule
configuration and do not modify it.

FollowOrigin

Follow the origin site configuration for cache.

Re
Ty . .
Name qui Description
pe
red
) Follow the origin site configuration switch, values as follows:
Switch Stri Ye on: Enable.
ng S .
off: Disable.
Cache/no-cache switch when the origin server does not return
a Cache-Control header. When Switch is on, this field is
Stri required. When Switch is off, no need to specify this field. If
DefaultCache ng No filled, it does not take effect. Values are as follows:
on: Cache.
off: Do not cache.
Use/do not use default caching policy switch when the origin
server does not return a Cache-Control header. When
) DefaultCache is on, this field is required, otherwise it is
DefaultCachesS Stri No ineffective. When DefaultCacheTime is not 0, this field must be
trategy ng off. Values are as follows:
on: Use default caching policy.
off: Do not use default caching policy.
Default cache time in seconds when the origin server does not
Int return a Cache-Control header. Value range: 0-315360000.
DefaultCacheT . . . . L
ime eg No When DefaultCache is on, this field is required, otherwise it is
er ineffective. When DefaultCacheStrategy is on, this field must be

0.

ForceRedirectHTTPSParameters

Access protocol forced HTTPS redirect configuration.

©2013-2025 Tencent Cloud. All rights reserved. Page 28 of 95
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-~
Name P
e
. Stri
Switch
ng
RedirectStatus Inte
Code ger

FrequentScanningProtection

eq
ui
re

Tencent Cloud EdgeOne

Description

Access forced redirection configuration switch, values as
follows:
on: Enable.

off: Disable.

Redirection status code. When Switch is on, this field is
required, otherwise it is ineffective. Values are as follows:
301: 301 redirect.

302: 302 redirect.

High-frequency scan protection configuration options. When a visitor's frequent requests hit a managed

rule configured for interception, all requests from that visitor will be blocked within a period of time.

Name Type

Enabled String

Securi
Action tyActi
on

CountBy String

Re
qui
red

No

No

No

©2013-2025 Tencent Cloud. All rights reserved.

Description

Whether the high-frequency scan protection rule is enabled.
Values are as follows:
on: Enable high frequency scan protection rule to take effect.

off: Disable high frequency scan protection rule.

Handling action for high—frequency scan protection. This field is
required when Enabled is on. SecurityAction Name supports:
Deny: Block and respond with an interception page.

Monitor: Observe without processing requests, record security
events in logs.

JSChallenge: JavaScript challenge, respond with a JavaScript
challenge page.

Request statistics match mode. This field is required when Enabled
is on. Values are as follows:
http.request.xff_header_ip: client ip (priority match xff header);

http.request.ip: client IP.
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BlockThr Intege N
eshold r °
Counti
ourj n String No
gPeriod
ActionD
¢ |?n String No
uration
GrpcParameters
gRPC configuration item.
Name Type
Switch String
HeaderAction

HTTP header setting rule.

Name

Action

Name

Type

String

String

©2013-2025 Tencent Cloud. All rights reserved.
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This parameter specifies the threshold for high—-frequency scan
protection, which is the cumulative number of interceptions when
managed rules configured as blocklist are hit within the time range
set by CountingPeriod. The value ranges from 1 to 4294967294,
such as 100. When exceeding this statistical value, subsequent
requests will trigger the handling action set by Action. This field is
required when Enabled is on.

This parameter specifies the statistical time window for high-
frequency scan protection, which is the time window for counting
requests that hit managed rules configured as blocklist. The value
ranges from 5 to 1800, and the measurement unit is only supported
in seconds (s), such as 5s. This field is required when Enabled is
on.

This parameter specifies the duration of the handling Action set by
the Action parameter for high—frequency scan protection. The
value ranges from 60 to 86400, and the unit is only supported in
seconds (s), such as 60s. This field is required when Enabled is on.

Required Description

gRPC configuration switch, values as follows:

No on: Enable.
off: Disable.
Reaui
= Description
red

HTTP header setting method. Values are as follows:
set: Set. Update the specified header to the
configured value.

Yes
del: Delete. Remove the specified header parameter.
add: Add. Add the specified header parameter.

Yes HTTP header name.
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HTTP header value. This parameter is required when

Value String No L. . L.
Action is set or add; not required when Action is del.

HostHeaderParameters

Host Header rewrite config

R
e
v -
Name u Description
pe .
ir
e
d
St Execution action. The values are as follows:
Action ri N followOrigin: Follow source site domain.
o
ng custom: Custom. Customize.
Server St N Host Header rewrite, need to fill in complete domain name.
Name ri o Note: When Switch is on, this field is required. When Switch is off, this
ng field is not required. If filled, it does not take effect.
HostName

Access URL redirection HostName configuration parameters.

Requi
Name Type 9 Description
red

Target HostName configuration. Values are as follows:
Action String No follow: Follow request.

custom: Custom. Customize.
Target HostName custom value, maximum length 1024.

Value String No Note: This field is required when Action is custom. When
Action is follow, it is ineffective.

HostPolicy

The following is the field description for the HostPolicy object in the site security configuration group.

Configu Type Re Description
ration qui

©2013-2025 Tencent Cloud. All rights reserved. Page 31 of 95
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Field

Host String

PolicyT .

String

ype

Policy Object

Templa Stri

teld ring
HSTSParameters

red

Ye

Ye

No

No

HSTS configuration parameters.

Name

Switch

Timeout

IncludeSubD
omains

Typ
e

Stri
ng

Inte
ger

Stri
ng

Re

qui
red

No

No

No

©2013-2025 Tencent Cloud. All rights reserved.

Tencent Cloud EdgeOne

Site-level policy, a policy that takes effect for all domain names
under the site. For details, see Site-level Policy.

Policy type used by the current domain
ZoneDefault: Use site-level policy, which is the policy
configuration defined in ZoneDefaultPolicy.

Custom: Use domain-level policy. When using this option, both
Policy field must be configured to specify policy settings.

Template: Use policy template. When using this option, both
Templateld field must be configured to designate the policy
template used by current domain.

When PolicyType is Custom, this field is the policy configuration
for the current domain and takes effect on it.
For details, see SecurityPolicy.

When PolicyType is Template, this field specifies the policy
Template Id used by the current domain. If cross-site binding is
needed, append the site Id where the policy Template resides after
the Template Id with "@" as the identifier.

Description

HSTS toggle on/off, values as follows:
on: Enable.

off: Disable.

Cache HSTS header time in seconds, range: 1-31536000.
Note: When Switch is on, this field is required. When Switch is
off, this field is not required. If filled, it does not take effect.

Whether to allow other subdomains to inherit the same HSTS
header, values as follows:
on: Allow other subdomains to inherit the same HSTS header.

off: Do not allow other subdomains to inherit the same HSTS
header.
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Note: When Switch is on, this field is required. When Switch is
off, this field is not required. If filled, it does not take effect.

Whether to allow the browser to preload HSTS header, values are

on: Allow the browser to preload HSTS header.

off: Do not allow the browser to preload HSTS header.

Note: When Switch is on, this field is required. When Switch is
off, this field is not required. If filled, it does not take effect.

as follows:
Stri
Preload No
ng
HTTP2Parameters

HTTP2 access configuration parameters.

Name Type Required
Switch String No
HttpDDoSProtection

HTTP DDOS protection configuration.

Name Type
AdaptiveFrequen AdaptiveFrequen
cyControl cyControl

ClientFiltering

BandwidthAbuse
Defense

SlowAttackDefen
se

ClientFiltering

BandwidthAbuse
Defense

SlowAttackDefen
se

HTTPResponseParameters

HTTP response configuration parameters.

Name Type Required

©2013-2025 Tencent Cloud. All rights reserved.

Description

HTTP2 access configuration switch, values are as
follows:

on: Enable.
off: Disable.
Req
uire Description
d
N Specific configuration of adaptive frequency
o
control.
No Specific configuration of intelligent client filter.
N Specific configuration of bandwidth abuse
o
protection.
N Specific configuration of slow attack
o
protection.
Description
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Response status code. Support 2XX, 4XX, 5XX,

StatusCode Integer No .
excluding 499, 514, 101, 301, 302, 303, 509, 520-599.
R P
esponsera String No Response page ID.
ge

HTTPUpstreamTimeoutParameters

Layer 7 origin pull timeout configuration.

Name Type Required Description
ResponseTimeou HTTP response timeout, in seconds, value: 5—
Integer No
t 600.
IPv6Parameters

IPv6 access configuration.

Name Type Required Description

IPv6 access feature configuration, values as

) ) follows:
Switch String No on: Enable IPv6 access feature.
off: Disable IPv6 access feature.
ManagedRuleAction

Managed rule configuration

Req
Name Type uire Description

Specific items under the managed rule group, used to rewrite
Ruleld String Yes the configuration content of this single rule. Refer to product
documentation.

Specify the handling action for the managed rule item in
Ruleld. Supported Name values for SecurityAction:

SecurityA Deny: Block and respond with an interception page.

Acti Y . . .
eton ction s Monitor: Observe without processing requests, record

security events in logs.

Disabled: Not activated, skip scan requests, skip the rule.
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ManagedRuleAutoUpdate

Managed rule automatic update option

T
Name yp

AutoUpdateTolLa Stri

testVersion ng
RulesetVersion Stri
ng
ManagedRuleDetail
Managed rule detail
Name Type
Ruleld String
RiskLevel String
Descriptio .
String
n
T Array of
ags String

©2013-2025 Tencent Cloud. All rights reserved.

R
eq
ui
re
d

es

Req
uire

No

No

No

No

Tencent Cloud EdgeOne

Description

Whether automatic update to the latest version is enabled.
Values are as follows:
on: Enable

off: Disable

Currently used version, format compliant with ISO 8601
standard, such as 2023-12-21T12:00:32Z, empty by default,
output only.

Description

Managed rule Id

Protection level of managed rule. Values are as follows:
low: Low risk, this rule poses lower risk and is suitable for
access scenarios under strict control. This severity rule
may cause considerable false alarms.

medium: Medium-risk, means this rule poses normal risk
and applies to strict protection scenarios.

high: High-risk, means this rule poses relatively high risk
and will not generate false alarms in most scenarios.

extreme: Ultra-high risk, means this rule poses extremely
high risk and will not generate false alarms.

Rule description.

Rule tag. Some types of rules do not have tags.
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RuleVersio
String No
n
ManagedRuleGroup

Managed rule group configuration.

Name Type

O 3T € 0 0 I

o

Groupld String

Sensitivit

String e
yLevel

Action SecurityActio Y
n e
s

©2013-2025 Tencent Cloud. All rights reserved.
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Rule ownership version.

Description

The group name of the managed rule. Unspecified
configuration rules will be processed based on the default
configuration. Refer to product documentation for the
specific value of Groupld.

Protection level of the managed rule group. Values are as
follows:
loose: Loose, only contains ultra—high-risk rules. At this
point, Action requires configuration and RuleActions are
invalid.
normal: Normal, contains ultra—high-risk and high-risk
rules. At this point, Action requires configuration and
RuleActions are invalid.
strict: Strict, contains ultra-high-risk, high-risk, and
medium-risk rules. At this point, Action requires
configuration and RuleActions are invalid.
extreme: Ultra-strict, contains ultra—high-risk, high-risk,
medium-risk, and low-risk rules. At this point, Action
requires configuration and RuleActions are invalid.
custom: Custom, refined strategy. Configure disposal
method by individual rule. At this point, the Action field
is invalid. Use RuleActions to configure refined strategy
for single rules.

Handling actions for the managed rule group. Supported
Name values for SecurityAction:
Deny: Block and respond with an interception page.

Monitor: Observe without processing requests, record
security events in logs.
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RuleActi Array of
eActio
. : ManagedRule
ns .
Action
ManagedRule
MetaData
GroupMeta
ManagedRuleGroupMeta

Managed rule group information

Name Type
GroupDet .
. String
ail
GroupNa .
String
me
RuleDetai Array of
| uiebetal ManagedRuleDet
s
ail

ManagedRules

Name Type
Enabled String
DetectionO .

String
nly

©2013-2025 Tencent Cloud. All rights reserved.
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Disabled: Not activated, skip scan requests and the rule.

Configuration of rule items under the managed rule group

o takes effect only when SensitivityLevel is set to custom.
N Managed rule group information, only returned in
o SecurityAction
Req
uire Description
d
N Managed rule group description, only returned in
o
output.
No Managed rule group name, only returned in output.
No Information of all sub-rules under the current
managed rule group, only returned in output.
Req
uire Description
d
Whether the managed rule is enabled. Values as follows:
on: turn on, all managed rules take effect as
Yes configured.
off: turn off, all managed rules are disabled.
Whether the evaluation mode is enabled. Valid when the
Enabled parameter is on. Values are as follows:
on: enable, indicating all managed rules take effect in
Yes

observation mode.

off: turn off, indicating all managed rules take effect
with actual configuration.
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Whether the semantic analysis option for managed rules
is enabled. Valid when the Enabled parameter is on.
Values are as follows:

on: enable, perform semantic analysis on the request

SemanticAn String No and process it.
alysis
y off: turn off, skip semantic analysis and process the
request directly.
Default off.
ManagedR
AutoUpdate uleAutoUpd No Managed rule automatic update option.
ate
Array of Configuration of managed rule groups. If this structure
ManagedRu Y 9 g g . P . .
leGrouns ManagedR No passes an empty array or Groupld is not included in the
P uleGroup list, it will be handled based on the default method.
High-frequency scan protection configuration options.
FrequentSc FrequentSc 9 q . 4 P . 9 P
. . When a visitor's frequent requests hit a managed rule
anningProte anningProte No . . .
. . configured for interception, all requests from that visitor
ction ction . o . .
will be blocked within a period of time.
MaxAgeParameters
Browser cache TTL config.
R
e
v 2 -
Name u Description
pe .
ir
e
d
) Follow the origin server Cache-Control switch, values as follows:
Follow Stri N on: follow the origin site, ignore CacheTime time setting.
Origin ng o o o i
off: do not follow the origin site, use CacheTime time setting.
Cache Int N Custom cache time value in seconds, range: 0—315360000.
Time eg o Note: When FollowOrigin is off, it means not following the origin server
er and using CacheTime to set the cache time, otherwise it is ineffective.

MinimalRequestBodyTransferRate

©2013-2025 Tencent Cloud. All rights reserved.
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Minimum Body Transfer Rate threshold configuration.

Req
Name Typ uire Description
© d
MinimalAvgTransfe Stri Yes Minimum Body Transfer Rate threshold, only supports
rRateThreshold ng bps.
Statistical time range for Minimum Body Transfer Rate,
values are as follows:
Stri 10s: 10 seconds
CountingPeriod ng Yes 30s: 30 seconds
60s: 60 seconds
120s: 120 seconds
Whether the Minimum Body Transfer Rate threshold is
Stri enabled. Values are as follows:
Enabled ng Yes on: Enable.
off: Disable.
ModifyOriginParameters
Modify origin server configuration parameters.
R
e
q
Name Type u Description
ir
e
d
Origin server type. Values as follows:
IPDomain: IPV4, IPV6, or domain type origin server;
OriginGroup: Origin server group type origin server;
OriginTyp . N LoadBalance: Load balancing. This feature is in beta test.
R String 0 If needed, submit a ticket;
Tencent Cloud COS: Cloud Object Storage origin server;
AWSS3: Supports ALL object storage origin servers with
AWS S3 protocol.
Origin String N Origin server address is divided into following scenarios
o based on OriginType value.
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OriginPro
tocol

HTTPOrig
inPort

HTTPSOri
ginPort

PrivateAc
cess

PrivatePa
rameters

String

Integer

Integer

String

OriginPrivat
eParameters

Tencent Cloud EdgeOne

When OriginType = IPDomain, specify this parameter as
IPV4 addresses, IPV6 addresses, or domain name;

When OriginType = COS, specify this parameter as the
cos bucket access domain;

When OriginType = AWSS3, specify this parameter as the
S3 bucket access domain;

When OriginType = OriginGroup, specify this parameter
as the origin server group ID;

When OriginType = LoadBalance, specify this parameter
as the Cloud Load Balancer instance ID. This feature is
currently available to allowlist only.

Protocol configuration for origin request. This parameter is
required when OriginType value is IPDomain, OriginGroup, or
LoadBalance. Valid values:

http: use HTTP protocol;
https: use HTTPS protocol;

follow: follow protocol.

HTTP origin port, value ranges from 1 to 65535. This
parameter must be filled in when the origin—pull protocol
OriginProtocol is http or follow.

HTTPS origin port, value ranges from 1 to 65535. This
parameter must be filled in when the origin—pull protocol
OriginProtocol is https or follow.

Whether access to the private Cloud Object Storage origin
server is allowed. This parameter is required when the origin
server type OriginType = COS or AWSS3. Valid values:

on: enable private authentication;

off: Do not use private authentication.

Private authentication parameter. This parameter is valid only
when OriginType = AWSS3 and PrivateAccess = on.
Note: This field may return null, indicating no valid value.

ModifyRequestHeaderParameters

Modify HTTP back-to-origin request header configuration.

©2013-2025 Tencent Cloud. All rights reserved.
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Re
Name Type qui

red
HeaderActio Array of No
ns HeaderAction

ModifyResponseHeaderParameters

Modify HTTP node response header configuration.

Re
Name Type qui
red
HeaderActio Array of No
ns HeaderAction
NoCache
No cache configuration
Name Type Required
Switch String Yes
OCSPStaplingParameters
OCSP stapling configuration parameters.
Name Type Required
Switch String No

OfflineCacheParameters

Whether offline cache is enabled.

©2013-2025 Tencent Cloud. All rights reserved.
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Description

HTTP header setting rule list.
Note: This field may return null, indicating no
valid value.

Description

HTTP origin—pull header rule list.
Note: This field may return null, indicating no
valid value.

Description

No cache configuration switch, values as
follows:
on: Enable.

off: Disable.

Description

OCSP stapling configuration switch, values as
follows:
on: Enable.

off: Disable.
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Name Type Required Description
Offline cache switch, values as follows:
Switch String No on: Enable.
off: Disable.

OriginPrivateParameters

COS origin server private authentication parameter.

N T Requir
ame e
yp ed

AccessKey .

String Yes
Id
SecretAcc .

String Yes
essKey
SignatureV
|g.na ure String Yes
ersion
Region String No

OriginPullProtocolParameters

Description

Access Key ID.

Secret Access Key.

Authentication version. Valid values:
v2: v2 version.

v4: v4 version.

bucket region

HTTPS back-to-origin configuration parameters.

Name Type Required

Protocol String No

PostMaxSizeParameters

Description

Origin—pull protocol configuration, values as follows:
http: use HTTP protocol for origin retrieval.

https: use HTTPS protocol for origin retrieval.

follow: follow protocol.

POST request upload file streaming transmission maximum limit.

Na Ty

R Description
me pe e

q

u

ir

©2013-2025 Tencent Cloud. All rights reserved.
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e
d
Whether to enable file upload limit for POST requests, in bytes. The platform
Swi S_t N default limit is 32 * 220 pytes. Values are as follows:
tch rl o on: Enable limitation.
n
g off: Disable limit.
Ma Int . I . e . .
Si Maximum limit for file streaming transmission in POST requests. This field is
xSi e
9 o valid only when Switch is on, with a value between 1TMB and 800MB in bytes.
ze er

QUICParameters

QUIC configuration item.

Name Type

Switch String

RangeOriginPullParameters

Required Description

QUIC configuration switch, values as follows:
No on: Enable.

off: Disable.

Range-based origin pull configuration parameters.

Name Type

Switch String

RateLimitingRule

Specific rate limit configuration.

Req
Name Type uire
d
Id String No

©2013-2025 Tencent Cloud. All rights reserved.

Required Description

Range-based origin pull switch, values as

follows:
No
on: Enable.
off: Disable.
Description

Precise rate limit ID.
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Name String No

Condition String No
Array

CountBy of No
String

MaxRequ

estThresh Integer No

old

Counting String No

Period

©2013-2025 Tencent Cloud. All rights reserved.
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Different rule configurations can be supported through the rule
ID:

Add new rule: ID is empty or no specified ID parameter.

Modify existing rule: specify the rule ID to be
updated/modified.

Delete existing rules: Existing rules not included in the
Rules list of RateLimitingRules parameters will be deleted.

Name of the precise rate limit.

The specific content of precise rate limiting must comply with
expression grammar. Please refer to the product document for
detailed specifications.

Rate threshold request feature match mode. This field is
required when Enabled is on.

When there are multiple conditions, composite conditions will
be used to perform statistics calculation. The maximum of
conditions is 5. Valid values:

http.request.ip: client IP;

http.request.xff_header_ip: client ip (priority match xff
header);

http.request.uri.path: request access path;

http.request.cookies['session']: Cookie named session,
where session can be replaced with your own parameter;

http.request.headers['user-agent']: HTTP header named
user—agent, where user—agent can be replaced with your
specified parameter;

http.request.ja3: request JA3 fingerprint;

http.request.uri.query['test']: URL query parameter named
test, where test can be replaced with your specified
parameter.

Precise rate limiting intercept count within the specified time
range. The value ranges from 1 to 100000.

Statistical time window. Valid values:
1s: 1 second

5s: 5 seconds;
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10s: 10 seconds;
20s: 20 seconds;
30s: 30 seconds;
40s: 40 seconds;
50s: 50 seconds;
1m: 1 minute;
2m: 2 minutes;
5m: 5 minutes;
10m: 10 minutes;
1h: 1 hour.

Duration of Action. Supported measurement units:

s: seconds, value ranges from 1 to 120.
ActionDur

String No m: minutes, value ranges from 1 to 120.
ti
ation h: hr, value ranges from 1 to 48.
d: days, value ranges from 1 to 30.
Precision rate limiting handling method. Valid values:
Monitor: Monitor.
Deny: Block, where DenyActionParameters.Name supports
Securit Deny and ReturnCustomPage.
Actio No
on yAction Challenge: Challenge, where
ChallengeActionParameters.Name supports JSChallenge
and ManagedChallenge.
Redirect: Redirect to URL.
L. Priority of precision rate limiting, ranging from O to 100. Default
Priority Integer No .
is 0.
Precision rate limiting rule is enabled or not. Valid values:
Enabled String No on: Enable.
off: Disable.
RateLimitingRules
Precision rate limiting configuration
Req
Nam . e
Type uire Description
© d
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Definition list of precision rate limiting. Use ModifySecurityPolicy
to modify Web protection configuration:

Rule Array ?f_ If the Rules parameter is not specified or has a length of zero:
s Ratelimit A Clear all precision rate limiting configurations.
ingRule

If the RateLimitingRules parameter value is not specified in
SecurityPolicy: Keep the existing custom rule configuration and
do not modify it.

RedirectActionParameters

Web security redirect additional parameter

Req
Name Type uire Description
d
URL String Yes Redirect URL.

RequestBodyTransferTimeout

Body transfer timeout duration configuration.

Req
Name Type uire Description
d
. . Body transfer timeout duration takes value from 5 to 120, and
IdleTimeout String Yes L .
the measurement unit is only supported in seconds (s).
Whether body transfer timeout is enabled. Valid values:
Enabled String Yes on: Enable.
off: Disable.
RequestFieldsForException
Skip field configuration in exception rule
Re
Name Type qui Description
red

Scope String Ye Skip specific field. Supported values:
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Condit
ion
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body.json: parameter content in JSON requests. At this point,
Condition supports key and value, TargetField supports key and
value, such as {"Scope": "body.json", "Condition": "",
"TargetField": "key"}, which means ALL parameters in JSON
requests skip WAF scan.

cookie: Cookie. At this point, Condition supports key and value,
TargetField supports key and value, such as {"Scope": "cookie",
"Condition": "${key} in ['account-id'] and ${value} like ['prefix-'1",
"TargetField": "value"}, which means cookie parameter name
equals account-id and parameter value wildcard matches prefix-

skip WAF scan.

header: HTTP header parameters. At this point, Condition
supports key and value, TargetField supports key and value, such
as {"Scope": "header", "Condition": "${key} like ['x—auth-']",
"TargetField": "value"}, which means header parameter name
wildcard matches x—auth- skip WAF scan.

uri.query: URL encoded content/query parameters. At this point,
Condition supports key and value, TargetField supports key and
value, such as {"Scope": "uri.query", "Condition": "${key} in
['action'] and ${value} in ['upload', 'delete']", "TargetField":
"value"}, which means URL encoded content/query parameter
name equals action and parameter value equals upload or delete
skip WAF scan.

uri: Request path URI. At this point, Condition must be empty,
TargetField supports query, path, and fullpath, such as {"Scope":
"uri", "Condition": "", "TargetField": "query"}, which indicates the
request path URI only skips WAF scan for query parameters.

body: Request body content. At this point, Condition must be
empty, TargetField supports fullbody and multipart, such as
{"Scope": "body", "Condition": "", "TargetField": "fullbody"},
which means request body content as full request body skips
WAF scan.

Skip specific field expression must comply with expression grammar.

Condition supports expression configuration syntax.

Write filter conditions in syntax writing, with support for
references to key and value.
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Supports in, like operators, and logical combination with and.

For example:
${key} in ['x-trace—id']: Parameter name equals x-trace-id.

${key} in ['x-trace-id'] and ${value} like ['Bearer *']: Parameter
name equals x-trace-id and parameter value wildcard match
Bearer *.

When the Scope parameter takes different values, the supported
values in the TargetField expression are as follows:

body.json: supports key, value

T t Y ie:
arge String € cookie: supports key, value

Field S header: supports key, value

uri.query: supports key, value
uri: supports path, query, fullpath
body: supports fullbody, multipart

ResponseSpeedLimitParameters

Download speed limit configuration parameter for single connection.

R
eq
T
Name v ui Description
pe
re
d
Download speed limit mode. Valid values:
LimitUponDownload: download speed limit for the entire process
Mode Stri Y LimitAfterSpecificBytesDownloaded: starts rate limiting after
ng es downloading specific bytes at full speed
LimitAfterSpecificSecondsDownloaded: starts rate limiting after
downloading for a specified time at full speed.
MaxS Stri Y Speed limit, specify the speed limit size, fill in the value or variable with
peed ng es unit. Currently supported units: KB/s.
StartA Stri N Speed limit start value can be download size or specified duration. Fill in
t ng o the value or variable with unit, assign download size or specify duration.

When Mode value is LimitAfterSpecificBytesDownloaded, valid values
for measurement unit: KB.

©2013-2025 Tencent Cloud. All rights reserved. Page 48 of 95



> Tencent Cloud

Tencent Cloud EdgeOne

When Mode value is LimitAfterSpecificSecondsDownloaded, valid
values for measurement unit: s.

ReturnCustomPageActionParameters

Web security custom page additional parameter

Req
Name Type uire

d
Response Stri v
Code ring es
ErrorPagel .

String Yes
d
RuleBranch

Sub-rule branch.

Nam

Cond
ition

Actio
ns

SubR
ules

Type

String

Array of
RuleEngineAction

Array of
RuleEngineSubRule

RuleEngineAction

Rule engine operation.

©2013-2025 Tencent Cloud. All rights reserved.
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Description

Response status code.

Response custom page ID.

Description

Matching Condition.

Operation.

Note: Actions and SubRules cannot be empty at the same
time.

Note: This field may return null, indicating no valid value.

Sub-rule list. Multiple rules exist in the list and execute in
order from top to bottom.

Note: SubRules and Actions cannot be empty at the same
time. Currently only support one level of SubRules.

Note: This field may return null, indicating no valid value.
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Name Type

Name String
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Description

Operation name. The name must correspond to the
parameter structure, for example, if Name=Cache, then
CacheParameters is required.

Cache: node cache TTL;

CacheKey: custom Cache Key;
CachePrefresh: cache pre-refresh
AccessURLRedirect: URL redirection;
UpstreamURLRewrite: origin—pull URL rewrite;
QUIC:QUIC;

WebSocket:WebSocket;

Authentication: Token authentication;
MaxAge: browser cache TTL;
StatusCodeCache: status code cache TTL;
OfflineCache: Offline cache;
SmartRouting: Smart acceleration;
RangeOriginPull: range-based origin pull;
UpstreamHTTP2: HTTP2 origin pull;
HostHeader: host header rewrite;

ForceRedirectHTTPS: access protocol forced HTTPS
redirect configuration;

OriginPullProtocol: HTTPS origin pull;
Compression: intelligent compression configuration;
HSTS:HSTS;

ClientlIPHeader: Storage of client request IP header
information configuration;

OCSPStapling: OCSP stapling;
HTTP2: HTTP2 integration;

PostMaxSize: Maximum limit configuration for POST
request upload file streaming transmission;

ClientIPCountry: Carry client IP region information
during origin pull;
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CacheParame
ters

CacheKeyPar
ameters

CachePrefres
hParameters

AccessURLRe
directParamet
ers

UpstreamURL
RewriteParam
eters

QUICParamet
ers

CacheParame
ters

CacheKeyPar
ameters

CachePrefres
hParameters

AccessURLR
edirectParam
eters

UpstreamURL
RewriteParam
eters

QUICParamet
ers
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UpstreamFollowRedirect: Parameter configuration for
upstream follow redirect;

UpstreamRequest: Origin—pull request parameter;
TLSConfig: SSL/TLS security

ModifyOrigin: Modify origin server;
HTTPUpstreamTimeout: Layer 7 origin pull timeout
configuration;

HttpResponse: HTTP response;

ErrorPage: Custom error page;
ModifyResponseHeader: Modify HTTP node response
header;

ModifyRequestHeader: Modify HTTP node request
header;

ResponseSpeedLimit: Download speed limit for a
single connection;

SetContentldentifier: Set content identifier;

Vary: Vary feature configuration.

Node cache TTL config. When Name value is Cache, this
parameter is required.
Note: This field may return null, indicating no valid value.

Custom Cache Key config. When Name value is
CacheKey, this parameter is required.
Note: This field may return null, indicating no valid value.

Cache pre-refresh config. When Name value is
CachePrefresh, this parameter is required.
Note: This field may return null, indicating no valid value.

Access URL redirection configuration parameter. When
Name value is AccessURLRedirect, this parameter is
required.

Note: This field may return null, indicating no valid value.

Origin—pull URL rewrite configuration parameter. When
Name value is UpstreamURLRewrite, this parameter is
required.

Note: This field may return null, indicating no valid value.

QUIC configuration parameter. When Name value is
QUIC, this parameter is required.
Note: This field may return null, indicating no valid value.

Page 51 of 95



> Tencent Cloud

WebSocketPa
rameters

Authenticatio
nParameters

MaxAgePara
meters

StatusCodeC
acheParamet
ers

OfflineCacheP
arameters

SmartRouting
Parameters

RangeOriginP
ullParameters

UpstreamHTT
P2Parameters

HostHeaderP
arameters

ForceRedirect
HTTPSParam
eters

OriginPullProt
ocolParamete
rs

WebSocketPa
rameters

Authenticatio
nParameters

MaxAgePara
meters

StatusCodeC
acheParamet
ers

OfflineCache
Parameters

SmartRouting
Parameters

RangeOriginP
ullParameters

UpstreamHTT
P2Parameter
s

HostHeaderP
arameters

ForceRedirec
tHTTPSParam
eters

OriginPullProt
ocolParamete
rs
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WebSocket configuration parameter. When Name value is
WebSocket, this parameter is required.
Note: This field may return null, indicating no valid value.

Token authentication configuration parameter. When
Name value is Authentication, this parameter is required.
Note: This field may return null, indicating no valid value.

Browser cache TTL config. When Name value is MaxAge,
this parameter is required.
Note: This field may return null, indicating no valid value.

Status code cache TTL config. When Name value is
StatusCodeCache, this parameter is required.
Note: This field may return null, indicating no valid value.

Offline cache config. When Name value is OfflineCache,
this parameter is required.
Note: This field may return null, indicating no valid value.

Smart acceleration config. When Name value is
SmartRouting, this parameter is required.
Note: This field may return null, indicating no valid value.

Fragment-based origin pull configuration parameters.
When Name value is RangeOriginPull, this parameter is
required.

Note: This field may return null, indicating no valid value.

HTTP2 origin—pull configuration parameter. When Name
value is UpstreamHTTP2, this parameter is required.
Note: This field may return null, indicating no valid value.

Host Header rewrite config. When Name value is
HostHeader, this parameter is required.
Note: This field may return null, indicating no valid value.

Access protocol forced HTTPS redirect configuration.
When Name value is ForceRedirectHTTPS, this parameter
is required.

Note: This field may return null, indicating no valid value.

HTTPS back-to-origin configuration parameters. When
Name value is OriginPullProtocol, this parameter is
required.

Note: This field may return null, indicating no valid value.
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Compression
Parameters

HSTSParamet
ers

ClientlIPHeade
rParameters

OCSPStapling
Parameters

HTTP2Param
eters

PostMaxSizeP
arameters

ClientlPCount
ryParameters

UpstreamFoll
owRedirectPa
rameters

UpstreamReq
uestParamete
rs

TLSConfigPar
ameters

ModifyOriginP
arameters

Compression
Parameters

HSTSParamet
ers

ClientIPHead
erParameters

OCSPStaplin
gParameters

HTTP2Param
eters

PostMaxSize
Parameters

ClientIPCount
ryParameters

UpstreamFoll
owRedirectPa
rameters

UpstreamReq
uestParamete
rs

TLSConfigPar
ameters

ModifyOrigin
Parameters
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Intelligent compression configuration. When Name value
is Compression, this parameter is required.
Note: This field may return null, indicating no valid value.

HSTS configuration parameters. When Name value is
HSTS, this parameter is required.
Note: This field may return null, indicating no valid value.

Storage of client request IP header information
configuration. When Name value is ClientIPHeader, this
parameter is required.

Note: This field may return null, indicating no valid value.

OCSP stapling configuration parameters. When Name
value is OCSPStapling, this parameter is required.
Note: This field may return null, indicating no valid value.

HTTP2 access configuration parameter. When Name
value is HTTP2, this parameter is required.
Note: This field may return null, indicating no valid value.

POST request upload file streaming transmission
maximum limit configuration. When Name value is
PostMaxSize, this parameter is required.

Note: This field may return null, indicating no valid value.

Back-to-origin configuration parameter carrying client IP
address regional information. When Name value is
ClientIPCountry, this parameter is required.

Note: This field may return null, indicating no valid value.

Upstream Follow Redirect parameter configuration. When
Name value is UpstreamFollowRedirect, this parameter is
required.

Note: This field may return null, indicating no valid value.

Upstream Request parameter configuration. When Name
value is UpstreamRequest, this parameter is required.
Note: This field may return null, indicating no valid value.

SSL/TLS security configuration parameters. When Name
value is TLSConfig, this parameter is required.
Note: This field may return null, indicating no valid value.

Modify origin server configuration parameters. When
Name value is ModifyOrigin, this parameter is required.
Note: This field may return null, indicating no valid value.
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HTTPUpstrea HTTPUpstrea Layer-7 origin—pull timeout. When Name value is
mTimeoutPar mTimeoutPar HTTPUpstreamTimeout, this parameter is required.
ameters ameters Note: This field may return null, indicating no valid value.
HTTP response configuration parameter. When Name
HttpResponse HTTPRespon . P 9 . P . .
value is HttpResponse, this parameter is required.
Parameters seParameters . L. .
Note: This field may return null, indicating no valid value.
Custom error page configuration parameter. When Name
ErrorPagePar ErrorPagePar . Pag . 9 p' .
value is ErrorPage, this parameter is required.
ameters ameters . Lo .
Note: This field may return null, indicating no valid value.
Modify HTTP node response header configuration. When
ModifyRespo ModifyRespo N Y lue is Modif Rp Head th?’ ter i
ame value is Mo esponseHeader, this parameter is
nseHeaderPar nseHeaderPar . value ryResp ) HIS P !
required.
ameters ameters . Lo .
Note: This field may return null, indicating no valid value.
Modify HTTP node request header configuration. When
ModifyReque ModifyReque N 4 lue is Modif : tHead th'g ter i
ame value is Mo equestHeader, this parameter is
stHeaderPara stHeaderPara . value ryReaqu 'SP !
required.
meters meters . L. .
Note: This field may return null, indicating no valid value.
Download speed limit configuration parameter for single
ResponseSpe ResponseSpe P 9 P 9

edLimitParam
eters

SetContentlde
ntifierParamet
ers

edLimitParam
eters

SetContentld
entifierParam
eters

connection. When Name value is ResponseSpeedLimit,
this parameter is required.
Note: This field may return null, indicating no valid value.

Content identification configuration parameter. When
Name value is SetContentldentifier, this parameter is
required.

Note: This field may return null, indicating no valid value.

VaryParamete VaryParamet Vary feature configuration parameter. When Name value
rs ers is Vary, this parameter is required.

Content compression configuration parameter. When
ContentComp ContentComp P 9 P

ressionParam
eters

ressionParam
eters

Name value is ContentCompression, this parameter is
required. This parameter is an allowlist feature. If needed,
contact Tencent Cloud Engineers.

RuleEngineSubRule
Sub-rule.
Name Type Required Description
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—rul h
Array of Sub-rule branc

Branches No Note: This field may return null, indicating no
RuleBranch .
valid value.
Descriptio
P Array of String No Rule annotation.
n
Rules

Rules are matched and executed in top—down order. Matching stops once a minimum unit is matched.
Lower rules can override settings for the same configuration items in higher rules. Rule Engine

Configuration is enabled by default after import.

Rule name. The name length limit is no more than

RuleName String No
255 characters.
Descriptio . . . .
Array of String No Rule annotation. Multiple annotations can be filled.
n
Sub-rule branch. This list currently only supports
Branches Array of No filling in 'one rule. Multiple entrie's a-re ir.walid. '
RuleBranch Note: This field may return null, indicating no valid
value.
SecurityAction
Secure execution action.
Name Type Required Description
Name String Yes Safe execution actions. Valid

values:

Deny: Block and block request
access to site resources.

Monitor: Monitor, only record
logs.
Redirect: Redirect to URL.

Disabled: Not enabled, disable
specified rule.

Allow: Allow access, but delay
processing requests.

Challenge: Challenge, respond
to challenge content.
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DenyActionPara
meters

RedirectAction
Parameters

AllowActionPar
ameters

ChallengeActio
nParameters

BlockIPActionP
arameters

ReturnCustomP
ageActionPara
meters

SecurityPolicy

DenyActionParameters

RedirectActionParamet
ers

AllowActionParameters

ChallengeActionParame
ters

BlockIPActionParamete
rs

ReturnCustomPageActi
onParameters

Configuration for the security policies.

Name

CustomRule
s

ManagedRul
es

HttpDDoSPr
otection

RateLimiting
Rules

Type Required
CustomRule

No
s
ManagedRul

No
es
HttpDDoSPr

. No

otection
RateLimiting

No
Rules

©2013-2025 Tencent Cloud. All rights reserved.

No

No

No

No

No

No

Description

Tencent Cloud EdgeOne

BlockIP: To be deprecated, IP
block.

ReturnCustomPage: To be
deprecated, use the specified
page to block.

JSChallenge: To be deprecated,
JavaScript challenge.

ManagedChallenge: To be
deprecated, managed challenge.

Additional parameters when Name
is Deny.

Additional parameters when Name
is Redirect.

Additional parameters when Name
is Allow.

Additional parameters when Name
is Challenge.

To be deprecated, additional
parameters when Name is BlocklP.

To be deprecated, additional
parameters when Name is
ReturnCustomPage.

Custom rule configuration.

Managed rule configuration.

HTTP DDoS protection configuration.

Rate limiting rule configuration.
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ExceptionRu ExceptionRu
P P No Exception rule configuration.
les les
BotManage BotManage
9 g No Bot management configuration.
ment ment

SetContentldentifierParameters

Content identification configuration parameters.

Name Type Required Description

Contentldentifier String No Content identifier ID

SlowAttackDefense

Specific configuration of slow attack protection.

Req
Name Type uire Description
d
Slow attack protection is enabled. Valid values:
Enabled String Yes on: Enable.
off: Disable.
The handling method of slow attack protection. This field
) is required when Enabled is on. SecurityAction Name
Action 'SecurltyAct No supports:
ion

Monitor: Monitor.

Deny: Block.

MinimalReq MinimalReq
uestBodyTr uestBodyTr No
ansferRate ansferRate

Minimum Body Transfer Rate threshold configuration.
This field is required when Enabled is on.

RequestBod RequestBo

. Body transfer timeout duration configuration. This field is
yTransferTi dyTransferT No

. required when Enabled is on.
meout imeout

SmartRoutingParameters

Intelligent acceleration configuration.

Name Type Required Description
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Switch

String No

StandardDebugParameters

Debug the struct.

Name

Switch

AllowClient
IPList

Expires

Type Required
String No
Array of

. Y No
String
Timestamp N
1S08601 ©

StatusCodeCacheParam

Status code cache TTL config internal structure.

Name

StatusCod
e

CacheTim
e

Type Required
Integer No
Integer No

StatusCodeCacheParameters

©2013-2025 Tencent Cloud. All rights reserved.
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Smart acceleration configuration switch. Valid values:

on: Enable.
off: Disable.

Description

Debug feature switch, valid values:

on: Enable.
off: Disable.

Allowed client source. Supports filling in IPv4 and
IPv6 IP ranges. 0.0.0.0/0 indicates that all IPv4
clients are allowed for debugging; ::/0 indicates that
all IPv6 clients are allowed for debugging. 127.0.0.1
cannot be filled in.

Note: When the Switch field is on, this field is
required and the number of writes must be 1—100.
When Switch is off, this field is not required. If filled,
it does not take effect.

Debug feature expiry time. If the set time is
exceeded, the feature will be disabled.

Note: When Switch is on, this field is required. When
Switch is off, this field is not required. If filled, it
does not take effect.

Description

Status code, value is one of 400, 401, 403, 404, 405,
407, 414, 500, 501, 502, 503, 504, 509, 514.

Cache time value in seconds, range: 0—31536000.
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Status code cache TTL config.

Name Type Required Description
StatusCodeCach Array of Status code cache TTL.
atusCodeCache
P . StatusCodeCachePara No Note: This field may return null,
ram
arams m indicating no valid value.
Templates

Field description for the Templates object in site security configuration.

Configu Re
ration Type qui Description
Field red
Ye ]
Id String < Policy template ID
. . Ye Policy settings of the policy template take effect for ALL domain
Policy Object . cp s . . .
names associated with it. For details, see SecurityPolicy.
TLSConfigParameters

SSL/TLS security configuration parameters.

Nam

Vers
ion

Ciph
erSu

R
e
q
u .
Type i Description
r
e
d
TLS version. At least one must be filled in. If multiple, they need to be
consecutive version numbers, for example: enable TLS 1, 1.1, 1.2, and 1.3.
Array You cannot only enable 1 and 1.2 while disabling 1.1. Valid values:
of N TLSv1: TLSv1 version.
String ° TLSv1.1: TLSv1.1 version.
TLSv1.2: TLSv1.2 version.
TLSv1.3: TLSv1.3 version.
String N Cipher suite. For details, see TLS version and cipher suite specifications.

o Valid values:
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ite loose-v2023: loose-v2023 cipher suite.
general-v2023: general-v2023 cipher suite.
strict-v2023: strict-v2023 cipher suite.

UpstreamFollowRedirectParameters

Upstream Follow Redirect parameter configuration.

R
e
q
T
Name Y u Description
pe .
ir
e
d
Upstream Follow Redirect configuration switch, values as follows:
Switch Stri N on: Enable.
n o
g off: Disable.
MaxcTi Int N Maximum number of redirects. Value is 1-5.
axTi
eg Note: When Switch is on, this field is required. When Switch is off, this
m
es er © field is not required. If filled, it does not take effect.

UpstreamHTTP2Parameters

HTTP2 origin—pull configuration.

Name Type Required Description

HTTP2 origin—pull configuration switch, values are
as follows:

Switch String No
on: Enable.

off: Disable.

UpstreamRequestCookie

Cookie configuration for origin—-pull request parameters.

Name Type Required Description
Switch String No Cookie configuration switch for origin—pull request
parameters, values are as follows:
on: Enable.
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off: Disable.

Cookie mode for origin—pull request parameters.
When Switch is on, this parameter is required. Values
are as follows:

Action String No full: Retain all.

ignore: Ignore all.
includeCustom: Retain some parameters.

excludeCustom: Ignore some parameters.

Specify parameter values. This parameter takes effect
only when the query string mode Action is

No includeCustom or excludeCustom, used to specify
parameters to keep or ignore. Supports a maximum of
10 parameters.

Array of
String

Values

UpstreamRequestParameters

Configuration parameters for origin—pull requests.

Name Type Required Description

Query string configuration. Optional
configuration. Leave blank for no

ueryStrin UpstreamRequest
Query P Stri “ @ No configuration.
ueryStrin
9 v 9 Note: This field may return null, indicating no
valid value.
Cookie configuration. Optional configuration.
. UpstreamRequestC Leave blank for no configuration.
Cookie . No . T
ookie Note: This field may return null, indicating no

valid value.

UpstreamRequestQueryString

Parameter query for origin—pull request string configuration.

Name Type Required Description

Parameter query string configuration switch for
origin—pull requests, values as follows:
on: Enable.

off: Disable.

Switch String No

©2013-2025 Tencent Cloud. All rights reserved. Page 61 of 95



> Tencent Cloud Tencent Cloud EdgeOne

Query string mode. When Switch is on, this parameter
is required. Values are as follows:
full: Retain all.

Action String No ignore: Ignore all.
includeCustom: Retain some parameters.
excludeCustom: Ignore some parameters.
Specify parameter values. This parameter takes effect
only when the query string mode Action is
Array of 4 query 9

Values Strin No includeCustom or excludeCustom, used to specify
9 parameters to keep or ignore. Supports a maximum of
10 parameters.

UpstreamURLRewriteParameters

Origin—pull URL rewrite configuration parameters.

Name Type Required Description
Type String No Origin—pull URL rewrite type. Only supports filling in Path.

Origin—pull URL rewrite action. Values as follows:

replace: replace the full Path. Use to replace the complete
request URL Path with the specified Path.

addPrefix: add path prefix. Use to add specified path
Action String No prefix to request URL Path.

rmvPrefix: remove path prefix. Use to remove specified
path prefix from request URL Path.

regexReplace: replace full path with regular expression.
Use to match and replace the complete path using
Google RE2 regular expressions.

Origin—pull URL rewrite value. Should meet URL Path
standard and ensure the rewritten Path starts with / to
prevent modification of the origin—pull URL Host, length
range 1—1024. When Action is addPrefix, it cannot end with /;

Value String No . . L.
when Action is rmvPrefix, * cannot exist; when Action is
regexReplace, SNUM can be used to refer to a regular
expression capture group, where NUM represents the group
number, such as $1, supporting up to $9.

Regex String No Origin—pull URL rewrite is used for regex replacement to

match the full path regular expression. Should meet Google
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RE2 specification, length range 1—1024. When Action is
regexReplace, this field is required, otherwise not required.

Access URL redirection path configuration parameters.

Name Type
Action String
Regex String
Value String
VaryParameters

Required

No

No

No

Vary feature configuration parameter.

Name

Switch

WebSecurity

Type

String

Required

Yes

Description

Execution action. The values are as follows:
follow: Follow request.

custom: Custom. Customize.

regex: Regular expression matching.

Regular expression matching, length range 1—1024.
Note: This field is required when Action is regex.
When Action is follow or custom, no need to specify
this field. If filled, it does not take effect.

Target URL for redirection, length range 1—1024.

Note: This field is required when Action is regex or
custom. When Action is follow, no need to specify this
field. If filled, it does not take effect.

Description

Vary feature configuration switch, values as
follows:
on: Enable.

off: Disable.

The following is the field description for the WebSecurity object in the site security configuration group.

Configur
ation
Field

ZoneDef
aultPolic

Type

Object

Re
qui
red

Ye
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Description

Site-level policy configuration detail. For details, refer to
SecurityPolicy.
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Array
HostPoli of
cy HostPo

licy

Array
Templat of
es RuleBr

anch

WebSocketParameters

WebSocket configuration.

Name Type

Switch String

Timeout Integer
ZoneConfig

Ye

Ye

Site Acceleration Configuration.

Name Type

Tencent Cloud EdgeOne

The policy used by each domain name under the current site,
including domain names using policy templates, site-level

policies, and domain-level policies. For details, refer to domain-
level policy HostPolicy.
Domain names not in the list will use the site—level policy
(ZoneDefaultPolicy) by default.
Detailed configuration of all policy templates under the current
site. For details, refer to Templates.
Required Description
WebSocket timeout configuration switch. Valid values:
on: Use Timeout as the WebSocket timeout period.
No
off: The platform still supports WebSocket
connections, using the system default 15-second
timeout period.
Timeout period in seconds, maximum timeout time 120
seconds.
No

Note: When Switch is on, this field is required, otherwise
it is ineffective.

Required Description

Intelligent acceleration

. SmartRoutingParameter configuration.
SmartRouting No .
s Note: This field may return null,
indicating no valid value.
Cache CacheConfigParameters No Cache expiration time
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configuration.
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MaxAge

CacheKey

CachePrefresh

OfflineCache

Compression

ForceRedirectH
TTPS

HSTS

TLSConfig

OCSPStapling

HTTP2

QuIC

MaxAgeParameters

CacheKeyConfigParamet
ers

CachePrefreshParameter
s

OfflineCacheParameters

CompressionParameters

ForceRedirectHTTPSPar
ameters

HSTSParameters

TLSConfigParameters

OCSPStaplingParameter
s

HTTP2Parameters

QUICParameters
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Note: This field may return null,
indicating no valid value.

Browser cache configuration.
Note: This field may return null,
indicating no valid value.

Node cache key configuration.
Note: This field may return null,
indicating no valid value.

Cache pre-refresh configuration.
Note: This field may return null,
indicating no valid value.

Offline cache configuration.
Note: This field may return null,
indicating no valid value.

Intelligent compression
configuration.

Note: This field may return null,
indicating no valid value.

Access protocol forced HTTPS
redirect configuration.

Note: This field may return null,
indicating no valid value.

HSTS configuration.
Note: This field may return null,
indicating no valid value.

TLS configuration.
Note: This field may return null,
indicating no valid value.

OCSP stapling configuration.
Note: This field may return null,
indicating no valid value.

HTTP2 configuration.
Note: This field may return null,
indicating no valid value.

QUIC access configuration.
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UpstreamHTTP
2

IPv6

WebSocket

PostMaxSize

ClientIPHeader

ClientIPCountry

Grpc

AccelerateMain
land

StandardDebug

UpstreamHTTP2Paramet
ers

IPv6Parameters

WebSocketParameters

PostMaxSizeParameters

ClientlIPHeaderParamete
rs

ClientIPCountryParamet
ers

GrpcParameters

AccelerateMainlandPara
meters

StandardDebugParamete
rs
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Note: This field may return null,
indicating no valid value.

HTTP2 origin—pull configuration.
Note: This field may return null,
indicating no valid value.

IPv6 access configuration.
Note: This field may return null,
indicating no valid value.

WebSocket configuration.
Note: This field may return null,
indicating no valid value.

POST request transmission
configuration.

Note: This field may return null,
indicating no valid value.

Client IP HTTP Request Headers
configuration.

Note: This field may return null,
indicating no valid value.

Configuration for whether to carry
client IP address regional
information during back-to-origin.
Note: This field may return null,
indicating no valid value.

The gRPC protocol supports
configuration.

Note: This field may return null,
indicating no valid value.

Accelerate and optimize
configurations in the Chinese
mainland.

Note: This field may return null,
indicating no valid value.

Standard Debug configuration.
Note: This field may return null,
indicating no valid value.
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Condition

Last updated: 2025-12-05 17:00:56

Tencent Cloud EdgeOne

The documentation introduction describes the syntax content and writing norm of conditional expressions

in each feature module. The filter conditions in different feature modules use a uniform structure format.

The supported target field name, operator, and value type may vary by module.

Expression Structure

A conditional expression consists of three basic components: target field name, operator, and value. The

basic format is as shown below:

${http.request.method} in ['POST']
| I |

Target Field Operator Value

Target field: typically a built-in variable in the form of ${...}, such as

S{http.request.uri.pat

h} , S${http.request.method} , used to extract specific information from the request.

Operator: such as in, matches, exists, used to judge the relationship between the target field and the

value.

Value: can be a string, number, list or other variable, and should be wrapped in square brackets [

] according to the operator, suchas ['POST']

Operator

Matching Operator

Keywor
Name d Supported Data Types
String,Number
Note:
Value in Number supports
the in integer, floating
collection point.

Collections support
constants and
variables.

©2013-2025 Tencent Cloud. All rights reserved.

or [100, 200]

Example

${http.request.file_exte

nsion} in ["jpg", "png"]

Supported
Feature
Modules

Site
acceleration,
edge function,
Web protection
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only supports String

Tencent Cloud EdgeOne

Site

Regular . ! .

expressio matche Note: ${http.request.uri.path} acceleration,

N r:atch s Only supports regular matches "*/admin/" edge function,
expressions defined Web protection
through value strings.

Unlimited data types
Site
Note: . .
. . ${http.request.uri.args[" acceleration,
Exist exists The operator checks Y . .
i status"]} exists edge function,
the existence of a field .
. Web protection
(key/attribute) but not
its value.
Wildcard http.request.uri.path
! like only supports String 3,;{ p-requ uri.path} Web Protection
match like "/prod*"

Inclusi http. t.uri.path

nelusion contain only supports String 3 p.requetc. ur p? ) Web Protection

match contain ["api", "login"]

| th(${http. t.h
Greater ength(${http.request.he .
than > only supports Number aders["user-agent"]}) > Web Protection
30
length(${http.request.he
Less than < Only supports Number aders["user-agent"]}) < Web Protection

10

Logical Operator

The current feature modules all support this operator rule. Multiple conditions can be combined using
logical operators.

and: logical and, returns true when all subconditions are true (for example 2 and B ).
or: logical OR, returns true when any subcondition is true (for example 2 or B ).
not: logical not, negates a boolean expression (for example not A ).

The operator priority is: not > and > or. You can use parentheses ( ) to alter the operation sequence. For

example:

//Means "satisfy both condition A and (condition B or not condition C)

at the same time."

} or not S${C}
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Expression Writing Notes

Variable format: Target field variables must be enclosed in ${} , supporting dot notation and index
access inside, such as ${http.request.headers['User-Agent']} , ${security.ip_group
['123'@'zone-xyz']}

Value type: String values must be enclosed in single quotes and placed in the list, suchas in ['val
uel', 'value2'] ;numeric values can be written directly like > 100 ; empty values use the
special keyword null (see special variables).

List format: Even if there is only one value, it must be written in a list format (encapsulated in square
brackets), suchas in ['POST'] or in [200]

Quotation marks and escaping: Strings in the list use single quotes. If they contain special characters
(suchas @ , . ), noneed to escape them.

Case sensitivity: Operators use lowercase (suchas and , or , not , in , like , contai

n ). Field names are case-sensitive (for example, User-Agent and user-agent are different).

O Note:

Condition matching is case-sensitive by default. If needed, use the conversion function: lower

(${http.request.uri.args['Test']}) in ['a', 'b']

More Examples

Here are some typical conditional expression usage instructions and corresponding code:

1. Match specific path and request method

When the request path is /api/v3/test or /api/v3/submit , and the HTTP request method is
POST, it will trigger.

S{http.request.uri.path} in ['/api/v3/test', '/api/v3/submit'] and

S{http.request.method} in ['POST']

2. Match client IP or ASN

Match requests with client IP address 1.1.1.1 , belonging to subnet 10.10.10.0/24 , or with

autonomous system number (ASN) 132203.

${http.request.ip} in ['1.1.1.1','10.10.10.0/24'] or

S{http.request.ip.asn} in ['132203"']

3. Match specific request header value

Match requests with Referer request header value one.example.com
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S{http.request.headers|['referer']} in ['one.example.com']

4. Check length
Request body length less than 30.

(${http.request.body}) < 30

5. Wildcard path matching

Match request paths beginning with /a/wildcard/path/ or /another/wildcard/path/

S{http.request.uri.path} like
['/a/wildcard/path/*', '/another/wildcard/path/*"]

6. String contains check

Match request paths containing the substring api or test.

S{http.request.uri.path} contain ['api',6 'test']

7. Composite existence and value check

Match requests where the Accepts request header is nonexistent and the CustomHeader request header

is an empty string.

not ${http.request.headers|['Accepts']} exists and

S{http.request.headers|['CustomHeader']} in ['']
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Variables

Last updated: 2025-12-05 14:27:11

Introduction

During configuration, variables allow you to dynamically extract and process data in requests. These
variables can not only store static values but also refer to specific fields or information in requests, and
their values may change when processing each request. For example: the http.request.host
variable can extract the hostname from each HTTP request. This capability enables the rule engine to

handle more complex business logic.

Content

The following are the currently supported preset variables in EdgeOne - obtain specific fields or

information from the client HTTP request as variables.

@ Note:

When using variables, follow the format: ${http.request.scheme}. If the format or name is
incorrect, you will be unable to use variables successfully.
Currently only support using variables individually. Do not concatenate variables with

constants, or variable A with variable B.

—
Name eyp Description Example Usable Module
. Client request protocol http . .
http.request Stri L Site acceleration
h (application-layer protocol Web tecti
.scheme n eb protection
9 HTTP/HTTPS) https P
http.request Stri . . )
Site name example.com Site acceleration
.zone ng
htt t St zone=
.-reques r
P faqu I site ID 2c2r77pc379 Site acceleration
.zoneid ng
6
http.request Stri . www.exampl Site acceleration
client request URI hostname .
.host ng e.com Web protection
http.request Stri complete URI of client https://www. Site acceleration
full_uri ng request (excluding example.org
#fragment) /articles/ind
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http.request
.method

http.request
.uri

http.request
.uri.path

http.request
file_extensi
on

http.request
.filename

http.request
.uri.query

http.request
.headers["k
eyn]

http.request
.uri.args["ke

y']

http.request
.version

Stri
ng

Stri
ng

Stri

ng

Stri
ng

Stri
ng

Stri
ng

Stri
ng

Stri
ng

Stri
ng

HTTP Method of client
request

The URI path and query
string of a client request
(including Path + Argument,
excluding Scheme and Host)

URI path of a client request

File extension of a client
request file

Filename of a client request
file

The entire query string of a
client request, excluding the
? separator

The header value of the
client request's specified
header named "key", where
"key" can be replaced with
your designated name.

The parameter value of the
client's query string with the
specified parameter name
"key", where "key" can be
replaced with your
designated name.

HTTP protocol version used
by client requests
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ex?
section=539
061&expand
=comments

GET

/articles/ind
ex?
section=539
061&expand
=comments

/articles/ind
ex

irg

bot.txt

section=539
061&expand
=comments

https://devel
oper.mozilla.
org

value

HTTP/1.0
HTTP/1.1

HTTP/2

Tencent Cloud EdgeOne

Site acceleration
Web protection

Site acceleration
Web protection

Site acceleration
Web protection

Site acceleration
Web protection.

Site acceleration

Site acceleration
Web protection

Site acceleration
Web protection

Site acceleration

Site acceleration
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http.request Stri
.ip ng

client TCP IP address, such
as 1.1.1.1

http.request Stri

. client source port
.ip.port ng

http.request Stri City associated with client IP

.ip.city ng address
http.request . . .
. . Stri Continent code associated
.Ip.continen . .
ng with client IP address

t

Country code associated

http.request Stri with client IP address in ISO

.ip.country ng 3166-1 Alpha 2 format (2-
letter)
htt 4 Int IP protocol version (network
.r n
. P ec?ues © layer protocol IPv4/IPv6)
.ip.version ger

used by client requests

When the request includes
the X-Forwarded-For
header, it is the first IP in
the X-Forwarded-For

Stri header, which is the proxied

ng original client IP. When the
request does not include the
X-Forwarded-For header, it
is the client IP of the
request.

http.request
xff_header_

ip
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HTTP/3

93.184.216.3
4

1028

San
Francisco

Africa

Asia

Europe

North
America

South
America

Oceania

Antarctica

GB. See
more in [ISO
3166-1 Alpha
2 standard]

4

93.184.216.3
4

Tencent Cloud EdgeOne

Site acceleration
Web protection

Site acceleration

Site acceleration

Site acceleration

Site acceleration
Web protection
(planned)

Web protection

Web protection
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http.request
.cookies["k
eyll]

http.request
.ja3

http.request
.ip.reputatio
n

http.request
.ip.isp

http.request
.bot.search

engine_bot

http.request
.bot.known_
bot_type

http.request
.bot.behavi
oral_analysi
s.tag

http.request
.bot.behavi
oral_analysi
s.rule_id

http.request
.bot.session

Stri
ng

Stri
ng

Stri
ng

Stri

ng

Stri
ng

Stri
ng

Stri
ng

Stri
ng

Obje
ct

The session value of the
Cookie in the client request
with the specified name
"key", where "key" can be
replaced with your
designated name.

JA3 fingerprint (TLS
fingerprint) in client requests

Reputation of client IP (client
profile analysis), including
history of malicious
activities and confidence
degree of reputation.

Operator organization of
client IP

Client request source search
engine crawler classification

Known crawler types
indicated by the User-Agent
header in client requests

Intelligent analysis result
classification of client
requests

Feature ID of client request
Al analysis

Bot session information

included in client requests.

Includes session features:
status: session status

ip: initial session IP
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MySessionld

e7d705a328

6e19ea42f58
7b344ee686

5

scanners.me
dium

chinateleco
m.com

googlebot_i
mage

web_develop
er_tools

malicious_bo
t

suspected_b
ot

botba-
1320255933
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Web protection

Web protection

Web protection

Web protection

Web protection

Web protection

Web protection

Web protection

Web protection
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http.request
.bot.token

http.request
.ip.asn

http.request
xff_header_

ip

http.request
.bot.search_
engine_bot_
id

http.request
.bot.known_
bot_categor
y_id

http.request
.ip.source_i
dc_id

Obje
ct

Stri
ng

Stri
ng

Stri
ng

Stri
ng

Stri
ng

Bot verification invoice
information in client
requests. Includes invoice
status:

status: is the invoice valid

bot client: client-side
validation result is bot
client

browser_client: client-
side validation result is
browser client

ASN associated with the
client IP address

Client IP (preferentially
match XFF header)

Search engine crawler
configuration, used for
handling requests from
search engine crawlers. The
IP, User-Agent, or rDNS
results of such requests
match known search engine
crawlers.

Commercial or open-source
tool UA feature configuration
(formerly UA feature rule) for
handling access requests
from known commercial or
open-source tools. These
requests have User-Agent
headers that match known
commercial or open-source
tool features.

Client IP source IDC feature
ID. Used to match access
requests from client IPs in
IDC (data center). These
source requests are not
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130340

93.184.216.3
4

Search
engine
crawler
feature ID
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Web protection

Web protection

Web protection

Web protection

Web protection

Web protection
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http.request
.ip.reputatio
n_id

http.request
.bot.bot_rati
ng_id

http.request
.bot.bot_int
elligence_d
etails

Stri
ng

Stri
ng

Stri

directly accessed by mobile
terminal or browser side.

Threat intelligence database
feature ID, used to match
requests from client IPs with
specific risk characteristics
in recent access behavior.

Intelligent Bot analysis
rating

Intelligent Bot analysis rating
for request analysis,
extracted crawler risk details
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Web protection

Web protection

Web protection
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Request and Response Actions
Processing order

Last updated: 2024-05-28 14:03:42

This article introduces the processing order of various module rules configured in the platform after the
client initiates a request to EdgeOne, helping users understand the effective order and impact of the rules
to ensure that the configured rules work as expected.

Processing order

EdgeOne Security service EdgeOne Acceleration service

por

' DDOoS Protection © WebProtection - Responsed client.

Edge Functions Third-party service

1 3 third-party

| |

: : i Trigger Eags functions ~ Collected e cacte]

| : |

: : ; Request Origin-pul

il F : .
&—»» Global settings ~[»/Rule engine(Req —t> originsetings [ "U€ iy

:

: Protection

3 CC Atack 1
: Defense 3

Bot EdgeOne Node
Management cache

.| Features Filtering
* [Rigion Blocking Rule

Origin

Response

: |Managed Rules

Rule engine
(Response)

Responsed client.

le|  Global settings Responsed to

After the user initiates a request, the request will be processed in the above order. For example, if the
user configures the modification of HTTP headers in both the rule engine and the Edge functions, the final
result will be based on the processing of the Edge functions since they are processed later.

1. Multiple rules may be triggered in the security service module, and the relevant processing order is as
follows:

The DDoS protection request processing order only applies to users who have purchased the
exclusive DDoS protection with L4 proxy. For details, please refer to the DDoS protection

overview.

The Web protection module contains the bot management module. For the request processing
order within the Web protection module, please refer to the Web Protection request processing
order. For the rule application order within the bot management module, please refer to the bot
management overview.

If a request triggers a security policy in the EdgeOne security protection module, and the action is
interception, discard and blacklist, or IP blocking, the request will be rejected.

2. The rule priority in the rule engine is higher than the global site setting rules, and the rule application
order in the rule engine is that the lower rules have higher priority. For details, please refer to the rule

engine overview.

©2013-2025 Tencent Cloud. All rights reserved. Page 77 of 95


https://www.tencentcloud.com/document/product/1145/56398
https://www.tencentcloud.com/document/product/1145/56398
https://www.tencentcloud.com/document/product/1145/55939
https://www.tencentcloud.com/document/product/1145/55939
https://www.tencentcloud.com/document/product/1145/46151
https://www.tencentcloud.com/document/product/1145/46151

> Tencent Cloud Tencent Cloud EdgeOne

3. When a request triggers an Edge function rule, the request will be processed by the Edge functions.
Edge functions can access third—party services, EdgeOne cache content, or return to the client's

origin through sub-requests, or directly respond to client requests.

4. When requests to the EdgeOne node Cache, if the current node does not have Cache, it will continue
to origin—pull. If the node hits the Cache, it will not Trigger the subsequent origin—pull rules and

directly Return the corresponding resources to the user.
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Default HTTP Headers of Origin—Pull
Requests

Last updated: 2025-05-26 15:42:29

Overview

EdgeOne passes through all client request headers to the origin, and the origin—pull request carries the
default custom request headers of EdgeOne. To modify the HTTP headers of origin—pull requests, see

Modifying HTTP Headers of Origin—Pull Requests.

Send a request to origin

— O @

User EdgeOne Origin

Default HTTP headers of origin—pull requests

EdgeOne adds the following default HTTP headers to origin—pull requests.

EO-Connecting-IP

The EO-Connecting-IP header records the IP that of the request initiator. If the request is not
forwarded by any proxy, the IP address in the header is the real IP address of the client. Otherwise, it’s

the proxy IP.

X-Forwarded-For

This header records the proxy IP and real client IP. If a client request is forwarded to an EdgeOne node
after multiple hops, the header records the real client IP and the IP of proxy before the EdgeOne node.
The value of the header is determined based on the following rules:
If a request sent to an EdgeOne node carries the X-Forwarded-For header that has recorded the
client IP address, EdgeOne appends the IP address of the proxy before the EdgeOne node to the
header. For example, if the client request carries Xx-Forwarded-For: 192.168.1.1 (where 192.
168.1.1 is the client IP) and is forwarded to an EdgeOne node via the proxy 10.1.1.1 ,the

header of the origin—pull request is X-Forwarded-For: 192.168.1.1,10.1.1.1
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If the request does not carry the X-Forwarded-For header, EdgeOne adds this header to the
origin-pull request, taking the proxy IP of the EdgeOne node as the value. In this case, it’s the same

as the EO-Connecting-IP header.

For more information, see X-Forwarded-For.
X-Forwarded-Proto

The Xx-Forwarded-Proto header records the HTTP protocol used by the client to initiate the request.
Valid values:

X-Forwarded-Proto: http
X-Forwarded-Proto: https
X-Forwarded-Proto: quic

For more information, see X-Forwarded-Proto.
CDN-Loop

It records how many times a client request passes an EdgeOne node. The count is added by one every
time the request passes the node. When the count reaches 16, the EdgeOne node denies the request and
returns the 423 status code.

Example: CDN-Loop: TencentEdgeOne; loops=3

EO-LOG-UUID

It carries the unique identifier of the request. When an access exception occurs, you can locate the
problem by querying logs with this UID.

Example: EO-LOG-UUID: 4105283880544427145
EO-Bot-Tag

When Bot management is enabled, the platform automatically appends an HTTP request header EO-Bot-
Tag to the origin requests, containing a JSON string that includes the bot tag recognition results for the
requesting client, assisting the origin site in log analysis and security protection policy linkage. For

details, please refer to Get Bot management tag via HTTP Headers of origin—pull requests.
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Default HTTP Response Headers

Last updated: 2024-05-08 21:20:09

Overview

This document describes default response headers that EdgeOne passes to the client. These headers

follow the origin unless there are custom HTTP headers.

. Sy

Respond to the user

User EdgeOne Origin

Default HTTP response headers

EdgeOne adds the following default HTTP response headers to responses to the client.

EO-Cache-Status

EO-Cache-Status is used to indicate whether the current Client-initiated requests hit the Cache or

not, with the following values:
EO-Cache-Status: HIT :Indicates that the requested resources hit the Cache on the EdgeOne

node and the Cache is not expired, directly responded by the node to the user requests.

EO-Cache-Status: MISS : Indicates that the requested resources did not hit the Cache on the
EdgeOne node, or hit the Cache but the Cache is expired, the node performs origin—pull verification,
the origin file is updated and responded with a 200 status code, the node needs to origin—pull the
resources.

EO-Cache-Status: RefreshHit :Indicates that the requested resources hit the Cache on the
EdgeOne node, but the Cache is expired, the node performs origin—pull verification, the origin file is
not updated and responded with a 304 status code, the node continues to use the Cache to respond

to user requests.

Server

This header indicates the server name. The header value depends on the service that the Web Server is
built on. By default, this header follows the origin response (if exists). Otherwise, the EdgeOne node adds

this header with the value of Server:TencentEdgeOne .For more information, see Server.
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Values of server header for different origin types:

Cloud Object Storage (COS) origin: Server: tencent-cos

Cloud Virtual Machine (CVM) origin: Server: nginx , Server: apache , Server: tomcat ,

or Server: Microsoft-IIS

Cloud Load Balancer (CLB) origin: Server: openresty

Date

The value of the Date header is the current time of the EdgeOne node server. For more information,
please refer to Date.

For instance: Date: Sat, 07 Jan 2023 14:15:52 GMT

Connection

This header indicates how a persistent connection is handled during the communication between the
client and server. By default, this header follows the origin response (if exists). Otherwise, EdgeOne sets
the header based on the following rules:

HTTP/2 and QUIC requests: This header is not added.

HTTP 1.0 requests w/o KeepAlive option: The header is set to Connection:close

**QOrigin response does not contain content-length and transfer—-encoding **: This header

issetto Connection:close
In other cases, the header is set to Connection:keepalive

For more information, see Connection.

Alt-Svc

Alt-sSvc stands for Alternative-Service . It lists the alternative access methods of the site. This
header is commonly used for backward compatibility with previous protocols after updating to a new one,
such as QUIC. If you enable HTTP/3 (QUIC) for a domain name, this header is added to the HTTP

response header by default. For more information, see Alt-Svc.

EO-LOG-UUID

It carries the unique identifier of the request. When an access exception occurs, you can locate the

problem by querying logs with this UID.

Example: EO-LOG-UUID: 4105283880544427145
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HTTP Restrictions

Last updated: 2025-01-24 15:09:12

Tencent Cloud EdgeOne

This document will introduce the restrictions of EdgeOne on HTTP requests/responses in various

dimensions and the response behaviors once these restrictions are exceeded.

Restriction Item

Request header length (key +
value)

Response header length (key +
value)

Number of HTTP request
headers

Number of HTTP response
headers

Size of the header key or value
for HTTP/2 requests

Maximum number of requests
per HTTP/2 stream

aximum concurrency per
HTTP/2 stream

Request URL length

Request body length
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Description

The total size of the request header name and header value is
restricted to 128 KB. If exceeded, the EdgeOne node will
respond with a 413 status code.

The total size of the response header name and header value is
restricted to 128 KB. If exceeded, the EdgeOne node will
respond with a 413 status code.

The total number of HTTP request headers is 256.
HTTP/1.1 requests: If exceeded, the EdgeOne node will
respond with a 400 status code.

HTTP/2.0 requests: If exceeded, the EdgeOne node will
send goaway and close the stream.

The total number of HTTP response headers is 256.
HTTP/1.1 requests: If exceeded, the EdgeOne node will
respond with a 400 status code.

HTTP/2.0 requests: If exceeded, the EdgeOne node will
send goaway and close the stream.

The size of a single header name or value is restricted to 32
KB. If exceeded, the EdgeOne node will send goaway and close
the stream.

Maximum number of requests per stream is 1000, no limit on
origin requests.

Maximum concurrency per stream is 128

It is currently unrestricted, but will be restricted to 8192 B in the
future.

Upper limit of UInt64.
For the POST request upload body length limit, please refer to
Maximum Upload Size.
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Response body length

Cache size

Request method

©2013-2025 Tencent Cloud. All rights reserved.

Tencent Cloud EdgeOne

Upper limit of UInt64.

It is currently unrestricted, but will be restricted to 30 GB in the
future.

The supported methods only include GET, HEAD, POST, PUT,
DELETE, TRACE, CONNECT, OPTIONS, PATCH, COPY, LOCK,
MKCOL, MOVE, PROPFIND, PROPPATCH, and UNLOCK. For
requests with other methods, the EdgeOne node will directly
respond with a 400 status code.
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Country/region and Corresponding Codes

Last updated: 2025-12-09 15:28:07

©2013-2025 Tencent Cloud. All rights reserved.

Asia
Country/Region Code Country/Region Code
Afghanistan AF Maldives MV
Armenia AM Mongolia MN
Azerbaijan AZ Myanmar MM
Bahrain BH Nepal NP
Bangladesh BD North Korea KP
Bhutan BT Oman OM
British Indian Ocean
Territory 10 Pakistan PK
Cambodia KH Palestine PS
Christmas Island CX Philippines PH
Hong Kong (China) HK Qatar QA
India IN Saudi Arabia SA
Indonesia ID Singapore SG
Iran IR South Korea KR
Iraq 1Q Sri Lanka LK
Israel IL Syria SY
Japan JP Taiwan (China) TW
Jordan JO Tajikistan TJ
Kazakhstan KZ Thailand TH
Kuwait KW Turkmenistan ™
Kyrgyzstan KG United Arab Emirates AE
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Laos
Lebanon
Macao (China)

Malaysia

Europe

Country/Region
Aland Islands
Albania

Andorra

Austria

Belarus
Belgium

Bosnia and
Herzegovina

Bulgaria

Caribbean
Netherlands

Croatia
Czech
Denmark
Estonia
Faroe Islands
Finland
France

Germany

LA

LB

MO

MY

Code

AX

AL

AD

AT

BY

BE

BA

BG

BQ

HR

Ccz

DK

EE

FO

Fl

FR

DE

©2013-2025 Tencent Cloud. All rights reserved.

Uzbekistan
Vietham
Yemen

Turkiye

Country/Region
Italy

Jersey Island
Lithuania
Luxembourg
Macedonia

Malta

Moldova

Monaco

Montenegro

Netherlands
Norway
Poland
Portugal
Romania
Russia

San Marino

Serbia

uz

VN

YE

TR

Code

JE

LT

LU

MK

MT

MD

MC

ME

NL

NO

PL

PT

RO

RU

SM

RS

Tencent Cloud EdgeOne
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Gibraltar

Greece
Guernsey
Hungary
Iceland
Ireland

Isle of Man

Africa

Country/Region
Algeria

Angola

Benin

Botswana
Burkina Faso
Burundi
Cameroon
Cape Verde

Central African
Republic

Chad

Comoros

Djibouti

Egypt

Equatorial Guinea

Gl

GR

GG

HU

Code

DZ

AO

BJ

BW

BF

Bl

CM

Ccv

CF

TD

KM

DJ

EG

GQ

©2013-2025 Tencent Cloud. All rights reserved.

Saint Martin (Dutch
Part)

Slovakia
Spain
Sweden
Switzerland
Ukraine

United Kingdom

Country/Region
Mali

Mauritania
Mauritius
Mayotte
Morocco
Mozambique
Namibia

Niger

Nigeria

Rwanda
Saint Helena

Sao Tomé and
Principe

Senegal

Seychelles

SX

SK

ES

SE

CH

UA

GB

Code

ML

MR

MU

YT

MA

MZ

NA

NE

NG

RW

SH

ST

SN

SC

Tencent Cloud EdgeOne
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Eritrea
Ethiopia
Gabon
Gambia
Ghana
Guinea
Guinea-Bissau
Kenya
Lesotho
Liberia
Libya
Madagascar

Malawi

Democratic Republic

of the Congo

Cote d'lvoire

Oceania

Country/Region

Australia

Cook Islands

Timor-Leste
Guam
Kiribati

Marshall Islands

ER

ET

GA

GM

GH

GN

GW

KE

LS

LR

LY

MG

MwW

CD

Cl

Code

AU

CK

TL

GU

Kl

MH

©2013-2025 Tencent Cloud. All rights reserved.

Sierra Leone
Somalia
South Africa
South Sudan
Sudan
Eswatini
Tanzania
Togo
Tunisia
Uganda
Western Sahara
Zambia

Zimbabwe

Congo

Country/Region
Norfolk Island

Northern Mariana
Islands

Palau
Papua New Guinea
Solomon Islands

Tonga

SL

SO

ZA

SS

SD

SZ

TZ

TG

TN

uG

EH

ZM

IZW

CG

Code

NF

MP

PW

PG

SB

TO

Tencent Cloud EdgeOne
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Nauru

New Zealand

North America

Country/Region

Anguilla

Antigua and Barbuda

Aruba

Bahamas
Barbados
Bermuda
Canada
Cayman Islands
Costa Rica

Cuba

Curacao

El Salvador

Greenland

Grenada

Guatemala

South America

Country/Region
Argentina

Bolivia

NR

NZ

Code

Al

AG

AW

BS

BB

BM

CA

KY

CR

CuU

cw

SV

GL

GD

GT

Code

AR

BO

©2013-2025 Tencent Cloud. All rights reserved.

Tuvalu

Country/Region
Haiti

Honduras
Jamaica
Mexico
Montserrat
Nicaragua
Panama

Puerto Rico
Saint Kitts and Nevis
Saint Lucia

Saint Martin (French
Part)

Trinidad and Tobago

Turks and Caicos
Islands

United States

Country/Region
Guyana

Paraguay

Tencent Cloud EdgeOne

TV

Code

HT

HN

JM

MX

MS

NI

PA

PR

KN

LC

MF

TT

TC

us

Code

GY

PY
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Brazil BR Peru PE
Chile CL Suriname SR
Colombia co Uruguay Uy
Ecuador EC Venezuela VE
French Guiana GF

Antarctica
Country/Region Code
Antarctica Antarctica

Provinces in Chinese Mainland

Province Code Province Code

Chinese Mainland CN Jiangsu CN.JS
Anhui CN.AH Jiangxi CN.JX
Beijing CN.BJ Jilin CN.JL
Chongqing CN.CQ Liaoning CN.LN
Fujian CN.FJ Ningxia CN.NX
Gansu CN.GS Qinghai CN.QH
Guangdong CN.GD Shaanxi CN.SN
Guangxi CN.GX Shandong CN.SD
Guizhou CN.Gz Shanghai CN.SH
Hainan CN.HI Shanxi CN.SX
Hebei CN.HE Sichuan CN.SC
Heilongjiang CN.HL Tianjin CN.TJ
Henan CN.HA Xizang CN.XZ
Hubei CN.HB Xinjiang CN.XJ
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Hunan

Inner Mongolia

CN.HN

CN.NM

ISPs in Chinese Mainland

ISP

China Education
Network

China Broadnet

China Mobile

Provincial ISPs in Chinese Mainland

Provincial ISP
Anhui Mobile
Anhui Telecom
Anhui Unicom
Beijing Mobile
Beijing Telecom
Beijing Unicom
Chongqing Mobile
Chongqing Telecom
Chongqing Unicom
Fujian Mobile
Fujian Telecom
Fujian Unicom
Gansu Mobile

Gansu Telecom

Code

CN/CERNET

CN/CBN

CN/CM

Code
CN.AH/CM
CN.AH/CT
CN.AH/CU
CN.BJ/CM
CN.BJ/CT
CN.BJ/CU
CN.CQ/CM
CN.CQ/CT
CN.CQ/CU
CN.FJ/CM
CN.FJ/CT
CN.FJ/CU
CN.GS/CM

CN.GS/CT

©2013-2025 Tencent Cloud. All rights reserved.

Yunnan

Zhejiang

ISP

China Telecom

China Unicom

China Tietong

Provincial ISP
Jiangsu Unicom
Jiangxi Mobile
Jiangxi Telecom
Jiangxi Unicom
Jilin Mobile

Jilin Telecom
Jilin Unicom
Liaoning Mobile
Liaoning Telecom
Liaoning Unicom
Ningxia Mobile
Ningxia Telecom
Ningxia Unicom

Qinghai Mobile

Tencent Cloud EdgeOne

CN.YN

CN.ZJ

Code

CN/CT

CN/CU

CN/CTT

Code
CN.Js/cuU
CN.JX/CM
CN.UX/CT
CN.JX/CU
CN.JL/CM
CN.JL/CT
CN.JL/CU
CN.LN/CM
CN.LN/CT
CN.LN/CU
CN.NX/CM
CN.NX/CT
CN.NX/CU

CN.QH/CM
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Gansu Unicom
Guangdong Mobile
Guangdong Telecom
Guangdong Unicom
Guangxi Mobile
Guangxi Telecom
Guangxi Unicom
Guizhou Mobile
Guizhou Telecom
Guizhou Unicom
Hainan Mobile
Hainan Telecom
Hainan Unicom
Hebei Mobile

Hebei Telecom
Hebei Unicom
Heilongjiang Mobile
Heilongjiang Telecom
Heilongjiang Unicom
Henan Mobile
Henan Telecom
Henan Unicom
Hubei Mobile

Hubei Telecom

Hubei Unicom

CN.GS/CU
CN.GD/CM
CN.GD/CT
CN.GD/CU
CN.GX/CM
CN.GX/CT
CN.GX/CU
CN.GZ/CM
CN.GZ/CT
CN.GZ/CU
CN.HI/CM
CN.HI/CT
CN.HI/CU
CN.HE/CM
CN.HE/CT
CN.HE/CU
CN.HL/CM
CN.HL/CT
CN.HL/CU
CN.HA/CM
CN.HA/CT
CN.HA/CU
CN.HB/CM
CN.HB/CT

CN.HB/CU
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Qinghai Telecom
Qinghai Unicom
Shaanxi Mobile
Shaanxi Telecom
Shaanxi Unicom

Shandong Mobile

Shandong Telecom

Shandong Unicom

Shanghai Mobile

Shanghai Telecom

Shanghai Unicom
Shanxi Mobile
Shanxi Telecom
Shanxi Unicom
Sichuan Mobile
Sichuan Telecom
Sichuan Unicom
Tianjin Mobile
Tianjin Telecom
Tianjin Unicom
Xizang Mobile
Xizang Telecom
Xizang Unicom
Xinjiang Mobile

Xinjiang Telecom

Tencent Cloud EdgeOne

CN.QH/CT
CN.QH/CU
CN.SN/CM
CN.SN/CT
CN.SN/CU
CN.SD/CM
CN.SD/CT
CN.SD/CU
CN.SH/CM
CN.SH/CT
CN.SH/CU
CN.SX/CM
CN.SX/CT

CN.SX/CU
CN.SC/CM
CN.SC/CT
CN.sC/cuU
CN.TJ/CM
CN.TJ/CT

CN.TJ/CU

CN.XZ/CM
CN.XZ/CT

CN.Xz/cu
CN.XJ/CM

CN.XJ/CT

Page 92 of 95



> Tencent Cloud

Hunan Mobile
Hunan Telecom
Hunan Unicom

Inner Mongolia
Mobile

Inner Mongolia
Telecom

Inner Mongolia
Unicom

Jiangsu Mobile

Jiangsu Telecom

State
Alabama
Alaska
Arizona
Arkansas
California
Colorado
Connecticut
Delaware
Florida
Georgia
Hawaii
Idaho

lllinois

CN.HN/CM
CN.HN/CT

CN.HN/CU

CN.NM/CM

CN.NM/CT

CN.NM/CU

CN.JS/CM

CN.JS/CT

States of the United States

Code

US.AL

US.AK

US.AZ

US.AR

US.CA

Us.Co

US.CT

US.DE

US.FL

US.GA

US.HI

us.ID

US.IL

©2013-2025 Tencent Cloud. All rights reserved.

Xinjiang Unicom
Yunnan Mobile

Yunnan Telecom

Yunnan Unicom

Zhejiang Mobile

Zhejiang Telecom

Zhejiang Unicom

State
Nebraska
Nevada

New Hampshire
New Jersey
New Mexico
New York
North Carolina
North Dakota
Ohio
Oklahoma
Oregon
Pennsylvania

Rhode Island

Tencent Cloud EdgeOne

CN.XJ/CU
CN.YN/CM

CN.YN/CT

CN.YN/CU

CN.ZJ/CM

CN.zJ/CT

CN.zJ/cu

Code
US.NE
US.NV
US.NH
US.NJ
US.NM
US.NY
US.NC
US.ND
US.OH
US.OK
US.OR
US.PA

US.RI
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Indiana US.IN South Carolina US.SC
lowa US.IA South Dakota US.SD
Kansas US.KS Tennessee US.TN
Kentucky US.KY Texas US.TX
Louisiana US.LA US Virgin Islands us.vi

Maine US.ME Utah us.ut
Maryland US.MD Vermont US.VT
Massachusetts US.MA Virginia US.VA
Michigan US.Mi District of Columbia us.DC
Minnesota US.MN Washington US.WA
Mississippi US.MS West Virginia us.wv
Missouri US.MO Wisconsin US.WiI

Montana US.MT Wyoming us.wy

States of India

State Code State Code

Andaman and

Nicobar Islands IN.AN Madhya Pradesh IN.MP
Andhra Pradesh IN.AP Maharashtra IN.MH
Arunachal Pradesh IN.AR Manipur IN.MN
Assam IN.AS Meghalaya IN.ML
Bihar IN.BR Mizoram IN.MZ
Chandigarh IN.CH Nagaland IN.NL
Chhattisgarh IN.CG Odisha IN.OR
Dadra and Nagar IN.DN Puducherry IN.PY

Haveli
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Daman and Diu
Delhi

Goa

Gujarat

Haryana

Himachal Pradesh
Jammu and Kashmir
Jharkhand
Karnataka

Kerala

IN.DD

IN.DL

IN.GA

IN.GJ

IN.HR

IN.HP

IN.JK

IN.JH

IN.KA

IN.KL

©2013-2025 Tencent Cloud. All rights reserved.

Punjab
Rajasthan
Sikkim

Tamil Nadu
Telangana
Tripura
Uttarakhand
Uttar Pradesh

West Bengal

IN.PB

IN.RJ

IN.SK

IN.-TN

IN.TG

IN.-TR

IN.UT

IN.UP

IN.WB

Tencent Cloud EdgeOne
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