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Copyright Notice
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Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or

distribute in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior

written consent.

Trademark Notice

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group,

including its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third parties

referred to in this document are owned by their respective proprietors.

Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and

services only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or

services are subject to change. Specific products and services and the standards applicable to them are

exclusively provided for in Tencent Cloud's applicable terms and conditions.
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Security Compliance

Data Security Protection Mechanism
Last updated：2025-05-16 17:43:11

Data Transmission Security

The security of data transmission is a crucial consideration when training tasks and inference services are 

created. Virtual Private Cloud (VPC) provides a series of features and mechanisms to ensure the security of 

data during transmission. You can build cyberspace using user-customized configurations for computing 

power and storage resources to enhance the security of users' cloud resources and meet different business 

needs.

Online services support confidential HTTPS transmission. Traffic passes through 

, where malicious traffic is identified through the AI+ rule dual engine to protect website 

security and improve the security and reliability of Web sites. Through BOT behavior analytics, malicious 

access behaviors are defended against to protect core business and data security on websites.

Tencent Web Application 

Firewall (WAF)

Data Storage Security

TI-ONE offers dataset management and enables you to create datasets from the data in Tencent Cloud 

products. In Task-based Modeling, Notebook, and Online Services modules, you can mount Premium Disk, 

Cloud SSD, CFS, and CFS Turbo.

Data Storage Medium Description

High Performance Cloud Disk

Storage Security

Cloud SSD

CFS

Storage Security

CFS Turbo

Data Backup and Recovery

TI-ONE enables you to create and save custom images and save the corresponding development 

environment and configurations. The following shows the corresponding Tencent Cloud storage products:

Data Storage Medium Description

Tencent Cloud TI Platform

©2013-2026 Tencent Cloud. All rights reserved. Page 4 of 8

https://intl.cloud.tencent.com/document/product/627/17471
https://intl.cloud.tencent.com/document/product/627/17471
https://intl.cloud.tencent.com/document/product/362/33139
https://intl.cloud.tencent.com/document/product/582/56065


High Performance Cloud Disk
, Backup and Recovery Schema

Snapshot Schema
Cloud SSD

CFS

Snapshot Schema

CFS Turbo
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Monitoring, Auditing, and Logging
Last updated：2025-05-20 16:21:47

Basic Cloud Monitor

Tencent Cloud TI-ONE has been integrated with Tencent Cloud Observability Platform (TCOP). You can use 

TCOP for free to monitor the metrics of training tasks, inference services, and cloud resources in resource 

groups in real time.

 combines all types of monitoring data, such as metrics, traces, logs, and events, with powerful 

visualization and alarm capabilities to offer you an integrated monitoring solution. The solution meets your 

requirements for unified full-link and end-to-end monitoring, improves Ops and troubleshooting efficiency, 

and guarantees stable and continuous business operations.

TCOP

You can view corresponding monitoring data in Task-Based Modeling, Notebook, and Online Services 

modules of TI-ONE.

You can also directly configure and view the  in , 

,  and  of TI-ONE through the integrated TCOP.

monitoring charts and reports Task-Based Modeling Dev 

Machine Online Services Resource Management

Auditing

In TI-ONE, you can view events generated during task execution and service running and diagnose issues 

based on these events. Currently, some events have been integrated into , Notebook, and 

Online Services modules, you can view the corresponding events. You can configure alarm pushes in 

EventBridge > Event Rules (for details, see ). You can also 

configure event alarm push policies for specific tasks in alarm management (for details, see ﻿

).

TCOP EventBridge

EventBridge quickly configuring event alarm push

configuring 

event alarms

Logs

TI-ONE has integrated with Cloud Log Service (CLS), allowing you to view related logs of training tasks and 

inference services.

 provides a one-stop cloud-native observability data (logs and metrics) solution. You do not need to 

worry about resource issues such as scale-in and scale-out. You can easily access the service within 5 

minutes to enjoy comprehensive and reliable services, including log and metric collection, storage, 

processing, search and analysis, consumption and shipping, dashboard generation, and alarms. The solution 

CLS
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comprehensively improves the efficiency of fault location and metric monitoring, greatly lowering the 

threshold of cloud Ops.

You can view the logs in the last 15 days in the Task-Based Modeling, Notebook, and Online Services 

modules of TI-ONE free of charge.

You can also directly ship logs to the CLS for persistent log storage or log retrieval when there are such 

requirements in the Task-Based Modeling, Notebook, and Online Services modules of TI-ONE. Later, you 

can view logs in the  console. This part of the logs is billed independently. For the fees, see 

.

Log Topic billing 

overview

Tencent Cloud TI Platform

©2013-2026 Tencent Cloud. All rights reserved. Page 7 of 8

https://intl.cloud.tencent.com/document/product/614/34239
https://intl.cloud.tencent.com/document/product/614/37509
https://intl.cloud.tencent.com/document/product/614/37509


Security Compliance Qualifications
Last updated：2025-05-09 17:44:40

To ensure data security and compliance when users use TI-ONE, Tencent Cloud complies with compliance 

requirements in different countries/regions and industries and makes every effort to create cloud services 

worthy of customers' trusts. In addition, Tencent Cloud actively participates in the formulation and promotion 

of industry security standards and adheres to the concept of compliance as a service to build and operate a 

secure and reliable cloud ecosystem.

Qualifications/C

ertifications
Description

ISO 27018 Public Cloud Personal Information Protection Certification

ISO 27701 International Standard for Personal Information Management System

BS10012
Personal Information Management System Standard released by the British 

Standards Institution

ISO 29151 Code of Practice on Personally Identifiable Information Protection

ISO 27001 Information Security Management System Certification

ISO 20000 IT Service Management System Certification

ISO 22301 Business Continuity Management System Certification

ISO 27017 Guidelines for Information Security Controls in Cloud Services

ISO 9001 Quality Management System Certification

PCI DSS Payment Card Industry Data Security Standard

CSA STAR Cloud Security Management System Certification

SOC1 Type II 

Report

A series of reports related to the internal control of service organizations based on 

the relevant standards of the American Institute of Certified Public Accountants 

(AICPA) issued by professional third-party accounting firms.

SOC2 Type II 

Report

SOC3 Type II 

Report
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