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Copyright Notice
©2013-2025 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or
distribute in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior

written consent.

Trademark Notice
¢ Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group,
including its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third parties

referred to in this document are owned by their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and
services only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or
services are subject to change. Specific products and services and the standards applicable to them are

exclusively provided for in Tencent Cloud's applicable terms and conditions.

©2013-2025 Tencent Cloud. All rights reserved. Page 2 of 46



&2 Tencent Cloud

Operation Guide

Setting DNS Record

A Record

CNAME Record

AAAA Record

MX Record

PTR Record

TXT Record

SRV Record

SPF Record
Modifying DNS Record
Deleting DNS Record
Importing DNS Records
Exporting DNS Records

Contents

Associating the VPCs of Another Account

Bulk Operation
Bulk Adding Private Domains
Bulk Adding DNS Records
Bulk Exporting DNS Records
Reverse DNS and PTR Record

Subdomain Recursive DNS Description

DNS Statistics Description
Round-Robin DNS Description

Recursive Resolution Description

©2013-2025 Tencent Cloud. All rights reserved.

Private DNS

Page 3 of 46



&2 Tencent Cloud Private DNS

Operation Guide
Setting DNS Record
A Record

Last updated: 2024-12-3116:23:16

Overview

This document describes how to add an A record to point a domain name to an IP address.

Prerequisites

You have created the corresponding private domain.

Directions

@ Note:

If anything goes wrong during this process, please contact us.

1. Log in to the Private DNS console and click Private Domain List on the left sidebar to enter the private
domain list.

2. In the Private Domain List, click the name of the private domain for which you need to create an A record

Create Private Domain More ¥

Private Doma... D Status Records Associate VPCs Update Time 0

wcom zone Norma 0 Not associated @ 2021-07-30 12... [D
W

Tetal items: 1 200 v [ page

3. On the DNS Records tab, click Add Record and enter the following record value information as shown
below:

@® Note:

You can add up to 10 round-robin DNS records of the same record type for the same host.
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Add Record Q

Host Record Type Record Value Weight MX Priority TTL (s) Last Updated Operation

www A 50 = 300 = Save Cancel

Host: select a subdomain. For example, when adding a record for www.dnspod.cn , you can
simply select www in the Host field. If you want to add a record for dnspod.cn , select @ in the
Host field.

Record Type: select A.

Record Value: you can only enter an IPv4 address. For example, if the IPv4 address you want to

accessis 8.8.8.8 ,thenenter 8.8.8.8

Weight: it refers to configuring multiple record values for the same host on the DNS server. In this
way, when the server responds to DNS queries, all record values will return different DNS results
according to the preset weights and distribute the resolved traffic to different servers, so as to
implement load balancing. The weight value can be an integer between 1 and 100.

MX Priority: leave it empty.

TTL: it is the cache time and 300s by default. The smaller the value, the faster the change to the

record will take effect. You can enter an integer between 1 and 86400.

4. Click Save.
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CNAME Record

Last updated: 2024-12-3116:23:16

Overview

This document describes how to add a CNAME record. If you want to point a domain name to another one
which provides an IP address, you need to add a CNAME record.

Prerequisites

You have created the corresponding private domain.

Directions

(@ Note:

You can add only one CNAME record for each host, and it cannot coexist with any other records.

You can add only one CNAME record for each host, and it cannot coexist with any other

records.If anything goes wrong during this process, please contact us.

1. Log in to the Private DNS console and click Private Domain List on the left sidebar to enter the private
domain list.

2. In the Private Domain List, click the name of the private domain for which you need to create a CNAME r

Create Private Domain More *

Private Doma... D Status Records Associate VPCs Update Time 0

com Zone Norma 0 Not associated () 2021-07-30 13:... E
W

Total items: 1 20 » / page

3. On the DNS Records tab, click Add Record and enter the following record value information as shown
below:

(@ Note:

You can add up to 5 round-robin DNS records of the same record type for the same host.
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Add Record Q

Host Record Type Record Value Weight MX Priarity TTL (s Last Updated Operation

W CHAME cloud. _com 50 - 300 - Save Cance

Host: enter a subdomain. For example, when adding a record for www.dnspod.cn , you can
simply select www in the Host field. If you want to add a record for dnspod.cn , select @ in the
Host field.

Record Type: select CNAME.

Record Value: you can only enter a domain name to which the CNAME record points, such as

https://cloud.tencent.com

Weight: it refers to configuring multiple record values for the same host on the DNS server. In this
way, when the server responds to DNS queries, all record values will return different DNS results
according to the preset weights and distribute the resolved traffic to different servers, so as to
implement load balancing. The weight value can be an integer between 1 and 100.

MX Priority: leave it empty.

TTL: it is the cache time and 300s by default. The smaller the value, the faster the change to the

record will take effect. You can enter an integer between 1 and 86400.

4. Click Save.
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AAAA Record

Last updated: 2024-12-3116:23:16

Overview

This document describes how to add an AAAA record to point a domain name to an IPv6 address.
Prerequisites

You have created the corresponding private domain.

Directions

1. Log in to the Private DNS console and click Private Domain List on the left sidebar to enter the private
domain list.

2. In the Private Domain List, click the name of the private domain for which you need to create an AAAA
record or DNS as shown below:

Private Doma... D Status Records Associate VPCs Update Time Operation
Lcom zZone Mormal 0 Not assaciated (l: 2021-07-30 13:... Associate VPCs
Mare
Total items: 1 20 = /page 1 /1 page

3. On the DNS Records tab, click Add Record and enter the following record value information as shown
below:

@ Note:

You can add up to 10 round-robin DNS records of the same record type for the same host.

Add Record Q

Host Record Type Record Value Weight MX Priority TTL (s Last Updated Operation

wWww ALLA 06 =] 50 - 300 - Save Cancel

Host: enter a subdomain. For example, when adding a record for www.dnspod.cn , you can
simply select www in the Host field. If you want to add a record for dnspod.cn , select @ in the
Host field.

Record Type: select AAAA.
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Record Value: you can only enter an IPv6 address, suchas £ff06:0:0:0:0:0:0:c3

Weight: it refers to configuring multiple record values for the same host on the DNS server. In this
way, when the server responds to DNS queries, all record values will return different DNS results
according to the preset weights and distribute the resolved traffic to different servers, so as to
implement load balancing. The weight value can be an integer between 1 and 100.

MX Priority: leave it empty.

TTL: it is the cache time and 300s by default. The smaller the value, the faster the change to the

record will take effect. You can enter an integer between 1 and 86400.

4. Click Save.

@ Note:

If anything goes wrong during this process, please contact us.
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MX Record

Last updated: 2024-12-3116:23:16

Overview

This document describes how to add an MX record. If you want to set up your mailbox so that it can receive
emails, you need to add an MX record.

Prerequisites
You have created the corresponding private domain.
Directions

1. Log in to the Private DNS console and click Private Domain List on the left sidebar to enter the private
domain list.

2. In the Private Domain List, click the name of the private domain for which you need to create an MX reco

Create Private Domain More ¥

Private Doma... D Status Records Associate VPCs Update Time 0
o one Norma 0 Not associated (D 2021-07-30 13... [D
M

Total items: 1 20 » / page

3. On the DNS Records tab, click Add Record and enter the following record value information as shown bel

Add Record

Host Record Type Record Value Weight MX Priority TTL (s) Last Update

www WX mail. . = 300

Host: enter a subdomain, which is usually "@" or "mail". For example, if Host is "@", then the email
address will be  xxx@gqg.com ; if Host is "mail", then the email address will be

xxx@mail.gqg.com
Record Type: select MX.

Record Value: it can be either a domain name or an IP address.
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If the value is a domain name, the domain name should have an A record, and after the record
is generated, a period (.) will be automatically added after it.
For example, to set an MX record with the value mail.gqg.com , you need to add an A
record with the host "mail".
If the value is an IP address, directly enter the mail server IP, and after the record is generated,
a period (.) will also be automatically added after it.

Weight: leave it empty.

MX Priority: the smaller the value, the higher the priority.

N Note:
The value of MX priority can only be a positive multiple of 5 and less than or equal to 50.

TTL: it is the cache time and 300s by default. The smaller the value, the faster the change to the

record will take effect. You can enter an integer between 1 and 86400.

4. Click Save.

(@ Note:

If anything goes wrong during this process, please contact us.
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PTR Record

Last updated: 2024-12-3116:23:16

Overview

This document describes how to add a PTR record, through which you can reversely resolve a private IP
address to the corresponding private network domain name.

(@ Note:

You need to configure reverse private domain DNS before adding PTR records. For detailed
directions, please see Reverse DNS and PTR Record Description.

Prerequisites

You have created the corresponding private domain.

You have configured reverse private domain DNS.
Directions

1. Log in to the Private DNS console and click Private Domain List on the left sidebar to enter the private
domain list.

2. In the Private Domain List, click the name of the private domain for which you need to create a PTR
record or DNS as shown below:

Private Doma... D Status Records Associate VPCs Update Time Operation
L.Com zone Norma 0 Not associated ':D 2021-07-30 13:... Azzociate VPCs
More ¥
Total items: 1 20 v [ page 1 /1 page

3. On the DNS Records tab, click Add Record and enter the following record value information as shown
below:

Add Record Q

Host Record Type Record Value TTL (s) Last Updated Operation

www PTR cloud. n 300 Save Cancel

Host: the combination of the host and the created domain name (without in-addr.arpa )isin
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the fixed IPv4 format, and you can enter only an integer between 0 and 255 for each IP range.

Record Type: only PTR is supported.
Record Value: enter the private domain name corresponding to the private IP address.

TTL: it is the cache time and 300s by default. The smaller the value, the faster the change to the

record will take effect. You can enter an integer between 1 and 86400.

4. Click Save.

@ Note:

If anything goes wrong during this process, please contact us.
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TXT Record

Last updated: 2024-12-3116:23:16

Overview

This document describes how to add a TXT record to identify and describe a domain name.
Prerequisites

You have created the corresponding private domain.

Directions

1. Log in to the Private DNS console and click Private Domain List on the left sidebar to enter the private
domain list.

2. In the Private Domain List, click the name of the private domain for which you need to create a TXT
record or DNS as shown below:

Private Doma... D Status Records Associate VPCs Update Time Operation
Lcom zZone Mormal 0 Not assaciated (l: 2021-07-30 13:... Associate VPCs
Mare
Total items: 1 20 = /page 1 /1 page

3. On the DNS Records tab, click Add Record and enter the following record value information as shown
below:

@ Note:

You can add up to 20 round-robin DNS records of the same record type for the same host.

Add Record Q

Host Record Type Record Value Weight MX Priority TTL(s) Last Updated Operation

W TAT ‘ 21elz 21323 | - - 300 - Save Cancel

Host: enter a subdomain. For example, when adding a TXT record for www.dnspod.cn , you can
simply select www in the Host field. If you want to add a TXT record for dnspod.cn , select @ in
the Host field.

Record Type: select TXT.
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Record Value: there is no fixed format.
MX Priority: leave it empty.

TTL: it is the cache time and 300s by default. The smaller the value, the faster the change to the

record will take effect. You can enter an integer between 1 and 86400.

4. Click Save.

(@ Note:

If anything goes wrong during this process, please contact us.
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SRV Record

Last updated: 2022-01-28 12:11:13

Overview

This document describes how to add an SRV record to identify the service used by a server. It is often used

for directory management in Microsoft systems.

Prerequisites

You have created the corresponding private domain. For details, see Creating Private Domain.

Directions

1. Log in to the Private DNS console and click Private Domain List on the left sidebar to enter the private
domain list.

2. In the Private Domain List, click the name of the private domain for which you need to create an SRV
record or DNS as shown below:

iAll/ET ID TITHE ic® FEEVPC = BiE
com 1090 [ES8ET 0 vpe- (r-4l) 2020-12-03 10:34:26 ; EVPC =X v
999
om 861 IEERET 1] vpe- gty 2020-11-26 16:24:04 8B SEVPC B v
m 860 i 0 2B @ 2020-11-2510:5204  gmis =mvpc EE v

3. On the DNS Records tab, click Add Record and enter the following record value information as shown
below:

FRIMCR BERIT ~ Qa

FilicH

@l
*
]

i®E L= MBS TTL () SRR B

_sip_tcp SRV 0 5 5060 sipserver.dnspod.cn - - 300 - E G

[t}

Host: set it to a value in the format of "service name.protocol type", such as _sip._tcp
Record Type: select SRV.

Record Value: set it to a value in the format of “priority weight port hostname”. A "." will be
automatically appended to the domain name when the record is generated.

An example valueis 0 5 5060 sipserver.dnspod.cn

Weight: leave it empty.
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MX Priority: leave it empty.
TTL: it is the cache time and 300s by default. The smaller the value, the faster the change to the

record will take effect. You can enter an integer between 1 and 86400.

4. Click Save.

@ Note:

If anything goes wrong during this process, please contact us.
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SPF Record

Last updated: 2022-01-28 12:11:13

Overview

This document describes how to add an SPF record to specify the server for sending emails. This is an
efficient anti—spam solution.

Prerequisites

You have created the corresponding private domain. For details, see Creating Private Domain.

Directions

1. Log in to the Private DNS console and click Private Domain List on the left sidebar to enter the private

domain list.

2. In the Private Domain List, click the name of the private domain for which you need to create an SPF
record or DNS as shown below:

iAll/ET ID TITHE ic® FEEVPC = BiE
com 1090 [ES8ET 0 vpe- (r-4l) 2020-12-03 10:34:26 ; EVPC =X v
999
om 861 IEERET 1] vpe- gty 2020-11-26 16:24:04 8B SEVPC B v
m 860 i 0 2B @ 2020-11-2510:5204  gmis =mvpc EE v

3. On the DNS Records tab, click Add Record and enter the following record value information as shown
below:

EHCR EEEE - Q

FilicF iCRER TR

wE MX{ESELR TIL (#) BSIRErE RME

W SPF v=spf1 include-spf mail.qq cor - - 300 - B

2402 SPFiCE. BEMESICEE, o v=spfl include spf mail gq.com ~all

Host: enter a subdomain. For example, when adding an SPF record for www.123.com , you can
simply select www in the Host field. If you want to add an SPF record for 123.com , select @ in
the Host field.

Record Type: select SPF.

Record Value: for example, v=spfl include:spf.mail.qq.com ~all indicates that only the
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IP addresses in the A record and MX record of this domain have permission to send emails using
this domain.

Weight: leave it empty.

MX Priority: leave it empty.

TTL: it is the cache time and 300s by default. The smaller the value, the faster the change to the

record will take effect. You can enter an integer between 1 and 86400.

4. Click Save.

@ Note:

If anything goes wrong during this process, please contact us.
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Modifying DNS Record

Last updated: 2024-12-31 16:15:39

Overview
This document describes how to modify your record as needed.
Directions

1. Log in to the Private DNS console and click Private Domain List on the left sidebar to enter the private
domain list.

2. In the Private Domain List, select the domain for which you want to modify a record or click DNS in the

Operation column to enter its DNS Records page as shown below:

Private Doma... D Status Records Associate VPCs Update Time Operation
1.com zone Mormal a ot assoEiec :l: 2021-07-30 13:... Associate VPCs
Mare ¥
Total items: 1 20 = /page 1 /1 page

3. Select the record you need to modify and click Modify in the Operation column as shown below:

DNS Records Private Domain Settings
a
Host Record Type Record Value Weight MX Priority TTL (s) Last Updat.. Operation
W A 1 .29 50 - 300 2021-08-12
14:23:10 Delete
Total items: 1 20 = / page 1 /1 page

4. Modify the record and click Save to complete the modification.
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Deleting DNS Record

Last updated: 2024-12-31 16:15:39

Overview
When you don't need a record any longer, you can delete it. Once deleted, the record will stop taking effect.
Directions

1. Log in to the Private DNS console and click Private Domain List on the left sidebar to enter the private
domain list.

2. In the Private Domain List, select the domain for which you want to delete a record or click DNS in the

Operation column to enter its DNS Records page as shown below:

Private Doma... D Status Records Associate VPCs Update Time Operation
1.com zone: Mormal a ot assoEiec :l: 2021-07-30 13:... Associate VPCs
Mare ¥
Total items: 1 20 = /page 1 /1 page

3. Select the record you need to delete and click Delete in the Operation column to delete it as shown

below:

Add Record Q
Host Record Type Record Value Weight MX Priority TTL (s) Last Updat.. Operation
wWww A 11e 29 50 - 300 2021-08-12 Madify

14:23:10
Total items: 1 20 = [ page 1 /1 page
O Note:

For private domains that are associated with VPCs, the VPCs should be disassociated first

before you can delete records for them.
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Importing DNS Records

Last updated: 2022-01-28 12:11:13

Overview

This document describes how to quickly import DNS records.

Directions

(@ Note:

Private DNS will scan your file against the preset template and import data.

You can import up to 1,000 DNS records at a time. Extra ones will not be imported.

1. Log in to the Private DNS console and go to the Private Domain List page.

2. In the private domain list, click the domain of which you want to import DNS records, as shown below:

Private Domain/R... ID Status Records Associate VPCs Update Time Operation
Jee zone-. orrr 2 vpc-r 3 {Hang Kang) 2021-08-27 03:224:19  DNS Associate VPCs
More ¥
Total items: 1 20 = /page 1 /1 page

3. In the DNS Records page, click More > Import Records, as shown below:

Add Record Mare * Q

Host ype Record Value Weight MX Priority TTL (s) Last Updated Operation
Export Records
: Delete - : 300 2021-09-10 Modify Delete
06:48:43
3 A - - 300 2021-08-27 Modify Delete
03:25:03
Total items: 2 20 v /page 1 /1page

4. In the Import Records dialog box, click Select a file or drag and drop a file to upload it, as shown below:
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Import Records »

1. Private DNS5 will scan your file against the template and import data.Download Template

2. ou can import up to 1,000 DNS records at a time. Extra ones will not be imported.

3. Enter information according to the template requirements; otherwise, the records may fail

to be imported. Learn Meore

Select a file

Cancel

5. Click Confirm to import the DNS records.
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Exporting DNS Records

Last updated: 2022-01-28 12:11:13

Overview

This document describes how to quickly export DNS records.

Directions

1. Log in to the Private DNS console and go to the Private Domain List page.

Private DNS

2. In the private domain list, click the private domain of which you want to export the DNS records, as

shown below:

Create Private Domain More ¥

Private Domain/R... D Status

5]
3

Jeec zone-_

Total items: 1

Reco

3. In the DNS Records page, click More > Export Records, as shown below:

Add Record More *

Impart Records

Host ype Reco
Export Records

1 Delete

a A

Total items: 2

4. In the Export Records dialog box, select an

©2013-2025 Tencent Cloud. All rights reserved.

rds Associate VPCs Update Time
vpC-r 3 (Hong Kong) 2021-08-27 0
20 v /page
Weight MX Priority TTL(s)
300
300
20 v / page

export format, as shown below:

Qo
Operation

3:24:19 DNS  Associate VPCs

Mare ™

1 /1 page
Q

Last Updated Operation
2021-09-10 Madify Delete
06:48:43
2021-08-27 Madify Delete
03:25:03

1 /1 page
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Export Records

5. Click Confirm to export the DNS records.
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Associating the VPCs of Another Account

Last updated: 2022-01-28 12:11:13

Overview

To associate a private domain of account A with a VPC of account B, you need to authorize account A first.

This document describes how to associate VPCs of another account.

Prerequisites

You have already created a private domain. If you haven't, see Creating Private Domain to create one.
Directions

Step 1: use account B to authorize account A via a role.

1. Log in to the CAM console with account B, go to the Roles page, and click Create Role, as shown below:

Create Role

No data

2. In the Select role entity dialog box, click Tencent Cloud Account, as shown below:
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Select role entity b4

Tencent Cloud Product Service S

«©

Authorize Tencent Cloud service to use your cloud resources via roles

Tencent Cloud Account
8 Authorize your root account or other root accounts to use your cloud >

resources via roles

Identity Providers
Elg Authorize external user identity (such as enterprise user directory) to >

use your cloud resources

3. In the Create Custom Role page, enter relevant information and click Next, as shown below:

4 Create Custom Role

o Enter role entity info > ?

encent Cloud account = Current root account o Cther root account

onsole access Allow the current role to access console
External ID Enable Verification (You're advised to enable this feature when a third-party platform uses this role.)
@ The external ID is a string of characters that you define for this role. To use this role, a user needs to pass in this external ID as you st
This improves the security of role assuming by preventing unauthorized use of the role when the role information is leaked or guess

You're advised to enable extemnal ID verification if you will allow a third-party platform to use the role to be created, or if the accoun
is easily accessible by other users.
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Tencent Cloud account: select Other root account.
Account ID: enter the account ID of account A.
External ID: not checked by default.

Console access: not checked by default.

4. In the Configure role policy step, search for and select the QcloudvPCReadOnlyAccess policy and cl

& Create Custom Role

° Enter role entity info > o Configure role policy >

Select Policies (1 Total) 0 selected
‘ QcloudVPCReadOnlyAccess| o Q Policy Name
Policy Name Policy type T

QcloudVPCReadOnlyAccess

X X Preset Policy
Read-cnly access to Virtual Private Cloud (VPC)

Back Next

5. In the Review step, enter relevant information, as shown below:
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° Enter role entity info > ° Configure role policy b o Review

Role Entity Account-Z

Access Type  Programming access

Policy Name Description Policy typ«

QcloudVPCReadOnlyAccess Read-only access to Virtual Private Cloud (VPC) Preset Polic

Role Name: enter PRIVATEDNS_ACCOUNT_<authorized UIN> ,e.g.,

PRIVATEDNS_ACCOUNT_88888888
Description: enter the description.

6. Click Done to complete the authorization.

Step 2: use account A to add account B as an associated account.

1. Log in to the Private DNS console with account A and go to the Private Domain List page.

2. In the private domain list, click Associate VPCs on the right of the private domain you want to authorize, ¢

Create Private Domain More ¥

Private Domain/R...  ID Status Records Associate VPCs Update Time

cc zone- Normal 1 Not associated (@) 2021-08-15 08:17:55

3. In the Modify Associated VPCs dialog box, click Add Account, as shown below:
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Modify Associated VPCs

Select Account

zhz 1et [current account) v + Add Account
Select VPCs Selected (0}
China{Hong Kang) NEW ~ Q ID/MName Region
ID/Mame Region
vpe-.

China{Hong Kong)

If the existing VPCs do not meet your requirements, go to the VPC console.[2

Save Cance

4. In the Add Account dialog box, enter the account ID of account B and click Confirm, as shown below:

Add Account b d

How do | get the account [D7?

Confirm Cance

5. After adding account B successfully, you can associate or modify the VPCs of both account A and
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account B.
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Bulk Operation
Bulk Adding Private Domains

Last updated: 2022-01-28 12:11:13

Overview
This document describes how to bulk add private domains.
Directions

1. Log in to the Private DNS console.
2. On the left sidebar, click Bulk Operation to enter the bulk operation management page.

3. In the Add Private Domain tab, enter the private domains you need to add as shown below:

Bulk Operation

Add Private Domain Add Record Export Records

Bulk Add

@ Note:

You can add up to 500 second-level private domains at a time.

You can only create standard TLD domains that comply with the IANA specifications.

4. Click Bulk Add.

@ Note:

After bulk adding private domains, you can add corresponding DNS records if needed as
instructed in Bulk Adding DNS Records.
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Bulk Adding DNS Records

Last updated: 2022-01-28 12:11:13

Overview

This document describes how to add DNS records for multiple private domains with the bulk record adding
feature provided by Tencent Cloud.

Directions

1. Log in to the Private DNS console.
2. On the left sidebar, click Bulk Operation to enter the bulk operation management page.

3. Click the Add Record tab and select the private domains for which to add DNS records as shown below:

Bulk Operation

Add Private Domain Add Record Export Records

o Select domains > >

Q
= Private Domain/Rema... D Status Records Associate VPCs Update Time
=.help zone M —M¥36 Marma 22 vpc-uil i 2021-02-02 15:44:56
-y
.com zone_S80% ™16 Norma 13 vpc- L =] 2021-03-16 10:00:56
™ 5 e
20 v /page 1 /1 page

4. Click Next to go to the Add Record step.

5. In the Add Record step, enter the DNS record information you need to bulk add as shown below:
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Bulk Operation

Add Private Domain Add Record Export Records

° Select domains > o Add Record >

You will add the following DNS records for 2 private domain(s):

Host Record Type Record Value

AW

@ Note:

6. Click Add.

©2013-2025 Tencent Cloud. All rights reserved.

Weight MX Priority TTL (s)

300

+Add

o For more information on how to enter record values, see Setting DNS Record.

o To add multiple record values, simply click Add.

Operation

Private DNS
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Bulk Exporting DNS Records

Last updated: 2022-01-28 12:11:13

Overview

This document describes how to export DNS records of multiple private domains with the bulk record export
feature provided by Tencent Cloud.

Directions

1. Log in to the Private DNS console.
2. On the left sidebar, click Bulk Operation to enter the bulk operation management page.

3. Click the Export Records tab and select the private domains for which to export DNS records as shown

below:
Bulk Operation
Add Private Domain Add Record Export Records
Export Records
Q
= Private Domain/Rema... D Status Records Associate VPCs Update Time
help zone_! 36 Narma 22 vpc-g 10 2021-02-02 15:44:56
F
==.COM zone_llaa 16 Marma 13 vpc, EE= ) () 2021-03-16 10:00:56
. B
mtcom zone_ & 15 Norma 15 vpc-FIFE & 1() 2021-03-16 13:10:00
e "
~arpa zone & RR19 Narma 4 vpe- 2.0 2021-01-11 11:11:11
n. Lol
Te tems: 4 20 v /page 1 /1 page
Qs ZONE

4. Select the export file format as needed.

5. Click Export File to export the file to your local computer.

O Note:

If you select multiple private domains, only the XLS export format is supported.
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Reverse DNS and PTR Record

Last updated: 2024-12-31 16:15:39

Reverse DNS Overview

Reverse DNS resolves an IP address back to a domain, as opposed to forward DNS that maps a domain to
an IP address.

Since an IP may be used by multiple domains, it is necessary to verify if this is the case before reverse DNS.
It is impossible to start from the IP to traverse the entire DNS system for verification due to the heavy

workload. Therefore, RFC 1035 defines a pointer (PTR) record to point an IP address to a domain.

@ Note:

Private DNS refers to the resolution of domains in a private network, while Public DNS is oriented to
internet users. Reverse DNS can be carried out in a public or private network, and the definitions

and features involved are consistent in both cases.

Adding a PTR Record

Before adding a PTR record, you must create the reverse private domain of the IP range first.
1. If your target IP rangeis 192.168.0.1 , the corresponding reverse private domain should be
1.0.168.192.in-addr.arpa . In this case, we recommend creating the reverse private primary
domain 0.168.192.in-addr.arpa , and adding a subdomain with the hostas 0 to point the
reverse private domain to the target domain.
2. When you add the private domain  0.168.192.in-addr.arpa in Private DNS and add the PTR
record with the hostas 1 pointing to www.dnspod.com , the reverse DNS of the IP address

192.168.0.1 iS www.dnspod.com

@® Note:

The prefix of the combination of the host and the private domain (the prefix of in-addr.arpa )
must comply with the IPV4 format specification. For example, if the private domain created is

10.255.123.in-addr.arpa , the host can only be an integer between 0 and 255.

Adding Reverse Private Domain

The following steps take the reverse private domain  0.168.192.in-addr.arpa as an example.

1. Log in to the Private DNS console.
2. On the Private Domain List page, click Create Private Domain.

3. On the Create Private Domain page, enter the reverse DNS domain and select a VPC.
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For example, enter 0.168.192.in-addr.arpa

@ Tencent Cloud Overview  Products Private DNS  Virtual Private Cloud  Cloud Access Management Ticket

Private DNS

192.168.0.in-addr.arpa
Qvarview

= Private Domain

List Select Account

- + Add Account
Query Statistics.

Select VPCs. Selected (0)

Operation Logs

China(Hong Kong) v Q
Bulk Operation

Value-added

Package
China(Hong Kong)

If the existing VPCs do not meet your requirements, go to the VPC console. [

- v X

+ Add

Tag console 2]

@  Disable Enable

@® Note:

For a better experience, we recommend creating a private domain and setting a DNS record
for it first before associating a VPC.

If no VPCs are displayed for the currently selected region, create one in the VPC console.

If existing VPCs cannot meet your needs, modify them in the VPC console.

4. Click Confirm to add the reverse private domain. You can directly go to the DNS records page of the dom
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19
Virtual Private Cloud Cloud Access Management Ticket

@ Tencent Cloud Overview  Products Private DNS

Private DNS Private Domain List Go to DNSPod Console|
Overview _
Create Private Domain More ~

:= Private Domain
List

Query Statistics 192.168.0.in-addrarpa | zone Normal 0 Not associated (D o 2022-06-08

Operation Logs

Private IP Range

On the public network, reverse DNS cannot be provided by DNS service providers, because the management
permissions of IP addresses are owned by ISPs. Therefore, it is necessary to apply to ISPs for adding
reverse DNS records.

However, the case is different for a VPC, where you can use any of the following as your VPC range. VPC
CIDR supports any of the following IP ranges. If you need to achieve communication between different VPCs,

ensure the configurations of CIDR blocks at both ends do not overlap.

10.0.0.0 - 10.255.255.255 (mask range: 12 to 28)
72.16.0.0 - 172.31.255.255 (mask range: 12 to 28)

192.168.0.0 — 192.168.255.255 (mask range: 16

Correspondingly, you can also create reverse private domains within these three IP ranges.

@ Note:

For more information about private IP ranges, see Network Planning.

For more information about how to add PTR records in Private DNS, see PTR Record.

©2013-2025 Tencent Cloud. All rights reserved. Page 38 of 46


https://intl.cloud.tencent.com/document/product/215/31795
https://intl.cloud.tencent.com/document/product/1097/40573

@ Tencent Cloud Private DNS

Subdomain Recursive DNS Description

Last updated: 2024-12-31 16:15:39

Overview

Private DNS supports subdomain recursive DNS. When a client initiates a DNS request, if the corresponding
subdomain DNS record is not configured for the private domain, Private DNS will return the corresponding
record according to whether this feature is enabled.

If subdomain recursive DNS is not enabled, the SOA record will be returned.
If subdomain recursive DNS is enabled, the public DNS record will be returned.

For example, the private domain dnspod.cn has the following three private records:

Host Record Type Record Value TTL
01 A 1.1.11 600
02 A 1.1.1.2 600
03 A 1.1.1.3 600

When you initiate DNS requests for 01.dnspod.cn , 02.dnspod.cn ,and 03.dnspod.cn |,

privaterecords 1.1.1.1 , 1.1.1.2 ,and 1.1.1.3 will bereturned, respectively.

When you initiate DNS requests for public domain names such as www.dnspod.cn ,
bbs.dnspod.cn ,and rss.dnspod.cn ,recursive queries will be performed, and public DNS

results of the actual internet domain names will be used as the final DNS response results.
Directions
Enabling subdomain recursive DNS

Method 1

You can choose to enable subdomain recursive DNS when adding a private domain for the first time as

shown below. For detailed directions, please see Creating Private Domain.
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OT Crealed any tag or the existing tags do not meet your requireéments, go to '.":Tagl:CII'IECI|E': create one. [

Method 2

1. Log in to the Private DNS console and click Private Domain List on the left sidebar to enter the private

domain list.

2. In the Private Domain List, select the private domain for which you want to enable subdomain recursive
DNS and click DNS to enter its DNS Records page.

3. Select the Private Domain Settings tab and click C‘, to enable this feature as shown below:

Basic Information

com

Ione-
Creation Time 2027-07-3013:21:58
fiec 2021-07-3013:21:58

I = R | 1E ]
SLUMSIVE LANORL)

T &

ags 4

Disabling subdomain recursive DNS

1. Log in to the Private DNS console and click Private Domain List on the left sidebar to enter the private

domain list.
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2. In the Private Domain List, select the private domain for which you want to disable subdomain recursive
DNS and click DNS to enter its DNS Records page.

3. Select the Private Domain Settings tab and click (:) to disable this feature as shown below:

Basic Information

cam

L zZone-1
Creation Time 2021-07-30 13:21:38

adifiec 2021-07-30 13:21:38
Subdomain Recursive DNS(D) (:)

3gs »
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DNS Statistics Description

Last updated: 2024-12-31 16:15:39

Overview
This document describes how to view the request volume statistics.
Directions

1. Log in to the Private DNS console and click Request Volume Statistics on the left sidebar.

2. On the Query Statistics page, you can view the information of DNS requests as shown below:

DNS Queries

v AllVRCs b All demains v Yesterday Last 7 days Last 20 days

2021-08-10 00:00:00 ~ 2021-08-10 11:30:00  [5]

3. On the Query Statistics page, you can perform the following operations:

Filter by region: you can filter and display data by the regions of VPCs associated with private
domains.

@ Note:

You cannot view the request volume in all regions at once for the time being.

Filter by VPC: you can filter and display data by the VPC instances associated with private domains.

Filter by domain: you can filter and display data by the names of created private domains.
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Filter by time: you can select a period of time based on the filter to display data.

@ Note:

Data display supports multiple filters. The Guangzhou region is selected by default in case of

filtering by region.
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Round—-Robin DNS Description

Last updated: 2023-04-25 14:59:32

Overview

The Private DNS-based round-robin DNS is implemented following the principle that different record values
are set under the same host record and record type, with a record value returned based on the associated
weights after random polling. If there are multiple record values under the same host record and record type,

and you want to distribute the access traffic to each record value, this feature can help you implement it.

(@ Note:

The record value returned by resolution is randomly polled but not assigned based on the server
load and operating conditions.

Examples

A and CNAME records support round-robin DNS. The example settings for each record type are as shown
below.

Example round-robin DNS settings for A records

Host Record Type Value Weight TTL
WwWwW A 1.1.1.1 50 300
WWwW A 2.2.2.2 50 300

Example round-robin DNS settings for CNAME records

Host Record Record Type Value Weight TTL

WWW CNAME www.dnspod.com 50 300

www CNAME www.dnspod.cn 50 300
Use Limits

Those DNS records out of the limit cannot be properly added. To set the number of round-robin DNS

records, purchase Value—Added Service Packages first.

Record
Type

Number of Round—Robin DNS Records Remarks
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A 10 -

AAAA 10 -

T 20 Wei.ght setting is unavailable for TXT round-
robin DNS.

CNAME 5 -

MX 50 -

PTR PTR record does not support round— ~

robin DNS.
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Recursive Resolution Description

Last updated: 2024-07-04 15:29:28

Overview

The default DNS server addresses for Private DNS are  183.60.83.19 and 183.60.82.98 . With
the DNS server addresses, a default free recursive DNS resolution service is provided for endpoints such as
Cloud Virtual Machine (CVM), Lighthouse, and cloud containers within the Tencent Cloud VPC environment.
(The recursive resolution service of Private DNS involves interaction with external third—party DNS systems.
Due to issues like external network problems and external third—party DNS system failures, external recursive

resolution may be unavailable, and SLA is not guaranteed.)

Use limits
L Restriction
Restriction Item Note
Threshold
Number of External 100 The threshold for external recursive resolution
Recursive Resolution times/secon requests per instance within the VPC is 100 times/sec.
Requests per Instance d If the speed limit threshold is exceeded, a risk of
within VPC speed limit will be there.
. The overall external recursive request threshold within
Total external recursive . . . o
. 1,000 a single VPC is 1,000 times/sec. If the speed limit
resolution requests for all ; ) . o
times/sec threshold is exceeded, a risk of speed limit will be

instances within the VPC
there.
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