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Getting Started
Introduction

Last updated: 2025-03-27 18:00:16

TencentCloud API provides a variety of tools including API Explorer, TCCLI and SDK, helping you quickly

operate and easily manage Tencent Cloud services with a few codes.

Tools

This document uses the Describelnstances APl as an example to help you get started with API Explorer,
TCCLI and SDK. This is especially suitable for first—time Tencent Cloud users. It allows you to view all the

available Tencent Cloud APIs, and the API calls associated with console operations.

Documenta
Tool Use Cases .
tion
API Explorer is an automated easy-to—use tool that applies to .
API . . . . . . Using API
interactive interface operations without additional configurations.
Explorer . ) ] . Explorer
However, it is not suitable for multiple continuous use.
TCCLI is a unified management tool for Tencent Cloud resources Usi
sin
TCCLI that applies to command line usage. It helps you quickly and easily TCCI?I

call an API to manage your Tencent Cloud resources.

Tencent Cloud Software Development Kit (SDK) 3.0 is a companion
tool for TencentCloud API 3.0 that applies to SDK coding. Currently,
SDK it supports products such as CVM, VPC, and CBS. Tencent Cloud SDK
SDK 3.0 will extend its support for all Tencent Cloud services and
products in the future.
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Using API Explorer

Last updated: 2023-03-07 18:16:40

TencentCloud API Explorer is an automated tool for API call. It currently supports various Tencent Cloud

services such as CVM, VPC, and CBS. Specifically, it can automatically generate SDK code and signature

strings in Java, Python, Node.js, PHP, Go and .NET, call APIs online, and send real requests, making SDKs

easier to use.

API Explorer Details

This document describes API Explorer in detail as shown below in order from left to right:

Content Delivery Network

Enterprise Content Delivery Net

Tens

Tenc

Endpoint (requested domain name) N
Global Application Acc ion print(err) @
Nearest region A
centDE for MySQL
Input Parameters View Only Required Parameters
entD8 for SQL Server
Region

Tencent
Tenc

Tencent

Teaplus Database @

© O  DescribeZones @ @Cod: Generating  Online Call  Signature generation  Parameter Description  Feedback |
|| croua virtuat Machine Image APIs Private Ky View Ky 2 @ | Java @ Python Nodejs PHP Go NET @ | PYTHON SDK Usage Guide 2
Auto Scaling || Region aris Tmport jron @
Secretld
|| Describezones .
Batch Compute ort Liies
DescribeRegions import TencentllomdSIRException
Tencent Kubernetes Engine
. Secretkey

COH APIs
Cloud File Storage el AL B, =)

Key APl httpProfile = HetpProfile()
Cloud Object Storage - BetpProfile. o

Security Group APls v More Gptians
Cloud Block Storage Plscement Grovp v Timestamp (Valid only when verfying signature)

APl
Cloud Load Balancer

Instance AP v =
Virtual Private Cloud Token parans = |

Netwerk APls M
Direct Connect !

xeq Eron_jsen_string(jzon. dunps (parans) )

Request method (Valid only when verifying signature)

resp = client DescribeZonesraq)

pOST M print(resp. to_json_string(J)

except TencentClowdSIEException as err

DB for PostgreSQL
Plesse select the region

ent Distributed SQL @

DB for MongoDB

P 0 Db

Service area: all currently supported Tencent Cloud services are listed here.
Service API area: all feature APIs that are supported under the current service are listed here.
APl name: the name of the selected API is displayed here.

Service version: there are certain differences between service versions. For more information, please
see the APl documentation of the specific service. The figure below shows the CVM API version 2017-
03-12.

Key pair ( Secretid and SecretKey ): enter the security credentials of the account, which can

be obtained by clicking View Key.

N Note:
The API key represents your account identity and granted permissions, which is equivalent to

your login password. Do not disclose it to others.
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6. Parameters required by signature: click More Options to view the parameters required by various
features such as signature string generation and verification. The required parameters may vary by
service. For more information, please see the APl documentation of the specific service. The
parameters required by CVM signature are as follows:

Timestamp (valid only when the generated signature string is verified): current UNIX timestamp
accurate down to the second, which records when an API request is initiated.

Timestamp must be the same as your current system time, and your system time must be in
sync with the UTC time. If the difference between the timestamp and your current system time is
greater than five minutes, the request will fail. If your system time is out of sync with the UTC

time for a prolonged period, the request will fail, and a signature expiration error will be returned.

Token (valid only when the generated signature string is verified): it is used to authenticate the
user. The requirements of this parameter may vary by service. If necessary, the way of getting it
will be specified. For more information, please see the APl documentation of the specific service.
Request method (valid only when the generated signature string is verified): a request uses the

POST method by default. You can choose an appropriate method according to the specific API
document.

Endpoint (valid only when the generated signature string is verified): select the access region.
Nearby access is used by default.

7. Parameters required by API: only the parameters required by the API are displayed, and you can check
"View Only Required Parameters" to filter the parameters. The specific parameter description can be

viewed by selecting Parameter Description on the right.
8. Feature area:

Code Generation: this feature can automatically generate code in multiple languages to make the
API easier to use.

Online Call: after entering the parameters, select Send Request, and the system will send the
parameters you entered on the left to the corresponding API. This is a real operation, and the

system will display related information such as the request result and response headers.

Signature Generation: this feature can be used to automatically generate signature strings. API

3.0 v3 version is used by default, and you can choose other versions as needed as shown below:

Code Generating Online Call Signature generation Parameter Description Feedback

Signature generation Select the signature version: API 3.0 Signature V3 v

API 3.0 Signature V3

API 3.0 Signature V1
by step. Finally, you will be provided with a real URL that can be requested by POST.View signature document [2 (When the parameter changeg] apj 2.0 Signature

For the APl 3.0 signature, please click the "Generate Signature” button below. The system will take the POST request method as an example to g

egenerate the signature process data)
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9. Subfeature area: you can switch languages to generate corresponding code.
10. Response area: response information such as the generated code and request result is displayed here.

11. SDK usage guide: for more information on the SDK, such as the required environment and sample call,

please see the corresponding SDK usage guide.

Calling API

This document uses the DescribeZones APl as an example. To use API Explorer to call it, please:

1. Get the private key ( SecretId and SecretKey ) and enter them in corresponding fields.

2. Enter the required parameters. You can select Parameter Description in the feature area on the right

to view the parameters of the specific API.

3. Select Online Call > Send Request in the feature area on the right and view the request result in the

response area.

Generating signature string

This document uses the DescribeZones API as an example. To use API Explorer to generate a signature

string, please:
1. Get the private key ( SecretId and SecretKey ) and enter them in corresponding fields.

2. (Optional) Enter the parameters required by the signature as needed. If you leave them empty, the

system will automatically enter them when generating the signature string.

3. Enter the parameters required by the API. You can select Parameter Description in the feature area on

the right to view the parameters of the specific API.

4. Select Signature Generation > Generate Signature in the feature area on the right and view the signing

steps and result in the response area.

FAQs
How do | use the tool to verify API signatures?

When you encounter the following error message, you can use API Explorer to verify the signature:

[TencentCloudSDKException] code:AuthFailure.SecretIdNotFound message:The

SecretId is not found, please ensure that your SecretId is correct.

requestId:234a93fe-9024-488e-87a8-48e4£3c3548e

1. Enter the parameters in API Explorer. Please use variable parameters such as Timestamp the same
as those used in the incorrect API signature to be verified, and select Signature Generation >

Generate Signature in the feature area.
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2. After getting the signing steps and result in the response area, you can compare the data before and

after.

Signature error

If an error occurs during the signing process, the following error codes may be returned. Please resolve

the error accordingly:

Error Code Error Description

AuthFailure.SignatureExpire The signature expired.

AuthFailure.SecretldNotFound The key does not exist.

AuthFailure.SignatureFailure Signature error.

AuthFailure.TokenFailure Token error.

AuthFailure.InvalidSecretid Invalid key (not TencentCloud API key type).
Contact Us

If you encounter any problems during use, you can give us your feedback by selecting Feedback in the

feature area.

You can also click o in the bottom-right corner to query related information in the "Help Center".
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Using TCCLI

Tencent Cloud Command Line Interface (TCCLI) is a unified tool for managing Tencent Cloud resources.
With TCCLI, you can quickly and easily call Tencent Cloud APIs to manage your resources and automate
them through scripts for diversified combination and reuse.

The table below describes the basic and advanced TCCLI features:

Feature Description

Configures TCCLI
Basic features Provides help information

Outputs results in JSON, table or text format

Supports multi-version API access
Specifies the nearest access point (Endpoint)
Filters return results

Advanced features Outputs the input parameters structure to JSON
Reads and calls a JSON file

Calls complex type dot (.) expansion

Installing TCCLI

1. Before installing TCCLI, make sure that your system has the Python environment and pip tool

installed. For more information, see Python.

O Note:
Use Python 2.7 or a later version. For more information, please see Python's official

website and pip's official website.

TCCLI depends on the TencentCloudApi Python SDK. If the version number of the
TencentCloudApi Python SDK is earlier than that of TCCLI to be installed, the
TencentCloudApi Python SDK will be automatically upgraded when TCCLI is installed.

2. In Windows, press Win+R, enter cmd and click OK. This document uses the LinuxOS as an example.

3. Run the following command to install TCCLI.

©2013-2025 Tencent Cloud. All rights reserved. Page 9 of 29


https://intl.cloud.tencent.com/document/product/494/7244
https://www.python.org/
https://www.python.org/
https://pypi.org/project/pip/

> Tencent Cloud TencentCloud API

A Note:

Run the following commands to upgrade TCCLI earlier than version 3.0.96.1.

pip uninstall tccli jmespath

pip tccli

4. Run the following command to verify whether TCCLI is successfully installed:

tccli ——-version

If the following result is returned, it indicates that TCCLI has been successfully installed.

[root@VM_180_248_centos ~]# tccli —-version

3.0.250.1

5. Run the following command to enable the autocomplete feature that also corrects

uppercase/lowercase misuse.

complete -C 'tccli_completer' tccli

The following code snippets display the autocomplete process:

[root@VM_33_50_centos ~]# tccli c
cam cbs cdn ckafka
cloudhsm cms cr
captcha ccc
configure cvm

cdb i cloudaudit elile}
cpdp CWs
[root@VM_33_50_centos ~]# tccli cvm R
RebootInstances ResetInstance
ResetInstancesType
RenewHosts
ResetInstancesInternetMaxBandwidth ResizelInstanceDisks
RenewInstances ResetInstancesPassword
RunInstances

[root@VM_33_50_centos ~]# tccli cvm RunInstances ——
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——ActionTimer —-—generate-cli-skeleton ——InstanceType
——SecurityGroupIds

——ClientToken ——HostName

InternetAccessible ——SystemDisk

——cli-input-json ——HpcClusterId

LoginSettings ——TagSpecification

—-DataDisks ——Imageld ——output
——timeout

——-DisasterRecoverGroupIds ——InstanceChargePrepaid ——Placement
——UserData

——DryRun ——InstanceChargeType ——profile
——version

——endpoint ——InstanceCount ——region
——VirtualPrivateCloud

——-EnhancedService ——InstanceMarketOptions —-—secretId
——filter ——InstanceName ——secretKey

[root@VM_33_50_centos ~]# tccli cvm RunInstances —--Placement

Configuring TCCLI

1. Run the following command to enter the interactive mode for quick configuration.

tccli configure

Configure the parameters as follows:

TencentCloud API secretId [*afcQ]:
TencentCloud API secretKey [*ArFd]:

region:

output [json] :

secretld: Secretld of your TencentCloud API key, which can be obtained at Manage API Key. A

root account can apply for up to two API keys.
secretKey: SecretKey of your TencentCloud API key, which can be obtained at Manage API Key.

region: the region of Tencent Cloud services. Use the relevant APIs to obtain available regions,

such as Region List for CVM.

output: optional, output format of the request return packet. Valid values: JSON, table, text.
Default value: JSON.

For more information, please run the tccli configure help command.
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2. In command line mode, you can configure the information in an automated script:

# The "~set’ subcommand is used to configure one or more items.
tccli configure set secretId AKIDwWLw1234*****xxx4x*x*nR20OTI787aBCDP
tccli configure set region ap-guangzhou output json

# The “get’ subcommand is used to obtain configuration information.
tccli configure get secretKey

secretKey = OxXj7khcV1234****x*x***dCclLiArFd

# The " list® subcommand is used to print out all configuration
information.

tccli configure list

credential:

secretId = AKIDWLW1234******x&*44+nR20TI787aBCDP

secretKey = O0xXj7khcV1234**x*x****xxdCclLiArFd

configure:

region = ap-guangzhou

output json

Use the tccli configure [list, get or set] help commandsuchas tccli configure 1
ist help to view more information.

3. Configure multiple accounts for easy use.

# Specify the account name "test’ in an interactive mode.

$ tccli configure —--profile test

TencentCloud API secretId [*BCDP]| :AKIDWLwW1234****xx*x*x*x**ROQOTI787aBCDP

TencentCloud API secretKey [*ArFd] :0xXj7khcV1234*****xx*x+*dCclLiArFd

region: ap-guangzhou

output [json] :

# Specify the account name “test” for “set/get/list’ subcommands.
This command has the same effect as the previous one.

$ tccli configure set region ap-guangzhou output Jjson secretId
AKIDWLW1234*x**x*x*xx*x*x*RYP)0OTI787aBCDP secretKey
OxXjT7khcV1234*x*x*****x**dCclLiArFd —-profile test

# Modify a parameter (such as region) alone:

$ tccli configure set region ap-beijing

# View the key or configurations of the "test’ user.

$ tccli configure get secretKey —-profile test

$ tccli configure list —-profile test

©2013-2025 Tencent Cloud. All rights reserved. Page 12 of 29




> Tencent Cloud TencentCloud API

# Specify an account when calling an API such as DescribeZones API

for CVM.

S tccli cvm DescribeZones —--profile test

Using TCCLI

Basic features

TCCLI supports custom configurations, provides help information, and outputs results in JSON, table or

text.

O Note:
The non-simple parameters in the examples must be in standard JSON format.

TCCLI currently supports the following three calling methods:
JSON strings

JSON file ——cli-input-json

Complex type dot (.) expansion ——cli-unfold—argument

Calling sample of JSON strings

Run the following command to create a CVM instance.

$ tccli cvm RunInstances —--InstanceChargeType POSTPAID_BY_ HOUR —-—
InstanceChargePrepaid

'{"Period":1, "RenewFlag":"DISABLE_NOTIFY_ AND_MANUAL_RENEW"}' --
Placement '{"Zone":"ap-guangzhou-1"}' —--InstanceType S1.SMALLl1 —-—
ImageId img-8toqc6s3 —-SystemDisk '{"DiskType":"CLOUD_BASIC",
"DiskSize":50}"'" ——-InternetAccessible

'{"InternetChargeType" :"TRAFFIC_POSTPAID_BY_ HOUR", "InternetMaxBandwidt
hOut":10, "PublicIpAssigned":true}' —--InstanceCount 1 —--InstanceName
TCCLI-TEST —--LoginSettings '{"Password":"isd@cloud"}' -—-
SecurityGroupIds '["sg-0rszg2vb"]' --HostName TCCLI-HOST-NAME1

Run the following command to obtain the CVM’s monitoring data.

[root@VM_33_50_centos ~]# tccli monitor GetMonitorData —-—-Namespace
"QCE/CVM" —-Period 300 —--MetricName "CPUUsage" —--Instances

"ins-cac6ad4w8"}]}1"

'[{"Dimensions": [{"Name":"InstanceId", "Value":
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Calling sample of JSON file (-—cli-input—json)

1. Run the following command to output the input parameters to a JSON file.

[root@VM_33_50_centos ~]# tccli cvm RunInstances -—-generate-cli-

skeleton > /tmp/RunInstances.json

2. Replace with your actual values, and pass in the JSON file in the format of --cli-input-json

followed by file://+file path as shown below:

[root@VM_33_50_centos ~]# tccli cvm RunInstances —--cli-input-json
file:///tmp/RunInstances. json

{
"RequestId": "20e2b42d-3260-4750-9293-79116208330e",

"InstanceIdSet": null

Calling sample of complex type dot (.) expansion (——cli-unfold—argument)

This method expands and joins a complex type in dots to solve the input difficulties with the CLI
autocomplete feature and avoid errors.

For example, {"a":{"b": "c"}} willbe expandedto --a.b c .Foracomplex array,use .0
and .1 to represent the first and second elements of the array. For a simple array, separate multiple
elements with spaces, suchas —--Integer 10 20 and --String strl str2

Run the following command to create a CVM instance.

[root@VM_33_50_centos ~]# tccli cvm RunInstances —--cli-unfold-argument -
—InstanceChargeType POSTPAID_BY HOUR —--InstanceChargePrepaid.Period 1 —--
InstanceChargePrepaid.RenewFlag DISABLE_NOTIFY_ AND_MANUAL_RENEW —-—
Placement.Zone ap—-guangzhou-1 —--InstanceType S1.SMALLl —--Imageld img-
8toqc6bs3 ——-SystemDisk.DiskType CLOUD_BASIC —-SystemDisk.DiskSize 50 —-
InternetAccessible.InternetChargeType TRAFFIC_POSTPAID_BY_ HOUR —-—
InternetAccessible.InternetMaxBandwidthOut 10 —-
InternetAccessible.PublicIpAssigned True —--InstanceCount 1 —-

InstanceName TCCLI-TEST —--LoginSettings.Password isdlcloud —-

SecurityGroupIds sg-0rszg2vb ——-HostName TCCLI-HOST-NAMEI1

More use cases

Use the following commands to learn more about TCCLI:
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Run the tccli help command to learn all command usage.

[root@VM_33_50_centos ~]# tccli help
NAME
tccli
DESCRIPTION
tccli (Tencent Cloud Command Line Interface) is a tool to manage
your Tencent Cloud services.
CONF IGURE
Before using tccli, you should use the command(tccli configure) to
configure your profile as the default For in
formation, please enter tccli configure help
USEAGE
tccli [options] <service> [options] <action> [options] [options and
parameters]
OPTIONS
help
show the tccli help info
——-version
show the version of tccli
AVAILABLE SERVICES
af
Describes how to manage loan anti-fraud via APIs.
afc
Describes how to customize modeling via APIs.
ame
Describes how to operate genuine music library via APIs, including

material acquisition, data reporting, etc.

Run the tccli cvm help command to view supported APIs. This document uses CVM as an

example.

[root@VM_33_50_centos ~]# tccli cvm help
NAME

cvm
AVATLABLE VERSIONS

2017-03-12
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Only the latest version will be displayed by default. Use help —-
version xxxx—-xx—-xx to check other versions.
DESCRIPTION

cvm-2017-03-12

Describes how to manage and operate CVM instances via APIs,
including image, key, and other resources.
USEAGE

tccli cvm <action> [—-—-param...
OPTIONS

help

show the tccli cvm help info
AVATILABLE ACTIONS

AllocateHosts

Creates a CDH instance

AssociateInstancesKeyPairs

Binds a key pair

AssociateSecurityGroups

Binds a security group

Run the tccli cbs DescribeDisks help command to view the supported API parameters. This

document uses DescribeDisks API for CBS as an example.

[root@VM_33_50_centos ~]# tccli cbs DescribeDisks help
NAME

DescribeDisks
DESCRIPTION

cbs-2017-03-12-DescribeDisks

This API is used to query the list of cloud disks.

* You can filter cloud disks by ID, type, status, etc. The
relationship between different filters is logical AND . For
information on filters, see

"Filter .

* If the parameter is empty, a number (as specified by "Limit ; the
default is 20) of cloud disk will be returned.

USEAGE

tccli cbs DescribeDisks [—--param...
OPTIONS

help
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show the tccli cbs DescribeDisks help info

——region

identify the region to the instance you want to work with
belongs.

——timeout

specify a request

——secretKey

specify a SecretKey

AVATLABLE PARAMS

——Limit (Integer | Optional)

The number of returned results. Default value: 20. Maximum value:
100. For information on "Limit , see the relevant sections in API
[Introduction]

(https://intl.cloud.tencent.com/document /product/362/15633) .

——0OrderField (String | Optional)

Field by the cloud disks are sorted in the response. Valid
values: <br><li>CREATE_TIME: by creation <br><1i>DEADLINE:

by expiration

<br>By default, the results are sorted by creation time.

——-0Offset (Integer | Optional)

The offset. Default value: 0. For information on Offset , see
the relevant sections in API [Introduction]

(https://intl.cloud.tencent.com/document /product/362/15633) .

Output results to JSON, table or text.
JSON

[root@VM_33_50_centos ~]# tccli cvm DescribeRegions
{
"TotalCount": 20,
"RegionSet": [
{
"RegionState": "AVAILABLE",
"Region": "ap-beijing",

"RegionName": "North China (Beijing)"
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"RequestId":

}

"RegionState":
"Region":

"RegionName" :

"RegionState":
"Region":

"RegionName" :

"RegionState":
"Region":

"RegionName" :

"RegionState":
"Region":

"RegionName" :

"RegionState":
"Region":

"RegionName" :

"RegionState":
"Region":

"RegionName" :

" ap-

" ap-

" ap-

" ap-

" ap-

"eu-—

"AVAILABLE",

chengdu",

"Southwest China

"AVATILABLE",
guangzhou",

"South China

"AVATILABLE",
hongkong",

"Hong Kong,

"AVAILABLE",

singapore",

"Southeast Asia

"AVATILABLE",
tokyo",

"Asia Pacific

"AVAILABLE",
frankfurt",

"Europe

Macao and Taiwan,

(Chengdu) "

(Guangzhou) "

China

(Singapore) "

(Tokyo) "

(Frankfurt)"

"e5125cfl-—**rx_x&x*x_xx&x_316f18eed021"

(Hong

[root@VM_33_50_centos ~]# tccli cvm DescribeRegions —--output
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ap—-bangkok

ap-beijing

ap—-chengdu

ap-chongging

AVATILABLE | |

ap—guangzhou

ap—-guangzhou-open|

AVATILABLE | |

| | ap—-hongkong

China) | AVAILABLE

| |  ap-nanjing

ap-seoul

ap-shanghai

ap-singapore

ap—-tokyo

eu—-frankfurt

na—-ashburn

na-siliconvalley |

AVATILABLE | |
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action

Asia Pacific (Bangkok)

North China (Beijing)
Southwest China (Chengdu)
Southwest China (Chongging)
South China (Guangzhou)

South China

Hong Kong,
Il

Macao,

China (Nanjing)

Pacific (Seoul)

China (Shanghai)

Southeast Asia (Singapore)

Asia Pacific (Tokyo)

Europe (Frankfurt)
Eastern US (Virginia) \

Western US (Silicon Valley)

(Guangzhou Open)

and Taiwan

AVATILABLE

AVAILABLE

AVAILABLE

AVATILABLE

(Hong Kong,

AVAILABLE

AVAILABLE

AVAILABLE

AVAILABLE

AVAILABLE

AVAILABLE

AVAILABLE
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[root@VM_33_50_centos ~]# tccli cvm DescribeRegions —--output text
70bbd02f—****_***xx_x*xx*x_35fc5c34018ae 20

REGIONSET ap—-bangkok Asia Pacific (Bangkok) AVATILABLE
REGIONSET ap-beijing North China (Beijing) AVAILABLE
REGIONSET ap—-chengdu Southwest China (Chengdu)
AVATILABLE

REGIONSET ap-chongging Southwest China (Chongging)
AVATILABLE

REGIONSET ap—guangzhou South China (Guangzhou)

AVATILABLE

REGIONSET ap—-guangzhou-open South China (Guangzhou
Open) AVATILABLE

REGIONSET ap—-hongkong Hong Kong, Macao, and Taiwan (Hong
Kong, China) AVAILABLE

REGIONSET ap—-nanjing East China (Nanjing) AVAILABLE
REGIONSET ap—-seoul Asia Pacific (Seoul) AVAILABLE
REGIONSET ap-shanghai East China (Shanghai) AVAILABLE
REGIONSET ap-singapore Southeast Asia (Singapore)
AVATILABLE

REGIONSET ap—-tokyo Asia Pacific (Tokyo) AVATILABLE
REGIONSET eu—frankfurt Europe (Frankfurt) AVAILABLE
REGIONSET na—ashburn Eastern US (Virginia)

AVATILABLE

REGIONSET na-siliconvalley Western US (Silicon

Valley) AVAILABLE

Advanced features

This document uses CVM as an example to describe how to use TCCLI advanced features, including
multi-version access, specifying nearest access point, filtering the return results, outputting input

parameters to JSON, and passing in a JSON file.
Multi-version API access

Some products may have APIs in multiple versions, and TCCLI accesses the latest version by default. If

you want to access a specific legacy version, you can do so in the following way:
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Method 1: use the default CVM version 2017-03-12

tccli configure set cvm.version 2017-03-12

Method 2: specify the version number during use

tccli cvm help —--version 2017-03-12
tccli cvm DescribeZones help —--version 2017-03-12

tccli cvm DescribeZones —--version 2017-03-12

Specifying the nearest access point (Endpoint)

By default, TCCLI requests the nearest endpoint for accessing a service. You can also specify the
endpoint for a product.
Set the default endpoint of the CVM product

tccli configure set cvm.endpoint cvm.ap—-guangzhou.tencentcloudapi.com

Specify the endpoint when calling

tccli cvm DescribeZones —-—-endpoint cvm.ap-—

guangzhou.tencentcloudapi.com

Filtering return results

Output without any filtering (using the return result of the CVM DescribeZones API as an example):

[root@VM_180_248_centos ~]# tccli cvm DescribeZones
{
"TotalCount": 3,
"ZoneSet": |
{
"ZoneState": "AVAILABLE",

"ZoneId": "100001",

"Zone": "ap—-guangzhou-1",

"ZoneName": "Guangzhou Zone

"ZoneState": "AVAILABLE",
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"ZoneId": "100003",
"Zone": "ap—-guangzhou-3",

"ZoneName": "Guangzhou Zone

"ZoneState": "AVAILABLE",
"ZoneId": "100004",
"Zone": "ap—guangzhou-4",

"ZoneName": "Guangzhou Zone

I
"RequestId": "4fd313ab6—****x—_***x*x_*xx4x_898c02fcaecl2"

View a specified field

[root@VM_180_248 centos ~]# tccli cvm DescribeZones -—-—-filter
TotalCount
3

View the information of the Nth sub-object of a specified object in array type

[root@VM_180_248 centos ~]# tccli cvm DescribeZones -—-—-filter
ZoneSet [0]

{

"ZoneState": "AVAILABLE",

"ZoneId": "100001",

"Zone": "ap—-guangzhou-1",

"ZoneName": "Guangzhou Zone 1"

View a certain field of all the sub-objects with a certain name under the specified object in array type.

[root@VM_180_248 centos ~]# tccli cvm DescribeZones -—-—-filter
ZoneSet [*] .ZoneName

[

"Guangzhou Zone 1",

"Guangzhou Zone 3",

"Guangzhou Zone 4"
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Filter the sub-objects in an array and display them with a new name

A Note:

The filter needs to be marked with single quotes.

[root@VM_180_248 centos ~]# tccli cvm DescribeZones —-—-filter
'ZoneSet [*] . {name:ZoneName, id:ZoneId}'

[

"name": "Guangzhou Zone

"id": "100001"

"name": "Guangzhou Zone

mide: m100003n

"name": "Guangzhou Zone

"id": "100004"

FAQs

How do | purchase TCCLI?

This service is free of charge. Please submit a ticket if you need any help.
How do | implement API authentication?

Select the Making API Requests > Signature directory of the product that supports API to authenticate
access requests. For example, see Signature for CVM.
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Using CloudShell

Last updated: 2025-03-27 18:00:09

CloudShell is a web-based command line tool that helps you manage Tencent Cloud resources via the
command line. You can start CloudShell through the browser, and a Linux management machine will be
automatically allocated for you to try for free. This instance comes pre-installed with TCCLI, Terraform,

and various cloud management tools, as well as system tools like SSH and VIM.

Features
CloudShell has the following features:

Automatically creating a free virtual machine

When CloudShell starts, a Linux virtual machine will be automatically created for your exclusive use.
When the session is active, the CloudShell instance remains long-term valid. Each logged-in cloud
account has administrative privileges equivalent to the operation permissions granted in Cloud Access
Management (CAM). Additionally, CloudShell performs security authentication for all logged-in users and

achieves user-based virtual machine isolation to ensure the security of the operating environment.
Persistent disk storage space

CloudShell provides 1GB of persistent storage for free (data will be terminated 120 days after the last
session) as your /home/cloudshell/data/ directory on the CloudShell instance. All files stored in

this directory remain unchanged between different sessions and instances.
Language and tool support

CloudShell instances support multiple languages and pre-installed tools as follows:

Language Support

Language Version
Java 1.8.0
Go 1.13.8
Python2 2.717
Python3 3.6.9
Node.js 14.17.2
PHP 7.2.24
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Ruby
C++

Ctt
Tool Support

Type

Linux Utility

Tencent Cloud Tools

Online Editor

Source Code Management

Build and Packaging Tools

©2013-2025 Tencent Cloud. All rights reserved.

Tool Name
telnet
tmux
wget
ssh
curl
bash
ping
tecli
vim
nano
emacs
git

pip
nvm
gcc
dotnet
make
maven
cmake

npm

2.5.1

7.5.0

5.0.205

TencentCloud API

Version No.

0.17

2.6

1.19.4

7.6

7.58.0

4.4.20

1.9.4

3.0.469.1

8.0

2.9.3

26.3

2171

9.0.1

0.38.0

7.5.0

5.0.205

4.1

3.6.0

3.10.2

6.14.13
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Orchestration tool

Container Tools

Database Tools

Use Limits

Restriction
Item

Number of
virtual
machines

Session
Window

Cloud File
Storage

Prohibited
Use

Machine
Terminatio
n

Access
Restriction
s

COS
Access
Restriction
s
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terraform 1.0.3
ansible 2.11.2
docker 20.10.7
kubectl 1.21.3
mysql client 14.14

Before using CloudShell, please understand the following usage restrictions:

Description

No matter how many session windows are opened, CloudShell will only create one
virtual machine at a time, and all session windows will automatically connect to this
virtual machine.

Up to 5 session windows can be opened.

CloudShell provides you with 1GB of free permanent storage space. You can store
your files in the /home/cloudshell/data/ directory, and the data will be retained for
120 days (after the end of the last session).

Long-term use and compute or network intensive malicious processes will not be
supported and may result in session termination or even disablement without any
warning.

If you have no command line session operations for 30 minutes, it will be considered
stopped, and the machine will be terminated 30 minutes after stopping. When you
use CloudShell again, a Linux machine will be reallocated.

CloudShell is a debugging tool for users, only supporting public domain access.
Intranet access to other services except TencentCloud API is not supported.

Issues: The following similar errors may occur when accessing COS:

cos put bucket error: RequestError: send request failed
caused by: Put "https://private-bucket-

. cos.ap-guangzhou.myqcloud.com/": dial tcp 169.254.0.47:443: i/o timeout, bucket: private-bucket-13]

with tencentcloud_cos_bucket.private_sbucket,
on main.tf line 7, in resource "tencentcloud_cos_bucket" "private_sbucket":
7: resource "tencentcloud cos_bucket" "“private sbucket"

Reason: The domain name for accessing the COS service is resolved to the 169.254
segment, which has been disabled in CloudShell for security reasons.
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Usage

Starting CloudShell

You can start CloudShell in the following two ways:
Run Through Console

Log in to the CVM Console, select Tool > CloudShell at the top of the page to start CloudShell. As

shown below:

Ticket Billing Center English ‘

‘ Usability survey Feedback [Z

description Data simulation Feedback

CloudShell

Run Independently

You can run CloudShell independently in the following ways:
Enter API Explorer, select the corresponding API, and click debug code in the code example. As

shown below:

Online invocation Sample Code Sample CLI Sample Signature

SDK SDK Common Client HTTP Request

Pro ling Languag Python Java C++ Node.js PHP .Net

:
SDK Information @ SDK Usage Guide [4 Get secret [2

Parameter description Data simulation Feedback

| Debug Code | Download project
o

package main

import (
-
"github.com/tencentcloud/tencentcloud-sdk-go-int1-en/tencentcloud/common"
"github.com/tencentcloud/tencentcloud-sdk-go-int1l-en/tencentcloud/common/errors"
"github.com/tencentcloud/tencentcloud-sdk-go-int1-en/tencentcloud/common/profile"
cvm "github.com/tencentcloud/tencentcloud-sdk-go-intl-en/tencentcloud/cvm/v20170312"

@ Note:
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When you connect to CloudShell for the first time, a virtual machine will be created for you,
which will take some time. When you open multiple CloudShell windows, all windows will
connect to the same virtual machine. The number of virtual machines will not increase

because you open new command line windows.

You can open multiple CloudShell windows as needed, but you can open up to 5 windows
simultaneously.

Managing Cloud Resources Using TCCLI Command

You can refer to the following examples to manage cloud resources using Tencent Cloud TCCLI
commands in CloudShell. For more information on using TCCLI, see Using TCCLI.

Execute the following command to view cloud product help information.

tccli <ProductCode> help

For example, execute the following command to view the APIs supported by Cloud Virtual Machine
(CvMm).

tccli cvm help

Execute the following command to view execute API help information.

tccli <ProductCode> <ApiName> help

For example, execute the following command to view the parameters supported by the

Describelnstances API of Cloud Virtual Machine (CVM). Detailed parameter descriptions and API
information can be found in the corresponding APl documentation on the Tencent Cloud Official
Website.

tccli cvm DescribelInstances help

Related Documentation

Uploading and downloading file

CloudShell provides file upload and download features. You can transmit files through the CloudShell
interface by following these steps:
1. Refer to Run Through Console to start CloudShell and open the CloudShell interface.
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2. Select I at the top of the CloudShell interface. As shown below:

O @ cloudshell X +

Download

Upload

3. Select Upload or Download to transmit files as needed.
Upload file: In the pop-up window, select the file and click Open.

Download file: In the pop-up window, enter the absolute path of the file to be downloaded and
click OK.

The upload file feature will default upload your files to the /home/cloudshell/data/
directory of the CloudShell instance. And you can only download files in the /home/cloudsh

ell/data/ directory of the CloudShell instance.
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