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©2013-2025 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or

distribute in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior

written consent.

Trademark Notice

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group,

including its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third parties

referred to in this document are owned by their respective proprietors.

Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and

services only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or

services are subject to change. Specific products and services and the standards applicable to them are

exclusively provided for in Tencent Cloud's applicable terms and conditions.
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Product Introduction

Overview
Last updated：2025-03-24 14:45:30

Tencent Cloud Smart Advisor (TSA) is a cloud governance platform that provides multiple vertical 

applications in ITOM fields. Relying on the experience of Tencent Cloud's massive operation and 

maintenance experts, it optimizes cloud infrastructure with multiple governance solutions such as Cloud Risk 

Assessment and Chaotic Fault Generator to improve system security and service reliability.

Discover business risks through out-of-the-box cloud resource risk assessment, provide online optimization 

suggestions based on actual needs, improve business continuity, and combine it with efficient and safe fault 

experiment services to help you promptly discover business disaster recovery risks and verify the 

effectiveness of high-availability plans, thereby improving system availability and resilience.

Cloud Risk Assessment is an out-of-the-box product that assesses risks for Tencent Cloud resources. After 

Cloud Risk Assessment is granted to a CAM service role , it can quickly assess and analyze risks in cloud 

resources, application architecture, business performance, and security and then offer optimization 

suggestions online according to the actual business usage, helping improve the system security, business 

stability, and service reliability.

Cloud Risk Assessment provides a wide variety of assessment items, flexible assessment configurations, and 

system optimization suggestions to help you improve business continuity.

It offers various risk assessment items in multiple dimensions, such as security, reliability, cost, service 

restriction, and performance for different Tencent Cloud products. For cloud products that currently support 

evaluation, please refer to Assessment Settings .

More Tencent Cloud products and services will be supported, and more risk assessment items will be 

available.

Chaotic Fault Generator (CFG) provides efficient, convenient, safe, and reliable fault injection services. In 

addition, it also provides industry templates, monitoring guardrails, and other core functions, and is 

committed to helping users promptly discover business disaster recovery risks and verify the effectiveness of 

high-availability plans, thereby improving system availability and resilience.

TSA - Cloud Risk Assessment

List of supported products

TSA - Chaotic Fault Generator

Basic Concepts

https://intl.cloud.tencent.com/document/product/598/19421
https://console.intl.cloud.tencent.com/advisor/switch
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Before use of the CFG, understanding the relevant concepts will help you get started with product 

operations faster.

Concep

t
Description Example

Chaos 

enginee

ring

Chaos engineering is a discipline that conducts experiments on 

distributed systems. It updates the understanding of the system 

through practice, thereby understanding and discovering the 

unknown weaknesses of the system. The purpose is to build the 

ability and confidence of the system to resist out-of-control 

conditions in the production environment.

-

Experim

ent

The process of verifying and improving system availability by 

injecting specified faults into specified locations of the system 

and observing the experimental results.

-

Action

It refers to the atomic fault actions injected into the system 

during the experiment, including various fault injection scenes of 

IaaS, PaaS, and SaaS. In an experiment, users can freely combine 

and orchestrate multiple experiment actions. An action group is a 

collection of actions.

High CPU usage, 

CVM shutdown, 

and database 

primary/secondary 

switch

Object The instance object that the action acts on. CVM and MySQL

Templat

e

Save valuable and frequently used experiments and scenes as 

experiment templates for quick reuse later. The templates include 

basic experiment information and action orchestration solution, 

and you only need to determine the experiment object for 

subsequent use.

Cross-AZ disaster 

recovery 

experiment 

template and 

network fault 

template

Monitor

ing 

metrics

To determine whether the system is running stably and whether 

the fault injection is successful, the system steady-state metrics 

can be configured in advance to observe changes in steady-state 

metrics during experiments, perceiving system changes in real 

time.

Disk usage (%)

Guardra

il policy

Configure alarm metrics and trigger policies. When the alarm 

metrics reach the trigger threshold, the system can automatically 

stop the experiment and roll back the action to control the 

impact scope of the experiment.

If the disk usage 

(%) reaches 90%, 

the experiment will 

automatically stop.
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Features

Introduction to TSA - Cloud Risk

Assessment
Last updated：2025-03-24 14:45:30

Assessment items of TSA - Cloud Risk Assessment cover five dimensions: security, reliability, service 

restriction, cost, and performance.

Security

We recommend you enable the Tencent Cloud security features and inspection permissions to improve the 

system and business security.

Ser

vic

e

Inspection 

Item
Description

Net

wo

rk 

AC

L

Public 

network 

access 

permissions

Check whether the network ACL policies allow for source IP access 

through all ports or ports except 80 and 443, and if so, security risks such 

as unauthorized access and DDoS attacks will occur.

CA

M

Account-MFA 

device binding

Check whether an account is bound to an MFA device, and if not, dynamic 

verification code-based MFA is not required for account login, reducing the 

security level.

Account 

protection 

enablement

Check whether features such as login protection, sensitive operation 

protection, and remote login protection are enabled, and if not, MFA is not 

required for corresponding operations, reducing the security level.

CD

N

IP access 

frequency 

limit

If this feature is not enabled, the number of access requests per second 

from one single IP/node cannot be limited, making the server vulnerable to 

high-frequency CC attacks and hotlinking by malicious users.

CF

W

Resource 

protection

Check the CFW protection policy. If it is not enabled for CVM, NAT, VPN, 

or CLB instances, a risk warning will be triggered.

CL

B

Expiration of 

certificates 

bound to 

instances

Check whether the certificates bound to CLB instances have expired.
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CO

S

Sub-account 

access 

permission 

not restricted

Check the sub-account permission scope of COS buckets. If a sub-

account has full access to buckets, the buckets might have security risks.

Public 

read/write 

permissions 

of buckets

Check the public read/write permissions of COS buckets. If such 

permissions are set, anonymous user groups can directly read from and 

write to the corresponding buckets, which brings high security risks. We 

recommend you not grant such permissions in buckets.

CORS 

configuration 

of buckets

Check the CORS configuration of buckets. If a CORS rule exists but the 

"Allow-Headers" or "Expose-Headers" header of CORS is not configured, 

cross-origin access requests might fail.

Referer 

hotlink 

protection 

configuration 

of buckets

Check the permission and referer configurations of COS buckets. If the 

bucket permission allows access by anonymous users, but no referer 

access rule is configured or an empty rule is configured, problems such as 

hotlinking by malicious users might occur.

C

WP

Vulnerabilities 

not fixed

Check whether an instance has unfixed vulnerabilities, and if so, an 

instance might be compromised and data loss might be occurred.

Client offline
Check whether the CWP client is offline, and if so, the CWP instance will 

not be able to protect your instance.

TD

SQ

L-

C

TDSQL-C for 

MySQL root 

account 

security

Check the account configuration. If only the root account exists and there 

are no other application accounts, the permissions are excessive, and data 

security risks due to faulty or malicious operations will occur.

Ant

i-

DD

oS

Available IP 

blackhole 

unblockings

Check whether the proportion of used blackhole unblockings is excessive.

Blocked EIPs Check whether there are any EIPs blocked due to DDoS attacks.

TD

SQ

L 

for 

My

SQ

L

Restriction of 

high-risk 

commands for 

accounts

Check the account configuration. If all accounts have the permission to run 

global commands, such as DROP and DELETE, data may be easily deleted 

by mistake or maliciously.

Public 

network 

security policy

Check the public network security policy. If public network access is 

enabled, but no security group rules are configured, when there are attacks 

from the public network, application exceptions and data breach will occur.

ES Public Check the public network access policy of ES clusters. If no restrictions are 
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network 

access policy 

of ES clusters

configured, a warning for access risk in the cluster will be triggered, and 

the bandwidth for public network access will be limited.

Kibana 

component's 

public 

network 

access policy 

of clusters

Check the Kibana component's public network access policy of ES 

clusters. If no restrictions are configured, a warning for access risk in 

Kibana will be triggered.

Te

nc

ent

DB 

for 

My

SQ

L

Root account 

security

Check TencentDB for MySQL account configuration. If only the root 

account exists and there are no other application accounts, the 

permissions are excessive, and data security risks due to faulty or 

malicious operations will occur.

Restriction of 

high-risk 

commands for 

non-root 

accounts

Check the permission scope of TencentDB for MySQL non-root accounts. 

If an application account has the permission to run high-risk commands, 

such as DROP and DELETE, data may be easily deleted by mistake or 

maliciously.

Public 

network 

security policy

Check the public network security policy in TencentDB for MySQL. If public 

network access is enabled, but no security group rules are configured, 

when there are attacks from the public network, application exceptions and 

data breach might occur.

Te

nc

ent

DB 

for 

Re

dis

High-risk 

commands

Check the disabled command configuration of TencentDB for Redis 

instances. If a high-risk command is not disabled, risks such as application 

blocking and accidental data deletion will occur.

Se

cur

ity 

Gr

ou

p

Public 

network 

access

Check whether the security group allows for source IP access through all 

ports or ports except 80 and 443, and if so, security risks such as 

unauthorized access and DDoS attacks will occur.

Te

nc

ent

DB 

for 

Restriction of 

high-risk 

commands for 

accounts

Check the account configuration. If all accounts have the permission to run 

global commands, such as DROP and DELETE, data might be easily 

deleted by mistake or maliciously.
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Ma

ria

DB

Public 

network 

security policy

Check the public network security policy. If public network access is 

enabled, but no security group rules are configured, when there are attacks 

from the public network, application exceptions and data breach might 

occur.

Reliability

Multidimensional monitoring is supported to keep instances running stably.

S

e

r

v

i

c

e

Inspection 

Item
Description

C

B

S

Storage 

capacity

Check the storage capacity usage of CBS cloud disks. If the capacity utilization 

is excessive, cloud disk read/write will be affected.

No 

snapshots 

created

Check whether CBS cloud disks have snapshots or are configured with a 

scheduled snapshot policy, and if not, it will be difficult to recover the data 

when a server or cloud disk is faulty, which may cause serious data loss.

C

K

a

f

k

a

Cross-AZ 

deployment

If instances are not deployed across AZs, when a serious fault occurs in the 

single-AZ CKafka cluster, the cluster may become unavailable.

C

L

B

CVM 

instance AZ

Check whether a CLB instance is in the same AZ as the CVM instance bound 

to it, and if not, cross-AZ forwarding may affect service reliability, for example, 

slower forwarding of some requests.

Single 

points of 

failure of 

the real 

server

Check whether a CLB listener or forwarding rule is bound to only one real 

server, such as CVM or EVM instance, and if so, single points of failure may 

occur.

Forwarding 

rule bound 

to multiple 

ports of a 

Check whether a CLB forwarding rule is bound to multiple ports of the same 

CVM instance, and if so, it will be harder to troubleshoot problems when 

processes compete for resources as the business volume grows, and the 

system will be less able to accommodate traffic peaks.
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CVM 

instance

CVM 

instances in 

different 

subnets

Check whether a CLB listener or forwarding rule is bound to multiple CVM 

instances in different VPC subnets, and if so, it will be harder to quickly 

troubleshoot problems when exceptions occur.

CVM 

instance 

weight

Check the weight of the CVM instance bound to a CLB listener or forwarding 

rule. If the weight doesn't match the configuration, performance risks will occur 

during business peaks, affecting business stability.

Health 

check 

configuratio

n

Check whether health check is configured for a CLB instance, and if not, the 

CLB instance will forward traffic to all real servers (including abnormal ones).

Forwarding 

rule 

configuratio

n

Check the CLB listener configuration. If no forwarding rules are configured, 

CLB features cannot be used normally, and additional fees will be incurred.

Sudden 

changes in 

the health 

check

Check for sudden changes of CLB listeners in the health check, i.e., whether 

the server port is abnormal.

Instance 

type

Check the CLB instance type, which is either classic or application. Application 

instances have more features, for example, layer-4 listener that can be 

configured with different real servers, layer-7 listener, CLS log, SNI, and 

binding with ENI.

Bandwidth 

cap of 1 

Mbps

If the bandwidth is not selected during CLB instance purchase, the default limit 

of 1 Mbps will apply. CLB instances with this limit are scanned, and if they are 

used by high-traffic businesses, serious packet loss may occur.

C

O

S

Bucket 

versioning

Check the versioning configuration of COS buckets. If it is not enabled, data 

may be lost.

Log 

managemen

t 

configuratio

n of buckets

Check the log management feature of COS buckets. If the owners of the 

destination and source buckets are different, bucket log shipping will fail.

C

V

System disk 

snapshot

Check CVM system disk snapshots. If no snapshots are created, it will be 

difficult to recover the data when a server or cloud disk is faulty, which may 
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M cause serious loss.

Excessive 

disk 

utilization of 

instances

Check the disk utilization of CVM instances. If the utilization is excessive, disk 

read/write will be affected.

Local disk 

type of 

instances

Check the local disk usage of CVM instances. If an instance is not an I/O or 

Big Data model but uses a local disk, its disk data cannot be backed up 

through snapshots, which may bring risks to disaster recovery.

Excessive 

bandwidth 

utilization

Check the bandwidth utilization of CVM instances. If the utilization is excessive, 

the network performance may be affected.

A

n

ti

-

D

D

o

S

Layer-7 

forwarding 

rule health 

check

Check whether any exceptions exist in the health check of the current layer-7 

forwarding rules.

T

D

S

Q

L 

f

o

r 

M

y

S

Q

L

Disaster 

recovery

Check whether disaster recovery is configured for instances, and if not, 

business access may be affected when an instance has a serious fault.

E

I

P

Bandwidth 

cap of 1 

Mbps

If the EIP bandwidth is not selected during purchase, the default limit of 1 Mbps 

will apply. EIPs with this limit are scanned, and if they are used by high-traffic 

businesses, serious packet loss may occur.

E

S

Automatic 

snapshot 

backup of 

ES clusters

Check the automatic snapshot backup of ES clusters. If it is not configured, a 

risk warning will be triggered.
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C

S

S

CSS code 

mode

Check whether the service is in CSS code mode, and if not, a risk warning will 

be triggered.

Resolution 

of CNAME 

record to 

dedicated 

domain 

name

If the CNAME record of the domain name is incorrectly configured, normal 

push and playback in CSS will be affected. If the CNAME record value is 

incorrect, a risk warning will be triggered.

Top-

level/Secon

d-level 

domain 

names 

included in 

push 

domain 

name

A second-level domain name is a subordinate of a top-level domain name. 

CSS domain names are redirected to wildcard domain names through CNAME 

records, and the domain names will be instantiated if necessary. If a top-level 

domain name is instantiated, but its second-level domain names are not, 

normal resolution of the second-level domain names will be affected.

Top-

level/Secon

d-level 

domain 

names 

included in 

playback 

domain 

name

A second-level domain name is a subordinate of a top-level domain name. 

CSS domain names are redirected to wildcard domain names through CNAME 

records, and the domain names will be instantiated if necessary. If a top-level 

domain name is instantiated, but its second-level domain names are not, 

normal resolution of the second-level domain names will be affected.

Push 

authenticati

on 

enablement

Check whether push authentication is enabled and CSS callback is configured, 

and if both are not, a risk warning will be triggered.

SSL 

certificate 

validity 

period

If the certificate expires, HTTPS access will be affected, i.e., HTTPS access 

requests may fail.

Bandwidth 

cap value

Check whether the bandwidth cap is enabled, and if so, check whether the 

current bandwidth is close to the cap. After the cap is reached, new user 

access requests will be limited.

T

e

n

Oplog 

retention 

period

Check the oplog retention period of TencentDB for MongoDB instances. If the 

period is too short, it may cause rollback failures or affect troubleshooting.
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c

e

n

t

D

B 

f

o

r 

M

o

n

g

o

D

B

Backup 

result

Check whether TencentDB for MongoDB instances are successfully backed up, 

and if not, data may fail to be recovered.

Classic 

network
Check whether TencentDB for MongoDB instances use classic networks.

T

e

n

c

e

n

t

D

B 

f

o

r 

M

y

S

Q

L

Disaster 

recovery

Check whether disaster recovery is configured for TencentDB for MySQL 

instances, and if not, business access may be affected when an instance has a 

serious fault.

Source-

replica 

delay

Check the source-replica delay of TencentDB for MySQL instances. If the 

delay is excessive, risks such as removal of database RO instances and 

excessive source/replica HA switch time will occur.

Cross-AZ 

deployment

Check whether TencentDB for MySQL instances are deployed across AZs, and 

if not, when a severe fault occurs in the AZ, access to the database may fail.

Single 

instance in 

a read-only 

group

Check whether a TencentDB for MySQL read-only group has only one 

instance, and if so, the read-only business will become unavailable when the 

instance fails.

Classic 

network
Check whether TencentDB for MySQL instances use classic networks.

T

e

n

c

e

n

t

D

B 

f

Cross-AZ 

deployment

Check whether TencentDB for Redis instances are deployed across AZs, and if 

not, when an AZ-level disaster occurs in an instance, it may become 

inaccessible.

Classic 

network

Check whether TencentDB for Redis instances use classic networks.
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o

r 

R

e

d

i

s

S

e

c

u

ri

t

y 

G

r

o

u

p

Redundant 

rules

Check for ineffective security group rules, which occupy the limited quota and 

may result in the failure to create rules and affect your business. Ineffective 

rules can be repeated and involve port overlaps.

T

D

M

Q

Cluster 

health 

check

Use of unhealthy clusters may involve certain risks.

Backup 

consumer

Check whether there is only one consumer, and if so, when a single point of 

failure occurs, business consumption will be affected.

Dead letter 

queue

If there are no dead letter queues, consumers may be unable to process some 

special messages.

T

e

n

c

e

n

t

D

B 

f

o

r 

M

a

ri

Source-

replica 

delay

If the source-replica delay is continuously excessive, source-replica data 

consistency cannot be guaranteed. In this case, if an HA source-replica switch 

occurs on an instance, data may be lost in extreme cases.

Disaster 

recovery

Check whether disaster recovery is configured for TencentDB for MariaDB 

instances, and if not, business access may be affected when an instance has a 

serious fault.
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a

D

B

T

K

E

Cross-AZ 

cluster node 

deployment

Check whether the cluster nodes are in the same AZ, and if so, when the AZ is 

unavailable, the business will be affected, and the cluster cannot be scheduled 

to other AZs.

T

R

T

C

Terminal 

version of 

the native 

SDK

Check the native SDK terminal version. If it is earlier than expected, the quality 

may be unstable.

Terminal 

version of 

the web 

SDK

Check the web SDK terminal version. If it is earlier than expected, the quality 

may be unstable.

Video 

bitrate of 

the native 

SDK

Check the video bitrate of the native SDK. Video parameters need to balance 

image quality and smoothness. Configuring reasonable video parameters will 

deliver a better user experience.

Scenario 

consistency 

of the native 

SDK

Check whether the same room involves multiple call scenarios, and if so, 

unexpected results may occur.

Time 

sequence 

for stream 

pull of the 

native SDK

Check the time sequence for stream pull of the native SDK. If a pull operation 

is earlier than the arrival of the video stream, the screen may turn black.

Logic for 

room exit of 

the native 

SDK

Check the logic for room exit of the native SDK. If it is not properly configured, 

the SDK will experience internal chaos with exceptions.

Postpaid 

billing

Check whether postpaid billing is enabled, and if not, the service will be 

suspended after the plan is used up.

Substream 

video bitrate 

of the native 

SDK

Check the substream video bitrate of the native SDK. Video parameters need 

to balance image quality and smoothness. If the bitrate is low, poor image 

quality or video lag may be caused under poor network conditions.
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Room entry 

scenario 

and role 

match in the 

native SDK

Check whether the scenario matches the role configuration in the native SDK. 

For example, in video and audio call scenarios, the audience role doesn't need 

to be set; otherwise, a lag or black screen may occur.

Mutual 

kick-out 

under the 

same 

`userId` in 

the native 

SDK

Check for mutual kick-out in the same room under the same `userId` in the 

native SDK. This problem may lead to a black screen or lag.

V

P

C

Subnet 

planning

Check whether the subnet IP range is identical to the VPC IP range, and if so, 

no more subnets can be planned, adversely affecting long-term plans such as 

cross-AZ expansion.

V

P

C

 

- 

V

P

N

 

G

a

t

e

w

a

y

Expiration in 

one month

Check the billing mode of VPN gateways. If manual renewal or non-renewal is 

enabled and a VPN gateway will expire soon, the service may become 

unavailable, affecting the business.

V

P

C

 

- 

V

P

N

VPN tunnel 

status

Check whether there is a VPN tunnel that is not connected, and if so, switching 

to the secondary tunnel may fail.
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Cloud Risk Assessment can monitor the maximum number of available service resources to prompt you to 

delete resources or apply to increase the quota based on the suggestions.

Service Restriction

Servi

ce
Inspection Item Description

CFW Rule quota
Check the CFW rule list quota. If it is insufficient, a risk warning will 

be triggered.

CVM Instance expiration

Check whether CVM instances have expired. If a monthly subscribed 

instance is about to expire but auto-renewal is not configured, it 

may be terminated after expiration.

TDS

QL-

C

TDSQL-C for 

MySQL cluster 

expiration

Check whether clusters have expired. If a monthly subscribed cluster 

is about to expire but auto-renewal is not configured, access to the 

business may be compromised after expiration.

TDS

QL 

for 

MyS

QL

Instance expiration

Check whether instances have expired. If a monthly subscribed 

instance is about to expire but auto-renewal is not configured, 

access to the business may be compromised after expiration.

DNS

Pod

Paid plan 

expiration in two 

months and auto-

renewal not 

configured

Check whether a paid plan will expire in two months and auto-

renewal is configured. If it is not configured, the service will be 

suspended immediately the plan is used up.

Dom

ain
Expiration

Check whether domain names have expired. If auto-renewal is not 

configured, access to the business may be compromised after 

expiration.

EIP Usage
Check the usage of EIPs in each region. If the usage is close to or 

exceeds the quota, no more EIPs can be applied for.

Tenc

entD

B for 

Mon

goD

B

Instance expiration

Check whether TencentDB for MongoDB instances have expired. If a 

monthly subscribed instance is about to expire but auto-renewal is 

not configured, access to the business may be compromised after 

expiration.

Storage capacity
Check the storage capacity utilization of TencentDB for MongoDB 

instances. If the utilization reaches 100%, write will fail.

Tenc Instance expiration Check whether TencentDB for MySQL instances have expired. If a 
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entD

B for 

MyS

QL

monthly subscribed instance is about to expire but auto-renewal is 

not configured, access to the business may be compromised after 

expiration.

Connection 

utilization

Check the connection utilization of TencentDB for MySQL instances. 

If the utilization reaches 100%, the business may fail to connect to 

the database.

Disk utilization
Check the disk utilization of TencentDB for MySQL instances. If the 

utilization is excessive, data may fail to be written.

Disk usage close to 

the upper limit of 6 

TB

Check whether the disk usage of TencentDB for MySQL instances is 

close to the upper limit of 6 TB.

NAT 

Gate

way

DNAT usage
Check the DNAT usage of NAT gateways. If the usage is close to the 

upper limit, further business deployment may be affected.

Tenc

entD

B for 

Redi

s

Instance expiration

Check whether TencentDB for Redis instances have expired. If a 

monthly subscribed instance is about to expire but auto-renewal is 

not configured, access may fail.

Memory close to 

the upper limit of 4 

TB

Check whether the memory usage of TencentDB for Redis instances 

is close to the upper limit of 4 TB.

Number of replicas 

reaching the upper 

limit of five

Check whether the number of TencentDB for Redis instance replicas 

reaches the upper limit of five.

Tenc

entD

B for 

Mari

aDB

Connection 

utilization

If the connection utilization reaches 100%, new requests cannot 

establish connections, and access will fail.

Data disk 

utilization
If the disk utilization reaches 100%, write will fail.

Instance expiration

Check whether TencentDB for MariaDB instances have expired. If a 

monthly subscribed instance is about to expire but auto-renewal is 

not configured, access to the business may be compromised after 

expiration.

VPC
Number of used 

route tables

Check the number of VPC route tables. If it is close to or exceeds 

the upper limit, new tables may fail to be created.
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Cloud Risk Assessment can provide suggestions for more cost-effective configurations based on the 

running status of resources to reduce your costs.

Cost

Serv

ice

Inspectio

n Item
Description

CBS
Underutil

ization

Check the mounting and I/O status of CBS cloud disks. If a cloud disk was 

unmounted in the past five days, or its daily IOPS did not exceed one in the last 

seven days, an alarm will be triggered. Cloud disks that are idle for a long time 

will incur unnecessary fees.

CLB

Idle 

instance

s

Check whether CLB instances are bound to backend Tencent Cloud resources 

(CVM instances or ENIs), and if not, they will be considered idle, and additional 

fees will be incurred.

Low 

utilizatio

n

Check the utilization of CLB instances. If the number of connections is smaller 

than 10% of the quota, the costs of redundancy may be incurred.

CO

S

Bucket 

lifecycle 

configur

ation

Check whether the lifecycle rules of COS buckets are configured, and if not, 

objects that are accessed infrequently in buckets will incur unnecessary fees.

Incomple

te 

multipart 

uploads 

in 

buckets

Check for the incomplete multipart upload clearing rules of COS buckets. If no 

such rules are configured, unnecessary fees may be incurred.

CV

M

Low 

utilizatio

n of 

instance

s

Check the CPU and network I/O utilization of CVM instances. If it is low for a 

long time, a risk warning will be triggered.

Billing 

mode

Check whether CVM instances are in pay-as-you-go billing mode for a long 

time (more than two months). The unit price in this mode is high, which will 

incur unnecessary fees.

TDS

QL-

C

DSQL-C 

for 

MySQL 

Check whether clusters are idle. If the business lifecycle is stable, resources 

that are idle for a long time will incur unnecessary fees.



Tencent Smart Advisor

©2013-2025 Tencent Cloud. All rights reserved. Page 20
of 29

underutil

ization

Ten

cent

DB 

for 

Mon

goD

B

Underutil

ization

Check whether instances are idle. If the business lifecycle is stable, resources 

that are idle for a long time will incur unnecessary fees.

Ten

cent

DB 

for 

MyS

QL

Underutil

ization

Check whether instances are idle. If the business lifecycle is stable, resources 

that are idle for a long time will incur unnecessary fees.

NAT 

Gat

ewa

y

Idleness
Check whether NAT instances are configured in route tables, and if not, they 

will be idle and incur fees.

Ten

cent

DB 

for 

Red

is

Underutil

ization

Check whether instances are idle. If the business lifecycle is stable, resources 

that are idle for a long time will incur unnecessary fees.

Ten

cent

DB 

for 

Mari

aDB

Underutil

ization

Check whether instances are idle. If the business lifecycle is stable, resources 

that are idle for a long time will incur unnecessary fees.

VPC 

- 

VPN 

Gat

ewa

y

Idleness
Check whether VPN gateways are associated with VPN tunnels, and if not, 

additional fees may be incurred.
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Cloud Risk Assessment provides performance improvement suggestions based on the resource usage 

monitored during instance operations and best practices.

Performance

S

e

rv

ic

e

Inspecti

on Item
Description

C

B

S

High 

I/O 

load

Check the I/O load of CBS cloud disks. If it is excessive, an alarm will be triggered.

Excessi

ve IOPS

Check whether the peak IOPS of CBS cloud disks reaches the upper limit 

configured for the corresponding cloud disk type, and if so, traffic throttling may be 

triggered.

Excessi

ve 

through

put

Check whether the peak throughput of CBS cloud disks reaches the upper limit 

configured for the corresponding cloud disk type, and if so, traffic throttling may be 

triggered.

C

C

N

Outbou

nd 

bandwi

dth 

usage

Check whether the outbound bandwidth usage of cross-region CCN instances in 

each region is close to the threshold, and if so, packets may be lost due to 

bandwidth limiting, affecting the business.

C

D

N

Single-

link 

downstr

eam 

speed 

limit 

configu

ration

If this feature is not set, the single-link speed is not limited by default, which may 

cause a high peak bandwidth during events.

Bandwi

dth cap 

configu

ration

If this feature is not disabled, when the bandwidth cap is reached, the CDN service 

will be disabled, and requests will be forwarded to the origin server or the 404 error 

code will be returned. This feature can reduce bandwidth fees to a certain degree. 

After the CDN service is disabled, you need to set and enable the domain name 

again before you can use the CDN service again.

Expirati If the certificate expires, HTTPS access will be affected, i.e., HTTPS access 
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on of 

certific

ates 

bound 

to 

domain 

names

requests may fail.

Cache 

hit rate

If the hit rate is low, the pressure on the origin server cannot be effectively 

alleviated, and user access acceleration cannot reach a satisfactory optimization 

effect.

Error 

code 

proporti

on

If the proportion of error codes is high, events affecting the business may have 

occurred, or there will be potential faults.

Second

ary 

origin 

server

If no secondary origin servers are configured, when the primary origin server is 

unavailable, disaster recovery will be impossible.

C

L

B

404 or 

502 

error 

code 

returne

d by 

the real 

server

Check whether the CLB real server returns the 404 or 502 error code, which 

indicates that no corresponding resources can be found or a gateway error occurs, 

and if so, business quality may be affected.

C

O

S

5xx 

error 

rate

Check COS error codes. If there are too many 5xx error codes with a high 

occurrence frequency, normal access to buckets may be affected.

C

V

M

High 

memory 

load of 

instanc

es

Check the memory utilization of CVM instances. If it is excessive, a risk warning will 

be triggered.

High 

CPU 

load of 

instanc

es

Check the CPU utilization of CVM instances. If it is excessive, a risk warning will be 

triggered.
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T

D

S

Q

L

-

C

TDSQL

-C for 

MySQL 

CPU 

utilizati

on

Check the CPU utilization. If it is excessive, risks such as longer business request 

delays and no response will occur.

TDSQL

-C for 

MySQL 

number 

of full-

table 

scans

Check the number of full-table scans of instances per second.

T

e

n

c

e

n

t

D

B 

f

o

r 

M

o

n

g

o

D

B

Dirty 

data in 

cache

Check the dirty data in the cache of TencentDB for MongoDB instances. If its 

proportion exceeds 20%, user threads will be flushed, and the business will be 

blocked.

CPU 

utilizati

on

Check the CPU utilization of TencentDB for MongoDB instances. If it is excessive, 

risks such as longer business request delays and waits will occur.

T

e

n

c

e

n

t

D

B 

f

o

CPU 

utilizati

on

Check the CPU utilization of TencentDB for MySQL instances. If it is excessive, 

risks such as longer business request delays and no response will occur.

Number 

of 

Check the number of running threads on TencentDB for MySQL instances. If it is 

far more than the number of CPU cores, risks such as longer request waits and 

delays will occur.
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r 

M

y

S

Q

L

running 

threads

T

e

n

c

e

n

t

D

B 

f

o

r 

R

e

di

s

Outbou

nd 

traffic 

throttlin

g 

triggere

d on 

proxy 

nodes

Check the number of trigger times of outbound traffic throttling on TencentDB for 

Redis proxy nodes. If traffic throttling was triggered, the business may have been 

compromised during peak hours. If the number is excessive, business traffic has 

reached the upper limit, and business access may have longer delays or fail.

CPU 

utilizati

on

Check the CPU utilization of TencentDB for Redis instances. If it is excessive for a 

long time, problems such as longer request delays and request blocking may occur.

Excessi

ve node 

request

s

Check whether the number of requests of TencentDB for Redis nodes is close to 

the upper limit.

T

e

n

c

e

n

t

D

B 

f

o

r 

M

a

ri

a

D

B

CPU 

utilizati

on

If the CPU utilization is high, the current instance is busy, and problems such as 

slower and blocked queries may occur.

Number 

of 

active 

connect

ions

If the number of active connections is excessive, the instance is currently under 

high pressure, and requests are likely to be blocked.
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Introduction to TSA - Chaotic Fault

Generator
Last updated：2025-03-24 14:45:30

TSA - Chaotic Fault Generator is a fault experiment platform based on chaos engineering principles and 

Tencent Cloud best practices, providing users with a complete set of experiment life cycle management 

solutions.

Preparation for the experiment

Create a blank experiment task through Experiment Management and configure basic experiment 

information. Choosing to create an experiment through the Industry Template Library will reuse the 

preset configuration items in the experience template, making the creation of experiments more efficient.

Select the resource objects and instances that need to perform fault injection, and configure fault 

actions and parameters.

Configure guardrail strategies and monitoring indicators for experiment tasks to ensure experiment 

safety and observable experiment results.

Experiment execution

After the experiment task is successfully created, environment detection is automatically performed to 

detect the status of the instance that needs to be injected.

Go to the Action Group to perform the experiment. You can pause/continue or skip the action during the 

execution. It can be resumed after fault injection.

Observe the performance of the experiment through monitoring indicators and experiment logs, and 

make records.

End of experiment

After the experiment task is completed, you can click End Experiment to end the experiment task and fill 

in whether the experiment conclusion meets expectations.

After the experiment is completed, an Experiment Report can be generated to record and summarize the 

contents of the experiment.
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Strengths

Strenths to TSA - Cloud Risk Assessment
Last updated：2025-03-24 14:45:30

TSA - Cloud Risk Assessment offers various assessment items in multiple dimensions, such as security, 

reliability, cost, service restriction, and performance for different Tencent Cloud products. More Tencent 

Cloud products and services are to be supported.

Based on the best practices accumulated over Tencent Cloud's many years of customer service, TSA - 

Cloud Risk Assessment provides systematic, targeted, and practical optimization suggestions for each 

assessment item to help you take preventive measures and improve business continuity.

Diverse assessment items

Flexible assessment configurations

You can add or delete assessment items, or ignore the items that you are not concerned to get neat 

assessment reports and focus on the key metrics.

You can ignore specific cloud resources to focus on assessing the execution status of key resources.

Systematic optimization suggestions
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Strenths to TSA - Chaotic Fault Generator
Last updated：2025-03-24 14:45:30

Tencent Cloud's internal practices and typical user scenarios are accumulated as industry templates for 

users to quickly reuse, greatly improving the efficiency of experiments.

Abundant Fault Action Library

It supports fault injection scenes for different objects such as CVM, network, and database, including 

nearly 100 fault atomic capabilities for IaaS, PaaS, and SaaS.

It supports flexible combination and orchestration of multiple fault actions in one experiment.

It supports custom action script injection to meet business personalized injection needs.

Typical Industry Templates

Industry templates provide practice plans for multiple industries such as e-commerce, games, and 

multimedia for users to choose from.

Industry templates cover multiple typical use cases such as cross-AZ disaster recovery experiments and 

service stress experiments.

It supports users to build custom template libraries to create experiments with one click, which is faster 

and more efficient.

Reliable Security Protection Policy

It supports the configuration of cloud monitoring metrics to observe changes in steady-state metrics 

during experiments, perceiving system changes in real time.

It supports the configuration of alarm policies, and can automatically stop the experiment after the 

safety fence is triggered, making the experiment more assured.

The platform supports one-click termination of experiments and timeout rollback, ensuring business 

security in all aspects.

Relying on Tencent Cloud CAM's permission control mechanism, refined experiment permission 

management is achieved.

Action injection is mainly based on the API of specifications for each cloud product, which is efficient 

and secure.

Complete Experiment Report

After the experiment is completed, you can export the experiment report (PDF) with one click to help 

review the experiment and record problems.

The experiment report contains basic information, data statistics, and experiment execution log.
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Use Cases
Last updated：2025-03-24 14:45:30

Tencent Cloud Smart Advisor can regularly assess the health of cloud resources, rate the risks of cloud 

architectures and resources, and offer optimization suggestions online to help you improve business 

continuity.

Service usage can be assessed in advance to check the stress level of your Tencent Cloud resources, so you 

can submit a ticket as needed to add more resources based on the estimated promotion scale and ensure 

the smooth operation of the event.

Tencent Cloud Smart Advisor can verify the security, fault tolerance, and backup capabilities of architectures 

to ensure the continuous and stable operation of businesses. You can actively trigger inspections as needed.

Cross-AZ deployment on the cloud is a common disaster recovery architecture. When a single availability 

zone fails due to power, network, and natural disasters, the disaster recovery availability zone can still 

provide service for the outside world to ensure service continuity. Through cross-AZ disaster recovery 

experiments, you can:

To improve business disaster recovery capabilities, hybrid cloud deployment has become a common choice 

for enterprises to migrate to the cloud. Reasonable architecture design can effectively reduce the probability 

and impact of hybrid cloud service faults. Tencent Cloud Smart Advisor-Chaotic Fault Generator provides a 

convenient experimental method to help you conduct fault experiments in hybrid cloud scenarios. Through 

this experiment, you can:

Daily Ops

Promotional events support

Proactive architecture optimization

Cross-AZ Disaster Recovery Experiment

Verify the effectiveness of the cross-AZ disaster recovery architecture on the cloud.

Learn about business disaster recovery performance, RTO and RPO.

Verify the effectiveness of the alarm policy when an availability zone fault occurs.

Hybrid Cloud Disaster Recovery Experiment

Verify the autonomy of services under stress scenarios.

Verify the effectiveness of the hybrid cloud disaster recovery architecture.

Learn about the performance of business faults when Tencent Cloud services are unavailable.

Verify the effectiveness of fault alarms.
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In scenes such as e-commerce activities and flash sales, instantaneous high-concurrency access may cause 

critical services to face extreme stress or even crash, resulting in page freezes, request failures, and other 

faults, causing business damage. Chaos engineering experiments can help you discover such disaster 

recovery potential problems in advance and avoid risks:

In the gaming scene, a good system architecture has a higher tolerance to weak networks, and can make 

players basically unaware of ordinary network jitter. It can self-adjust when there is a moderate network 

fault, and will not be completely unavailable when there is a severe network fault. To ensure user experience, 

an excellent disaster recovery capability is required for services such as weak network protection, 

preloading, node acceleration, and concurrent scheduling. Through the experiment in this scene, you can:

Conduct routine fault experiments for hybrid cloud deployment.

Service Stress Experiment

Verify the service's autonomy under stress scenes.

Verify the performance of the service under stress scenes.

Verify the effectiveness of service alarms under stress scenes.

Network Fault Experiment

Check the disaster recovery capability of the backend modules and clients in network fault scenes.

Verify the effectiveness and instantaneity of abnormal alarms when network faults occur.


