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Release Notes and Announcements
Release Notes

Last updated: 2025-07-0116:34:28

June 2025

Dynamic Name

Malaysia ID

International Official
Website

Macao ID

General Image
Warning

May 2025

Dynamic Name

General Image
Warning

General Image
Warning

General Image
Warning

PS Image Warning

Selfie Verification

International Official
Website

Dynamic Description

Fix badcase of Malaysia ID card
recognition

Add 30-day data query dimension in
the faceid console

Fix badcase of Macao ID card
recognition

Thailand ID card remake general
warning model upgrade

Dynamic Description

Hong Kong ID card color copy card
detection model upgrade

Update passport general image
warning algorithm

Optimized the card covered card case
warning detection cases

Optimized PS detection algorithm for
scratch card types

Optimize the badcase of online selfie
verification passing by mistake

Refine the selfie verification error code
on the console

©2013-2025 Tencent Cloud. All rights reserved.

Release
Date

2025-6-
12

2025-6-

2025-6-

2025-6-

Release
Date

2025-5-
29

2025-5-
20

2025-5-
19

2025-5-
15

2025-5-
13

2025-5-

eKYC

Document

MLIDCardOCR

console

RecognizeMacaolD
CardOCR

RecognizeThailDCa
rdOCR

Document

HKIDCardOCR

MLIDPassportOCR

RecognizeThailDCa
rdOCR

RecognizeThailDCa
rdOCR

CompareFacelLiven
€ss

Error Codes
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https://intl.cloud.tencent.com/document/product/1061/55390

&2 Tencent Cloud

Philippines Postal
ID. national ID.
Phihealth, PRC ID

International Official
Website

Brazil driving
license

Flutter 0.0.15
Version Release

April 2025

Dynamic Name

Brazil RNM

Flutter 0.0.14
Version Release

Android V1.0.9.29
Version Release

iOS V1.0.9.25
Version Release

Indonesia ID

SDK

Improved recognition of four types of
ID cards: Postal ID, national ID,
Phihealth, and PRC ID

Add 1401 error code on the
international console

Optimize Brazil driving license
recognition algorithm

Updated documentation description

Dynamic Description

Release Brazil RNM OCR model

Added faceAngleValidation
configuration

Updated iOS to V1.0.9.25
Updated Android to V1.0.9.29

Added the face angle validation
parameter faceAngleValidation,

Add a field for facial angle check
level (faceAngleValidation)

Update algorithm version and fix
known issues

Release jakarta region of Indonesia ID
OCR service

Optimize SDK blur photos

©2013-2025 Tencent Cloud. All rights reserved.

2025-5-

2025-5-

2025-5-

2025-5-

Release
Date

2025-4-
27

2025-4-
25

2025-4-
25

2025-4-
24

2025-4-
24

2025-4-
18

eKYC

PhilippinesSssl
DOCR

PhilippinesTinID
OCR

PhilippinesVotel
DOCR

PhilippinesUMI
DOCR

console

RecognizeBrazilDri
verLicenseOCR

Document

RecognizeBrazilRN
MOCR

Recognizelndonesi
alDCardOCR
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Brazil RNE

PS Image Warning

International Official
Website

Macao ID

Malaysia ID

iOS V1.0.9.24
Version Release

Flutter 0.0.13
Version Release

March 2025

Dynamic Name

Mobile HTML5

Macao ID

Release Brazil RNE OCR model

Mainland ID PS warning detection
algorithm update

Text recognition reports specific
error codes

The reporting period for face
verification and text recognition
error codes is extended to 3 months
The reporting granularity for face
verification and text recognition
error codes is extended to 1 hour

Upgrading the Macao ID card
recognition algorithm

Intercept non—-MacaolD data from
the Macao ID interface

Intercept when the front input
parameter of the interface is not the
front of the Malaysian ID card

Multi face problem repair

Updated iOS to V1.0.9.24

Dynamic Description

Overseas HTML5 browsers support
obtaining tokens in incognito mode

Optimized the case of error
recognition of rare characters in
Macau documents

Optimize the cases where Macau
documents cannot be accurately
identified

Intercept when a non—Macau ID

©2013-2025 Tencent Cloud. All rights reserved.

2025-4-
17

2025-4-
17

2025-4-
10

2025-4-

2025-4-

2025-4-

2025-4-

Release
Date

2025-3-
31

2025-3-
21

eKYC

RecognizeBrazilRN
EOCR

RecognizeMainland
IDCardOCR

console

RecognizeMacaolD
CardOCR

MLIDCardOCR

Document

ApplyWebVerificat
ionBizTokenlIntl

RecognizeMacaol
DCardOCR

Page 6 of 17
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&2 Tencent Cloud

International Official
Website

Al Face Shield

International Official
Website

Selfie Verification

PS Image Warning

General Image
Warning

Brazil ID

International Official
Website

Android V1.0.9.28

card is passed into the interface

The international website adds a QPS
purchase entry

Release Al face shield in Hong Kong
region

Supports purchasing QPS annual and
monthly resource packages on the
international site purchase page

Fixed the issue where customers with
beards had difficulty passing through
during the live process

Release Thai pink card PS warning
detection algorithm

General warning algorithm update

Release Brazil ID OCR model

TCOP platform supports reporting
eKYC error code details

Optimized the internal network of the

©2013-2025 Tencent Cloud. All rights reserved.

2025-3-
21

2025-3-
21

2025-3-
20

2025-3-
20

2025-3-
19

2025-3-
18

2025-3-
14

2025-3-
13

2025-3-

eKYC

e eKYC
e OCR

DetectAlFakeFace
S

e eKYC
e OCR

CompareFacel.ive
ness

RecognizeThaiPin
kCard

e RecognizeMain
landIDCardOC
R

e HKIDCardOCR

e MLIDPassport
OCR

e MLIDCardOCR

e Recognizelndo
nesialDCardOC
R

e RecognizeThail
DCardOCR

e RecognizeThai
PinkCard

e RecognizeSing
aporelDCardO
CR

RecognizeSingapo
relDCardOCR

Tencent Cloud
Observability
Platform
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https://intl.cloud.tencent.com/products/tcop

&2 Tencent Cloud

Version Release

Flutter 0.0.12
Version Release

iOS V1.0.9.23
Version Release

Flutter 0.0.11
Version Release

Thai ID

Public Cloud
Service

International Official
Website

PS Image Warning

SDK

Macao ID

Passport

February 2025

Dynamic Name

SDK.

Updated Android to V1.0.9.28

Add color configuration field for
return button (cancelTxtColor)

Add countdown color configuration
field (countDownTxtColor)

Support the Malaysia region

Updated iOS to V1.0.9.23
Updated Android to V1.0.9.27

Added cancelTxtColor and
countDownTxtColor configurations

Thai ID OCR algorithm update

Intercept when non-Thai ID cards
are passed into the interface

Malaysia deploys public cloud eKYC
service

The monitoring data in TCOP expanded
to 90 days

Thai ID PS warning algorithm
update

Passport PS warning algorithm
update

SDK support customize countdown
page color

Macao ID OCR algorithm optimized

no—Macao ID OCR intercept model
optimized

Add logical check in the passport OCR
result

Dynamic Description

©2013-2025 Tencent Cloud. All rights reserved.
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2025-3-
13

2025-3-
12

2025-3-
12

2025-3-
12

2025-3-
M

2025-3-
M

2025-3-
10

2025-3-

2025-3-

2025-3-
3

Release
Date

eKYC

RecognizeThailDC
ardOCR

CompareFacel.ive
ness

console

RecognizeThailDC
ardOCR
MLIDPassportOC
R

RecognizeMacaol
DCardOCR

MLIDPassportOC
R

Document
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PS Image Warning

General Image
Warning

Philippines ID
Thai ID

International Official
Website

Mobile HTML5

Thai Pink Card

International Official
Website

Thai ID

iOS V1.0.9.22
Version Release

Passport PS warning algorithm update

General warning algorithm update

Release Philippines ID OCR Service

Intercept non-Thailand IDs from Thai
ID interface

EKYC service access to Tencent Cloud
International Station Bangkok region
Health Dashboard display

Fix Mobile HTML5 Thai text

e Thai pink card OCR algorithm
update

o Thai pink card OCR result optimized

Error code displays on the official
website

Thai ID PS warning algorithm update

o Add a field to prohibit screen
recording configuration
(disableSystemRecordScreen)

©2013-2025 Tencent Cloud. All rights reserved.

2025-2-
28

2025-2-
28

2025-2-
28

2025-2-
27

2025-2-
26

2025-2-
26

2025-2-
26

2025-2-

25

2025-2-
21

2025-2-
18

eKYC

MLIDPassportOCR

e RecognizeMainl
andIDCardOCR

e HKIDCardOCR

e MLIDPassportO
CR

e MLIDCardOCR

e Recognizelndon
esialDCardOCR

e RecognizeThail
DCardOCR

e RecognizeThaiP
inkCard

e RecognizeSinga
porelDCardOCR

PhilippinesDrivingLi
censeOCR

RecognizeThailDCa
rdOCR

Tencent Cloud
Health Dashboard

RecognizeThaiPink
Card

Error Codes

RecognizeThailDCa
rdOCR
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https://intl.cloud.tencent.com/document/product/1005/34682
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Android V1.0.9.26
Version Release

SDK

Selfie Verification

Mobile HTML5

Selfie Verification

Mobile HTML5

Thai ID

Passport

Mobile HTML5

Add a field to prohibit open mouth
configuration
(isOtherActionCheckMouthOpen)

Added disableSystemRecordScreen
to HuiYanOsConfig to disable
screen recording.

Added
isOtherActionCheckMouthOpen to
HuiYanOsConfig as a toggle for
mouth—open detection in other
actions.

Add anti-recording parameters for
selfie verification process on SDK side
(unable_video_record)

Optimize the problem of selecting a
single action during SDK selfie
verification processing, but the
customer performs multiple actions

Fix the Adaptation problem in Firefox
browser

Fix the synthetic injection case online

Fixed the adaptation problem when
using HTML5 services on some
browsers

Optimize the OCR result problem in
Thai ID recognition

Intercept non—passport data from the
passport interface

Optimize the problem of multiple
faces appearing during HTML5
selfie verification processing;

Optimize the problem of selecting
a single action during HTML5 selfie
verification processing, but the
customer performs multiple actions

©2013-2025 Tencent Cloud. All rights reserved.

2025-2-
18

2025-2-
17

2025-2-
17

2025-2-
13

2025-2-
12

2025-2-
1l

2025-2-
1l

2025-2-
1

2025-2-

eKYC

CompareFacelLiven
€ss

CompareFaceliven
ess

RecognizeThailDCa
rdOCR

MLIDPassportOCR
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Singapore ID Improved the face recognition accuracy 2025-2- CompareFaceliven
6 ess

e RecognizeMainl
andIDCardOCR

e HKIDCardOCR
e MLIDPassportO

CR
e MLIDCardOCR
PS Image Warning Optimize the PS warning problem in 2025-2- ° Rejcognizelndon
the ID card 6 esialDCardOCR
e RecognizeThail
DCardOCR
e RecognizeThaiP
inkCard
e RecognizeSinga
porelDCardOCR
Mobile HTML5 Fix the Adaptation problem in Chrome 2025-2- ~
browser 5
January 2025
. . e Release
Dynamic Name Dynamic Description Document
Date
Fixed the i h i
General Image ixe .e. issue where some wneges 0025-1—
. were misjudged as covered (with MLIDCardOCR
Warning . 23
incomplete borders)
Mobile HTML5 interface
WebVerificati figintl
- (WebVverificationConfigintl) add 2025-1-  WebVerificationCo
Mobile HTML5 entering parameter LivenessRetryLimit,
o 23 nfigintl
control the number of retry limitation
times in Mobile HTML5
o Enhance the ability to intercept
sunglasses during in selfie
verification
. . . . 2025-1- CompareFaceLiven
Selfie Verification o Fixed the case of mistaken pass o1 s

during the selfie verification
process of the mobile phone rear
camera

©2013-2025 Tencent Cloud. All rights reserved. Page 11 of 17
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https://intl.cloud.tencent.com/document/api/1061/49423#webverificationconfigintl
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&2 Tencent Cloud

Thai ID Thai ID interface support backimage
SerialNumber recognition, backimage
don't support warning

Fix the problem of possible collection
failure during the collection process of

Selfie BOT pictures
| .
Verification (Only pICUres;
. Added a new bot countdown
Thailand) .
configuration field
[longCheckTimeOutMs]
Added longCheckTimeOutMs to
Android V1.0.9.25 HuiYanOsConfig.
Version Release Optimized the image capture logic
during the bot stage.
HuiYanOsConfig adds a BOT
timeout configuration field
(longCheckTimeOutMs) with a
default value of 30000ms
The default countdown value for
iOS V1.0.9.21

the preparation phase has been
adjusted to 30000ms
(prepareTimeoutMs)

Version Release

The default countdown value for
the action phase has been adjusted
to 30000ms (actionTimeoutMs)

Fix uncommon character recognition
error problem

HKID

©2013-2025 Tencent Cloud. All rights reserved.
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17

2025-1-
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2025-1-
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2025-1-
16

2025-1-
15

eKYC

RecognizeThailDCa
rdOCR

CompareFacelLiven
ess

HKIDCardOCR

Page 12 of 17


https://intl.cloud.tencent.com/document/product/1005/55626
https://intl.cloud.tencent.com/document/product/1061/57416
https://intl.cloud.tencent.com/document/product/1005/37837
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eKYC-AIl Face Shield Launch
Announcement

Last updated: 2025-03-19 16:57:05

eKYC-AIl Face Shield is now available.

Al Face Shield is an advanced face anti—-spoofing solution specifically designed to combat Deepfake and
other AIGC attacks, including face swapping, expression—driven manipulation and others. Leveraging a
multimodal foundational model with integrated semantic understanding and self-learning capabilities, the
system continuously enhances its defense mechanisms to counter the evolving attack vectors and effectively
prevents organized fraud.

Accessible via APl endpoints, the service analyzes input images/videos to provide:

Risk Assessment

Attack Classification

Core Advantages

Robust Anti-Fraud Algorithms
Al Face Shield utilizes LLM empowered multimodal models, to significantly improve generalization and
robustness through enhanced semantic analysis, addressing limitations of traditional computer vision models

that struggle with the latest forms of AIGC attacks.

©2013-2025 Tencent Cloud. All rights reserved. Page 13 of 17
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Model Decision Path:
Category: 0 Traditional
CV model

Model Decision Path:
Category: 1

Traditional CV model
make binary (0/1) true/false decisions.

Advanced Self-Learning Technology

real

deepfake

eKYC

Model Decision Path:
it's a normal picture without
refix

Al Face Shield
multimodal large
models
inside

Model Decision Path:

The eyes and mouth are
strange, not like a normal
person, suspected that the
picture has been edited

Al Face Shield with multi-modal LLM
multimodal analysis with human-reviewed textual insights

By leveraging automated clustering algorithms, Al Face Shield proactively identifies and categorizes

malicious attack patterns, enabling preemptive interception of coordinated fraud attempts, by exploiting

similar background, clothing or lighting features. This system specifically counters organized cybercrimes

that exhibit similar attack signatures through pattern recognition and clustering—based threat mitigation.

©2013-2025 Tencent Cloud. All rights reserved.
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Batch attacks targeting
similar backgrounds

&
B

background template blacklist

Auto-clustering

Intelligently generated
A attack features

“ AAA
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fd
1
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I
I
1
f
I
1
1
T
1
L '

v 1 ’

“vy
Clustered features indicate high Manual update: weekly, monthly, yearly;
likelihood of organized attacks self-learning update: hourly

Proven Threat Analysis Ability
Youtu Lab trained using over 200 state—of-the—art AIGC techniques and millions curated data samples. This

system further strengthens real-world adaptability by leveraging Tencent's vast cybersecurity infrastructure
analyzing billions of daily API calls to dynamically identify emerging cyberattack patterns, thereby

demonstrating unprecedented robustness against evolving digital threats

Latest AIGC Training Data Tencent's Real-World Defense Expertise

‘g eﬁ’n

Face Swapping Facial Animation

Q ‘ iitT o) 1@

Facial Editing Text to Image/Video

©2013-2025 Tencent Cloud. All rights reserved. Page 150f 17
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Seamless Integration

eKYC

Delivering risk assessment and attack patterns through seamless API integration with existing eKYC systems

or via unified Mobile SDKs (i0S/Android), Al Face Shield empowers development teams to accelerate

vulnerability remediation while enforcing deepfake-resistant authentication protocols for enterprise—grade

threat mitigation.

o—=o

Cocermem
DCR

ABD AAUF BIN HAMEAH

BEIEM- 2800

ol W

Verify info - @

g e |

KAMPLING MASID P O BOK

Real-lime lace detection

OCR Recognition

Liveness Detection
{Al Face Shield Service em

Verification Result

ation & Alarms
bedded)

e ) SN R :
1 1
1 1

1
| o "End-to-end, multi-dimensional real-time protection that effectively !
P e blocks emerging AIGC attacks with high detection accuracy." -
1 1
1 |

Industry Recommendation

Banking

Al Face Shield integrates with remote account opening systems and mobile banking apps to detect deepfake

and other AIGC attacks during facial verification.

E-Payment

Al Face Shield defends against deepfake attacks in e—payment scenarios by leveraging multimodal

understanding and self-learning to block AIGC threats (e.g., face-swapping, expression manipulation) in real

time. It detects anomalies (e.g., synthetic expressions) via user face analysis, triggers transaction blocking or

©2013-2025 Tencent Cloud. All rights reserved.
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re—verification, and continuously evolves to counter emerging attack patterns, reducing fraud risks and
boosting trust.

Telecom Operator

During remote onboarding, Al Face Shield identifies deepfake—based identity fraud. Its background clustering
mechanism dynamically recognizes attack patterns, improving success rate in intercepting illegal SIM
registrations.

Insurance and Securities

For insurance underwriting and securities account opening, Al Face Shield detects both real-time spoofing

and pre-recorded AIGC forgeries, generating risk assessment and attack categorization.
Integration Guide

The Al Face Protection Shield is accessible via cloud API integration. Refer to the Al Face Protection Shield
API Documentation for details.

Discover the Future of Fraud Prevention with Tencent. Click to contact about Al Face Shield.

©2013-2025 Tencent Cloud. All rights reserved. Page 17 of 17


https://intl.cloud.tencent.com/zh/document/product/1061/64467
https://mail.google.com/mail/u/0/?fs=1&to=intl_ai_business@global.tencent.com&tf=cm

