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Copyright Notice
©2013-2025 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or
distribute in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior

written consent.

Trademark Notice
¢ Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group,
including its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third parties

referred to in this document are owned by their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and
services only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or
services are subject to change. Specific products and services and the standards applicable to them are

exclusively provided for in Tencent Cloud's applicable terms and conditions.
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eKYC Policy
Privacy Policy

Last updated: 2025-07-30 14:55:20

1. Introduction

This Privacy Policy Module (“Module”) applies if you use Tencent Cloud International eKYC feature
(“Feature”). This Module is incorporated into the privacy policy (“Privacy Policy”). Terms used but not
defined in this Module shall have the meaning given to them in the Privacy Policy. In the event of any conflict
between the Privacy Policy and this Module, this Module shall apply to the extent of the inconsistency. This
Feature is available to users in certain jurisdictions, including Hong Kong, Singapore, Thailand, Taiwan and

other Asian jurisdictions.

2. Controllership

The controller of the personal data described in this Module is as specified in the Privacy Policy.

3. Personal Data We Collect

We may collect, receive, store and otherwise process the following personal data about you:

Data .
Details

Category
Diagnosti ) .

q Information of the software or hardware related to performance, requests and session
c an
U details, timestamp, operations logs, monitoring data, any problem you experience, error

sage

9 reports, your settings, connectivity and updates.
Data
Identificat Identification-related information provided through the use of the Feature such as
ion Data name, address, identification number, country, date of birth, biometric information (e.g.

face images), photos.

To provide the Feature to you, we may also process the above data through integration with our features as
follows:
TencentDB for MySQL

Elasticsearch Service

4. Purposes and Legal Basis

We will only use your personal data for the purposes and legal bases set out below:
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Purpose

Provide our Feature. We use data including
Diagnostic and Usage Data and Identification Data
to operate and provide you with the Feature.

Troubleshooting. We use data including Diagnostic
and Usage Data and Identification Data to monitor
the Feature performance and quality, detect and
identify errors, bugs or failures, analyze the
reasons and troubleshoot such problems.

Improve and develop our offerings. We use data
including Diagnostic and Usage Data and
ldentification Data to improve and optimize training
models and algorithms relating to our Feature and
our other features, and to provide end users with a
safer and more convenient user registration
process.

eKYC

Legal Basis

It is necessary for us to process this
information in order to perform our contract
with you, or to take steps at your request prior
to entering a contract with you.

It is necessary for us to process this
information in order to perform our contract
with you, or to take steps at your request prior
to entering a contract with you.

It is in our legitimate interests to process this
information to improve the accuracy of our
models and algorithms. To the extent this
information includes any sensitive personal
data, we process the end user’s explicit
consent which shall be obtained by the
customer.

5. How We Store and Share Personal Information

As specified in the Privacy Policy.

6. Data Retention

We will retain personal data in Section 3 for as long as it is necessary for the fulfilment of the purpose(s) as
described in this Module and as required or authorized by applicable laws, to resolve disputes and to enforce
our terms and conditions, other applicable terms of service, and our policies. The actual retention period can
vary for different data categories, depending on the context of your interactions with us, your configuration
set up (e.g., the retention periods you have set for the Feature) and your use of the Feature.

For example, for Diagnostic and Usage Data, we retain most of the operation log data up to 2 years (exact
number depends on the specific type of data) for the purpose of providing the Feature to you and
troubleshooting.

For identification data, we retain data such as your name and address up to 30 days to provide you with the
Feature.

If you have any questions or require additional information relating to the above (including where you require
further or more specific information on how long we store your personal data), please refer to our Contact

Information section in our Privacy Policy.
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Data Processing And Security Agreement

Last updated: 2025-07-30 14:59:15

1. Background

This Data Processing and Security Agreement Module (“Module”) applies if you use Tencent Cloud
International eKYC feature (“Feature”). This Module is incorporated into the Data Processing and Security
Agreement (“DPSA”). Terms used but not defined in this Module shall have the meaning given to them in the
DPSA. In the event of any conflict between the DPSA and this Module, this Module shall apply to the extent
of the inconsistency.

2. Personal Data We Process

We may process the following data in connection with the Feature:

Data .

Details
Category
Service Data generated or derived by Tencent Cloud through your use of the Feature such
Generated as verification, comparison, assessment and returned results, outcome, operation
Content logs.
Customer Data such as text, audio, video, or image files, information for compliance with
Content your local regulatory requirements that are provided to Tencent Cloud by, or on

Face Images
and Videos

Identification

behalf of, customer through use of the Feature.

Images and videos of end users’ faces that are provided to Tencent Cloud by, or
on behalf of, Customer through use of the Feature.

Document, Images and videos of end users’ identification documents that are provided to
Images and Tencent Cloud by, or on behalf of, Customer through use of the Feature.
Videos

User

Interaction and

Application
Data

follows:

Information in relation to your or end user's interaction with the Feature such as
verification and authentication request details, maintenance and operation logs,
users' activities, request ID, monitoring metrics and performance.

To provide the Feature to you, we may also process the above data through integration with our features as

Cloud Object Storage

TencentDB for Redis
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3. Purposes of Processing

We process the data categories in Section 2 for the purposes set out below:
Provide our Feature. We use data including Service Generated Content, Customer Content, Face Images
and Videos, Identification Document, Images and Videos, and User Interaction and Application Data to

provide you with this Feature.

4. Sub-Processors

As specified in the DPSA.

5. Data Retention

We will retain personal data in Section 2 for as long as it is necessary for the fulfilment of the purpose(s) as
described in this Module and as required or authorized by applicable laws, to resolve disputes and to enforce
our terms and conditions, other applicable terms of service, and our policies. The actual retention period can
vary for different data categories, depending on the context of your interactions with us, your configuration
set up (e.g., the retention periods you have set for the Feature) and your use of the Feature.

For example, we retain Face Images and Videos for up to 10 days to provide you with the Feature in general.
With regards to User Interaction and Application Data, we generally retain data such as operation and
maintenance logs up to 2 years to provide you with the Feature.

If you have any questions or require additional information relating to the above (including where you require
further or more specific information on how long we store data subject personal data), please refer to our

Contact Information section in our Privacy Policy.

6. Special Conditions

You must ensure that the Feature is only used by end users who are of at least the minimum age at which
an individual can consent to the processing of their personal data. This may be different depending on the
jurisdiction in which an end user is located.

You represent, warrant and undertake that you shall obtain and maintain all necessary consents from data
subjects in respect of the processing of their personal data (as applicable) in respect of the Feature
(including for the purposes of providing the Feature), in accordance with applicable laws and so as to enable
us to comply with applicable laws. You agree you will indemnify and hold Tencent harmless from and against
all claims, liabilities, costs, expenses, loss or damage (including consequential losses, loss of profit and loss
of reputation and all interest, penalties and legal and other professional costs and expenses) incurred by
Tencent arising directly or indirectly from a breach of this requirement. You acknowledge, understand and
agree that (i) we do not make any representation or warranty or give any undertaking that this Feature will
be in compliance with any applicable laws or regulations, and (ii) any reliance on or use of this Feature is at
your sole risk.
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Service Level Agreement

Last updated: 2024-08-0111:42:33

For details, see eKYC Service Level Agreement.
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