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Key ID/Name Creation Time ¥ Key Usage T Key Source T Tag (key:value) Key Rotation Key Status T Operation
Enable
ks - L @) Diszbled More ¥
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Archive Key
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Schedule Key Deletion ,

{D Mote: the waiting pericd before the deletion can be set to 7-30 days. Once a
key is deleted, it cannot be restored, and all the data encrypted by the key
can no longer be decrypted. To prevent accidental deletion, the KMS
automatic alarm will be triggered:

1. Before a key is deleted, any attempt to call the key will trigger the alarm.
2. The alarm will be triggered every day in the last 3 days before a key is
deleted.

The key will be automatically deleted in 7 + days

Confirm Cancel
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{25

S BIERTFIKE:

1. EKSBFEEIRST V7 0EH CAM #2HI8,

2. R PBIRIUE T, fHhRrEAP, Bnlold Fiks,
W2 Gl API #5H:

1. TR SR, A TFIKSIEIE T,

EHEMARS

2. %% APl #B5H > FrEEH, Bl Secretld #1 SecretKey, JE3d1% APl 24 H K 15H] KMS,

API Key Management

changed to a new key, please delete the old one timely.

not be recorded

Create Key

APPID Key Creation Time

Secretld: AKIDoOIOEC2zUifMyNzH7i6F85mE)H4ai0wd [
SecretKey™ ™ **Show

Secretld: AKIDMWRSNNffwzmINEtDJBoCLFvMXVEjQuaF I
SecretKey*****Show

LB | TS

IR L BRI (bR ARSUERT]

1300124758 2020-03-16 14:56:34

1300124758 2020-03-16 14:56:42

Signature is required when calling Tencent Cloud APIs The cloud API key is used to generate signatures. For more information, please see Generate signature algorithm
API key is an important certificate to request for creating Tencent Cloud APL. With the API, you can operate all your Tencent cloud resources. For your property and service security, please manage the key safely and change it regularly. After you've

* Your API keys represent your account identity and the authorization you have, the same as your login password, and please don't reveal to cthers

* The last access time and the last access service are the time and service of the last access to the APIs within 30 days with the current access key. Access records older than 30 days or no access records will be displayed empty. This record comes
from the Cloud Audit [4, It only records the control-flow interface records in the access action-lavel or resource-level authentication granular services. The access to the data-flow interfaces or service-level granular service related interfaces will

Last Access Time Last Access Service Status Operation
Enabled Disable
Enabled Disable
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BIR] SR FIZ £ IS5 177 A KMS,

1 IEEAUER > REBRSRME > MSRE&SIRAPIZHURME KBR, L AIET KMS 5,

Policies Al Policies *

Bind users or user groups with the policy to assign them related permissions.

Create Custom Policy

Policy Name

AdministratorAccess
ReadOnlyAccess
QCloudResourceFullAccess

QCloudFinanceFullAccess

QcloudNARMSFullAccess

QcloudNARMSReadOnlyAccess

QcloudAAFullAccess
QcloudAccessForAegisRole

QcloudAccessForASRole

Description

This policy allows you to manage all users under your account and their permissions, financial information an...

This policy authorizes you with the read-only access to all cloud assets that support authentication at APl or ...

This policy allows you to manage all cloud assets in your account.

This policy allows you to manage all financial items in your account, such as payment and billing.

QcloudNARMSFullAccess

QcloudNARMSReadOnlyAccess

Full read-write access to ActivityAntiRush (AA)

Aegis\' access to cloud resources

AutoScaling permissions (including but not limited to): CVM(add/delete/query CVM instances); VPC(query V..

2. i F—% SHRE, BT IKS KMS AR,

IR L BRI (bR ARSUERT]

Service Type ¥

Network Assets Risk Monitor
System

Network Assets Risk Monitor
System

ActivityAntiRush

Support search by poli

Operation

Bind User/Group
Bind User/Group
Bind User/Group

Bind User/Group

Bind User/Group

Bind User/Group

Bind User/Group
Bind User/Group

Bind User/Group
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policygen-20191024005622

"version™: "2.8",
"statement”: [

"action": [
"kms:Createkey",
"kms:GenerateDatakey",
"lkms :Decrypt”,
"kms:ListKey"

I

"pesource”: "¥",
"effect": "allow"
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CreateKey
DescribeKey
DescribeKeys

ListKey

ListKeyDetalil
UpdateKeyDescription
UpdateAlias
EnableKey
DisableKey
EnableKeys
DisableKeys
ScheduleKeyDeletion
CancelKeyDeletion
GetParametersForimport
ImportKeyMaterial
CreateWhiteBoxKey
EncryptByWhiteBox
EnableWhiteBoxKey

DisableWhiteBoxKey
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EnableWhiteBoxKeys
DisableWhiteBoxKeys
DeleteWhiteBoxKey
DescribeWhiteBoxServiceStatus
OverwriteWhiteBoxDeviceFingerprints
DescribeWhiteBoxDeviceFingerprints
DescribeWhiteBoxDecryptKey
Decrypt

Encrypt

SignByAsymmetricKey
VerifyByAsymmetricKey
ArchiveKey

CancelKeyArchive

GetRegions

ReEncrypt

GenerateRandom
GenerateDataKey
GetServiceStatus

ListAlgorithms
DisableKeyRotation
EnableKeyRotation
GetKeyRotationStatus
BindCloudResource
UnbindCloudResource

GetPublicKey
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@ The list below presents the APl events of the last 30 days. For having records of a longer time period, please create a tracking set, by which the log data can be stored in a specified bucket
for a longer time.

ration Type | Al v last7Days | 2021-02-16 00:00:00 ~ 2021-03-17 23:59:59 o] Advanced Filter v W)
Event Time Username Event Name Resource Type Resource Name
b 2021-03-08 10:52:05 root GetServiceStatus kms
b 2021-03-08 10:52:04 GetRegions kms
¥ 2021-03-08 10:51:45 ListAlgorithms kms

4. FREH RAREFICRANER G, AR ZdR M FIC R A M RIT G, FTEFREICRIEE, SfRErNm, H
P, B VIRES, FF 1D HER, ROEREN, W THEAHEXEZSER,

Event Time Username Event Name Resource Type Resource Name
D 2021-03-08 10:52:05 root GetServiceStatus kms
0
ap-shanghai
nt Name GetServiceStatus

2021-03-08 10:52:05

0000 SINAMe root

| View Event |

IR L BRI (bR ARSUERT] 527 2771


https://console.intl.cloud.tencent.com/cloudaudit

