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Copyright Notice
©2013-2026 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or
distribute in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior

written consent.

Trademark Notice

¢ Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by the Tencent corporate group,
including its parent, subsidiaries and affiliated companies, as the case may be. Trademarks of third parties

referred to in this document are owned by their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and
services only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or
services are subject to change. Specific products and services and the standards applicable to them are

exclusively provided for in Tencent Cloud's applicable terms and conditions.
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Integration Guidelines
Integration Guidelines for C

Preparations

Developers need to complete the following steps when integrating the security SDK:

1.1 Copy the SDK dynamic library to the specified project directory associated with the game platform
and the CPU architecture.

1.2 Call the SDK API function based on the user's login information.
1.3 Verify whether the SDK is integrated correctly.

The following files are required for the integration of the security SDK to Android OS written in C/C++:

tp2.jar

tp2_sdk.h
tss_sdt.h,tss_sdt_ex.h (Security data type is optional. For
information, see "Guide to Integrating C++ Security Data Types".)

libtersafe2.so

Permissions required:

<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/>
<uses-permission
android:name="android.permission.ACCESS_NETWORK_STATE" />
<uses-permission
android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.GET_TASKS" />

<uses-permission android:name="android.permission.INTERNET" />

SDK API functions:

Initialization API: tp2_sdk_init_ex

User login API: tp2_setuserinfo

API for switching between foreground and background: tp2_setgamestatus

Adding SDK Files to the Project
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Add files

1. Copy the tp2.jar file from the sdk/android/c directory to the libs directory in the android project directory.
2. Copy the tp2_sdk.h file from the sdk/android/c directory to the jni directory in the android project
directory.

3. Copy the tss_sdt.h and tss_sdt_ex.h files from the sdt/c++ directory to the jni directory in the android
project directory (Optional. For more information, see "Guide to Integrating C++ Security Data
Types.doc".).

4. Copy the folder (containing the libtersafe2.so file) named after the CPU architecture from the
sdk/android/c/lib directory to the directory with the corresponding .so file in the jni directory of the

android project directory, eg. jni/armeabi and jni/x86. Do not copy unsupported CPU architectures.
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Setting of project attributes

1. Select the game project on the left "Project Explorer" pane in Eclipse, right—click and select "Properties"

in the pop—-up menu, then select "Java Build Path" on the left of the "Properties" window, and click "Add
JARs" in "Libraries" to add tp2.jar.

© Properties for tp2m .

. type filter text

Java Build Path Se D v v

> Resource

Android

Android Lint Preferences

Builders

Java Build Path

b Java Code Style

b Java Compiler

b Java Editor
Javadoc Location
Project References
Run/Debug Settings

b Task Repository

Task Tags
> Validation
WikiText

4| ] "I

l@ SoumelB Pro;ec‘ls‘ B\ Libraries |%Ofderandliup0lt|
JARs and class folders on the build path:

» =i Android 5.1.1
» m Android Dependencies
» @A Android Private Libraries

Edit...

Remove

Migrate JAR File...

.

@

 ———

— —— — — d

2. Select tp2.jar that has been copied to the project directory.
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Choose the archives to be added to the build path:

type filter text

» £ appcompat_v7
4 £ tp2Demo
b (= .settings
b = bin
b (= gen
4 (= libs
b (> armb64-vBa
b (= armeabi
b = armeabi-v7a
P = xB6
b (> x86_64
& android-sup
s tp2jar |
b (= res
P & src
X| .classpath

3. After adding tp2.jar, select it in "Order and Export".
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- ™
S Propertes for ww
type filter text Java Build Path T
Resource [ &
Android 3 Sourcel = Projectsl =3 Libraries_ “y Order and Export
Android Lint Preferences Build class path order and exported entries:
Builders (Exported entries are contributed to dependent projects)
Java Build Path (#tp2Demo/src ‘ Up ‘
Java Code Style B (#tp2Demo/gen
Java Compiler =\ Android 5.1.1
Java Editor /| =\ Android Private Libraries
Jf“"a_d*" Location /| =\ Android Dependencies _ | Top ‘
Project References 7] (s tp2.jar - tp2Demoy/libs
Run/Debug Settings
Task Repository .
Task Tags ‘ Select Al J
Validation | DeselectAll |
WikiText

L) m b

'7 OK J l Cancel

| e . <

4. Add a reference to libtersafe2.so at the location where the android project loads the .so file of the game.

® No:

libtersafe2.so should be loaded prior to the loading of the .so file of the game.

Modify Android.mk

1. Add the following code in jin/android.mk to load libtersafe2.so.

include $ (CLEAR_VARS)

LOCAL_MODULE:=1ibtp2

LOCAL_SRC_FILES:=S (TARGET_ARCH_ABI) /libtersafe2.so

include $ (PREBUILT__

2. In jni/Android.mk, add the following code to the so section of the game to indicate the reference to
libtp2.
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LOCAL_SHARED_LIBRARIES:=1libtp2

Calling SDK API

Required header file

#include "tp2_sdk.h"

Initialization API

Parameter Required Description
game_id Yes The game_id assigned by Tencent Cloud

The game_key assigned by Tencent Cloud, which corresponds to the

app_key Yes game. id

Both gamelD and appKey are automatically generated after a new game has been registered on the

Tencent Cloud official website (XXXXxXxxxxxxx).

Return value: O indicates a successful call.

User login API

Function signature

int tp2_setuserinfo (int account_type, int world_id, string open_id,

string role_id);

Parameter description

Parameter Description

account_t
-vP Account type associated to the operating platform. Refer to TssSdkEntryld below.

e
world_id Information on the server where user's game role is created
» User's unique ID, which can be a custom string. This is required for penalties
open_i
pen purposes.
string . .
role id Identifies the varying roles created by a user
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For the account_type, 1 indicates QQ (default), 2 indicates WeChat, and 99 indicates other platforms. For

Chinese and international mainstream login platforms, please refer to the following values.

enum TssSdkEntryId
{

ENTRY_ID_QZONE = 1, // QQ

ENTRY_ID_MM = 2, // WeChat

ENTRT _ID_FACEBOOK = 3, // facebook
ENTRY_ID_TWITTER = 4, // twitter
ENTRY_ID_LINE = 5, // line
ENTRY_ID_WHATSAPP = 6, // whatsapp

ENTRY_ID_OTHERS = 99, // Other platforms
ti

world_id is defined by the game. Enter O if the game has only one server.
role_id is used to identify different roles of an account under one server. Enter "" if there is only one role.
open_id is assigned by the specific operating platform to uniquely identify users.

Return value: O indicates a successful call.

API for switching between foreground and background

Function signature

int tp2_setgamestatus (int status);

Parameter Description

foreground TP2_GAME_STATUS_FRONTEND
background TP2_GAME_STATUS_BACKEND

status

Enumeration types

enum TP2GameStatus
{

TP2_GAME_STATUS_FRONTEND = 1, // Foreground

TP2_GAME_STATUS_BACKEND // Background
}

Return value: O indicates a successful call.
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When to call the function

1. Call tp2_sdk_init_ex immediately after the game is launched. Parameters are game_id and app-key.

Calling the security API function earlier can better protect the game process.

2. tp2_setuserinfo is called after the game is authorized by the user to access its login information. If the
game has set world_id and role_id, then call the tp2_setuserinfo function after obtaining both world_id
and role_id. During gameplay, if you need to retrieve the user's login information in situations like when
the network is disconnected or the user logged out and needs to re—login, you will need to call the
function again. The parameter to be passed is the user's account information, which can be customized.

3. tp2_setgamestatus is called when the game switches between foreground and background. When the
game switches from background to foreground, the parameter is set to Tp2Status. FRONTEND, and
when the game switches from foreground to background, the parameter is set to Tp2Status. BACKEND.
Some of the SDK functions stop running when the game switches to background, so the API may affect

the normal running of SDK functions.

Sample Code

void Start ()

{

//Called immediately after the game is launched.

tp2_sdk_init_ex (8888, "abab8dc7ef67ca92e41d730982c5c602") ;

// Called when the user logs in

int account_type = ENTRY_ID_QZONE; /* Account type */

int world_id = 101; /* Server id*/

string open_id = "B73B36366565F9E02C752"; /* Platform-specific user ID
%)

string role_id = "paladin"; /* Role id*/

tp2_setuserinfo (account_type, world_id, open_id, role_id);

b

// Game switches from background to foreground
void onResume ()

{

tp2_setgamestatus (TP2_GAME_STATUS_FRONTEND) ;

b

// Game switches from foreground to background
void onPause ()
{

tp2_setgamestatus (TP2_GAME_STATUS_BACKEND) ;
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Verifying Whether the SDK is Integrated Correctly

1. Connect your Android phone to a Windows PC via a USB cable. After the connection is successful, log in

to the Android ADB console using Windows CMD, as shown below:

C:slsers Administrator>adb shell
shell@hwup?:/ % |

2. Type cd /sdcard, press enter, then type mkdir sdk, and press enter, to create the /sdcard/sdk directory.
If the directory already exists, a prompt indicating "mkdir failed for /sdcard/sdk. File exists" will appear,

and you can proceed to the next step.

shellfhwp?:/ £ cd ssdcard

cd ssdcard

shellfhwp?:/sdcard § mkdir sdk
mkdir =dk

shell1fhwp?: sdcard %

3. Type cd /sdcard/sdk to enter the directory, and type echo>enable.log to create an empty file enable.log:

shell1Bhup?:  sdcardssdk % echo »enable.log
echo »enahle.log |

Files under the directory created by the shell may not be accessed on some models. In this case, change the

/sdcard/sdk directory with root user or use another mobile phone.

shel1Bhup?:/sdcard £ =su

A1}

rootlBhup?: mntsshellsemulateds8 # chmod -R 7?77 ssdcard-ssdk
chmod —-R 777 ssdcard-sdk

rootlBhup?:/mntsshellsemulateds8 #

4. Start and log in to the game, check whether tp2.log and tlog.log are generated in the /data/data/log

directory, as shown below:

©2013-2026 Tencent Cloud. All rights reserved. Page 13 of 33
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she l1Bhwp?:/sdcard/sdk § 1s -1

1= -1

—PuUXPUX—— PFoot sdcard_»r 1 28016-84-28 22:37 enable. log
—PuUXPUX—— PFoot sdcard_»r 3324 20168428 22:33 tlog.log
—PuUXPWX—— PFoot sdcard_»r 4151 280168428 22:33 tp2.log

If no log is generated, check whether you have the read/write permission to /sdcard/sdk and enable.log.
This directory cannot be read/written on a small number of models. Use another model for testing or

change /sdcard/sdk to /data/data/log with root user.

@® Note:

enable.log is only used for testing purposes.

5. Open the tp2.log file, and check whether it contains the information of three native APIs tp2_sdk_init_ex,
tp2_setuserinfo and setgamestatus as well as the jar packet's version number jar_ver. Only when all the
above conditions are met, can the security SDK run properly. setgamestatus:1 indicates that the current
process is running in the foreground, and setgamestatus:2 indicates that the current process is running
in the background.

Verify whether the API is correctly called by switching the App between foreground and background, and

also check whether the userinfo is entered correctly.

root@BhuwG?58-T81 : /sdcardssdk # cat tp2.loyg
[17:41:841 tp2_sdk_init_ex. ver:1.6.8 |
[17:41:841 {

Anti-Cheat Expert

[17:41:841
[17:41:841
[17:41:841

[17:41:841
[17:41:841
[17:41:841
[17:41:841
[17:41:841
[17:41:841
[17:41:85%1
[17:41:85%1
[17:41:85%1
[17:41:85%1
[17:41:85%1
[17:41:85%1

app_id:-8888
app_key:dSab8dcPef67ca?2ed41d73IB?782c5chB2
>

[17:41:841| tp2_setuserinfo |

L4
account_type:=1
world_id:181
open_id:CFA86AT77B3I55ADBCFFEAGB?4337EDFE4
role_id:Paladin

>

setgamestatus:=1

jar:uer:i.ﬁ.ﬂ

Jar_ns:*'com.tencent.tersafe2 . .util. JNCTask
UVER:1.6.8CAndroid>,. 28161238

L4

>

[17:41:15] setgamestatus =2
[17:41:20] setgamestatus:=1

6. Open tlog.log to view the data sent by the security SDK, as shown below:

©2013-2026 Tencent Cloud. All rights reserved.
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shell1Bhwp?: /sdcardssdk § cat tlog.log

cat tlog.log

A1 88A8A1 4F1 BRBEARAAS B2 E1 EADABAAZ 3 2 8 IRBEAREABEAREAREAREAREAREABAEA
36356536646261 366232000007 01 ABEABEA1 ARBEABAAA1 A1 ARA1 BMBA2 IABERBAEA
464541 36423934333337454446 453 40000C5 A0BBARA1 BACS 81 BABBA? BERBEABAA
877C9C13CF18874A86221AFFA47C7?FA484E78 25 ?B?5C6CDCEFS2143DBIB41C786
D861 D94B644DD1 DEBAFBF2DE1 FEDRAAPCABS E??54EEEDB3AF461A78F28ABE 7325
44AD733953D57651ABSFECABCEL BBEACYS DS CCFACBABG PE?8AAABAAL 7IEDA3 ALY
81880861 8401 AAA1 C1 845 B2E1 EADAAAA2 328 E2 29175 7C691 81801 BCB 258111 FDA
36356536646261366232000001 C1 058081 CASAAZF701 BAA7 C7ABABA1 BARBA1 280A
18323F2928CABDEBGFPACFS6A?72AFAECTAG 2407 DEBAT4ACIFS27CD?ACEAG 319847
288DFE1RE?CEBC?BFFA76APCED249082378AD14723658515DE4ATE?7ES3834CCD72
PL2C2BCA61CBFS2339B9430D4287 D62 24F3972AAB3IC422882 25D EFB1 8CFA4ACE
F128981 E78BADG PACTFABC41592ES 2AEGDESSBAIF28FCFA?AR?AB7EB1 D521 C24FF
951 25F34DEB24BFDAZ 849 B?B1 7EBBA3IF?BG?CASDF453481 4B1 3IDES Y

A1 88A8A1 4F1 BRBEARAAS B2 E1 EADABAAZ 3 2 8 IRBEAREABEAREAREAREAREAREABAEA
36356536646261 366232000007 01 ABEABEA1 ARBEABAAA1 A1 ARA1 BMBA2 IABERBAEA
464541 36423934333337454446 453 40000C5 A0BBARA1 BACS 81 BABBA? BERBEABAA
PAT115C5 A9 B18 2B FF243CAYERBAEAS IEC?2AB2 961932 2FF76125CAAFBFCY827
EA?BEDA3IBECE?SCD1ADEBZFAFA1 A3 C5ADAE4A43FADAPCS 772 4FA?? @7 FF25CC708
C33249ACS6E17BAZDEZ]1 3ABSBP4E2 D6 B? DFAC2ZEF? 275 D4ED1 358 3ESA BB 2FC77A

In addition to reporting some basic process information during initialization, the security SDK also sends
data according to the results of periodic security scanning, such as the incorrect signature of the App
certificate, modification of memory data, a running add—on process, etc. The tlog.log records the data (only
generated during testing) sent by the SDK. Generally, the data size per hour is about 20 KB. You can check

the size of “tlog.log" to calculate the volume of data sent by the security SDK.

©2013-2026 Tencent Cloud. All rights reserved. Page 15 of 33



> Tencent Cloud Anti-Cheat Expert

Integration Guidelines for Java

Preparations

Developers need to complete the following steps when integrating the security SDK:

1.1 Copy the SDK dynamic library to the specified project directory associated with the game platform
and the CPU architecture.

1.2 Call the SDK API based on the game_id and user's login information.
1.3 Verify whether the SDK is integrated correctly.
The following files are required for the integration of the security SDK to Android OS written in C/C++:

tp2.jar

libtersafe2.so

Permissions required:

<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/>
<uses-permission
android:name="android.permission.ACCESS_NETWORK_STATE" />
<uses-permission
android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.GET_TASKS" />

<uses-permission android:name="android.permission.INTERNET" />

SDK API functions:

Initialization API: initEx
User login API: onUserLogin

API for switching from foreground to background: onAppPause

API for switching from background to foreground: onAppPause

Adding SDK Files to the Project

Add files

1. Copy the tp2.jar file from the sdk/android/c directory to the libs directory in the android project directory.

©2013-2026 Tencent Cloud. All rights reserved. Page 16 of 33
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2. Copy the folder (containing the libtersafe2.so file) named after the CPU architecture from the
sdk/android/java/lib directory to the libs directory of the android project directory. Do not copy
unsupported CPU architectures.

4 |= TP2DemocJava
=\ Android 2.2
B\ Android Private Libraries
=\ Android Dependencies
B src
1.1"' ;gen Generated Java Files]

= assets

2= bin
;'_'| -
4 = libs
= armeabi

aip libtersafe2.so

iy

i3

[ 9

» = armeabi-v7a
= x86

4| android-support-vd.jar

i tp2jar

o res

1, AndroidManifest.xml
® ic_launcher-web.png
|-] proguard-project.txt
|=| project.properties

Setting of project attributes

Select the game project on the left "Project Explorer" pane in Eclipse, right—click and select "Properties"” in
the pop—up menu, then select "Java Build Path" on the left of the "Properties" window, and click "Add JARs"
in "Libraries" to add tp2.jar.
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(type filter text © Java Build Path Gy v w

» Resource - . .

s | (® Source | > Projects| B Libraries | %, Order and Export|

Android Lint Preferences JARs and class folders on the build path:

Builders. > mA Android 5.1.1 [ Add JARs... ]
Java Build Path > mh Android Dependencies

> Java Code Style > m Android Private Libraries | Add External JARs.. |

» Java Compiler -

» Java Editor l Add Yarieble-.. ]
Javadoc Location l Add Library... ]
Project References Fold
Run/Debug Settings l Acdd Glass - ]

» Task Repository | Add External Class Folder...|
Task Tags

b ::I:;Iraﬁon [ Edit... |

tkaText
[ Remove ]
[ Migrate JAR File... l
‘ i »
@ e
. e — B ———

Select tp2.jar that has been copied to the project directory.
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Choose the archives to be added to the build path:

type filter text

b &£ appcompat_v7
4 (£ tp2Demo
> (> .settings
> £ bin
> = gen
4 (= libs
> armb64-v8Ba
» (= armeabi
» (= armeabi-v7a
b & x86
b = x86_64
.« android-sup
L] tp2jar
b res
b (= src
X .classpath

After adding tp2.jar, select it in "Order and Export".

©2013-2026 Tencent Cloud. All rights reserved. Page 19 of 33
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F Bl

type filter text Java Build Path v T
Resource - - - —1 o
Android [E Sourl:el = Projects [ |1 leranes_ “¢ Order and Export
Android Lint Preferences Build class path order and exported entries:
Builders {(Exported entries are contributed to dependent projects)
Java Build Path H (#tp2Demo/src ‘ Up I
Java Code Style H (#tp2Demo/gen
Java Compiler =\ Android 5.1.1
Java Editor J| B\ Android Private Libraries
Javadoc Location 7| =\ Android Dependencies ‘ dop l
Project References IFl= tp2jar - tp2Demoylibs| ]
Run/Debug Settings !
Task Repository
Task Tags ‘ Select Al ]
Validation | Deselectal |
WikiText

4 LLL b

'9 OK J l Cancel

L

Clean and rebuild the project.

Calling SDK API

Import the packet.

com.tencent.tersafe2.TP25dk;

[

Initializatio

n function

Function signature

public static int initEx (int gameId, String appKey) ;

Parameter description

Parameter

Required Description

©2013-2026 Tencent Cloud. All rights reserved.

Page 20 of 33



> Tencent Cloud Anti-Cheat Expert

gameld Yes The game_id assigned by Tencent Cloud

appKey Yes The ga.r;]e_key assigned by Tencent Cloud, which corresponds to the
game_id.

Both gamelD and appKey are automatically generated after a new game has been registered on the

Tencent Cloud official website (XXXXXXXXXXXX).

Return value: O indicates a successful call.

User login API

Function signature

public static native int onUserLogin (int accountType, int worldId,

String openlId, String roleld);

Parameter description

Parameter Title 2

account_t
—vP Account type associated to the operating platform. Refer to TssSdkEntryld below.

e

worldld Information on the server where user's game role is created

openld User's unique ID, which can be a custom string. This is required for penalties
purposes.

roleld Identifies the varying roles created by a user

For the account_type, 1 indicates QQ (default), 2 indicates WeChat, and 99 indicates other platforms.

Chinese and international mainstream platforms, please refer to the following values.

enum TssSdkEntryId

{

ENTRY_ID_QZONE = 1, // QQ
ENTRY_ID_MM = 2, // WeChat
ENTRT_ID_FACEBOOK = 3, // facebook
ENTRY_ID_TWITTER = 4, // twitter

ENTRY ID _LINE = 5, // line

ENTRY_ID_WHATSAPP = 6, // whatsapp

ENTRY_ID_OTHERS = 99, // Other platforms

©2013-2026 Tencent Cloud. All rights reserved. Page 21 of 33
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world_id is defined by the game. Enter O if the game has only one server.
role_id is used to identify different roles of an account under one server. Enter "" if there is only one role.

open_id is assigned by the specific operating platform to uniquely identify users.
Return value: O indicates a successful call.

API for switching from foreground to background

Function signature

int onAppPause ();

If the App switches from foreground to background, the game is inactive.

Return value: O indicates a successful call.

API for switching from background to foreground

Function signature
If the App switches from background to foreground, the game is active.

Return value: O indicates a successful call.
When to call the function

1. Call TP2Sdk.initEx immediately after the game is launched. Parameters are gamelD and appKey. Calling

the security API function earlier can better protect the game process.

2. TP2Sdk.onUserlLogin is called after the game is authorized by the user to access its login information. If
the game has set world_id and role_id, then call the TP2Sdk.onUserLogin function after obtaining both
world_id and role_id. During gameplay, if you need to retrieve the user's login information in situations
like when the network is disconnected or the user logged out and needs to re—login, you will need to call
the function again. The parameter to be passed is the user's account information, which can be
customized.

3. TP2Sdk.onAppPause is called when the game switches from foreground to background.

4. TP2Sdk.onAppResume is called when the game switches from background to foreground.

Sample Code

public void onCreate ()

{
1§

//Called immediately after the game is launched.

TP2Sdk. initEx (9000, "d5ab8dc7ef67ca%92e41d730982c5c602") ;
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int accountType = ENTRYID.ENTRY_ID_QZONE; /* Account type */
int worldId = 1; /* Server id*/
String openId = "B73B36366565F9E02C752"; /* Platform-specific user ID */
String rolelId = "paladin"; /* Role id*/
// Called when the user logs in the game
TP2Sdk.onUserLogin (accountType, worldId, openlId, roleId);
t
// Game switches from foreground to background
public void onPause ()
{
super.onResume () ;
TP2Sdk.onPause () ;
t

// Game switches from background to foreground

public void onResume ()

{

super.onResume () ;
TP2Sdk.onResume () ;
}

Verifying Whether the SDK is Integrated Correctly

1. Connect your Android phone to a Windows PC via a USB cable. After the connection is successful, log in

to the Android ADB console using Windows CMD, as shown below:

C:slsers Administrator>adb shell
shell@hwup?:/ %

2. Type cd /sdcard, press enter, then type mkdir sdk, and press enter, to create the /sdcard/sdk directory.
If the directory already exists, a prompt indicating "mkdir failed for /sdcard/sdk. File exists" will appear,
and you can proceed to the next step:

shellfhwp?:/ £ cd ssdcard

cd ssdcard

shellfhwp?:/sdcard § mkdir sdk
mkdir =dk

shell1fhwp?: sdcard %

3. Type cd /sdcard/sdk to enter the directory, and type echo>enable.log to create an empty file enable.log.
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shell1Bhup?:  sdcardssdk % echo »enable.log

echo »enahle.log '

Files under the directory created by the shell may not be accessed on some models. In this case, change

the /sdcard/sdk directory with root user or use another mobile phone.

shellBhup?:/sdcard § =su

20

rootlBhup?:/mntsshellsemulateds8 # chmod —-R 777 ssdcard-ssdk
chmod —-R 777 ssdecard-ssdk

rootlBhup?:/mntsshellsemulateds8 H#

4. Start and log in to the game, check whether tp2.log and tlog.log are generated in the /data/data/log

directory, as shown below:

shel1Bhup?:/sdecardssdk § 1= -1

1= -1

—PuXPuUx—— Poot sdcard_p 1 28016—-84-28 22:37 enahbhle. log
—PuXPuUx—— Poot sdcard_p 3324 2016-84-28 22:33 tlog. log
—PuXPuUx—— Poot sdcard_p 4151 2816-84-28 22:33 tp2. log

If no log is generated, check whether you have the read/write permission to /sdcard/sdk and enable.log.
This directory cannot be read/written on a small number of models. Use another model for testing or

change /sdcard/sdk to /data/data/log with root user.

@ Note:

enable.log is only used for testing purposes.

5. Open the tp2.log file, and check whether it contains the information of three native APIs tp2_sdk_init_ex,
tp2_setuserinfo and setgamestatus as well as the jar packet's version number jar_ver. Only when all the
above conditions are met, can the security SDK run properly. setgamestatus:1 indicates that the current
process is running in the foreground, and setgamestatus:2 indicates that the current process is running
in the background.

Verify whether the API is correctly called by switching the App between foreground and background, and

also check whether the userinfo is entered correctly.
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rootBhuG?58-TH1 : sdcardssdk # cat tp2.log

[17:41:84]1| tp2_sdk_init_ex, ver:1.6.8 |

[17:41:841 £

[17:41:841] app_id:-8888

[17:41:841] app_key:dSab8dcYef67ca?2e41d730982c5c682
[17:41:841 >

[17:41:841| tp2_setuserinfo |

[17:41:841 {

[17:41:841] account_type:-1

[17:41:841] world id:=i81

[17:41:841 open_id:CFA86ATYBISSADBCFFEAGBY4337EDFE4
[17:41:841 role_id:Paladin

[17:41:841 >

[17:41:8%]1| setgamestatus:1
[17:41:85%1| jar_ver:-1.6.8
[17:41:8%]1 jar_ns:-*fcom.tencent.tersafe2.util.JNCTask
[17:41:85]1 VER:1.6.8{Android?>, 28161238

[17:41:851 {

[17:41:851 >

[17:41:15]] setgamestatus -2
[17:41:28] setgamestatus:=1

6. Open tlog.log to view the data sent by the security SDK, as shown below:

shellPhwp?: /sdcard-sdk § cat tlog.log

cat tlog.log

A1 AAARA1 4F1 00AAAREAAS B2 E1 EADBAAAZ 32 8 AAABAAAARRARAADAARAREARAABAAA
3635653664626136062320A0AAT A1 AARAAGA1 AARBAAAAA1 A1 AAE1 AAAAZ 3ARABAAA
4645413642393433333745444645340000C5AAAEAAA1 BACS A1 BAAAA? AARAABAAA
877C?C13CF18874A86921AFFA4?C7FA484E7R 25 7B75 C6CDCEFS52143DBE3841C286
D?861D74B644DD1 DBAFBFZDB1 FEDBAAZCABS E7?54EEEDE3AF461A78F28ABR 7325
44AD73I3253D57651ABBFEC6BCE1 BBEACYE DS CCFACBABG YE? BBAABAAL7IEDA3 ALY
01 A0APA1 8401 AAA1 C1A45 B2 E1 EADAAAAZ 328 E7991757C621A1AA1 BCR?58111FDA
363565366462613662320000A1 C1A5AAA1CABAAZF?A100A? C7HAAAAL AARAALZEA
18323F2928CARBDBGF74CFL6A?72AFABCTAG2Z4A7DEAATACIFL 27CD?ACEAGI12B47
2BB8DFE1AE7CEC?BFF676ACED2470A7398AD1493658515DE4APET7ER3834CCD72
759C2BCA1CBFS52339B943AD4287D624F32727AAB3C492802 25D EFB1BCFA4ACEF
F128701 E?8B8D6 7ACYFoBC4159 2E52AEGDESBBAIF28FCFA?AATAB7E1 D521 C?4FF
8951 25F34DEB24BFDAZ847BYB1 ?EBBA3IF 7B 7CABDF453481 4B13DEE?

A1 AAARA1 4F1 00AAAREAAS B2 E1 EADBAAAZ 32 8 AAABAAAARRARAADAARAREARAABAAA
3635653664626136062320A0AAT A1 AARAAGA1 AARBAAAAA1 A1 AAE1 AAAAZ 3ARABAAA
4645413642393433333745444645340000C5AAAEAAA1 BACS A1 BAAAA? AARAABAAA
TAT115C5787B182B6FF243CAVERBG EAS IECY2AB29612322FF76125CAAFBFCYE27
EA?AEDA33AECBYSCD1ADEZFAFA1 A3 CHADAE4A4IFADATCL 7 724FA7?A7YFF25CC7A8
C33249AC56E17BAZDEZ21 3ABSB74EZ D6 B? DFAC2ZEF?2? 75 D4ED1 3583 EBAIBBYFCT2A

In addition to reporting some basic process information during initialization, the security SDK also sends
data according to the results of periodic security scanning, such as the incorrect signature of the App
certificate, modification of memory data, a running add-on process, etc. The tlog.log records the data
(only generated during testing) sent by the SDK. Generally, the data size per hour is about 20 KB. You

can check the size of tlog.log to calculate the volume of data sent by the security SDK.
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Integration Guidelines for C#

Preparations

Developers need to complete the following steps when integrating the security SDK:

1.1 Copy the SDK dynamic library to the specified project directory associated with the game platform
and the CPU architecture.

1.2 Call the SDK API based on the game_id and user's login information.
1.3 Verify whether the SDK is integrated correctly.
The following files are required for the integration of the security SDK to Android OS written in C/C++:

tp2.cs

tp2.jar (Android)

libtersafe2.so (Android)

Permissions required:

<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/>
<uses-permission
android:name="android.permission.ACCESS_NETWORK_STATE" />
<uses-permission
android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.GET_TASKS" />

<uses-permission android:name="android.permission.INTERNET" />

SDK API functions:

Initialization API: Tp2SdkInitEx

User login API: Tp2UserlLogin

API for switching between foreground and background: Tp2SetGamestatus

Adding SDK Files to the Project

Add files

1. Move tp2.cs from the sdk\android\c# directory into the project's Assets directory.

2. Move tp2.jar from the sdk\android\c# directory into the project's Assets\Plugins\Android directory.
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3. Multi-CPU:

When we use Unity5.0, for example, if the game supports multi-CPU architecture (currently only arm-v7a
and x86 are supported) on Android, copy libtersafe2.so in both armeabi and x86 folders under the

sdk\android\c#\lib directory to the following directories respectively:

Assets/Plugins/Android/libs/armeabi-v7a/

Assets/Plugins/Android/libs/x86/

4. Single CPU architecture:

When we use Unity4.5, for example, if the game only supports arm—-v7, move tp2.jar provided by SDK
and libtersafe2.so from the armeabi-v7a directory to the /Assets/Plugins/Android/ directory.

Setting of project attributes

If multi-CPU architecture is supported, select "File" —> "Build Settings" —> "Player Settings" —> "Other
Settings" —> "Device Filter" —> "FAT(ARMv7+x86)".
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Calling SDK API

Initialization function

Function signature

void Tp2SdkInitEx (int gameld, string appKey) ;

Parameter description

©2013-2026 Tencent Cloud. All rights reserved. Page 27 of 33



> Tencent Cloud Anti-Cheat Expert

Parameter Required Description

The game_id assigned by

ameld Yes
9 Tencent Cloud

The game_key assigned by
appKey Yes Tencent Cloud, which
corresponds to the game_id.

Both gamelD and appKey are automatically generated after a new game has been registered on the Tencent
Cloud official website (XXXXXXXXXXXX).

Return value: O indicates a successful call.

Set the user information

Function signature

void Tp2Userlogin (int accountType, int worldId, String openld, String

roleld) ;

Parameter description

Parameter Title 2

account_t
-vP Account type associated to the operating platform. Refer to TssSdkEntryld below.

e

world_id Information on the server where user's game role is created

open._id User's unique ID, which can be a custom string. This is required for penalties
- purposes.

role_id Identifies the roles created by a user

For the account_type, 1 indicates QQ (default), 2 indicates WeChat, and 99 indicates other platforms.

Chinese and international mainstream platforms, please refer to the following values.

enum TssSdkEntryId

{
ENTRY ID QZONE = 1, // QO

ENTRY_ID_MM = 2, // WeChat

ENTRT_ID_FACEBOOK = 3, // facebook
ENTRY ID TWITTER A, // twitter
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ENTRY ID LINE = 5, // line

ENTRY_ID_WHATSAPP = 6, // whatsapp

ENTRY_ID_OTHERS = 99, // Other platforms
i

world_id is defined by the game. Enter O if the game has only one server.
role_id is used to identify different roles of an account under one server. Enter "" if there is only one role.
open_id is assigned by the specific operating platform to uniquely identify users.

Return value: O indicates a successful call.

Set the game status

Function signature

void Tp2SetGamestatus (Tp2Status status);

Parameter description

Parameter Description

Foreground Tp2Status. FRONTEND
Background Tp2Status. BACKEND

status

Enumeration types

public enum Tp2Status
{

FRONTEND = 1, // Foreground

BACKEND = 2 // Background
t

Return value: O indicates a successful call.
When to call the function

1. Call Tp2SdkInitEx immediately after the game is launched. Parameters are gamelD and appKey. Calling
the security API function earlier can better protect the game process.

2. Tp2UserlLogin is called after the game is authorized by the user to access its login information. If the
game has set world_id and role_id, then call the Tp2UserLogin function after obtaining both world_id and

role_id. During gameplay, if you need to retrieve the user's login information in situations like when the
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network is disconnected or the user logged out and needs to re—login, you will need to call the function

again. The parameter to be passed is the user's account information, which can be customized.

. Tp2SetGamestatus is called when the game switches between foreground to background. When the
game switches from background to foreground, the parameter is set to Tp2Status. FRONTEND, and
when the game switches from foreground to background, the parameter is set to Tp2Status. BACKEND.
Some of the SDK functions stop running when the game switches to background, so the APl may affect
the normal running of SDK functions.

Sample Code

void Awake ()

{

Tp2Sdk.Tp2SdkInitEx (8888, "d5ab8dc7ef67ca92e41d730982c5c602") ;

t

// Called after the user logs in

void Start ()

{

int accountType = (int)Tp2Entry.ENTRY_ID_QZONE ; /* Account type */

int worldId 100; /* Server id*/

string openId = "B73B36366565F9E02C752"; /* User id*/
string roleId = "paladin"; /* Role idx/
Tp2Sdk.Tp2UerLogin (accountType, worldId, openlId, roleIld);
t

// Called when the game switches between foreground and background

void OnApplicationPause (bool pause)

Tp2Sdk.Tp2SetGamestatus (Tp2Status. BACKEND); // Switching to background

Tp2Sdk.Tp2SetGamestatus (Tp2Status. FRONTEND); // Switching to foreground
t
t

Verifying Whether the SDK is Integrated Correctly

1. Connect your Android phone to a Windows PC via a USB cable. After the connection is successful, log in

to the Android ADB console using Windows CMD, as shown below:
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C:slserssAdministratorradbh shell

shel10hup?:/ % '

2. Type cd /sdcard, press enter, then type mkdir sdk, and press enter, to create the /sdcard/sdk directory.
If the directory already exists, a prompt indicating "mkdir failed for /sdcard/sdk. File exists" will appear,

and you can proceed to the next step:

shell@fhup?:/ £ cd /sdcard

cd Azdcard

shel1@0hwp?:/sdcard § mkdir sdk
mkdir =dk
she110hwp?: /sdcard 5

3. Type cd /sdcard/sdk to enter the directory, and type echo>enable.log to create an empty file enable.log

shellBhup?:/sdcardssdk % echo »enahble.log

echo »enahle. log '

Files under the directory created by the shell may not be accessed on some models. In this case, change

the /sdcard/sdk directory with root user or use another mobile phone.

shellBhup?:/sdcard § =su

s0

rootlBhup?:/mntsshellsemulateds8 # chmod —R 777 ssdcardrssdk
chmod —-R 777 rssdcard-ssdk

rootlBhup?:/mntsshellsemulateds8 #

4. Start and log in to the game, check whether tp2.log and tlog.log are generated in the /data/data/log

directory, as shown below:

shell1Bhup?:/sdcardssdk § 1z -1

1= -1

—PuXPuUx—— Poot sdcard_p 1 28016-84-28 22:37 enahbhle. log
—PuXPuUx—— Poot sdcard_p 3324 2016-84-28 22:33 tlog. log
—PuxXPuUx—— Poot sdcard_p 4151 2016-84-28 22:33 tp2. log

If no log is generated, check whether you have the read/write permission to /sdcard/sdk and enable.log.
This directory cannot be read/written on a small number of models. Use another model for testing or

change /sdcard/sdk to /data/data/log with root user.
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@ Note:

enable.log is only used for testing purposes.

5. Open the tp2.log file, and check whether it contains the information of three native APIs tp2_sdk_init_ex,
tp2_setuserinfo and setgamestatus as well as the jar packet's version number jar_ver. Only when all the
above conditions are met, can the security SDK run properly. setgamestatus:1 indicates that the current
process is running in the foreground, and setgamestatus:2 indicates that the current process is running
in the background.

Verify whether the API is correctly called by switching the App between foreground and background, and

also check whether the userinfo is entered correctly.

root@fhuwG?58-T81 : /sdcardssdk # cat tp2.log

[17:41:841 tp2_sdk_init_ex, ver:1.6.8 |

[17:41:841 {

[17:41:841 app_id:8888

[17:41:841 app_key:dSab8dcPef6?7ca?2ed41d738982c5chB2
[17:41:841 >

[17:41:841| tp2_setuserinfo |

[17:41:841 {

[17:41:841 account_type:z1

[17:41:841 world_id:181

[17:41:841 open_id:CFA86AT?7BIS5ADBCFFEAGB?4337EDFE4
[17:41:841 role_id:Paladin

[17:41:841 >

[17:41:85]| setgamestatus:l
[17:41:851| jar_ver:1.6.08
[17:41:85]1 jar_nz:**com.tencent.tersafe2._ util. JNCTask
[17:41:851 VER:1.6.8{Android>»,. 20161238

[17:41:851 {

[17:41:851 >

[17:41:15] setgamestatus 2
[17:41:20] setgamestatus:=1

6. Open tlog.log to view the data sent by the security SDK, as shown below:
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shell1Bhwp?: /sdcardssdk § cat tlog.log

cat tlog.log

A1 88A8A1 4F1 BRBEARAAS B2 E1 EADABAAZ 3 2 8 IRBEAREABEAREAREAREAREAREABAEA
36356536646261 366232000007 01 ABEABEA1 ARBEABAAA1 A1 ARA1 BMBA2 IABERBAEA
464541 36423934333337454446 453 40000C5 A0BBARA1 BACS 81 BABBA? BERBEABAA
877C9C13CF18874A86221AFFA47C7?FA484E78 25 ?B?5C6CDCEFS2143DBIB41C786
D861 D94B644DD1 DEBAFBF2DE1 FEDRAAPCABS E??54EEEDB3AF461A78F28ABE 7325
44AD733953D57651ABSFECABCEL BBEACYS DS CCFACBABG PE?8AAABAAL 7IEDA3 ALY
81880861 8401 AAA1 C1 845 B2E1 EADAAAA2 328 E2 29175 7C691 81801 BCB 258111 FDA
36356536646261366232000001 C1 058081 CASAAZF701 BAA7 C7ABABA1 BARBA1 280A
18323F2928CABDEBGFPACFS6A?72AFAECTAG 2407 DEBAT4ACIFS27CD?ACEAG 319847
288DFE1RE?CEBC?BFFA76APCED249082378AD14723658515DE4ATE?7ES3834CCD72
PL2C2BCA61CBFS2339B9430D4287 D62 24F3972AAB3IC422882 25D EFB1 8CFA4ACE
F128981 E78BADG PACTFABC41592ES 2AEGDESSBAIF28FCFA?AR?AB7EB1 D521 C24FF
951 25F34DEB24BFDAZ 849 B?B1 7EBBA3IF?BG?CASDF453481 4B1 3IDES Y

A1 88A8A1 4F1 BRBEARAAS B2 E1 EADABAAZ 3 2 8 IRBEAREABEAREAREAREAREAREABAEA
36356536646261 366232000007 01 ABEABEA1 ARBEABAAA1 A1 ARA1 BMBA2 IABERBAEA
464541 36423934333337454446 453 40000C5 A0BBARA1 BACS 81 BABBA? BERBEABAA
PAT115C5 A9 B18 2B FF243CAYERBAEAS IEC?2AB2 961932 2FF76125CAAFBFCY827
EA?BEDA3IBECE?SCD1ADEBZFAFA1 A3 C5ADAE4A43FADAPCS 772 4FA?? @7 FF25CC708
C33249ACS6E17BAZDEZ]1 3ABSBP4E2 D6 B? DFAC2ZEF? 275 D4ED1 358 3ESA BB 2FC77A

In addition to reporting some basic process information during initialization, the security SDK also sends
data according to the results of periodic security scanning, such as the incorrect signature of the App
certificate, modification of memory data, a running add—on process, etc. The tlog.log records the data
(only generated during testing) sent by the SDK. Generally, the data size per hour is about 20 KB. You

can check the size of tlog.log to calculate the volume of data sent by the security SDK.
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